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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535 

August 30, 2018 

MR. JOHN GREENEWALD JR. 
SUITE 1203 
27305 WEST LIVE OAK ROAD 
CASTAIC, CA 91384 

FOIPA Request No.: 1298176-000 
Subject: Cryptome.org 

Dear Mr. Greenewald: 

The enclosed documents were reviewed under the Freedom of Information Act (FOIA), Title 5, United States 
Code, Section 552.  Deletions have been made to protect information which is exempt from disclosure, with the 
appropriate exemptions noted on the page next to the excision.  In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely.  The exemptions used to withhold information are 
marked below and explained on the enclosed Explanation of Exemptions: 

Section 552 Section 552a 

(b)(1) (b)(7)(A) (d)(5)

(b)(2) (b)(7)(B) (j)(2)

(b)(3) (b)(7)(C) (k)(1)

42 USC 2011 (b)(7)(D) (k)(2)

42 USC 2168(a)(1)(C)--FRD (b)(7)(E) (k)(3)

50 USC 3024(i)(1) (b)(7)(F) (k)(4)

(b)(4) (b)(8) (k)(5)

(b)(5) (b)(9) (k)(6)

(b)(6) (k)(7)

119 preprocessed pages are enclosed.  To expedite requests, preprocessed packages are released the    
same way they were originally processed.  Documents or information originating with other Government agencies 
that were originally referred to that agency were not referred as part of this release.  This material is being provided 
to you at no charge. 

In accordance with standard FBI practice and pursuant to FOIA exemption (b)(7)(E) and Privacy Act 
exemption (j)(2) [5 U.S.C. § 552/552a (b)(7)(E)/(j)(2)], this response neither confirms nor denies the 
existence of your subject's name on any watch lists. 

For your information, Congress excluded three discrete categories of law enforcement and national security 
records from the requirements of the FOIA.  See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010).  This response is 
limited to those records that are subject to the requirements of the FOIA.  This is a standard notification that is given 
to all our requesters and should not be taken as an indication that excluded records do, or do not, exist. Enclosed for 
your information is a copy of the Explanation of Exemptions. 



 
For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”  

The FOIPA Request Number listed above has been assigned to your request.  Please use this number in all 
correspondence concerning your request.  Your patience is appreciated. 
 

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States  
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you  
may submit an appeal through OIP's FOIAonline portal by creating an account on the following web 
site:  https://foiaonline.regulations.gov/foia/action/public/home.  Your appeal must be postmarked or electronically 
transmitted within ninety (90) days from the date of this letter in order to be considered timely.  If you submit your 
appeal by mail, both the letter and the envelope should be clearly marked “Freedom of Information Act Appeal.”  
Please cite the FOIPA Request Number assigned to your request so that it may be easily identified. 
 
 You may seek dispute resolution services by contacting the Office of Government Information Services 
(OGIS) at 877-684-6448, or by emailing ogis@nara.gov.  Alternatively, you may contact the FBI’s FOIA Public 
Liaison by emailing foipaquestions@fbi.gov.  If you submit your dispute resolution correspondence by email, the 
subject heading should clearly state “Dispute Resolution Services.”  Please also cite the FOIPA Request Number 
assigned to your request so that it may be easily identified. 
 
  

 
Sincerely, 
 

 
 

David M. Hardy 
Section Chief 
Record/Information 
 Dissemination Section 
Records Management Division 

 
 
Enclosures 
  

http://www.fbi.gov/foia
https://foiaonline.regulations.gov/foia/action/public/home
mailto:ogis@nara.gov
mailto:foipaquestions@ic.fbi.gov


 
EXPLANATION OF EXEMPTIONS 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 
 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters 

be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers 

to particular types of matters to be withheld; 

 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 

 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal  privacy; 

 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or 

information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair 

trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal  privacy, ( D ) could 

reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private 

institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 

enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 

investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 

investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 

reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 

individual; 

 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 

the regulation or supervision of financial institutions; or 

 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control,  or reduce crime 

or apprehend criminals; 

 

(k)(1) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy, 

for example, information involving intelligence sources or methods; 

 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege 

under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be 

held in confidence; 

 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to 

the authority of Title 18, United States Code, Section 3056; 

 

(k)(4) required by statute to be maintained and used solely as statistical records; 

 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 

employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 

information pursuant to a promise that his/her identity would be held in confidence; 

 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he 

release of which would compromise the testing or examination process; 

 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who 

furnished the material pursuant to a promise that his/her identity would be held in confidence. 

 

FBI/DOJ 
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• FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: New York 
Cyber 
Inte:t,"national Operations 

Attn: 
Attn: 
Attn: 

Date: 10/21/2004 

SA DT-1 
Intyrnatl. Inv. Support Unit 
SSA_ I I0-1 

From: Ll --~--~--~~--------------------------------, 
Contact: I 

Approved By: I h-~~Vt 
Dr-afted By: I I 
Case ID # = I 1~1-

Title: Cr~tome.o~ 

I 
Synopsis: To request LHMs containing background information on 
the inte:I"net site www. cryptome. org and its registr-ant suitable 
for pass-age to the I I 
Details: For the information of FBIHQ and New York Office, the 

L...--:--::--:----:------::--:----::-------:,....--......... ---.-----=--=--=.......-...,..J is investigating the 
publ_ication which is -l_ikel to be of use to 
terrori_sts 

The inte:t,"net site _www. cryptome. org has publ_i_shed 
personal details (home address and PhotoqraPh) of former II 

' \ Accorarncr-to 
lr-----..__jl the website alleger.::s:;........;:t;.:;.;h;;.:;a;:.;:t:..~.l ____ '"'lis a I I 
1..:-----...Jr and was invol vea in I lte:t,"roL..:t:'_,.,..l.-sm-. -....,T=~h""""~e-.---1--..JI 
has a we_l_l-founded fear that he may be the subject of a revenge 
t~:t:'rorist murd~r attack. 

The notes that SA 

background informat:ion 
L.....---...Jicryptome. org. 

_l.gence on L...---------------~ 

are reguested to note the -above conce:t,"ns of I L and provide 
Accordingly, New York Off_ice and FBI~O Cyber Division 

I lwith LHMs suitable for dissemination to_ I 

b6 
b7C 

b6 

b7E 

b7E 

b7D 

b7D 

b6 
b7C 
b7D 

b6 
b7C 
b7D 

b6 
b7C 



,;.t ·.,~To:- New York Fr- I 
~e :- I I l0/2l/2_a...,o,....,o_4_.....J • 
LEAD(s): 

Set Lead l: (Action) 

NEW YORK 

AT NEW YORK 

Provide Legat with an LHM suitable for 
dissemination to ;......::::::.:2.=.:::...J......--_r-e:---1already existing background 
info:t.Jliation I i_nt:e _ on I I 
c:ryptome . org. 

Set Lead 2: (Action) 

CXBER 

AT WASH"I;N'GTON, D.C. 

Set Lead 3: (Info) 

INTERNATIONAL OPERATIONS 

-AT WASHtNGTON, D. C. 

Read and clear. 

++ 

2 
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b6 
b7C 
b7D 



U.S. Department of Justice 

Federal Bureau of Investigation 

11'1 Reply, Please R~fer to 

File No.~L...-----------1 26 Federal Plaza 
New Yo~k, New York 

November 8, 2004 

CRYPTOME.ORG 
INFORMATION CONCERNING 

ln early 2003, Federal Bureau of Investigation (FBI) 
S:ecial Agents assigned to the FBI's New York Office interviewed 

~~tp:{{www.cryptome.org (CRYPTOME.ORG). I 

I 

The website contains information and satellite photos 
of ANDREWS AIR FORCE BASE, detailed plans of AIR FORCE ONE, and 
various other information that could potentially be used to 
col"r'lniit te_rrorist acts. Although the information on the website is 
i_nformation which is available to the public, an ·interview was 
conducted to determine any potential li_nks to terrorist groups or 
activities. 

. .lwas interviewed at his residence, after numerous 
attempts to contact him. 1 

I 

I 

Durin the interview, advised that he was going 

r----lwas asked to contact the FBI in the event that he 
had any i~tion pertaining to terrorism or threats to 
national security.IL...-------------r--------.....1..----. 

L...-..----------~~ ~ 

b7E 

this doc\l%1\ent ~ntains neither recom.-oondations nor conclusions of the FBI. It is the property of the 
FBI and is loaned to your agency; it- and its contents are not to be distributed outside your agency. 
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•. 

.. 

) 

~D~arjL-_____ __J 

• 
Embassy of the Uniied States of F).merica 

Office of'the.Legal Attache: 

I I 

·s: November 2004 

This is in response tQ th~ s· October 2004 le.tter t<> th~ Qfflc~ Qi'the Legal Attach~ fiom 

Enciose piease find a memorandum from the -~BI's New York Offk~ which details an 
interview ofl ~¥ FBI Special Agents:. 

the'FBI trusts this is responsive to you( request, as the ~BI always iooks (qrward t9 
assisting! I · · · · 

.. 

Sincerel¥, , 

.Fqx:: ._I =--"'"":"""":--=--...... 
<Legal Attach~ 

,, 
•• 
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RE: 

Embassy of the United States of America 
Office of the Legal Attache 

I I 

9 April2005 

.J( 1 \V\V\V.crvotaiUe·OI• 

~~~ l-------=--------------~~;::;:~~~~r--==----------------~ I The following infonnation is provided to th~ ltor 
~~~--------~ 

intelligence purposes only, and may not be disseminated outside your agency notused in any 
legal proceedings. 

The int~met site www.cryptome.org has been the subject ~fmuch interest. For example, 
enclosed is a copy of an 8 November 2004 memorandum prepared by the FBI's New York Office 
which was provided upfn reauest tol I AdditionallY. when 
interviewed by the FBI I 

I 
I 

= This letter contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned 
J~( 1J( to thi ror intelligence purposes. It and its contents are not to be distributed outside your agency. 

S: \I ~ C>S - o'f- 0 9 Ouflef 1<> I I · tvt,j L...-.,..._......... _ _ __ __I l- G:. 
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I I It is noted that this arres_t infomiati()n is based 
only qn name and dat~ q{bi{th; therefqr~ absent a fingerprint comparison this infqmiation_ 
cannot be CQnsid-ered C()nclusive~ - -

th~ Ofik~ of the Lega{Attache share-s your concem(Q:t: th~ safety o(youtperSonnei and 
fot~ &ope~-this-intQrmation-is: qftis~ t()-thfmmmmummm mmmmmmmmmmmmmmml - - -

Sincerely, 

:For:- I I 
Legal Attach~ 
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. From:. 
Sent:· 
To:
Sub)ect: 

04/07/2005 

ro: 
mOM: 

!(FBI) . 

I Thursday. April o7, 2dos 10:01 AM 
HQ Div13 SIOC 

I I 

SIOC 
L...-___ .....,.......1 LEGA'J: L-1 -----J 

Ple~s~ run NCIC andCCH ~~~ple I check$ on SSAN I I . ..___ _________ --I 

.Email e-nd/or £axl lresult.s. 1'l1.Jnk you 

• 

.. 

1· 

·wtt6Z=6 _sooz_·;. ·~· 
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, .... . , 

SE~~l!02gHG-t,£f~ 
FEDERAL BUREAU OF INVESTIGATION 

P.rececience: ROUTINE Date: 11/04/2004 

To: Counte:t·intelligence 1\.ttn: 

Albuquerque Attn: 

From: Al~ 
Contact: SA 

Approved By: ~ 

Drafted By: 

Case ID #: (U) 
{U) 

Title: (U) 

6 4A--2\Q -cs a 33 o 
66F-AQ-C57441 

THREAT ASSESSNIBNT CONTROL FILE 

(U) SA.t\JDIA NATIONAL .L.I:\.BOAATORTES; . 

(U) 

AGENTS IN LABS INTT!ATIVE 

Derived F~· · • m : ~4ingle Source Document 

S·e. e.·. 91 ... ass·i · · .. · .·· . . tion ... ·A.·ut·. h. or. ity Reference Sect:Lon. 
Declassif On 11/04/2029 

f:,(.. Pelt. 
·coe 

- t 
o 7€ PElt 

F6r 



To .: 
Re: 

Counterintel1ioence Fl:'om: A1bv.querque 
(U} 64A-AQ-CSB330, ll/04/2004 

:Enclosure(sJ: (~RD) Repot"t authored by 
SNL 1 dated 09/27/2004 titled · 
Series.'·' 

(U) One three page document titled. "Cryptome Eyeball 
~ ,,.: 

. {U} Based upon the above . referenced meeting, SNL 
--did not open an i nvestigation. As neither SNL or 
~ed ~n . in~"~sti~atic:n to b7 appropria,tef FBI AQ did. not 
:1.n1t~ate an ~nvesc.lgat~on 1.nto th:1s matter. 

(U) 'I'he listed conta.ct. ·-··· 

:t'·l'# 
-v.z::;:K.~ 

bl 

. ! · -

f : . 

b7E Per FBI 

b& PBR FSI 
t37C 

2 



-~-~-- - --. 

'C'\..fu" S:?"'.E .. T/~D(/ '.02 P llG 4//HR-

To: Counterintelligence From: Albuquerque 
Re; (D) 64P.. -AQ-C58330, 11/04/2004 . 

LEAD (s) : 

Set Lead 1: (Discretionary} 

COUNTERINTEL.L IGENCE 

AT \4ASHIN§TON, DC 

(U) Information provided tor what.ever use C0-3D 
deems appropriate; 

to Administrati ve and Criminal 
Foreign 

tomic Energy Act 1 1.954 . 

•• 

i" 
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D ~ ffl\., tH>I> 

b3 Pet t>o.D 
'l)o!' 
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.---·..,_ 

'?$ \]dl
t>Ot 



September 27, 2004 

~.h~~~ 
September 27, 20(M 

Revitc\W of Cryptome EyebaU Sedcs (U) 

Sumn1arv 

Background 

A revie\v \VaS conducted of the information distributed through the web site titled 
CryptomeEyeballSeries. This website includes a menu of 252 facilities tba.t can be used 
to access .maps, aeriaLphotos, and detailed itlfonnation for each facility. The list of 
facilities in<::ludes national critical infrastmcture sites such as specificdams, airports, gas 
facilities, powertransmission, ~~s \\'ell as embassies, niilitary supp01t facilities, weapon 
depots, nuclear facilities, Intel complexes, military bases, homes and travel routes of 
specific US political figures, Homeland Security buildings, and some British .sites 
(military andJntel). The general format for each site report includes a request for reader 
input of information, site descriptions and history, referral to other available \Veb sites on 
the topic, maps, and aerial photogra1}hs with USGS coordinates for each photograph. 

bl ?a-CoD 

b'3?&1.. 
Do€, 

boD 

bb ?e({ 
'Doe: 



. ' . .. 

, . ~· ..... ' .•. 

Septe.rnber 27. 2004 

Two sites .wereof interestto.the SandiaNationalLaboratories Office of 

2 

bl 
?€Yl 
DoE: 



September 27, 2004 

>JUI.H~Oj-'cJV put 
http://nucne\vs.ner/nucnews/20QOnn/0010nn/001019nn.htm#14 

5. Burroughs, Chlis, Nendy Upgraded ACRR is up and Running in Area V, February 
7, . 2003 . . http://w·w\v.sandi tt.gov/LahNe \~·s/LN02-01~03/l abnews02 ~07-03.pdf 

6. (U) Maps: mapquest.com 

~w~ 
q.-z~· • ., 
b I Pe~<. 

Doe 

b-a P€'R 
'DOE 

3 



(Rev, Gl-:Jl-2003) 

( ti) 

( tA) 

(~i) 

S~ET/~ 
FfU>" 

FEDERAL BUREAU OF INVESTIGATION 

Precedence; ROUTINE 

To.: Cyber 

From: Al 

Approved By: 

Drafted By: 

Case IP #: (SE~ET) 
Title: (Sii~ET) CRYPTOME 

Synopsis: (SE~ET) Outline 
Cryptome investigation. 

Date: 02/08/2005 

Attn: 

(Pending) - 'J 

invest.igative strategy for 

(v.) (SE~ET) Derive~om : 
Declas'jAfi:: On: 

G-3 
Xl 

Details: CASE CONCEPT: 

fONTA\NEO 
. :·::~E/} EXt:fPT 
~j: :~·t,_hVl~SE 

~.~· 4··J0•}.;,.~ 

b I Pt1t 
Doe:, Fer 

b6. p~~;r 

hi P£tl. 
DoE 

b7E 
Pa< 
F~:r 



(«) 

........... 

S~T/NGFORN(rfltfr•~ 
To: Cybx.,_ fro~-A_lhuo_ ue oue .. __ _ 

(SE~TJ .......... 02/08/2005 Re: 

~-
q- tz. '"6 ·IJ..f. 

bl PER 
DOG' 

GOALS: 

(u.)cs~ET} Instant matter is a priority Cyber 
in.vestigaticm in support of the International Terrorism 
program. The overall goal of this investigation is to identify 
any potential threats tq lby terrorists groups. In b7E Per FBI 
the event a potential threat is identified, Albuquerque 
Division in association with its investigative partners in this 
investigation olan t.o reduce the qotential threat (s) . In 
furtherance o:t"same, the Albuquerque Division plans to seek the 
fol.lovling .information concerning Cryptome: 

INVESTIGATIVE STRATEGY: 

(tA.J(S~ET) 
terror~st 

The Albuquerque Division surmises that 

S~ET'/N9FGRN/Pf:.'fi 
2 

bl 
b3 
b7t 

Pe~· 
FBr 



..• ·-"'-
•,, 

(t() Eo: 
\: tte: 

S~ET/NeF6RN-;~
Cyb.~_5. F. 'ro~.· ... : • Alb'.·.u.eraue 
(SE9f$ET) - 02/08/2005 

; <,) L ,. 

(SJ 

Lu) (S~ET) 2. Initial inve 
vision determined tha 

rptome website . 
.... "" ............... ct further investigation 

It is if _,enjoys affiliation, if any, with 
organizat:i.ons antithetical to American secu.t'ity interests or 
support of terrorist groups. 

a so en 
may have asset coverage 

it being not.ed that Albuquerque's 
entries for Cryptome as a subject of 

Ut~ {S~.ET) Albuquerque CDC has reviewed the 
information contained within this EC and stated that t.here are 
no outstanding legal issues. 

Pat 
Fer 



i.Rcv Ol·3 t-20Ml 

S~ET/~ 
FEDERAL BUREAU OF INVESTIGATION 

Precedence; ROUTINE Date: 10/ 05/2 005 

To: Albuquerque Attn: · SA 

From: AlbuouerOue 
, .. 

SA 

(t.i\ Title: ')(' l . \ 
' I CRYPTOME. 

.. t 
SANDIA NATIO'NAL LJ\BORt"\TORIES 
AGEN1'S IN THE L-AB- I~JI('IIAT·I~lE 

bb PE~ 
b7C Fsr 
b7 e" 

Synopsis: (U) 
Sandia Nat :i. onal 

To provide new irifo1:-ma.t:ion :receivl$:d from 
Laborat:ories \SNL) regarding captioned mattet~. 

Enclosure(s): 

D. e. r. · i ve·N····. · ... rr.om .: 
DeclassJ~ On: 

FBI SCG #3, 10/01/1997 
MR 

(U) ~'Jebsite pr:intout dated 10/03/2005. 



[~ Re : 

•• 

S~ET//Mit-

A.l.· b ... u~. ·. From·: · Albuquerque 
()(/ _..., 10/05/2005 

$E~T//#R:-
2 

....... -. 

bl E 'Pett FS r 

~ 4·~.,, 
bl p~ 

Doe 
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S~ET 









.................... ~~~~-- ----~---

~. ~~.··Er .~.~ .. ,, ~ .. ''"" ··.. •. . · .. . . - . .· ~,J' ~' ,,,,.l· . ' 

~ 



, (Rev, 01·31-2003) -~ ' 

S~ET//+fR-. 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To; Albuquerque 

From: AI 

Approved By: 

Drafted By: 

(~ c~se !D #; ffi .. 

Dat.e.: 01/17/2006 

(Pending) 'o-=s 

b (? PER FBT b?c · 
b7€ 

(.\f) Title: )'~ CRYPTOME 

~) 
• 

synopsis: (U) To re.fer updated information regarding 
captioned matter. 

Enclosure(s): (U) 

D .. ·. er __ iv. ed .. ··. F.:.·\;£_ ··-.· : F.BI .. _scG _____ #3, 10/01/1997 
Declassifl U<{.l.; 01/17/2031 

Internet printouts dated 01/05/2006. ._..,_""" 

MI F81lNFDHMi\T!QN CD~!TAiNtT 
i :EF: EifJ ;;:, U:'JCL/lS:·)i ~ ·. ED 
n,yn::· ~·~·- 2·lr ;·v_JJ5!_. · . . _.@§I··· .. ··•· ~ .... ~ .~. ~ - _ ;~ ' , ' ' " . .: .... ~ '' '''' ' 
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To: 
Re~ 

S~E'l'//~ 
A.ll .. p .· . u~ .. ,e·r·· · e .. Fr · • ,· Albuquerque 
~ - 01/;1.7/2006 

LEAD{s): 

set Lead 1: {Info) 

ALBUQUERQUE 

AT ALBUQUERQUE, NM 

.~ 

{U) SA For information. 

•• 

S~ET/ fM1i-. 
2 
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/' ·-.-. 

S~T/fte!i'6Rfi /Ft<P-- , 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date; 05/31/2006 

To: Albuquerque 

.From: 

Approved By: 

Drafted By: 

(u) Case ID #: ~-NP) 

( vt) ~itle: fj/~} CRYPTOME 

~)~ 
(U)(~~ DeriveM:;.lm : 

Declassi~On: 

(Pending) 

G-3 
05/31/2031 

t~c Perz Fe>r 
b'1 e: 

bl fErt_Dcf" 
J,(.. b7C.. 
p~~. 



To: 
Re: 

•• 

I . 

S~T /~i!QRN jf'ilf) . 
Alb.·ua· .... u .. er-. A.l. buquerque 
('j/~ - 05/31/2006 

~ li>~X~l~-.i*" .... .. . 
S~T/,w&PORN l ~P-

2 
:. t 



(Rev. 01·31-2003) S. 

S~'f/NOP&tN/~:r 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 07/27/2006 

To: Albuquerque 

From: Al 

Approved By: 

Draf t.ed By: 

cw 
(W 
(U.) 

Case ID lot E' t'E'If.. F&"r' 

Title: 'tf,/'!W-) CRYPTOME 

Syn.opsia: ~) To record meeting with Manager of Security 
Systems and Analysis at Sandia National Laboratories (SNL) . 

Date; .-!l[.!..*~i-2:-::-.o.-r.::= 
Classified by: Pb.~~-
Reas.on: L4 <.J;~hr-::;;;~rr-
Dechtssify On: ...!.t!~t....:;.~s:=;..:~--

Derived~: 
Declassi~nt 

G-3 
07/27/2031 

• 
bl,b3 
PE~ DO€" 



•• 

.. 
~~-;;'4~/~-

2 

l:>oE,t>® 
b3 pe;t.. 

DoD 
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(Rev. Ol-31·2003) 

SE~Tf~ilQI'IIf ~~" 
FEDERAL BUREf.~ R~INVESTIGATION 

Pre.cedence: ROUTINE 

To: Albuquerque 
. 
<From: 

Approved 

Drafted By: 

Case ID 

Date: 07/27/200.6 

4J {Pending) (u) 

(_v.) 

~ 
Title t ~-MF} CRYPTOME 

c~) 

Synopsis: ()t1'-NP? 
Laboratories (SNL 

Classified by:~~,..,.:. 
Reason: 1 A \-=~~-:--.:.-:-~-
Declassify On: .-LJ~:a.....~~r=...;s:.:-== 

with Sandia National 

Derive~l}lom : G-3 
Declaas!fv On: 07/27/2006 

b7E Per FBI 

~.Jg 
.bl Pe:a
Po£~~ 

bl Pert.. 
t>o~ 



-- .r \ 

To: 
Re: 

•• 

. .. 

bt Pe~ 
Doe 

~ 
V·tO·'~ 

bl PEtt OQ!) 
b3 . ' 

PEtt. 
cotT 
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\S) 

Message • Page 1 of 1 

I(AQ) (FBI) 

~T=o=:=====~~-=-=_=_==_=_=_=_=_=_=_:~(~A-Q~)(~F~B-1)~----------------------------------------- ~~cper FBI 

Subject: Sandia Case Meeting Tomorrow. 

Importance: High 

In preparatiggjg[Jhjs meeting. you may wish to viewl 

Thanks and all the best, 

RAM 

11/9/2004 

b6 per FBI , DOE 
b7C per FBI 

bl per FBI 

b3 

b6 Per FBI 

b7C 

b7E per FBI 



Message • Page 1 of 1 

I<AQ} (FBI} 

To: 
'r=l ====~tAO) (FBI) 

Cc: I I(AQ)(FBI)Jr--------,~Q) (FBI) 

Subject: Cyber Squad Meeting With SNL-ocq I 

b 6 per FBI , DOE 
b7C per FBI 

IS) 

FYI, spJ IS~ land myself met with SNL-OCII lhis morning 
fS) concerningutheGryptomematter;E::Jind I had previously met on this issue. Today's was an excellent meeting 

that focused on our respective investigativ~ goalsl and objectives investigative stratE?gy as well as pending 
intelligence requirements. Afterwards, SA met with ·n order to facilitate her clearances to be 

IS) pasedtOSNL We ate planning to have both SAsmeetwfth al sts sometime next week in furtherance 
of this newllmatter. Lastly, I plan to have SAl !enroll in 

ItS) lmm mmmmmmmmjlarl{ pleased to provide you and/or the SAC with a coL.m-p-:-le-:'te--:-b...,.rie-:f.-in_g_o~f-o-ur....,i-nv_e_s":"'tig-a-:'t.,....iv-e-g-o...,al~s-a-nd...,..J 
strategy at your convenience. Afterwards, I will briefl I 

bl per 
All the best, b3 per 

FBI , 
FBI 

b6 per FBI , 

RAM b7C per FBI 
b7E per FBI 

DOE 

DOE 

b6 Per FBI 
b7C 

b 7E pe r FBI 

11/10/2004 



• • 
U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

December 2, 2004 

( u) NOTICE OF INITIATION OF I 

File Number:~~------------~ 
USPER XX Presumed USPER Non-USPER 

fTJ') ~ Subject(s) Name: .:::::U=n:::..:k::n.:::::o..:.:.w=n'----------------

{UJ ML..-------------------~ 
(U) by Field Office 8Q 

b7E per FBI 

bl per FBI 
b3 
b7E 

b7E per FBI 
b6 

~----------'~- )7C 



·-

\S) 

·-

• 
Unknown Subject(s) 

I 

Deri~G-3 
Decl~Xl 

• 

bl per FBI 
b3 
b7E 

················································· I bl per DOE 

bl per FBI 
b3 
b7E 



·-

• (Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 12/02/2004 

To: Cyber Attn: 

From: Albuquerque 
I 

Contact: SA~~--------------------------~ 

Approved By:\~~·'----------------~ 
Drafted By: 1 
Case ID #: ~ L-1 _____ ..... 

/ _:::, 
(Pending) 

HJ) Title: X> CRYPTOME; 

$ynopsis: ~ Request to open in 
Albuquerque. ~----------------------~ 

\U) 

(U) 

:jl;nclosure(s}: 
matter. 

•• 

Der~: 
Dec~n: 

G-3 
Xl 

LHM dated 12/02/2004 regarding captioned 

b6 per FBI 
b7C 
b7E 

b7E per FBI 

b7E per FBI 

bl per DOE 

b7E per FBI 
b6 
b7C 



Message 

I(AQ) (FBI) 

To: 

Cc: 
Subject: To day's Meetin"············································· 

~--------------------~ 
\5) 

All the best, 

RAM I 

1/11/2005 

• Page 1 of1 

L----------lkAO)(FBI) 

bl per FBI 
b3 
b6 
b7C 

bl per FBI 
b3 
b6 
b7C 
b7E 

b7E per FBI 



(Rev. 01-31-2003) • • 
~ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Albuquerque 

From: Albuquerque 

Date: 01/18/2005 

Attn: SA~~----------~ 

I I 
Contact: SA b6 per FBI 

b7C 

\S) 

Approved B~: ~~----------------~ 
Drafted By: ~I ~----------~lc=m~------~ 

#= ~1 I 
~ ..,..,------.-1 -.,..,P,...e_n....,d ..... l_n_g .... ) .....,.~?( 

Case ID 

Title: ~...._ ______ ____. 

CRYPTOME 

synopsis: ·~ To close~~------------------~~ case. 

HJt ~ Derive~ 
Declass~ 

G-3 
01/18/2030 

HJimmDetailsu: @'} On 01/11/2005, Supervisory SQecial Aaent (SSA) 
I land Intelliaence Analvstf l 
participated in a meeting l 

~I 

b7E 

bl per FBI 
b3 
b7E 

bl per FBI 
b3 
b6 
b7C 

bl per FBI 
b3 
b6 
b7C 
b7E 



• • 
To: 
Re: 

Albnm1erane From· Albuquerque 
(s) L-1 _____ __.I o111812oos 

the captioned matter is hereby 
closed. 

++ 

2 

bl per FBI 
b3 
b7E 



-~ . • --

b6 per FBI 

d b7C 1- D b7E IL __ _ 

• 



~'( ( cJ I 2.. .Q_ • 

~ c;,UJ.P 
~ .Qp-re'f. 

-, 
I 

-----==-

b6 Per FBI 
b7C 

b6 per FBI 
b7C 
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• (Rev. 01-31-2003) 

~ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Cyber 

From: Albuquerque 

Date: 02/17/2005 

Attn: ssAI 
lr-=.:....~~......r-----____J 

I I 
Co~~act: sAIL-____ _J 

Approved By: =============~--~ 
Drafted By: 

fTJ'J Case ID #: {~ET) (Pending),.\ 0 
~TJ') Title: {~ET) CRYPTOME 

I 
Deri~ G-3 
Decl~ Xl 

b6 per FBI 
b 7C 
b7E 

j_ 

bl per DOE , DHS 
b6 per FBI 
b7C per FBI 
b7E per FBI 

b6 Per FBI 
b7C 



I I"' ,. . ·,.,-

To: 
fLH Re: 

• 
Cyber From: Albuquerque 
(s~) ~...I _____ ..... ~ o2/17 ;2oos 

• 
b7E per FBI 

I 
DHS 

l 
.... bl per DOE , 

b6 per FBI 
b7C per FBI 

~----------------------------------------------------------------~ 

•• 



FILENO. 

SAC STEPHENS 

.__ _ __.I !LAST> SST __ _ 

b6 per FBI 
b7C 

b7/ 

if/ 
~ 

~~~ l, 

r~ ~ 

b7E 

,, 



:\ 
i ~ 

(Rev. 01-31-2003) • Lv,1?~;L .• J 

~ 

\U) 

\U/ 

\U) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/14/2005 

To: Albuquerque Attn: SA L..~---------~ 
From: Albuguergue 

I 
Contact: SSA~~----------------------------~ 

b6 per FBI 

b7C I 
b7E 

Approved By~: I 
Drafted By: =~================l:ram 

~ / 
Case ID #: ~BE~ 

Titleu: (S~ CRYP,ME 

(Pending) _,... \3 b7E per FBI 

(U) RESTRICTED DOCUMENT - DISSEMINATE TO PERSON(S) WITH ROLE 

To document meet in between bl per FBI ' DOE 
r-~~~~--~~~~~~~~~~~~~~~--------~-----b3 per FBI 

I~ \ ......... ~~~~~~~~~~====------------------------============~~~b6 per FBI 

L--------------~~~--------~----------~--------------------------b7C per FBI 
b 7E per FBI 

Derived . G-3 
Declassi · Xl 

{U) Administrative: (S~T) Reference is made to Serial 5 \S )_ 

fS} ... I ________________________________________________________________________ ~_~....JI ~::r :1! 
h"\ 

I I::'\ 

~s 

~
bl per FBI , 

b3 per FBI 
b7E per FBI 

DOE 

b6 Per FBI 
b7C 

\)" 



• 
To: Albuquerque From: Albuquerque 

~Ut Re: (S~) L-1 ____ ____,~I 01/14/2005 

2 

• 
b7E per FBI 

bl per FBI, DOE 
b3 per FBI 
b6 per FBI 
b7C per FBI 
b7E per FBI 



• 
To: 
Re: ~~~quL.I e __ F_r_o_m_= __ A_l_b.....J~q~~~{~/ 2 0 0 5 

Leads: 

At Albuquerque, New Mexico. 

1. Read and Clear. 

~ 

3 

• 
b 7E per FBI 



Message 

I<AQ)(FBI) 

From: ......_ ___ ____.I(AQ)(FBI} 

Sent: Wednesday, April20, 2005 4:51 PM 

To: 

Cc: I 
~AQ) (FBI} 

I< AQ) (FBI) 

Subject: check 

• Page 1 of 1 

b6 per FBI 
b7C 

fS} J?anu~a''mnl:asJ run a Bureau-wide search on the following individual to see if he currently is or has been a 

Thanks for your help, 

4/20/2005 

~· 

bl per FBI 
b3 
b6 
b7C 

b6 Per FBI 

b7C I 
bl per FBI 
b3 

b7E per FBI 

~.--------~~.....i..........::;;,1- L ({ 



~I 

Message 

I(AQ)(FBI) 

From: ......_ ___ ____.kAQ)(FBI) 

Sent: Wednesday, April 20, 2005 4:42 PM 

To: tAO) (FBI) 

Subject: cryptome 

UNCl::1tasiFIED 
NON~ 

• Page 1 of 1 

b6 per FBI 
b7C 

\S) CanweugeHogether etther hereuor at theulabuw+have a coupleuquestionsuabou~ 
that I need your help with. L...-------------1 

Thanks, 

UN~SIFIED 

" 

4/20/2005 

bl per FBI 
b3 
b6 
b7C 

b6 Per FBI 
b7C 

b7E per FBI 



Message • 
From: 

Sent: 

To: 

kAQ}(FBI} 

L.....-----....JI (AQ) (FBI) 

Thursday, April 21, 2005 8:21 AM 

I I<AQ)(FBI) 

Subject: lnfraGard 

UNCLASSIFIED 
NON-RECORD 

• Page 1 of 1 

b6 per FBI 
b7C 

L----------------Jis not a member of lnfraGard (at least not under this 
name and/or SSN). 

Regards, 

UNCLASSIFIED 

4/21/2005 

b6 per FBI 
b7C 

b7E per FBI 



'I.\ 
¥Rev. 01-31-2003) • • 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY 

To: Albuquerque 

Cyber 
Counterterrorism 
Laboratory 
New York 
International Operations 

From: IL...-~:r----~1 
Contri_t: 

Approved By:~1~--------------~ 

Attn: 

Attn: 
Attn: 

Attn: 
Attn: 

Drafted By: ~....-________ __.l:ls 

I 

Date: 06/02/2005 

SSAr~----------~----~ 
SAl 

HJ) CaSemmiD #u:mmu~,.f!' 1./\~Pending) 
Title: w CRYPTOME WI 

~s 1 

(U) 

Synopsis: ·~· Request for information from theJL-----------.....1 

HJl ~ ~=~i~ ii3 

Reference: ~ L.l-:---------~1 Serial 18 

b6 per FBI 

b7C 
b7E 

b6 per FBI 

b7C 
b7D 
b7E 

bl per FBI 

b3 
b7D 
b7E 

Enclosure(s): ~ 
(serial 18 of this 
captioned subject. 

Enclosed for Albuquerque is the original note bl per FBI 

file), requesting information concerning the b3 
b7D 

b6 per FBI 

b7C 



-i-' • 
To: From; 
Re: 

End of translation. 

~ 
2 

• 
b7D per FBI 
b7E 

bl per FBI 
b3 
b6 
b7C 
b7D 



\U) 

\S) 

{U) 

• • 
To: From: 
Re: 

LEAD (s): 

Set Lead 1: (Action) 

ALBUQUERQUE 

AT ALBUQUERQUE, NEW MEXICO 

EJ ~ Will prepare an LHM to address the request of the 
Will coordinate with Cyber and Counterterrorism for 

authority to disseminate tol I 
Set Lead 2: (Action) 

CYBER 

AT WASHINGTON, D.C. 

·~ Will coordinate with Albuquerque to authorize any 
information disseminated tol I 
Set Lead 3: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

~ Will coordinate with Albuquerque and Cyber as 
appropriate to authorize any information disseminated to ~~----~ 

Set Lead 4: (Info) 

NEW YORK 

AT NEW YORK, NEW YORK 

(u) For information. 

Set Lead 5: (Info) 

LABORATORY 

AT QUANTICO, VA 

(U) For information. 

3 

b7D per FBI 
b7E 

bl per FBI 
b3 
b7D 

b7D per FBI 



• ,.. 

\U) 
To: 
Re: 

~~_,Puquergue From: II 
~ .... I _____ __.I 0'6'7"0'272 o o s 

Set Lead 6: (Info) 

INTERNATIONAL OPERATIONS 

AT WASHINGTON, D.C. 

(U) For information . 

•• 

4 

• 
b7D per FBI 
b7E 



• .-S~T · 
---- Working Copy ----

Precedence: ROUTINE 

To: Albuquerque 
Cyber 

Counterterrorism 
International Operations 

New York 
I I 

From: New York i-1 ....;;;..;;;..;;..;.;;...__.....,1 

Date: 07/07/2005 

Attn: 
Attn: 

Attn: 
Attn: 

Attn: 
Attn: 

Contact: SA 
~------------------------~ 

Approved By: 
~--------------------~ 

Drafted By: ~~--------------~ 
~U) caseTD #: ~ L...l _____ __. 

(Pending) 

fU) Title : -~ CRYPTOME 

fTJ/ Synopsis: >sf Cover lead set by I I and provide historical 
information on 1~----------------------------~ICRYPTOME.ORG website. 

Derive~ 
Declas~ 

G-3 
X1 

~U} Reference: r-~.:!;i-· ~-----I! ______________ ...J!I-l's"'1erial 19 

~u~mmmm~~ I 
Administrative: (U) Reference telcall and e-mail between SSA 
~---~1 and tel call with SA I I 

fUJ ~~~~~~j~~-~Jo~t-o_m_e--. 0-r-g--, ""T"""----------------..1.....--------------------. 

I 
1m ').. //.------. 
lluUqJ·----------------------------------------------i~~- 11 I is known to the law enforcement community for 

Page 1 

b 6 per FBI 
b7C 
b7D 
b7E 

b 6 per FBI 
b 7C 
b7E 

b 6 per FBI 
b7C 
b7D 

b7E per FBI 

b 6 per FBI 
b7C 

b6 per FBI 
b7C 

---------------------------------------------------------------------------
Case ID :I 

~====~ 

Serial : 21 
80 

b7E per FBI 

I 
b6 Per FBI 
b7C 



• • 
I 

Page 2 

b6 per FBI 
b7C 

fU} J:s( During the interview, .... 1 -------------. 

·~I ------------------~ b6 per FBI 
b7C 

HJI ·)s;:E I I stated that he will 

~--------------------~1 ~----------------~ 
I,U) ~ New York Office is willing to assist if there is a 

~~~--~~------~~----~----------------------------------~11£ there is a specific need. 

\U) ~ As in the past, it is suspected that any contact 
with the FBI or other government agency will bel I I ~------~ 

LEAD (s) : 

Set Lead 1: (Discretionary) 

ALBUQUERQUE 

AT ALBUQUERQUE, NEW MEXICO 

(U) Notify NYO if additional investigation 
or assistance is necessary. 

Set Lead 2: (Info) 

CYBER 

AT WASHINGTON, D.C. 

(U) Read and clear. 

Set Lead 3: (Info) 

)4T 

b6 per FBI 
b7C 

b7D per FBI 



s~ 
Working-c-opy • Page 3 

AT I b7D per FBI 

(U) Read and clear. 



• (Rev. 0 1-31-2003) 
cryp2~c.wpd 

{U) 

{U) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 07/14/2005 

To: Cyber 
Counterterrorism 
International Operations 

New York. 

I I 
From: Albuquerque 

I I 

Attn: 
Attn: I 
Attn: 

Attn: 
Attn: 

Conta~t: SA~--------------------------~ 
rn~~-'-\l~G.._·. --------. 

Approved By :~1'---------------------~ 

Drafted By: ~'-----------~1= le 

Case ID #: ~ ~.--1 _____ ____. 

(Pending) .-/.; V 

Title• W 
Synopsis: 

CRYPTOME 

(U) Lead covered. 

Deri.v~ 
Dec1a~ 

G-3 
25-Xl 

l 
b6 per FBI 
b7C 
b7D 
b7E 

b6 per FBI 
b7C 
b7E 

bl per FBI, DOE 
b6 per FBI 
b7C per FBI 
b7D per FBI 
b7E per FBI \lH Reference: ·~ ._I ______ __.I Serial 19 

ftn 
l ' J 

/ (' '· 

\ I Albuquerque ' s 
'-!-i::n-::v=-=e~s:-:;:t:-:!lr-::_ g::-:.a:-:ti:"'l"o-::-::-n---::l~S---:!'l-::n~l-:~:t:-:s~l~n~l:!"'". t:r:-:!"'l-:=-a~ l~s~: t~a~g~e~a~n"'"'lq.,......,w,...,..,....l .... .L . ..,........! .LI o cu s primarily on 

.--. 

~ Per FBIHQ, I I is to respond I I 
)via LHM and advise that information ao~o-u~t~r~~====~r~~h-a-s~b-e-e~n 

~--o~b~t~a~l~n~e~a through open sources and is available to the general bl per FBI 
public. b6 

'b7C 
b7D 

b7E per FBI 



• • 
{U} 

To: Cyber~~F~r~o~m~:~A~lb~u~querque 
Re: ·}fo( I J 07/14/2005 b7E per FBI 

(U) Albuquerque considers lead in referenced serial 
covered. 

~ 
2 



,. • • 
"" 

\U) 
To: 
Re: 

Cyber From: Albuguerqu,~ .. 
~ L.l _____ ..... ~ 07/14/2005 b7E per FBI 

LEAD (s): 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) Read and clear . 

••• 



• • .:~ (Rev. 01-31-2003) 

~ET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 08/02/2005 

To: Albuquerque Attn: SSA IL...-_______ ___. 

From: 

SA 

Approved 

Drafted cb 

Case ID #: ~ L..l _____ ____. (Pending) 

CRYPTOME 

Synopsis: (U) Timeline of the case. 

Derived~-3 
Declass~S-Xl 

Details: (U) Attached is a timeline of the case history 
within the Automated Case Support up through August 2, 2005. 

b6 per FBI 
b7C 
b 7E 

b7E per FBI 
b6 
b7C 

L----------~r-~-



• 

• 

SE 

Timeline of Interest in Cryptome in ACS as of August 2, 2005 

bl per FBI 
b3 
b6 
b7C 
b7D 



• 

• 

. ' 

Timeline of Interest in Cryptome in ACS as of August 2, 2005 

bl per FBI 
b3 
b6 
b7C 
b7D 



Timeline of Interest in Cryptome in ACS as of August 2, 2005 

• 

• 

bl per FBI 
b3 
b6 
b7C 
b7D 



Timeline of Interest in Cryptome in ACS as of August 2, 2005 

• 

• 

bl per FBI 

b3 
b6 
b7C 
b7D 



Timeline of Interest in Cryptome in ACS as of August 2, 2005 

• 

.. 

bl per FBI 

b3 
b6 
b7C 
b7D 
b7E 



(Rev. 0 1-31-2003) •• • 
~ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Albuquerque Attn: 

Date: 10/05/2005 

~--~~SA~~--------~ 
From: Albuquerque 

I I 
Contact: SA~~------~--------~ 

Approved By: ~----------~~~~ 
Drafted By: I lcm"&'( . 
Case ID #u:m~ J / I (Pending)J(p 

\Ut Title: ~) 

66F-AQ-C57441 , \\'? 
CRYPTOME 

SANDIA NATIONAL LABORATORIES 
AGENTS IN THE LAB INITIATIVE 

Synopsis: (U) To provide new information received from 
Sandia National Laboratories (SNL) regarding captioned matter. 

HJ) M Derive<;! F~FBI SCG #3, 10/01/1991 
Declassify~MR 

Ehclosure(s): (U) Website printout dated 10/03/2005. 

b6 per FBI 
b7C 
b7E 

bl per DOE, DOD 
b6 per FBI 
b7C per FBI 
b7E per FBI 

b6 Per FBI 
b7C 



• 
To: 
Re: 

~ufuergue From: 

•• 

~ 
Albuquerque 
10/05/2005 

• 
b7E per FBI 

················· 

bl per DOE 
b6 per FBI 
b7C per FBI 



• • (Rev. 01-31-2003) 

I,U) 

(U/ 

(U) 

{S) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Cyber 
Counterterrorism 
International Operations 

New York 
I I 

From: Albuquerque 
I 

SAl Co~tact: 
Approved By: ~......__ _______ ____. 

Drafted By: . I cb L..f:; 

Attn: 
Attn: 
Attn: 

Attn: 
Attn: 

CaSemiD #u:uu~ 1,.....;)-tPending) 

Title: ~ CRYPTOME 

Date: 11/22/2005 

I 

Synopsis: ~ To transmit enclosed Letterhead Memora~~--~ 
(LHM) for d1ssemination to a ro riate officials of th 

Reference: ~ Serial 19 

Enclosure(s): ~ Enclosed for International Operations is a 
:L:H:Muforf ~dissemination. 

\U) Details : The enclosed LHM has information about the 
that has been obtained 

A ation is on 

1s no 
add1t1onal 1n~ormat1on to d1ssem1nate. 

(U) Albuquerque considers lead in referenced serial 
covered. 

1·-~7 

I 

b6 per FBI 
"b7C 
b7D 
b7E 

b6 per FBI 
b7C 
b7E 

bl per FBI 
b3 
b7D 

bl per FBI 
b3 
b7D 
b7E 

b6 per FBI 
b7C 
b7E 

b7E per FBI 



J 

'l 

\U) 

• • 
To: 
Re: ~erL.I _F_r_o_m_: _A_l_b_u ..... r.u~~~~~ 12 0 0 5 

LEAD (s): 

Set Lead 1: (Info) 

CYBER 

AT WASHINGTON, D.C. 

(U) Information in the enclosed Letterhead 
Memorandum is from open sources and is unclassified. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

(U) Information in the enclosed Letterhead 
Memorandum is from open sources and is unclassified. 

Set Lead 3: (Info) 

NEW YORK 

AT NEW YORK, NEW YORK 

(U) Read and clear. 

Set Lead 4: (Action) 

INTERNATIONAL OPERATIONS 

AT WASHINGTON, D.C. 

\S) ~ Disseminate tof.---------. 

•• 

b7E per FBI 

bl per FBI 
b3 
b7D 



In Reply, Please Refer to 
File No. 

• 

source information on 

• b7D per FBI 

U.S. Department of Justice 

Federal Bureau of Investigation 

Albuquerque, New Mexico 87107 
November 22, 2005 

CRYPTOME 

b7E per FBI 

cryptome.org follows: ~----------------------~ 

I I 

This document contains neither recommendations nor conclusions of the FBI. 
and is loaned to your agencyi it and its contents are not to be distributed 

b6 per FBI 
b7C 

h7F. per FBI 
b6 
b7C 

It is the property oE che FBI 
outside your agency. 

I ~g 
---~~=======-====~ 



-. 
tr • 
Precedence: ROUTINE 

To: Albuquerque 

Counterterrorism 
International Operations 

From: 

~ 
Working Copy 

Attn: 

Attn: 
Attn: 

Date: 11/30/2005 

SSA I 
FOS~-------------~ 

Contact: ss~------------------------------------~ 
Approved By: I 

~======:::., 
Drafted By: ~...l _______ __.~hdm 

fLH Case ID #~ ~ (Pending) 

fJJJ Title: ~ CRYPTOME 

HJ) Synopsis: ~ To request Albuquerque 
to pass information or an UNCLASSIFIED 

to provide! buthority 

~S} I I 
LHM for passage to the 

!.::'\ 

1.::'\ 

{U) -~ 

Details: X) I 

support. 
(U) Legat L..l ____ ....~l appreciates Albuquerque's continued 

LEAD (s) : 

Set Lead 1: (Action) 

ALBUQUERQUE 

AT ALBUQUERQUE, NM 

b6 Per 
b7C 

l 

tU) )st Provide an Unclassified LHM or obtain~~--------~ 

Page 1 

b6 per FBI 
b7C 
b7D 
b7E 

b7E per FBI 

bl per FBI 
b7D 

b7E per FBI 

bl per FBI 
b7D 

b7D per FBI 

---------------------------------------------------------------------------
Case ID : Serial : 29 b7E per FBI 



• ---- Wor~py ----

e 
{SI bci~~~~~~ro~~~er:=Jformation contained in serials 21 and 22 for 

Set Lead 2: (Action) 

ALL RECEIVING OFFICES 

(U) Read and clear. 

Page 2 

bl per FBI 
b7D 



(U/ 

• 
Precedence: ROUTINE 

~T 
Working Copy Page 

Date: 11/30/2005 

Attn: LEGA.;.,;T:::..JIL...-_____ --JJ 
SSA~~------------~r 

To: 

Counterterrorism Attn: L~~~~-------. 
SSA~IL...-----L...I 

Albuquerque Attn: 

From: Counterterrorism 

I 
Contact: 

Approved By: 

Drafted By: mpr 

Case ID #: (U) I I (Pending) 
(U) (Pending) 
(U) L----------...J (Pending) 

Title: ~ CRYPTOME 

(U) 

(U) 

Synopsis: Counterterrorism Division is 
unclassified, non-FISA-derived tearline 

IA L-1 ____ __.I 

SSA~~~-----~~ 
SA ~I ----------...J 

Derive~BI SCG G-3 
Declas~1/17/2030 

Reference: ~L..I ______ __.I Serial 19 

HJ) Administrative; ~ Pursuant to the Attorney General 

Case ID , I Serial : 30 

D 

1 

b6 per FBI 
b7C 
b7D 
b7E 

b6 per FBI 
b7C 
b7E 

b3 per FBI 
b7E 

b l per FBI 
b3 
b7D 

b7E per FBI 

b3 per FBI 
b7E 

b6 Per FBI 
b7C 



.. • ~ Working Copy 

Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (AGG), Part VII.B.6.A., the 
dissemination of the enclosed information is in the interest 
of national security of the United States. The information is 
relevant to the recipient's authorized responsibilities, its 
dissemination is consistent with the national security 
interests of the United States, and the FBI has considered the 
effect such dissemination may reasonably be expected to have 
on any identifiable U.S. person. 

X 

[S'c) I Details' )g) rn referenced sernnl ~The 
attached tearline information was gathered from open source 
reporting. 

HJ) )s:t FBIHQ, CTD authorizes the following tearline for 
appropriate dissemination to the host government services of 
I lfor information. 

-----------------------Begin Tearline-------------------------

UNCLASSIFIED 

on I 
The primary focus of Albuquerque's investigation is 

Public source information onl 
cryptome.org follows: ~--------------------------~ 

UNCLASSIFIED 

------------------------End Tearline--------------------------

(U) Points of contact at FBIH for this 
Supervisory Special Agent 

~--~----------------------------~~ Intelligence Analyst 
Intelligence Analyst 

~--------~~~--------~ 

are 

Page 2 

b7E 

bl per FBI 
b3 
b7D 

b7E per FBI 

b6 per FBI 
b7C 

b6 per FBI 
b7C 



(S) 

... • ~ Working Copy Page 3 

LEAD (s) : 

Set Lead 1: (Action) 

~-.-__ _.I b7D per FBI 

ATI 

r=~~~----------------~ 

Set Lead 2: (Action) 

AT ~...I _____ ____. 

~ Legat I lis r:auest~<:l to disseminate the 
attached tearlineto theJ ~ JLegat J.s also requested 
to obtain any further informatJ.on available regarding the 
captioned matter. 

Set Lead 3: (Info) 

COUNTERTERRORISM 
AT II 
(U)~ad and clear. 

Set Lead 4: (Info) 

ALBUQUERQUE 
AT ALBUQUERQUE, NM 
(U) Read and clear. 

bl per FBI 
b3 
b7E 

b7D per FBI 

bl per FBI 
b3 
b7D 

b7E per FBI 



~ 
Working Copy ---- Page 

~ 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI· and is 
loaned to your agency; it and its contents are not to be distributed outside your agency. 

D-35 20 December 2005 

SUBJECT: CRYPTOME 

REFERENCE: bl per FBI 
b7E 

information on cryptome.org is as follows: ....._ ______ _, 

We appreciate your continued cooperation. 

~:' 
354hdm01.nte 

Case ID : L..l ____ __. Serial : 31 

b6 per FBI 
b7C 

b7D per FBI 
b7E 

b6 
b7C 

b7E per FBI 



,... 
' . • • FD-542 (Rev. 01-31-2003) 

\U) 

\U) 

SE~ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/17/2006 

To : A],buquerque 

From: Albuquerque 
I I 
Contact: SA 

~------------------------------~ 
Approved By: I~ ./J 
Drafted By: =================lc99Yf 

Case ID #: ~ L.l ____________ __. 

Title: ~ CRYPTOME 

(Pending)-'tJQ_ 

Synopsis: (U) Statistical accomplishment for information 
provided by Sandia National Laboratories. 

Derived F~FBI SCG #3, 10/01/1997 
Declassi~n~1/17/2031 

Details: (U) An EC to captioned 
documents information rovided b 

S~R 

b6 per FBI 
b7C 
b7E 

b3 per DOE 

b6 Per FBI 
b7C 



To: 
Re: 

~ufuerque 
• 

From: 

SE~R 

Albuquerque 
01/17/2006 

Accomplishment Infor.mation: 

• 
Number~· 1 
Type: _ 
ITU: ~~-~-------------------~~--------------------------~ 
Claimed By=·.--------------------, 

SSN: 
Name: 

•• 

SEC~ 

2 

b7E per FBI 

b6 per FBI 
b7C 
b7E 



\' 
:. '(Rev. 01-31-2003) • 

\U) 

~ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Albuquerque 

From: Albuquerque 
I I 
Contact: SA 

Approved By: ;:I====~~~.:......., ... ~ /) 
Drafted By: I ~ c17'1' 

Date: 01/17/2006 

CaseiD ~: ){< L...---1 _ ______. 
(Pending) D S 

Title: ·~ CRYPTOME 

Synopsis: (U) To refer updated information regarding 
captioned matter. 

Derived Fro~CG #3, 10/01/1997 
Declassify ~/2031 

Enclosure(s): (U) Internet printouts dated 01/05/2006. 

I 

b7E per FBI 

b6 per FBI 
b7C 
b7E 

bl per DOE 
b6 per FBI 
b7C per FBI 

b6 per FBI 

b7C 



., 

(U) 
To: 
Re: 

LEAD (s): 

• 
From: Albuquerque 

1 o111 7 12oo6 

Set Lead 1: (Info) 

ALBUQUERQUE 

AT ALBUQUERQUE, NM 

• 

(U) SA~~--------------~ For information. 

•• 

~ 
2 

b7E per FBI 

b6 per FBI 
b7C 



In Reply, Please Refer to 
File No. 

• • 
U.S. Department of Justice 

Federal Bureau of Investigation 

Albuquerque, New Mexico 87107 
May 10, 2006 

CRYPTOME 

.ANNUAL LETTERHEAD MEMORANDUM . 

Investigation Initiated: (U) 

I I 
Office of Origin: (U) Albuquerque 

and is loaned to your agency; it and 

b7E per FBI 

bl per DOE 

L...----------11- )~ 
b7E per FBI 
"-'"' 

It is the property o:b7C , FBI 
outside your agency. 



• 
CRYPTOME 
ANNUAL LETTERHEAD MEMORANDUM 

(U) Deri~ G-3 
Decl~ 05/10/2031 

• 

tU) Objective: ~ Pending the outcome of the meeting, 
Albuquerque will pursue any logical leads that are developed. 



( • • (Rev. 01-31-2003) 

\U) 

\U) 

\U) 

\U) 

~ 

FEDERAL BUREAU OF INVESTIGATION· 

Precedence; ROUTINE Date: 05/11/2006 

To: Cyber 
Counterintelligence 

From: Albuquerque 
I I 
con~Uct: sA 

Approved By~r~--------~------~ 
Draf.ted By: IL...-_____ __.Iej o t; p0 
CasemiD #:mm~ I I (Pending) 

Title:. ~) CRYPTOME 

Synopsis: ~ To advise Cyber and 
Division (CD) of status of case. 

Counterintelligence 

fUl~ Derive~: G-3 
Declas~: 05/11/2031 

Enclosure{s): ¥ Enclosed for CD is the Letter Head 
Memorandum (LHM) detailing an annual summary on t'he captioned 
case. 

I 

b6 per FBI 
b7C 
b7E 

b7E per FBI 

bl per DOE 

bl per DOE 

b7E per FBI 
b6 
b7C / 

35 



i • • 
~U ) 

To: 
Re: 

C¥~er From; Albuquerque 
··~ ~....l _____ ___.j 05/11/2006 b7E per FBI 

bl per DOE 

ASSET COVERAGE: 

\U) js:f No asset reporting has been utilized in this 
case. 

ANTICIPATED INVESTIGATION: 

bl per DOE 

•• 

.. 



-.----

(Rev. 01-31-2003) 
absent.wpd • • 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/06/2006 

To: Albuquerque 

From: Albuguergue 
I 
Contact: SA ~...I -------:----r-----____J 

I L.I;J 
~==========~,,~~r1 
L.....---------~1= cb {5o 

(Pending) 

Title: UNSUB(S); 
UNCLASSIFIED GOVERNMENT NETWORK - VICTIM 
CYBER INTRUSION 

Synopsis: Update file on case status. 

Details: The purpose of this EC is to document case status to 
all of SA I I files. 

For·a period of nineteen workdays, from 05/22/2006 
to 06/19/2006, SAl lwill be out of the office for 
training and annual leave a total of thirteen of those days. 

No significant investigation during noted period 
will be conducted. A copy of this communication shall be 
forwarded to all files. 

•• 

b6 per FBI 
b7C 
b7E 

b7E per FBI 

b6 per FBI 
b7C 

b7E per FBI 

'h "7'c• per FBI 
b6 
b7C 



I,..._ 
I• • • (Rev. 01-31-2003) S:\FILESir---...,lec719.wpd 

~/MOF()RN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 07/21/2006 

To: Albuquerque 

From: Alb~u~g~u~e~r~g~u~e ____ ..., 
I 
Contact: 

Approved B~~·--------~ 
Drafted By: ~...l ______ __.lejo ~ 

H.J'} CasemuiD #u:mm~ I (Pending) -3 ~ 
fiT} Title: ·~ CRYPTOME 

Synopsis: (U) To document conversation with Sandia National 
Laboratories (SNL) Counterintelligence Analyst and enter 
information into the file obtained from the internet. 

Derived~3 
Declass~/21/2006 

r-E=n==c=l~o=s~u~r~e~<~s~>~=~-<~U~)..., Information obtained from and about 

I I 

(U) The writer had viewed the news article andr----1 
~--~!reported that all information he had in his artie~ 
from public sources and a book he was able to check out of a 
library that was identified as being for government use. 

b6 per FBI 
b7C 

b6 per FBI 

b7C 
b7E 

b7E per FBI 

b7E Per FBI 

bl per DOE 

b6 per FBI 
b7C 

b7E per FBI 

b6 I 
~-------~1-Ji b7C 



·- ....... 

\U) 

• ~/NOPORli 

To: 
Re: 

(U) I I 

(U) The web site www.cryptome.org has specifically 
posted that anyone downloading excessive amounts of data will 
be locked out of the site. There is a link from cryptome.org 
to www.eyeball-series.org. This site is basically an 
ext.ension of the information contained on the cryptome site. 

{U) .-------~:;.;....·····....._· _.···"""""1 _______________ ............,1 

(U) 

~'N8PORN 

2 

b7E per FBI 

b6 per FBI 
b7C 
b7E 

b7E per FBI 

b7E per FBI 



' • • ~NOPORN 

\U) To: 
Re: 

A~~ergue From: Albuquerque 
(~ ~~~.....;;;..;;;;..;;;..;.;.;;..;...._....=,;;-1 0 7/21/2 0' b7E per FBI 

\U) 

(S~ I 

b7E per FBI 

~I 

•• 

~/OOPORN 



• ....-------.• (Rev. 01-31-2003) S:\FILESi lec721.wpd b6 per FBI 
b7C 

I,U) 

~!iOfQ~ . . 

FEDERAL BUREAi.J,:.;Q,, .. ,N.VESTIGATION 

Precedence: ROUTINE Date: 07/21/2006 

To: Albuquerque 

From: Albr-:u::..:a:~.,;u::::;e=:.;r:::..a=u~e~------, 
I 
Co~act: 

Approved By: L-----------..J 
Drafte_d By: L-1 ______ -..~lejo c;:_,po 
CasemmiD #u:mm~ I I (Pending) _.. 3 '1 
Title: (~ CRYPTOME 

Synopsis: (~ To record meeting of writer and members of 
Air Force Office of Special Investigations (AFOSI) . 

i,U) Deriv~~ G-3 
Decla~ 07/21/2031 

··················· 

~ The nature of the meeting was to discuss the 
~-----------------------------------~land to 
provide limited information as to why the FBI was interested 
in the facility based upon the above referenced case. 

b6 per FBI 
b7C 
b7E 

b7E per FBI 

bl per AFOSI 
b6 
b7C 

b7E per FBI 

I 
bl per FBI Specifically mentioned was the fact that/ \ 

~ell_----------~~ 
b3 

{S} ~~--------------------~ 
~NOFORN 

... 

bl per DOE , AFOSI 
b6 per AFOSI 
b7C per AFOSI 

b6 Per FBI 
b7C 

b7E per FBI 



To: 
fU/ Re: 

• ~/NOFORil 

~u,~er.,.;:g;~..;u;;;.;e;;;..._....;F;;..;r;;;.o.;;;;.m.;.;.;...;.:_.:..:A:.::;'ib~ql+~rqu~ -~ 
u(~ 1 1 o7/2;1./2oo6 

2 

• 
b7E per FBI 

bl per FBI, DOE, DOD , AFOSI 
b3 per DOD 
b6 per AFOSI 
b7C per AFOSI 



• 
To: 

(U) Re: 

•• 

~--··· ~N~PORN 
.3 . . · 

• 
b7E per FBI 

bl per AFOSI , DOE, DOD 
b3 per DOD 
b6 per AFOSI 
b7C per AFOSI 



- -(Rev. OI-31~003) ,,, S:\FILESir----,lec091906.wpd b6 per FBI 
b7C i 

.... )> 

\U) 

~U) 

\U) 

~/NGFOffil 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 09/19/2006 

To: Albuquerque 

From: 

Approved 

Drafted ~...-_____ ____.lej o t.)iJ 
....----------.1 (Pending) CaseiD #: (~) 

Title: ~CRYPTOME 
Synopsis: ~) To update case file of meeting 
Force Office ox Special Investigation (AFOSI) . 

(1(1 (~ ~=~~=~ ~~719/2031 

~NOF'ORii 

with Air 

b6 per FBI 
b7C 
b7E 

b7E per FBI 

bl per AFOSI 

b6 Per FBI 
b7C 

b7E per FBI 

1- y2 
1...-----------------------~ 



I 

,./' To: 

llHRe: 

•• 

- ~!fOPORN 

Albuquerque From: Albuquerque 

·~ L-1 =--~-____,.,....--____.1 o 9 I:~/ ~$g ,9:) 
. ., 

}J 

~NOPOiaJ 

2 

-
b7E per FBI 

bl per FBI, AFOSI 
b3 per FBI 



·~ FD-542 (Rev,. 04-07-2006) 

':1' -
SEC~ORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 09/19/2006 

To: Albuquerque 

From: Albugu~bgue 

I 
Contact: 

Approved 

Drafted L...-------....1 ej o fv~Q 

1 
b6 per FBI 
b7C 

b6 per FBI 
b7C 
b7E 

{U) 

\U) 

CaseiD #: L...--------'1 (Pending) 

Title: ~-~RYPTOME 

b7E per FBI 

Synopsis: ~ To claim a statistical accomplishment for 
participating in a counter intelli en 1 
involvin the 

FJ) Derive~3 
Declas~19/2031 

jU) Details: ~ On 09/13/200"6, the writer along with several 
Special Agents and Intelligence Analysts from the Albuquerque 
Division actively participated in a an intelligence rr~o~u~n~d~---, 
table discussion concerning issues and procedures atl 

fU) ~) Attendees of the round table were cL.l_e_a_r_e_d_a_t _ ___,j 

the secret level and included Air Force Office of Special 
Investigations, Air Force Security Forces, 898th Munitions 
Squadron, Department of Energy Counterintelli~ence and the 

b7E Per FBI 

fU) ~) The writer gave a brief overview of the 
Cryptome web site and identified sister sites of concern. 

SEC~RN 

b6 Per FBI 
b7C . 

~j 
L...---------------'~- b7E per 

FBI 



,J' 
ljo· 

. .._ 

To: 

- SE~ 

HJJ Re: 
~~~ergue From: ·. Albuquerque 
··~ L-1 _____ ___.I o9/19/2oo6 

Accomplishment Infor.mation: 

~~~~1:· J 
ITU: _ 
Claime~~B~y--=~-----------~~~~~~~~:--------~ 

SSN: I 
Name: 

•• 
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HJJ Synopsis: ~ Request closure of investigation. 
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(U) .. Given the-.. .informati.on. posted on Cryptome. org has 
been deemed to be public source information, the writer 
believes that there was no computer intrusion and is 
requesting this investigation be closed. 
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