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Subject: OPERATION EARNEST VOICE OPORD (U) // 

**************** SECRET// AUS CAN N3L GBR USA **************** 

Subject: OPERATION EARNEST VOICE OPORD (U) // 

Originator: /C=US/O=U.S. 

GOVERNMENT/OU=DOD/OU=CENTCOM/OU=ORGANIZATIONS/L=CONUS/L=HQ USCENTCOM 

MACDILL AFB FL/OU=USCENTCOM CCJ3(MC)/OU=USCENTCOM CCJ3-IO(MC) 

DTG: 051803Z Aug 09 

Precedence: PRIORITY 

DAC: General 

To: /C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=CE­

CS/OU=COMUSNAVCENT 

/C=US/O=U.S. 

GOVERNMENT/OU=DOD/OU=CENTCOM/OU=ORGANIZATIONS/L=CONUS/L=HQ SOCCENT 

MACDILL AFB FL/OU=HQ SOCCENT(MC) 

/C=US/O=U.S. 

GOVERNMENT/OU=DOD/OU=ARMY/OU=DEPLOYED/OU=KUWAIT/OU=USARCENT G3(MC) 

/C=US/O=U.S. 

GOVERNMENT/OU=DOD/OU=CENTCOM/OU=ORGANIZATIONS/L=CONUS/L=COMUSMARCENT 

MACDILL AFB FL/OU=COMUSMARCENT GS(MC) 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AF/OU=ORGANIZATIONS/L=SHAW AFB 

SC/OU=USAFCENT A3(SC) 

/C=US/O=U.S. 

GOVERNMENT/OU=DOD/OU=ARMY/OU=DEPLOYED/OU=AFGHANISTAN/OU=USFOR-A(MC) 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=T/OU=TASK FORCE 

714 

Cc: /C=US/O=U.S. 

GOVERNMENT/OU=DOD/OU=CENTCOM/OU=ORGANIZATIONS/L=CONUS/L=HQ USCENTCOM 

MACDILL AFB FL/OU=USCENTCOM CCJ3(MC)/OU=USCENTCOM CCJ3-IO(MC) 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=ARMY/OU=DEPLOYED/OU=MNF 

IRAQ/OU=MNF IRAQ SOC MESSAGE MANAGER(MC) 

/C=US/O=U.S. 

GOVERNMENT/OU=DOD/OU=CENTCOM/OU=ORGANIZATIONS/L=CONUS/L=HQ USCENTCOM 

MACDILL AFB FL/OU=USCENTCOM CCJ3(MC) 

/C=US/O=U.S. 

GOVERNMENT/OU=DOD/OU=STRATCOM/OU=ORGANIZATIONS/L=OFFUTT AFB NE/OU=CDR 

USSTRATCOM(SC) 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=SOCOM/OU=ORGANIZATIONS/L=HQ 

USSOCOM MACDILL AFB FL/OU=CDR USSOCOM(MC) 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=R-S/OU=SECSTATE 

WASHDC 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=N/OU=NDU 2 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=N/OU=NDU 3 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=N/OU=NDU 4 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=N/OU=NDU 1 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=I-M/OU=JOINT TASK 

FORCE 507 JPOTF 

/C=US/O=U.S. GOVERNMENT/OU=D0D/OU=AUTODIN PLAS/OU=CE-CS/OU=CJTF 

519JPOTF 

/C=US/O=U.S. GOVERNMENT/OU=D0D/OU=AUTODIN PLAS/OU=N/OU=NHQ 

AUSTRALIA 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=E-H/OU=EMBASSY OF 

NEW ZEALAND WASHINGTON DC 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=C-CD/OU=CANADA 

COM HQ OTTAWA 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=O-Q/OU=PJHQUK 
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/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=CE-CS/OU=CFCSU 

OTTAWA 

/C=US/O=U.S. GOVERNMENT/OU=DOD/OU=AUTODIN PLAS/OU=N/OU=NR 

CHRISTCHURCH 

SEiGREi'f / /REH:, 'fO 05:iil., P:t05, GMl, GBFl, Ni3f:.. ,' /BB 

MSGID/ORDER/USCENTCOM/CCJ3-IO// 

REF/A/ORD/USCENTCOM/131131Z MAR 09/-/NOTAL// AMPN/(5//REif:. 'fO USA, AUS, 

GMI, GBR) USCENTCOM OPORD OPERATION EARNEST VOICE// 

REF/B/ORD/USCENTCOM/171438Z JUL 09/-/NOTAL// AMPN/(5//R.Eif:. 'fO USA, AUS, 

GMl1 GBR) MOD 001 TO OPERATION EARNEST VOICE// 

REF/C/ORD/USCENTCOM/11 JUN 08/-/NOTAL// 

AMPN/(S//R.Kb TO USA, �TO, ISAF) USCENTCOM THEATER STRATEGY// 

REF/D/ORD/CENTCOM/08 OCT 08/-/NOTAL// 

AMPN/ (S/;'RE'rl 'f'O USA, fiA'f'O, ISAF) USCENTCOM THEATER CAMPAIGN PLAN// 

REF/E/(9//REL ?e U9ili, il.09, Cfiff, SBR)/15 NOV 08/-/NOTAL// AMPN/(S/;'REiti 
'fO USA, l\:US, €Mi, OBR) USCENTCOM CONPLAN 1075-08 REGIONAL WAR ON TERROR 

CAMPAIGN PLAN// ORDTYPE/OPORD/USCENTCOM/CCJ3-IO/AUG// 

TIMEZONE/Z// 

NARR/(U) THIS IS USCENTCOM OPORD OPERATION EARNEST VOICE THAT REPLACES 

REFS A AND B IN ENTIRETY, AND ASSIGNS OPERATION EARNEST VOICE AS 

USCENTCOM OPERATION ORDER 16. (SHORT TITLE: OPORD 16 - OEV.)// 

GENTEXT/SITUATION/ 1. (U) SITUATION. 

1.A. (S/;'REL) AS OUTLINED IN REFS C THROUGH E. / / GENTEXT/MISSION/ 2.

(U) MISSION. USCENTCOM, IN COORDINATION AND COLLABORATION WITH DOS,

OTHER USG AGENCIES, AND PARTNER NATIONS (PNS), TRUTHFULLY INFORMS,

PERSUADES, AND INFLUENCES AUDIENCES IN SUPPORT OF THE COMMANDER'S

THEATER STRATEGY AND CAMPAIGN PLANS.// GENTEXT/EXECUTION/ 3. (U)

EXECUTION.

3.A. U COMMANDERS INTENT.

1.4(a) 

3.A.4. (U) CONCEPT OF OPERATION. AS THE UMBRELLA PLAN FOR ALL USCENTCOM

COMMUNICATION, ENGAGEMENT, AND INFORMATION ACTIVITIES, OEV SUPPORTS ALL

OBJECTIVES AND EFFECTS OF THE USCENTCOM THEATER STRATEGY. SUCCESSFUL

IMPLEMENTATION OF OEV DEPENDS ON INTEGRATING INFORMATION OPERATIONS

INTO ALL CENTCOM ACTIVITIES, AND ON CONTINOUS COLLABORATION AND

COOPERATION AMONG ALL CENTCOM DIRECTORATES AND COMPONENTS. OPERATIONS,

ACTIONS AND ACTIVITIES (OAA) ARE IDENTIFIED AS THOSE TASKS THAT SUPPORT

ACHIEVEMENT OF THEATER OBJECTIVES. OAA WILL FOCUS ON COUNTERING ENEMY
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PROPAGANDA WITH REGIONAL IMPLICATIONS, AMPLIFYING MODERATE VOICES 
WITHIN THE REGION, AND DRIVING AN IDEOLOGICAL WEDGE TO DISRUPT THE 
ENEMY NARRATIVE. THESE ACTIVITIES WILL BE COORDINATED BY A 
COMMUNICATION WORKING GROUP (CWG), CONSISTING OF REPRESENTATIVES FROM 
CCJ3-IO, CCPA, CCJ3-0, CCJ3-IATF, CCJ5-SC, CCJ2-0SINT, CCJ2-PLANS, 
CCJA, AND OTHER AGENCIES AS REQUIRED. THE CWG WILL PROVIDE COURSE OF 
ACTION RECOMMENDATIONS TO CDRCENTCOM VIA THE J3 AND DIRECTOR OF 
COMMUNCATIONS. STAFF SECTIONS AND SUBORDINATE COMMANDS WILL USE ORGANIC 
CAPABILITIES AND/OR COORDINATE WITH THE INTERAGENCY TO ACHIEVE OEV 
OBJECTIVES, WHILE ENSURING ALL OAA BEGIN WITH DETERMINING THE DESIRED 
INFORMATION EFFECT. 
3 .A. 4 .A. (e/,'RlliL) OBJECTIVES. OEV SUPPORTS USCENTCOM STRATEGIC 
OBJECTIVES BY FOCUSING PRIMARILY ON THE FOLLOWING SIX OBJECTIVES 
DERIVED FROM RELATED THEATER STRATEGY OBJECTIVES (TSO), (11JUNE2008), 
AND THE THEATER CAMPAIGN PLAN "PILLARS" (TCPP), (90CT2008). OAA 
CONTRIBUTE TO THE ACHIEVEMENT OF OBJECTIVES AND EFFECTS, AND ARE 
CRITICAL TO THE OPERATIONAL LEVEL PLANNING PROCESS. OPERATIONAL ACTIONS 
ARE EXECUTED BY USCENTCOM AND COMPONENTS. COMPONENTS EXECUTE 
OPERATIONAL AND TACTICAL LEVEL ACTIONS AND ACCOMPANYING MEASURES OF 
PERFORMANCE (MOP) AND MEASURES OF EFFECTIVENESS (MOE) THAT SUPPORT EACH 
OAA. 

1-4(a)

J.A.4.B. � ., OPERATIONS, ACTIONS AND ACTIVITIES (OAA). 
3.A.4.B.1. (e,'/RlliL) USCENTCOM STAFF. USCENTCOM WILL SYNCHRONIZE THE
OVERALL EXECUTION OF OEV THROUGH THE ESTABLISHMENT OF A COMMUNICATION
WORKING GROUP. CCJ3-IO WILL OPERATE AS THE COORDINATING ORGANIZATION TO
CONDUCT THEATER-WIDE COMMUNICATION ACTIVITIES TO INFORM, PERSUADE, AND
INFLUENCE WHILE SYNCHRONIZING THE FOLLOWING OAA.

1.4(a) 
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Page 4 redacted for the following reason: 

1.4a 
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1.4(a) 

3.B. (U) TASKS.
3.B.1 (G;'/R:EiL) CDRSOCCENT / CFSOCC.
3.B.1.A. (G,'/REiL) PREPARE SUPPORTING PLANS TO OEV AS REQUIRED AND/OR
DIRECTED.
3.B.l.B. (5//REL) PLAN AND CONDUCT PSYOP AND CIVIL MILITARY OPERATIONS
(CMO) IN TARGETED NATIONS WITHIN THE AOR, IN SUPPORT OF OEV OBJECTIVES.
3.B.1.C. (e,','RI!iL) PROVIDE PERSONNEL FROM THE JPOTF TO J3-IO ISO OEV AS
DIRECTED.
3.B.l.D. (5//REL) DEVELOP LONG TERM PLAN TO COUNTER EXTREMIST IDEOLOGY
AND PROPAGANDA.
3. B .1. E. (e,','�L) PLAN AND CONDUCT PSYOP ISO UNCONVENTIONAL WARFARE

(UW).

1 
1.4(a) 

3.B.1.G. (5//REL) CONDUCT CIVIL MILITARY ENGAGEMENT ISO OEV AS
REQUIRED.
3.B.1.H. (e,'/RI!:L) DEVELOP LONG TERM (2 YEARS OR MORE) ENGAGEMENT PLAN
AND GUIDANCE FOR MILITARY INFORMATION SUPPORT TEAM (MIST) ACTIVITIES.
3 . B. 2 . ( G / /R:Eiis) CDRMARFORCENT.
3 .B. 2 .A. (G//REiis) PREPARE SUPPORTING PLANS TO OEV AS REQUIRED.
3.B.2.B. (6/,'REiis) EXECUTE SECURITY COOPERATION PLANS, BI-LATERAL AND
OTHER EXERCISES, AND ENGAGEMENTS ISO OEV.
3.B.2.C. (S,','REiL) CONDUCT COMMUNICATION AND INFORMATION PROGRAMS,
ACTIONS AND ACTIVITIES, INCLUDING BUT NOT LIMITED TO, KEY LEADER
ENGAGEMENTS, PUBLIC AFFAIRS, AND INFORMATION OPERATIONS ISO OEV AS
REQUIRED.

1 
1.4(a) 

3. B. 3. (S,','RE;J;.) CDRUSAFCENT.

3.B.3.A. s REl= PREPARE SUPPORTING PLANS TO OEV AS RE UIRED. 

1.4(8) 

3.B.3.C. (5/;'REiL) INCORPORATE OEV ACTIVITIES INTO EXISTING SECURITY
COOPERATION PLANS, BI-LATERAL AND OTHER EXERCISES AND ENGAGEMENTS.
3.B.3.D. (S,','RI!ils) BPT CONDUCT AIR AND SPACE OPERATIONS IN SUPPORT OF
OEV TO INCLUDE DISSEMINATION OF PRODUCTS APPROVED BY CDRCENTCOM (OR HIS
DESIGNATED REPRESENTATIVE).
3. B. 4. (:'.,//fffit) COMUSNAVCENT / CFMCC.
3.B.4.A. PREPARE SUPPORTING PLANS TO OEV AS RE UIRED. 

1.4(a) 

3 .B. 4 .C. (9//REL) ON ORDER, EXECUTE INFORMATION OPERATIONS ISO EMIO AND 
MSO. 
3.B.4.D. (5/;'REL) INCORPORATE OEV ACTIVITIES INTO EXISTING SECURITY 
COOPERATION PLANS, BI-LATERAL AND OTHER EXERCISES AND ENGAGEMENTS. 
3.B.4.E. (G//REiis) ON ORDER, DISSEMINATE MESSAGES AND PRODUCTS APPROVED 
BY CDRCENTCOM (OR HIS DESIGNATED REPRESENTATIVE). 
3. B. 5. (5//REiL) CDRUSARCENT. 
3.B.5.A. (U) PREPARE SUPPORTING PLANS TO OEV AS REQUIRED.

1.4 a 
3.B.5.C. (5/;'R:EiL) ON ORDER, INCORPORATE OEV ACTIVITIES INTO EXISTING
TSCP, BI-LATERAL AND OTHER EXERCISES AND ENGAGEMENTS.

USCENTCOM MOR 22-0091 Approved for Release to Mr. John Greenewald Jr. 12127 /22 005 



3.B.5.D. (S//FlEL) ON ORDER, DISSEMINATE MESSAGES AND PRODUCTS APPROVED

BY CDRCENTCOM (OR HIS DESIGNATED REPRESENTATIVE).

3.B.5.E. (5/;'REL) ON ORDER, SUPPORT OEV WITH SME AND MTT IAW ARCENT

MISSION AND CAPABILITIES.

3.B.6. (U) TASKS TO ALL COMPONENTS.

3.B.6.A. (U) REPORT ALL OEV RELATED EXECUTION ACTIVITY WITHIN THE

USCENTCOM AOR. REPORTING WILL COME IN THE FORM OF UNIT SITREPS OR

PERIODIC INTSUMS, TO INCLUDE MEASURES OF PERFORMANCE (MOP) AND MEASURES

OF EFFECTIVENESS (MOE).

3.B.6.B. (U) SUPPORT PERIODIC ASSESSMENT PROCESS DEVELOPED BY

USCENTCOM.

3.B.6.C. (S//REL) REPORT ALL COMMUNICATION, ENGAGEMENT, AND INFORMATION

ACTIVITIES BEING EXECUTED ISO OEV OBJECTIVES, INCLUDING DESIRED EFFECTS

AND MOE.

3.B.6.D. (U) COORDINATE ENGAGEMENT STRATEGIES INCLUDING, BUT NOT

LIMITED TO KEY LEADER VISITS, FUNDING, CONFERENCES, AND EXERCISES IN

SUPPORT OF OEV OBJECTIVES THROUGH CCJ5-SECURITY COOPERATION DESK

OFFICERS, U.S. COUNTRY TEAMS, AND PROSPECTIVE COUNTRIES AND THIRD PARTY

VALIDATION.

3.B.6.E. (9/;'REL) ENSURE OEV OBJECTIVES ARE INCLUDED IN THE SCENARIOS

AND OBJECTIVES OF JOINT COMBINED EXERCISES WITHIN THE AOR WHEN

APPROPRIATE.

3. C. (S/;'FlEL) REQUESTS FOR SUPPORT.

3.C.1. (!i/,'£\EJ;,) USSTRATCOM.

1.4(a) 

�.c.1.c. ,- . 'I REQUEST USSTRATCOM COORDINATE IO ISO THEATER 

COMBATING WMD (CWMD) EFFORTS WITH OEV. 

3.C.l.D. (5/;'REL) REQUEST USSTRATCOM PROVIDE KNOWLEDGE MANAGEMENT

RESOURCES FOR ONGOING COLLABORATION AND INFORMATION SHARING ISO OEV.

3. C. 2. (:,//lfflt) USSOCOM.

3.C.2.A. (!i,'/£\EJ;,) REQUEST USSOCOM CONTINUE TO PROVIDE PLANNING AND

OPERATIONAL SUPPORT FOR INFLUENCE OPERATIONS ISO OEV.

3.C.3. (U//� NEAR EAST SOUTH ASIA (NESA) CENTER FOR STRATEGIC

STUDIES, NATIONAL DEFENSE UNIVERSITY (NDU).

3.C.3.A. (U//� REQUEST SUPPORT FOR MILITARY/CIVILIAN EDUCATION, 

RESEARCH, DIALOGUE, AND SCHOLARSHIP ISO OEV. 

3.C.3.B. (U//� REQUEST SUPPORT TO ESTABLISH A BASE OF KNOWLEDGE ON 

THE ENEMY AND INTERNAL DYNAMICS OF THE GWOT, IRAN, AND SYRIA (RELIGION, 

CULTURE, ECONOMICS, HISTORY, AND POLITICS). 

3.C.3.C. (U//FOBO) REQUEST SUPPORT IN CONDUCTING OUTREACH PROGRAMS ISO 

OEV.

3.C.3.D. (U//� REQUEST SUPPORT IN FORMING PUBLIC/PRIVATE 

PARTNERSHIPS AS REQUIRED ISO OEV. 

3.C.3.E. (U//� REQUEST SUPPORT TO ESTABLISH, MAINTAIN, AND EXPAND 

THIRD PARTY VALIDATOR NETWORKS ISO OEV. 

3.C.3.F. (U//FOBO) REQUEST SUPPORT FOR ADDITIONAL TASKS TBD AS 

DEVELOPED BY CDR, USCENTCOM. 

3.C.4. (U) DEPARTMENT OF STATE.
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3.C.4.A. (U) REQUEST DOS BUREAUS AND MISSIONS CONCERNED WITH, OR

OPERATING IN CENTCOM'S AOR, AND AFFILIATE AGENCIES, COORDINATE THEIR

COMMUNICATION ACTIVITIES WITH THE CENTCOM CCJ3-IO.

3.C.4.B. (U) MAINTAIN COORDINATION AND DECONFLICTION OF ALL PROPOSED

THEMES, MESSAGES, AND ACTIONS WITH APPROPRIATE CENTCOM J3-IO STAFF.

3.C.4.C. (U) REQUEST DOS SUPPORT TO INTEGRATE OEV OBJECTIVES AND

EFFECTS INTO COUNTRY SPECIFIC MISSION PERFORMANCE PLANS (MPP).

3.C.4.D. (U) REQUEST DOS SUPPORT TO SYNCHRONIZE MPPS WITH USCENTCOM

COMMUNICATION PLANS, PROGRAMS, AND ACTIVITIES.

3.C.5. (U) SENIOR BRITISH MILITARY ADVISOR (SBMA).

3.C.5.A. (S//REL) REQUEST THE APPOINTMENT OF A LIAISON OFFICER TO EMBED

WITH CCJ3-IO IN ORDER TO INTEGRATE AND/OR COORDINATE USCENTCOM

STRATEGIC COMMUNICATION AND INFORMATION OPERATIONS PLANS AND PROGRAMS

WITH THOSE OF THE GOVERNMENT OF GREAT BRITAIN.

3.C.6. (U) NORTH ATLANTIC TREATY ORGANIZATION (NATO).

3.C.6.A. (S//REL USA, P<lN3'O) REQUEST FOR COLLABORATIVE SUPPORT IN THE

DEVELOPMENT OF COMMUNICATION AND ENGAGEMENT STRATEGIES RELATED TO

AFGHANISTAN AND/OR PAKISTAN WITH USCENTCOM.

3.D. (U) COORDINATING INSTRUCTIONS.

3.D.l. (S//RSL) DIRLAUTH BETWEEN USCENTCOM TASK FORCE, SERVICE AND

COMPONENT COMMANDERS. KEEP USCENTCOM INFORMED. DIRECT LIAISON AND

COORDINATION IS AUTHORIZED AMONG COMPONENTS, SUPPORTING COMMANDS, AND

SUPPORTING AGENCIES FOR DEVELOPMENT OF SUPPORTING OPERATIONAL CONCEPTS

AND PLANS.

3. D. 2. (U) THIS ORDER REMAINS IN EFFECT UNTIL SUPERSEDED, UPDATED,

MODIFIED OR CANCELLED.

3. D. 3. (U) THE UNCLASSIFIED CODENAME "OPERATION EARNEST VOICE" MAY BE

USED TO BROADLY DESCRIBE THE COLLECTIVE SC CAPABILITIES DESCRIBED IN

THIS ORDER.

3.D.4. (U) COMBAT CAMERA (COMCAM). IN SUPPORT OF THIS OPORD, DIRECTORS

AND COMPONENT COMMANDERS WILL CONSIDER COMBAT CAMERA FORCES IN ALL

PHASES OF PLANNING AND AGGRESSIVELY UTILIZE COMBAT CAMERA CAPABILITIES

DURING THE EXECUTION PHASE.

3. D. 4 . A. ( S / /1-:�L) IMAGERY COLLECTION. COMCAM FORCES ARE THE PREFERRED

MEANS OF COLLECTING IMAGERY OVER EMBEDDED CIVILIAN MEDIA. COMCAM FORCES

ARE IDEALLY USED IN THOSE ENVIRONMENTS WHERE IT IS DANGEROUS OR

UNSUITABLE TO SEND EMBEDDED MEDIA. WHERE NECESSARY, COMCAM MAY

COORDINATE WITH SOCCENT TO GAIN ACCESS TO DENIED AREAS. FOR HIGHLY

SENSITIVE OPERATIONS WHERE OPSEC IS PARAMOUNT, HAVING COMBAT CAMERA

FORCES WITH SECURITY CLEARANCES OPCON TO THE ON-SCENE COMMANDER IS

PREFERABLE TO UNCLEARED COMMERCIAL MEDIA.

3.D.4.B. (S//REL) OEV SUPPORT. THE ACQUIRED COMBAT CAMERA PRODUCTS CAN

BE SCREENED FOR SECURITY AND PUBLIC RELEASE SUITABILITY BEFORE BEING

PROVIDED TO THE MEDIA OR GENERAL PUBLIC VIA MASS COMMUNICATIONS SUCH AS

WEB SITES OR OFFICIAL PRESS RELEASES. OFFICIAL DOD IMAGERY PRODUCTS

SUPPORT STRATEGIC COMMUNICATION PROGRAMS RANGING FROM SENIOR LEADER

PRESS BRIEFINGS TO STATE DEPARTMENT PUBLIC DIPLOMACY/PUBLIC AFFAIRS,

DOD PUBLIC AFFAIRS, AND COCOM/CJTF PA AND PSYOP PROGRAMS. COMCAM UNITS

WILL ENSURE THAT THE JPOTF HAS ACCESS TO COMCAM IMAGERY FOR USE IN ITS

APPROVED PRODUCTS.

3.D.4.C. (U) USCENTCOM SUPPORT. COMBAT CAMERA FORCES ARE USED AS A

COMMANDERS DECISION MAKING TOOL AS WELL AS TO SUPPORT APPROVED SC

THEMES, AND MESSAGES AND PUBLIC AFFAIRS GUIDANCE. COMCAM ACQUIRED

IMAGERY HELPS INFORM AOR POPULATIONS AND CAN SIGNIFICANTLY INFLUENCE

PERCEPTIONS IN SUPPORT OF U.S. GOVERNMENT THEMES AND MESSAGES. OFFICIAL

DOD IMAGERY IS CONTROLLED AND NOT APPROVED FOR PUBLIC RELEASE IF NOT IN
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CONFORMANCE WITH OR SUPPORTIVE OF APPROVED PUBLIC AFFAIRS GUIDANCE, 
THEMES, AND MESSAGES. 
3.D.5. (S//REIJ) OPSEC. ESTABLISH, INTEGRATE, AND EXECUTE OPSEC COURSES
OF ACTION IN SUPPORT OF THIS OPORD.
3.D.5.A. (U) OPSEC MEASURES WILL BE IMPLEMENTED TO PREVENT THE
DISCLOSURE OF CAPABILITIES OR VULNERABILITIES OF US AND COALITION
FORCES IN ANY OF THE OPERATIONS. CRITICAL INFORMATION LIST (CIL) SHALL
BE DEVELOPED AND DISSEMINATED TO ENSURE VITAL INFORMATION IS NOT
COMPROMISED. OPSEC MUST BE CLOSELY INTEGRATED AND SYNCHRONIZED WITH
OTHER IO, PA, AND PD ACTIVITIES TO OBTAIN MAXIMUM EFFECTIVENESS.
3.D.6. (U/� PUBLIC AFFAIRS. CCPA POSTURE IS DELIBERATE. UTILIZE
ALL AVAILABLE CHANNELS OF COMMUNICATION TO SUPPORT OPERATIONS.
3.D.6.A. (U/� PROPOSED STATEMENT IN RESPONSE TO QUERY: "U.S.
CENTRAL COMMAND, VIA OPERATION EARNEST VOICE, FACILITATES THE
COORDINATION AND SYNCHRONIZATION OF ON-GOING AND FUTURE OFFICIAL
INFORMATION ACTIVITIES IN THE U.S. CENTRAL COMMAND REGION. THIS
CAPABILITY SIGNIFICANTLY ENHANCES BOTH MILITARY AND NON-MILITARY
INFORMATION ACTIVITIES AND IMPROVES COORDINATION OF OUR EFFORTS WITH
OTHER U.S. GOVERNMENT AND PARTNER AGENCIES."
3.D.6.B. (U/POUO) PUBLIC AFFAIRS GUIDANCE: FACILITATE MEDIA INFORMATION
SUPPORT FOR OPERATIONS IN THE USCENTCOM AOR. MAINTAIN APPROVED PUBLIC
AFFAIRS GUIDANCE (PAG) FOR ONGOING OPERATIONS IN THE USCENTCOM AOR.
SUBMIT SPECIFIC INCIDENTS/ISSUES CONCERNING OEV FOR APPROVAL VIA
SEPARATE CORRESPONDENCE TO THE OFFICE OF THE ASSISTANT SECRETARY OF
DEFENSE-PUBLIC AFFAIRS (OASD-PA), COPY CHAIRMAN OF THE JOINT STAFF­
PUBLIC AFFAIRS FOR INFORMATION AND COORDINATION. 
3.D. 7. (S;'/R-Eli) RULES OF ENGAGEMENT. �1

--------
1 .
-
4
-
a
-------�

I 1.4 a I SEE 
PARAGRAPH 4.B. FOR A DETAILED OUTLINE OF THE LEGAL CONSIDERATIONS 
APPLICABLE TO THIS ORDER. SUBORDINATE COMMANDS WILL SUBMIT REQUESTS FOR 
ADDITIONAL SUPPLEMENTAL ROE TO HQ USCENTCOM AS REQUIRED. 
3.D.8. (U) TERMS OF REFERENCE.
3.D.8.A. (U) STRATEGIC COMMUNICATION (SC). FOCUSED UNITED STATES
GOVERNMENT (USG) EFFORTS TO UNDERSTAND AND ENGAGE KEY AUDIENCES IN
ORDER TO CREATE, STRENGTHEN OR PRESERVE CONDITIONS FAVORABLE FOR THE
ADVANCEMENT OF USG INTERESTS, POLICIES, AND OBJECTIVES THROUGH THE USE
OF COORDINATED PROGRAMS, PLANS, THEMES, MESSAGES, AND PRODUCTS
SYNCHRONIZED WITH THE ACTIONS OF ALL ELEMENTS OF NATIONAL POWER. (JP 3-
13). 

3.D.8.B. (U) STRATEGIC COMMUNICATION CORE CAPABILITIES. PUBLIC AFFAIRS
(PA), DEFENSE SUPPORT TO PUBLIC DIPLOMACY (DSPD), MILITARY DIPLOMACY
(MD), VISUAL INFORMATION (VI) ACTIVITIES, AND THE CORE AND SUPPORTING

CAPABILITIES OF INFORMATION OPERATIONS (IO), TO INCLUDE PSYCHOLOGICAL
OPERATIONS (PSYOP), OPERATIONAL SECURITY (OPSEC), COMPUTER NETWORK
OPERATIONS (CNO), ELECTRONIC WARFARE (EW), MILITARY DECEPTION (MILDEC),
COMBINED WITH SPECIAL INFORMATION OPERATIONS (SIO), SPECIAL TECHNICAL
OPERATIONS (STO), AND COMBAT CAMERA (COMCAM). (THE QUADRENNIAL DEFENSE
REVIEW EXECUTION ROADMAP FOR STRATEGIC COMMUNICATION 2006).
3.D.8.C. (U) VIOLENT EXTREMIST IDEOLOGY (VEI). INTEGRATED ASSERTIONS,
THEORIES, BELIEFS AND AIMS WHICH CONSTITUTE A BODY OF CONCEPTS MARKED
BY A RADICAL DEPARTURE FROM THE USUAL OR TRADITIONAL, WHICH EMBRACES
VIOLENCE AS A MEANS OF EFFECTING CHANGE.
3.D.8.D. (U) VIOLENT EXTREMIST ORGANIZATION (VEO)/VIOLENT EXTREMIST
NETWORK (VEN). TRANSNATIONAL MOVEMENTS OF ORGANIZATIONS, NETWORKS, AND
INDIVIDUALS, AND THEIR STATE AND NON-STATE SUPPORTERS, WHICH
CHARACTERISTICALLY EXPLOIT ISLAM (OR OTHER BELIEF SYSTEM) AND USE
TERRORISM FOR IDEOLOGICAL ENDS.
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3.D.8.E. (U) STAKEHOLDER. A PERSON OR GROUP THAT HAS AN INVESTMENT,
SHARE, OR INTEREST IN THE ACHIEVEMENT OR FAILURE OF USG AND/OR OEV
OBJECTIVES. STAKEHOLDER(S) MAY AT TIMES BE USED INTERCHANGEABLY WITH
AUDIENCE(S) .// GENTEXT/ADMINISTRATION AND LOGISTICS/ 4. (U) ADMIN AND
LOGISTICS.
4.A. (U) LOGISTICS. NO CHANGE.
4.A.l. (U) SUSTAINMENT.
4.A.l.A. (U) COMPONENTS PROVIDE LOGISTIC SUPPORT TO OEV AS
EXPEDITIOUSLY AS POSSIBLE AFTER OBTAINING USCENTCOM DIRECTION.
4.A.l.B. (U) ALL UNITS CAPTURE COSTS ASSOCIATED WITH OEV SUPPORT.
FUNDING IS PROGRAMMED FOR WEB-BASED OPERATIONS, SELECT INFLUENCE
OPERATIONS AND DEFENSE REWARDS PROGRAM. UNITS COORDINATE FUNDING
REQUIREMENTS IN THIS REGARD WITH HQ CENTCOM.
4.B. (U) LEGAL CONSIDERATIONS.
4.B.l. (U) ALL OPERATIONS CONTEMPLATED UNDER THIS PLAN MUST BE IN
ACCORDANCE WITH INTERNATIONAL LAW, THE LAW OF ARMED CONFLICT AND THE
LAWS AND POLICIES OF THE UNITED STATES. SINCE IO IS LEGALLY INTENSIVE
AND POLICY SIGNIFICANT, THE USCENTCOM JUDGE ADVOCATE, OR SERVICING
COMPONENT STAFF JUDGE ADVOCATES WILL BE CONSULTED, AS EARLY AS
POSSIBLE, IN ORDER TO DETERMINE THE LEGALITY OF EMERGENT OPERATIONAL
BRANCHES OR SEQUELS.
4.B.2. (!3//M!f"l) THE LEGAL BASIS FOR THIS OPERATION, CONDUCTED IN
COORDINATION WITH THE DOS IN ORDER TO COMPLEMENT OIF, OEF, COALITION
COUNTERTERRORISM AND CONSEQUENCE MANAGEMENT SECURITY PLANS, IS THE
INHERENT RIGHT OF ALL NATIONS TO DEFEND THEMSELVES, UNDER ARTICLE 51 OF
THE UN CHARTER, AS REINFORCED BY VARIOUS UN SECURITY COUNCIL
RESOLUTIONS CONDEMNING THE USE OF TERROR AND CHARGING ALL NATIONS WITH
THE RESPONSIBILITY TO COMBAT THE USE OF TERROR. USCENTCOM'S MESSAGE IS
CONSISTENT WITH ARTICLE 19 OF THE UNIVERSAL DECLARATION OF HUMAN RIGHTS
CODIFIED UNDER U.S. LAW AT 22 USC SECTION 6541(1) WHICH SEEKS TO
PROMOTE THE RIGHT OF FREEDOM OF OPINION AND EXPRESSION, INCLUDING THE
FREEDOM TO SEEK, RECEIVE, AND IMPART INFORMATION AND IDEAS THROUGH ANY
MEDIA AND REGARDLESS OF FRONTIERS.

1.4{a) 

1.4 a I NO FORCES MAY BE DEPLOYED TO ANY COUNTRY 
WITHOUT COORDINATION TO ENSURE STATUS PROTECTIONS ARE ADEQUATE. FOR 
INFORMATION ON STATUS OF FORCES AGREEMENTS OR LEGAL PROTECTIONS, THE 
USCENTCOM OFFICE OF THE JUDGE ADVOCATE OR SERVICING COMPONENT JUDGE 
ADVOCATES SHOULD BE CONSULTED. 
4.B.4. (U) THE USG HAS BILATERAL AGREEMENTS IMPACTING U.S. OPERATIONS,
PRESENCE, AND LEGAL STATUS IN FOREIGN COUNTRIES IN THE USCENTCOM AOR.
SOME OF THESE AGREEMENTS MAY BE ACCESSED VIA THE USCENTCOM WEBPAGE
p5c I FOR INFORMATION ON THOSE AND OTHER 
BILATERAL AGREEMENTS, THE USCENTCOM JUDGE ADVOCATE OR SERVICING 
COMPONENT JUDGE ADVOCATES SHOULD BE CONSULTED. 
4.B.5. (U) UNDER THE 2001 DECISION OF THE SUPREME COURT OF THE UNITED
STATES (NEW YORK TIMES V. TASINI, 533 U.S. 483, 121 S.CT. 2381, 150
L.ED.2D 500), PUBLISHERS OF AUTHORS' WORKS MUST ENSURE THAT THEY HAVE
PERMISSION TO DISPLAY SUCH WORKS ELECTRONICALLY ON WEB-BASED MEDIA.
CONSEQUENTLY IN THE CASE OF IO CONDUCTED UNDER CONTRACT, THE
CONTRACTING OFFICER MUST ENSURE THAT GOVERNMENT IS INDEMNIFIED FROM
LIABILITY FOR INADVERTENT PUBLICATION OF COPYRIGHTED WORKS BY A
CONTRACTOR. LEGAL ADVISORS TO CONTRACTING OFFICERS EFFECTING IO ON
BEHALF OF USCENTCOM AND ITS COMPONENTS MUST COORDINATE WITH THE
REQUIRING OR OPERATIONAL ACTIVITY LEGAL STAFF TO ENSURE THAT CONTRACT

USCENTCOM MOR 22-0091 Approved for Release to Mr. John Greenewald Jr. 12127 /22 009 



STATEMENTS OF WORK COMPLY WITH U.S. LAW AND POLICY. FURTHER, USCENTCOM 
AND ITS COMPONENTS OR CONTRACTED IO ACTIVITIES MUST ENSURE COMPLIANCE 
WITH CURRENT DOD WEBMASTER POLICIES AND GUIDELINES 

f
30 JULY 2002) 

AVAILABLE AT p.sc 
-

4. B. 6. (U) us�c=E=N=T=c=o=M.,.,'""'s,........,,s""c,........,..A""'C=T=I=v=I=T=I=E=s-A""'RE><='""""'c""'oo=R""'D""'I=N=A""T=E�D WITH INTERAGENCY
EFFORTS THAT ARE CONDUCTED IAW U.S. LAW AND POLICY. KEY U.S. LAW 
IMPACTING IO ACTIVITY INCLUDES THE FOLLOWING: THE DEPARTMENT OF STATE 
IS THE LEAD AGENCY FOR INTERNATIONAL BROADCASTING AND PUBLIC DIPLOMACY
(HAVING ASSIMILATED THE FUNCTION OF THE U.S. INFORMATION AGENCY) AND 
ITS FUNDS "SHALL NOT BE USED TO INFLUENCE PUBLIC OPINION IN THE UNITED 
STATES, AND NO PROGRAM MATERIAL PREPARED USING SUCH FUNDS SHALL BE 
DISTRIBUTED OR DISSEMINATED IN THE UNITED STATES UNDER PROVISIONS 22
use SECTION 6552(C) (1). SIMILARLY, CONGRESS HAS REINFORCED THIS
RESTRICTION ON THE INTELLIGENCE COMMUNITY IN THE CONTEXT OF A 
PRESIDENTIAL FINDING STATING THAT "[N]O COVERT ACTION MAY BE CONDUCTED
WHICH IS INTENDED TO INFLUENCE UNITED STATES POLITICAL PROCESSES, 
PUBLIC OPINION, POLICIES, OR MEDIA," UNDER PROVISIONS 50 USC SECTION
413B(F). 
4. B. 7. (S,'/R£:i;,) IAW SROE, COMBATANT COMMANDERS ARE AUTHORIZED TO 
CONDUCT OVERT PEACETIME PSYOP. PSYOP FORCES ARE ALSO AUTHORIZED TO 
CONDUCT NON-ATTRIBUTABLE OPERATIONS UNDER CERTAIN OTHER PLANS. PSYOP 
ARE AN INTEGRAL PART OF MILITARY OPERATIONS AND ARE AN INHERENT 
RESPONSIBILITY OF ALL MILITARY COMMANDERS. PSYOP MAY RANGE IN SCOPE
FROM INTERNATIONAL INFORMATION ACTIVITIES CONDUCTED BY GOVERNMENT 
AGENCIES TO INFLUENCE FOREIGN ATTITUDES, PERCEPTIONS, AND BEHAVIORS TO 
LOUDSPEAKER BROADCASTS AT THE DIRECTION OF A SMALL UNIT COMMANDER.
PSYOP ACTIVITIES MUST NOT TARGET U.S. AUDIENCES. 
4.B.8. (S//REls) ALL USCENTCOM IO ACTIVITIES WILL COMPLY WITH THE 
FOLLOWING POLICY: (U) EXECUTIVE ORDER 12333, 4 DEC. 81, UNITED STATES
INTELLIGENCE ACTIVITIES; (U) DOD 5240.1-R, ACTIVITIES OF DOD 
INTELLIGENCE COMPONENTS THAT AFFECT UNITED STATES PERSONS, DECEMBER 
1982; SECRET-DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE (DCID)l/7, 
INTELLIGENCE COMMUNITY OPEN SOURCE PROGRAM (U), 26 SEPTEMBER 2000; AND
UNCLAS. MEMORANDUM, DOD DEPUTY GENERAL COUNSEL (INTELLIGENCE), 6 FEB.
2001, SUBJECT: PRINCIPLES GOVERNING THE COLLECTION OF INTERNET 
ADDRESSES BY DOD INTELLIGENCE AND COUNTERINTELLIGENCE COMPONENTS. 
4.B.9. (U) IAW SROE, USE OF ELECTRONIC MAIL (EMAIL), WEB PAGES OR CNA
REQUIRES PRIOR POTUS/SECDEF APPROVAL. 
4.C. (U) PERSONNEL. SEE APPENDIX A, SERIES 600-735 (PERSONNEL) IN 
USCENTCOM ORGANIZATION AND FUNCTION MANUAL (10-2). 
4.C.l. (U)USCENTCOM Jl COORDINATES ALL TITLE 10/BASOPS SUPPORT IN THE 
AREAS OF PERSONNEL SERVICES SUPPORT, QUALITY OF LIFE, MORALE, WELFARE 
AND RECREATION (MWR) AND ESTABLISHES THE USCENTCOM QUALITY OF LIFE 
STANDARDS. 
4.C.1.A. (U) THROUGH THE SERVICES AND/OR THE USE OF AN EXECUTIVE AGENT,
THE USCENTCOM Jl ENSURES UNIT LEVEL PERSONNEL SERVICES AND MWR SERVICES
ARE PROVIDED TO BOTH U.S. PERSONNEL DEPLOYED IN SUPPORT OF A USCENTCOM 
OPERATION AND U.S. PERSONNEL ASSIGNED TO JOINT U.S. ACTIVITIES AT BOTH 
MULTINATIONAL INSTALLATIONS AND REMOTE SITES. 
4.C.1.B. (U) PERSONNEL SERVICE SUPPORT IS A COMPONENT RESPONSIBILITY. 
PERSONNEL SERVICE SUPPORT AS USED HEREIN INCLUDES PERSONNEL SERVICES, 
RESOURCE MANAGEMENT SERVICES, FINANCE SERVICES, COMMAND INFORMATION
SERVICES, AND LEGAL SERVICES SUPPORT. 
4.C.2. (U) COMPONENTS WILL IDENTIFY PERSONNEL SHORTAGES THAT RESULT IN
THEIR INABILITY TO FILL TASKED REQUIREMENTS. USCENTCOM Jl WILL 
COORDINATE UNFILLED REQUIREMENTS WITH OTHER COMPONENTS FOR FILL. 
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REQUIREMENTS THAT CANNOT BE SOURCED BY A COMPONENT WILL BE FORWARDED TO 

THE JOINT STAFF FOR SERVICE SOURCING UPON RECEIPT OF JCS ORDER. 

4. C. 3. (U) REPLACEMENT POLICY. SERVICES AND COMPONENTS ARE RESPONSIBLE 

FOR FURNISHING QUALIFIED PERSONNEL AS REQUIRED; PERSONNEL DETERMINED TO 

BE UNQUALIFIED FOR THE POSITION THEY WERE SENT TO FILL WILL BE REPLACED 

IMMEDIATELY BY THE SOURCING COMPONENT. PERSONNEL RETURNED TO HOME 

STATION FOR ESSENTIAL REASONS (I.E., MEDICAL OR FAMILY EMERGENCY) WILL 

BE REPLACED BY THE SOURCING COMPONENT OR SERVICE AS SOON AS POSSIBLE. 

4.C.4. (U) THE ROTATION POLICY WILL BE FORMULATED BY USCENTCOM ONCE

OPERATIONAL ASPECTS HAVE BEEN DETERMINED.

4.C.5. (U) COMPONENTS WILL ENSURE DEPLOYING PERSONNEL HAVE COMPLETED

ALL PRE-DEPLOYMENT ACTIONS AS SPECIFIED BY SERVICE POLICY, TO INCLUDE

IMMUNIZATIONS.

4.C.6. (U) THE USE OF ORDINARY AND EMERGENCY LEAVE IS AUTHORIZED DURING

THIS OPERATION.

4.C.7. (U) EMERGENCY NOTIFICATION PROCEDURES WILL BE INCLUDED ON EACH

INDIVIDUAL'S DEPLOYMENT ORDERS. EMERGENCY NOTIFICATIONS PROCEDURES

WILL ADDRESS (QUOTE) SHOULD AN EMERGENCY ARISE THAT REQUIRES NON­

DEPLOYING SPOUSES OR DEPENDENTS TO CONTACT THE DEPLOYING SERVICE MEMBER

DURING THEIR PARTICIPATION IN THIS OPERATION, THE NON-DEPLOYING SPOUSE

OR DEPENDENT MUST BE AWARE THEY SHOULD CONTACT THE LOCAL AMERICAN RED

CROSS WHEREAS THE AMERICAN RED CROSS CAN CONTACT THE SERVICE MEMBER AND

THE SERVICE MEMBER'S COMMANDER (UNQUOTE).

4.C.8. (U) COMPONENTS WILL CONTINUE TO PROVIDE EFFICIENT SUPPORT TO THE

FAMILY OF EACH SERVICE MEMBER PARTICIPATING IN THE OPERATION. SERVICE

REGULATIONS WILL APPLY.

4.C.9. (U) DOD CIVILIAN EMPLOYEES MAY BE CONSIDERED AS AN AVAILABLE

PERSONNEL RESOURCE FOR THIS OPERATION.

4.C.10. (U) THE JOINT MANNING DOCUMENT PREPARED TO SUPPORT THIS

OPERATION WILL INCLUDE AN ADEQUATE NUMBER OF ADMINISTRATIVE PERSONNEL

TO ACCOMPLISH THE TASKS OF OEV FOR THE DURATION OF THE OPERATION.

4.0. (S//REL) FUNDING.

4.0.1. (e//Rl!:L) USCENTCOM HAS RECEIVED APPROVAL AT THE OFFICE OF THE

SECRETARY OF DEFENSE FOR FUNDING TO SUPPORT OEV THROUGH ITS EXECUTIVE

AGENT (EA) FOR FY09 AND HAS BEEN ESTABLISHED AS A PROGRAM OF RECORD

(POR) FOR FYl0-15. AUTHORIZED FUNDING FOR FYlO IS $75 MILLION.

ADJUSTMENTS WILL BE MADE IN THE CENTCOM PROGRAM OBJECTIVE MEMORANDUM

SUBMISSION AS ADDITIONAL REQUIREMENTS ARE IDENTIFIED. PROGRAM

MANAGEMENT RESPONSIBILITIES WILL REMAIN AT CCJ3. FUNDING WILL BE

ALLOCATED THROUGH USCENTCOM TO COMPONENT AND SUBORDINATE COMMANDS AS

NECESSARY, OTHERWISE, COMMAND COMPONENTS AND THEIR PARENT SERVICES OR

USSOCOM (AS APPLICABLE), AND OTHER SUPPORTING COMMANDS AND AGENCIES

WILL FUND ALL CENTCOM DESIGNATED OEV RELATED COSTS FOR THEIR

PARTICIPATING UNITS/PERSONNEL (TO INCLUDE DEPLOYMENT AND REDEPLOYMENT),

AS WELL AS THEIR TASKED RESPONSIBILITIES, IAW SERVICE/USSOCOM/AGENCY

CONTINGENCY OPERATIONS FUNDING PROCEDURES. APPROPRIATE MANAGEMENT

CONTROLS TO ENSURE PROPER USE OF FUNDS AND TO SAFEGUARD AGAINST LOSS,

FUNDING SHORTFALLS, AND OTHER FUNDING-RELATED ISSUES WILL BE ADDRESSED

THROUGH THE FUNDING CHANNELS DESIGNATED ABOVE. ALL ORGANIZATIONS

INCURRING INCREMENTAL COSTS FOR OEV WILL CAPTURE AND REPORT THOSE COSTS

THRU SERVICE/USSOCOM/AGENCY COMPTROLLERS TO DFAS-DE IAW DODFMR

7100.14R, VOLUME 12, CHAPTER 23, PARA 2308.

4. E. (U) INTER-SERVICE RESPONSIBILITIES.

4.E.l. (U) EXISTING INTER-SERVICE AGREEMENTS (ISAS) REMAIN IN EFFECT.

4.E.2. (U) SUPPORTING PLANS WILL IDENTIFY ADDITIONAL REQUIRED ISAS.

4.F. (U) MEDICAL SERVICES.
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4.F.l. (U) FORCE HEALTH PROTECTION. ENSURE PERSONNEL DEPLOYING IN
SUPPORT OF THIS MISSION COMPLY WITH FORCE HEALTH PROTECTION
REQUIREMENTS AND ASSOCIATED COUNTRY SPECIFIC GUIDANCE FOUND IN HQ
USCENTCOM MESSAGES AVAILABLE AT THE USCENTCOM COMMAND SURGEON HOMEPAGE

3.Sc CLICK ON COMMAND 
SURGEON, SELECT PREVENTIVE MEDICINE, AND SELECT APPLICABLE PM MESSAGE. 
ENSURE APPROPRIATE MEDICAL AND DENTAL SCREENING, AND IMMUNIZATIONS ARE 
COMPLETED PRIOR TO DEPARTURE. MILVAX WEBSITE FOR INFORMATION IS 

p.sc I 
4.F.2. (U) PERSONAL PROTECTIVE MEASURES FOR LEISHMANIASIS AND MALARIA,

AS WELL AS MALARIA CHEMOPROPHYLAXIS SHOULD BE PROVIDED IF DICTATED BY
HEALTH THREAT ASSESSMENT. ENSURE DEPLOYING PERSONNEL RECEIVE
APPROPRIATE HEALTH THREAT BRIEFINGS PRIOR TO AND, AS REQUIRED,
THROUGHOUT THE LENGTH OF DEPLOYMENT IN THE AOR.
4.G. (U) CLASSIFICATION AND DECLASSIFICATION GUIDANCE.
4.G.l. (U) PLANNING FOR THIS OPERATION IS CLASSIFIED SECRET, RELEASABLE
TO USA, AUSTRALIA, CANADA, GREAT BRITAIN, AND NEW ZEALAND. DISCLOSURE
OF INFORMATION REGARDING THIS PLANNING EFFORT BY MILITARY UNITS IS NOT
AUTHORIZED UNLESS APPROVED BY THE FOREIGN DISCLOSURE OFFICE.
4.H. (U) HISTORICAL SUPPORT GUIDANCE.
4.H.1. (U) AFTER ACTION REPORTING. SUBMIT JOINT ISSUES, OBSERVATIONS,
AND LESSONS LEARNED DURING PLANNING AND EXECUTION OF THIS OPERATION TO
THE USCENTCOM LESSONS LEARNED DATABASE VIA SIPR AT

! 3.5c ! GENTEXT /COMMAND AND SIGNAL/ 5. (U)
COMMAND AND SIGNAL.
5.A (U) COMMAND RELATIONSHIPS. CDRUSCENTCOM IS THE SUPPORTED COMBATANT
COMMANDER AND RETAINS OPCON OF ASSIGNED FORCES IN THEATER.
5.A.1 (U) ALL OTHER SERVICE AND FUNCTIONAL COMPONENTS ARE SUPPORTING.
5.A.2. (S,'/REi:.) COMMAND AND CONTROL FOR OEV WILL BE CONDUCTED BY
USCENTCOM CCJ3-IO.
5 . B . ( U) SIGNAL .
5.B.l. (U) USE EXISTING THEATER AND COMPONENT C4I SYSTEMS TO PROVIDE
CONNECTIVITY AND SERVICES WHEREVER POSSIBLE. MAXIMIZE USE OF
COMMERCIAL COMMUNICATIONS TO AUGMENT EXISTING CAPABILITIES AS REQUIRED.
SCI NETWORK REQUIREMENTS WILL BE ADDRESSED VIA J2-0 LIASON TO SOUTHEAST
REGIONAL SUPPORT CENTER (SE-RSC). FORWARD ANY COMMUNICATIONS SHORTFALLS
TO HQ USCENTCOM J6-0 CURRENT OPERATIONS@CENTCOM.SMIL.MIL FOR
RESOLUTION.
5.B.2. (U) SUBMIT ALL SATELLITE ACCESS REQUESTS TO HQ USCENTCOM J63
(SATCOM OPERATIONS) FOR VALIDATION, AND PROVIDE INFO COPIES TO THE

REGIONAL SATELLITE SUPPORT CENTER EUROPE (RSSC-EUR), AND TO DEFENSE
INFORMATION SYSTEMS AGENCY EUROPE (DISA-EUR). USCENTCOM CCJ6 WILL
PRIORITIZE AND ALLOCATE THEATER SATELLITE CHANNELS AND CIRCUITS TO
SUPPORT OPERATIONS.
5.B.3. (U) SUBMIT ALL FREQUENCY REQUESTS THROUGH COMPONENT FREQUENCY
OFFICES IN STANDARD FREQUENCY ACTION FORMAT TO HQUSCENTCOM J63
(SPECTRUM GROUP).
5.B.4. (U) PLAN FOR THE FOLLOWING MINIMUM COMMUNICATIONS REQUIREMENTS
FOR ANY C2 ELEMENT DIRECTLY SUPPORTING HQ USCENTCOM.
5.B.4.A. (U) REACHBACK: MINIMUM 128KBPS PRIMARY AND 64KBPS ALTERNATE.
NON-SIMULTANEOUS ACCESS TO SERVICES IDENTIFIED BELOW.
5.B.4.B. (U) COMMAND NET: SECURE UHF TACSAT VOICE NET.
5.B.4.C. (U) VOICE: SECURE (UNCLASS, U.S. SECRET) VOICE WITH ACCESS OR
INTERFACE TO COMMERCIAL, DEFENSE SWITCH NETWORK (DSN), OR DEFENSE RED
SWITCH NETWORK (DRSN) SERVICES. BE PREPARED TO INTERFACE WITH STU-III,
STU-IIIA, OR STE/FNBDT DEVICES. ALTERNATE SECURE TELEPHONE WILL BE VIA
IRIDIUM OR GSM CELL (IF SERVICES ARE AVAILABLE).
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5.B.4.D. (U) DATA.
5.B.4.D.l. (U) NETWORKS: ACCESS TO NONSECURE INTERNET PROTOCOL ROUTER 
NETWORK (NIPRNET), SECURE INTERNET PROTOCOL ROUTER NETWORK (SIPRNET), 
AND OTHER NETWORKS AS REQUIRED. 
5.B.4.D.2. (U) SERVICES: EMAIL, WEB, DCC/BUTTON 2 IS THE PRIMARY
COLLABORATION TOOL; SECONDARY IS USCENTCOM SIPRNET DEFENSE
COLLABORATION TOOL SUITE (DCTS), USCENTCOM SIPRNET INFO WORK SPACE
(IWS), USCENTCOM SIPRNET PORTAL, COMMAND AND CONTROL PERSONAL COMPUTER
(C2PC), WEB HOC QUERY (WHQ), AND COLLABORATIVE FORCE ANALYSIS,
SUSTAINMENT, GTN, AND CFAST.
5.B.4.E. (U) VTC: SECURE (U.S. SECRET) TANDBERG INTERFACING TO HQ 
USCENTCOM DIRECTORY.
5.B.5. U POC FOR THIS ORDER IS CCJ-IO

3.5(c) 

Classification: 5ECFH5'f//flE:i3 'fO HS¾\, PiHS, CMl, GBR, Hl?,f,, 
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