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DEPARTMENT OF DEFENSE 1. THE REQUIREM£'NTS OF THE 000 IN~USTRIAL SECURITY MANUAL 

CONTRACT SECURITY CLASSIFICATION SPECIFICATION APPLY TO ALL SECURITY ASPECTS OF THIS Top 
EFFORT. THE FACILITY CLE"RANCE REQUIRED IS: Secret 

2. 3. CONTRACT NUMBER OR OTHER 4. 5. THIS SPECIFICATION IS: . 
THIS SPECIFICATION IDENTIFICATION NUMBER DATE TO 8E 

IS FOR: (Prime <,ontract. mu.t b • • ho ..... COMPLETED (See "NOTE" "'0"'. lilt .... b 01 C I. "Z'tI", 
la, ell ..,bcont,acl.) (E.tlmaled) alao enler date 'or. Ite", a) .. .. PRIMI; CONTRACT NUMBER .. .. DATE 

X PRIME CONTR"CT MDA908-8l-C-9004 82APR05 ORICOINAL. (Co",ple,e 81APR06 da,e In ell c •••• ) 

b. IueCONTRACT(Uu item b. FIRST TIER SUBCONTRACT NO. b. lb· REVISEO .,r'EVISION DATE 
15 lor aubeontr.ctln/l 

(eup.r.ede. NO. 
SlAUG2l be,.ond eecond I./.r) X :~.'~~1tJ:ff:". 1 

c, REQUEST FOR BIO. c. IDENTIFICATION NUMBER c. DUE OATE e. OATE 
REQUEST FOR PROPOSAl. FINAL 
OR REQ FOR QUOTATION 

6 . ta this •. r!'llo~:on. eoplre"I.? eX:! Ve •• _ DNo. tl VES. complel. the 'ol1owlnl: 

•. ~DA903-8]-C-0292 b. c. Account.blllty lor cl ... Uled lD.terial aD .. aeedlne contr.ct 

PRECEDINCO CONTRACT NUMBER OATE COMPLETEO . 
lXXl. CJ I. nOl. tran.ferred to this rollow-on <'ontr.C't. 

7., b. c. Name. Addre .. a. Zip Cod. of COlnlzanl Seclrlt" OUie .. Name. Addre s. a. Zip Code or Prime Contr.ctor * FSC Number 

SRI International DCASR Los Angeles, ATTN: Directorate o~ 
333 Ravenswood Ave fndustrial Se~"ll!'ity, l1999_S.La Cienga 
Menlo Park. CA Blvd .•. ~ Los An.geles, CA 90olJ5 _ ... 

a •. N .. me. Addre •• a. Zip Code of First Tier Subcontractor * b. FSC Number c. N.me. Addre .. a. Zip Code of Coenlz.nt Security Ornce 

-

9 •. Nllme. Addre •• I< Zip Code of Second Tier Subcontractor. or b. FSC Number c. N.me. Add .... a. Zip Code of COIDlz.nt SecurJly Office 

lacility ...... cl.ted with JFB. RFP OR RFQ .. 

• "'hen aClual perlonn.nce Is .t • loc.tlon other than th.t .peclfied. IdenUf)· such other 'I<>cat,on In Item IS . 

'DB. G .. n~r.! id~ntificatl"n or 'h~ Procur .. ment lor which Ihla speclflc.tlon IIpplies b. -PoOAAO-Number 01 Procurlnl ActIvity 

S&T Intelligence Study/Analysis identilied In Item 160. 

c. Are there .dditlonal security requlremenll eslabllshed In "ccord.nce with p.r.lf.ph 1-114 or 1-115. ISR? Dves IX) No. U VES. identify the 

pertinent contr.ctual document. In Item 15. 

d. Ar~ .DY elemeDt. of this contr.ct out sid" Ihe !nspection responslbUity of the cOlnlz.nt security ofllc .. ? Dves CXl No. If VES. espl.ln in 

Item IS .nd idenllfy specific .r .... or element •. 

11. ACCESS REOUIREMENTS YES NO ACCESS REOUIREMENTS (Continu .. d) YES NO 

e .. Acee .. to CI ••• llied lnform.tion Only .1 other j. Acce .. to SENSITIVE COMPARTMENTED INFORMATION. X 
c:ontr.etor/Government 8ctivities. X k. Acce .. to other Specl.1 Accen Proeram inform.tlon 

b. Receipt of cla.slfied documenls or other .materl.1 
(Sp .. clty In lIem 15). X 

(or rel~re'nc .. t)nl}" tnt" ,ene,.,.tJnn). X I. Ace .... to U. S. cla .. IUed Inform.tlon oUIslde the U. S. 
Pan.ma C.nal Zon •• Puerto Rico. U. S. Possession. X 

c. R .. ce Ipt .nd lener.Uon of cl •• s!fled document. X and Trust Territories. 
or olher materl.l. 

m. Delen •• Docum .. nt.lIon Center or Delense inform.tlon 

d. F.brieation/Modlflc.t1on/Store~ .. of cl ... lfled hardw.re. X An.ly.h Center Services m.y be requested. X 
e. Graphic artl service I only. 

'" 
n. Cla .. lfled AOP proce .. in~ .... 111 be involved. X 

r. Acceu to. JPO Inform.tlon. X o. REMARKS: 

I· Ace ... to RESTRICTED DATA. ~ DOD DIR 5200.17 
h. Acee •• to cI •• sLlled COMSEC inform.tion. X 
I. Cryptorrephlc Ace ••• Authoriz.tion required. X DOD DIR 5200.1R 
12. ReIer .11 question. pertalnln, to contr.ct security cl ••• IUc.tlon specUlc.tlon to the offlcl.1 named below (NORMALLY. Ulru ACO (il.m llle); 

EMERGENCY. direcl with written record 01 Inqulr,. and reepon •• to ACO) (thru prime conl,eclor 10' aubcontr.ele). 

e. The cI.s.llie.tlon euldanee cont.lned In thil speclrlcel}on and .tt.chment. relerenced herein I. complete and .dequ.te. 

b. ther c. Activity name. addr. II. Zip Code. telephone number and office s"mbol 

Defense Intelligence Agency 
8G1 .. AnN: DT-1A V"'!:'U "J U ~I... "VIO Irt: WI .;II... 11"''' 1 1 -n;-c:ITJll 

W",c:.hi .. ,..,+", ... n r .,n"n, 8G1 Technical I~tilligenc~crpnc' I 1 Defense nte' iopncp ~v A 

~ Orl~inal SpecUicalion (Item 5.) I •• ulhorl,,. for eonlr.ctor. 10 marie cl ••• ,1/ ona (ltema 5b and eJ'.a 
authority lor contractor. to remerle the re/lrader! cl ••• ll/ad Inlo,....,lon. Such acllon. by conlr.clor •• haU be I.Ie.n In accordlfl'lce trl,h the proV/./on. 
of Ihe Indue trial Security M.nual. 
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The Black Vault
The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world.  The research efforts here are
responsible for the declassification of hundreds of thousands of pages

released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com

This document is made available through the declassification efforts 
and research of John Greenewald, Jr., creator of: 

http://www.theblackvault.com
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13.. Information pertalnlnl to ela.alfI .. d eontra"ts or prGje"ta, even though .uC'h Info ...... tlon Ie con.ldared unela •• lfled, .hall not be ,,,I.a.ed fo, public 
dln.minatlon eaeepi a, pro\'lded by the Induet.lal Security "anual (p.,.,.aph $0 .... d Appand/. IX), 

b, Propo •• a public ,.lea.ea .hall be eubmltted for approval p.lor to r.I.... I::J Dlraet: CJ ThtoUCh (Spaclfy): 

Public Release of SCI is not Authorized. 
to Ih. DIr.eto.at. Fo. Fre .. dom of Information and Security Review, Office of the A •• letant Sec,etary of Defen .. (Public Allal,.) • lor review In 
accordance with pa.al.aph $0 of the Industrial Security .. anual, ' 

• In Ihe ea •• of non-DoD V«e. A,enc/e., .e. footnole """~r"ph $0 Indull,/al S.curll" Manual. 

14. Security Cla •• "Ucation Spec Ificatlons for Ihi •• ollchatlon 'conl.acl ar. Id.ntlfled b.lo .... ("X" applic~'e bo1t(e.) _d aupp'y at'achm"nl. aa ,e9J/,ad). 
Any narrative or cla •• Uic.Uon lulde(.) rurnlehed .h.1l be annotated or have InionDation appended 10 cle.rly and pracluJy Identify aach element of 
Wormatlon which requlree a ela .. ICleation. When a ela.eHleatlon lulde la ulilized, th.t ",,"Ion of the lulde(.) pertalnlna to the .peclflc contractual 
ellort IIlIIY be aatracled and lurnl.hed the contra"to.. When a lotal lulde(.) I. utilized, each individual portion of Ihe lulde(.) which pertalna to Ihe 
contractual efCor! ahall be elearly Identllh,d In Item loCb. The followlnl Information mu.t be provided 10' .. ach Item of cla •• lned InioMllation Identified 
In an e"tract 0' luld .. : 
(I) C.lelory 01 cla •• lllcatlon. (11) Date or event lor decla •• lrIcation or ,evlew lor deda •• lflcatlon, and aU) The date or "venl lor downlradlnl 
(1f appllc~'e), 

. The oCfI"lal named In Ite", 12b, Is , •• pon.lble lor Iw-nl.hln& the contractor copie. 01 all luidel and chanle. thereto thet are made a pert of thie 
"" .. e1llcatlon. CJae~lIled Information mey be attached or lurnllhed under ..,p .. ate co".r. 

o e. A compleled narrative 11.(1) 0 atteched, or (2) IX] "an.mltted _der aeparale conr and _de e part of thl. apeclflcation. 

Db. The foUowlnl cle .. lflcation luldeCs) it made e part of this Ipeclfication end i, (I) 0 attached, or (2) 0 t,anlmltted under "parete 
cover. (Lief ,ulde. unde, Item 15 or In _ attachmenl by title, ,ete,ence number and date). 

Dc. Service-type contrect/.ubeont.act. (Specify Inet";ctlon. In accordance with ISRilSM, a. IIPpropr/.'e,). 

. 

o d, "X" only If this Ie a Cinel .peclficatlon and Item 6 it a ''NO'' .... "'.r. In re.ponle to the contractor'. reque.t deted _______ _ 

retentlon or the Identified cJe .. lfled ",ele,I.I. II authorized for a period of _________ _ 

De. Annual revle ... of thl, DD Form 254 I, required. Jf "X'd", p,ovlde date .ueh review i. due: 

IS. Remarks (Whenever po,alb/e, IIlue"ale proper c/a.lllicalion, decla.8fC/calion, end If applicable, down"adin, Inalructlona). 

a. This contract requires access to SCI. The Defense Intelligence Agency has exclusive 
security responsibility for such information released to the contractor or developed 
under this contract. DIAM 50-5 provides the necessary guidenace for physical, personnel 
and information security measures and is a part of the security specifications for this 
contract. DCASR is relieved of responsibility for all SCI material or information 
released to the cbntractor under this contract • 
b. foreign national 
access to 
Contra.ct. 

classified 
employees of the Contractor or subcontractor(s) are not authorized 
information resulting from or use in the performance of this 

c. The 
rec.eipt 
to work 

Contractor shall notify the COTR 
of the contract of the following 
on this contract. 

(1 ) 
(2) 
(3) 

Name 
Date and Place of Birth 
Social Security Number 

in writing no later than five (5) days after 
information regarding the individuals assigned 

(SEE CONTINUATION SHEET) 

ISa. 'Contrect Security Cla.elfleeUon Speclflcetlon. for Subcontract. Inulnc from thit contract will be approved by the Office named In IIem 16e below, or 
by the prime contractor, e. euthorized. Thil Contreet Security Cla •• llieation Specification and ettachmenta referenced her.,in are approved by the Vee, 
A,eney Conlractlftl Officer 0' hlo Rep,.aentalive named In Item 16b belo .... 

REQUIRED DISTRIBUTJON: 

[Jl Prime Contrac~r (1t_ 7a) 

ISO COlnlzenl Security Office (Item 7.:) 

Ii[} Admlnl.tretlve .·Contre,,11n1 Office (ilam l6e) 

00 Quelity A •• ur_ce Repra .. ntatlve 

o Subcontractor (ltam la) 

00 COlnlzanl Security Offlc .. (1'- Ie) 

o Prop am/Project "anq.r (It am l2b) 

0\1. S, Activity R.aponalble lor Over •••• Security Adllllnl.tration 

ADDITIONAL DISTRIBUTION: 

o 
o 

o 
----"" 

• 

.C~=-~~~~~-r-.~~ ______________ ~ 
Defens~~lli~~ Agency 
The Pentagon, RSS 
Washington, D.C. 20301 

e. Name, add,e •• anc! Zip Code of AdmlnlatraUve Contracting Office 

DCASMA San Francisco 
1250 Bayhi11 Drive 
.8A.n.. 'Q ... ",.,,,, CA. _~~ __ "'''' .. '''''''''~ .. 
1\1 • ...,,"" ....... 
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DO Form 254 (Continued) 

(4) Certification of clearance investigation and clearance, 
. date clearance granted,.·and name of agency granting clearance. 

c. Final classification of the information generated under this 
eontract is the responsibility of DIA I(DT-1A). Information generated 
under this eontract is subject to the guidelines contained in DoD 
Regulation 5200.1R, dated 2 November 1978, which implements EO 12065 
which became effective 1 December 1978. Technical reports classified 
as high as TOP SECRET SI/SAO will be provided the Contractor by DIA 
and other 000 activities, and other 000 contractors for use in 
connection with this Contract. These reports may be retained for t,he 
duratien of this ~ontract unless no longer needed. Upon termination of 
this tontract, the reports shall be returned to the sender (if required) 
or destroyed in accordance with current security regulations. If these 
documents are to be retained beyond the ending date of this contract, 
written justification must be forwarded to and authorization given by 
the eontracting Officer. 

e. All copies of final documents generated by the contractor 
under this Contract will be transmitted to DIA (DT-1A) for 
dissemination to the Grill Flame Committee. No other distribution 
is authori zed. 

f. Use of the ARFCOS system is required. 
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