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FY 81 SIT R&D Proje~t: Novel Intelligence Collection Techniques (GRILL FLAME) (U) 

RENARKS,. 

1. (U) PURPOSE~ To obtain approval for the attached statement of work (SOW) and 
the expenditure of $150K of DIA funds to support it. 

2. ,(U) BACKGROUND: 

a. (C) This contract covers the first year of a planned three year program 
supported by the Anny and DIA, "as descri bed in the a tta ched memorandum of under­
standing (MOU). (Encl. 1) The MOU calls for q three year, joint program but does 
not'co~it the parties to any particular contractor. . 

b. (S) In accordance with 000 Directive S240.l-R re: hUman experimentation~ 
::,e!"!'!!1s~i0!; has been obtained for the conduct of this contract. (Encl. 2) 

,.;' 

c. (U)Funds are cvqilable per RS memo $-020/RCC-2, -10 Feb 81. (Er.c1. 3) 

3. (U) DISCUSSION: 

\ . a. (S) The objective of "this contract is to investigate the military applica-
tions from a threat assessment standpoint (both offensive and defensive) of 
,psychoenerget.ic phenomena,..:with. emphasis ... on: remote ,:vi ewi ng"" The prior DIA contract 
de~ It'.with • operat i ona l~ techh; ques,::to'. es·tablns:h: r.el i abi 1 i ty' an,d authenticity pa.ra,- , 
meters;:~5 ' 

-

: b. 1( U) The Army is contd btJttng. $l20Ki :Hf: n" 81 whi ch will be added' as' an' " 
am~ndmen.t,t'o·the workbegun~.wi:th DIAls: share; o;f:$150K!.,;,The 'resulting total of: ~]~­
$270K:jS intended.to fund the entir.e SOW at' enc10sure 4.; Rece'ipt and acceptance of 
the Army money is, a: separate'" attion~ ~ .:Specj:fjc: tasksc.to be funded ;by D1,A 'and the U'f' 
Art"y ar.e ,identified' irr'the,MIPR ·Contro1~Prbv~iscions,j,n=,the SOW.:~-;¥: 

i c. (U) The a tta.ched;- SOW has been reviewed and appro:V,ed .. by the GRILL FLAME:i;L;~ 
corpmittee,., .as, requir~d by' the MOU ."" " ; 

;; . Classified by ; ,,, DIAIDT.q'1T - 1 
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4. (U) RECOMMENDATION: 

a. (U) That the attached SOW be app~ov~d and forwarded with a requisi­
ti on for$150K to DSS-W Tor process; n9. , 

I" 

b. (U) That, upon acceptance by DIA'of the Army funds for this joint 
contract, a second requisition in that amount be prepared'and sent, without 
further Contract Review Board action, to DSS-W for amending action. 

4 Enclosures 
1. GRILL FLAME MOU (S) , Cy 
2. OSD Genera' Counsel 

Memo, 20 Feb 81 (S) 1 Cy 
3. RS Memo S-020/RCC-2, 

10 Feb 81 (S) 1 Cy 
4. Novel Intel SOW (S) 1..~Cy 

'.-

~ 
rJACKV~ Assist~~~~ice Director for 

Scientific and Technical 
Intelligence 

, , 

iii' .... 

2 
Sanitized Copy Approved for Release 2_0_1.1/9?J9L~CIA-RDP96-00792R000100140055-2 



Sanitized Copy Approved for Release 2011/07/07: CIA·RDP96·00792R000100140055·2 

:J \'.J. .SECREI 
GRILL FLAME 

MEMORANDUM OF UNDERSTANDING 

This joint three year GRILL FLAME effort is intended to implement a 

comp~ehensive effort designated from the outset to determine the operaji~nal 
parameters and usefulness of certain elements of psychoenergetics and ssess 

the threat these phenomena pose to the National security. The 000 GRILL 

FLAME effort will include, but not be limited to, external assistance contracts. 

It is recognized that each participant reserves the right to discontinue 

participation in this program at the end of each fiscal year. Each participant 

reserves the right to enter into GRILL FLAME contracts with parties independent 

of the terms for the approval of joint contracts by the GRILL FLAME Committee. 

The GRILL FLAME Committee will seek throughout the first year, and continual­

ly during follow on years, to examine capabilities .in remote viewing (RV) and 
~. 

psychokinetics (PK) developed by potential contractors and unanimously agree to 

contract with the contractors who can best meet the requirements of the 000 at 

the least possible cost. 

a. The OIA wf1lt ,. 

(1) Issue joint contracts to accomplish the required external support. 

(2) Chair the GRILl- FLAME Committee and pr,ov:ide, in coordination with"; \J; 

committee members, regular progress reports to appropriate high level 

decisionmakers~·.-· 

(3) Prov:ide·:the primary contract monitor to be-located:where:,he/she;can ;-.~~j, 

best monito-r :a,ll joint· contracts~:-:=:-:,. 

b. The part·icipant,g·,(OIA and Army) will: 

(1) Contribute ,to the development"of- contracts goals, unanimously agree -

ClsssTfleiJ by:'- OIA/Or -1':· ..• 

. SECRtt~~_ : Decrasslfy on'-'_· _______ _ 
Review on 27 Fehrlla ry 2001 

,., ... ", ,.. ... 5&6 
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SEGREL 

to the contract goals, and outline specific requirements, tasks, and 

priorities to be accomplished by the joint contracts. 

(2) MIPR funds to DIA for the first year of the joint contracts. 

(3) Host the quarterly GRILL FLAME Committee meetings on a rotating 

basis. The first quarter meeting by Army. 

(4) Provide ORV monitors and viewer to support the programs when 

appropriate. 

(~) Total Program dollar efforts for FY 81 are as follows: 

(a) Army/INSCOM: $150K 

(b) OIA: $300K 

c. The GRILL FLAME Comittee will: 

(1) Be composed of members from DIA and Army and will consist of two 

voting members from each organization. 

(2) Review the DIA and Army requirements ffrr psychoenergetics and 

incorporate them into the contract work statements, thereby ensuring that the 

program will meet the requirements of each contributor. 

(3) Prepare all final GRILC:FLAME Join.t;contractsand determine',;;;~ 

pri or,ities'. >'~. , 

(4) Prov;d~ continu'al,reviewof;al;1 GRILL FLAME: joint:contractual matters, 

to incltJde~when 'appropriate, 'review by c'leared parties both within'ahd outside 

the 000.'" " ... ' 

(5) During.the quarterly meetings, review and critique past work and- . 

revise',': 'as~ needed ,:jthe hext;quarter" s'wbrk .,. ' '. 

(6) Wi l "',' determ'iner: the, 'a;"·l ocat'iomot: '. MIPR~ cF ifimds' ''amongst'-· specijj:c' 7~.~: 

contractual-tatkS1~\s. 

(7) Provide" sc-i entif.icl 'and techn';c:a"l expert!i'se' needed- to gui de the 

contractual in~estigati9ns~0~s. 

('[rOrT L 'i 
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(8) Serves as an advisory group to DrA on collection priorities for 

application of ORV techniques to real targets. 

(9) Will be kept fully advised of participant independent GRILL FLAME 

activities. 

d. The primary contract monitor will: 

(1) Be cognizant of all GRILL FLAME joint contracts. 

(2) Serve as an interface between the Committee and all contractors. 

(3) Ensure that all raw dat~ produced by the contractors is shared by 

all the participants. 

(4) In coordination and concurrence with the Committee, relay guidance to 

the contractors. 

(5) Report contract results to the GRILL FLAME Committee. 

(6) Ensure research goals are met. 

(7) Be responsive to all inquiries by parti~~pants as to the activities 

and progress being made by the contractors. 

(8) Be responsive to all' inquiries by other ODD or governmental agencies 

on the status of the contract research in keeping with established security 

gui d~l ines and approva:l{ 'of ~ the Commjttee~.teE,_ 

DEFENSE If HELL IGENCE,_ AGENCY:: :'ir, 

, By _____ -'-___ _ By L, 

Date: -r- Date:::.-~+-~: ------------------ -----------------------
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Sacral UNITED STATES GOVERNMENT 

DATE: 10 FEB 1981 memorandum 
R~Y~ 2/ 2 

ATTN OF: RS $-0 ° RCC-

SUBJECT: Fundi ng Shortfa 11 ..f~r Novel Intell igence Coll ecti.on Techn i que (GRILL 
FLAME Program) .,-<.- ,~~ 

TH RU : CS DO'.::,:': 
TO: DR 

1. (U) Reference OT memo dated 2 Feb 1981 (attached) which discusses 
the status of the GRILL FLN4E Project. 

2. (S) The FY 1981 shortfall of $150,000 can be made available from " 
Agency reserves as a result of analysis of ongoing contracts. There 
will be no adverse impact on any agency program as a result of this 
reallocation. 

3. (S) For FY 1982, sufficient funds to cover the GRILL FLAME shortfall 
have been requested as part of the amendment to the FY 1982 Budget now 
under consideration at the IC Staff. If this request is not part of 
the Budget Amendment sent to Congress, the reallocation of funds from -
the DT efforts shown at enclosure 4 of referenced memo will be required. 

4. (S) Recommend that upon receiving tWe necessary approval from the 
Deputy Secretary of Defense under Procedure 18 of DoD Directive 5240.1-R, . 
the $150,000 required for GRILL FLAME in FY 1981 be reallocated from 
Agency reserve. Also recommend that should funding for GRILL FLAME 
not be included in the FY 1982 Budget Amendment, the reallocation of 
funds proposed by DT from the project on nuclear r~actor power and 
project SUDDEN DAWN be approved. ~ 

1 Enclosure 
Memo S-6652/0T-3, dtd 
2 Feb 81 w/4 Enclosures. 
(S) ,r cy c', 

SJGfl1) 

Ass1stant ulreclor for 
Resources & Systems 

25X1 

Buy U.S. iSavings;Bonds Regularly.on the Payroll\Savings;Ptanrl;:-,'·; 
• -., . OPTIONAL FORM ·NO. :'.10· .0, ,~ 

t."::::::: 
:::-..:":,,": 

t .... •••••• 

........... 
10 ........ . 

::::::1:.-

~~~!i, 
(REV. ,. .. 7.)" "; .'" ~ :::::::::.~ 
GSA FPMR{4ICFR) 101-'1 •• ·' .' , " F::::::: 
SOlD-HI:· , ~,,; ;:::::::: 
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STATEMENT of WORK 

for 

Novel Intelligence Collection Techniques 

(Psychoenergetics-Threat to U.S. and Potential Applications) 

... .-:- ~. 

Declassify on':...!,., '/-:;rf':';'\~_...---=~ __ 
Review: on ".14 March i2001<o ,-,_, 

Extence-d'by' OIA/OIr/[:T 
Reason :,.: ,: 2-301 C. 3 •. 5 t 6. ~ \., 

~FCREI'i=-~ . 
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1. General 

STATEMENT OF WORK: NOVEL INTELLIGENCE 

COLLECTION TECHNIQUES (PSYCHOENERGETICS­

THREAT TO US AND POTENTIAL APPLICATIONS) 

The objective of this effort is to investigate in detail certain 
psychoenergetic phenomena that have potential military applications. 
Emphasis will be on evaluating application potential and limitations'of 
such phenomena, and to provide such knowledge as gained under this 
contract to appropriate 000 agencies who will evaluate the significance 
of foreign work, particularly as it may pose a threat to the US. 

Major emphasis will be on evaluating remote viewing phenomena and 
in particular, targeting aspects, via coordinate or other methods. 
Related to this are training methods, methods of enhancing reliability 
and repeatability of the phenomena. 

2.0 Specific Tasks (FY 81) 

2.1 Develop audio/semantic analysis techniques to separate correct 
from incorrect data available from taped viewer descriptions of remote 
viewing sites and to provide selective editing undel operational conditions. 

2.2 Determine what is required for target acquistion (names, maps, 
coordinates, pictures. arbitrary labelings, simply the word "target"~ 
etc. ) 

2.3 ~. Evaluate:.threat potentialt of forei·gn remote·viewihg .. ~,..type,:·.·:: 
investigations: . 

2.3.:1 Simulate: experimental results for which ther:e';is data to j • 

. assess' va-l idity of the foreign research." 

2.3.2 Assess military aRplications potential of. the foreign research 
(or .claims),particular.ly where a threat ,to US;secur,i:ty is' possible.',. 

2.3.3 ... Assess~:feasibil ity of. the most,j;signif;fcailt.,appH:qati·ons';and ~" : 
eva 1 uate: ~l imitations., 

~: ~:,-1 I'!f- t'".". J';3IfilQ'l 
~. t.,:;. ~2 i 
ut~~U:' . . 
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~EGR.£l 

2.3.4 Evaluate the use of remote viewing to locate target 
objects or people. 

2.3.5 Evaluate the use of remote viewing for event detection 
and to locate events. 

.-,. .-
2.3.6 Evaluate the use of remote viewing to detect the presence 

or absence of targets. 

2.3.7 Evaluate the potential of various camouflage, conceal­
ment and deception as countermeasures to remote viewing. 

2.3.8 Investigate the effects of the following variables on the 
remote viewing phenomena. (a) accuracy. (b) degree of resolution. (c) 
affect on the sensory inputs (feel, smell, touch, etc.). 

2.3.9 Determine potential of remote viewing to assess other 
types of information, such as specific S&T data, or function/purpose of 
facilities or activities. 

2.4J It is anticipated that during the contract period there 
will be quick reaction tasks approved by the Grill Flame Committee, 
passed through the CaTR and le~iedon the contractor. These will be of 
high priority and will require prompt attention. 

2 

Sanitized Copy Approved for Release 2011/07/07: CIA-RDP96-00792R000100140055-2 



· ''\ r ~ 0 ~~ ~., ~ 
r~ ~ .. r .< \. -_ ~ 

Sanitized Copy Approved for Release 2011/07/07: CIA-RDP96-00792R000100140055-2 

3, Security Requirements: It is expected that a maximum of six 
SI/SAO billets will be required to properly support the program .. If and 
when SRI International commences work on operational situations, it,is t 
required that all personnel connected with operational matters possess the 
necessary clearances. . 

4. Deliverables: The contractor shall provide the following: 

4.1 Quarterly Reports to highlight accomplishments and resources 
expenditures (by specific tasks the amount of funding, equipment used, 
Professional/Support man hours). Detail progress on each sub-task' 
des i gnated for exami nat; on duri ng the quarter will be comp 1 eted by the 
contractor. 

-
4.2 Draft Final Report using the same format as the Quarterly Reports 

but covering the entire contract period. 

4.3 A Final Report based on the Draft Final Report and the 
comment,s made by the CaTR. 

4.4 Program progress briefing shall be of an informal nature 
and· shall be held at the end of each quarter. Tlte contractor shall 
furnish copies of informal charts, viewgraphs and other aids as may 
be needed. The informal briefings shall consist of a contractor 
presentation and informal discussion among contractor, funding 
ag~ncies and other government personnel as appropriate. 

4.5 Quick reaction reports as required by the COTR. They 
will be of limited scope and deal with subjects of especially high 
interest and/or. critical timeliness. 

'. , 
'V 

3 
;-~ _~' ~ ~ ;"! r,.- "£."" 
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4.6 All supporting material, i.e. notes, maps, tapes for this 
contract will be made available by the contractor to the COTR 
and no such material will be destroyed without written permission. 

5. Delivery Schedule: The COTR will insure members of the 
Grill Flame Committee receive copies of all deliverables. 

5.1 Quarterly Reports: Five copies to the COTR. The first 
report is due 100 days after the contract award date and will 
cover the first 90 days of the contract. Subsequeht reports 
will be due each 90 days thereafter, i.e., 190 days after contract 
award, 280 days, 370 days, etc. 

5.2 Draft Final Report: Five copies to the COTR within 30 days 
of completion of the contract. Comments will be returned to the 
contractor within 45 days of receipt of the draft. 

5.3 Final Report: Ten copies and a camera ready master to 
the COTR within 45 days of receipt of the comments made en the Draft 
Final Report. 

5.4 Program Progress Briefings: Approximately ~ per year are 
anticipated. Specific times and places will be established by the 
COTR. Some bri~fings will occur in the Washington, DC area and may 
involve more than one presentation by the contractors. 

5.5 · Quick Reaction Reports: Number bf copies; "place and time 
of delivery,to be. determined by the COTR. 

5.6 'Suppbrting;MatedalsL',Provided:to·the COTR,wh"en ,requested i :-;~; 
during the period;of:co~tract performance. ,~All s~th.materialwill 
be finally,delivered,·to nthe COTR: ati the same'.time as Fina1 'Report .. 
(5 .. ~_aboveJ.:. I 

4 
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MILESTONE CHART: NOVEL INTELLIGENCE TECHNIQUE 

FY 81 ($270K) 

2.0 Tasks for FY 81 

2. 1 $ 65K 

2.2 $ 55K 

2.3 $125K 

2.4 $ 25K 

Sanitized Copy Approved for Release 2011/07/07: CIA-RDP96-00792R000100140055-2 
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Government furnished property or equipment to be provided to the 
contractor will primarily consist of reports, data, and documents 
which will be provided on a loan basis. Contractor access to other 
DIA facilities as may be necessary will be arranged by the DIA contract 
mon'itor. 

INSPECTION AND ACCEPTANCE ~ 

Inspection, acceptance, and delivery of reports, will be at the 
Defense Intelligence Agency, ATTN: DT-1A, Washington, D.C., 20301. 
Acceptance will be based on a determination by the COTR with the 
approval of the Grill Flame Committee that the contractor is performing 
in accordance with the tasks specified in the Statement of Work. 

TECHNICAL PROPOSALS 

Requires the contractor to provide information which details his 
m2thodology~ schedule, and manpower loading in meeting the contractual 
requirements. Such, information should be submitte~,to DIA/DT-1A for 
evaluation by the Grill Flame Committee prior to ndgotiations. 

OTHER 

The C,lassificati,on of- the contract ;s:~SIlSAO.Report-s.;issued:unde:r:~G::~ 
this contract sha,l" ,contain the following'-ac~nowledgemeDts:;~'-

This'study was supported and monitored, 
by the Defense Intelligence Agency of 
the Department of Defense under Contract No. --------

Sanitized Copy Approved for Relea~~;i6;;1~07/07 : CIA-RDP96-OC)792R000100140055-2 
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GOVERNMENT FURNISHED DATA 

Data required by the contractor will be requested in writing from . 
the COTR. The COTR will maintain a record of all government documents 
transferred to the contractor and will ensure their return when the 
contract terminates. 

CONTRACTIN.G_ OFFICER'S TECHNICAL REPRESENTATIVE (COTR) 

2 I' 

t'";,,,·---;.·~. ; .. ~ .. : .. 
'\..if'" 1 _ ..... •• 1.-
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REPORTS 

1.1 These reports will present a concise and factual discussion 
of findings and accomplishments during the period and must include 
appropriate references. 

2.'~ Each report will include a report summary. This summary. 
prominently identified, should normally not exceed a few pages. The 
purpose of the projects must be specified, together with a description 
of important equipment purchased or developed, if any, and the 
conclusions reached by the contractor. The most important single 
feature of this summary is that it must be meaningful to readers Who 
are not specialists in the subject matter of the contract. 

3. The requirement for careful preparation cannot be overemphasized 
as this summary will often provide the basis for decision on the 
continuity of the project. The contractor must recognize that his 
achievements are quite often surveyed by Department of Defense staff 
who function at a level that precludes a thorough review of detailed 
reports. 

a.' Prob 1 ellis,. " 

. b. General methodology (e.g., literature view, laboratory 
exper i ment,' 5 urvey, fi e 1 d s't udy, etc.).· 

c. Results 

d. ImplicationsAor further:re?e,arGhi3(df any) ... y) 

e. Special comments (if any).' .. '. 

('',of'"' r- ;:"':,.,...-
~t' ~ :;., ~~. ,: . 
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MIPR CONTROL PROVISIONS AND GUIDANCE 

1. Funding cited may be used only for the project delineated in the 
attached statement of work (SOW). Specifically, tasks 2.3 and 2.4, and 
all deliver~bles as they apply to these tasks are to be paid by this MIPR. 

2. The total MIPR estimate may not be exceeded by the purchasing office. 

3. Changes in purpose, scope or desir~d results from those delineated 
in the attached statement of work must be approved by the COTR with the 
approval of the GRILL FLAME committee. 
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.!!OVEL INTELLIGENiLC_OLLECTION TEC~NIQUE (U) 

JUSTIFICATION FOR SOLE SOURCE PROCUREMENT WITH 

SRI INTERNATIONAL 

1. 0 Sole source procurement must be initiated for the award of the 25X1 
con. to SRI International of Menlo Park, CA, for FY 1981. 

2
h
· II In ord~r to f~l fdi 11 thhe Objehc~ ihvedOf thi sfSttathem~ntl of work

t
, . 25X1 

t e~tractor 1S requ1re to ave a 19 egree 0 ec nlca compe ence ln 
the analysis and evaluation of advanced threat techniques. There)s 
no doubt that SRI has the background and expertlse desired for ... the -
specific advanced threat of interest. SRI is a recognized leader in 
this particular field of analysis and eval~ation, and has performe~ 
similar work for other US Government agencies over the past few years. 
Their previous work, under Contract DNA 001-78-C-0274. will form a 
highly meaningful data base which will greatly enhance the value and 
effectiveness of this contractual effort. 

3. ~ The effort involved for a new contractor to research the same '25X1 
lev~f capability and expertise that SRI currently possesses for this 
area of analYSis and evaluation would be too time consuming and uneconomical 
to acquire and develop. To acquaint a new contractor in this area of expertise 
would require several years simply to achieve the present level of expertise 
and competence possessed by SRI. 

4. I I The performance of SRI on similar government contracts since 25X1 
1974 is judged as satisfactory, justifying them as a sole source. The 
SRI researchers 'implemented numerous innovatio~s to maximize output of 
these prior year contracts, and were able to utilize additional resources 
at SRI without added cost to the government •. 

5. ~ The capabilities and characteristics delineated above, 25X1 
esp~ly-the SRI-f~ndeddevelopment~f,sources and database, ensure 
that15RI Ihtetnat~onal albnehas the qUalifjcations,to satisfy the ~ .. 
requn rements set fortn- in the Statement of Work,.;,,,expec; a 1 ,1yw1 :thi ri, the '.," 
compell,ing,time frame' of,· thiscontracL :. 

J 

Assistant V1 e' irector i for 1W' 

.. Scientific and Technical 
Intel 11 gence"':: 

25X1 

Oeclasslfyon' .. , 
RevIew 'on ' .... ·-.-,~2:":;7~Fe-:-:b-r-:=-u--a-:-ry-t-;12;-;:;O:;::-O"f'"L~, '~"":')\J-'; 

E d d 
.. 01 A/DT,r,.,:;:/ ~-

xten e . by;:-, -=-::'~' --;;-,:,:,,'-;::-:-:--;::-;;-:::-~ __ 
Reason ,'" 2-301-C~'i3~ .5&6 ,../"u 
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OIA LOGISTICS/SUPPORT PLAN 

Co 11 ec-Novel Intelligence 
PROJECT TITLE tion Techniques 
PROJECT SPONSORl I 25X1 
ELEME NT DTr=---'-" A"'----_______ _ 

TELEPHONE! r25X1 

A. EQUIPMENT MAINTENANCE PLAN, Support Element: RTS-6 

1. Internal Maintenance 

a. Personnel 

"b. Training (No equipment required. This is exclusively a" study 
contract. ) 

c. Spare Parts 

d. Maintenance Facilities 

e. Test and Support Equipment 

f. Technical Data 

2. Contractor Maintenance 

a. Periodic prevention maintenance and repair 

b. On call maintenance only 

B. SUPPLY SUPPORT, Support Element: RTS-6 (No supply support required.) 

1. Cons0mables (Include complete description and estimated cost.) 

a. Source 

b. Expected Usage 

c. Lead Time 

d. fube _of required: stockS!lLl ~ 

2. Equipment Storage 

C. EQUIPMENT-TRANSPORTATION·HANDLING,· SUpport Element: .RTS-6 (No equipment 
requ'ired~, t.hisis exclus;ve"ly a study contracL) 

1. Weight: 'and d·imens'ions·of·equipment/furniture:.~;-::: 

2. Oestinationbuilding~nd rodms' ---

3. Expected delivery date{s," 

.. 
~w"':. .' 

. . ~"if' ~·t ~ t t - ,_ 
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D. FACILITIES, Suport Element: RTS-6 (No Government facilities utilized.) 

1. Utilities and dates required (power. water, air conditioning, telephone 
other.) 

2. Space and const~uction requirements and dates required 

3. Location 

4. Physical security 
,'r 

5. Health. environmental and safety implications 

E PERSONNEL AND TRAINING. Support Element: RPM-l (No OIA personnel involved 
other t,han contract monitor.) 

1. Number of civilian and military personnel involved 

2. Type and explanation of changes desired 

a. New or revised civilian positions (No new positions required) 

b. New or r'evised military positions 

3 .. Required training civilian and military personnel' 

a. Internal 

b. Contract 

4. Personnel relocations 

a. Work site locations involved 

b. Tr ave:l anti transportat·ibn: (TDY/PCSY<:~·; 

F. ;INFORMJliTIOW SY$TEMS'~: ·Support'£l emel1t::, RSO r No; ADP eq'ui pmentdrequired ~')eL1 . ! 

1. Systems concept including milestones"',' 

2. Softwarerequ,irements 

a. Syst'e!TI5~ design/development'"., 

b. System engineering 

c. 1lata·baselapplicati·ons:"'!<· 

2 
r·.~··- - ~ -': 

- :~~ ~'- j" ~.:~ ~ .'~ • 
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3. Hardware 

a. Mainframes 

b. Front end processors 

c. Terminals 

4. Required funding 

, a. Hardware 

(1) R&D 

(2) Procurement 

(3 ) O&M 

b. ' Software 

( 1 ) R&D 

(2) O&M 

g. PUBLICATIONS AND GRAPHICS, Support Element: RTS-5 

1. Publications (None required. All provided by contractor.) 

a. Number of publications and textual pages per publication needed. 

b. Processing time allowable for each publication. 

c. Number of maps, photographs. illustraflons for each publication 

2. Briefings 

a. Number and length of separate briefings to support project 

b. Security' cl ass i fication,:of:';brfefi ngs ::::~', 

H. COMMUNI CATIONS; !~Support! El ementl;i,o '·RCM (, No' communicat; ons;equi pmetit used •. ),,; 

1 . System concept s. -, 

2. Hardware requirements 

a. COMSCO' eq(jipmen~ " 

b. Communications equipment-

c. Installatidn matertals 

3 
r.- :':'~. ~ -.. .--

\','" -
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3. Responsibilities/tasks 

4. Funding 

5. Life cycle support 

6. Training requirements 

7. Tools and test equipment 

8. Manning 

9. Documentation 

.10. Security classification 

I. PROCUREMENT PLAN, Support Element: RTS-6 (Include complete description 
and estimated cost.) No procurement required. 

1. Equipment, furniture, administrative equipment (copying equipment, 
typewriters, etc.) 

a. Competitive sources 

b. Required delivery schedule 

c. Installation of equipment 

d. Initial spares and components 
". 

J. SECURITY SERVICES, Support Element: RSS (It's expected that· the contractor 
will require six SI/TK billets.) 

1. Security clearances and security classification guidance 

2. Physic" security 

a. Monitor security during developmental· phases =f~ 

b. Other physical security requirements 

3 . Safeguard; ng i nformat ion/documents :{Mater i alto be secured';n{l(l ex; sUng '.i 1'::1 
V au lted 'area: by contr acton .. ) . 

a. Required· class i fieat ioni storage. (§1/SAO. vaulted: area),dExi sting) . , .. :: 

b. ARFCOS maiHng address, {N/A};" .. ' 

c. Access· to:elassified; d,ata'Jfiles' (to be._,furnished,:.by;COjR~GT;'::~: 

4 
I"'" '":!::" -. -.. ._" •. I 
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d. Authority to publish codeword documents (eodeword studies to be 
furnished by COTR) 

e. Courier authority 

f. Required 9ccess to classified information by contractor personnel 
not directly involved i'n program, e.g., management, marketing, purchasing 
pe,rsonnel 

5. TEMPEST Security (DIAR 50-31) (Not applicable. This is a study effort 
on ly.) 

a. Provide TEMPEST and RED/BLACK engineering guidance. 

b. Assist and support Directorates in developing TEMPEST requirements 
for inclusion in procurement specifications ' 

c. Review equipment/system procurements to insure inclusion of TEMPEST 
requirements 

d. Arrange and monitor DIA TEMPEST tests 

e. Accredit equipment/systems which are in compliance with the National 
Policy on Control of Compromising Emanation 

K. CENTRAL REFERENCE. Support Element: RTS-2 (No effect on existing support 
provided to DIA/DT.) 

l. Acqui s it ion "\' 
":.# 

2. Storage and retr i eva i 

3. Trans 1 at ion 

4. Di ssemi nat ion 

5 
r. r'f'7 .r.. .. :-_,IJ~':":--:" 
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DEPARTMENT OF DEFENSE I. THE REQUIREMENTS OF THE DOD INDUSTRIAL SECURITY MANUAL 

CONTRACT SECURITY CLASSIFICATION SPECIFICATION APPLY TO ALL SECURITY ASPECTS OF THIS Top 
EFFORT. THE FACILITY CLEARANCE REQUIRED IS: Secret 

-. 3. CONTRACT NUMBER OR OTHER 4. S. TH IS SPECI FICATION IS: THIS SPECIFICATION IDENTIFICATION NUMBER DATE TO BE 

IS FOR: (Prime contracts must be shown COMPLETED (See uNOTE" below. If 110m b or c Ie "X'd", 
for all subcontracte) (Eotlmated) . 81110 enter date lor Item 0) 

--a. B. PRIME CONTRACT NUMBER B. a. DATE 

X PRIME CO"TRA,CT X ORIGINAL (CompIe/e 
date in all eliso.) 

b. SUBCONTRACT(Clse Item b. FIRST TIER SUBCONTRACT NO. b. b. REVISED ,I REVISION DATE 
15 for subcontrBclJ"nll 

(Bupersedes NO. 

,,' 

beyond second Iler) :b'em!';/:t~gns) 
c. REQUEST FOR BID. c. IDENTIFICATION NUMBER c. DUe: OA TE c. DATE , 

REQUEST FOR PROPOSAL FINAL 
OR REQ FOR QUOTATION 

S. Is this a follow·on contract? rX1 Yes DNo. If YES. complete the followlnil: 

a,DNAOOl-78-C-0274 b. c. Accountability for classified material on precedIng contract 

PRECEOING CONTRACT NUMBER OATE COMPLETED '.- . 
l='lls CJ Is not. transferred to this foHow-on contract. 

-

-, a. Name. Address & Zip Code of Prime Contractor * b. FSC Number c. Same. Address &. Zip Code of Cognizant Security Offic .. 

SRI International an Francisco, Defense Contract 

333 Ravenswood Ave Adrnin;ltr~ti~n ~ervices Region 

Menlo Park. CA 
~661M~aco rn ga 

- ur ln arne. 

lSa. Name. Addres. & Zip Code of First Tier Subcontractor .. b. FSC Number c. Name, Address & Zip Code of Cognizant Security Office 

9a. Name. Address & Zip Code of Second Tier Subcontractor. or b. FSC Number c. Name. Address & Zip Code of Cogni>;.nt Securlly Office 

facility 8.~ueiated with [FB, RFP OR RFQ * 
I 

. 

.. When actusl performance is at a location other than that specified, identify such other I('catlon in )tem 15 

lOa. Grne-ral identificatiC'tn of the Procurement for which this specific 8t ion .. pplle. b. DoDAAD Number 01 Procuring ActIvity 

S&T Intelligence Study/Analysis 
Identified in Item 16d. 

,.' 
< .. 

--
c, Are there additional security requirements estabUshed In "ccordance with paragraph I"II~ or 1-115. ISR? Dyes [XJ No. If YES. identify the 

pertinent contractual documents in Item 15. 

d. Are any elements of this contract outside the inspection responsibility of the cOinizant .eeurity office? Dyes CXl No. If YES. explain in 

Ite';'. IS and Identify specific area. or element •. 

11. ACCESS REQUIREMENTS YES NO ACCESS REQUIREMENTS (Continued) YES NO 

a. ' Ace .... to Claaslfled Information Only at other J. Acce .. to SENSITIVE COMPARTMENTED INFORMATION. X 
contractor/Government Betlvitle •• X k. Ace .... to other Special Acce •• Program Information 

b. Receipt of clas.lfied documents or other .materlal 
(Specify In Item 15). X 

for referencif' "n1", (nv Aenerllt;nn). X I. Acee •• to U. S. cl .... Uled Information out.ld .. the U. S. 
Panama Canal Zone. Puerto Rico. U. S. Pos.enlon. X 

c. Rect.'lpt and ge~eratlon of cla.sUled documenb X and TrUlt Terrltorle •. 
or other malerial. 

m. Defenae Documentation Center or Defenae information 

d, F';bricallon/Modiflcatlon/Slora~e of cla.slfled hardware. X AnalYII. Center Services may be reque'.ted. X 
e. Graphic art •• "rvlce. only. X n. CI ... lrted ADP proce •• lnll wUl be Involved. X 
r. Acce ... to IPO Information. X o. REMARKS: 

g. Acc., ... to RESTRICTED DATA. X 
DOD DIR 5200.17 

h. Acee •• to classified COMSEC inr armat Ion. X 
I. Cryptographic Acc" .. Authorization required. X DOD DIR 5200.1R 

12. Refer all question. pertainlnil to contract security cla.alflcatlon spei:Ulcation to the official named below (NORMALL.Y, thru ACO (Item 16e); 
EME.RGENCY. dlrecl with wrltlen record o[ Inquiry and re"ponae to ACO) (thru prime contractor [or aubcontrectl). 

8. The de •• lficatlon gulda~ce contained In this speclficayon and .. nachments referenced bereln Is complete and adequate. 

b. T" •••••• , ... , ...... , •••• : ~";P~' M P'M' c. Activity name •• dd' ..... Zip Code. telephone number and orflee symbol 

~sillna:rd °alClaS 1 ~ ~ Defense Intelligence Agency r. . . a yer I 

Deputy Directorate r Sci tifie and ATTN: DT-1A 

6:ehnical ,I~ffll igene~oel Washington. D.C. 20301 

fense n:e idence nev (415) 326-6200 Ext 5389 
Ori,inal Specification (I/em Sa) I. au/horlty lot contract ora to Dlark cI •• allled Inlol"Dla/lon • Reviled and Final Specilleationa (Item. 5b and c) .... .11.Q.U; 
au/horlty fo, conlrec/ora to remark the rel/raded c/a •• Uled In[ormallon. Such actlona by conlraclor. aharr be 'aken In accordance with lIIe provilion. 
01 the Indua/r/al Securll)' Manual. 

O FORM 254 o 1 JAN 78 EDITION OF I APR 71 IS OBSOLETE. ALSO REPL.ACES 00 FORM 25",c WHICH IS OBSOL.ETE 
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..... __ • ___________ ._._"""''''', ... ' __ ...,.Q_=~~ ______ ~ __ ~ __ ,~-ri~._ ...... __ ~ ________ . _________________ ,~~ ___ """_ .. 

138. Information pertaining to classified contracts or projects. even though such informlltlon la considered unclassified. sholl not be released (or publlc: 
dissemination except as provided by the Industrial Security Manual (por8~rllph 50 and Append/1C IX). 

b. ProposeCl public releases .hall be submitted for approval prior to release r,~J Direct CJ Through (Specify): 

Public Release of SCI is not Authorized. 
to' 1he Directorate For Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public AfllJlrs) • for revIew Ln 
ae .. ordance with paragrap~ So of the Industrial Security Manual • 

• In the CBS" of non-DoD User AIl.ndes, .<'e footnote, paragraph 50, Industrial Security MR.~n~u .. ~I'!.., _____________________ --1 
14. Security Clsssificfltion Specifications for this solicitation/contract are identified below (HX" applicable box(es) and !Supply 8tt~chments as re~lred). 

Any narrative or classification gUide(s) furnished shall be annotated or have information appended to clearly and precisely identify each element of 
information which re'quire. a classification. When a cia. sinestlon guide I. utlllzed, that portion of the guide(.} pertaining to the opecinc contractual 
efrort may be extracted and furnished the contractor. When a tot .. 1 guide(s} i. utilized, each Individual portion of the guide(s) which pertains to th .. 
contractual effort shall be clearly identified In Item 14b. The following information must be provided for ~Beh item of cI •• sified information Identified 
in an extract or guide: 
(1) Category of classification. (II) Date or event for declassification or review for declassification, and (III) The date or event for downgradlne 
(If applicable). 

The official named In lIem 12b, i. responsible for furnishing tho contractor copies of all guides and changes thereto that are made a part of thl. 
specification. Classified information may be attached or furnished under separate cover. . 

o a. A completed narrative is (1) 0 attached, or (2) [XJ transmitted under separate cover and made 8 part of thl. spec!r!calion. 

Db. The following classification guide(s} Is made a part or thi' specification and I. (1) 0 attached, or (2) 0 transmitted under .eparate 
cover. (LI"t (iu/des under 1Iem 15 or in an attachment by title, reference number and dB'e), 

LJ c. Seryice-type contract/subcontract. (Specify Instructions In Bccordance with ISRI ISM, a. appropriate.). 

o d. "X" only if this Ie a final specification and Item 6 Is a "'NO" answer. In response to the contractor's request dated _______ _ 

retention of the Identified classified materiel, i. authorized for a period of _________ _ 

De. Annual review of this DD Form 254 I. required. If "X'd", provide date such review Is due: 

IS. Remark .. (lI'1lenever possible, Illustrate proper c/"niliclltlon, declassification, and if applicable. dOWlli1!"din(i instructionsl. 

a. This contract requires access to SCI. The Defense Intelllgence Agency has exclusive 
security responsibility for su.ch information released to the contractor or developed 
under th.i scontract. DIAM 50-5 provi des the necessary guidenace for phys i cal, personnel 
and information security measures and is a part of the security specifications for this 
contract. DCASR is relieved of responsibility for all SCI material or information 
released to th~ contractor under this contract. 
b. Foreign national employees of the contractor or subcontractor(s) are not authorized 
access to cla'ssified information resulting from or use 'jn the performance of this 
Contract. 
c~ The Contractor shall notify the COTR 
receipt of the contract of the following 
to work on this contract. 

(1) 
(2) 
(3) 

Name 
Date and Place of Birth 
Social Security Number 

in writing no later than five (5) days after 
information regarding the individuals assigned 

(SEE CONTINUATION SHEET) 

16a. Contract Security Cla.a1fication Specification. for Subeontracll issuing from this contract will be approved by the Office named in Item 16e below, or 
by the prime contractor, a. authorized. Thil Contract ~"ur!ty Chl •• Hit-alion Specification Bnd attachment. referenced herein are approved by the Uaet 
AIl""cy Conlfacllne Officer or hi. Repreuntalive named in Jtem 16b below, 

REQUIRED DISTRIBUTION: 

ex Prime Contractor (It8m "a) 

G[l Cognizant Security Office (Item 7c) 

KJ "'dministraUve C'ontracting Office (Item J6e) 

IX] Quallty ..... urance Represenlatlve 

o Subcontractor (It8m aa) 

IXJ Coenlzant Security Office (118m Be) 

o ProC"am/ProJecl Manaeer (Item .121» 

o U. S. "'ctivlty Respon.lble for Over..,as 'Security Admlnl.tratlon 

b. Typed name and title of approvine official 

c. Slenature 

d. Approving official'. activity addr .. l. and Zip Code 

... DDITION ... L DISTRIBUTION: e. Name, addre .. and Zip Code of Adminlltratlve Contracline Office 

o 
o 

o , ...... 

~ ~ 
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CONTRACT DISTRIBUTION 

PCO; DA, Defense Supply Service-Washington, Room lD24S, The Pentagon, Washington, DC 20310 

Agent/Specialist Sidney M. Koss Date 06 August 1981 
--------~------------------

Telephone: Area Code 202 __ 6_9_4_-_4~5..:...7..:...7 ____ -,-__ 

PIIN: ______ M_D_A~9~0~3_-8_1~-_C_-_0_29~2 ___________________ __ Modification Number POOOOl -
TO COpy . . 

NO. OF ADDRESS 
SENT COPIES 

. SRI International 
1. Contractor X 333 Ravensworth Avenue 1 

.-
Menlo Park~ CA. 94025 

.-

2. Admin Contracting Officer X 
DCASMA San Francisco 
1250 Bayhill Drive 5 
San Bruno, CA. 94066 

l. Payment Office X 
DCASR Los Angeles 

1 P.O. Box 45011 
Los Angeles, CA. 90045 

4 • Pre-Certification Office 

DCAA 
5. Auditor X 298 So Sunnyvale Avenue, Suite 10l 1 

Sunnyvale, CA. 94086 
Ii: . 

6. COTR except DARPA Bureau 1001 X 
Mr. J.A. Salyer 

. clo SRI International 1 
333 Ravensworth Ave. . 
Menlo Park CA. _~4025 

'1. Consignee 3 

3. Other - DAR 20-401 
Major Hank Scarangella , 

X Defense Intelligence Agency 
W;:u:;hinpton D ,C 20101 

'. Supply Coordinators 
X 1002 A. All Bureaus Except DARPA 2 

B. Bureau 1001 - DARPA DAlU'A, Mgmt Into Sys, Architect BId'g, Rm 6.39 
(COMPLETE A or B) 1400 Wilson Blvd, Arlington. Virginia 22209 4 

O. Station Code (Cite tiS" Code) X 503744 1 
DSS-W, POlicy & Procedures Branch Room lC243 

~. ReportinR P&P X The Pentagon. Washington. DC 20110 1 
DSS-W, Office Deputy Director for Acquisition 

2. Re.portinR: DD 1057 X Room 1E2..30~ The Penta.&on--, Washington, DC 20310 1 

3. Bureaus: BOOO thru B999 
DSS-W, Financial Mgmt. Room lE231, The Pentagon 
Washington, 'DC 20110 1 
Information Mgmt & Financia~ Operations Office .. 

oJ. System Update X Room lE243. The Pentagon~ Wa8hington~ DC 20110 1 

:;. PCO Contract File X DSS-Wl Room ID24S. PentagonJ Washington, DC 20110 1 
~ 

_od~s '·X" are Mandatory Distribution Revised Jan 81 
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