From: Council of IGs Liaisons on behalf of Mark Jones

To: CIGIE-LIAISONS@LIST.NIH.GOV

Subject: Re: Program Integrity: The Antifraud Playbook Draft for Review - Comments Due August 17, 2018
Date: Tuesday, August 14, 2018 2:55:45 PM

Attachments: Government-Wide Antifraud Playbook_Stakeholder Feedback Template 08.02.2018.xIsx

Proaram Integrity - Antifraud Playbook Exposure Draft 2018.08.02.pdf

Folks,

| was reminded that the Audit and Investigations Committees, who liaise with OMB on the
fraud reduction and data act working group, received this request and have been
coordinating and working on a joint response. With this said each of the I1Gs should feel free
to comment directly on this if you choose.

Thanks

Mark

From: Mark Jones

Sent: Tuesday, August 14, 2018 2:31 PM

To: CIGIE@LIST.NIH.GOV

Cc: 'cigie-liaisons' <cigie-liaisons@list.nih.gov>

Subject: FW: Program Integrity: The Antifraud Playbook Draft for Review - Comments Due August
17,2018

Good Afternoon,

Some of your offices may have received the below message but it appears that it was not
distributed to all of the OIG offices. Therefore, we are sharing for your information.

Sent: Thursday, August 2, 2018 1:31 PM

o: [ D



mailto:CIGIE-LIAISONS@LIST.NIH.GOV

0. Feedback Instructions

		The Antifraud Playbook
Feedback Instructions



		Playbook Background
Fraud, waste and abuse inhibits agencies from fulfilling their mission, from spending dollars efficiently and from safeguarding assets. Furthermore, fraud threatens the integrity, reputation, and public trust of agencies. The Fraud Reduction and Data Analytics Act of 2015 directs federal agencies to use the leading practices described in the Government Accountability Office’s (GAO) Framework for Managing Fraud Risks in Federal Programs (Fraud Risk Management Framework) to strengthen antifraud controls across agency operations. The recently updated Office of Management and Budget (OMB) Circular A-123, Management’s Responsibility for Enterprise Risk Management and Internal Control and principle 8 of GAO’s Standards for Internal Control in the Federal Government (Green Book) also call for implementation of fraud risk management activities.

The Department of Treasury is developing a government-wide Antifraud Playbook to guide agencies in developing initiatives to address fraud, waste and abuse that align with federal statutes and guidance.




















		Purpose
To collect feedback from various agency stakeholders in response to initial drafts of the Government-Wide Anti-Fraud Playbook.

Instructions
   0. Feedback Instructions Tab
      Please read through the background information located on the Feedback Instructions tab prior to responding on the other sections of the workbook. If you'd be so inclined, please feel free to leave your contact information under the
      Respondent Contact Information--this information will be utilized to gauge average feedback across various agencies as well as for any additional clarifying questions which arise as a result of feedback given. However, providing your contact 
      information is completely optional.
   1. Section & Play Feedback Tab
      Located on the Section & Play Feedback tab of this workbook, you will find space to provide feedback on the Content/Information and the Formatting/Graphics (both written and graded) broken out by each individual section/play of the
      Playbook. Please provide the following for each section/play as you see fit. 
         > Satisfaction: Please select from the drop-down listing your satisfaction level with the individual section/play in relation to Content/Information and the Formatting/Graphics. The options are as follows:
               Very Satisfied - you think the section content/format is appropriate and easy to understand (please describe what you think works well)
               Satisfied - you think the section content/format is okay but could be improved (please explain how it could be improved)
               Unsatisfied - you don't think the section communicates the right information, is difficult to understand, or generally misses the mark (please explain)
               No Opinion
         > Feedback: To provide more clarity into satisfaction levels, please provide as much written information (positive, negative, recommendations, etc.) as you see fit to appropriately address the topic(s) of the section/play. Please feel free to
                                be as open and honest in your feedback as possible, as the goal of the Antifraud Playbook is to be extremely user-friendly and content rich for individuals and agencies to gain significant value from the product.
   2. Overarching Feedback Questions
      For final thoughts and overarching general feedback questions, please visit the 2. General Feedback Questions tab and respond under the "Feedback" column to the listed topics.

Respondent Contact Information (Optional)
  Name/Title:
  Agency: 
  Office: 
  Email: 

Due Date
Please return feedback to Tammie Johnson of the Bureau of the Fiscal Service at FIT@fiscal.treasury.gov by Friday, August 17, 2018.

Questions / Concerns
If you should have any questions or concerns throughout the process, please contact Tammie Johnson - Tammie.Johnson@fiscal.treasury.gov







































































































































1. Section & Play Feedback

		The Antifraud Playbook
Section & Play Feedback



		Purpose
To collect feedback from various agency stakeholders in response to initial drafts of the Government-Wide Antifraud Playbook. Please refer to the Feedback Instructions tab for further details and steps on how to appropriately fill in this template.





		Playbook Section		Content/Information				Formatting/Graphics

				Satisfaction		Feedback		Satisfaction		Feedback

		Introduction

		The Plays (Table of Contents)

		Create a Culture - Section Transition Page

		Create a Culture - 1. Naked and afraid: Determine your fraud exposure

		Create a Culture - 2. Know Where You Are and Where You Want to Be

		Create a Culture - 3. Fraud Is Not a Four Letter Word

		Create a Culture - 4. Create the Antifraud Dream Team

		Create a Culture - 5. Leverage What You Have

		Identify and Assess - Section Transition Page

		Identify and Assess - 6. Think Like a Fraudster

		Identify and Assess - 7. Discover What You Don’t Know

		Identify and Assess - 8. Rome Wasn’t Built in a Day

		Prevent and Detect - Section Transition Page

		Prevent and Detect - 9. Train Your People

		Prevent and Detect - 10. Look for Quick Wins When Starting Fraud Analytics

		Prevent and Detect - 11. Stay a Step Ahead

		Insight into Action - Section Transition Page

		Insight into Action - 12. Know Thyself (and Thy Agency)

		Insight into Action - 13. Sharing Is Caring

		Insight into Action - 14. Take What is Theirs and Make it Yours!

		Insight into Action - 15. Establish a Feedback Loop with Your IG

		Insight into Action - 16. Take Action

		Other Comments









































2. General Feedback Questions

		The Antifraud Playbook
General Feedback Questions



		Purpose
To collect additional overarching, general feedback about the Government-Wide Antifraud Playbook not captured within the Section & Play Feedback tab.





		#		Question		Feedback

		1		Were you able to maneuver easily through the playbook?  If not, what suggestions do you have to improve maneuverability?

		2		Was the organization of the plays intuitive?  Do you have any suggestions to improve the organization?

		3		Do you feel any plays are missing that should be included?

		4		Do you believe that, armed with this information, you feel comfortable and prepared to implement a fraud risk management program above it's potential current level within your program and/or agency?

		5		If you have any additional comments/feedback that were not captured elsewhere throughout this document, please feel free to elaborate on that information here.



















































































Dropdown Lists

		Introduction

		The Plays (Table of Contents)

		Create a Culture - Section Transition Page

		Create a Culture - 1. Naked and afraid: Determine your fraud exposure

		Create a Culture - 2. Know Where You Are and Where You Want to Be

		Create a Culture - 3. Fraud Is Not a Four Letter Word

		Create a Culture - 4. Create the Antifraud Dream Team

		Create a Culture - 5. Leverage What You Have

		Identify and Assess - Section Transition Page

		Identify and Assess - 6. Think Like a Fraudster

		Identify and Assess - 7. Discover What You Don’t Know

		Identify and Assess - 8. Rome Wasn’t Built in a Day

		Prevent and Detect - Section Transition Page

		Prevent and Detect - 9. Train Your People

		Prevent and Detect - 10. Look for Quick Wins When Starting Fraud Analytics

		Prevent and Detect - 11. Stay a Step Ahead

		Insight into Action - Section Transition Page
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		Insight into Action - 16. Take Action

		Other Comments
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		Satisfied

		Unsatisfied

		No Opinion

		Roundtable

		OMB Working
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Program Integrity:
The Antifraud Playbook

It takes years to build your agency’s reputation and public trust in it and
one incident of fraud to destroy it. The American people expect agencies

to protect their valuable tax dollars by developing and maintaining
governance structures, controls, and processes to safeguard resources and
assets. By making the management of fraud, waste ,and abuse a priority,
you can balance the achievement of your agency’s mission with enhanced

program integrity.

This playbook provides a four-phased approach with 16 plays drawn from
successful practices from the federal government and private sector to help

you combat fraud, waste, and abuse at your agency.

,, How much does your agency lose annually in Fraud? It is probably
significantly higher than you think. The deceptive nature of fraud makes it
extremely difficult to quantify because it is invisible until you discover it. , ,

See the Plays

Help Improve This Content
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Introduction

What is program integrity and why is it important?

The term “program integrity” encompasses the concept that programs
should be organizationally and structurally sound and capable of achieving
their mission without compromise. It is the umbrella under which payment

integrity, and fraud, waste, and abuse fall.

Program Integrity

Playbook

Figure 1: Program Integrity

In the government context, program integrity as a foundational concept
seeks to ensure that agencies develop and maintain governance structures,
controls and processes to safeguard taxpayer resources. This makes program
integrity a broad concept with numerous components. In this playbook, we
focus on a bite-sized piece of program integrity, e.g. fraud, waste, and abuse,
so you can begin your program integrity efforts in a manageable way.

With an enhanced anti-fraud program, you will see improved overall program
integrity and be better prepared to expand your integrity efforts into other

facets of your agency.





INTRODUCTION

What constitutes fraud, waste, and abuse?

There are a lot of definitions floating around for what constitutes an incident
of fraud, waste, or abuse. Agreeing upon a standard set of definitions for
these terms at your agency is a vital component of a successful antifraud
effort. Understanding each term provides a foundation from which individuals
across your agency can level-set their perceptions and begin antifraud
efforts and conversations on the same wavelength. Below are definitions for
each term pulled from GAO’s Standards for Internal Control in the Federal
Government (the Green Book] -

o Fraud involves obtaining something of value through willful

misrepresentation.

O Waste is the act of using or expending resources carelessly,

extravagantly, or to no purpose.

O Abuse involves behavior that is deficient or improper when
compared with behavior that a prudent person would consider
reasonable and necessary operational practice given the facts
and circumstances. This includes the misuse of authority or

position for personal gain or for the benefit of another.

The standard definitions provided above should be used as a starting point.
You can and should tailor the definitions of the above terms to fit the unique
circumstances and strategic goals of your agency as you see fit. Having clear
and tailored definitions of these key terms is vital prior to moving forward to
ensure you can facilitate your antifraud efforts with ease, while maximizing

the potential for insight and avoiding confusion.

Why was this playbook developed?

This playbook provides practical guidance for government agencies to use
when developing their antifraud program. It draws on the insights of a wide
range of agency officials with responsibility for designing or managing
antifraud and integrity-focused programs. The playbook includes practical
guidance that will facilitate the development of effective antifraud programs

at your agency.



https://www.gao.gov/assets/670/665712.pdf

https://www.gao.gov/assets/670/665712.pdf

https://www.gao.gov/assets/670/665712.pdf



INTRODUCTION

How is the playbook organized?

The playbook includes 16 plays, which are organized into four phases -

1. Create a Culture - Build a culture that is conducive to both integrity efforts and

furthering antifraud measures at your agency.

2. Identify and Assess - Identify your fraud risks and develop a path forward for
executing, repeating, and expanding a fraud risk assessment that is unique and

customizable for your agency.

3. Prevent and Detect - Develop or strengthen antifraud controls that mitigate your

highest risk areas and start or advance your fraud analytics program.

4. Insight into Actions - Use available information, either within your agency, or from

external sources, and turn that insight into actionable tasks.

1“1/ PHASE 1 PHASE 2
CREATE A CULTURE IDENTIFY AND ASSESS

Naked and Afraid: Determine Your Fraud
Exposure Think Like a Fraudster

Know Where You Are and Where You Want Discover What You Don’t Know
to Be

® Fraud Is Not a Four Letter Word
® Create the Antifraud Dream Team

Rome Wasn't Builtin a Day @

Program Integrity:
The Antifraud
Playbook Phased
Train Your People ®

Sharing Is Caring Ap proac h Look for Quick Wins When Starting ®
Take What is Theirs and Make it Yours! Fraud Analytics
Establish a Feedback Loop with Your IG Stay a Step Ahead
Take Action

® leverage What You Have

Know Thyself (and Thy Agency)

6 PHASE 4 PHASE 3
OB |\SIGHT INTO ACTION PREVENT AND DETECT

Figure 2: Four-Phased Approach

There are many ways you can use this playbook, and it doesn’t have to be in sequential
order. For example, if you identify a lead through analytics (Play 10 and Play 11) you do
not have to wait to take action on that lead until you reach Play 16. Further, you can also

utilize this playbook differently based on the maturity of your current efforts.





INTRODUCTION

If your antifraud efforts and program are just beginning, don’t worry. The playbook is
organized in such a way that each phase builds on the previous one, leading to a robust

program integrity and antifraud program at the finish line.

If your antifraud efforts and program are more mature, this playbook will help you
continue to advance those initatives. You can pick and choose the plays that are

relevant to your agency and the priorities or strategic goals you have for the future.

No matter how you use this playbook, there is valuable information and guidance
provided to help you, no matter where your efforts currently are, develop or advance

your program integrity and antifraud programs.

How does the playbook align to relevant guidance?

The playbookhelpsto clarifyand operationalize the concepts putforwardinotherguidance,
including the Government Accountability Office’s (GAQ) Framework for Managing Fraud
Risks in Federal Programs (The Fraud Framework), GAO’s Green Book, improper-payment
legislation, and the Office of Management and Budget (OMB] circulars. Additionally, the
playbook offers suggestions for integrating disparate compliance activities using your

existing governance structure.

The Fraud Framework

GAQO issued the Fraud Framework in July 2015. The Fraud Framework establishes a

structure for developing an effective integrity program. The four key components of The

Fraud Framework are:

«  Commit - Commit to combating fraud by creating an organizational culture and
structure conducive to fraud risk management.

« Assess - Plan regular fraud risk assessments and assess risks to determine a fraud
risk profile.

* Design and Implement - Design and implement a strategy with specific control
activities to mitigate assessed fraud risks and collaborate to help ensure effective
implementation.

* Evaluate and Adapt - Evaluate outcomes using a risk based approach and adapt

activities to improve fraud risk management.



https://www.gao.gov/assets/680/671664.pdf



INTRODUCTION

Each of these components aligns to a set of plays within this playbook, see

Figure 3 below.

COMMIT ASSESS

Commit to combatting fraud by creating an Plan regular fraud risk assessments and assess

organizational culture and structure conducive 10R\NG AND FEED risks to determine a fraud risk profile.
to fraud risk management ‘1\0"“ 8’4(‘

® Naked and Afraid: Determine Your Fraud Think Like a Fraudster @
Exposure Discover What You Don’t Know
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® Fraud Is Not a Four Letter Word
® Create the Antifraud Dream Team
® leverage What You Have

Prevention

Response'Debgction
® Know Thyself (and Thy Agency)

® Sharing Is Caring Train Your People
® Take What is Theirs and Make it Yours! Look for Quick Wins When Starting

Fraud Analytics
® Establish a Feedback Loop with Your IG
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o Take Action

Design and implement a strategy with specific control
activities to mitigate assessed fraud risks and collaborate
to help ensure effective implementation.

EVALUATE AND ADAPT DESIGN AND IMPLEMENT

Figure 3: Fraud Framework and the Antifraud Playbook

Evaluate outcomes using a risk-based approach
and adapt activities to improve fraud risk management

Completing the checklist items included in each play will help your agency
satisfy GAO’s requirements within each component of the Fraud Framework.
While the playbook is not meant to provide an exhaustive list of fraud risk
management activities, they will help you start down the path towards
building a robust antifraud program and are in line with our key piece of

advice - just do something, start somewhere.





The Plays

Create a Culture \iﬁ.r

Naked and Afraid: Determine Your Fraud Exposure
Know Where You Are and Where You Want to Be
Fraud is Not a Four-Letter Word

Create the Antifraud Dream Team

onF N

Leverage What You Have

ldentify and Assess Ex

6. Think Like a Fraudster
/. Discover What You Don't Know
8. Rome Wasn't Built in a Day

~ ¢
Prevent and Detect il &

9. Train Your People
10. Look for Quick Wins When Starting Fraud Analytics
1. Stay a Step Ahead

Insight into Action 2 g

12.  Know Thyself (and Thy Agency)

13.  Sharing is Caring

4. Take What is Theirs and Make it Yours!
15. Establish a Feedback Loop with Your IG
16. Take Action
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\ii’i' Create a Culture

vn“/ PHASE 1
CREATE A CULTURE

® Naked and Afraid: Determine Your Fraud
Exposure

® Know Where You Are and Where You Want
to Be

® Fraud Is Not a Four Letter Word
® Create the Antifraud Dream Team

Program Integrity:
The Antifraud
Playbook Phased
Approach

® leverage What You Have

Why is this important?

The first phase in your antifraud journey is all about culture. A fraud aware
culture is a key component of every antifraud program, and can even act
as a preventive measure for combatting fraud at your agency. The five
plays included in this phase will help you build a culture that is conducive to

antifraud efforts and furthering antifraud measures at your agency.

What plays are included?

—
.

Naked and Afraid: Determine Your Fraud Exposure
Know Where You Are and Where You Want to Be
Fraud is Not a Four-Letter Word

Create the Antifraud Dream Team

Build on What You Have

o F W
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CREATE A CULTURE | PLAY ONE

Play 1- Naked and Afraid: Determine
Your Fraud Exposure

Why is this important?

Not every agency needs the same level of effort when it comes to an antifraud program.
Those agencies with a higher “fraud exposure™ will need to invest more in developing a
robust antifraud program than those with low fraud exposure. Your approach to fraud risk
management should be tailored to your agency’s vulnerability to fraud, both financial
and non-financial. The first step in determining how comprehensive your antifraud effort
should be is to understand how vulnerable your agency is to fraud - your “fraud exposure.”
This is a technical approach to interpreting various vulnerabilities in your organization.
Work with program managers to understand and quantify the types of fraud risks you
face and the factors that contribute to those risks. Additionally, after understanding what
types of fraud you are susceptible to, quickly assess whether this information helps you
focus on particular areas of concern. This will help you develop a fraud risk management
approach that is appropriate for your agency’s unique fraud exposure. Remember, this is
a way to help you figure out where to start and what to focus on, and to work on some of
the technical parts of fraud risk management while simultaneously building a culture of

fraud risk awareness.

” Determining your fraud exposure can help your agency quickly

prioritize limited resources to focus on assessing programs and
processes most susceptible to fraud. The scores associated with fraud
exposure are not the end result, but a means to help you go to the next
step. They can help an agency determine which program is at highest
risk of fraud, as well as what factors to address first when devising
mitigation strategies. , ,

9
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CREATE A CULTURE | PLAY ONE (continued)

Play 1- Naked and Afraid: Determine
Your Fraud Exposure

Key
Points

Outline the factors that contribute to fraud risk areas, such as the
“materiality”, or financial significance, of a program; the need to verify self-
reported information; and how well your agency has complied with existing

regulations, among others.

Think about financial and non-financial risks, along with both financial
and reputational impacts. For example, compromising the security of
personally identifiable information (PIl) can be just as damaging as making
payments to a fraudster. The payment has a financial impact while the
compromised Pll has a reputational impact. Consider what affects your
agency's bottom line along with what will land your agency on the cover of
the Washington Post.

Quantify the risk factors to determine an overall “fraud exposure” (See

Tables below for guidance).

The fraud exposure determination is not meant to be an exhaustive risk
assessment - it is supposed to help you quickly understand the level of
fraud your agency and programs may be susceptible to so you can better

tailor your antifraud strategy.

Fraud Exposure Tables

Below are examples (Table 1and Table 2] that demonstrate some common elements that

comprise a fraud exposure determination. The tables provide a simple methodology for

determining risk factors (horizontal axis) within different hypothetical federal programs

(vertical axis). For this example, each of the risk factors carries a weight of 25% to

contribute to the total fraud exposure. Keep in mind that these weights do not have to

be equal and they can and should be tailored from agency to agency or from program

to program to reflect the priority and relevancy of the risk factors to the program or

organization. The factors may vary for financial and non-financial programs. The total

fraud exposure is a combination of the preceding factors within a given program.

10
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CREATE A CULTURE | PLAY ONE (continued)

Play 1- Naked and Afraid: Determine
Your Fraud Exposure

When looking at improper payments, agencies are given guidance on what constitutes a high
risk program. In managing fraud risks, this guidance does not exist; it is up to you and your
colleagues to understand and decide the thresholds for these risk factors according to the
needs and priorities of your program or agency. In the example below, it was determined
that an agency that had to verify more than half of the external information coming to it was
putting itself at a high risk of fraud. Similarly, the example states that a bank transfer of funds

is less risky than issuing an EBT card or cash, giving the three forms of payment different risk

levels.
QUANTITATIVE FACTORS QUALITATIVE FACTORS
Program outlays compared Pavment or benefit Amount of external
to those of other agency Payment Type Y .. information to be Fraud exposure
recipient e
programs verified
TAB LE Risk Factor Weight 25% 25% 25% 25%
ON E L 1 Highest quintile Bank Transfer Registered Institution Less than 10% Low-Medi
oan pregram _ High Risk - Low Risk - Low Risk - Low Risk ow-hedium
Lowest guintile Cash Individual Greater than 50% i .
Loan program 2 - Low Risk - High Risk - High Risk - High Risk Medium-High
Uni ity f I
Loan oroaram s | Middle three cuinties EBT card ”'Vrf::r:b‘;f“ v 10% - 50% Mediom
prog - Medium Risk - Medium Risk e - Medium Risk
- Medium Risk
) Information source )
Amount of external . Information source . . Fraud exposure
. , e [domestic or , . History of applicant
information to be verified . . . lelectronic or poper) rate
international)
TAB LE Risk Factor Weight 25% 25% 25% 25% 100%
TWO i Greater than 50% Domestic Paper Previously denied . .
Work Visa - High Risk - Low Risk - High Risk - High Risk Medium - High
Lost Passport Less than 10% International Blectronic First lost passport Medium - Low
Application - Low Risk - High Risk - Low Risk - Low Risk i

Table Note: The figures and corresponding risk eterminations in this table are for example purposes only. Actual
figures will vary based on the program and agency. For example, the risk factors are currently weighted equal-
ly at 25%. However, they do not have to be equal and should be tailored to reflect the priority and relevancy of
risk factors as they relate to the program or organization. The same applies to the risk levels of the individual
risk factors within a program.

1
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CREATE A CULTURE | PLAY ONE (continued)

Play 1- Naked and Afraid: Determine
Your Fraud Exposure

These tables can help identify areas of concern, but what do you do when
your programs come out to have the same fraud exposure and you can only
focus on one? In that event, it may be prudent to identify which program
has the larger budget impact or larger impact on operations and identify

solutions for that program.

In order to help you build your own table to determine your fraud exposure,
the following are some examples of program types and the risk factors that
are a part of those program types. Remember, this is not an exhaustive or
comprehensive list, but a few examples to help you get started and help you
brainstorm other risk factors relevant to your agency or program. Additionally,
factors for one type of program can apply to multiple program types even if

they aren’t listed as such here.

Grant, Loan, and Reimbursement Programs:

« Size of payments as a percentage of all payments
« Type of payment (cash, transfer, EBT, etc.)

« Recipient (institution, individual, etc.)

* Amount of information to be verified

* Program history

« Turnover of key staff

12
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CREATE A CULTURE | PLAY ONE (continued)

Play 1- Naked and Afraid: Determine
Your Fraud Exposure

Contracting:

Vendor history
CO/COR training
Compliance with existing regulations

Size of contracting department as a percentage of personnel in the

agency
Value of contract as a percentage of overall agency expenditures
Oversight

Decentralization of contracting processes and management

Non-financial programs:

Amount of external information to be verified

Impact on national security or other non-financial area

History of applicant or party of concern

Turnover of key staff

Clearly documented processes and procedures for adjudication
Source of information

Type of information (official records versus personal letters)

Impact of program on other agency operations or programs

13
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CREATE A CULTURE | PLAY TWO

Play 2 - Know Where You Are and
Where You Want to Be

Why is this important?

Grading yourself on the maturity of your overall antifraud integrity initiatives
can help identify where things are - the current state - and where you want
to be - the goal state. There are several stages to transforming fraud, waste,
and abuse operations at your agency, and your goal state is dependent on
your agency’s fraud exposure (See Play 1). These ‘stages’ align to the Fraud

Framework (see Figure 3 in the Introduction).

Have A Long Term Vision For Your Fraud Reduction And Integrity Program
- Resources will be scarce and there will be some bumps in the road, but it

really helps to have a clear vision of what you are building towards. , ,

- CMS
Keg * No two agencies will have the same path towards their goal
. state, and you should tailor this model to suit the unique
Points circumstances and strategic goals of your antifraud efforts.

« You can establish your own levels of maturity based on where
you want to be, but generally each level builds on the previous
one.

« The goal state for your agency is dependent on your fraud
exposure (See Play 1). For example, agencies with a low fraud
exposure need not aim for ‘Leadership’ level maturity, but can
instead aim for ‘Operational’ as their goal state. (See Illustration
below).

"
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CREATE A CULTURE | PLAY TWO (continued)

Play 2 - Know Where You Are and
Where You Want to Be

lllustration

What if you have read the Fraud Framework and you are still unsure what level of maturity
your efforts are at or where you should be headed? Below is an example of what the
different levels of maturity might look like related to your antifraud initiatives and the

implementation of the Fraud Framework.

Using the below example, you can effectively conduct a self-assessment and identify
where things are - the current state - and where you want to be - the goal state. It is
important to note that the above is intended as a guide, and your agency should tailor this

model to suit the unique circumstances and strategic goals of your antifraud program.

Phase

CREATE A
CULTURE

IDENTIFY
AND
ASSESS

PREVENT
AND
DETECT

INSIGHT
INTO
ACTION

AD HOC

- The agency has not yet built an
antifraud tone or culture, perhaps only
having disparate activities in place.

- The agency may or may not have
payment integrity roles in place, with no
other infrastructure to support program
integrity efforts.

- Program integrity efforts are compliance
focused vs. taking proactive actions to
prevent fraudulent or improper
payments.

INITIAL

OPERATIONAL

v,

o
LEADERSHIP
Lol I

l

Goal state for agencies with
low fraud exposure

- A disparate group across the agency
shares an antifraud tone and views FWA
reduction as beneficial to mission.

- The agency has clearly understood
payment integrity roles in place, and is
beginning to develop an infrastructure to
support program integrity efforts.

- A select group of leaders across the
agency are making efforts to move away
from a compliance focused mindset, but
it has not spread across the agency.

- Fraud risk definitions often vary across
the agency.

Goal state for agencies with
high fraud exposure

- Most of the agency shares an antifraud
tone as demonstrated through recurring
program-specific communications and
views FWA reduction as beneficial to
mission.

- FWA- or program integrity-focused roles
and/or group(s) exist(s) but relationship
with the business lines is not clearly
defined or understood.

- Most of the agency has moved away
from a compliance focused mindset and
has begun implementing proactive
antifraud solutions in select business
units.

- The entire agency shares an antifraud
tone and recognizes FWA reduction and
increasing overall program integrity as
mission-enabling.

- FWA-focused group(s) exist(s), and roles
and relationships with the business are
well-understood and effective.

- Program integrity efforts across the
agency are focused on improving overall
program integrity vs. compliance
focused.

- Fraud risk assessment processes are
undocumented and in a state of dynamic
change, tending to be driven in an ad
hoc, uncontrolled, and reactive manner
by users or events.

- Fraud risk management processes are
disorganized, even chaotic.

- Success is likely to depend on individual
efforts, and is not considered to be
repeatable because processes would not
be sufficiently defined and documented
to allow them to be replicated.

- Fraud risk assessment processes are
repeatable, possibly with consistent
results, and require supporting
documentation to validate responses.

- The agency is aware of the need for a

more formal fraud risk management

approach.

Fraud risk is assessed and/or managed

in silos, and enterprise-wide risks are not

routinely considered.

- Information on fraud risks is aggregated,
analyzed and is easily available to
management. A process for notifying
management in changes to fraud risk
profile is established and operating.

- Fraud risk management activities across
the agency are aligned with controls
and performance indicators.

- Full integration of the fraud risk
principles into management processes
has been achieved.

- Fraud risk tolerance has been
established and fraud risk assessments
are designed to inform management
when thresholds have been exceeded.

- The agency's focus is on continually
improving fraud risk management
through both incremental and innovative
changes/ improvements.

- Management discusses fraud risk with a
goal of strategic, operational
improvements.

- Data analytics are not leveraged to
enhance program integrity efforts.
Perhaps individual employees perform
analytics because of personal interest
but efforts are not coordinated or
well-developed.

- The agency does not have antifraud
training in place.

- An advanced analytics (AA) group(s)
exist, but are siloed and coordination is
inconsistent.

The agency has begun the development
of antifraud training, but there has not
been an agency-wide roll-out and is
targeted only to internal audit or
program integrity staff.

- AA formed into well-defined groups and
coordinated, but some programs or
functional areas do not participate.

- The agency has rolled-out formal
antifraud training, but only for specific
programs or functional areas.

- A defined AA CoE of significant size that
is leveraged or applied to all areas of the
agency is in place.

- Agency-wide formal antifraud training
has been rolled-out to all areas.

- There is no forum for sharing intelligence
with other agencies.

- Internal data is siloed and difficult to
access even within the siloed area.

- All FWA action is referral based vs.
analytics based and is only investigated
by the IG.

‘Low tech’ (e.g. share-point] collaborative
relationships are established with a small
number of agencies to share detection
techniques and criminal MOs.

Internal data is consolidated and used in
some areas for analytics but some siloes
or “data hoarding” remains.

- Detected FWA is handled by designated
leader(s) from the business, but lead
working or follow up is inconsistent.

15

- Web based, searchable and high volume
cross-agency collaborative relationships
to share detection techniques and
criminal MOs, supplemented by a
regular in-person forum.

- Internal data is consolidated and easy
to access for analytics within the
agency.

- Detected FWA is handled by designated
business POCs, and a process exists to
prioritize, assign, and work the leads.

- Extensive informal communication with
collaborator agencies and regular
in-person forums with other agency and
IG officials.

- There are established processes,
procedures, and protocols for internal
data sharing and retrieval across all
aspects of the agency, i.e. programs or
functional areas can ‘talk’ to one another
and share intel gathered.

- Detected FWA is handled in a repeatable
and systematic manner by the agency
and the agency has an effective cadence
of lead assignment, work, and reporting.
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CREATE A CULTURE | PLAY TWO (continued)

Play 2 - Know Where You Are and
Where You Want to Be

CHECKLIST

O Review each phase and the bullets underneath.

O Tailor the phases and bullets to fit the unique circumstances
and strategic goals of your agency.

0 Evaluate where your agency’s current antifraud efforts lie.

o ldentify your agencies ‘goal state” based on your current
level of maturity (See lllustration above) and fraud exposure

(See Play 1).

0 Pinpoint the gaps between your current level of maturity and
your goal state.

0 Recognize and consider the environmental factors that could
impact the achievement of your goal state, such as political,
legislative, resources, etc.

0 Develop a "road map" for how you will get to your goal state.

%

| like the dreams of the future better than the history
of the past. ,,

- Thomas Jefferson
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CREATE A CULTURE | PLAY THREE

Play 3 - Fraud is Not a Four-letter Word

Why is this important?

Promoting fraud awareness throughout

the agency from the top down is vital to ,’

_ Being serious about fraud
a strong antifraud culture. Many program reduction means that all
managers dont acknowledge that fraud areas of the business needs

to think about fraud. If fraud

operations do not have a
of the perception that it equates to poor seat at the table, new policy

could occur within their programs because

and provisions can be rolled

processes and controls. This needs to
out without realizing that the

change. Discussing fraud within program roll out has created a huge

teams and across programs is a crucial vulnerability. ,,

step towards building a fraud aware TCMS

culture.

Ke + Identifying fraud is not a bad thing. Let’s repeat. Identifying fraud is not a
H bad thing, and in fact it is vital to improving integrity within your agency.

Points

+ Fraud awareness should be embedded and communicated throughout the

agency, from leadership down to employees at all levels.

» Fraud awareness can be developed through periodic assessment, training,
codes of conduct, and frequent communication (e.g. town hall meetings,
fraud newsletters, articles in existing newsletters, and internal social media

campaigns).

+ Discussing how fraud may occur takes away the stigma and helps agency

personnel discuss fraud risks openly and thoughtfully.

«  Communication methods should be tailored to best fit the needs of the
agency.

17
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CREATE A CULTURE | PLAY THREE (continued)

16

Play 3 - Fraud is Not a Four-letter Word

CHECKLIST

0 Develop materials - red flags checklists, brochures, posters, etc., to
support fraud awareness that describes potential fraud and fraud
risks.

0 Host a fraud awareness event or activity that occurs periodically and
involves all levels of the agency. For example -

* The ACFE hosts #fraudweek every November as a spearhead for
building fraud awareness.

* Hold periodic fraud-focused events, such as a fraud knowledge
contest, to challenge your coworkers to a game of who knows
the most about infamous fraud cases by using a quiz.

o Weave frequent fraud discussions into your day-to-day activities,
such as including fraud topics during regularly scheduled conference
calls with key stakeholders.

Resource Call-out

Each year, fraud fighters around the world use International Fraud
Awareness Week ( ) as an opportunity to come together to raise
fraud awareness in their communities. Fraud Week (usually takes place in

November) is the perfect time to go a step further and start discussions among

peers, coworkers, executives and stakeholder in your community about how
important fraud prevention is to your organization.




http://www.fraudweek.com/what-you-can-do.aspx
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CREATE A CULTURE | PLAY FOUR

Play Y4 -

Team

Create the Antifraud Dream

Why is this important?

The antifraud team plays a crucial role in executing your fraud risk management activities

because of their fraud expertise and ability to work across agency silos. The team’s primary

responsibilities are assessing fraud risks, coordinating risk management processes and

mitigation activities, communicating to raise fraud awareness, and training agency staff

on antifraud policies and procedures.

Ke « You can’t be successful without dedicated people whose focus is fraud,
H waste, and abuse.

Points

O

*  Your antifraud team should:

Identify an executive sponsor that is no more than two levels below the
agency’s top executive.

Include individuals with a mix of operations and fraud expertise based
on the types of fraud you’re most susceptible to (e.g. Certified Fraud
Examiners [CFE], financial analysts, grants experts, health clinicians,
data scientists).

Design, coordinate, and oversee fraud risk management activities
across the agency.

Function as a single point of accountability across the agency,
whose responsibility is addressing fraud and the myriad antifraud and
compliance activities.

Provide antifraud training to agency staff (See Play 9) and assist with
other fraud-awareness activities (See Play 3).

Support operations staff to help solve specific business process,
technical problems related to FWA activities.

Act as the primary champions for balancing the competing
imperatives: mission delivery and fighting fraud.

19
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CREATE A CULTURE | PLAY FOUR (continued)

Play 4 - Create the Antifraud Dream
Team

CHECKLIST

|

Establish the antifraud team, using guidance outlined in Key
Points above, which is comprised of the right individuals to
execute the agency’s antifraud strategy.

Develop clearly defined antifraud team roles and
responsibilities.

« Coordinate investigative roles and responsibilities with
the agency |G office.

Assess fraud risks across the organization (See Play 7 and
Play 8) by overseeing the fraud risk assessment process.

Coordinate across business units to streamline risk
management activities (e.g. internal controls, IPERIA, ERM)
and develop fraud risk responses and mitigation activities.

Communicate to raise fraud awareness across your agency
and establish relationships with program offices.

Train - develop antifraud training and fraud-awareness
campaigns by following the guidance provided in Play 3 and
Play 9.

,, Antifraud team should ACCT

(Access, Coordinate, Communicate and Train)!

b

20





+ 1 2 3 4[6]6 7 8 910 1 122 13 M 15 16

CREATE A CULTURE | PLAY FIVE

Play 5 - Leverage What You Have

Why is this important?

Whether your agency has robust enterprise risk ’, It is much
management, financial reporting, understanding easier to
of improper payments and relevant improper put existing

resources to

better use than
financial efforts, building on existing efforts will to develop

payment statutes, internal controls, or non-

help youincorporate allthat youragencyis doing resources

and move you forward in a unified and efficient where th('ag do
not exist.

manner. This will not only be more effective, but ,,

will likely enhance buy-in from those already - George Soros

working in these areas.

Keg « Draw on the lessons learned from other reporting and
Poi risk management efforts such as your ERM program,
oints improper payment process, or internal controls program.

+ lLeverage templates, processes, and tools from other
efforts and expand on those. Build on existing fraud-
related efforts if they exist. Don’t start from scratch -
modify and leverage what is already being done.

« Consider financial and non-financial efforts in order to
incorporate all practices in your organization.

« Seek out feedback from program managers who have in
depth knowledge of other efforts in your agency.

21
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CREATE A CULTURE | PLAY FIVE (continued)

Play 5 - Leverage What You Have

CHECKLIST

o Solicit input from program managers and leadership on what
kind of fraud efforts would be most useful to them.

o ldentify other efforts that would be best to leverage or expand
and consolidate by coordinating with the leaders of those
efforts.

o Create a communication strategy that conveys these
consolidation efforts throughout your agency.

Illustration

If you have already implemented an ERM program, you can use the
templates, data collection processes, and scoring methodologies
as part of your fraud risk management efforts. Utilizing similar
templates for ERM and fraud risk management efforts will help you
present new information in a familiar format. Further, consolidating
your data collection processes can help you obtain information in
an efficient manner that minimizes the burden in your program or

agency.

22
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ldentify and Assess

PHASE 2
IDENTIFY AND ASSESS

Think Like a Fraudster ®
Discover What You Don’t Know

Rome Wasn't Builtin a Day

Program Integrity:
The Antifraud

Playbook Phased
Approach

Why is this important?

The second phase in your antifraud journey is all about the fraud risk
assessment and the steps you need to successfully complete one at your
agency. A fraud risk assessment is an invaluable tool you can leverage to
identify and assess your agency’s vulnerabilities to fraud. The three plays
included within this phase will help you identify your fraud risks and develop
a path forward for executing and repeating a fraud risk assessment that is

tailored to your agency, and expanding the assessment as efforts grow.

What plays are included?
6. Think Like a Fraudster
7. Discover What You Don't Know

8. Rome Wasn't Built in a Day

23
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IDENTIFY AND ASSESS | PLAY SIX

Play 6 - Think Like a Fraudster

Why is this important?

Understanding the types of fraud that your agency is vulnerable to
is imperative to developing the right antifraud activities. “Thinking
like a fraudster,” and coming up with the fraud schemes that could
be used to commit fraud at your agency is a vital exercise.

Keg o Fraud can be committed either internally by employees,
N managers, officers, or stakeholders of a company, or externally
PO' nts by customers, vendors, and other parties.

« Not all fraud is financial. Some fraud can affect an agency’s
reputation or national security even if it doesn’t lead to major
financial loss.

* Developing fraud schemes that your agency may be vulnerable
to, based on the nature of the program or process being
assessed, is the best way to identify your risks.

« The type of fraud you are susceptible to depends on a number
of factors. For example, there are different potential fraud
risks depending on who makes up your program recipient or
beneficiary population, such as Social Security and Welfare
fraud, Medicare/Medicaid fraud, grant fraud, etc.

« When identifying fraud schemes, consider both the actor (i.e.
the perpetrator) and the channel (i.e., the method or medium the
actor utilizes to carry out the fraud scheme). See the lllustration
below for examples of possible fraud schemes, actors and
channels.

24



http://www.acfe.com/fraud-101.aspx

http://www.acfe.com/fraud-tree.aspx
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IDENTIFY AND ASSESS | PLAY SIX (continued)

Play 6 - Think Like a Fraudster

CHECKLIST

o ldentify the types of occupational or internal fraud your agency

is susceptible to, one actor or channel at a time. Actors to consider
include, but are not limited to:

Payroll Staff

Contracting Officers (COs)/Contracting Officer Representatives (CORs)
Management

Purchase Card Holders

o ldentify the types of external fraud your agency is susceptible to one
actor or channel at a time. For example, you can start this process by
identifying the different actors external to your organization that may
commit fraud such as:

Grantees
Medical Providers
Individuals

Contractors

o Develop (through research, prior IG findings, brainstorming, etc.] a
comprehensive 'Fraud Risk Map', illustrated below, to understand the
potential entry points for fraud within your agency.

% If you know the enemy and know yourself, you need not fear
the result of a hundred battles. If you know yourself but not
the enemy, for every victory gained you will also suffer a
defeat. If you know neither the enemy nor yourself, you will

succumb in every battle. 99

Sun Tzu, The Art of War
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IDENTIFY AND ASSESS | PLAY SIX (continued)

Play 6 - Think Like a Fraudster

Illustration

The identification of fraud schemes will involve putting on your ‘fraudster’ cap
and walking through possible fraud types (internal and external), channels,
and actors to identify entry points for fraud, waste, or abuse within your
agency as a whole, individual programs, and business processes. Below
we have illustrated an example of a ‘Fraud Risk Map’ specifically for the
payroll function within an agency. This illustration focuses on occupational
or internal fraud and we identified three common payroll fraud schemes that
a government agency may consider when discussing potential payroll fraud

committed by individuals within or internal to the agency.

Fraud Risk Map Example

Fraud creates “leaks” of funding, reducing available funds for legitimate activities

Actors

ok

Scheme

The payroll staff
prolongs the pay of
an employee who has

just left the company, Channel:
and alters the >
Payroll
payment record so Records

that the direct deposit
information is
replaced with bank
account information
of his/her own.

Non-financial
Fraud encompasses the loss of anything of value,
even non-financial value - such as PIl - which can
create other risks, such as reputational, compliance,
or operational failures and challenges.

Channel: Scheme Actors
Time .
Employees pad time ‘ '
Sheets sheets, usually in small
y
x enough increments to M
Executive escape the notice of
Branch supervisors.
Payroll
13.8 BILLION* J—
S Scheme Actors
The payroll staff creates a
Channel: fake employee in the payroll D
PGUFO” < records and falsifies the "
SUStem payment record so that the
direct deposit information is
replaced with bank account
information of his/her own.

——

*According to the ACFE 2018 Report to the Nations, organizations lose 5% of revenue
annually to fraud. Reported 2017 wages and benefits for executive branch civilian workers
cost $276 billion (Budget of the U.S. Government, Fiscal Year 2018, Analytical Perspectives,
Washington: Government Printing Office, 2017, Excludes the U.S. Postal Service). This
translates to approximately $13.8 billion in loss as a result of fraud using the ACFE’s estimate.

lD. ﬁ Payroll Staff 3 Employee

Note: The above graphic is included to help you visualize the process for identifying possible fraud schemes,
actors, and channels. For a tangible template for how you might record this information, see the illustration in

Play 7.
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IDENTIFY AND ASSESS | PLAY SEVEN

Play 7 - Discover What You Don't Know

Why is this important?

Fraud riskassessment helps you understand exactly where your controls may be vulnerable
to fraud, and allows for a holistic look at the fraud risks across the agency. Conducting a
fraud risk assessment will shine a light on all the dark corners of your agency’s processes

and uncover a wealth of previously unknown vulnerabilities.

CHECKLIST

O Assess risks by following the "Playbook Checklist" items that agencies can take
within each of the five phases GAO has outlined in the GAO Fraud Framework for
an effective fraud risk assessment, as show below.

GAO Guidance Playbook Checklist

—
[ Leverage your Fraud Risk Map (See Play 6) to understand the potential entry points for fraud

Identify [ Identify your preferred risk assessment technique (See Key Points) and -

inherent o Gather information on the controls and processes in place

fraud o Determine if and how the controls and processes in place could be exploited or

. circumvented

risks o Determine the likelihood and impact of given schemes being successful
For example, you could conduct focus groups with stakeholders that know the controls and
processes related to the fraud schemes you plan to assess and discuss the controls and
processes in place related to the fraud schemes identified, the strength of those controls, and
the potential likelihood and impact of the schemes.

[ Document the results of your risk assessment. For example, you can document final likelihood

. and impact scores for given fraud schemes in addition to any identified controls gaps in your

Fraud Risk Map (See lllustration).

[ Translate the fraud schemes into specific risks. For example, if the fraud scheme you were
discussing related to a contractor overbilling for services, the specific risks you might identify
include -

Assess o Contractors bill for goods or services that were not provided, which results in financial
likelihood loss to the agency.
. o Contractors overbill for goods or services that were provided, which results in financial
and impact loss to the agency.
of inherent These specific risks should align to the fraud schemes assessed, but call out the specific risk
risks associated with the scheme. In the examples above, the risk we identified was financial loss,
but it can be anything you may discuss or identify in your assessment as a potential risk of
the particular fraud scheme.

[ Prioritize risks based on the results of the assessment. For example, you can prioritize risks can
be based on likelihood and impact scores or strategic priorities.
Note: We recommend focusing on residual risks at this stage because those are the risks you
will be focused on mitigating, see Key Points.
—
.
Determine [ Establish thresholds above which the component (See Play 8) you are assessing feels it is
fraud risk necessary, from a cost or reputational standpoint, to avoid and what you are willing to accept
or share in terms of fraud risk.
tolerance

Note: You will never get to “zero” fraud, so you may decide not to dedicate resources to risks

that are deemed unlikely or low-impact.

. (

Determine

and prioritize

[J Document prioritized risks including key pieces of information such as the likelihood and
impact score, the existing controls, any identified gaps, and response - or mitigation

J fraud risks activities - you will put in place to address the risk.

residual

@ =mmm
[ ) e Document [J Document your fraud risk profile based on your risk tolerance, prioritized risks and overall
— program’s results of the assessment process.
fraud risk
profile

27
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IDENTIFY AND ASSESS | PLAY SEVEN (continued)

Play 7 - Discover What You Don't Know

Key
Points

« Fraud risk assessment is more art than science, there’s no “right way” to
assess your fraud risks. Develop an approach and use techniques that work

for your agency’s culture and fraud exposure (See Play 1).

 'Inherent risk’ and ‘residual risk’ are terms used frequently throughout the

risk management literature. In practice it is not necessary to establish two

separate risk scores for these items, residual risk is the risk you will be

focused on mitigating.

« Risk assessment techniques vary, and you can use the technique that best

suits your agency. Keep in mind that not all risk assessment techniques are

made equal. Techniques include but are not limited to -

Consult resources,
including the
Association of
Government
Accountants [AGA]
Fraud Prevention
Toolkit, which
contains a Risk
Modeling and
Assessment page

and the GAO Fraud

Framework for
additional guidance

or materials to further

your understanding
of the Fraud Risk
Assessment process
and how it can be
tailored to your
agency.

(©]

Focus Groups/Workshops are the “gold standard” for
assessing fraud risks. They involve convening knowledgeable
stakeholders in workshops or focus groups. Ideally, these are
cross-functional workshops, as they facilitate consideration
of risk interactions and break down silos. Workshops can

be extremely useful in getting people to have meaningful

discussion about how process and risks interrelate.

Fraud Scenario Analysis entails identifying fraud risk
scenarios, detailing the key assumptions that determine
the severity of impact and estimating the impact on a
key objective. These scenarios can be discussed in cross-

functional fraud risk workshops.

Surveys can be useful to gauge things like the antifraud
environment, as they solicit the perspectives of staff across
the agency. Surveys should not substitute for workshops and

other techniques as drawbacks include:

- low response rates
- difficult to identify information gaps if anonymous

- low quality of responses due to time constraints or
misunderstanding due to lack of context

-~ no cross-function discussions
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https://www.agacgfm.org/fraud-prevention-toolkit/home.aspx

https://www.agacgfm.org/fraud-prevention-toolkit/home.aspx

https://www.agacgfm.org/fraud-prevention-toolkit/home.aspx

https://www.agacgfm.org/fraud-prevention-toolkit/home.aspx

https://www.agacgfm.org/Intergov/Fraud-Prevention/Resources-Best-Practices/Risk-Modeling-Assessment.aspx

https://www.agacgfm.org/Intergov/Fraud-Prevention/Resources-Best-Practices/Risk-Modeling-Assessment.aspx

https://www.agacgfm.org/Intergov/Fraud-Prevention/Resources-Best-Practices/Risk-Modeling-Assessment.aspx

https://www.gao.gov/assets/680/671664.pdf

https://www.gao.gov/assets/680/671664.pdf
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IDENTIFY AND ASSESS | PLAY SEVEN (continued)

Play 7 - Discover What You Don't Know

lllustration

Risk Assessment techniques may vary, but in order to be effective you must have

a comprehensive view of the fraud risks your agencies face. Leveraging the Fraud

Risk Map you have developed (See Play 6), you can now build out additional

information to help facilitate the risk assessment process. In the below illustration,

we built out items for identified fraud schemes such as fraud type, channel,

actor, and fraud entry point questions. However, this can include a number of

additional items such as likelihood, impact, specific risks related to the fraud

scheme, internal controls gaps identified, response strategy, etc. based on the

information you gather as part of the assessment process and how you plan to

move forward with the collected information.

Program
Fraud Category
Name
Ghost
Payrell
Employee
Unautherized
Payrell
Hours
Ghost
Payroll
Employee

Channel

Payroll
System

Timesheet

Payroll
Records

Actor

Payrell Staff

Employes

Payroll Staff

Fraud Scheme(s)

The payroll staff creates a fake
employee in the payroll records and
falsifies the payment record so that

the direct deposit infermaticon is

replaced with bank account

information of his/her own.

Employees pad time sheets, usually
in small encugh increments to

escape the notice of supervisors.

The payroll staff prolongs the pay
of an employee whe has just left the
company, and alters the payment
record so that the direct deposit
information is replaced with bank

account information of his/her own.

29

Fraud Entry Peint
Questions

+ What processes are involved in the perpetration of this
scheme?

+ How many steps are invelved in this process?

+ What controls are in place to mitigate the likelihood of this
scheme occurring?

» How strong would you say those controls are?

» What controls might detect this after the fact?

» How strang would you say these controls are?

+ What processes are involved in the perpetration of this
scheme?

+ How many steps are invelved in this process?

» What contrels are in place to mitigate the likelihood of this
scheme occurring?

» How strong would you say those controls are?

» What controls might detect this after the fact?

+ How strong would you say these controls are?

» What processes are involved in the perpetration of this
scheme?

+ How many steps are invelved in this process?

« What contrels are in place to mitigate the likelihood of this
scheme occurring?

» How streng weuld you say these contrels are?

» What controls might detect this after the fact?

» How streng would you say these controls are?
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IDENTIFY AND ASSESS | PLAY EIGHT

Play 8 - Rome Wasn't Built in a Day

Why is this important?

Sure, you can read about how to conduct a fraud risk assessment all day. But where
do you start? Starting small and taking an incremental approach to your fraud risk
assessment will allow you to learn and iterate and it will help you achieve initial successes

and gain momentum.

Ke * The unit of analysis for your fraud risk assessment is up to you. Generally,
H we recommend starting at the component level and then rolling-up results

POi Nnts to get an agency level view.

« Consider potential approaches for selecting a starting point for
implementing your fraud risk assessment based on your preferred unit of
analysis and the strategic goals, priorities, and the fraud exposure (See Play
1) of your agency. Potential approaches include -

o Leverage the unit of analysis your agency uses for other
assessments, such as internal control testing. These assessable units
are already established and have a wealth of information that can be
used to better inform the fraud risk assessment process.

o Assess by program by developing a prioritized list of programs based
on the inherent fraud risks the programs face (Note: the fraud exposure
analysis discussed in Play 1 can be leveraged to develop this list).

The prioritized list can be translated into a plan for your fraud risk
assessment, starting with one or a small handful of programs.

o Start with common, data-rich functions, such as purchase card
or travel card programs or payroll systems. Starting with a discreet
financial management functions has the benefit of being more
targeted as the universe of potential fraud risks is more limited.

* No matter the approach or starting point, once you have completed the
first couple of assessments, you will have tangible end-products such as
a developed process and methodology, tools and templates for carrying
out a fraud risk assessment and developing the response strategy, which
can be enhanced and replicated as you expand the assessment.
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IDENTIFY AND ASSESS | PLAY EIGHT (continued)

Play 8 - Rome Wasn't Built in a Day

CHECKLIST

o ldentify your preferred unit of analysis and
approach (See Key Points above).

o ldentify your starting point within your preferred
approach, i.e. the specific program(s) or
function(s) you plan to assess first.

0 Conduct a risk assessment for your selected ,,
starting point (see Play 7).
O Review the results of the risk assessment. Success is
the sum of
0 Develop response strategies based on the results. Srr;s;’)lee;fggs,
: : day-in and
O Evaluate the effectiveness of your risk dau-out
assessment and make changes to the process J '
based on lessons learned, successes, pitfalls, etc. Robert
Collier

O Repeat and update this process iteratively as
you learn and as your efforts mature. Expand ,,
the risk assessment to other areas based on your
preferred approach.

0 Expand the risk assessment to other areas based
on your preferred approach.

O Roll-up results from each area in which you

conduct a risk assessment to develop an agency
level view of your fraud risk and identify trends.
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IDENTIFY AND ASSESS | PLAY EIGHT (continued)

Play 8 - Rome Wasn't Built in a Day

Illustration

The execution of a fraud risk assessment can take on many forms and should
be uniquely developed to fit the individual needs and circumstances of your
agency. The below illustration is an example of how the steps described above
(See Checklist) intertwine and iterate as you continually conduct, repeat,

and expand the Fraud Risk Assessment process.

Review &
Develop

Repeat & Expand

Roll Up

Success Criteria

Developed process, tools and templates for carrying out risk
assessments at the agency.

Developed response strategy for risks identified through the
risk assessment
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ﬁﬂt: Prevent and Detect

Program Integrity:

The Antifraud
Playbook Phased
A h Train Your People ®
pprOClC Look for Quick Wins When Starting e

Fraud Analytics
Stay a Step Ahead ®

PHASE 3
PREVENT AND DETECT il &

Why is this important?

The third phase in your antifraud journey is all about fraud-centric controls.
Targeted training coupled with analytics can help you prevent and detect
fraud across your agency, and can be expanded upon as your efforts
mature. The three plays included within this phase will help you start and
advance your analytics program and further strengthen antifraud controls

through targeted training efforts.

What plays are included?

9. Train Your People
10. Look for Quick Wins When Starting Fraud Analytics
1. Stay a Step Ahead
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PREVENT AND DETECT | PLAY NINE

Play 9 - Train Your People

Why is this important?

Targeted antifraud training is an incredibly helpful tool for identifying
blind spots in policies and procedures and enhancing fraud awareness.
Antifraud training is a tool you can leverage to communicate solutions
to help prevent fraud, resolve fraud cases more quickly, and more

effectively deliver your agency’s mission.

The Association of Certified Fraud Examiners reports that
fraud training for employees resulted in a 43 percent
reduction in median losses from fraud schemes.

Keg « Well-trained employees can better identify suspicious
. activity and feel empowered to take action against
Points suspicious behavior.

« Consider who should attend trainings, the frequency and
length, cultural sensitivities, guidance on how to solve
ethical dilemmas, and delivery methods that best fit the
needs of your organization.

* When designing a training program, consider the
employees’ ability to learn the material and use it in their
day-to-day work.

« Training should offer agency-specific (e.g. OIG hotlines)
and government-wide resources (e.g. Department of
Justice Fraud Section] for reporting fraud, waste, and
abuse.
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PREVENT AND DETECT | PLAY NINE (continued)

Play 9 - Train Your People

CHECKLIST

o Define training needs by identifying weak areas through interviews,
fraud risk assessment, audit reports and/or findings, common risks in
the agency, etc.

O Select the target audience based on the defined training needs.

o Develop learning objectives that are specific and measurable, such
as, “Procurement officials will be able to walk through potential
scenarios using a four-step approach to identify red flags of
procurement fraud”.

o Select the training method that works best for the target audience,
such as instructor-led, online courses, webinars, job aids, etc.

o Draft content that educates staff about what constitutes fraud, how
fraud harms everyone in the agency, and how to identify and report
questionable activity.

O Evaluate the effectiveness and impact of the training using an
established methodology.

Resource Call-out
One of the best defenses against fraud is a workforce that is trained in
prevention and detection. The

provides useful information and important considerations for developing an

antifraud training program for your employees.




http://www.fraudweek.com/uploadedFiles/Fraudweek/2016/content/fraud-training-program.pdf



» 1 2 3 4 5 6 7 8 9] 1 12 13 m 15 16

PREVENT AND DETECT | PLAY TEN

Play 10 - Look for Quick Wins When
Starting Fraud Analytics

Why is this important?
The Association of Certified Fraud Examiners (ACFE) 2018 Report to the

Nations found that organizations using data analytics techniques to fight
fraud reduced the cost of fraud schemes by 52 percent and reduce the
duration by 58 percent. The benefits are clear, and you don’t need to
spend a lot of money to see results - starting small and capitalizing on your

investment is a great starting point.

Keg « Data analytics, as it applies to fraud, refers to the use of
analytics software to identify trends, patterns, anomalies, and

Points

exceptions within data to identify indicators of fraud.

* Fraud impacts every agency in various ways and while the
factors that contribute to fraud differ from agency to agency,
the process by which schemes can be identified follows similar
steps. Sharing tools, techniques, and best practices can be very

effective.

« You don’t have to do it alone. If you dont have analytics
capabilities in-house you can leverage outside resources. For
example, you can leverage government-wide resources such as
the Do Not Pay Business Center or you can utilize contractors to

walk you through the process step-by-step.

 Relevant data can come from numerous sources and take on

many forms, including accounting and financial data, vendor
data, or even internal communications and documents.
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PREVENT AND DETECT | PLAY TEN (continued)

Play 10 - Look for Quick Wins When
Starting Fraud Analytics

Key Points (continued)

« Consider potential approaches for selecting a starting point for
implementing analytics. Potential approaches include -

o Leveraging high risk areas identified through your fraud risk
assessment (See Play 7 and Play 8).

o Targeting common fraud scenarios that all agencies face
(See Play 6), such as purchase card and payroll fraud as a
starting point for your initial analytic efforts.

 Itis simpler to identify the data you need once you have a
starting point in mind. For example, if you plan to leverage high
risk areas identified through your fraud risk assessment as your
starting point, you will then have a clear idea of the type of
data you have available and the type of data you will need to
implement analytics specific to that high risk area.

« Combine data across programs and from separate databases
within the agency and outside the agency to facilitate and inform
reporting and analytics when possible (See Plays 12, 13, 14, and
15).

« Understand that the process is iterative, and should adapt as
your data analytics efforts mature.

’ , DO THE BEST YOU CAN WITH THE DATA YOU HAVE -
too often ‘| don’t have the right data’ is put up as a road block to FWA analytics

- fine, but you’d be amazed by what you can do with the data you do have!

- USDA ,,
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PREVENT AND DETECT | PLAY TEN (continued)

Play 10 - Look for Quick Wins When
Starting Fraud Analytics

CHECKLIST

0 ldentify your starting point (See Key Points).

0 ldentify all available data associated with your starting point. For
example, if you are targeting purchasing or procurement fraud, you
may focus on available vendor data.

O ldentify an analytic model that is best suited for your targeted area.
Common simple analytic models to consider include -

* Rule-based: Detect fraudulent transactions based on known
behaviors.

« Anomaly detection: Identify aggregate abnormal patterns that
don't conform to established normal behaviors.

You may also consider a common analytics test as part of this process.
For example, if you are targeting purchasing or procurement fraud,
you could perform the following analytics test with available data -

* Look for one-time vendors or vendors with expedited payments.

« Compare purchases by ordering clerk for each vendor and
product to identify vendor preference patterns.

« Compare employee names, addresses, and account information
to vendor master information to identify potential conflicts of
interests or hidden relationships.

0 Implement your chosen analytic model(s) and test(s).

0 Review the results.
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PREVENT AND DETECT | PLAY TEN (continued)

Play 10 - Look for Quick Wins When
Starting Fraud Analytics

CHECKLIST (continued)

0 ldentify and report findings and recommendations based on the
results.

0 Evaluate the effectiveness of your analytic model(s) and test(s) in
detecting and preventing fraud.

O Repeat and update this process iteratively as you learn from your
analytic model and tests and as your efforts mature.

0 Expand your analytics to other high risk areas identified through your
fraud risk assessment and/or by targeting additional common fraud
scenarios.

Success Criteria

« You can clearly answer the following questions -

o What data is available?

» When and how to obtain available data?
What tools and techniques are available and/or feasible for your agency?
How do you evaluate effectiveness in detecting and preventing fraud?

How do you report findings and recommendations?

39






» 1 2 3 45 6 7 8 910 [1] 12 1B m 158 16

PREVENT AND DETECT | PLAY ELEVEN

Play 11 - Stay a Step Ahead

Why is this important?

Your analytics capabilities must evolve with your fraud risk management
program. You can build on the analytics program you have in an effort to
evolve your capabilities to help prevent fraud before it occurs. Establishing
such a program will take you from a pay and chase model to a predictive
model, investigating and adjudicating instances of potential fraud before
they even occur. How, you may ask - either by building new and more refined
business rules and higher quality data into your analytics program or by

utilizing a shared analytics center that has additional capabilities.

K * In evolving your analytics program continually incorporate
eg . .
business rules based on the experiences of the agency.

Points

Use your experiences looking at external data to build the
higher quality data sets that can help in your analytics program.

* If you need more advanced analytics capabilities but arent in a
position to build your own program, check with other agencies
who might be able to help or seek out a shared analytics
service. Often times it is more cost effective to use what is already
out there than to build something from scratch.

* More developed analytics programs can predict fraud by
identifying a potential fraud based on the business rules in
the model. Investigating that potential fraud yields two results:
preventing payment due to fraud and a new business rule for the
analytics model.

« Evolving your analytics program is not a solo effort; talk to
your colleagues across government and learn what tools and
techniques have and haven’t worked in more advanced programs.
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PREVENT AND DETECT | PLAY ELEVEN (continued)

Play 11 - Stay a Step Ahead

CHECKLIST

o Utilize existing, free and low-cost analytics options if your agency is resource
constrained. For example, Microsoft Excel and Microsoft Power Bl are two low-cost
options that most agencies already have access to. Financial institutions that are
federal purchase card providers sometimes offer dashboarding capabilities to
help agencies identify suspicious purchases.

0 Leverage your early analytics efforts and results (see Play 10) to identify a starting
point for implementing more advanced analytics capabilities, perhaps focusing on
areas of higher risk, areas with large volumes of available data, or fraud schemes
or patterns that emerged.

o ldentify all available data associated with your starting point. For example, if
you are targeting purchasing or procurement fraud, you may focus on available
vendor data.

o Determine which analytic model(s) is best suited for your targeted area. More
evolved analytic models to consider include -

« Predictive Analytics - As patterns become more complex and criminal
fraud manifests into organized fraud, predictive analytics can identify
unobserved attributes that lead to suspicion of fraud based on known
cases of fraud. For example, the analytic model could automatically
reject a payment when the existence of a number of known fraudulent
characteristics is present. Typically predictive analytics are using machine
learning techniques, rather than flagging transactions for follow up
investigation.

« Network / Link Analytics - This technique can be useful uncovering
organized fraud and associations between fraudsters by using social
network analytics, looking at linked patterns for investigation and
discovery. For example, an individual may not be suspicious on his or her
own, but when submitted to link analysis, his or her known associates
could be engaged in well-known fraud schemes which would merit further
scrutiny.

« Text Analytics - By scraping internet of things (loT) information into a
structured form, text analytics can parse reviews and information for red
flags of fraud looking at text patterns.
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PREVENT AND DETECT | PLAY ELEVEN (continued)

Play 11 - Stay a Step Ahead

lllustration

CMS and the Social Security Administration have predictive capabilities
in their analytics programs based on business rules. These programs have
taken time to build and have not occurred overnight or just because there
was funding. These two agencies exemplify the patience and thought
needed to build such programs and have them succeed. What works for
other agencies may not work for yours, and discerning between the two is
the key to making sure you don’t take a step backward in your program.
According to its website, CMS’s Center for Program Integrity estimates that
its Fraud Prevention System will result in a 20 percent savings increase over

the already substantial returns of their predictive analytics capabilities.

Success Criteria

* You can clearly answer the following questions -
Can my data analytics program identify instances of potential fraud and
stop fraudulent payments based on tested business rules?

Does my data analytics program continually look for business rules to
incorporate and higher quality data to utilize?
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Why is this important?

The fourth and final phase in your antifraud journey is all about taking
action. Analyze internally and externally available data to identify targeted
next steps to streamline efforts and prioritize leads. The five plays included
within this phase will help you gain insight from available information and

demonstrate how to turn that insight into actionable tasks.

What plays are included?

12. Know Thyself (and They Agency)

13. Sharing is Caring

4. Take What is Theirs and Make it Yours!
15. Establish a Feedback Loop with Your IG
16. Take Action
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INSIGHT INTO ACTION | PLAY TWELVE

Play 12 - Know Thyself (and Thy Agency])

Why is this important?

Whether your agency is big or small, centralized

or decentralized, or works in silos or in a seamless ,,
manner across all divisions, it is likely that the Everything
you were
building blocks to yourintegrity efforts exist in house. looking for
Previous efforts have identified red flags, bad actors, was rlg!’)t
there with
and information that you can leverage across your you all
agency to prevent fraudsters from successfully along. ,,
targeting your program or agency. Having program The Wizard
managers and leadership share information is a of Oz
valuable way to capitalize on previous efforts within
your agency.
Ke9 * Internal information sharing can help your agency understand
what has and hasn’t worked in programs within the agency’s

PO' ntS culture and resource constraints.

« Other programs may have already identified the identity or
traits of a fraudster - use that to your advantage and bring
together those valuable data.

« Sharing information can help you build an agency-wide
repository for bad actors and the characteristics of fraud. Your

agency’s antifraud team should be responsible for this (see Play
).

 This process helps you at all stages of your antifraud efforts,
whether a new effort looking to inventory capability or a long
standing initiative monitoring efforts across your agency.

Lily
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INSIGHT INTO ACTION | PLAY TWELVE (continued)

16

Play 12 - Know Thyself (and Thy Agency])

CHECKLIST

o Solicit input from program managers and leadership from
across the agency on what antifraud efforts and data exists.

0 Gather input from program managers and leadership from
across the agency on what antifraud efforts and data exists.

o0 Create a space for your colleagues to present potentially
impactful ideas or initiatives that can affect the entire agency.

Illustration

Leveraging data and sharing information from across your agency could
help prevent fraud. For example, in the case of one large agency that
handles contracts, benefits, healthcare, and operations, sharing the names
of individuals who have fraudulently obtained benefits or healthcare would
help prevent them from obtaining contracts in the future. Additionally, fraud

that has been perpetrated in the healthcare space may come with certain

characteristics such as a locality, individual identity, or piece of information

submitted as part of an application. That information would be valuable to

know in other programs as well.
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INSIGHT INTO ACTION | PLAY THIRTEEN

Play 13 - Sharing is Caring

Why is this important?

Intragovernmental forums enable you to learn
from your colleagues across government and
share yourownexperiencesinordertohelp others.
Further, these forums are valuable opportunities
to understand what works for you from people
who are in similar environments. Finally,
intragovernmental forums can serve to provide
support for nascent efforts or foster innovation
for more evolved efforts. Just remember, you can
either benefit from forums you attend or take the
initiative and put one on yourself. These forums
can start small and involve just a few people and

grow from there.

b

Talent wins games, but
teamwork and intelligence

win championships

b

- Michael Jordan

Key

Points

* Forums can be a valuable resource to learn about

successes and challenges across government.

* Data analytics programs are better when they draw
upon the lessons learned across the government instead

of in just one agency.

* Interaction among colleagues across government can
bring about new initiatives and support for antifraud

programs.
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Play 13 - Sharing is Caring

CHECKLIST

O ldentify agencies that may add to your efforts, whether those agencies
are similar to yours or have a different approach to their antifraud
program or efforts that could complement your current approach.

Use this venue to understand what you need to do to start or evolve
your analytics capabilities by learning from those who have already
walked down that path.

Solicit input on initiatives your agency has implemented in order to
obtain feedback on challenges and factors for success.

Create an environment in which you and your colleagues from across
government feel encouraged to share, see value, and look forward to
participating in these forums.

Illustration

You can start by identifying agencies with similar missions and meeting with them to
discuss ongoing efforts. Additionally, you could look for agencies that have similar
resources and capabilities and identify ways to enhance your data analytics efforts (see
Play 10 and Play 11). For example, a group of agencies with science oriented missions
may consider having a forum to discuss the lessons learned on scientific grant making.
Another example of an antifraud working group is a government-wide effort on travel and
purchase cards. All government agencies face challenges in these programs and can
learn from one another about approaching the issues and effective data analytics tools
that could help curb the problems. Simple data analytics (see Play 10) could help identify
purchases made on holidays or weekends, or split purchases intended to hide the true
amount of an item. These flags can then be used for further investigation. Some agencies
have already implemented such tools and can help other agencies begin to build those

capabilities.

47
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INSIGHT INTO ACTION | PLAY FOURTEEN

Play 14 - Take What is Theirs and
Make it Yours!

Why is this important?

Using external data to supplement the resources within your agency is a
powerful way to access and build your own high quality data set - creating a
thorough and powerful tool in your fraud risk management arsenal. External
data can give you information that you didn’t know existed or you never
thought to ask for, and can therefore add layers to your data analytics
program that help further prevent and detect fraud. External data can come
through data sharing agreements, use of shared analytics services such as
the Do Not Pay Business Center (DNP), other agencies, third party sources

such as banks, or obtaining access to state and local level data.

KeU « Data sharing agreements are a way to formally share data

with other agencies.

Points

« Shared analytics services have access to data that you may
not have access to, providing you with valuable insight from

multiple data sources.

+ State and local level data can be beneficial and also improve
coordination between federal agencies and state and local

counterparts.

8
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INSIGHT INTO ACTION | PLAY FOURTEEN (continued)

Play 14 - Take What is Theirs and
Make it Yours!

CHECKLIST

O ldentify external data sources that may help your agency fight

fraud within the various missions.

o Advocate relevant parties in your agency to move towards

establishing data sharing agreements or using shared services.

0 Update your data sources on a routine basis so that you are
always seeking out new and beneficial data sources to help

you prevent and detect fraud.

b b

We've got to use every piece of data and piece of
information, and hopefully that will help us be accurate

with our player evaluation. For us, that’s our life blood.

%

-Billy Beane, General Manager Oakland As, subject of
Moneyball
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INSIGHT INTO ACTION | PLAY FOURTEEN (continued)

Play 14 - Take What is Theirs and
Make it Yours!

Illustration

Financial and non-financial agencies alike use external data to help in their
missions. For example, U.S. Citizenship and Immigration Services works with
the Financial Crimes Enforcement Network (FinCEN), the Federal Deposit
Insurance Corporation (FDIC), and the U.S. Securities and Exchange
Commission (SEC) to access additional data, and many benefits agencies
look to state level data to augment their own data resources. Agencies have
also touted the advantage of having a service such as DNP to help in data

checks, validation, and identifying potential fraud.

Success Criteria

* You can clearly answer the following questions -

o Do | know what | need to do to get access to the data sources both
within and outside my agency?

Do | understand the statutes surrounding data access and data

sharing such as the Computer Matching and Privacy Protection
Act or System of Records Notices?

Do | have an inventory of data sources within my agency and a list
of sources outside the agency that will help in my program(s)?

Did | implement new data sharing agreements or taking steps to
use a shared analytics resource?
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INSIGHT INTO ACTION | PLAY FIFTEEN

Play 15 - Establish a Feedback Loop
with Your IG

Why is this important?

Your |G is a great resource for information related to common fraud schemes
and fraud indicators across your agency. Developing a feedback loop with
your |G can provide useful information about closed fraud cases that can
improve your analytic models and help improve processes and controls to

prevent, detect fraud.

Keg « Your |G is responsible for investigating fraud and coordinating
s with law enforcement agencies, when appropriate. (See Play
PO' nts 4 for more information about roles and responsibilities of the

antifraud team).

« Each agency IG views the relationship with antifraud teams
differently and will establish different expectations regarding

information sharing. Find a model that works for your agency
and IG.

* Details of closed fraud investigations can provide valuable
information for your analytics models. These data points help
your supervised learning analytics models identify trends and
patterns more effectively.

« Closed IG investigations can provide valuable information about
gaps in policies or procedures that program office staff can use
to strengthen their antifraud controls.

« Closed IG investigations can also provide useful examples,
fraud schemes, and fraud indicators that can be used for your
antifraud training (See Play 9).
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INSIGHT INTO ACTION | PLAY FIFTEEN (continued)

Play 15 - Establish a Feedback Loop
with Your IG

CHECKLIST

0 Establish a feedback loop with your IG to share the results
of closed fraud investigations with the antifraud and data
analytics teams (see Play 4 and Play 16).

* Antifraud team should be the primary point of contact
with the IG.

0 Share information and lessons learned related to closed fraud
investigations with the appropriate program offices to help
improve policies, processes, and controls.

O Invite |G representatives to speak at antifraud training and
fraud awareness events.

%

While there is a line between the IG and the agency, there are
ways to share information to better the agency as a whole
without crossing that line. That balance is something all IGs

and program offices need to find. ,,

-USDA OIG
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INSIGHT INTO ACTION | PLAY SIXTEEN

Play 16 - Take Action

Why is this important?

You are now armed with results (See Play 7 and Play 8), analytics (See Play
10 and Play 11}, and insight (See Plays 12, 13, 14, and 15}, and it’s time to
take action. Using the insights gathered from these activities, you can now
begin to tackle and prioritize identified leads. While it might be difficult to
measure outcomes as a result of fraud prevention tactics, this step is vital to
an effective and robust antifraud program and can lead to significant ROI

(See Case Study below).

Ke U + Insight without action is useless.

Points

Leads can take on many forms. For example, you might identify a suspicious
payment through your analytics efforts. Or you might receive a tip from a

hotline. No matter the form, each lead is an opportunity to take action.

* Having a plan to respond to, prioritize, and tackle leads as a result of your
antifraud and integrity activities is a key component to a robust program,

and is a key component to establishing ‘lessons learned’.

*  You can and should leverage identified instances of fraud and fraud trends
to improve fraud risk management activities on an iterative and consistent

basis.

*  You can and should review and use the results of investigations and
prosecutions that occur as a result of identified leads to enhance fraud

prevention and detection at your agency (See Play 15).

« Taking action can act as a strong preventative technique. It increases the
perception that incidents of potential fraud are not only being identified, but

are being thoroughly investigated.
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INSIGHT INTO ACTION | PLAY SIXTEEN (continued)

Play 16 - Take Action

CHECKLIST

O Develop a plan outlining how you will respond to identified instances of
fraud. For example, issuing letters to inform providers that each claim
they submit will be manually reviewed can go a long way towards
changing improper billing practices.

o0 ldentify leads.

+ This can be done by reviewing the results of your fraud risk
assessment (See Play 7 and Play 8), analytics activities (See
Play 10 and Play 11), or insights gathered from collected and
available information (See Plays 12, 13, 14, and 15).

« For examples, see ‘Key Points” above.

O Prioritize leads. The prioritization of leads can be done in a number of
ways. Some examples include -

« You can prioritize leads based on level of stakeholder interest or
potential reputational harm, making leads identified in areas
with high stakeholder interest a higher priority.

« You can prioritize leads based on level of risk (See Play 7 and
Play 8), making leads found in areas that have been assessed
as high risk a higher priority.

0 Investigate leads. (See Play 15).

O Refer instances of potential fraud to your |G or other appropriate
parties, such as law-enforcement entities or the Department of Justice,
for further investigation.

0 Follow up with the IG (See Play 15).

O ldentify and disseminate lessons learned to inform and improve fraud
risk management activities. For example, if through these efforts you
identify multiple incidents of the same fraud scheme, you should
communicate the details with relevant parties to ensure processes and
controls are improved moving forward. Or lessons learned may require
updates to training (See Play 9) to incorporate and disseminate this
information to relevant parties.
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INSIGHT INTO ACTION | PLAY SIXTEEN (continued)

Play 16 - Take Action

Case Study

Veterans Benefits Administration (VBA) established an Incident Team to take a
more proactive approach to fighting fraud. The Incident Team is a centralized
group responsible for taking action against potential incidents of fraud, or
leads. Leads can come in many forms. Primarily, the Incident Team relies
on program operations staff to identify potential leads in their day-to-day
work. When a staff member identifies a potential lead, they have a detailed
Standard Operation Procedure (SOP) available that prescribes the actions
they should take to escalate the lead to the Incident Team. Once the Incident
Team receives notice of the lead, they too have an established process for
taking action to resolve it. The Incident Team prioritizes leads based on pre-
determined factors, such as placing a higher level of priority on cases where
there is a high indication that fraud has in fact occurred. Upon closure of
a lead, the Incident Team coordinates with the appropriate program office
to identify trends and disseminate lessons learned in an effort to improve
fraud risk management activities across VBA. Since its inception, the team
has taken action against over 12,000 leads and recovered over S7 million,

showcasing that taking action can result in big wins.

HAVE A PLAN TO DEAL WITH FINDINGS -

%

its not enough to do a risk assessment - this step is

crucial, but having a plan to deal with the findings is
even more important

- VA
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Hello,



In collaboration with Federal agencies, The Department of Treasury, Bureau of the Fiscal
Service, is developing a government-wide program integrity playbook, titled “Program
Integrity: The Antifraud Playbook™. The playbook provides practical guidance to help
agencies design and implement a robust antifraud program that aligns with laws and
regulations. The playbook also supports the Bureau’s government-wide program integrity
efforts including pre and post-payment reviews, Do Not Pay program, and use and promotion
of advanced data analytics to detect and reduce fraud, waste, and abuse.

As part of this effort, we are requesting agency input on the attached exposure draft to confirm
that the playbook content is relevant and informative as well as straightforward and easily
understood. The goal is to make the playbook useful for programs that have been around for
12 years or 12 days.

Attached is also an MS Excel workbook to record your comments. Please read the instructions
on the Feedback Instructions tab and input all comments on the Playbook Feedback tab. We
will host drop-in conference calls (similar to a professor’s office hours) during which we will
provide a brief overview of the playbook and allow participants to ask questions and provide
initial feedback. The call in times and dates are as follows (calendar invites will follow):

e August 8, 2018, 10:00 am to 11:30am EST, [{S} GG
e August 16, 1:00 pm to 2:30 pm EST, S} GG

Comments are due by August 17, 2018 and should be submitted to
other general questions, contact either
or

treasury.gov. For
treasury.gov)
treasury.gov).

We appreciate your participation so far and look forward to hearing from you — thank you!

Thanks,

Bureau of the Fiscal Service
Office of Financial Innovation and Transformation

prone: NI

Cell:
.treasury.gov





