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Attached is the CIGIE IT Committee Newsletter for September/October 2018.
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September / October 2018

Vulnerability Scanning and Penetration Testing Usage
Survey - March 2018

We completed the report of the survey results of the OIG Community on Usage of
Vulnerability Scanning and Penetration Testing. The survey was completed in March
2018. The report was sent to the IG Community on September 18, 2018 and has been
posted on the CIGIE web site. The survey won't be published publicly, since its purpose
is to provide the IG community with a snap shot of what IGs are currently doing, and to
share that information among IG community members.

Investigations Subcommittee Update

The subcommittee working group completed their update of the CIGIE Quality
Standards for Digital Forensics (QSDF) and its Appendix C-2. At the IT Committee
Meeting on August 22, Ms. Whitcomb polled the committee, asking if there were any
concerns with the documents; none were voiced. Pending the approval of the draft
documents by the CIGIE Investigations Committee, the IT Committee approved the
QSDF and Appendix C-2 updates. The goal remains a coordinated and approved QSDF
update by October 1, 2018, with the guidance becoming mandatory in Fiscal Year 2019.

Data Analytics Working Group Update

The DAWG announced the host of its next Community of Practice will be the U.S.
Postal Service OIG. The event topic is ESRI ArcGIS, and it takes place on September 18
in Rosslyn, VA. The point of contact for this event is DAWG Subcommittee Co-Chair,
Mr. Steven Burke.

IT Audit Training Event - The ABCs to Building and Running
Your Own Test Lab

The IT Committee and Federal Audit Executive Council are hosting a half-day training
event for IT Auditors on Building and Running a Test Lab. The event is scheduled for
September 27 from 8 a.m. to 11:30 a.m., and will take place in the USPS OIG facility in
Rosslyn, VA. A “Save the Date” notification was sent on August 23, and Registration
began on August 30. Ninety people are currently signed up for the training.

2018 Federal Audit Executive Council (FAEC) Annual
Conference - CIGIE IT Committee Panel

On September 4, Ms. Whitcomb moderated a 50-minute, IT Committee Panel at

the 2018 FAEC Annual Conference. Panel members included Mr. John Garceau, HUD
OIG, Ms. Morgan Reynolds, DOI OIG, and Mr. Jarvis Rodgers, HHS OIG. The members
provided insights on IT Auditing, covering topics such as overcoming organizational
resistance to technical testing, and, why it’s important for organizations that conduct
technical IT audits and evaluations to increase the skills and capabilities of in-house

IT Auditors.






