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Mr. John Greenewald

Dear Mr. Greenewald ,

This responds to your Freedom of Information Act ( FOIA ) request , 2nd Feb , w ry 27 , 2017 ,

that you submitted to the Defense Intelligence Agency (DIA) for information concerning,

“ Agency Security Classification Management Program Data SF-311 Forms filled out by your

agency , for the last three years ”. I apologize for the delay in responding to your request. DIA

continues its efforts to eliminate the large backlog of pending FOIA requests. In order to

properly respond, it was necessary to consult with another office within the agency .

A search of DIA's systems of records located 11 pages responsive to your request.

Upon review , I have determined that some portions of 3 pages must be withheld in part from

disclosure pursuant to the FOIA . The withheld portions are exempt from release pursuant to

Exemptions 3 of the FOIA, 5 U.S.C. § 552 (b) ( 3 ) . Exemption 3 applies to information

specifically exempted by a statute establishing particular criteria for withholding . The applicable

statutes are 10 U.S.C. § 424. Statute 10 U.S.C. § 424 protects the identity of DIA employees , the

organizational structure of the agency, and any function of DIA .

Finally , I have determined that the remaining 8 pages are appropriate for release in full. DIA

has not withheld any reasonably segregable non-exempt portions of the records .

If you are not satisfied with my response to your request, you may contact the DIA FOIA

Requester Service Center, as well as our FOIA Public Liaison at 301-394-5587 .

Additionally , you may contact the Office of Government Information Services (OGIS ) at the

National Archives and Records Administration to inquire about the FOIA mediation services

they offer. You may contact OGIS by email at ogis@nara.gov; telephone at 202-741-5770 , toll

free at 1-877-684-6448 or facsimile at 202-741-5769 ; or you may mail them at the following
address:

Office of Government Information Services

National Archives and Records Administration

8601 Adelphi Road -OGIS

College Park, MD 20740-6001



You may also exercise your right to file an administrative appeal by writing to the address

below and referring to case number FOIA-00241-2017 . Your appeal must be postmarked no later

than 90 days after the date of this letter.

Defense Intelligence Agency

7400 Pentagon

ATTN : FAC -2A1 (FOIA)

Washington , D.C. 20301-7400

Sincerely ,

(

Austik

1 Enclosures

1. SF-311

Steven W. Tumiski

Chief, Records Management and Information Services



AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

( Submissions must be unclassified and reach the Inforniation Security Oversight Office ( IS00) nu later than November 15 following the reporting period . )

1 . 2015

PART A : Identifying Information

1. Enter the Fiscal Year that this report covers .

2. Identify the Department, Independent agency , or Establishment that is 2 .

covered by this report, Defense Intelligence Agency

3. Enter the name and title of the Senior Agency Official 3 .

( as defined in E.O. 13526. scction 5.41d )) responsible for this report.
(b) (3 ) : 10 USC 424

11.

4. Enter the name, title , phone, and email address for the point-of- contact 4 .

responsible for answering questions about this report. ( b ) ( 3 ) : 10 USC 424
) )

PART B : Officials with Original Classification Authority

5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 145

(3. Enter the number of agency officials whose highest level of original classification authority is SECRET . 6 . 2

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL . 7 .

8. Total number of officials with original classification authority. (Sum of blocks 5.6, & 7 ) 8 . 147

PART C : Original Classification Decisions
Original classification is an initial determination that the information to be classified has not been previously classified by any other authority . I also
meets the followingconditions : ( 1 ) it was classificd by an original classitication authority: ( 2 ) the information is owned by or for, or is under the
control ofthe United States Government; ( 3 ) it falls into at least one of the categories from section 1.4 off.0.13526 ; and ( 4 ) mauthorized disclosure
could reasonably be expected to result in damage to the national security. ( Provide information on all original classification decisions , regardless of
the media, including thosc documented and disseminated via email. Do not count reproductions or copies.)
9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 9 .

5declassification instructions of 10 years or less.

10. Enter the number of origioal TOP SECRET classification decisions made during the reporting period with 10 .
179declassification instructions ranging from over 10 years to 25 years .

II . Total number of TOP SECRET original classification decisions. (Sum ofblocks 9 & 10 ) .
184

12. Enter the number of original SECRET classification decisions made during the reporting period with declassification 12 .
445iostructionsof 10 years or less .

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 13 .

instructions ranging from over 10 years to 25 years. 21,266

14. Total number of SECRET original classification decisions. (Sum ofblocks 12 & 13 ) 14 .
21,711

15. Enter the number oforiginalCONFIDENTIAL classilication decisions made during the reporting period with 15 .

declassification instructions of 10 years or less. 40

16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 16 .
7,252declassification instructions ranging from over 10 years to 25 years .

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16 )
7,292

18. Total number of original classitication decisions. ( Sum of blocks 11 , 14 , & 17 ) 18 .
29,187

PART D : Derivative Classification Decisions

Derivative classification is the incorporating, paraphrasing, rcstating , or generating in new form information that is already classificd . This includes
classification based on classification guides or other source documents. (Provide information on all classiſication decisions, regardless of the media,
including thosc documented and disseminated via cmail. Do not count reproductions or copies . )
19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period .

19 . 442,406

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 20 . 1,464,278

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period .
21 . 55,781

22. Total number of derivative classification decisions. (Sum of blocks 19. 20. & 21 ) 22 . 1,962,465

17 .

VATIONAL ARCHIVI: S AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION
Previous edition is unusable
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Defense Intelligence Agency

PART E : Mandatory Declassification Review Requests and Appeals

A "Request " is an individual initial review request or appeal , regardless of the number of documents or pages to be reviewed as part of the request.
Report only requests for your agency in which your agency is responsible for the final decision .

23. Enter the number of requests received during the reporting period. 23.928

24. Enter the number of requests closed during the reporting period. 24.361

25. Enter the number of requests that have been unresolved for over one year. 25.0

26. Enter the average number of days to resolve cach request . 26.2

27. Enter the number of appeals received during the reporting period. 27.45

28. Enter the number of appeals closed during the reporting period . 28.41

29. Enter the number of appeals that have been unresolved for over one year. 29.4

30. Enter the average number of days to resolvccach appeal . 30.91

31.218

32.3

33.10607

34.719

35.311

36 . 11637

37.2069

38.926

39. 1218

40 . 4213

31. Enter the number of referred requests received during the reporting period .

32. Enter the number of referred appeals received during the reporting period .

PART F : Mandatory Declassification Review Decisions in Pages

33. Enter the number of requested pages that were dcclassified in full.

34. Enter the number of requested pages that were declassitied in part .

35. Enter the number of requested pages that were denied declassification .

36. Totalnumber of requested pages acted on . (Sum of blocks 33 , 34 , & 35 )

37. Enter the number of appealed pages that were declassified in full.

38. Enter the number of appealed pages that were dcclassificd in part.

39. Enter the number of appealed pages that were denied dcclassification .

40. Total number of appealed pages acted on . (Sum of blocks 37 , 38 , & 39 )

PART G : Automatic, Systematic ,and Discretionary Declassification Reviews

41. Enter the number of pages reviewed that were subject to automatic declassification under section 3.3 of E.O. 13526.

42. Enter the number of pages declassified under automatic declassification ,

43. Enter the number of pages revicwed that were subject to systematic declassification under section 3.4 of E.O. 13526 .

44. Enter the number of pages dcclassified under systematic declassification .

45. Enter the number ofpages revicwed that were subject to discretionary declassification under section 3.1 of E.O. 13526 .

46. Enter the number of pages declassified under discretionary declassification ,

PART H : Internal Agency Oversight

47. Enter the number of challenges processed by your agency to the classification of information believed to be improperly
classified or unclassified . ( F.O. 13526, section 1.8 )

48. Enter the number of challenges where the classification status was fully affirmed .

49. Enter the number of challenges where the classification status was overturned in whole or in part

41.392399

42.336893

43.0

44.0

45. 126

46.126

47 .

48 .

49.
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Defense Intelligence Agency

PART 1: Explanatory Coninients

Use this space to eluhornte con un section of this form . If more space is needed, provide us em attachment to this form . Provide explanationsfor any
significantchanges in Brendshers from the previous year's report.

Part II : Internal Agency Oversight left blank per task guidance for current changes to the SF-31 ;

Block 47

This block has been deleted as the information is reported during the self- inspection reporting process .
Block 51

This block has been deleted as the information will be covered during the upcoming Fundamental Classification Guidance Review .

IRTF - 2 docs not possess original classification authority . Approximately 2 SINF products a day arc produced that require classification . They

involved classified info found on unclassified systems . In the sample period , approximately 3 emails involving classilied information were generated .

This is the exception. The majority of emails are transmittal in nature. We have no declassification requests .

CIO used a sampling size of 10 percent and a sample time of two weeks .

For ISOO Use Only

ISOO Analyst Name:

Date of QC :

Analyst Initials :

NATIONAL ARCHIVI: S AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL. REPRODUCTION
Previous edition is unusable

STANDARD FORM 311 ( REV 2-15 )
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA

(Submissions must be unclassified and reach the Information Security Oversight Office ( IS00 ) no later than November 15 following the reporting period . )

PART A: Identifying Information

1. Enter the Fiscal Year that this report covers . 1. 2016

2. Identify the Department, Independent agency , or 2 .
OTHER : Type Department, Independent agency , or Establishment

Establishment that is covered by this report.

3. Enter the name and title of the Senior Agency 3 .

Official ( as defined in E.O. 13526 , section 5.4( d ) ) (b ) (3 ): 10 USC 424

responsible for this report .

4. Point -of - contact responsible for answering questions about this report:

4a . Name: 4a .
(b )( 3 ): 10 USC 424

4b . Title : 4h.

4c . Email address: 4c.

4d . Phone number : 4d !

PART B : Officials with Original Classification Authority

5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET . 5 .
145

6. Enter the number of agency officials whose highest level of original classification authority is SECRET 6 . 2

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL , 7 .

8. Total number of officials with original classification authority. (Sum of blocks 5 , 6 , and 7) 8 . 147

PART C: Original Classification Decisions
Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. 11

also meets the following conditions: ( 1 ) it was classified by an original classification authority: (2 ) the information is owned by or for, or is under
the control of the United States Government; (3 ) it falls into at lcast one of the categories from section 1.4 of E.O. 13526 ; and (4 ) unauthorized

disclosure could reasonably be expected to result in damage to the national security . ( Provide information on all original classification decisions,
regardless of the media, including those documented and disseminated via cmail, Do not count reproductions orcopies.)

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with
declassification instructions of 10 years or less.

10. Enter the number of originalTOP SECRET classification decisions made during the reporting period with
declassification instructions ranging from over 10 years to 25 years.

11. Total number of TOP SECRET original classification decisions. ( Sum of blocks 9 and 10 ) 11 .

10 .

12 .12. Enter the number of original SECRET classification decisions made during the reporting period with
declassification instructions of 10 years or less.

13. Enter the number oforiginal SECRET classification decisions made during the reporting period with

declassification instructions ranging from over 10 ycars to 25 ycars.

14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13 )

13 .
1.896

14 .
1,896

15 .
24

15. Enter the number oforiginal CONFIDENTIAL classification decisions made during the reporting period with
declassification instructions of 10 years or less.

16. Enter the number of originalCONFIDENTIAL classification decisions made during the reporting period with
declassification instructions ranging from over 10 years to 25 ycars.
17. Total number of CONFIDENTIAL original classification decisions. ( Sum of blocks 15 and 16 )

16 .

17 .
24

18. Total number of original classification decisions. ( Sum of blocks 11. 14 , and 17 ) 18 .
1,920
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OTHER : Type Department , Independent agency, or Establishment

PART D : Derivative Classification Decisions

Derivative classification is the incorporating, paraphrasing, restating, or generating in now form information that is alrcady classified. This
includes classification based on classification guides or other source documents. ( Provide information on all classification decisions, regardless of

the incdia, including those documented and disseminated via email. Do not count reproductions or copies.)

19. Enter the number ofderivative TOP SECRET classification decisions made during the reporting period . 19 .
369,512

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 20 .
1,379,820

21. Enter the numher of derivative CONFIDENTIAL , classification decisions made during the reporting period . 21 . 133,328

22.22. Total number of derivative classification decisions. (Sum ofblocks 19 , 20 , and 21 )
1.882,660

PART E : Mandatory Declassification Review Requests
A "Request" is an individual initial review request, regardless of the number of documents or pages to be reviewed as part of the request.

Report only requests for your agency in which your agency is responsible for the final decision .

23. Enter the number of REQUESTS received during the reporting period . 23 .
348

24. Enter the number of REQUESTS closed during the reporting period. 24 .
268

25. Ofthe REQUESTS entered into block 24, enter the number of pages that were : 25 .

a Declassified in full . 25a .
11,928

h . Declassified in part. 255 .
1,090

c . Denied declassification . 25c .
136

d . Total number of requested pages acted on . ( Sum of blocks a , b , and c ) 25d .
13,154

26. Enter the numher of REQUESTS that have been unresolved for over one year . 26 .
7

27. Enter the AVERAGE NUMBER OF DAYS to resolve cach request. 27 .
20

259
28. Enter the number of REFERRED REQUESTS received during the reporting period . ( Number of requests 28 .

relerred to your agency from another agency )

PART F : Mandatory Declassification Review Appeals
An “ Appcal” is an individual request for appcal, regardless of the number of documents or pages to be revicwed as part of the request.

Reportonly appeals for your agency in which your agency is responsible for the final decision .

29. Enter the number of APPEALS received during the reporting period . 29 .
5

30. Enter the number of APPEALS closed during the reporting period. 30 .
5

31. Of the APPEALS entered into block 30 , enter the number of pages that were : 31 .

a . Declassified in full, 31a .
1

b . Declassified in part. 31b . 3

c . Denied dcclassification , 31c .

d . Total number of appealed pages acted on . (Sum of blocks a, b , and c ) 31d .
4

32. Enter the number of APPEALS that have been unresolved for over one year. 32 .
3

33. Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 33 .
164

34 .34. Enter the number of REFERRED APPEALS received during the reporting period. (Number of appeals referred
to your agency from another agency)

1
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OTHER ; Type Department, Independent agency , or Establishment

35 .

PART G : Automatic, Systematic, and Discretionary Declassification Reviews

35. Enter the number of pages REVIEWED that were subject to automatic declassification under section 3.3 of E.O.
13526 .

36. Enter the numher of pages DECLASSIFIED under automatic declassification .

890.884

36 .
846.993

37 .37. Enter the number of pages REVIEWED that were subject to systematic declassification under section 3.4 of
E.O. 13526 .

38. Enter the number of pages DECLASSIFIED under systematic declassification , 38 .

39 .39. Enter the number of pages REVIEWED that were subject to discretionary declassification under section 3.1 of
F.O. 13526.

40. Enter the number of pages DECLASSIFIED under discretionary declassification . 40 .

PART H: Internal Agency Oversight

41. Enter the number ofCHALLENGES processed hy your agency to the classification of information believed to be
improperly classificd or unclassified . ( E.O. 13526. section 1.8 )

42. Enter the number of CHALLENGES where the classification status was fully aftirmed .

41 .

42 .

43. Enter the number of CHALLENGES where the classification status was overturned in whole or in part . 43 .

PART 1 : Intelligence Community ( IC) Information

This section applies only to IC agencies and IC components of other agencies who originally apply the ORCON and ORCON -USGOV
dissemination control . This information, along with ISOO's annual inspection reports will be used to inforin the annual report to the DNI on the

use of classilication markings .

Organization's classified disseminated analytic product ( as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product)
originally marked ORCON.

44. Enter PERCENTAGE of your organization's classified disseminated analytic products originally marked 44 .
22.00%ORCON

45. Enter TOTAL NUMBER of your organization's classified disseminated analytic products originally marked 45 .
1,284ORCON

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full. 46 .
461

47. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in part. Provide 47 .

explanation for partial denial in part I bclow ,

48. Enter the number of ORCON expanded dissemination requests DENIED . Provide explanation for denial in part ) 48 .
108

below .

Organization's classified disseminated analytic product (as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product)
originally marked ORCON -USGOV.

49. Enter PERCENTAGE of your organization's analytic products originally marked ORCON-USGOV. 49 .
12.00%

50. Enter TOTAL NUMBER of your organization's analytic products originally marked ORCON -USGOV. 50
721

51 .51. Provide TOTAL NUMBER of reports of potential misapplication of the ORCON marking. Provide background
information on cach occurrence in Part I below .

52. Has your organization been NEGATIVELY IMPACTED by information being marked with ORCON or
ORCON -USGOV control marking? If yes , provide explanation in Part J below .

52 .
Yes
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OTHER : Type Department . Independent agency , or Establishment

PART J: Explanatory Comments

Use this space w elaborate on any sectionof this form. If more spate is needed.provideas con attachment to this form . Provide explanations for
any significant changes in trendshambers from theprevions veur's rep017.

Part D : Per the SF-311 guidelines , large agencies are authorized to use a sampling method for the collection of

derivative classification decision data. The derivative classification count is based on a 20 percent sample of the DIA

population for a one-week time period , multiplied by 52 to show the total classification count for the fiscal year.

Part 1; Question 48 - Our Directorate for Analysis (DI) , Analytic Enterprise Operations (AEO) received the following

agency responses for DIA ORCON release requests :

Central Intelligence Agency

No foreign government concurrence for release

Insufficient time to receive a response

O Source of the information did not support the proposed text

Administrative recall because the same information was disseminated at a lower classification level

Drug Enforcement Agency

a Report containing ORCON referenced an active operation

Insufficient time to receive response

Federal Bureau of Investigation

© Source sensitivity

Report containing ORCON referenced an investigation in progress

National Security Agency

Agency requested verbiage change which the author declined

Part 1: Question 52- Our agency has dedicated numerous man hours to developing pre-release agreements and applying

for expanded distribution (569 requests for FY2016 ) that would be avoided if clearer guidelines and release specifications
existed .
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA
(Submissions must be unclassified and reach the Information Security Oversight Office ( IS00 ) no later than November 15 following the reporting period . )

PART A : Identifying Information

1. Enter the Fiscal Year that this report covers . 1 .
2017

2 .
OTHER : Type Department , Independent agency , or Establishment

2. Identify the Department, Independent agency , or
Establishment that is covered by this report.

3. Enter the name and title of the Senior Agency

Official ( as defined in E. (1 ) . 13526 , section 5.41d ) )
responsible for this report.

3
( b)(3) : 10 USC 424

4. Point -of - contact responsible for answering questions about this report:

4a . Name : 4a.
(b ) (3 ): 10 USC 424

4b . Title : 4b .

4c . Email address : 4c .

4d . Phone number : 4d .

PART B : Officials with Original Classification Authority

5. Enter the number of agency officials whosc highest level of original classification authority is TOP SECRET , 5 .
U

6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 6 . 2

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL , 7 .

8. Total number of officials with original classification authority. (Sum of blocks 5 , 6 , and 7 ) 8 . 13

PART C: Original Classification Decisions
Original classification is an initial determination that the information to be classified has not been previously classified by any other authority. 11
also meets the following conditions: ( 1 ) it was classified by an original classification authority ; (2 ) the information is owned by or for, or is under
the control of the United States Government; (3 ) it falls into at least one of the categories from section 1.4 of E.O. 13526; and (4 ) unauthorized

disclosure could reasonably be expected to result in damage to the national security. ( Provide information on all original classification decisions ,
regardless of themedia, including those documented and disseminated via email. Donot count reproductions or copics.)

9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 9 .
6

declassification instructions of 10 years or less.

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 10 . 39
declassification instructions ranging from over 10 years to 25 years.

11. Total number of TOP SECRET original classification decisions. ( Sum of blocks 9 and 10 ) 11 .
45

12 .
912. Enter the number of original SECRET classification decisions made during the reporting period with

declassification instructionsof 10 years or less.

13. Enter the number of original SECRET classification decisions made during the reporting period with
declassification instructions ranging from over 10 years to 25 years.

14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13 )

13 .
214

14 .
223

15 .
3

15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with
declassification instructions of 10 years or less .
16. Enter the number oforiginalCONFIDENTIAL classification decisions made during the reporting period with
declassification instructions ranging from over 10 years to 25 years.

17. Total number of CONFIDENTIAL original classification decisions . (Sum of blocks 15 and 10 )

16 .

17 .
3

18. Total number of original classification decisions. ( Sum of blocks 11. 14 , and 17) 18 .
271
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OTHER : Type Department, Independent agency , or Establishment

PART D : Derivative Classification Decisions

Derivative classification is the incorporating , paraphrasing, restating, or generating in new form information that is alrcady classified . This
includes classilication based on classification guides or other source documents. ( Provide information on all classification decisions , regardless of

themedia , including those documented and disseminated via email. Do not count reproductions or copies.)

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period . 19 .
497,770

20. Enter the number of derivative SECRET classification decisions made during the reporting period . 20 .
2,535,910

21. Enter the number ofderivative CONFIDENTIA) , classitication decisions made during the reporting period. 21 .
89,050

22. Total number of derivative classification decisions. ( Sum of blocks 19 , 20 and 21 ) 22 .
3.122,730

PART E :Mandatory Declassification Review Requests
A “Request " is an individual initial review request, regardless of the number of documents or pages to be reviewed as part of the request.

Report only requests for your agency in which your agency is responsible for the final decision .

23. Enter the number of REQUESTS received during the reporting period . 23 .
378

24. Enter the number of REQUESTS closed during the reporting period. 24 .
363

25. Or the REQUESTS entered into block 24, enter the number of pages that were : 25 .

a. Declassified in full . 25a .
21,036

h . Declassified in part . 255 .
1,127

c . Denied declassification . 250 .
256

d . Total number of requested pages acted on . (Sum of blocks a , b , and c ) 25d .
22,419

26. Enter the number of REQUESTS that have been unresolved for over one ycar. 26 .
46

27. Enter the AVERAGE NUMBER OF DAYS to resolve cach request. 27 .
82

67
28. Enter the numher of REFERRED REQUESTS received during the reporting period. ( Number of requests 28 .

referred to your agency from another agency )

PART F : Mandatory Declassification Review Appeals
An “ Appcal" is an individual request for appcal, regardless of the number of documents or pages to be revicwcd as part of the request.

Report only appeals for your agency in which your agency is responsible for the final decision ,

29. Enter the number of APPEALS received during the reporting period. 29 .
3

30. Enter the number of APPEALS closed during the reporting period. 30 .

31 , Of the APPEALS entered into block 30, enter the number of pages that were : 31 .

a . Declassified in full, 31 a .

b . Declassified in part . 31b .

c . Denied dcclassification , 31c .

d . Total number of appealed pages acted on . ( Sum of blocks a , b , and c ) 31d .

32. Enter the number of APPEALS that have been unresolved for over one year. 32 . 4

33. Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 33 .

34. Enter the number of REFERRED APPEALS received during the reporting period. (Number of appeals referred
to your agency from another agency )

34 .
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OTHER ; Type Department , Independent agency , or Establishment

PART G: Automatic, Systematic, and Discretionary Declassification Reviews

35. Enter the number of pages REVIEWED that were subject to automatic declassification under section 3.3 of E.O.
13526 .

36. Enter the numher of pages DECLASSIFIED under automatic declassification .

35 .
1,795,550

36 .
1,615,995

37 .37. Enter the number of pages REVIEWED that were subject to systematic declassification under section 3.4 of
E.O. 13526.

38. Enter the number of pages DECLASSIFIED under systematic declassification . 38 .

39 .39. Enter the number ofpages REVIEWED that were subject to discretionary declassification under section 3.1 of
E.O. 13526.

40. Enter the number of pages DECLASSIFIED under discretionary declassification . 40 .

PART H : Internal Agency Oversight

41. Enter the number ofCHALLENGES processed by your agency to the classification of information believed to be
improperly classified or unclassified. (E.O. 13526 ,section 1.8 )

42. Enter the numher of CHALLENGES where the classification status was fully aftirmed .

41 3

42 .
2

43. Enter the number of CHALLENGES where the classification status was overturned in whole or in part . 43 . 1

PART 1 : Intelligence Community ( IC) Information
This section applies only lo IC agencies and IC components of other agencies who originally apply the ORCON and ORCON -USGOV

dissemination control . This information, along with ISOO's annual inspection reports will be used to inforin the annual report to the DNI on the
use of classilication markings.

Organization's classified disseminated analytic product ( as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product)
originally marked ORCON .

44. Enter PERCENTAGE of your organization's classified disseminated analytic products originally marked 44 .
34.00 %

ORCON

45. Enter TOTAL NUMBER of your organization's classificd disseminated analytic products originally marked 45 .
ORCON 2,040

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in full . 46 .
189

47. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in part. Provide 47

cxplanation for partial denial in part I below .

48. Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation for denial in part ) 48 .
29

below .

Organization's classified disseminated analytic product ( as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product)
originally marked ORCON-USGOV.

49. Enter PERCENTAGE of your organization's analytic products originally marked ORCON-USGOV. 49 . 13.00 %

50. Enter TOTAL NUMBER of your organization's analytic products originally marked ORCON-USGOV . 50 .
795

51 .51. Provide TOTAL NUMBER of reports of potential misapplication of the ORCON marking. Provide background
information on cach occurrence in Part J below .

52. Has your organization been NEGATIVELY IMPACTED hy information being marked with ORCON or
ORCON - USGOV control marking? If yes, provide explanation in Part I below .

52 .
Yes
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OTHER : Type Department, Independent agency , or Establishnient

PART J : Explanatory Comments

Use this space to elaburdie on my section of this fonn. Ifmore space is needed. provide as en differchmentto this form . Provide exploations for
any significant changes in trendshumhers froin the previous year's report .

( L ') Due to the sustained prolific application of ORCON in unevaluated reporting, all -source derivative classification agencies are

disproportionately impacted by significant administration requirements in sccking approval to share intelligence with its customers .

95% of the ORCON release requests submitted within the timefraine for this survey are still pending approval . Original

Classification Authorities are not required to provide timely responses to these requests ;as a result, DIA is forced to limit the initial

distribution of derivative ORCON to a subset of its intended recipients while approvals are processed . The timeliness of DIA's

intelligence and the breadth of intelligence dissemination to customers are negatively impacted by this .
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