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Reserve (Redacted)" (https:llwww.dodig.mil/reports.&#65279:html/articleIlI18640/joint-report
unnumbered-a1leged-misconduct-of-senior-dod-officials-concerning-l[). 
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INSPECTOR GENERAL 
DEPARTMEI'H OF DEFENSE 

400 ARMY NAVY DRIVE 
ARLINGTON, VIRGINIA 22202-4704 

SEP 1 B 2006 

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (INTELLIGENCE) 
COMMANDER, UNITED STATES SPECIAL OPERATIONS 

COMMAND 
DIRECTOR, DEFENSE INTELLIGENCE AGENCY 

SUBJECT: Investigation into Alleged Misconduct by Senior DoD Officials 
Concerning the Able Danger Program and Lieutenant Colonel Anthony A. 
Shaffer, U.S. Army Reserve (Case Number H05L97905217) 

This report provides the results of our investigation into allegations that DoD 
officials mismanaged an antiterrorist program known as "Able Danger," and that in 
doing so they reprised against a key proponent of Able Danger, Lieutenant Colonel 
(LTC) Anthony A. Shaffer, a member of the U.S. Army Reserve who holds a civilian 
position in the Defense Intelligence Agency (DIA). 

The investigation addressed nine specific allegations raised in the media and by 
various Members of Congress. We did not substantiate those allegations. The 
evidence did not support assertions that Able Danger identified the September 11, 
2001, terrorists nearly a year before the attack, that Able Danger team members were 
prohibited from sharing information with law enforcement authorities, or that DoD 
officials reprised against LTC Shaffer for his disclosures regarding Able Danger. 

We found some procedural oversights concerning the DIA handling of 
LTC Shaffer's office contents and his Officer Evaluation Reports. We recommend 
that the Director, DIA, review these areas and advise us of action taken within 90 days. 
By separate correspondence we will advise LTC Shaffer of his options for correcting 
his military record and offer our assistance if he chooses to do so. 

We appreciate the courtesies extended to our investigative staff. Should you 
have any questions, please contact me or Mr. John R. Crane, Assistant Inspector 
General, Communications and Congressional Liaison, at (703) 604-8324. 

~~~~ 
Thomas F. Gimble 
Acting 
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FORWARD 

The course of this investigation, in particular the central issues, was framed through a 
series of requests from Members of Congress, the Defense Intelligence Agency (D IA), and 
Lieutenant Colonel (LTC) Anthony A. Shaffer, U.S. Army Reserve. 

In letters to the Secretary of Defense dated October 7,2005, and to this Office dated 
October 18,2005, Representative Curt Weldon requested an explanation for the suspension of 
LTC Shaffer's security clearance and "a detailed report on the destruction of LTC Shaffer's 
documents and other files." In a floor speech on October 21,2005, Representative Weldon 
alleged that DIA included Government property and classified documents in a shipment of 
personal effects to LTC Shaffer. 

In a letter to the Secretary of Defense dated October 20,2005, Chairman Duncan Hunter, 
House Armed Services Committee, requested that we "conduct an independent review of the 
facts and circumstances surrounding DIA's actions to revoke LTC Shaffer's security clearance." 

In a letter to this Office dated October 21,2005, Chairman Charles E. Grassley, Senate 
Finance Committee, asked that we review LTC Shaffer's representations concerning Able 
Danger's "alleged early warnings" ofthe September 11,2001 (9111), terrorist attack and whether 
LTC Shaffer was "subjected to any action which constituted reprisal for disclosures related to 
Able Danger." 

In a letter to this Office dated December 20,2005, Senators John McCain and Joseph 
Lieberman requested that we investigate allegations that Able Danger identified 9/11 terrorists 
before the attack, DoD failed to share that information with cognizant Government agencies, and 
DoD closed down Able Danger prematurely, improperly destroying Able Danger records. 

In ajoint letter to this Office dated February 8, 2006, Representatives Peter Hoekstra and 
Frank R. Wolf asked that we "investigate what intelligence the Able Danger program generated 
regarding al Qaeda, Mohammed Atta, and other 9/11 highjackers," and whether, if generated, 
that intelligence was shared with the FBI. Additionally, Representatives Hoekstra and Wolf 
asked us to investigate alleged destruction of Able Danger intelligence and the nature of Able 
Danger information shared with the 9/11 Commission. 

By letter dated November 1,2005, the General Counsel, DIA, asked us to conduct an 
independent assessment of matters involving LTC Shaffer. 

Because the background and fact patterns for allegations involving Able Danger and 
LTC Shaffer are similar, we address them in a single report to avoid duplicative effort and to 
provide a single repository for the results of our investigative work. 

Although many aspects of the Able Danger program remain classified, this report is 
unclassified to promote maximum utility and avoid delays that would attend a classified 
issuance. We believe the issues are fully addressed without the inclusion of classified 
information. 
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ALLEGED MISCONDUCT BY SENIOR DOD OFFICIALS 
CONCERNING THE ABLE DANGER PROGRAM AND 

LIEUTENANT COLONEL ANTHONY A. SHAFFER, U.S. ARMY RESERVE 

I. INTRODUCTION AND SUMMARY 

We initiated the investigation to address allegations that senior DoD officials 
mismanaged a DoD antiterrorist program known as "Able Danger," and that in doing so they 
sought to end the military and civilian careers of a key proponent of Able Danger, Lieutenant 
Colonel (LTC) Anthony A. Shaffer, a member of the U.S. Army Reserve who also held a civilian 
position as a senior intelligence officer in the Defense Intelligence Agency (DIA).l 

Allegations concerning Able Danger became public in August 2005 when media sources 
reported allegations, made by LTC Shaffer, that the identities of terrorists involved in the attack 
of September 11, 2001 (9/11), were discovered by Able Danger before the attack, but DoD 
officials prohibited Able Danger personnel from sharing that information with law enforcement 
authorities. Subsequently, Members of Congress contacted this Office requesting investigations 
into unfavorable actions allegedly being taken by DIA officials against LTC Shaffer for making 
those allegations, as well as into the allegations themselves. In response to those 
communications, we formulated the following issues/allegations that warranted investigation and 
will be addressed in this report: 

Allegations involving the Able Danger program: 

03 Did the Able Danger team identify Mohammed Atta and other 9/11 terrorists before 
the 9/11 attack? 

03 Did DoD officials prohibit Able Danger members from sharing relevant terrorist 
information with the Federal Bureau of Investigation (FBI), the Central Intelligence 
Agency (CIA), or other agencies which could have acted on that information? 

• Did DoD officials improperly direct the destruction of Able Danger mission related 
data? 

03 Did DoD officials terminate the Able Danger program prematurely? 

03 Did DoD officials execute the Able Danger mission in compliance with applicable 
intelligence oversight guidance? 

1 LTC Shaffer served in DIA as both a civilian employee and, when called to active duty, a military officer. 
Because the allegations cover time periods and events that relate to both his military and civilian duties, we will 
refer to LTC Shaffer using his military rank in this report. 
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• Did DIA officials, when cleaning out LTC Shaffer's civilian office, improperly 
destroy Able Danger documents that LTC Shaffer had accumulated?2 

• Did DIA officials improperly ship Government property and classified documents to 
LTC Shaffer's attorney when disposing of what they believed to be LTC Shaffer's 
personal property? 

Allegations of reprisal against LTC Shaffer: 

• Did DIA officials take action to suspend LTC Shaffer's access to classified 
information and revoke his security clearance in reprisal for his communications to 
Members of Congress or the National Commission on Terrorist Attacks Upon the 
United States (9/11 Commission) regarding Able Danger -- or in reprisal for his 
earlier communications to the DIA Inspector General (IG)?3 

• Did DIA officials issue LTC Shaffer unfavorable (military) Officer Evaluation 
Reports (OERs) in reprisal for his communications with the 9/11 Commission staff 
regarding Able Danger? 

Conclusions concerning Able Danger issues 

We found that in October 1999, General (GEN) Henry H. Shelton, U.S. Army, then
Chairman ofthe Joint Chiefs of Staff, directed the U.S. Special Operations Command 
(USSOCOM) to develop a "campaign plan"; that is, an operational concept that when 
implemented would obtain detailed information on international terrorist organizations, 
identifying terrorist leaders, command and control infrastructures, and supporting institutions. 
The unclassified name for the initiative to develop such a campaign plan was "Able Danger." 

An "Operational Concepts Working Group" consisting of six to eight members was 
established at USSOCOM to produce the campaign plan, which called for the use of state-of-the
art information technology tools to gather information on international terrorists from 
Government data bases and open sources (to include the World Wide Web) with the initial focus 
on al Qaeda. The campaign plan was presented to GEN Shelton in January 2001. Upon 
presenting the campaign plan to GEN Shelton, USSOCOM's tasking was satisfied, the Able 
Danger mission was terminated, and the Able Danger team disbanded. Data mining and 
visualization tools similar to those employed by Able Danger to formulate the campaign plan 
were subsequently incorporated into intelligence gathering efforts at USSOCOM. 

2 As discussed in this report, LTC Shaffer was placed on administrative leave from DIA and vacated his office in 
April 2004. His office was then cleared for occupancy by another employee. 

3 The 9/11 Commission was created by congressional legislation signed by President George W. BushirLNovember 
2002. The Commission's mission was to prepare a full account of circumstances surrounding the September 11, 
2001, terrorist attacks and report its findings to the President and Congress. 

FOR OFFICIAL USE ONLY 

2 

Line



H05L97905217 

We concluded that prior to September 11, 2001, Able Danger team members did not 
identify Mohammed Atta or any other 9/11 hijacker. While we interviewed four witnesses who 
claimed to have seen a chart depicting Mohammed Atta and possibly other terrorists or "cells" 
involved in 9/11, we detelmined that their recollections were not accurate. Testimony by 
witnesses who claimed to have seen such a chart varied significantly from each other, and in 
some instances testimony obtained in reinterviews was inconsistent with testimony that 
witnesses provided earlier. In particular, we found inaccurate LTC Shaffer's assertions 
regarding the existence of pre-9111 information on the terrorists and his suggestion that DoD 
officials thwarted efforts to share Able Danger information with law enforcement authorities. In 
drawing this conclusion, we found particularly persuasive the sworn testimony of witnesses who 
disavowed statements and claims that LTC Shaffer attributed to them. 

The preponderance of witness testimony indicated that recollections concerning the 
identification of 9/11 terrorists were linked to a single chart depicting al Qaeda cells responsible 
for pre-9/11 terrorist attacks, which was obtained but not produced by the Able Danger team. 
That chart (Figure 1 ofthis report) was produced by Orion Scientific Corporation (Orion) in 
May 1999 and contained the names and/or photographs of 53 terrorists who had been identified 
and in many cases, incarcerated, before 9/11, including a Brooklyn cell, but it did not identify 
Mohammed Atta or any ofthe other 9/11 terrorists. Our review of Able Danger team records 
found no evidence that Able Danger team members had identified Mohammed Atta or any of the 
other terrorists who participated in the 9/11 attack. 

With respect to allegations concerning prohibited contacts between Able Danger and law 
enforcement authorities, we found no evidence to corroborate LTC Shaffer's claims that Able 
Danger members were prohibited by DoD officials from attending meetings he allegedly 
arranged with the FBI. All witnesses who were in a position to know denied LTC Shaffer's 
claim that efforts to meet with FBI antiterrorism units were made, much less thwarted by DoD 
officials. One Able Danger team member alleged that he was prohibited from providing the 
chart at Figure 1 to the FBI by a senior USSOCOM official sometime in early 2000. However, 
the senior official did not recall the incident and we are persuaded that the chart would have been 
of minimal intelligence value to the FBI. Accordingly, any decision to prohibit transfer of the 
chart would not have been inappropriate under the circumstances. 

We found that large quantities of data that had been collected at two locations as part of 
the Able Danger data mining mission were destroyed. One intelligence analyst told us that he 
destroyed approximately "2.5 terabytes" of Able Danger data that had been collected at the Land 
Information Warfare Activity (LIW A), Fort Belvoir, V A, where Able Danger activities were 
initially located. Additionally, an Able Danger analyst testified that a large quantity of 
"extraneous" data was destroyed when the Able Danger team departed its second location -- a 
contractor facility in Garland, Texas -- and returned to USSOCOM. We found no basis to 
conclude that either of those destructions was improper, but rather followed established 
procedure and violated no regulation. 

As indicated above, we concluded that the Able Danger project was appropriately 
terminated after it had met its objective of producing an antiterrorism campaign plan. Further, 
we determined that it complied with applicable intelligence oversight guidance. 
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With respect to allegations concerning the improper disposal of materials located in 
LTC Shaffer's DIA office, we found no evidence to corroborate LTC Shaffer's assertion that he 
came to possess a significant volume of Able Danger documents in his DIA office, rendering the 
allegation of their improper destruction moot. Witnesses whom LTC Shaffer identified as being 
aware of Able Danger documentation he purportedly stored in his DIA office did not corroborate 
his assertions in that regard. In particular, Able Danger team members, whom LTC Shaffer 
asserted had left Able Danger documentation with him for safekeeping on their travel to 
Washington, D.C., denied doing so. DIA employees responsible for cleaning out LTC Shaffer's 
office acknowledged destroying some Government documents, but none recalled seeing any 
documents associated with Able Danger. Accordingly, we concluded the alleged improper 
destruction did not occur. 

We concluded that DIA officials did not improperly ship classified documents or 
Government property of significant value to LTC Shaffer. 4 We confirmed that DIA shipped 
seven boxes of personal items to LTC Shaffer's attorney. A member of congressional committee 
staff provided us four classified documents (six pages) that LTC Shaffer indicated were included 
in that shipment.5 However, the evidence was insufficient to conclude that any classified items 
were in the boxes at the time that DIA officials shipped them. Additionally, LTC Shaffer 
provided us a Government-owned Global Positioning Satellite (GPS) unit that he said was 
included in the boxes that were sent to his attorney. We confirmed, by serial number, that this 
GPS unit had been provided to LTC Shaffer in Afghanistan by a DIA contractor employee, but 
we found that LTC Shaffer never returned the GPS unit to DIA. As a result, that GPS unit could 
not have been included by DIA employees in the boxes that were shipped to LTC Shaffer's 
attorney. 

Conclusions concerning reprisal 

We concluded that D IA officials did not reprise against LTC Shaffer, in either his civilian 
or military capacity, for making disclosures regarding Able Danger or, in a separate matter, for 
his earlier disclosures to the DIA IG regarding alleged misconduct by DIA officials. In that 
regard, we identified the following communications which warranted consideration during our 
analysis of alleged reprisal:6 

@II Communications that LTC Shaffer asserted he made to the DIA IG, as part oftwo 
investigations during the March to December 2002 period. Although our 
investigation found that LTC Shaffer was not the source of some of the 

4 We acknowledge that some Government office supplies may have been included in the shipment (e.g., 
commercially available pens, pencils, blank CD ROM disks), but considered that inclusion an oversight not 
warranting further investigation. 

5 LTC Shaffer provided the four documents to congressional staff 

6 In conducting reprisal analysis, we recognize that whistleblower complaints made by civilian employees 
in the intelligence community are excluded from the jurisdiction of the Office of Special Counsel under 
Section 2302 (a)(2)(c) of Title 5, United States Code. However, it is our policy to apply Title 5 standards for all 
investigations into complaints of reprisal submitted by civilian appropriated fund employees. 
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Testimony and documents indicate that a legal review of the Able Danger project was 
conducted before work began at the Garland facility. The USSOCOM Inspector General 
conducted an intelligence oversight inspection in August 2000. In November 2000, Mr. Shiffrin 
inspected the Able Danger intelligence oversight program. Both inspections assessed the 
oversight program as "Excellent." 

Discussion 

We reviewed the TOR, which remains classified, and determined that it complied with 
E.O. 12333 and DoD 5240.1-R. Further, based upon our interviews and review of applicable 
data we determined that the Able Danger team members complied with the TOR. Accordingly, 
we determined that the DoD properly applied intelligence oversight to Able Danger. 

Moreover, we found the intelligence oversight program established for Able Danger to be 
well planned. The program required and documented training, inspections, and reporting. Each 
person involved in the project was required to read and sign the "Able Danger Terms of 
Reference and Concept of Operations" as a condition to participate. Witnesses testified that the 
TOR did not prevent them from executing their mission, but in fact facilitated their efforts. 

With regard to retention of data on United States persons, we determined that the TOR 
~ set out appropriate methods for retaining such data. Further, we determined that data was 

retained in compliance with the TOR. We also determined that data that was destroyed when the 
Able Danger mission departed the Garland facility was properly done so in accordance with the 
TOR. 

F. Did DIA Officials, when cleaning out LTC Shaffer's civilian office, improperly 
destroy Able Danger documents that LTC Shaffer had accumulated there? 

Standards 

We found no regulatory standards that applied to possible destruction of Government 
documents that were not stored in a system of records, but were abandoned by the former 
occupant of a Government office, other than established procedures for the destruction of any 
documents that were classified. In this case, we sought to determine whether, in fact, 
LTC Shaffer left behind significant Able Danger documentation in his DIA work spaces when he 
vacated them in March 2004 and, if so, whether the disposition of that documentation evidenced 
impropriety. 

LTC Shaffer testified he accumulated a significant amount of Able Danger related 
documents in his office at the Clarendon DIA facility. Regarding the volume of the documents 
he alleged he possessed, LTC Shaffer stated "[it] was probably about four boxes of Office Depot, 
the, the standard box size. That would include charts, background documents and other related 
material. " 
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E. DoD officials executed the Able Danger program in compliance with applicable 
intelligence oversight guidance. 

90 

F. DIA officials did not improperly destroy Able Danger documentation when cleaning out 
LTC Shaffer's office spaces. We concluded that LTC Shaffer did not serve as a repository for 
Able Danger documentation as he alleged. 

G. DIA officials included some Government property in the personal belongings that were 
shipped to LTC Shaffer after they were removed from his office spaces. However, the 
Government property was of minimal value (pens, aged Government documents, and computer 
disks). DIA officials did not improperly include classified documents or the Government GPS in 
that shipment. 

H. DIA officials did not suspend LTC Shaffer's access to classified information or revoke 
his security clearance in reprisal for his communications regarding Able Danger. Rather, the 
adverse actions taken with respect to LTC Shaffer's access and security clearance followed 
established process and were justified apart from his protected communications. 

1. DIA officials did not issue LTC Shaffer an unfavorable OER for his protected 
communications to the 9/11 Commission. The OER would have been issued absent those 
protected communications. 

J. LTC Shaffer's OER did not properly reflect non-rated time pursuant to applicable Army 
regulations and he could have been issued an optional 60-day OER for service in Afghanistan. By 
separate correspondence we advised LTC Shaffer of his options for correcting his military record 
and offered our assistance ifhe chooses to do so. 

VII. RECOMMENDATIONS 

We recommend that the Director, DIA, review procedures concerning disposition of 
personal belongings when abandoned by DIA employees and procedures for rendering military 
performance reports to ensure that Service requirements are met. 
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