

































































Budget or Priority Funding

(U) Our review identified (V) gL, ’
Budget or Priority Funding

Recommendations

issues that could be corrected
only by an increased budget or
priority funding. Findings in
this category were found in 6 @ Plan/Coord
of the reports, and 11 W Guidance

recommendations addressed BRequirements

those findings. B Manning
D Budget
(U) Our previously cited B Logistics
2014 report on the
Minuteman III determined (V)

that centralized funding for Minuteman III facilities and support equipment was lacking
because it was not treated as part of the weapon system. The facilities and equipment
are needed to ensure the weapon system’s viability. To correct this condition, we
recommended that Air Force Global Strike Command (AFGSC) develop a plan to fund
the Payload Transport Replacement Program in FY 2016 and validate manpower
requirements for munitions and maintenance squadrons. AFGSC agreed with the
recommendation and has programed 26 Payload Transporters for delivery by 2021,
with 2017 as the first production year.

€53 Our previously cited 2012 report on Air Force Nuclear Weapons security found that

() (1). L4(@a). 14N 1T4(2): (b) (3). 10 USC § 128: (b) (7)(E)




(b) (1). 14, 0. 1-e): (b) (3). T0USC § 1282 (b) (7)(E)

@ (b) (1). 1 4(2)

€5 Our 2010 report on the Weapons Storage and Security System (WS3) determined

(b) (1). T4(a). L4(D. 14(g)
that
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(U) Summary

(U) Adequate funding plays a critical role in securing, maintaining, and assuring
complete functionality of the DoD Nuclear Enterprise. The funding increases in
response to our reports shows a renewal of priority funding for the DoD Nuclear

Enterprise. The funding category has 4 of the 11 recommendations still open. The most

(b) (1). 1.7(e): (b) (3). 10 USC § 1282 (b) (7)(E)

critical is

B e

has programmed procurement money starting in FY 2016, with initial deliveries
starting in September 2017.




Logistics

(U) Various logistical issues (u) Logistics Recommendations
or problems with parts

availability were identified in
4 of 10 reports issued.
Findings highlight that
decisions to extend weapon

@ Plan/Coord
@ Guidance

W Requirements
system life have strained the

B Manning
supply system. Seven B Budget
logistics recommendations O Logistics
were issued to address those
findings. The majority of (U)

these recommendations
addressed issues involving the need for better management and processes. Responses
to our recommendations have helped to make the supply system more efficient and

effective until weapon systems can be replaced.

(U) The reports, most notably the previously cited 2014 report on the Minuteman III,
have shown some weapon systems still in use have parts, pieces, equipment, test sets,
or communications equipment that were developed and installed in the 1950s and
1960s. The age of the items combined with obsolete technologies have resulted in a
parts shortage. Additionally, cost saving initiatives have, in some cases, further reduced
the inventory of assets. An example is the 2005 Base Realignment and Closure, which
resulted in the transfer of management of all consumables to the Defense Logistics
Agency (DLA). The unique parts associated with legacy weapon systems have been
proven problematic for DLA because of engineering and testing requirements, and the
inability to establish demand patterns. These problems have resulted in mistakes
affecting the warfighter with a supply system that lacks responsiveness.

(U) A significant example is in our previously cited 2014 report on sustaining the
Minuteman III Intercontinental Ballistic Missile, which mentioned management issues
about system-specific parts. Insufficient management oversight resulted in the inability

to effectively monitor requirements. Parts obsolescence, diminishing manufacturing



(U) sources and material shortages, budgetary uncertainties, cost variances, and poor
demand forecasting resulted in deferred maintenance and aging, unsupportable
equipment. We recommended that the Air Force develop a plan to identify
weapon-specific, low-demand parts managed by the DLA for return to Air Force

management, which it agreed to do. Implementation is still ongoing.

#9 Our previously cited 2010 WS3 report contained another example of

I T V/S3 is a nuclear weapon storage
vault that lowers into the floor of an aircraft storage shelter.

(U) Summary

(U) These examples illustrate how legacy weapons systems, performing well beyond
their intended life goals, have increased logistics problems and parts availability issues.
These difficulties affect the supply chain management’s responsiveness to meet

operational availability. Six of the recommendations were made in FY 2015 and remain

open. The only one closed is the WS3 recommendation discussed above.



Conclusion

(U) Our reports covered a diverse set of areas within the nuclear weapons enterprise.
We reviewed nuclear weapons security, operations, command and control, consequence
management and logistics. One important theme that stands out from our categories of
findings and recommendations is how much can be done without funding increases.
Our reports found that many improvements could be achieved within the DoD Nuclear
Enterprise through better planning and coordination or by updating or completing
guidance. Almost half of the reports lacked any finding directly addressing funding
shortfalls or issues. Only 11 of the 85 recommendations directly addressed the need for
additional funding. The majority of recommendations addressed guidance,
requirements, or planning and coordination. For example, we found instances where
guidance needed to be reviewed, updated, or clarified at the Department or Service
level. Even more prevalent were instances where requirements were either outdated

or not being followed.

(U) One significant area for improvement is in the planning and guidance section. Lack
of coordination between responsible agencies was a root cause of deficiencies within
our reports on Crypto Modernization, Theater Nuclear Planning, ITW/AA Mobile
Ground System, NRTF, and the FSBS. Fixing many of these issues identified in our
reports is not a matter of funding, adding manpower, or establishing requirements.
Rather, better overall communication and prioritization of nuclear issues among key
players within the DoD Nuclear Enterprise would correct many of the deficiencies we
identified. The lack of agreement on who is responsible for programs or processes

negatively impacted capabilities within the nuclear enterprise.

(U) Much can be done without redirecting money within the DoD budget. Many of the
systems we evaluated are beyond their original designed life. Some are not getting the
preventive maintenance they need in order to be assured of continued reliability. This
was especially true for the Minuteman III, the ITW/AA Mobile Ground System and the
FSBS.



Conclusion

(U) The logistics issues we highlighted cannot be fixed strictly with money. The supply
system needs to recognize the uniqueness of some of the older, low demand parts,

and the challenges of ensuring new vendors are identified and replacement parts

are designed in time to prevent a negative impact to the mission. Planned
recapitalization of significant portions of the nuclear enterprise will help alleviate

this logistics challenge.

(U) Finally, the 10 DoD IG reports conveying issues from across the nuclear enterprise
identified common themes among distinct examples of findings and recommendations.
The 85 specific recommendations that resulted were categorized in the six systemic
weakness areas addressed in this report. Currently, 37 recommendations are open,

with follow-up actions ongoing.



App ndixes

Appendix A
Scope and Methodology

(U) We conducted this review from April 2015 through December 2015 in accordance
with the Council of the Inspectors General on Integrity and Efficiency Quality Standards
for Inspection and Evaluation, except for planning and evidence requirements of the
field work standards, because this assessment summarizes previously issued DoD 0IG
reports. To prepare this report, we reviewed 10 DoD IG reports, identified in
Appendix B, issued by the Office of the Deputy Inspector General for Intelligence and
Special Program Assessments from September 30, 2010, to June 18, 2015. These
reports assessed a diverse set of areas within the DoD nuclear weapons

environment. We reviewed the findings and recommendations of these reports

and grouped them into what we believe to be weaknesses and problem areas within
the DoD Nuclear enterprise.

Use of Computer-Processed Data

(U) We did not use computer-processed data to perform this evaluation.
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Appendix B

DoD OIG Assessment Reports on the DoD
Nuclear Enterprise

“Sustaining the WS3 Security Storage System,” Report No. 10-INTEL-13,
September 30, 2010

“Review of United States Navy Nuclear Weapon Security Program,”
Report No. 11-ISPA-15, September 19, 2011

“Review of United States Air Force Nuclear Weapon Security Program,”
Report No. DODIG-2012-079, April 20, 2012

“Cryptographic Modernization of Critical Nuclear Command, Control, and
Communications Systems,” Report No. DODIG-2013-085, May 29, 2013

“Assessment of Continental United States-Based Nuclear Response Task Force
Program,” Report No. DoDIG-2014-19, December 3, 2013

“Review of DoD Requirements for Nuclear Gravity Weapon Delivery Parameters,”
Report No. D2014-031, January 14, 2014

“Insufficient Infrastructure Support to the Fixed Submarine Broadcast System,”
Report No. DODIG-2014-083, June 23, 2014

“Air Force Leadership Action is Required to Sustain the Minuteman III Intercontinental
Ballistic Missile Through 2030,” Report No. DODIG-2015-051, December 8, 2014

“Assessment of the U.S. Theater Nuclear Planning Process,”
Report No. DODIG-2015-134, June 18, 2015

“Evaluation of the Integrated Tactical Warning and Attack Assessment’s Mobile
Ground System,” Report No. DODIG 2015-133, June 18, 2015



Appendix C

Recommendation status by report

PROJECT RECOMMENDATION Summary Cat

Sustaining the WS3 Funding

Security Storage System,

10-INTEL-13, Requirements

(Sep 2010)
Funding
Planning/Coord
Logistics
Requirements
Requirements
Funding
Funding

S || A e

Review of the US Navy Funding

Nuclear Weapons

Security Program, Funding

11-ISPA-15

(Sep 2011) PIanning/Coqrd

Review of the US Air | Funding/Budget

Force Nuclear Weapons

Security Program, Funding/Budget

DODIG-2012-079 Requirements

(Apr 2012)
Planning/Coord

Manning

Requirements

Manning

endixes

DODIG-2016-049

SEECRET 7 FORMERE-RESTRICFED-BATA
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PROJECT RECOMMENDATION

Summary Cat

Review of the US Air

Requirements

Force Nuclear Weapons
Security Program,

Requirements

DODIG-2012-079

Requirements

(Apr 2012) (cont’d)

Requirements

Requirements

Planning/Coord

Requirements

Requirements

Cryptographic

Guidance

Modernization of Critical
Nuclear Command,

Planning/Coord

Control, and

Planning/Coord

Communications

Planning/Coord

Systems,
DODIG-2013-085 Requirements
(29 May 2013) Manning

: T A e

Assessment of

Requirements

Continental US Based

Response Task Force Guidance
PIGEFIME, Guidance
DODIG-2014-19 3 =
(3 Dec 2013) Manning/Training

Guidance

Planning/Coord

e TN

Planning/Coord

Review of DoD

Requirements

Requirements for

Requirements

Nuclear Gravity Weapon
Delivery Requirements,

Requirements

DODIG-2014-31
(Jan 2014)

Requirements

Requirements

SECREFFORMERE-RESTRICTER-BATA

DODIG-2016-049 |25
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PROJECT

RECOMMENDATION I Summary Cat

Insufficient

Infrastructure Support
to the Fixed Submarine
Broadcast System,

DODIG-2014-083
(June 2014)

Planning/Coord

Guidance

Guidance

Requirements

Funding

Funding

Manning/Training

Guidance

Ggidance

(U) Air Force Leadership
Action is Required to
Sustain the Minuteman
II1 ICBM Through 2030

DODIG-2015-051

Logistics/Old Parts

| Funding

Manning/Training

Logistics/Old Parts

(December 2014)
Logistics/Old Parts
Logistics/Old Parts
| Logistics/Old Parts
Manning/Training
Manning/Training
o T
s =BCA T < g oY

(U) Evaluation of the

ITW/AA's Mobile
Ground System
DODIG-2015-133
(June 2015)

| Planning/Coord

Planning/Coord

Planning/Coord

SEERET Y FORMEREY-RESTRICFED-BATA

DODIG-2016-049

26
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PROJECT RECOMMENDATION Summary Cat

(U) Assessment of the Guidance

U.S. Theater Nuclear -

Planning Process Guidance

(June 2015)
Planning/Coord
Guidance
Planning/Coord
Guidance
Planning/Coord

Resource/Manning

Planning/Coord

Resource/Manning

Resource/Manning

Resource/Manning

DODIG-2016-049 | 27
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\cronyms and Abbreviations

Acronyms and Abbreviations

AFGSC Air Force Global Strike Command
DISA Defense Information Systems Agency
DLA Defense Logistics Agency
FSBS Fleet Submarine Broadcast System
ICBM Inter-Continental Ballistic Missile
ITW/AA Integrated Tactical Warning and Attack Assessment
JSEIO Joint System Engineering and Integration Office
NC3 Nuclear Command Control and Communications
NRTF  Nuclear Response Task Force

WS3 Weapons Storage and Security System

DODIG-2016-049 | 28
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Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

The Whistleblower Protection Enhancement Act of 2012 requires
the Inspector General to designate a Whistleblower Protection
Ombudsman to educate agency employees about prohibitions
on retaliation, and rights and remedies against retaliation for
protected disclosures. The designated ombudsman is the DoD Hotline
Director. For more information on your rights and remedies against
retaliation, visit www.dodig.mil/programs/whistleblower.

For more information about DoD IG
reports or activities, please contact us:

Congressional Liaison
congressional@dodig.mil; 703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

Monthly Update
dodigconnect-request@listserve.com

Reports Mailing List
dodig_report@listserve.com

Twitter
twitter.com/DoD_IG

DoD Hotline
dodig.mil/hotline
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DEPARTMENT OF DEFENSE I INSPECTOR GENERAL
4800 Mark Center Drive
Alexandria, VA 22350-1500
www.dodig.mil
Defense Hotline 1.800.424.9098
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