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Dear Mr. Greenwald: 
 

This responds to your Freedom of Information Act (FOIA) request for a copy of report 
05-INTEL-10, National Security Agency Data Call Submissions and Internal Control Processes 
for Base Realignment and Closure 2005. We received your request on February 13, 2020, and 
assigned it case number DODOIG-2020-000516. 
 

The FOIA, Privacy, and Civil Liberties Office conducted a search and found the enclosed 
record responsive to your request. We determined that the redacted portions are exempt from 
release pursuant to 5 U.S.C. § 552 (b)(6), which pertains to information, the release of which 
would constitute a clearly unwarranted invasion of personal privacy. 
 

If you consider this an adverse determination, you may submit an appeal. Your appeal, if 
any, must be postmarked within 90 days of the date of this letter. Since you have created an 
account in FOIAonline, please log in to your account, retrieve your original request, and then 
click on the “Create Appeal” tab in the left-hand column. FOIAonline will populate your request 
and contact information automatically. In the “Basis for Appeal” box, provide your explanation, 
attach supporting document (if necessary), click on preview, and then click on submit. Your 
appeal will automatically be sent to our office via FOIAonline. For more information on 
appellate matters and administrative appeal procedures, please refer to 32 C.F.R. Sec. 286.9(e) 
and 286.11(a).   
 

You may contact our FOIA Public Liaison at FOIAPublicLiaison@dodig.mil or by 
calling 703-604-9785, for any further assistance with your request. Additionally, you may 
contact the Office of Government Information Services (OGIS) at the National Archives and 
Records Administration to inquire about the FOIA mediation services they offer. The contact 
information for OGIS is as follows: Office of Government Information Services, National 
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 
20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; 
or facsimile at 202-741-5769. However, OGIS does not have the authority to mediate requests 
made under the Privacy Act of 1974 (request to access one’s own records).   
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9775 or via email to foiarequests@dodig.mil. 
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Department of Defense Office of Inspector General 

Report No. 05-INTEL-IO 
(Project No. D2004.D1NTEL.Q073 ,OOO) 

National Secu rity Agency Data Call Submissions 
and Internal Control Processes for Base 

Realignment and Closure 2005 

Execut.ive Summary 

May 13,2005 

Who Should Read This Report and Why? Office of the Secretary of Defense 
personnel responsible for deciding the realignment or closure of military installations 
based on the Base Realignment and Closure (BRAC) data calls and National Security 
Agency management personnel should read this rep0l1. The report discusses the va lidity, 
integrity, and supporting documentation of the data provided by the National Security 
Agency to assist the Secretary of Defense in BRAe 2005 recommendations. 

Background. BRAC 2005 is the formal process outlined in Public Law 10 1-510, 
"Defense Base Closure and Rea lignment Act of 1990," as amended, under which the 
Secretary of Defense may realign or close mi litary insta ll ations inside the United States 
and its territories. As part of BRAe 2005. the Under Secretary of Defense for 
Acquisition. Technology, and Logistics issued, "Transformation Through Base 
Realignment and Closure (BRAC 2005) Policy Memorandum One-Policy, 
Responsibilities, and Procedures," April 16, 2003, which stated that the DoD Office of 
Inspector General would review the accuracy of BRAC data and the certification process. 

The BRAC 2005 process was mandated for the United States and its territories and was 
divided into the following data call s - capacity analys is, supplemental capacity, Military 
value. Cost of Base Realignment Actions, Joint Process Action Team Criterion Number 
7, and scenario specific. The Intelligence agencies' co llection process was divided into 
the fo llowing data calls - capacity ana lysis, Mi litary va lue, and scenario speci fic. We 
issued site memorandums for the capac ity analysis data call and Mi litary value data call 
to summarize the results of the site visits. This report summarizes the data ca lls as of 
April 2005, fo r the National Security Agency BRAe 2005 process. 

The National Security Agency. located in Fort Meade, Mary land. is America 's 
·crypto logic organ ization, it coordinates, directs, and perfonns highly special ized 
activities to protect the United States information systems and produce fore ign 
intelligence information. The Nationa l Security Agency was requ ired to perform only the 
capacity analysis. Military value, and scenario specific data calls. 

Results. We eva luated the validity, integrity, and supporting documentation of 
BRAC 2005 data calls that the Nationa l Security Agency submitted for the capacity 

FOR OFFlClAL USE ONLY 
BRAG relBted l'epaJ·{.9 sre e,¥:emptji'8111 /'elease wIele" seet;all 552 fb) (5), U"iJet18h,teJ CtJek, 
" Pl'eeciam8jJ,-,foIwle.'i8f1 Aet, " 8ml DeD Dilo.eefhe 54(}(}. 7, "DaD FlutJ.am &jbrfm m0'1;1'" Act 

ll"ag"9'tl /I St'p'e'~ be-1' '998 (Me'Ii-p';9I'I Hr"'1f8e·' 5 i'J8"t1gI'ttf"1 C3 2 ! 5) lry i " ~"" i h TV" , ' I' r . . 1 .• 

\ , 
\ 

, , 



FOR OFFICIAL USE ONLY 
llRAC rel-aleB repe"!!; ere €j(e~lIpt:freH1 rv:f.e8:'J€ wrtkr !leefi(j/l 552 fbj (5), UlI,fed SMej Code, 
"Fhefikw ~:l!tlftm"81i9H Acf, " (JI/f/ [)eD Di,'€ctivt! 5U}9. 7, "£ffl9 Freet/"," ~brfo, IIIl:1lioll Act 

Prwg1'8Mr ... Sep1elfrbe,. 1998 (Exel'lf'lifm MilI/hel 5, pol agl arM C3.1.1.5). 

ana lysis, Military value, and scenario specific data ca lls. The Nationa l Security Agency 
BRAe 2005 data collection was generally not fully supported. The National Security 
Agency collected and submitted responses to 17 questions during the capacity analysis 
data call, 7 of which were partially supported and 2 unsupported. The National Security 
Agency co llected and submitted responses to II questions du ring the Military value data 
call, 8 of which were partially supported. We also reviewed the National Security 
Agency compliance with the Office of the Secretary of Defense and National Security 
Agency internal control plans. The Nat ional Security Agency interna l contro l plan 
properly incorporaled and supplemented the Office of the Secretary of Defense internal 
control plan. However, the data collection processes generally did not comply with the 
National Security Agency and Office of the Secretary of Defense interna l control plans. 
Policies, procedures and management of the data collection were not fol lowed. 
Responses were not celtified as accurate and complete by responders and nondisclosure 
agreements were not signed and maintained. In addition, several BRAC 2005 documents 
used to SUppOit responses were not marked with the appropriate warnings in both the 
header and footer, and data collection requirements were not followed. The lack of 
adequate sUPpolting documentation for the capacity analysis. Military value, scenario 
specific data ca ll s and identified noncompliances with the internal contro l plans could 
impact the re li ab ility and integrity of data that the National Security Agency provided for 
the BRAe 2005 analysis. 

Management Comments. Although no comments were required, the National Security 
Agency generally agreed with the overall report. However, regarding the problems 
identified, Nat ional Security Agency stated that th is was the first time that intelligence 
functions were included in BRAe and there was a steep learning curve. Specifically. 
they agreed that BRAe documents were not properly marked and that some question 
were not fu lly suppOited. However, the Nat iona l Security Agency disagreed with the 
tone of the repOlt, and felt that that no additional support ing documentation cou ld have 
bcen provided. In add ition, Nat ional Security Agency felt that all nondisclosure 
agreements and cCI1ifications were signed by individuals involved in the BRAe process. 
See the Finding section of the repOit for a di scussion of management comments and the 
Management Comments section for the complete text of the comments. 

Audit Response, We agree with the National Security Agency that the BRAe 2005 
process was new to the Inte lligence Community. However, the Office of the Secretary of 
Defense and the Nationa l Security Agency internal control procedures were not being 
followed which resulted in pol icies, procedures and management of the data collection 
not being effectivc ly implemented and executed. 

We played a pro-active role with the National Security Agency prior to validating the 
data calls. We visited the Nat ional Security Agency prior to our validation of data to 
discuss, and give cxamples of adequate supporting documentation for each question. 
During our validation of the data calls, we recognized that some data was not available; 
however, we identified instances were additional supporting documcntation, detailed 
methodologies or amendments to data could have fully supported some National Security 
Agency responses. During numerous visits and discuss ions with management little or no 
additional documentation was provided. 

II 
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If as stated by National Security Agency. that all nondisclosure agreements and 
certification statements have been signed; we are pleased with the correct ive action 
taken. However, during oll r validation, we identified and National Security Agency 
stated that severa l individua ls who had knowledge of the BRAe process did not sign 
nondisclosure agreements. In addition , individuals with substantial involvement in the 
preparation and submissions of in formation did not provide celtification statements at 
their level as required in the Nationa l Security Agency internal control plan. The lack of 
adequate oversight, noncompliance with the internal contro l plan written by National 
Security Agency, and the lack of adequate supporting documentation are the basis for 
questioning the reliability and integrity or the data. 
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Background 

Base Realignment and Closure 2005. Public Law I 0 I-51 0, "Defense Base 
Closure and Realignment Act of 1990," as amended, establ ishes the procedures 
under which the Secretary of Defense may realign or close military insta ll at ions 
inside the United States and its territories. The law authorizes the establishment 
of an independent Commission to review the Secretary of Defense 
recommendations for realigning and closing military installations. The Secretary 
of Defense established and chartered the Infrastructure Executive Council and the 
Infrastructure Steering Group as the Base Realignment and Closure (BRAC) 2005 
deliberative bodies responsible for leadership. direction, and guidance. The 
Secretary of Defense must submit BRAC recommendations to the independent 
Commission by May 16,2005. 

Joint Cross-Service Groups. A primary objective of BRAC 2005, in addition to 
realigning base structure, is to examine and implement opportunities for greater 
joint activity . The Office of the Secretary of Defense (OSO) established seven 
Joint Cross-Service Groups (JCSG) - Education and Training, Headqual1ers and 
Support Activities, lndustrial,lntelligence, Medical, Supply and Storage, and 
Technical to address issues that are common business-oriented support functions, 
examine functions in the context of facilities, and develop realignment and 
closure recommendations based on force structure plans of the Armed Forces and 
on selection criteria. To analyze the issues, each JCSG developed data call 
questions to obtain information about the functions that they reviewed. 

BRAC Data Calls. The BRAC 2005 data collection process was mandated for 
the United States and its territories. The collection process was divided into the 
following data calls - capacity analysis, supplemental capacity, Military value, 
Cost of Base Realignment Actions (COBRA), Joint Process Action Team 
Criterion Number 7 and scenario specific. The supplemental capacity analysis, 
Military va lue, COBRA, and Joint Process Action Team Criterion Number 7 data 
calls are collectively known as the second data call. The Services, Defense 
agencies, and Defense-wide Organizations used either automated data collection 
tools or a manual process to co ll ect data call responses. Each data call had a 
specific purpose as follows. 

• The capac ity analysis data call gathered data on infrastructure, current 
workload, surge requirements, and maximum capacity. 

• The'supp lemental capacity data call clarified inconsistent data 
gathered during the initial capacity analysis data call. 

• The Military value data call gathered data on mission requirements, 
survivability, land and facilities, mobilization, and contingency. 
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• The COBRA data call gathered data to devclop costs, savings, and 
payback (formcrly known as return on investment) of proposed 
realignment and closure action. 

• 111c Joint Process Action Team Criterion Number 7 data call gathered 
data to assess the community's abil ity to support additional forces, 
missions, and personnel associatcd with individual scenarios.1 

• The scenario spec ifi c data ca ll qucstions gathered data relatcd to 
specific scenario conditions for realignment or closure. 

BRAC Intelligence Agencies' nata Calls. The Intelligence agencies' collection 
process was divided into the fo llowing data calls - capacity analysis, Military 
value, and scenario specific. TIle scenario specific data ca ll included COBRA 
data. 111e Joint Process Action Team collected the data for Criterion Number 7, 
which the Intelligence JCSG used to develop its scenario specific data calls. The 
National Geospatial-Intelligence Agency was the on ly intelligence agency 
required to collect its own data for Criterion Number 7. The Intelligence agencies 
used a manual process to collect data call responses. 

DoD Office of Inspector General Responsibility. The Under Secretary of 
Defense for Acquisition, Technology, and Logistics ' memorandum, 
"Transfonnation Through Base Realignment and Closure (BRAC 2005) Policy 
Memorandum One-Policy, Responsibilities, and Procedures," Apri l 16,2003, 
requircd the DoD Office of Inspector General (000 OIG) to provide advice and 
review the accuracy of BRAC data and the ccrtification process. This report 
summarizes issues related to the National Sccu rity Agency (NSA) BRAC 2005 
process. 

Internal Control Plans. Before the BRAC data call s were released to the 
Service and Defense age ncies, OSD required thc Services and the DeFense 
agenc ies to prepare internal control plans (ICPs) tbat incorporated and 
supplemented the OSD ICP. The OSD ICP was issued in the "Transfo nnation 
Through Base Real ignment and Closure (BRAC 2005) Policy Memorandum 
One--Policy, Responsibilities, and Procedures." The NSA prepared "National 
Security Agency 2005 Base Realignment and Closure (BRAC) Internal Control 
Plan (lCP)" on February 4, 2004, to comply with the OSD requirement. 

NSA. The NSA, located in Fort Meade, Maryland, is America's cryptologic 
organization, it coord inates, directs, and performs highly specialized activities to 
protect the United States information systems and produce foreign intelligcnce 

, A scenario is a description of one or more potential closure or realignment actions identified for formal 
Imalysis by either a JCSG or a Military Department. 
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information. The NSA was required to submit data for the capacity analysis, 
Mi litary va lue, and scenario specific data calls . . 

Objectives 

The overall objective of the audit was to evaluate the valid ity, integrity, and 
supporting documentation of data that the NSA collected and submitted for the 
BRAC 2005 process. [n addition, we evaluated whether the NSA complied with 
the OSD and NSA [CPs. This report is one in a series on data integrity and 
internal control processes for BRAC 2005. See Appendix A for a discuss ion of 
the scope and methodology and prior coverage related to the audit objectjv~s. 
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National Security Agency Base 
Realignment and Closure 2005 Data CaU 
Submissions and Internal 
Control Processes 
The responses provided by NSA for the BRAe 2005 data ca lls were 
genera lly not fully supported. The NSA collected and submitted 
responses to 17 questions during the capacity analysis data call, 7 of 
which were partially sUPP0l1ed and 2 unsupported . The NSA co llected 
and submitted responses to J I questions during the Military value data 
call, 8 of which were pattially su pP0l1cd. T his occurred because the NSA 
provided inconsistent and inadequate supporting documentation. 

The data collecti on processes for the capac ity analysis, Military value, and 
scenario specific data ca ll s generally did not comply with applicable (CPs 
as follows. 

• Policies, procedures and management of the data co llection 
were not fo llowed. 

• Indiv iduals with substantial in volvement in the preparation and 
submiss ions of information did not prov ided certification 
statements. 

• Nondisclosure agreements were not signed and ma intained. 

• BRAC documents were not marked properly . 

• Data co llection requirements were not foll owed. 

The lack of adequate supporting documentation for the capacity analysis, 
Military value, scenario specific data calls, and identified noncompliances 
with the lCPs could impact the re li ability and integrity o f data that NSA 
provided for the BRAC 2005 analysis. 

NSA BRAC 2005 Data Call Submissions 

The BRAe 2005 data call responses provided by the NSA [or the capacity 
analysis, Military value, and scenario specific data ca lls were genera lly not fu lly 
supported. The NSA headquarters forwarded all data call questions and co llec ted 
the supporting documentation for each of its s ites. We eva luated the validity and 
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integrity of the supporting documentation at the NSA headquarters. Specifica lly, 
for the capacity analysis, Mil itary value, and scenario specific data ca ll s, we 
compared responses to supporting documentation. As we identified problems 
with data submjssions, we worked with management to correct the data. 

Capacity Analysis Data Call. The NSA co llected and responded to 17 questions 
for the capacity analysis data cali, 7 of which were partially supported and 
2 unsupported. The NSA identifi ed 16 of 17 questions that appl ied to its office. 
We concluded that questions I, 2, 4, 6, 9, 10, and 11 were supported, questions 7, 
8, 12, 13, 14, 15, and 17 palt ia lly supp0I1ed, and questions 3 and 5 were 
unsupported (see Appendi x B fo r details on those questions) . In addition, we 
reviewed the one question that NSA determined was "Not Applicab le" and agreed 
with the NSA conclus ion. Based on our review and discuss ions with NSA 
management, we recorruTIended that NSA prov ided additional supporting 
documentation and methodology to correct the issues. However, NSA 
management stated that no additional supporting documentation would be 
prov ided. 

Militar y Va lue Data Call. The NSA collected and responded to I I questions for 
the Military va lue data calls, 8 of which were partially supported. The Mil itary 
value data call consisted of 11 questions with multi ple parts; if one segment of the 
question was not supported, the overall question would be partia lly SUppOited. 
We rel ied on the agency responses when they answered "no," "zero," and 
" unknown" to applicable quest ions because all BRAe data were cert ified as 
accurate and complete to the best o f the celtifiers knowledge and belief. We 
concluded that questions 23, 25, and 28 were supported and questions 18 thro ugh 
22, 24,26, and 27 were part ially supported (see Appendix B fo r detai ls on those 
questions). Based on our review and discussions with NSA management, we 
recommended that NSA prov ided additional supporting documentation and 
methodology to correct the issues. However, NSA management stated that no 
additional supporting documentation would be provided. 

Scena rio Specific Data Call. The NSA scenario data call prov ided inadequate 
supporting documentation to va lidate the responses. We reviewed onc scenario 
speci fic data caU at NSA; each scenario contained 9 screens (Tables of data). We 
eva luated the responses and supporting documentation at NSA and identified 2 of 
the 9 screens that lacked reasonable supporting documentation and methodology 
that would allow us to reconsttuct the cost and contractor responses. Based on 
our rev iew and discussions with NSA management, we recommended that NSA 
provided additional supporting documentation and methodology to correct the 
issues. However, NSA management stated that no add itional supporting 
doc umentation would be provided. 
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Internal Control Processes 

The NSA generally did not comply with the NSA ICP during the capacity 
ana lysis, Military value, and scenario specific data call s. We evaluated whether 
the NSA fCP properly incorporated and supplcmented the OSD ICP and 
determined that it properly incorporated and supplemented the OSD ICP. We 
evaluatcd the NSA compliance with the NSA ICP for all BRAe data call s. 
Specifica lly, wc eva luated whether sites completed nondisclosure agreements and 
properly collected, marked, safeguarded, certified and maintained BRAC data. 

Completeness of ICP. The NSA BRAC 2005 fCP provides a unifonn set of 
contro ls designed to provide accountabil ity information and ana lys is used in the 
BRAC 2005 process. The NSA ICP establishes organ izational respons ibilities 
that ensure the accuracy and completeness of data collection, ana lyses, and 
control mechanisms to safeguard the BRAC information. Specifically, the NSA 
ICP provides gu idance on the responsibilities ofNSA organizations, and direction 
on documentation requirements to address responses. 

Compliance with [CPs. The NSA dal'a collection and certification processes fo r 
the capac ity analys is, Military value, and scenario specific data calls genera lly did 
not comply with the NSA and OSD ICPs policies, procedures, and management 
of data collect ion. The NSA ICP identified key ro les and responsibilities to be 
carried out by the Alternate BRAC Representative, which included exercising 
oversight and authority for implementation and adherence to the NSA ICP. The 
NSA did not designate the Alternate BRAC Representative; as a result, the NSA 
ICP was not effectively implemented and executed during the capacity analysis, 
Military value, and scenario specific data call s. Also. ind ividuals with substantial 
involvement in the preparation and submissions of information did not provide 
certification sta tements. 

During the capacity analys is and scenario speci fic data calls some nondisclosure 
agreements were not signed and maintained with the master file. BRAC 
documents used to support answers wc re not properly marked in the header or 
footer with the "Del iberative Document - For Discussion Purposes Only - Do 
Not Re lease Under FOIA." In addition, requirements listed in the NSA (CP. 
"NSA Data Co llect ion Plan," which included listing the sources of data, methods 
of collection, and titles of individuals who co llected the data were not included 
with the responses. 

Conclusion 

The responses provided by NSA for the BRAe 2005 data calls were genera lly not 
fully supp0l1ed. The NSA collected and submitted responses to 17 questions 
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during the capacity ana lysis data ca ll , 7 of which were part ially sUPIX>rted and 
2 unsupported, The NSA coll ected and submitted responses to 11 questions 
during the Military value data call , 8 of which were partially supported. The data 
collection processes for the capacity analysis, Military value, and scenario 
specific data calls generally did not comply with applicable ICPs. During the 
capac ity analysis, Military value, and scenario specific data calls we identified 
noncompliances with the OSD and NSA ICPs. 

We discussed ollr findings with NSA management after each data ca ll. NSA 
management concurred with the findings, but stated that no additional supporting 
documentation would be provided. 

We believe that the lack of adequate supporting documentation fol' the data calls 
and identified noncompliances with ICPs could impact the reliability and integrity 
of data that NSA provided for the BRAC 2005 analysis. 

Management Comments and Audit Response 

NSA Comments, The Director, NSA generally agreed with the overa ll report. 
However, regarding the problems identified, NSA stated that this was the first 
time that intelligence functions were included in BRAC and there was a steep 
learning curve. Specifically, NSA agreed that BRAC documents were not 
properly marked and that some question were not fu lly supported. However, the 
NSA disagreed with the tone of thc report, and fe lt that that no additional 
supporting documentation could have been provided. In addition, NSA stated 
that all nondisclosure agreements and certifications statements were signed by all 
individuals involved in the BRAe process. 

Audit Response. We agree with the NSA that the BRAC 2005 process was new 
to the Inte lligence Community. However, the OSD and the NSA internal control 
procedures were not being followed which resulted in po licies, procedures and 
management of the data collection not being effectively implemented and 
executed. 

The DoD OIG played a prowactive role with the NSA prior to validating the data 
calls. We visited the NSA prior to our va lidation of data to discuss, and give 
examples of adequate supporting documentation for each question . During our 
validation of the data calls, we recognized that some data was not available; 
however, we identified instances were add itional supporting documentation, 
detailed methodologies or amendments to data could have fully supported some 
NSA responses. During numerous visits and discuss ions with management little 
or no additiona l documentation was provided. 
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If as stated by NSA, that all nondisclosure agreements and certification statements 
have becn signed; we are pleased with the corrective action taken. However, 
during OllT validation. we identified and NSA stated that several individuals who 
had knowledge of the BRAe process did not s ign nondisclosure agreements. In 
addition, individuals with substantial involvement in the preparation and 
su bmiss ions of information did not provide certification statements at their level 
as required in the NSA Ie? The lack of adequate oversight, noncompliance with 
the internal control plan written by NSA, and the lack of adequate supporting 
documentation are the basis fOl' questioning the reliability and integrity of the 
data, 
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Appendix A. Scope and Methodology 

We evaluated the va lidity and integrity of all data call respo nses and the 
associated supporting documentation ofNSA BRAe 2005 data. Specifically, we 
performed the following audit steps during the capacity analysis, Military value, 
and scenario speci fic data calls. 

• Interviewed the personnel responsible for preparing and certify ing the 
responses to the data ca ll s. 

• Reviewed all data ca ll responses and associated supporting 
documentation. 

• Compared the adequacy of responses to the supporting documentation. 

• Reviewed «Not Applicable" question responses to determine whether 
they were reasonable. 

• Reviewed the NSA ICP to detennine whether the NSA incorporated 
and supplemented the OSD ICP and established and implemented 
procedures and processes to disseminate, coil ect, safeguard, and 
maintain supporting documcntation. In addition, we reviewed whether 
the NSA designated the appropriate personnel to certify that data and 
information coil ected were accurate and complete to the best of the 
certifier's knowledge and belief. 

• Relied on Military value responses when they answered "no," "zero," 
o r "unknown" to appl icable questions because all BRAC data were 
certified by the Director, NSA as accurate and complete. 

• Reviewed NSA 's responses to the combined scenario HSA-0099. 

• Worked with management to correct identified problems to data call 
responses. 

We could not validate that the NSA was consistent in reporting all sites during the 
capacity analys is data ca ll . Also, because of time constraints, we validated only 
the NSA COBRA and scenario data calls for potential candidate 
recommendations that were approved by the Infrastructure Steering Group. 

Capacity Analysis Data Call. The NSA headquarters received the capacity 
analysis data call questions 1 through 17 from the Intelligence JCSG. NSA 
headquarters then forwarded all questions to each of its sites and co llected 
supporting documentation and responses at NSA headquarters. Al l supporting 
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documentation was maintained at headqual1ers for vaJidation. We reviewed all 
data call questions and responses at NSA headquarters for accuracy , appropriate 
markings, and adequacy. We issued one capacity analys is site memorandum to 
summarize the site visit resu lts . Specifically, we rev iewed the following 
responses and supporting documentation. 

Capacity Analysis Data Call Questions Reviewed 

Ouest ion Number 
NSA Site Answered Not Appl icable 

NSA headquarters 1-1 5 and 17 16 

Military Value Data Call, The NSA headq uarters received Mil itary value data 
caB questions 18 through 28 rrom the Intelligence JCSGs. Most Mil itary value 
questions had multiple parts. The NSA then rorwarded a ll questions to each of its 
sites and co llected supporting documentation and responses at NSA headquarters. 
All supporting documentation was maintained at headquarters for va lidation. We 
reviewed the data ca ll questions and responses at NSA headquarters for accuracy, 
appropriate markings, and adequacy for each site. We issued one Military va lue 
site memorandum to summarize the site visit results. 

Scenar io Specific Data Call . NSA headquarters received scenario and COBRA 
data call questions from the Intell igence JCSGs. Specifica lly, we reviewed one 
scenario specific data call for NSA. We reviewed the data call responses at NSA 
headquarters for reasonableness and supporting documentation. Specifica lly. we 
rev iewed NSA responses to the combined scenario HSA-0099. 

We performed this audit from February 2004, through Apri l 2005, in accordance 
with generally accepted government auditing standards. 

Reliability of Computer-Processed Data. We did not test the accuracy of the 
computer-processed data used to support an answer to a data call question. 
Potential inaccuracies in the data could affect the results. However, all BRAC 
data were certified as accurate and complete to the best orthe certi fier's 
knowledge and belief. 

Government Accountability Office High-Risk Areas. The Government 
Accountability Office has identified several high-risk areas in DoD. Th is repOlt 
provides coverage of the DoD Support Infrastructure Ma nagement and Federal 
Real Property high-risk areas. 
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Management Control Program Review 

We did not review the NSA management control program because its provisions 
did not apply to the one-time data collection process; however, we evaluated the 
NSA internal controls for preparing, submitting, documenting, and safeguarding 
information associated with the BRAC 2005 data calls, as directed by the OSD 
and NSA rcps, to determine whether the NSA complied with the ICPs. 
Specifically, we eva luated the procedures that NSA used to develop, submit, and 
document its data call responses, Internal controls were generally inadequate as 
they applied to the audit objective (see the Finding section for additional detai ls). 

Prior Coverage 

During the last 5 years, the 000 010 issued 2 site memorandums discussing the 
NSA BRAe 2005 data call submissions and internal control processes, 

Site Memorandums 

00010 Memorandum, "Audit on the Military Value Data Call Submission from 
all National Security Agency Sites to the National Security Agency Headquarters 
for Base Realignment and Closure 2005," March 3, 2005 

000 IG Memorandum, "Audit on the Capacity Analysis Data Call Submission 
from Nationa l Security Agency Headquarters for Base Realignment and 
Closure 2005," September 21,2004 
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Appendix B. BRAC 2005 Data Call Questions Not 
Fully Supported 

Capacity Analysis Data Call. For the capacity ana lysis data ca ll, NSA provided 
data that were generall y not fully supP0l1ed. We identified responses during the 
capacity analysis data call that did not provide adequate supporting 
documentation or completely answer the BRAe question. 

• The response to question number 3 was unsupported. The questions 
required the NSA to provide personnel by subfunction and attri bute. 
The NSA did not provide adequate methodologies to track 
documentation to the responses. The NSA did not provide 
documentation to validate contracting personnel. In add ition, the 
responses NSA provided did not agree with the documentation 
provided. 

• The response to question number 5 was unsupported. The question 
required the NSA to provide authorized personne l at the Pentagon by 
subfunction and attribute. The NSA provided a summary sheet, 
without supporting documentation to support the answers prov ided. In 
add ition, the responses NSA provided did not agree with the 
documentation prov ided. 

• The response to question 7 was partially suppol1ed. The question 
required work years for management activities by building. The NSA 
provided the responses in total by locat ion. 

• The response to question 8 was partially supported. The question 
required accounting and finance transactions by bu ilding. The NSA 
prov ided the responses in total by locat ion. 

• The response to question 12 was partially supported. The question 
requi red the number of personnel serviced by Headquarters Human 
Resources by bui lding. The NSA provided the responses in tolal by 
location. 

• The response to question 13 was partially supported. The question 
required the NSA to provided new hire processing information. The 
NSA did not provide complete supporting documentation to supp0l1 
responses to applicants hired and resumes received. 
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• The response to question 14 was partially supported. The question 
required the NSA to provided training and education information. The 
NSA did not provide supporting documentation for sevcrallocatiolls. 

• The response to question 15 was partially supported. The question 
required the NSA to provide student training counts and completions. 
The NSA did not provide supporting documentation to support 
e-learning population. 

• The response to question 17 was partially supported. The question 
required the NSA to list projected student population totals fo r 
FY 2004 through FY 2009 by building. The NSA did not respond to 
the BRAe question by location. 

Military Value Data Call. For the Military value data call, NSA provided data 
that were genera lly not fully supported. We identified responses during the 
Military Value data call that did not provide adeq uate supporting documentation 
or completely answer the BRAe question. 

• The response to question18 was partially supported. The question 
required the NSA to document the facility capabi lities. The NSA did 
not provide adequate supporting documentation to support parking 
space counts. The NSA did not provide complete documentation to 
support generator power usage. 

• The response to question 19 was partially supported. The question 
required the NSA to list the faci lity condition. The NSA did not 
provide documentation to support several NSA buildings. 

• The response to question 20 was partially supported. The question 
required the NSA to provide responses to survivab ility and force 
protection responses. Several NSA locations did not provide 
supporting documentation to support responses. In addition, the NSA 
did not provide adequate methodologies to track documentation to the 
responses. 

• The response to question 21 was partially supported. The question 
required the NSA to identify the type of specialized equipment at each 
building. The NSA provided supporting documentation based on 
physical observation only and not verifiable data. Also, the NSA did 
not provide supporting documentation for several locations. 

• The response to question 22 was partially supported. The question 
required the NSA to report sensitive compartmented intelligence 
facility space. The NSA did not provide adequate and reasonable 
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documentation to support responses. The NSA prov ided accreditation 
letters generated during our review. 

• The response to question 24 was partially supported . The question 
requil'ed the NSA to identi fy the type of continuity of operations 
planning al each building. No supporting documentation was provided 
to support NSA site responses. 

• The response to question 26 was partia ll y supported. The question 
required the NSA to the provide personnel intellec tual ex.pertise. The 
NSA did not provide documcntatiollto SlIpport Military and contractor 
data. 

• The response to question 27 was partially slipP0l1ed. The question 
required the geograph ic and profess iona l relationship to NSA. The 
NSA provided inconsistent and duplicate responses for colleges, 
universities and commerc ial firms located near the NSA sites. 
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Appendix C. Report Distribution 

Office of the Secretary of Defense 

Director, Base Realignment and Closures (I nstallations and Environment) 

Other Defense Organizations 

Director, National Security Agency 

Non-Defense Federal Organization 

Govemment Accountability Office' 

'Only Government Accountabi li ty Office personnel involved in the BRAe process are to receive the 
report. 
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~ 

12 May 2D05 

MEMORANDUM FOR OEPllTY ASSISTANT INSPECTOR GENERAL FOR 
INTELLIGENCB EVALUATIONS 

SUBJECT: (U) CLOSB HOLD DoD 10 Report on NSA D,la CIlII Submlulons and 
Internal Control Proceues Cor BRAe 2006 - Commenu to to 

IU) Four problem ant .. in th, BRAe 2005 Cap.cit.y Analyail D .... C.nere 
identified by the a"bjtct draft to report: improper document markin,s, unBignedl 
un-majntain6Cl Non·DiacIOlUle ""Iementl (NOAa), mlu.ina responder 
certiOeationl, and unlupported dlt •. We 8(tW with the .udil.Ors that .ome 
hudcopy .,.. •• are ineorreetl, marked or art not muktd. Or ... t ell'ort. wu 
npencied to ensure 1~ compliance in thlt art. and the volume of Piper plua the 
Ju' minute QuIT)' of replacelMnt P .... contributed to the I, .. than l00"A0 
conformance. Non. onh, dcda pare. we,.. unmarked, but. few certification .heela 
or NDAa ellll b, fOl.lnd without the proper or complet.e BRAC dbc.lalmer, The initial 
NDA and Cart.ifieaLioo Forma w, received (rom DoD ware not. properly m...,ked and 
proliferated in the IYat.eIn. We did not track down eVlllryone who had aillled an 
,.,ly venion to have them ",aien I newer (orm, Nor did we achieve 1()C}ll, But'Clllal 
by .tampin, the oricin~1 (orml, 

(u) W. blve .iened c.rtification, (rom "Iponciera (or 'feb oiLhe 16 Capacity 
An.lysil Data Can quntiona NSA anlwered. Individuals who participated in 
vettina: Lb, Data Call information .imed the OIrtillcltlons ronu Perhapi thete 
cert.incaLion atawmentll wIre prOVided .ubMqI.l.nL to the auditor',lalt. review day 
and tbat i, why tha report statll, tha,. ant milrin, certJficaLion. fot 80m. questions. 

(U) W. did al thoroulb a job u pOlaibl1 to ttc\I.tt an the NDN that NSA. 
emplOYHaI_nice members limed. Whan the 000 orilioaUy initiated the BRAe 
2005 Intellilence Capedty Analysis Dat. C.1I, NOAa (or NSA employee. WOnt 

.Ianed and retained by the Ooo...deaignat.ed Group Leacia (or SUUI"CH I: Methods. 
CW. and Headquu1en Manll,ement. To our knowledco ttloee NDAt are slill in 
their pouHlion. NSA h .. NOAa (or .n the NSAlCSS individual. whom wo bcli.v@ 
participated in the Capacity Anal,.ll Data Call. PIl"IOnl WhOOl WI queried about 
data or the e:rillence o(dlta, but WII,.. not informed why or (or what. purpose the 
d.ta was needed were not •• ked \II lim NOM. W •• re unaware oreny individual. 
who actively participat.ecl In thill pha .. o(BRAC who did not .Im at lea ... one NO". 
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(u) The fin.l problem are. i. the most problem.tie to .ddre .. - Data 
Supportebilh.y. Ofth. 17 C,plCi~ Analylil Dat, Call qu"Uonl, NSA found that 
16 were applitllble. or thOI8 16 the auditor. found 7 (u.lly I UpPOrt.ed, 7 par'ially 
,upported. and 2 ",,.,uppo,.I.d. In addiUon. the auditors fouod that the hardcopy 
data did not alway. IIcree with the data cnt.red by Oracle into the DoD Intell 
d.tab .... 

(U) A bit ofback(l'Ound i. nec .... ry to und .... Und the difficulty both. NSA 
and the .uditora enOOW'l\ared Lryin, to determine lilte support.bilil)'. In the Fall of 
2003 DoD reqUIRed that Deren .. Int.elliauee .,encil' participate in wotkin, 
rroupi to ereatAI queatioo, and attribute. for the Intelliience J)Ot1.ion of BRAe 2005, 
nu, WII \he tint time thet InteUicencI function. wen included in BRAe and there 
""at • ltec!p leamin,. curve. In addition, the relt oelhe DoD had been WOtkin, on 
th.lr BRAe d ... c.1I for .orne 9 montha befor. It ""at determintd that lnt.ell"ence 
would p.rticipat.e, _ there wa. much to do in a compreMed tima frame. 'Ib, 
Int.elliaenee Workin. Groups (Soureu • Mathods, C2A.2, and Headquarters 
Man,,,m~nt) I,bored for two month. craftiol que.tionaanclaUribute. fot the 
CapaclQo Data Ca.LI. At the eod orCY2003 DoD determined thet the dell can would 
uee traditional BRAe qua.Uoni ",aullina in the I'i' Cap,adty Analyail Datil C.II 
QUlltione. Th.t w .. fine ncept that it w .. aim datarmined that the .ttributea 
IdenUOed by lh, IfOUPI (that on'y weN ,.elevant to their oririn.1 queationd would 
alao 'ot uNCI. The locic r,n eput quiek.ly and it wu truly an applu and oran.,. 
,.erd .. In roany CII .... Here ill one e.ample. Capacity An,lyaia Data Call 
Questjoo '3, which wal audited as Munlupported-, faquired NSA to provide 
penonnel poeilion data by aubrunct.ion ('.1. Soureu" M,thode) and penon no) 
poeition data by attribute (e.a . lAvyinllnt.e1 ColleetJoo Requinnaenb -
Requir9m,ntl V.Udation and Prioritiution Lon, term, Lovyinllntel Collection 
Raquirlmentl- a.quiraments ValidaLion and Prioritization Short Tann). Thia 
lIleant th.l NSA needad to be abl. to look at ita tabl, of cU.u;bution and jd~ti{y 
how many positionl levy Intellicence mllec:tion requirtmenta Ihon "rm and how 
man), poaitionlll'Vy lnteJJiIt.Gte collection requirtmenta 10"1 It"". The apple. and 
oran .. a navOl' Mould have become clear by now. 10 this e .. mple, NSA doem't 
dHTettoUete it.e position. bued upon ""beth.,. the poIition i. dealine with a lonl Of 
ahort term. collection requiremenL The data call wu r,.aulht with the .. problema. 
In order to provida the information NSA roUod th. aUriblolw up to the Sub· 
Function level and attempted to report the position data that w.y. It was not I 
perf.ct solution u lb. auditon have DOted. Tbataaid the .uditoN hIve ...... d th't 
81.t.i~ of all qu .. tion, were IUPpotWd CGmplet.ely or partially by data. In thOle 
cuell where we tould not put a round pee into a tQuare apertuN. wa deICribed Lbe 
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methodo)OIiet and deduction. uNCI to obt.in the rllwlt. NSA i. confident that.1I 
data i. accounted ror and could be used to IUpport the oyararthlne objectivo. oflhi. 
Capacity nata Call. 

(U) The auditors are eonec:t that ditcrtlpllDCiel "xJat bttween the data call 
documented. in hardtopy and tho Oracle O.teb ..... The ,ealOn fot this i8 the Oracle 
Conuact.on were ulin, software with which tba), WI" unr.miliar. The lof\wa,.. 
WIU not .dequ.~ly documented and the contractor. learned how it worked by trial 
and IrTOr. A. th.~ attempted to load our data they would emount.er problem ..... ith 
format, naminl conventions or tpecial charader limitaLiona. Th. contractor. then 
adviltd NSA when and how we had to chtu\le the uta to make it 1000d i.nto the 
d.t.b .... The chan", in the main did nat chan ... the data. In each eaM NSA 
providCMl an e"ata .beet with .. ell new Compact Oil( iodieaUna how the lIOftcopy 
data differed from the h.rdcopy. P.rh.pt 'he .uditor. we ... not .ble \0 reyiew !.hat 
inform.tion. 

(u) Soyer,l times throullhout the dr.ft. IG report the followinl wordinl i8 
UMd: MBuod on our (the auditor.) review .nd dilCuqiona with NSA mUl'illment, 
we recommended th.t NSA provide .ddILlon.llupportinc documentation and 
methodoloey to correct the ilsun However, NSA m.nacement It.al.ed that no 
addltion.1 ,uppomnl doeumentation would be providod.- While tbeac worda are 
true, they do not pplain the bans for NSA not providinl .ddltlonal information. 
NSA did no' provid •• ddition.lsupportinl data bee.UIG wa h.d no way ta do so. N 
"ated .bm. in order ta IU1fWer My'ral of the quotlonl NSA had to aureealot dllt. 
iJ\.IUad oru.inl the attribute. that had ~om. artillcial conltrutta. While NSA 
documonted the 'liumptione and method. uMd to perrorm the calculatione, clearly 
'he auditara are correct that the,.. wa' not _plicit . upportinr data, The data 
,..,ulled from arithmetic calculation. and di.trihution auumption • . The report 
amvey. the imprenion lb.t NSA could have providod. additional.upportinl 
documentation but ju.t. chON not to. That i. far from the can. 
NSA worked diliienlly to providll ,upporti.oC data, bllt.1 explained above the data 
W8I unknowable. 

(U) Probl.m U'eU in the BRAe 2005 NSA. Military V.I ... II Dtta Call 
,ubmiuion an identified In lbe .... bjact draft 10 r~rt. The report identilie, 
leYer.J q ... utiona that were Dot fully ,upport.d. Althoulh the audita" and the NSA 
Military Value Team roviawed end diKu.Md the luditora' findinl' at Ihe end of the 
audit, \h. report doe. not clearly uplain the in.bUlty or NSA. to pnwide dditional 
.upportin, docum.nt.etion to partially ,upported nt ' ponte,. Thll auditor' reviewed ,h. 11 que.tion. to which NSA responded. 'Th ... 11 Milit.llry Value qUMtion. broke 
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down into 61 individuafdata re.ponsea. Three quution. wore fully lupport.ed t 

Jeavini 8 questions partially supported. 

(ll) As w .. the case in the Capadty An,lYlil data c.U. what tho raport d~1i 
not do i. oxpleJn the buis for NSA not providing additionallnfomlatlon for 
6Upporiinc doc:umente.tion. NSA did not provide additionalaupportinr data becau.I 
it WI' non-exiatant. Savara' quutjon. in the Military Valuo Oau. Call required 
supportlnl docvmentalion that I, not tracked or recot'ded in the format required to 
IInlM'at the que,tiona. While NSA provided •• much aupportinl documentatlnn Btl it 
could for each question •• well.s the methodoloKiu for ,II of the data, it w .. 
impouible to provide supporting documentation that wa. at:eaptabl. to the 
auditor • . For ... mple. the report lItIIIt.ea NSA did not provide lupportinr 
documentation for parkin(lpace count. (quHtion 181. But. the auditor. oould not. 
aC«!pla 'pecific, physiul count. oflha .pace. a •• upportin. documentation, makin, 
the rupon .. only partially R1Pport9d_ Qutltion 19 wa. partially .upporttd bee.UN 
I\Ot all buildin,. had been . urvey.d to provide the (adlitie. C1IndiUona. 

(0) The NSA BRAe team membtn lpent many lon, hOUR and went to pal. 
I.n,tha obtainine all w.ting data necealaZ) to anlWer the data tall. NSA aeree:a 
with lb, lIuditoT1l that each qu.lf.ion wu not an.wered and .upported lOO9Co. 
However. the report conveys the imprenion that NSA could have provided 
addlUonalaupportinr documentation butjuat (hOM not to. That I. rar tram the 
cue. NSAworked dilirentJy to provide lupportinr dati. but. .. explained above. 
the data was non-exiltent. 

(U) We apprl!oClaw the time tbeauditor'lpenl workinr with UI at NSA and 
th' patience &lDd information they pNWided to UI in an IIUempt to meet a II)(Yjf, 
.upportable aubmiaeion. Thank you for the opportunity to comment on thie dr.1\ 
teport. 
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