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Dear Mr. Greenewald, 
 

This responds to your Freedom of Information Act (FOIA) request for report DODIG-
2016-125, Evaluation of DoD Nuclear Enterprise Governance.  We received your request on 
September 28, 2016, and assigned it case number FOIA-2016-00798. 
 

The Intelligence and Special Program Assessments Component (now the Evaluations 
Component) conducted a search and located the report responsive to your request.  In 
coordination with the Office of the Secretary of Defense and Joint Staff, and the United States 
Strategic Command, we determined that this report (totaling 60 pages) is appropriate for release 
in part pursuant to the following FOIA (5 U.S.C. § 552) exemptions: 

 
• (b)(1), which pertains to information that is currently and properly classified pursuant to 

Executive Order 13526, sections: 
 

o 1.4(a), military plans, weapons systems, or operations; 
 

o 1.4(f), United States Government programs for safeguarding nuclear materials or 
facilities; 

 
o 1.4(g), vulnerabilities or capabilities of systems, installations, infrastructures, 

projects, plans, or protection services relating to the national security; 
 

o 1.7(e), compilations of items of information that are individually unclassified may 
be classified if the compiled information reveals an additional association or 
relationship that: (1) meets the standards for classification under this order; and 
(2) is not otherwise revealed in the individual items of information. 

 
• (b)(5), which protects communications that are part of the deliberative process.  The 

purpose for withholding such recommendations is to encourage the free and candid 
exchange of opinions and advice during the decision-making process. In applying the 
foreseeable harm standard we determined that disclosure of this information is likely to 
diminish the candor of agency deliberations in the future; and 
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• (b)(6), when the disclosure of such information would constitute a clearly unwarranted 
invasion of personal privacy 

 
If you consider this an adverse determination, you may submit an appeal.  Your appeal, if 

any, must be postmarked within 90 days of the date of this letter, clearly identify the 
determination that you would like to appeal, and reference to the FOIA case number above.  
Send your appeal to the Department of Defense, Office of Inspector General, ATTN: FOIA 
Appellate Authority, Suite 10B24, 4800 Mark Center Drive, Alexandria, VA 22350-1500, or via 
facsimile to 571-372-7498.  Please note that FOIA appeals can only examine adverse 
determinations concerning the FOIA process.  For more information on appellate matters and 
administrative appeal procedures, please refer to 32 C.F.R. Sec. 286.9(e) and 286.11(a).   
 

You may contact our FOIA Public Liaison at FOIAPublicLiaison@dodig.mil, or by 
calling 703-604-9785, for any further assistance with your request.  Additionally, you may 
contact the Office of Government Information Services (OGIS) at the National Archives and 
Records Administration to inquire about the FOIA mediation services they offer.  The contact 
information for OGIS is as follows: Office of Government Information Services, National 
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, MD 20740-
6001, email at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or 
facsimile at 202-741-5769.  However, OGIS does not have the authority to mediate requests 
made under the Privacy Act of 1974 (request to access one's own records).   
 

If you have any questions regarding this matter, please contact Thomas Lutte at 703-604-
9775 or via email at foiarequests@dodig.mil. 
 

Sincerely, 

         
      Mark Dorgan 
      Director 
        FOIA, Privacy and Civil Liberties Office 
 
Attachment(s): 
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(U) September 19, 2016 

(U) Objective 
(U) The objective of this evaluation was to 
determine whether responsibilities and 
authorities for nuclear weapons, nuclear 
weapon systems and DoD nuclear 
command and control systems are 
effectively aligned within the office of the 
Secretary of Defense, the joint Staff, and ad 
hoc/statutory committees. Specifically, we 
examined decision-making processes, 
interdepartmental coordination, and any 
gaps, seams, and overlaps between offices 
and committees. 

(U) Findings 
(U) We determined that responsibilities 
and authorities for nuclear weapons, 
nuclear weapon systems, and nuclear 
command and control systems are properly 
aligned. However, not all required 
oversight structures exist, and new 
governance structures are not codified. 

(U) A lack of adequate interdepartmental 
coordination mechanisms has led to gaps, 
seams, and overlaps in nuclear 
enterprise governance. 

(U) In addition, decision making processes, 
including risk-management and 
prioritization, are rarely documented. 

Visit us at www.dodig.mil . 

(U) Recommendations 
(U) Deputy Secretary of Defense: 

• (U) Codify the Nuclear Deterrent Enterprise Review Group in 
Department of Defense Directive 5105.79, "DoD Senior 
Governance Councils," 

• (U) Ensure the Department measures and reports the 
implementation tasks of the Nuclear Posture Review. 

(U) Under Secretary of Defense for Acquisition, Technology, and Logistics: 

• (U) Establish a two-tiered senior-level governance structure to 
address nuclear weapon security requirements or include the 
requirements in an existing, senior-level body. 

• (U) Include the oversight of delivery platform acquisition and 
sustainment in an existing, senior-level body. 

• (U) Collaborate with the Assistant Secretary of Defense for 
Special Operations and Low Intensity Conflict on policy, 
committees, and exercises involving response to nuclear 
weapons accidents and incidents. 

• (U) Document actions on recommendations from the 
Defense Science Board Permanent Task Force on Nuclear 
Weapon Surety. 

(U) Under Secretaries of Defense and the Chairman, joint Chiefs of Staff: 

• (U) Document actions and track nuclear enterprise deficiencies 
or recommendations identified in internal and external reports. 

(U) Under Secretary of Defense for Intelligence: 

• (U) Develop and oversee implementation of policy, programs, 
plans, and guidance for Defense Intelligence warfighting support 
for the U.S. nuclear mission to combatant commands. 

(U) Director, joint Staff: 

• (U) Issue doctrine for joint nuclear operations. 

DoD IG-2016-125 11 
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(U) Management Comments and 
Our Response 
(U) The Deputy Secretary of Defense's comments 
addressed all specifics of the recommendations to 

(U) Comments from the Director, Joint Staff, addressed all 
specifics of the recommendation to issue doctrine for joint 
nuclear operations. 

(U) The Under Secretary of Defense for Acquisition, 
Technology, and Logistics addressed all specifics of 
Recommendations A.2, B.2, and C.2, and no further 

(U) The Under Secretary of Defense for Intelligence 
addressed all specifics of Recommendation 8.1, and no 

(U) Please see the Recommendations Table on the 
next page. 

DoDIG-2016-12S Iii 
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(U) Recommendations Table 

M 
Recommendations No Additional 

anagement .. 
Requiring Comment Comments Required 

Deputy Secretary of Defense 

Under Secretary of Defense for Acquisition, 

Technology, and Logistics 

Chairman, Joint Chiefs of Staff 

Under Secretary of Defense for Intelligence 

Under Secretary of Defense for Policy 

Under Secretary of Defense for Personnel and 

Readiness 

Director, Joint Staff 

C.1 

C3 

C.3 

C3 

(U) Please provide Management Comments by October 19, 2016. 

SECRET//~IOFOR~I 

A.1, C.3 

A.2, B.2, C2 

B.1 

C.3 

C.3 

B.3 
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INSPECTOH GENEIVIL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXAND RIA, VJJ(G INIA 22350- ] 500 

MEMORANDUM FOR DISTRIBUTION 

SUBJECT: (U) Evaluation of 000 Nuclear Enterprise Governance 
(Report No. DoDIG 2016-125) 

September 19, 2016 

(U) We arc providing this final report for review and comment. The Deputy Secretary of Defense did not 

address all specifics of the recommendation to measure and report the implementation tasks of the Nuclear 
Posture Review. The Under Secretary of Defense for AcquiSition, Technology, and Logistics; the Under 

Secretary of Defense for Intelligence; and the Director, joint Staff, responding for the Chairman of the joint 

Chiefs of Staff, did not address the specifics ofthe recommendation to document actions and track nuclear 
enterprise deficiencies or recommendation s identified in internal and external reports. We cons idered all 
other comments from the Deputy Secretary of Defens e, the Under Secretary of Defense for Intelligence, th e 

Under Secretary of Defense for Acquisi t ion, Technology, and Logistics, and the Director, joint Staff wh en 

preparing the final report. 

(U) 000 Instruction 7650.03 requires that all recommendations be resolved promptly. Comments from th e 

Deputy Secretary of Defense addressed all specifics to Recommendations A.1 and C.3, however, we request 

additional comments on Recommendation C.1. Comments from the Under Secretary of Defense for 

Acquisition, Technology, and LogistiCS addressed the specifics of Recommendations A.2, B.2, and C.2, 

however, we request additional comments on Recommendation C.3. Th e Director, Joint Staff, addressed all 
specitics to Recommendations 8. 3. However, we request additional comments on Recommendation C.3. The 
Under Secretary of Defense for I ntelJigence addressed the specifics of Recommendation B.l. However, we 

request additional comments on Recommendation C.3. We request that all additiona l comments be provided 

by October 19, 2016. We conducted this evaluation in accordance with the Council of the Inspectors Ge neral 

on Integrity and Efficiency Quality Standards for Inspection and Evaluation. 

(U) We appreciate the courtesies extended to the staff. Please direct question s to me at 

DoD OIG (b)(6) 

Classified by: 61839 
Derived from : Multiple 

0'~p'.ty..J.u.:i.l!!t!lllr General for 
In telligence and Special 
Program Assessments 
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UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE 
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(U) Introduction 

(U) Objective 
(U) The objective of this evaluation was to determine whether responsibilities and 

authorities for nuclear weapons, nuclear weapon systems, and DoD nuclear command 

and control systems are effectively aligned within the office of the Secretary of Defense 

(SECDEF), the Joint Staff, and ad hoc/statutory committees. Specifically, we examined 

decision-making processes; interdepartmental coordination; and any gaps, seams, and 

overlaps between offices and committees. 

(U) Background 
(U) Nuclear enterprise roles and responsibilities span the Office of the Secretary of 

Defense (OSD) and the Joint Staff. However, most responsibilities to support the 

SECDEF in nuclear weapon employment reside with four senior DoD leaders: the Under 

Secretary of Defense for Policy (USD[P]); the Chairman of the Joint Chiefs of Staff (CJCS); 

the Under Secretary of Defense for Acquisition, Technology, and Logistics (USD[AT&L]); 

and the DoD Chieflnformation Officer (ClO). 

OSO/JS (b)(1) 1.4(f)(g) 

(U) DoD Directive 5111.1, "Under Secretary of Defense for Policy (USD[P])," 

December 8, 1999, directs the USD(P) to develop, coordinate, and oversee the 

implementation of DoD strategy and policy for deploying and employing strategic and 

theater nuclear offensive forces. The USD(P) also reviews and evaluates plans, 

programs, and system requirements for such forces and systems to ensure consistency 

with national and DoD strategy and policy. The USD(P) is supported by the Assistant 

Secretaries of Defense (ASD) for Strategy, Plans, and Capabilities; Special Operations 

and Low Intensity Conflict (SOLI C); Homeland Defense and Global Security; and 

International Security Affairs. The ASD for Strategy, Plans, and Capabilities is supported 

by the Deputy Assistant Secretary of Defense (DASD) for Nuclear and Missile Defense. 

DoDIG-J:016-l/.S 11 
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(U) The Guidance for Employment of the Force, August 2012, Annex B, "Policy Guidance 

for the Employment of Nuclear Weapons," directs the CjCS, in conjunction with the 

USD(P}, to review the nuclear plans of all Combatant Commanders. As the principal 

military advisor to the President and the Secretary of Defense, the CjCS provides 

detailed military guidance to the Combatant Commanders on preparing plans involving 

the potential employment of nuclear weapons. 

(U) Pursuant to DoD Directive 5134.01, "Under Secretary of Defense for Acquisition, 

Technology, and Logistics (USD[AT&L]}," April 1, 200S, the USD(AT&L) is the Principal 

Staff Assistant and advisor to the Secretary of Defense for all matters relating to nuclear, 

chemical, and biological defense programs. The USD(AT&L} Chairs the Nuclear 

Weapons Council and is supported by the ASD for Nuclear, Chemical, and Biological 

Defense Programs (NCB) and the DASD for Nuclear Matters (NM). 

(U) The ASD(NCB} is the principal advisor to the Secretary ofDefense, Deputy 

Secretary of Defense, and the USD(AT&L} on nuclear weapons. DoD Directive 5134.0S, 

"Assistant Secretary of Defense for Nuclear, Chemical, and Biological Defense 

Programs (ASD[NCB]}," February 14, 2013, directs the ASD(NCB) to integrate the 

management of all nuclear weapons; oversee and develop plans, policies, and 

procedures for nuclear weapons safety, security, survivability, transportation, and 

use control; and plan and implement the modernization and upgrading of the nuclear 

stockpile. Additionally, ASD(NCB} exercises policy and oversight responsibility for 

nuclear weapons and physical security for critical nuclear command and 

control facilities. 

(U) DoD Directive S-5210.Sl, "United States Nuclear Weapons Command and Control, 

Safety, and Security," August S, 2005, identifies the DoD CIO as the Principal Staff 

Assistant for the Secretary of Defense for coordinating the development of command, 

control, and communications policy and providing oversight of command, control, and 

communications programs that support the nuclear command and control 

system (NCCS). Additionally, the DoD CIO coordinates these nuclear command and 

control activities with other U.s. Government Departments and Agencies as appropriate. 

00DIG·'016125 12 
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Introduction 

OSO/JS (b)(1) 1 4(f)(g) 

OSO/JS (b)(1) 1 4(f)(g); USSTRATCOM (b)(1) 14(a) 

(U) Over the last decade, the lack of an overall DoD governance structure was 

extensively documented in various Federal Advisory Committee reports, DoD internal 

assessments, and United States Nuclear Command and Control System Support Staff 

Annual Reports to the President. 000 does not empower a single person or 

organization to ensure that nuclear capabilities are planned, resourced, modernized, 

and sustained as an integrated program of record in all DoD Services and organizations. 

Multiple committees, with overlapping memberships, exist to address issues in the 

nuclear enterprise. Most committees, however, are not full-time bodies and are unlikely 

to examine every programmatic decision detail. Many of these committees are merely 

advisory or coordination committees and cannot commit resources. Furthermore, one 

of these committees established by Presidential directives did not convene for 

several years. 

1 (U) CJCS Guide 34010, "CJCS Guide to the Chairman's Readiness System," identifies four readiness leve ls. Readiness 
Assessment-l is assessed when issues or shortfalls have negligible impact on readiness, Readiness Assessment-2 is 
assessed when issues or shortfalls have limited impact on readiness, and Readiness Assessment-4 is assessed when issues 
or shortfalls preclude accomplishment of assigned mission. 

DoDIG-2D1G-125 13 
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introduction 

(U) in the next 10 years, the Congressional Budget Offi ce estimates that the 

United States must make $296 billion of nuclear weapon-related decisions. We agree 

with the findings of previous Defense Science Board and Federal Advisory Committee 

reports' that without centralized, integrated management, decision-makers will be 

challenged to properly analyze modernization and sustainment issues. 

1 (U) Chiles, Henry et al; Defense Science Board; Report of the Defense Science Board Task Force on Nuclear Deterrence 
Skills; September 2008; Mies, Richard et al; Report of the Nuclear Command and Control System Comprehensive Review 
Federal Advisory Committee; December 2009. 

DoIJIGJ016l1514 

5EEFtE::r//PlOFOFtPl 



SECRET//~IOFORn 

rinding A 

(U) Finding A 

(U) Nuclear Enterprise Responsibilities and Authorities 
are Properly Aligned but Lack Required Oversight 
Governance Structures 
(U) The reorganization of the Office of the Under Secretary of Defense for Policy, along 

with the establishment of the Council on Oversight of National Leadership Command, 

Control, and Communications System, created a foundational governance structure for 

the DoD nuclear enterprise. However, no governance structure exists to address 

nuclear weapon delivery systems, and the Security Policy Verification Committee, 

currently chaired by a Lieutenant Colonel, is the ranking committee focusing on nuclear 

weapon security. The lack of these oversight bodies, coupled with the temporary status 

of the Nuclear Deterrence Enterprise Review Group, increases the risk that oversight of 

the DoD nuclear enterprise will eventually diminish. 

(U) The Reorganization of the Office of the Under 
Secretary of Defense for Pol icy 
(U) The Office of the Under Secretary of Defense for Policy was reorganized in 

January 2015. The National Defense Authorization Act of 2010, Section 906, as 

amended, directed DoD to eliminate all remaining non-Presidentially appointed, 

Senate-confirmed Deputy Under Secretaries of Defense. The 2011 National Defense 

Authorization Act, Section 901(i)(3), delayed the elimination until January 1, 2015. 

To comply with Section 901, gain efficiencies, and reflect changes to national defense 

priorities, former Secretary of Defense Chuck Hagel initiated a comprehensive 

reorganization of the Office of the Under Secretary of Defense for Policy. Senior leaders 

in OSD, the Joint Staff, and USSTRATCOM stated to us that they viewed this 

reorganization positively, and that it creates a foundational structure for nuclear 

enterprise governance. 

DoDIG-2D1H25 15 
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find ing /\ 

(U) This reorganization affected the ASD positions within the Office of the Under 

Secretary of Defense for Policy. Section 138 ofTitle 10, U.S.C., authorizes 14 ASDs. 

Title 10 defines the functions and titles of nine ASDs. The remaining five ASDs can be 

established atthe discretion of the Secretary of Defense. Before the january 2015 

reorganization, the Office of the Under Secretary of Defense for Policy had three of these 

discretionary ASDs.3 

(U) On january 9,2015, the Secretary of Defense eliminated the positions of Assistant 

Secretary of Defense for Global Strategic Affairs and the Deputy Under Secretary of 

Defense for Strategy, Plans, and Forces. In turn, the Secretary of Defense established the 

position of Assistant Secretary of Defense for Strategy, Plans, and Capabilities. The new 

ASD assumed the Deputy Under Secretary of Defense for Strategy, Plans, and Forces' 

legacy responsibilities and also the ASD Global Strategic Affairs' nuclear and missile 

defense policy missions. 

(U) Assessment of the Current Alignment and 
Potential Alternatives 
(U) To determine the effectiveness of the alignment of offices responsible for nuclear 

weapons, nuclear weapon systems, and DoD nuclear command and control systems, we 

examined the Department's analysis and determinations for the realignment of the 

organizational structure of OSD, and we interviewed senior leaders in OSD, the 

joint Staff, and in USSTRATCOM. We also analyzed the three most feasible alternative 

governance structures for the DoD nuclear weapon enterprise: realignment of OSD 

Nuclear Matters, the DoD Executive Agent Program, and the single advocate model. 

(U) Current alignment after OSD Organizational Review. The Secretary of Defense 

directed the OSD Organizational Review in August 2013 which aimed to achieve a more 

effective and efficient organizational structure for OSD. The purpose of the review was 

to identify opportunities to improve functional alignment, eliminate redundancies, 

improve span of control, strengthen management functions, and eliminate unnecessary 

legacy functions. The organizational review resulted in the realignment of nuclear and 

missile defense policy functions from ASD Global Strategic Affairs; security cooperation 

policy from ASD Special Operations and Low Intensity Conflict; and Strategy, Plans and 

Forces policy from the DUSD Strategy, Plans, and Forces to a new ASD for Strategy, 

Plans, and Capabilities. This created a new ASD focused on overarching DoD strategy 

1 (U) ASD for Asian and Pacific Security Affairs, ASD for International Security Affairs, and ASD for Global Strategic Affairs. 

DoDIG-2016-125 16 
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Finding A 

(U) and plans, coupled with nuclear and missile defense and security cooperation 

policy. Through interviews and an analysis of the roles and responsibilities of nuclear 

enterprise stakeholders in OSD, we conclude that this change improved functional 

alignment of the nuclear enterprise within OSD and in-turn, will help provide 

integrated governance. 

(U) Potential Alternative to Realign OSD Nuclear Matters. The Office of the 

Assistant Secretary of Defense for Nuclear, Chemical, and Biological Defense 

Programs/Nuclear Matters serves as the focal point for 000 activities and initiatives to 

sustain a safe, secure, and effective nuclear deterrent and to counter the threat from 

nuclear terrorism and nuclear proliferation. Nuclear Matters also advises the 

Secretary of Defense on arms control and treaty issues. Realigning Nuclear Matters 

under ASD Strategy, Plans, and Capabilities could eliminate some redundancies and 

potentially improve integrated governance. However, our analysis of the OSD structure, 

coupled with senior leader interviews, led us to conclude that the efficiencies of the 

current functional alignment outweighs any additional realignment of nuclear 

enterprise responsibilities. The current structure provides clear end-to-end alignment 

of strategies and execution from Nuclear Matters to the Under Secretary of Defense for 

Acquisition, Technology, and LogistiCS as the Principal Staff Assistant and advisor to the 

Secretary of Defense for all matters relating to nuclear defense programs and as the 

Chair of the Nuclear Weapons Council. 

(U) Potential Use ofthe DoD Executive Agent Program. The 000 Executive Agent 

program is outlined in 000 5101.1, "000 Executive Agent." An Executive Agent is 

defined as the Head of a 000 Component to whom the Secretary of Defense or the 

Deputy Secretary of Defense has assigned specific responsibilities, functions, and 

authorities to provide defined levels of support for operational missions, or 

administrative or other deSignated activities that involve two or more of the 000 

Components. It is 000 policy that the 000 Executive Agent designation shall be 

conferred when no existing means to accomplish 000 objectives exists, or 000 

resources need to be focused on a specific area or areas of responsibility in order to 

minimize duplication or redundancy. 

DoDIG-2016-125 17 
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Finding A 

(U) Based on a document analysis of current 000 Executive Agent portfolios and 

interviews with OSD senior leaders, we concluded that the DoD nuclear weapon 

enterprise is too large and complex to assign to a single DoD Executive Agent to manage. 

We found eleven DoD Executive Agent programs. Of the eleven, ten programs are 

limited in scope to a single material, technology, or center. Please refer to Appendix B 

for additional information. 

(U) Potential Use of a Single Advocate Model. The single advocate approach was 

recommended by the September 2014 report by the Internal Nuclear Enterprise Review 

Team, "Internal Assessment of the Department of Defense Nuclear Enterprise." The 

Review Team recommended that the Secretary of Defense should create a senior 

position for oversight of the Nuclear Enterprise for a period oftime-4 to 6 years to 

ensure implementation of the necessary improvements. The Review Team added that 

this position should have direct-reporting authority to the Secretary of Defense. It 

should be supported by a small staff, should be a member of the Senior Executive 

Service or a 2- or 3-Star military officer. 

(U) Similar to our concerns with using the 000 Executive Agent program as a 

000 nuclear enterprise governance structure, we believe the nuclear enterprise is 

too large and complex for a single manager. Additionally, we do not support any 

recommendation for DoD nuclear enterprise governance that is a temporary 

solution as it increases the risk that oversight of the 000 nuclear enterprise will 

eventually diminish. 

(U) The Establishment of the Council on Oversight of 
National Leadership Command, Control, and 
Communications System 
(U) The Council on Oversight of National Leadership Command, Control, and 

Communications System provides a senior leader forum for the nuclear enterprise 

governance structure. The Council oversees critical Nuclear Command, Control. and 

Communications; has an established system for risk management and adjudication of 

dissents; and can leverage support from other organizations. 

lJoDIG2015·125 Is 
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(U) Oversight Responsibilities 

(U) Section 1052 of the National Defense Authorization Act of 2014 directed DoD to 

establish the Council on Oversight of National Leadership Command, Control, and 

Communications System. The Council oversees performance assessments including 

interoperability, vulnerability identification and mitigation, architecture development, 

and resource prioritization. The Council provides a forum for senior leaders to manage 

three overlapping missions: Presidential and senior leader communications; Nuclear 

Command, Control, and Communications; and co ntinuity of operations and government 

co mmunications. In addition to the requirements specified in Section 1052, the Council 

has assumed the responsibilities of the Senior National Security Presidential 

Directive-28 Oversight Committee, established in DoD Directive S-5210.81, 

"United States Nuclear Weapons Command and Control, Safety, and Security," 

August 8, 2005. 

(U) Adjudication and Risk Management 

(U) Of the committees and components examined during this evaluation, the Council 

is the only body with an established risk management system that includes a 

mechanism for voting and adjudication of dissenting opinions. Actions are voted on and 

require consensus from the established seven members.- The Council co-chairs 

adjudicate dissenting votes and make the final determination. After adjudication, any 

remaining dissents are record ed in the Council's decision record. 

(U) Support 

(U) The Council leverages and is supported by the National Leadership Command 

Capabilities Executive Management Board and subordinate groups. The DoD CIO 

chartered this board in 2009. The governance structure includes functional 

subordinate groups such as the National Leadership Command Capabilities Senior 

Steering Group; the Nuclear Command, Control, and Communications Issues Working 

Group; and various tiger teams and Integrated Process Teams that track speci fi c issues. 

4 (Ul The Council is co-chaired by the Under Secretary of Defense for Acquisition, Technology, and Logistics and the Vice 
Chairman of the Joint Chiefs of Staff. Other members of the Council are the Under Secretary of Defense for Policy; the 
Commander, U. S. Strategic Command; the Commander, North American Aerospace Defense Command/U,S, Northern 
Command; the Director, National Security Agency; and the Department of Defense Chief Information Officer. 
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(U) The National Leadership Command Capabilities Executive Management Board 

ensures the Council is informed of issues that need principal-level decisions. The 

Council vets any 000 National Leadership Command, Control, and Communications 

issues scheduled to be discussed at a Secretary of Defense or Deputy Secretary of 

Defense-level meeting, and coordinates and prioritizes resourcing recommendations. s 

(U) No Senior-Level Governance Structures Exist to 

Address Nuclear Weapon Security Requirements or 

Delivery Systems Sustainment 
(U) The Council on Oversight of National Leadership Command, Control, and 

Communications System provides a senior leader forum for Nuclear Command, 

Control, and Communications, but the USD(AT&L) has not established the appropriate 

senior level governance structure needed to address nuclear weapon security 

requirements. 000 Directive S-5210.81, "United States Nuclear Command and Control, 

Safety, and Security," August 8, 2005, requires a two-tier management and oversight 

structure to address nuclear weapon security requirements, identify VUlnerabilities, and 

monitor actions to correct deficiencies. The directive requires the governance structure 

to consist of a four-star/flag level committee, supported by a two-star/flag 

level committee. 

(U) The Department established the Senior National Security Presidential Directive-28 

Oversight Committee to meet the directive's requirements. However, after reviewing 

two years of committee meeting minutes and interviewing subject matter experts, we 

concluded that the committee focused solely on nuclear command, control, and 

communications, and did not include security concerns as required. The Council on 

Oversight of National Leadership Command, Control, and Communications System has 

subsumed the on-going efforts of the Senior National Security Presidential Directive-28 

Oversight Committee, but nuclear weapon safety or security oversight requirements are 

not specified as Council responsibilities in Section 1052 of the National Defense 

Authorization Act of 2014. Therefore, the Security Policy Verification Committee, 

currently chaired by a Lieutenant Colonel, is the ranking chartered committee focusing 

on nuclear weapon security. 

5 (U) "Charter for the Council on Oversight of the National leadership Command, Control, and Communications System," 
March 2014. 
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(U) Presidential Policy Directive (PPD) -35, "United States Nuclear Weapons Command 

and Control, Safety, and Security," superseded National Security Presidential 

Directive-28 on December 8, 2015. PPD-35 directs the establishment of a Security and 

Incident Response Council to address nuclear weapon physical security issues and 

incident response capabilities, and to coordinate the activities of the Nuclear Weapon 

Accident and Incident Response Subcommittee and the Security Policy Verification 

Committee. If DoD establishes the Security and Incident Response Council, the current 

gap of a senior governance structure for nuclear security will be closed. 

ClSD/JS (b)(1) 1.4(a)(f)(g) 

OSD/JS (b)(1) 1.4(a)(f)(g); USSTRATCOM (b)(1) 1.4(a) 
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(U) The Nuclear Deterrence Enterprise Review Group 
is a Temporary Forum 
(U) In the wake of several events adversely impacting the DoD nuclear enterprise, 

former Secretary of Defense Hagel directed independent and internal reviews of the 

DoD nuclear enterprise. 6 In response to the findings of these reviews, former Secretary 

of Defense Hagel established the Nuclear Deterrent Enterprise Review Group in 

November 2014 to provide for senior leader accountability and bring together all 

elements of the nuclear force into a coherent enterprise. The review group consists of 

the leaders responsible for the training, funding, and implementation of the nuclear 

mission. The Nuclear Deterrence Enterprise Review Group reports to the Secretary of 

Defense quarterly, and the Deputy Secretary of Defense chairs all other meetings. The 

widely publicized deficiencies, mostly between 2007-2014, were the catalyst for the 

current high level of attention. The level of senior leader oversight of the DoD nuclear 

enterprise is at an all-time high since the Cold War. 

(U) The Nuclear Deterrence Enterprise Review Group has been the catalyst for 

DoD taking action to resolve the key problems and implement more than 

100 recommendations from the independent and internal reviews. 7 The Office of the 

Secretary of Defense Cost Assessment and Program Evaluation leads an effort to track 

and assess the implementation of these recommendations and will also conduct an 

analysis to determine if corrective actions are having the desired effect. In another 

example of progress, the Commander of U.S. Strategic Command now conducts 

quarterly nuclear force readiness reviews focused on critical resources required for the 

nuclear mission. However, there is no plan to formalize or sustain the Nuclear 

Deterrent Enterprise Review Group. 

(U) The Nuclear Deterrent Enterprise Review Group does not have terms of reference 

or a charter, and there is no plan or directive in place to ensure that senior leader 

accountability and integration will endure. Without a mechanism in place to ensure the 

Nuclear Deterrent Enterprise Review Group or similar senior-leader forum endures, the 

lack of permanency of the corrective actions identified in the internal and independent 

reviews may cause oversight of the DoD nuclear enterprise to diminish. 

6 (U) Report by the Internal Nuclear Enterprise Review Team on the Internal Assessment of the Department of Defense 
Nuclear Enterprise, published September 2014; Independent Review of the Department of Defense Nuclear Enterprise, 
published June 2014. 

7 (U) Ibid. 
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(U) Conclusion 
(U) Responsibilities and authorities for nuclear weapons, nuclear weapon systems, and 

nuclear command and control systems are properly aligned within OSD and the 

Joint Staff, and we did not identify any compelling need to recommend further 

reorganization. However, unless required governance structures are established and 

codified, and the Nuclear Deterrence Enterprise Review Group is sustained, progress 

gained from recent focus may diminish. 

(U) Recommendations, Management Comments, and 
Our Response 

(U) Recommendation A.I 

(U) We recommend that the Deputy Secretary of Defense codify the Nuclear 

Deterrent Enterp.rise Review Group in Department of Defense Directive 5105.79, 

"DoD Senior Governance Councils." 

(U) Deputy Secretary of Defense Comments 

(U) OSO/JS (b)(5) 

(U) Our Response 

(U) Comments from the Deputy Secretary of Defense addressed all specifics of the 

recommendation, and no further comments are required. 

(U) Recommendation A.2 

(U) We recommend that the Under Secretary of Defense for Acquisition, 

Technology, and Logistics: 

(U) a. Establish a two-tiered senior-level governance structure to 

address nuclear weapon security requirements or include the 

requirements in an existing, senior-level organizational body. 
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(U) Under Secretary of Defense for Acquisition, Technology, and 
Logistics Co mments 

(U) OSD/JS (b)(5) 

(U) Our Response 

rindillg A 

(U) Comments from the Under Secretary of Defense for Acquisition, Technology, and 

Logistics addressed all specifics of the recommendation, and no further comments 

are required. OSO/JS (b)(5) 

(U) 

(U) b. Include the oversight of delivery platform acquisition and 

sustainment in an existing, senior-level organizational body. 

OSD/JS (b)(5) 
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(U) Our Response 

(U) OSD/JS (b)(5) 

required. 
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(U) Finding B 

(U) The Lack of Adequate Interdepartmental 
Coordination led to Gaps, Seams, and Overlaps in 
Nuclear Enterprise Governance 

te3 OSO/JS (b)(1) 1.4(f)(g); USSTRATCOM (b)(1) 1.4(a) 

OSO/JS (b)(1) 1.4(f)(g); USSTRATCOM (b)(1) 1.4(a) 

OSO/JS (b)(1) 1 4(f)(g) , USSTRATCOM (b)(1) 1.4(a) 

l'inc!ing 8 
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Finding B 

f&) OSD/JS (b)(1) 1.4(f)(g) 

(U) Establish and oversee the implementation of policies and procedures for the 

conduct of the 000 Operational Security (OPSEC) Program including 

monitoring, evaluating, and periodically reviewing all 000 OPSEC activities. 

OSD/JS (b)(1) 1.4(f)(g) 

(U) Additionally, USD(I), in coordination with the USD(AT&L) and the USD(P), 

implements NCCS procedures and policy gUidance to: 

f!') OSD/JS (b)(1) 1.4(f)(g); USSTRATCOM (b)(1) 1.4(a) 
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OSD/JS (b)(1) 1.4(f)(g); USSTRATCOM (b)(1) 1.4(a) 

(U) OSD/JS (b)(1) 1.7(e) 

(!5;';'PIF) Presidential Policy Directive (PPD)-35, "United States Nnclear Weapons 

Command and Control, Safety, and Security," superseded National Security Presidential 

Directive-28 on December 15, 2015. DoD OIG (b)(1) 1 4(a), OSD/JS (b)(1) 1 4(I)(g) 
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(U) ASD(SOLlC) is Not Represented in Nuclear Weapon 

Consequence Management Planning or Exercising 
(U) The ASD(SOLlC) is not represented in nuclear weapon policy discussions, incident 

response planning, or incident response exercises though gUidance exists directing 

otherwise. DoD Directive 3150.08, "DoD Response to Nuclear and Radiological 

Incidents," January 20, 2010, directs ASD(SOLlC) to develop, coordinate, and oversee 

DoD policy for the development and employment of explosive ordnance disposal forces 

and capabilities in response to nuclear weapons accidents and incidents. DoD 

Directive 5130.62, "Single Manager Responsibility for Military Explosive Ordnance 

Disposal Technology and Training," identifies ASD(SOLlC) as the OSD proponent for 

explosive ordnance disposal. In this role, ASD(SOLlC) develops, coordinates, and 

oversees the implementation of DoD policy for explosive ordnance disposal technology 

and training. Further, ASD(SOLlC) serves as the OSD point of contact for the Military 

Departments on explosive ordnance disposal poliCies and issues of concern. The 

ASD(SOLlC) monitors programming and budgeting issues, ensures that Military 

Department explosive ordnance disposal programs have sufficient resources, and 

coordinates with the Departments on any funding adjustments to those programs. 

(U) Contrary to gUidance in DoD Directive 3150.08, we determined that ASD(SOLIC) has 

little influence on policy for the employment of explosive ordnance disposal forces and 

planning capabilities in response to nuclear weapon accidents and incidents. Staff from 

the Office of the ASD(SOLlC) stated during interviews that they do not attend the 

Nuclear Weapons Accident Incident Response Subcommittee and do not participate in 

the Nuclear Weapon Accident Incident Exercise Program. Office of the ASD(SOLlC) staff 

members stated they were vaguely aware of the subcommittee and exercise but added 

that they are not invited to participate. The Nuclear Weapons Accident Incident 

Response Subcommittee, and the Nuclear Weapon Accident Incident Exercise Program, 

are the only two DoD formal mechanisms to plan and exercise U.S. nuclear weapon 

accident or incident response. The Deputy Assistant Secretary of Defense for Nuclear 

Matters leads both programs, and staff from that offlce confirmed that representatives 

from ASD(SOLlC) do not attend the Nuclear Weapons Accident Incident Response 

Subcommittee and do not participate in the Nuclear Weapon Accident Incident 

Exercise Program. 
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(U) Joint Nuclear Enterprise Doctrine Does not Exist 
(U) On November 22,2013, the Joint Staff cancelled an internal program directive to 

update the joint pnblication on joint nuclear doctrine. This decision was based on a 

2010 front-end analysis that concluded that "while it is accurate that there is no 

overarching, unclassified joint publication that covers nuclear operations, the question 

is whether a new joint publication is required, whether current doctrine is sufficient in 

existing joint publications, or perhaps whether existing joint publications can be 

modified to accommodate gaps and seams identified in the proposal." The front-end 

analysis identified the need to establish a common joint nuclear operations framework, 

define terms, and identify related mission areas and responsibilities. The analysis also 

cited a need to provide overarching joint doctrine articulating the linkage between joint 

guidance and supporting Service doctrine as well as serve to provide the basis for NATO 

doctrine. The Joint Staff cancelled the proposal to update rescinded joint nuclear 

doctrine without seeking formal input from or coordination with OSD, the Services, or 

combatant commands. As of September 2015, no overarching doctrine or revised joint 

publication accommodates the gaps identified in the front-end analysis. 

(U) Conclusion 

.fl'3 OSD/JS (b)(1) 1.4(f)(g) 

(U) Management Comments on the Finding and 

Our Response 

(U) Under Secretary of Defense for Intelligence Comments 

OSD/JS (b)(1) 1.4(f)(g) 
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Finding B 

OSD/JS (b)(1) 1.4(f)(g) 

(U) Our Response 

[5' 'PiFl II OSD/JS (b)(1) 1.4(f)(g) 

(U) Recommendations, Management Comments, and 
Our Response 

(U) Recommendation 8.1 

(U) We recommend that the Under Secretary of Defense for Intelligence: 

(U) a. Develop and oversee implementation of policy, programs, plans, 

and guidance for Defense Intelligence warfighting support for 

the U.S. nuclear mission to combatant commands; and 

(U) b. Evaluate and oversee U.S. nuclear enterprise intelligence 

activities ofthe Defense Intelligence Agency, National Security 

Agency, National Geospatial-Intelligence Agency, and National 

Reconnaissance Agency to ensure effective support to DoD and 

U.S. Government interagency operations and activities. 
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(U) Under SecretQlY of Defense for Intelligence Comments 

(U) OSD/JS (b)(5) 

(U) Our Response 

(U) OSD/JS (b)(1) 1.7(e), (b)(5) 
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(U) Recommendation 8.2 

(U) We recommend that the Under Secretary of Defense for Acquisition, . 

Technology, and Logistics collaborate with the Assistant Secretary of Defense for 

Special Operations and Low Intensity Conflict on policy, committees, and 

exercises ofthe response to nuclear weapons accidents and incidents. 

(U) Deputy Secretary of Defense Comments 

(U) OSO/JS (b)(5) 

(U) Our Response 

(U) OSO/JS (b)(5) 

-
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5ECHET//~IOFOH~1 



5ECHET//~IOfmHl 

f'inding B 

(U) 000 Directive 3150.08, "000 Response to Nuclear and Radiological Incidents," 

January 20,2010, directs the Assistant Secretary of Defense for Special Operations and 

Low Intensity Conflict to develop, coordinate, and oversee 000 policy for the 

development and employment of explosive ordnance disposal forces and capabilities in 

response to nuclear weapons accidents and incidents. OSD/JS (b)(5) 

-
(U) Under Secretary of Defense for Acquisition, Technology, and 
Logistics Comments 

(U) OSO/JS (b)(5) 

(U) Our Response 

(U) Comments from the Under Secretary of Defense for Acquisition, Technology, and 

Logistics addressed all specifics of the recommendation, and no further comments 

are required. 

(U) Recommendation B.3 

(U) We recommend that the Director, Joint Staff, update and reissue Doctrine for 

Joint Nuclear Operations. 

(U) Director, joint Staff Comments 

(U) OSO/JS (b)(5) 
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(U) Our Response 

(U) Comments from the Director, joint Staff, addressed all specifics of the 

recommendation, and no further comments are required. OSD/JS (b)(5) 
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(U) Finding C 

(U) Decision Making Processes to Include 
Risk-Management and Prioritization are 
Rarely Documented 

Finding C 

(U) Neither OSD nor the Joint Staff have a documentation process that contains a 

document trail or verifiable results for nuclear enterprise deficiencies, progress, or 

risk-management decisions. Senior leader and other management determinations on 

nuclear enterprise deficiencies and progress, even when required by Presidential 

guidance, are undocumented. This results in the failure by management, or those 

charged with governance, to assess the effect of a significant deficiency previously 

reported to them and either correct it or conclude that it will not be corrected. 

(U) Tracking the Nuclear Posture Review's 
Implementation 
(U) Until recently, most of the senior leadership in OSD and the Services were unaware 

of problems within the nuclear enterprise.' One reason is that 000 does not adequately 

track the implementation of findings and recommendations from independent 

assessments of the nuclear enterprise. For instance, 000 is not tracking 

implementation of recommendations from the 2010 Nuclear Posture Review as 

required. Presidential Policy Directive-11, "The Nuclear Force Posture ofthe U.S.," 

August 5,2011, directs 000, in coordination with the Departments of State and Energy, 

to provide a brief annual report to the President assessing the progress in implementing 

the Nuclear Posture Review. During interviews, senior Defense Department leaders 

stated that while there is excellent collaboration between the White House and the 000, 

there has been no White House demand for an annual report. We determined through 

our interviews that the Department does not measure implementation of the Nuclear 

Posture Review or report the assessment to the President as required by Presidential 

Policy Directive-ll. 

8 (U) Creedon, Fanta 2014. 
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(U) Nuclear Enterprise Deficiency Reporting in the 

Office of the Secretary of Defense and the Joint Staff 
(U) OSD and the joint Staff do not document determinations that nuclear weapon 

enterprise deficiencies have been corrected and the desired results achieved. The Office 

of Management and Budget Circular A-123, revised December 21, 2004, requires 

agencies to identify and implement procedures necessary to ensure effective internal 

controls and how to assess the effectiveness of those controls. 

(U) We conducted a data call in writing to each of the Under Secretaries and the 

Vice Chairman of the joint Chiefs of Staff asking for specific documents related to 

tracking, prioritizing, and implementing recommendations from nuclear weapon, 

nuclear command and control, and nuclear command, control, and communications 

reports before the 2014 Secretary of Defense-directed Nuclear Enterprise Review. The 

data call asked for documents relating to reports from the Government Accountability 

Office, Defense Science Board, and Federal Advisory Committees. The Office of the 

Under Secretary of Defense for Acquisition, Technology, and Logistics, does not 

document actions taken on recommendations or advice from the Defense Science Board 

Permanent Task Force on Nuclear Weapon Surety as required in the USD AT&L 

Memorandum to the Chairman, Defense Science Board, "Terms of Reference-Defense 

Science Board Permanent Task Force on Nuclear Weapons Surety," November 17, 2006, 

and DoD Instruction 5105.04 "Department of Defense Federal Advisory Committee 

Management Program," August 6, 2007. Offices of the Under Secretaries of Defense for 

AT&L, Policy, and Intelligence, and the joint Staff do not track or document actions 

taken on nuclear enterprise deficiencies or recommendations identified in Federal 

Advisory Committee reports, Government Accountability reports, Office of DoD 

Inspector General reports, or reports produced by other task forces. 
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(U) Nuclear Command and Control System Committee 
of Principals did not Convene in Five Years 
(U) National Security Presidential Directive-28 directed the Secretary of Defense to 

establish the Nuclear Command and Control System Committee of Principals to 

"coordinate interdepartmental NCCS supporting policies and programs, recommend 

priorities for funding, monitor corrective actions, and establish mechanisms to share 

best practices and lessons learned." The committee was comprised of a senior official, 

normally an Under Secretary, from each Department and agency with nuclear weapon 

or NCCS responsibilities directed in National Security Presidential Directive-28. 

(U) The NCCS Committee of Principals has not convened since 2010. No documentation 

exists to show the determination process, including personnel involved, that was used 

in the decision to discontinue this Presidential requirement. 

(U) Presidential Policy Directive (PPD)-35, "United States Nuclear Weapons Command 

and Control, Safety, and Security," superseded National Security Presidential 

Directive-28 on December 15, 2015. PPD-35 rescinds the requirement for the NCCS 

Committee of Principals and provides for a new, decentralized model for governing the 

nuclear enterprise. The Secretary of Defense, as the Executive Agent of the Nuclear 

Command and Control System, will coordinate oversight of the Nuclear Command and 

Control System using the Nuclear Weapons Council; the Council on Oversight of 

National Leadership Command, Control, and Communications System; and the newly 

required Security and Incident Response Council. We reviewed meeting minutes and 

reports from the Nuclear Weapons Council and the Council on Oversight of National 

Leadership Command, Control, and Communications System. We verified that 

management determinations are documented appropriately. The Security and Incident 

Response Council has not yet met, thus we did not evaluate this council's 

documentation process. 

(U) These committees, however, are not full-time bodies and cannot examine every 

programmatic decision detail or deficiency. On the contrary, the full-time extant system 

of decision making within OSD and the jS does not adequately document nuclear 

weapon, nuclear command and control, or nuclear command, control, and 

communications management determinations. 
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Finding C 

(U) Conclusion 
(U) With the exception of the Nuclear Weapons Council and the Council on Oversight of 

National Leadership Command, Control, and Communications System; there is no 

well-defined documentation process within OSD and the Joint Staff that tracks nuclear 

enterprise decisions. Senior leader and other management determinations on nuclear 

enterprise deficiencies and progress, even when required by Presidential guidance, go 

undocumented. This results in th e failure by management, or those charged with 

governance, to assess the effect of a significant deficiency previously reported to them 

and either correct it or conclude that it will not be corrected. 

(U) Management Comments on the Finding and 
Our Response 

(U) Management Comments on Documenting Nuclear 

Enterprise Actions and Decisions 

(U) Office of the Deputy Chief Management Officer Comments 

(U) OSO/JS (b)(5) 

(U) Our Response 

(U) We appreciate the comments elaborating on Finding C provided by the Office of the 

Deputy Chief Management Officer. 
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(U) Recommendations, Management Comments, and 
Our Response 

(U) Revised Recommendation 

(U) As a result of the Deputy Secretary of Defense's comments to our draft report, we 

revised draft Recommendation C.1 to clarify the criteria and the nature of the actions 

needed to meet the criteria. 

(U) Recommendation C.1 

(U) We recommend that the Deputy Secretary of Defense ensure the Department 

measures and reports the implementation tasks ofthe Nuclear Posture Review in 

accordance with Presidential Policy Directive 11, "The Nuclear Force Posture of 

the U.S.," August 5, 2011. 

(U) Deputy Secretary of Defense Comments 

(U) OSD/JS (b)(5) 

(U) Our Response 

(U) OSD/JS (b)(5) 
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(U) OSD/JS (b)(5) 

(U) Recommendation C.2 

(U) We recommend that the Under Secretary of Defense for Acquisition, 

Technology, and Logistics document actions taken on recommendations or 

advice from the Defense Science Board Permanent Task Force on Nuclear 

Weapon Surety. 

(U) Under Secretary of Defense for Acquisition, Technology, and 
Logistics Comments 

(U) OSD/JS (b)(5) 

(U) Our Response 

(U) Comments from the Under Secretary of Defense for Acquisition. Technology, and 

Logistics addressed all specifics of the recommendation, and no further comments 

are required. 

(U) Recommendation C.3 

(U) We recommend that the Under Secretaries of Defense and the Chairman, 

Joint Chiefs of Staff, document and track nuclear enterprise deficiencies or 

recommendations identified in Federal Advisory Committee reports, Government 

Accountability reports, Department of Defense Office ofInspector General 

reports, or reports produced by other task forces. 

(U) Deputy Secretary of Defense Comments 

(U) OSO/JS (b)(5) 
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(U) OSD/JS (b)(5) 

(U) Our Response 

(U) Comments from the Deputy Secretary of Defense addressed all specifics of the 

recommendation, and no further comments are required. 

(U) Under Secretary of Defense for intelligence Comments 

(U) OSD/JS (b)(5) 

-
(U) Our Response 

(U) OSD/JS (b)(5) 

DoDIG-2016-12S 132 

6ECRET//~JOFOR~J 



5ECRET//~IOFmHI 

(U) OSD/JS (b)(5) 

(U) Under Secretary of Defense for Acquisition, Technology, and 
Logistics Comments 

(U) OSD/JS (b)(5) 

(U) Our Response 

(U) OSD/JS (b)(5) 

(U) Chairman, joint Chiefs of Staff Comments 

(U) OSD/JS (b)(5) 
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Finding C 

(U) Our Response 

(U) OSD/JS (b)(5) 
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(U) Management Comments 

(U) Deputy Secretary of Defense 

DEPUTY SECRETARY OF OEFENS£ 
1010 DEFENSE PENTAGON 

WASHINGTON, DC 20301-10 10 

Management Comments 

JUl D 8 1016 

MEMOllAN!)lJM FOR IlEl'AI(TMENT OF DEFEN~E INSI' I!CTOR GENERAL 

SUBJECT: Dr3.fl Report . "cv(l luiltiorl of 1111:' Dcd) Nu..:knr cntcrpri5c CiO\'CnlflIlCC" 

T hank you Ibr 1he oppoTlu nilr 10 rcsponcllt\ )tliit tl!commcndOlions in the draft report, 

'13valwui(J1i o l' lhc DuD Nude:!; Enterpri s~ OO\'l.'tnant: L' ·' whieh pro\!ido;:d valuable insights Into 

thc Q"E' ~~.! 
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Management Comments 

(U) Deputy Secretary of Defense (cont'd) 

OSD/JS (b)(5) 

'l1tank you again for your Teview uf the: nucleElf tntc:rpri se Wld your voluable 
recommendations. The Department will lake: aClion on thc:m as described above. 

5ECRET//NOFOR~1 
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Management Cornments 

(U) Under Secretary of Defense for Acquisition, 
Technology, and Logistics 

THE UNDER sec Fi'c. RY /' 
(, 1·1, 

V,IAi;IIP ,. , , 

-.(.\.I,ll.IlI:"", 

1"-"·'''' 

~1 EMortJ\N/)UM FOR JJl:.PU 1''1' ASS1S I A:-.:T INSPECTOR GENERAL FOR STRATEGIC 
ASSESSt\·II::--l "[ S. OFFJCE OF INTF.LU CiENCE. AND SI'ECIAL 
PROOR"" I ASSESSMF."TS, OFFICI'. OF TIlE INSPECTOR 
GENE RAL 

Sl ;BJBCT: Rl.!spotl!iC 10 Dl!parlll1cnl (If Dc rcn~~ lnspC'l' lor G('ncn1i Dmft Report on Eva luation of 
Dcpanmcnt 01" Delt.'lIst' ,,'uc!C:!:!r F11Icrprise GrlVcmancc {Project NC"!. D2:0 15-
OI SP" 1-0130.110111 

Tha.nk you for the 0PP0rluJlity 10 rC~I)UJ\d 10 Ilw gCII¢rel content nfLd recommendations 
conl<l iT1t:u in Ihe SUUjL"C1 reporl. The r(:pOl1 offered \'<t luabk Illsilltns illlo Ille DeparHlIcl\1 's 
mi11lil~CIll..:nl of Ihe Nw:lclIr Emcrprisc. I lIa\\! pnlViJcu n:!ipOlISt's 11l 1.!<Il: h rccOImJlcncJ alion 
(ipplicallic 10 the Ofticc ofLhe Under SCCll.'lIlf)' of Defense lor !\cqui~ilion, Technology ~nd 
1.0giS1i" (OUSD(AT&L)I below, 

R('('t) lIlllll.'ndOlliuu A.2: 
Wc fccommcml lhat Ihl! linder Sccrc lHry o/" Dc{"cn:-;c 1i.)I !\.:quisitioll. T\!chnoln~y . and Log.istics 
IUSD(AT&L)) , 

(U) II . Establish u lWII · licn.:d senior· levc l govcln;uu.:e ::;tnlclUit lU addl'c:>s IllJclimr wNlpon 
security requireme nts 01" ir\c h.lde Ihe rcquircnlc ll(s in 011 c:'\isling, senior-level 
orgl&llil.tlliOlWI body. 

(U) b. Jnc lude the o,'..: rsiWH urddh'c!,}, pJm!onl1 Rcquislll()11 tlnd sl,.l~l l\iJUJle lu in 611 
existillg. scnior-Ievel 0rtJ<lniZitlillIlU[ buuy . 

SECRET//NOFOR~I 
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Management Comments . 

(U) Under Secretary of Defense for Acquisition, 
Technology, and Logistics (cont'd) 

OSD/JS (b)(5) 

Recommendafjoll D.2: 
We recommend that the Under Secretary of Defense for Acquisilion, Technology. Clnd Logistics 
collaborate with the Assistant Secretary of Defense for Specinl Operations and Low Intensity 
Conflict on policy. committees, and exercise!; Oflhc response \0 nuclear weapons IIccidents nnd 
incitlerJls. 

OSD/JS (b)(5) 

RI~COmmtlpdatioD C.2: 
We r~commcnd that tbe Under Secrclar)' uf l)r:f~nst for A~quisltjoll. Technology. and Logisti,"s 
do<:ument actions taken on recommendations or advice from the Defense Science Uoard 
I'l:rmaJltnt Task Force on Nucie[lr Weo,pon Surety. 

RccommelidatioD C.3: 
We reconuncnd that the Under S~retarics of Defense and the Chairman, Joint Chiefs of Staff, 
document und track nuclear Clllcrpri!>C dt::ficiuncics or n;curnmendalions idelltified in Federal 
Ad\' isory Comminee repons, GnvlmlIllcnt Al:counli\blJil)' rcpons, Offil;;t of DuD rnspt:l;;wr 
Gene.ral reports, or rcportS produced hy olher lask hucc::;. 

£121rZ--
Frank Kendall 

2 
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Management Comments 

(U) Under Secretary of Defense for Intelligence 

.JZtilEiJiliOi Uie. 

U NDER SECBE1'AR Y OF DEF~NSE 
5000 1:11"· ... N S£ I"f!:NT/I, GON 

WASI -UN c;.To r~ ac 20301 ·SOOO 

,Il l f .J.(.IGUICl JUL 1 9 L016 

Mr.MORANDU~1 FOR ACT II\(j I f-.S PUCTOR OL.: \ll-.I<-,b,,1 

SUUJ ECT: (SlfN F) rnspcclol' General Drat1 Report. "Evaluation of the Do D Nuclear Enlcrpri.s t 
GQvCnHulcc" 

(U\ Thaok you for the. Oppllrtunity 10 review and comment on your draft rcpNl. 
··Ev<J. luutiuli o f lhe DnO Nudear Enlerpfi se <.iove/'llance." 

OSO/JS (b)(1) 1.4(f)(g) 

(U) My sl'eci t1c COl lllllcnlS 0/1 the cOlltent Ilf the dmt! rcp<lrl arc a ttached fo , )'O UI 

CtIll .,k!craIlQII. rlmnk yo u Itg01n Jor the opporlun ily to revie w and conlineni 011 the I ~p\}rl 311tl l 
look fOI"Wilhl lo w.wking on ensuri ng the SIlCCC~ of this C l i l ic~ 1 I of ou r NUll11ll 'S 

" . I 

/\l l.\chmcnl s: 
/\ s sUI ted 

( ·l ij~~llk.J [h ' R102ti 
(NrIH:"! Frl';" Ml' hlpk ~'>\j r (Cl 
fkd,\\\lfy 0 11 2:0 2.50% 1 

4:?%-A 
Marcel Leufe' 
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Management Comment.s 

(U) Under Secretary of Defense for Intelligence (cont'd) 

JJl.tlll~T, ruB IInrl 

\tI) I: ~i)~rr ' irom lm'))CCh1i l ielll.'rn llJmfi Rl'pon , "r\'llhl1ll1nll l)f l lu; lloD Nudcllr El1h: rpri~~ 
( i (twrnnm:c" 

OSD/JS (b)(1) 1.4(f)(g) 

tl1) P.XCCI'J11 from Ill s"l>tc~IO I' General Draft keporL . '1'.VlIIll.'llion of lhe Do D Nuclc::.r FII1NPI'iSC 
(ifl"el'1 ll1llce" 

OSD/JS (b)(1) 1.4(f)(g) 

( U) 1l~('olHlI'(' ud:tlion Fl1.a .: " 1{Cl>omnlend :IUI ' the Unu('1 S~·c ll.·tary uf ndclL~e fo r 
11I1!!lIigcm'(; de\'elop and oVcrst'c imp!cnu:nHl llolI uf policy, prugnull :->, pl.lIls. lind 
(!1Il(\nll\:c fl)I J)l'ttm~e lnldhgenc(' Wl1fl iWllii'R suppon for the U.S. nuclear lIIi:.slon 10 
\'I lnlhlllm ,1 1.';()1 1Ul lfmds. " 

(IJ) 1({:CUIllItICmla(ioli n .l .h .: "1<Cl'(lItl l11cnd 'hr:' 11\<: Umll'r Sl.'crCll. ry (If I h.:ft'n~ fN 
IIHClli fl,l 'II\:C {'VII IUII!C and (W~'ncc U,S. II lIllle,1I cll lc,.'rprisc IIllc IliUC IIC(t nclwili es of lhc 

~I'cll~c Inlclligcllce Age llcy . NUliulll1 1 !'i~~curit)' l\g1: nc), . NUlil)lm l (icu~ lIl11lfl l · 
hHclh ~\'I II; e Agcl1<:Y. lIml NaliU1l11llt\.!c\"'lumil'lSllflCC I\Bt~ 11CY (!Jh') 1\) i:lI~Unl ene-cl ive 
.suPI'ur\ lu DuD uno U.S . (iovl?mlll \' 1I1 ill l (; I'''gtllCY opl.:mti()l1s a1U I II\; 11Vi l i~~ .~ " 

C I II~~Hkd II,.. i'l}O),(i 
Deri\'cd FlnlH Mul1,p!c ~lJllI':"'_. 
OI.·dll,11)o 1 )11; 2n250'JO I 

srCl ' ''TU'" brn., ,, 
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Management Comments 

(U) Under Secretary of Defense for Intelligence (cont'd) 

(\ I) j',XCCIP' from IIISjl\!t;I\ II (icllcrnl D raft Rl"1)l1l 1, ",·,\'!I\ Lll.l l i(\n (.( the 0\,1) t-Juck n. L:.tlltrpnsc 
OOV~I'UlI ' Cl;" 

(U) Flu dilJg C: "Oflk.<:s of lhe UIIJcr S~crCl!lr i cS lI rDd~l\:;c n, .. {\T&L, Policy. mit.! 
I l1Ic r ll~cncc, nnd IIIl! JO"1I ~1I111' do not trock (lr doulI.nc nt aClhllls tllken (III nudcfu 
cntt'I'JlTisc ddki(,lldc~ or 1't:'tlImncmlal lmLS Idcnlifu:d in Fcdcrul Ad\' isory Commil{c(' 
rcrm1s, G(H'CnlmCII\ I\cco llllinbilily ()flicc I('pons. Office of DoD IIl~JlCCIO I" UC'ncml 
ICjlll I1 S, or report .. p l(.'llul' c d by Ollie, 1 11~ l\lf(;l' s .. 

(U) l( rCOlllnH' ull a liOIl C,~. : "\Vu rCCtllll lllC lll l III I'll the: Ulilln Scc l<.: l(lfief! (If J)cfc" II~ C: IIlId 
Ihe Clnnml: lII , J,)i lll Chie fs of Slllll, ti.'clllm'uc fi nd lrl:lck !Hldcllr \' IIII!l'prist: dc fi cic ll C I ~S QI' 

rd:UIIUII~fldali{lI I !lo idcnl i licd in h :tll!111 1 i\dv j ~\)ry COU1m illCt n' \N"IIS, O(j\,cmlll'-=lIl 

J\ccouillahihl) (J Oice u:poru, om ... .:: IJfI)oD III:;pe~lor (i~"cnl l r~ l'orl .s, l)r rcp\ln~ 
produced by olher ILL"k ron:c,:' 
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Management Comments 

(U) Director, Joint Staff 

EXTERNAL SUSP(!,\/SE 16 ,Jun 16 STAI'FSU:if'ENSE 14Jun 16 ACTION NUMfJf;R 16-0161J 

THRlI THRU DJ · 3 

fXECUnye 8U~lMAR,( 

1, (OJ Pul'P..Q..§S. Provide the Office of the Inspector General of the Department of Defense 
(DIG) with Joinl Staff coordination on the subject draft report, ) "11'valuo.ti<>n of the 000 
Nuclear Ent:erprisc Governance." 

2. (U) Issue. The DIG haa requested the Joint Sl~Jf respond to two rceomrnendationa Ibled 
the d raft report. 

a . (UI Recommendtlt.ion B.3. Recommend the DJS update and reissue DOc:Lrin~ ror Joint 
Nuclear Operations. 

b. (U) Recmumenc\ntion C.3. (,....)CS in conjunction with the Ut~dt:r Secretaries of Defense, 
document a.ncl trac1( nuclear (~nterpri3e deficicndcs, or recommendations identified ill Federal 
Advisory Committee reporta.. Government Accountability reports, Office of DoD Inspector 
Gencrol report:), or reports produced by other ta~k force::;. 

I 

I I 

' ~""" ",,' ."' ,', ":'" AA' 
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Management Comments 

(U) Director, Joint Staff (cont'd) 

1. (UlllM!<ground 

a. (U) The Depart.ment of Defense Inspector Geneml conducted an evaluation to 
determine jf the authorities and rc~pon8ibilif.ies of the DoD nuclear cnterpriSt~ are effectively 
a ligned within the Office of the Secretary of Dcfcn~e and the Joint Staff. 

b. (UI The review found the authorilie:; and responsibilities of the nuclear enterprise are 
p~!.J.y....uligned within the DepnrtInent of Det~nse. --

G, (U) The recent. progress accomplished by the nuclear enterprise may diminish because 
the temporary fonlm known as the Nuclear Deterrent Enterprise Review Group (NDERG) is 
temporary nnd W€!5 3Ct up to address the reC!;11t findings of Ihl) 2014 Nuclear Enterprise 
Review. 

d. (UI A mort: fomlal process to address, track, measure, and report on the 
implementation of recommendations identified in nuclear enterprise n:ports is now needed to 
continue and CnhtUlCC the work of the NDERO. 

c. (UI The attached 000 lnspecl:or General report identifies 12 recommendutions to 
i.mplement ucrO!$:S the Dt:'partmcnt of Defense with two rer.:omrncndntions perlu.ining (0 the 
Joint Staff. 

Approve ____ ___ Sec Me 

ENDNOTE: 

116-01613 

e RD1NAflO!-l 

NAMIi: AGI!NCV DATI! NAMg AGENCY DATE 

-

-
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Management Comments 

(U) Office of the Deputy Chief Management Officer 

........ ~--------------------
t -
~ (WITH ATTACHMENT) 

Gentlemen, 

The Planni ng, Performanc~ ;,nd A5!;e!;~ment (PPA) Directorate and Intelligence Oversight Division within the OCMO has 
reviewed the subject draft report and have aareed that we have a "Concur!No-CommentM response. 

From t he DCMO/PPA Directorate perspective, we appreciate and concur with Recommendation C.l {and its related 
findings): 

"(U) We recommend that the OeputySecreUJry of Defense ensure the Department measures .!Ind reports the 
Implementation tasks of the Nudear PoshJre Review in accordance with the Government PerformMce and ResultsAct." 

KEY RECOMMENDATIONS: 

DoDIG·?016-12S ! 44 
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Management Comments 

(U) Office of the Deputy, Chief Management 
Officer (cont'd) 

Please let us know the outcome of the recommendations provided in the subject report, in particular Recommendation 
C.l, as we may be able to fad litate its implementation. 

Sincerely, -
DERIVED FROM Muttiple Sources 
DECLASSIFY ON: 

~(WITH ATTACHMENT) 
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Appendixes 

(U) Appendix A 

(U) Scope 
(U) The scope of this evaluation includes nuclear weapon, nuclear command and 

control, and nuclear command, control, and communications authorities and 

responsibilities of the Office of the Secretary of Defense and the joint Staff. Combatant 

command and Service level governance were not in the scope of this evaluation. 

(U) National Security Presidential Directive-28, "United States Nuclear Command, 

Control, Safety, and Security," june 10, 2003, was superseded by Presidential Policy 

Directive-35, "United States Nuclear Command, Control, Safety, and Security," on 

December 15,2015. Our recommendations do not conflict with any changes between 

the National Security Presidential Directive and the updated Presidential Directive. 

(U) Methodology 
(U) We conducted this evaluation from February 2015 through April 2016. We 

conducted this evaluation in accordance with the Council of the Inspectors General on 

Integrity and Efficiency Quality Standards for Inspection and Evaluation. These 

standards require that we plan and perform the evaluation to obtain sufficient, 

appropriate evidence to provide a reasonable basis for our findings and conclusions 

based on our evaluation objective .. 

(U) We conducted interviews with representatives from the Office of the Secretary of 

Defense and the joint Staff. We also interviewed select senior leaders in U.S. Strategic 

Command and Air Force Global Strike Command. 

(U) We reviewed Presidential directives, public laws, and DoD and joint Staff policy to 

identify authorities and responsibilities for the DoD nuclear mission. 

(U) Use of Technical Assistance 
(U) We did not use technical assistance in performing this evaluation. There is no 

impact on the reported information. 
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Appendixes 

(U) Appendix B 

(U) The DoD Executive Agent program is outlined in DoD 5101.1, "000 Executive 

Agent," May 9, 2003. A search of gUidance on the Defense Technical Information Center 

resulted in the following Executive Agent programs. 

• (U) DoD Executive Agent for Space 

• (U) DoD Executive Agent for the United States Central Command Rest 

and Recuperation Leave Program 

• (U) DoD Executive Agent for Bulk Petroleum 

• (U) DoD Executive Agent for Medical Materiel 

• (U) DoD Executive Agent for Subsistence 

• (U) DoD Executive Agent for the Military Postal Service and Official 

Mail Program 

• (U) DoD Executive Agent for Construction and Barrier Materiel 

• (U) DoD Executive Agent for the Unexploded Ordnance Center 

of Excellence 

• (U) DoD Executive Agent and Single Manager for Military Ground-Based 

Counter Radio-Controlled Improvised Explosive Device Electronic 

Warfare Technology 

• (U) DoD Executive Agent for the DoD Cyber Crime Center 

• (U) DoD Executive Agent for the Defense Centers Of Excellence for 

Psychological Health and Traumatic Brain Injury 
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Acronyms and Abbreviations 

(U) Acronyms and Abbreviations 

ASD Assistant Secretary of Defense 

ASD(NCB) Assistant Secretary of Defense for Nuclear, Chemical, and Biological 
Defense Progra ms 

ASD(SOLlC) Assistant Secretary of Defense for Special Operations and Low Intensity Conflict 

ASD(SPC) Assistant Secretary of Defense for Strategy, Plans, and Capabilities 

CIO Chief Information Officer 

CJCS Chairman of the Joint Chiefs of Staff 

(3 Command, control, and communications 

DASD Deputy Assistant Secretary of Defense 

DASD(NM) Deputy Assistant Secretary of Defense for Nuclear Matters 

EMS Executive Management Board 

GSA Global Strategic Affairs 

JP Joint Publication 

JS Joint Staff 

NCCS Nuclear Command and Control System 

Nil Networks and Information Integration 

OPSEC Operations Security 

OSD Office of the Secretary of Defense 

OUSD(I) Office of the Under Secretary of Defense for Intelligence 

SPF Strategy, Plans, and Forces 

USD(AT&L) Under Secretary of Defense for Acquisition, Technology, and Logistics 

USD(I) Under Secretary of Defense for Intelligence 

USD(P) Under Secretary of Defense for Policy 

USSTRATCOM U,S, Strategic Command 
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Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

Th e Whistfeblower PI'Ot'ection enhancement Act of 2012 requires 

the Inspector Genera l to designate a Whistleblower Protection 

Ombudsman to educate agency employees about prohibitions 

on retaliation, and rights and remedies against reta liation for 

protected disclosures. The designated ombudsman is the DoD Hotline 

DireclDl: For lJlore illformation Oil your rights and remedies againsL 

reta liatioll, visit www.dodig.lJlil/programs/whistfeblowel: 

For more information about DoD IG 
reports or activities, please contact us: 

Congressional Liaison 
eongressional@dod ig.mil; 703.604.8324 

Media Contact 
publie.affairs@dodig.mil; 703.604.8324 

Monthly Update 
dod i geon n eet -req uest@listserve.eom 

RCIJorts Mailing List 
dodiLreport@listserve.eom 

Twitter 
tw itter. com/DoD _IG 

DoD Hotline 
dodig.mil/hotline 
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