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Dear Mr. Greenewald : 

This is in reference to your request for a Mandatory Declassification Review (MDR) under Executive Order 
13526. A MDR was conducted and the document no longer warrants classification. Additionally, the documents 
were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, United States Code, Section 
552/552a. Portions of that information remain exempt pursuant to subsections (b)(3) [50 U.S.C. § 3024(i)(1)], (b)(5) , 
(b)(6) , (b)(7)(C), (b)(7)(D), and (b)(7)(E). 

For questions regarding our determinations, visit the www.fbi. gov/foia website under "Contact Us." 
The MDR Request Number listed above has been assigned to your request. Please use this number in all 
correspondence concerning your request. 

If you are not satisfied with the Federal Bureau of Investigation's determination in response to this request, 
you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United States 
Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an appeal through 
OIP's FOIA STAR portal by creating anaccount following the instructions on OIP's website: 
https:llwww. justice.gov/oip/submit-and-track-request-or-apoeal . Your appeal must be postmarked or electronically 
transmitted within ninety (90) days of the date of my response to your request. If you submit your appeal by mail , 
both the letter and the envelope should be clearly marked "Freedom of Information Act Appeal." Please cite the 
FOIPA Request Number assigned to your request so it may be easily identified. 

You may seek dispute resolution services by contacting the Office of Government Information Services 
(OGIS). The contact information for OGIS is as follows: Office of Government Information Services, National 
Archives and Records Administration, 8601 Adelphi Road-OGIS, COllege Park, Maryland 20740-6001 , e-mail at 
og is@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769. Alternatively, 
you may contact the FBI's FOIA Public Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute 
resolution correspondence by email, the subject heading should clearly state "Dispute Resolution Services." Please 
also cite the FOIPA Request Number assigned to your request so it may be easily identified. 

Sincerely, 

7L-IdI' -(1 
Michael G. Seidel 
Section Chief 
Record/Information 

Dissemination Section 
Information Management Division 
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FBI FOIPA Addendum 

As referenced in our letter responding to your Freedom of Infonnation/Privacy Acts (FOIPA) request, the FBI FOIPA Addendum 
provides infonnation applicable to your request. Part 1 of the Addendum includes standard responses that apply to all 
requests. Part 2 includes standard responses that apply to requests for records about individuals to the extent your request 
seeks the listed infonnation. Part 3 includes general infonnation about FBI records, searches, and programs. 

Part 1: The standard responses below apply to all requests: 

(i) 	 5 U.S.C. § 552(c). Congress excluded three categories of law enforcement and national security records from the 
requirements of the FOIPA [5 U.S.C. § 552(c)] . FBI responses are limited to those records subject to the requirements 
of the FOIPA. Additional information about the FBI and the FOIPA can be found on the www.fbi .gov/foia website. 

(ii) 	 Intelligence Records. To the extent your request seeks records of intelligence sources, methods, or activities, the FBI 
can neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to 
requests for records about individuals, PA exemption 0)(2) [5 U.S.C. §§ 552/552a (b)(1), (b)(3) , and 0)(2)]. The mere 
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption 
(b)(1) and/or would reveal intelligence sources, methods, or activities protected by exemption (b)(3) 150 USC § 
3024(i)(1)] . This is a standard response and should not be read to indicate that any such records do or do not exist. 

Part 2: The standard responses below apply to all requests for records on individuals: 

(i) 	 Requests for Records about any Individual-Watch Lists. The FBI can neither confirm nor deny the existence of 
any individual's name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption 0)(2) [5 U.S.C. §§ 
552/552a (b)(7)(E), 0)(2)]. This is a standard response and should not be read to indicate that watch list records do or 
do not exist. 

(ii) 	 Requests for Records about any Individual-Witness Security Program Records. The FBI can neither confirm 
nor deny the existence of records which could identify any participant in the Witness Security Program pursuant to FOIA 
exemption (b)(3) and PA exemption 0)(2) [5 U.S.C. §§ 552/552a (b)(3), 18 U.S.C. 3521, and 0)(2)]. This is a standard 
response and should not be read to indicate that such records do or do not exist. 

(iii) 	 Requests for Records for Incarcerated Individuals. The FBI can neither confirm nor deny the existence of records 
which could reasonably be expected to endanger the life or physical safety of any incarcerated individual pursuant to 
FOIA exemptions (b)(7)(E), (b)(7)(F), and PA exemption 0)(2) [5 U.S.C. §§ 552/552a (b)(7)(E), (b)(7)(F), and 0)(2)]. 
This is a standard response and should not be read to indicate that such records do or do not exist. 

Part 3: Generallnfonnation: 

(i) 	 Record Searches. The Recordllnformation Dissemination Section (RIDS) searches for reasonably described records by 
searching systems or locations where responsive records would reasonably be found. A standard search normally 
consists of a search for main files in the Central Records System (CRS), an extensive system of records consisting of 
applicant, investigative, intelligence, personnel, administrative, and general files compiled by the FBI per its law 
enforcement, intelligence, and administrative functions. The CRS spans the entire FBI organization, comprising records of 
FBI Headquarters, FBI Field Offices, and FBI Legal Attache Offices (Legats) worldwide; Electronic Surveillance (ELSUR) 
records are included in the CRS. Unless specifically requested, a standard search does not include references, 
administrative records of previous FOIPA requests, or civil litigation files. For additional information about our record 
searches, visit www. fb i . gOYIservices/i nformation-managementlfo ipa/requesting-fbi-records. 

(ii) 	 FBI Records. Founded in 1908, the FBI carries out a dual law enforcement and national security mission. As part of this 
dual mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on 
every person, subject, or entity. 

(iii) 	 Requests for Criminal History Records or Rap Sheets. The Criminal Justice Information Services (CJIS) Division 
provides Identity History Summary Checks - often referred to as a criminal history record or rap sheet. These criminal 
history records are not the same as material in an investigative "FBI file." An Identity History Summary Check is a 
listing of information taken from fingerprint cards and documents submitted to the FBI in connection with arrests, federal 
employment, naturalization, or military service. For a fee, individuals can request a copy of their Identity History 
Summary Check. Forms and directions can be accessed at www.fbi.gov/about-us/qis/identitv-history-summary-checks. 
Additionally, requests can be submitted electronically at www.edo.cjis .gov. For additional information, please contact 
CJIS directly at (304) 625-5590. 

(iv) 	 National Name Check Program (NNCP). The mission of NNCP is to analyze and report information in response to name 
check requests received from federal agencies, for the purpose of protecting the United States from foreign and domestic 
threats to national security. Please be advised that this is a service provided to other federal agencies. Private Citizens 
cannot request a name check. 

http:www.edo.cjis.gov
www.fbi.gov/about-us/qis/identitv-history-summary-checks
www.fbi.gov/foia


EXPLANATION OF EXEMPTIONS 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)( 1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 
policy and (B) are in fact properly classified to such Executive order; 

(b)(2) related solely to the internal personnel rules and practices ofan agency; 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters 
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers 
to particular types of matters to be withheld; 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 
the agency; 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

(b )(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or 
information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair 
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) could 
reasonably be. expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private 
institution which furnished information on a confidential basis, and, in the case ofrecord or information compiled by a criminal law 
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 
individual ; 

(b )(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 
the regulation or supervision of financial institutions; or 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, 
or apprehend criminals; 

or reduce crime 

(k)( 1) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy, 
for example, information involving intelligence sources or methods; 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege 
under Federal programs, or which would identify a source who furnished information pursuant to a promise that hislher identity would be 
held in confidence; 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to 
the authority ofTitle 18, United States Code, Section 3056; 

(k)( 4) required by statute to be maintained and used solely as statistical records; 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 
information pursuant to a promise that his/her identity would be held in confidence; 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the 
release of which would compromise the testing or examination process; 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who 
furnished the material pursuant to a promise that hislher identity would be held in confidence. 
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fUr ··...~ The 11 September Hijacker Cell Model 

(U) EXECUTIVE SUMMARY 

(U) Key Findings 

{U)~~ The 11 September hijackers successfully eluded the notice of US law enforcement and 
intelligence as they plotted to commandeer and use four airliners as weapons, but details of their 
lives and activities can be used to detect cells that mar. follow the 11 September hijackers' model. 
It should be noted, however, that the 1993 attack on the World Trade Center and the Millennium 
bombiD:g plot-the previous two major international terrorist operations on US soil-used tactics 
that are different in key respects from the 11 September model, suggesting that future sleeper cells 
will use a variety of measures to conceal their activities. 

o 	 The 11 September hijackers were all Middle Eastern men between 20 and 33 years of age 
who wore a western style of dress and grooming. 

o The hijackers entered the US legally and used either their true names or variations of their 
true names. Thirteen of the 19 hijackers traveled to the US in groups of two or three-four 

.. or the remaining six were the pilots. 

o Once in the country, the hijackers obtained typical US identification-driver licenses, state 
. identification cards, and commercially available documents-likely in order to avoid further 

use of their passports. 

o The hijackers changed residences frequently. 

• The hijackers' enrollment at US flight schools was not in itself necessarily uncommon, but 
their focus during simulation training on learning only the skills that would benefit their mission 
distinguished them from typical students. 

o 	 The hijackers opened bank accounts-often in pairs-with money either they brought legally 
into the US or wired from overseas. 

• The hijackers largely avoided associating with radical Islamic groups in the US, likely in an 
. effort to reduce the chances of detection by law enforcement. 

o 	 The hijackers' communications techniques-face-to-face meetings, .prepaid phone cards, payphones, 
. cell phones, the Internet, and possibly commercially available mailboxes-made it difficult to 

trace their operational communications. 
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{U) .........~ The 11 September Hijacker Cell Model 


(U).~ AI-Qa'ida leaders and key 11 September plotters such as Usama Bin Ladin, Khalid 
Shaykh Muhammad (KSM), and Ayman al-Zawahiri probably have derived lessons from the 
activities and experiences of the 11 September hijackers and may be relying on them to plan 
future attacks against the US. X 

o 	 The 11 September plot was at least two years ~:p. the making, I ~ An al
Qa'ida operative calling himself "Ubaydah" claimed in a videotaped interview in June 2002 
that al-Qa'ida sent a reconnaissance team to the US two years before the 11 September operation. 
We have no information to confirm that this reconnaissance operation occurred or that it can 
be tied to the 11 September attacks, but it is consistent with al-Qa'ida tradecraft that calls for 
long and detailed planning for major operations. 

• Al-Qa'ida has lost its camps in Afghanistan where the plot was largely honed and 
the hijackers were trained, but between 10,000-20,000 potential terrorists trained in 
the camps and al-Qaida's networks in countries such as Pakistan, Saudi Arabia, and 
Indonesia leave it with an ample pool of potential recruits for future attacks. 

(U) Snapshot of the Hijackers 

"(t;BS1- Al-Qa'ida's criteria in choosing the 11 September hijackers is unknown, but one of the 
most important factors probably was their ability to not arouse suspicion from US or foreign 
intelligence and law enforcement services. 

• The hijackers used Western-style clothing and grooming once in the US. 

• The hijackers were all Middle Eastern men between 20 and 33 years of age. Many of them 
spent time in Mghanistan in either late 1999 or 2000, according to a variety of reporting. 

• Personal connections and family ties among the hijackers also may have been important; 
among the 19 were two sets ofbrothers-Waled and Wa'il al-Shehri and Nawaf and Salim al
Hazmi-and other sub-groupings in which individuals appear to have known. each other for 
years before the plot. 

(U) How They Entered the US 

~ The hijackers entered the US legally on valid visas-IS on Bl tourist visas, three on B2 
business· visas, and one on a Fl student visa-using their true names. 

• Thirteen of the 19 hijackers traveled to the US in groups of two or three-the four pilots, 
Mohamed Atta, Marwan al-Shehhi, Hani Hanjour, and Ziad Jarrah are notable exceptions. 
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• The hijackers arrived in the US on eight different airlines: United, Delta, Virgin Atlantic, 
Swiss Air, Sabena, Ceskoslovski Air, Condor, and Saudi Airlines. Their flights departed from 
Brussels, Frankfort, London, Bangkok, Zurich, Riyadh, Paris, and Prague, and they arrived in 
Newark, Atlanta, San Diego, Orlando, Miami, Washington-Dulles, New York-JFK, and Los 
Angeles. 

• The four pilots acquired their travel documents-passports from Saudi Arabia, United Arab 
Emirate (UAE), and Egypt, and visas issued il}.Jeddah, Saudi Arabia; Dubai, DAB; and 
Berlin, Gennany-between one and five months before entering the US. The other hijackers 
acquired their documents-Saudi and UAB passports with visas issued mostly in Jeddah and 
Riyadh-from several months to more than a year before entering the US . 

• 0 Most of the hijackers reported their previous passports as lost or stolen and received new 
ones that revealed no travel to Afghanistan-a potential "red flag" that might have invited 
scrutiny even prior to 11 September. 

(U) Where They Lived and What They Drove 

~ The hijackers' choices for living arrangements and cars were nondescript and likely would 
not have in themselves raised suspicion. 

o 	 The hijackers usually lived in small groups of two to five and routinely moved between cheap 
motels and apartments. The pilots maintained relatively stable residence during their flight 
training, obtaining apartments for approximately six months . 

• They owned four older non-descript vehicles: Nawafal-Hazmi's 1988 Toyota Corolla, 
Jarrah's 1990 ~1itsubishi Eclipse, Waleed al-Shehri's 1993 Dodge Colt and Atta's 1989 
Pontiac Gran Prix. The hijackers also rented a variety ofvehicles 27 times from several companies, 
including Enterprise, Budget, and Alamo. 

(U) Identification Used 

~) Many of the hijackers obtained identification cards or driver licenses to use instead of 
their p~ssports, which would have called attention to them as foreigners. 

• Eight hijackers obtained driver licenses from Arizona, California, and Florida, 16 obtained 
state identification cards from Florida and Virginia, and seven obtained commercially available 

>. 1D cards. None had social security numbers. 

• 	At least two hijackers requested duplicate Florida driver licenses, and both Atta and al-Shehhi 
requested replacement pilot licenses, leaving open the possibility that al-Qa'ida forgers 
received the originals or duplicates and can try to reproduce these items. 

~ 
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~) Mohamed Atta in Gennany: His Conduct Before Coming to the US 

~s an expatriate in Europe, Atta behaved much like the typical budding jihadist. It was 
only after he apparently was tapped for his mission-perhaps spotted and selected because of 
this behavior-and returned from Afghanistan that he began observing strict operational security 
practices. 

• Prior to early February 2000, Atta and his associates in Hamburg-including 11 September 
pilots Marwan al-Shehhi and Ziad Jarrah-were known to wear beards and Arab-style dress, 
attended a mosque known for extremists views, and openly associated with radical figures
all acts that contradict recommendations in al-Qa'ida training manuals not to behave in ways 
that would attract law enforcement attention. 

o 	 After defending his thesis in October 1999, Atta left for Afghanistan and Pakistan in late 
November and returned to Hamburg in late February 2000, where he no longer appeared to be 
outwardly radical, according to law enforcement and intelligence reporting. He did not wear 

.. 	a beard or Arab-style dress and generally blended into the Western world. Shortly thereafter, 
Atta applied for a new passport-apparently both to disguise his travel to Afghanistan and 
to acquire a new photograph-made inquires to US flight schools, received a US visa, and 
spread word to family and friends that he was leaving Germany to continue his education. 

(0)- Flight Schools 

~ The hijackers enrollment at multiple US flight schools was not in itself uncommon, but 
their focus on learning only the skills that would benefit their mission-such as Atta and al
Shehhi requesting advanced jet flight training that focused on approaches and turns but not on 
take-offs and landings-made them stand-out. 

• Between June 2000 and September 2001, Atta, al-Shehbi, and Jarrah took flying classes, 
underwent flight simulator training, and flew test flights in at least eight facilities in Florida 
and Georgia. Atta and al-Shehhi also visited the Airman Flight School in Oklahoma. 

• Hanjour attended three flight schools in Arizona and California between 1996 and 1999 . 
• After returning to the US in December 2000, he took jet simulator lessons in Arizona and 
. rented planes from at least five other facilities in Arizona, New Jersey, and Maryland. 

• Two other hijackers briefly took introductory flying lessons in San Diego in spring of 2000, 
but neither sought further flight training. 



(U) Banking in the US 

~ The hijackers financed their operation with money electronically transferred from overseas 
as well as with cash and traveler checks they carried-and declared-when they entered the US. 
They opened US bank accounts and used them legally, but they favored an unusual practice of 
sharing. accounts between unrelated members. None of the hijackers worked to supplement this 
funding. 

• The hijackers, often in pairs, used 24 bank accounts from branch banks belonging to Sun 
Trust, Hudson United, First Union, Bank of America, and Dime Savings . 

. • As the operation drew near, the hijackers closed the majority of their bank accounts and wired 
most of the remaining money overseas through Western Union stations at bus tenninals and 

, grocery stores. 

(U) How They Communicated 

'"{t~S)-The hijackers favored communications techniques designed to make operational discussions 
difficult to trace. 

• They used pre-paid calling cards combined with payphones to make operational telephone 
calls to conspirators in the US as well as the Middle East and Germany, according to law 
enforcement infonnation. They used cell phones to receive operational calls. 

• They apparently reserved their most sensitive planning discussions for face-to-face meetings, 
which likely were held thfee times in 2001; Germany in January, Spain in July, and Las Vegas 
in mid-August. 

• At least nine hijackers used post office mailboxes from such places as Mail Boxes Etc and 
Mail Depot, possibly to receive regular mail and to help establish residence. 

(U) Businesses They Frequented 

~ Besides rental car businesses and commercially· available post office boxes, the hijackers 
also frequented several other businesses. 

o Many ofthe hijackers worked out at gyms-possibly to help prepare them for subdumg passengers 
in taking over the airliners. 

• They used Kinkos for photocopying unknown materials and for computer rentals. 
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(U) Rituals 

~Wbile the hijackers made a special effort to blend in and conceal their jihadist zeal, this 
mask cracked in the closing days of their mission. 

o 	 A maid at the Days Inn in Boston where the Flight 175 hijackers stayed the night before the 
attack reported finding a large amount of body hair in the room, all of the rooms' lotion used
possibly to aid the shaving-and that they had only slept on top of their beds . 

. 
• 	 Copies of the same letter were recovered from the hijackers belongings that detailed steps and 

prayers that were to be followed before the attacks. 



~AnnexA: Ramzi Yousers and the 11 September IDjackers' Operational Tradecraft 

tbJ;S) There are some similarities between the 1993 World Trade Center (WTC) bombers led by 
Ramzi Yousef and the 11 September hijackers, but there also are key differences that make it difficult 
to establish a single pattern that sleeper cells in the US likely would follow. 

~) Key operational characteristics common to the 1993 and 2001 plotters include: 

o 	 Some of the conspirators from both plots arrived in the US at least six months prior to the 
attacks-in some cases, more than a year-and members focused their time and energy in 

. preparing for the attacks. 

• Some members of each plot used shared bank accounts. 

o 	 The key leaders ofboth plots-Yousef and the 11 September pilots-shared a variety of personal 
characteristics. They had broad exposure to the West-Yousef and three of the four pilots 
studied in Western Europe and had technical backgrounds-spoke workable English, were in 
their 20s or early 30s, and hailed from affluent families . 

.. 
~ Key operational differences include: 

o 	 Yousef and co-conspirator Mohammed Ajaj traveled together from Pakistan and used false 
names and documents to enter to the US, while all 19 hijackers used their true names, legitimate 
passports, and secured visas to enter the country. 

o 	 Yousefused at least four passports and three different names to enter, operate, and exit the 
US, while the hijackers acquired legitimate forms of identification, such as driver's licenses 
and state identification cards in their true name. 

o 	 Yousef relied on a local network of childhood friends and individuals introduced to him by 
others after his arrival in the US to carry out his attack. Most had no significant training and 
indoctrination, and one conspirator was brought into the plot two weeks before the attack. 
Conversely, the hijackers relied mainly on experienced, well-trained manpower from abroad 
and did not bring unknown individuals into their plot after arriving in the US. 

• The 1993 conspirators frequently made overseas phone calls from their residences, while 
the hijackers relied on prepaid cell phones, calling cards, and Internet cafes to communicate 
abroad. Yousefhad a personal computer, but the hijackers are not known to have owned laptop 

'.or desktop computers or any electronic data storage media. 
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~) Annex B: Ahmed Ressam and the 11 September Hijackers' Tactics in the US: More 
Contrasts in Tradecraft 

~ There are few similarities between the Millennium bomber Ahmed Ressam and his plot to 
attack Los Angeles airport and the 11 September hijackers. 

• Ressam's identification documents-including,passports, visas, driver licenses, social security 
numbers, and credit cards-were all fraudulently obtained in contrast to the 11 September 
hijackers exclusive use of legitimate documentation. 

o 	 Ressam applied for and was granted political asylum in Canada in 1994, inviting increased 
scrutiny by Canadian immigration authorities. The 11 September plotters sought no special 
immigration status. 

• Although Ressam had lived in Canada since 1994, his English language abilities were poor, 
probably a result of living in a predominantly Algerian comrmmity. The 11 September pilots 
all spoke workable English. 

o 	 In contrast to the 11 September hijackers, neither Ressam nor his associate, Abdelmajid 
Dahoumane, conducted surveillance or route rehearsals to the US, other than with a map. 

o 	 In his debriefings, Ressam has indicated that his cell was instructed to engage in criminal 
behavior such as credit card fraud and petty theft, to finance their terrorist-related activities; 
Ressam was arrested for theft four times in only a few years. The 11 September hijackers 
used legitimate US bank accounts and either legally brought money to the US or had it electronically 
sent from the Middle East to their accounts. 

• Like the 11 September hijackers, Ressam practiced operational security in communicating 
with his associates, although not as well. Ressam used multiple pre-paid calling cards and 
several different pay phones, but used a cellular phone to leave messages at the local mosque 
for associates to meet him there. 
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(U) Annex C: List of Hijackers and Planes 

American Airlines Flight 11 
Departed Boston-Crashed into the north tower of the World Trade Center 
76 passengers and 11 crew 

Mohamed Atta 
Satam al-Suqami 
Waled al-Shehri 
Wa'il al-Shehri 
Abdulaziz al-Omari 

United Airlines Flight 175 
Departed Boston-Crashed into the south tower of the World Trade Center 
51 passengers and nine crew 

Marwan al-Shehhi 
Fayez Banihammad 
Ahmed al-Ghamdi 
Hamza al-Gamdi 
Mohand al-Shehri 

American Airlines Flight 77 
Departed Washington Dulles-Crashed into the Pentagon 
53 passengers and six crew 

Ha.ni Hanjour 
Khalid al-Mihdhar 
MajedMoqed 
Nawaf al-Hazmi 
Salem al-Hazmi 

1 , 

United Airlines Flight 93 
Departed Newark-Crashed near Stony Creek Township, Pennsylvania 
33 passengers and seven crew 

ZiadJarrah 
Saeed al-Ghamdi 
Ahmed al-Haznawi 
Ahmed ai-Nami 




