
 

  

U.S. Department of Justice 
 
 
 
 
 
 
Federal Bureau of Investigation 

  Washington, D.C. 20535  

 
November 16, 2020 

 
MR. JOHN GREENEWALD JR. 
SUITE 1203 
27305 WEST LIVE OAK ROAD 
CASTAIC, CA 91384 
 

FOIPA Request No.: 1480663-000 
Subject: Bitcoin 
(On or After January 1st, 2008) 
 

Dear Mr. Greenewald: 
 
The enclosed 137 pages of records were determined to be responsive to your subject and were 

previously processed and released pursuant to the Freedom of Information Act (FOIA).   Please see the 
selected paragraphs below for relevant information specific to your request as well as the enclosed FBI 
FOIPA Addendum for standard responses applicable to all requests.  

 

 In an effort to provide you with responsive records as expeditiously as possible, we are 
releasing documents from previous requests regarding your subject. We consider your 
request fulfilled.  Since we relied on previous results, additional records potentially 
responsive to your subject may exist. If this release of previously processed material does 
not satisfy your request, you may request an additional search for records.  Submit your 
request by mail or fax to – Work Process Unit, 170 Marcel Drive, Winchester, VA  22602, 
fax number (540) 868-4997. Please cite the FOIPA Request Number in your 
correspondence.   

 

 Please be advised that additional records responsive to your subject exist. If this release 
of previously processed material does not satisfy your request, you must advise us that 
you want the additional records processed.  Please submit your response within thirty (30) 
days by mail or fax to—Work Processing Unit, 170 Marcel Drive, Winchester, VA  22602, 
fax number (540) 868-4997.  Please cite the FOIPA Request Number in your 
correspondence. If we do not receive your decision within thirty (30) days of the date 
of this notification, your request will be closed. 

 

 One or more of the enclosed records were transferred to the National Archives and 
Records Administration (NARA).  Although we retained a version of the records previously 
processed pursuant to the FOIA, the original records are no longer in our possession.   

 
If this release of the previously processed material does not satisfy your request, you may 
file a FOIPA request with NARA at the following address: 

 
National Archives and Records Administration  
Special Access and FOIA 
8601 Adelphi Road, Room 5500 
College Park, MD 20740-6001  
 

 Records potentially responsive to your request were transferred to the National Archives 
and Records Administration (NARA), and they were not previously processed pursuant to 
the FOIA.  You may file a request with NARA using the address above.   

 
 
 



 

 One or more of the enclosed records were destroyed.  Although we retained a version of 
the records previously processed pursuant to the FOIA, the original records are no longer 
in our possession.  Record retention and disposal is carried out under supervision of the 
National Archives and Records Administration (NARA) , Title 44, United States Code, 
Section 3301 as implemented by Title 36, Code of Federal Regulations, Part 1228; Title 
44, United States Code, Section 3310 as implemented by Title 36, Code of Federal 
Regulations, Part 1229.10.   

 

 Records potentially responsive to your request were destroyed.  Since this material could 
not be reviewed, it is not known if it was responsive to your request.  Record retention and 
disposal is carried out under supervision of the National Archives and Records 
Administration (NARA)  according to Title 44 United States Code Section 3301, Title 36 
Code of Federal Regulations (CFR) Chapter 12 Sub-chapter B Part 1228, and 36 CFR 
1229.10.   

 

 Documents or information referred to other Government agencies were not included in this 
release.   

 
Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to 

your request.  “Part 1” of the Addendum includes standard responses that apply to all requests.  “Part 2” 

includes additional standard responses that apply to all requests for records about yourself or any third party 
individuals.  “Part 3” includes general information about FBI records that you may find useful.  Also 

enclosed is our Explanation of Exemptions. 
 
For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”  

The FOIPA Request Number listed above has been assigned to your request.  Please use this number in all 
correspondence concerning your request. 
 

If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this 
request, you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United 
States Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an 
appeal through OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website: 
https://www.justice.gov/oip/submit-and-track-request-or-appeal.  Your appeal must be postmarked or 
electronically transmitted within ninety (90) days of the date of my response to your request.  If you submit 
your appeal by mail, both the letter and the envelope should be clearly marked "Freedom of Information Act 
Appeal."  Please cite the FOIPA Request Number assigned to your request so it may be easily identified. 

 
You may seek dispute resolution services by contacting the Office of Government Information 

Services (OGIS).  The contact information for OGIS is as follows: Office of Government Information 
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 
20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile 
at 202-741-5769.  Alternatively, you may contact the FBI’s FOIA Public Liaison by emailing 
foipaquestions@fbi.gov.  If you submit your dispute resolution correspondence by email, the subject heading 
should clearly state “Dispute Resolution Services.”  Please also cite the FOIPA Request Number assigned 
to your request so it may be easily identified. 
 
 

Sincerely, 
             

 
Michael G. Seidel 
Section Chief 
Record/Information 
  Dissemination Section 
Information Management Division 

Enclosure(s)  

http://www.fbi.gov/foia
https://www.justice.gov/oip/submit-and-track-request-or-appeal
mailto:foipaquestions@ic.fbi.gov


 

FBI FOIPA Addendum 

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA 
Addendum provides information applicable to your request.  Part 1 of the Addendum includes standard responses that apply 
to all requests.  Part 2 includes standard responses that apply to requests for records about individuals to the extent your 
request seeks the listed information.  Part 3 includes general information about FBI records, searches, and programs.   

Part 1: The standard responses below apply to all requests: 
 

(i) 5 U.S.C. § 552(c).  Congress excluded three categories of law enforcement and national security records from the 

requirements of the FOIPA [5 U.S.C. § 552(c)].  FBI responses are limited to those records subject to the requirements 
of the FOIPA.  Additional information about the FBI and the FOIPA can be found on the www.fbi.gov/foia website. 
 

(ii) Intelligence Records.  To the extent your request seeks records of intelligence sources, methods, or activities, the 

FBI can neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to 
requests for records about individuals, PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(1), (b)(3), and (j)(2)].  The mere 
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption 
(b)(1) and/or would reveal intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC § 
3024(i)(1)].  This is a standard response and should not be read to indicate that any such records do or do not exist. 

 
Part 2: The standard responses below apply to all requests for records on individuals:   
 

(i) Requests for Records about any Individual—Watch Lists.  The FBI can neither confirm nor deny the existence of 

any individual’s name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§ 
552/552a (b)(7)(E), (j)(2)].  This is a standard response and should not be read to indicate that watch list records do or 
do not exist. 
 

(ii) Requests for Records about any Individual—Witness Security Program Records.  The FBI can neither confirm 

nor deny the existence of records which could identify any participant in the Witness Security Program pursuant to 
FOIA exemption (b)(3) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(3), 18 U.S.C. 3521, and (j)(2)].  This is a 
standard response and should not be read to indicate that such records do or do not exist.  
 

(iii) Requests for Records for Incarcerated Individuals.  The FBI can neither confirm nor deny the existence of records 

which could reasonably be expected to endanger the life or physical safety of any incarcerated individual pursuant to 
FOIA exemptions (b)(7)(E), (b)(7)(F), and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(7)(E), (b)(7)(F), and (j)(2)].  
This is a standard response and should not be read to indicate that such records do or do not exist.  

 
Part 3: General Information:    

 
(i) Record Searches.  The Record/Information Dissemination Section (RIDS) searches for reasonably described records by 

searching systems or locations where responsive records would reasonably be found.  A standard search normally 
consists of a search for main files in the Central Records System (CRS), an extensive system of records consisting of 
applicant, investigative, intelligence, personnel, administrative, and general files compiled by the FBI per its law 
enforcement, intelligence, and administrative functions.  The CRS spans the entire FBI organization, comprising records 
of FBI Headquarters, FBI Field Offices, and FBI Legal Attaché Offices (Legats) worldwide; Electronic Surveillance 
(ELSUR) records are included in the CRS.  Unless specifically requested, a standard search does not include references, 
administrative records of previous FOIPA requests, or civil litigation files.  For additional information about our record 
searches, visit www.fbi.gov/services/information-management/foipa/requesting-fbi-records. 
 

(ii) FBI Records.  Founded in 1908, the FBI carries out a dual law enforcement and national security mission.  As part of this 

dual mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on 
every person, subject, or entity. 
 

(iii) Requests for Criminal History Records or Rap Sheets.  The Criminal Justice Information Services (CJIS) Division 

provides Identity History Summary Checks – often referred to as a criminal history record or rap sheet.  These criminal 
history records are not the same as material in an investigative “FBI file.”  An Identity History Summary Check is a 
listing of information taken from fingerprint cards and documents submitted to the FBI in connection with arrests, 
federal employment, naturalization, or military service.  For a fee, individuals can request a copy of their Identity History 
Summary Check.  Forms and directions can be accessed at www.fbi.gov/about-us/cjis/identity-history-summary-
checks.  Additionally, requests can be submitted electronically at www.edo.cjis.gov.  For additional information, please 
contact CJIS directly at (304) 625-5590.   

 
(iv) National Name Check Program (NNCP).  The mission of NNCP is to analyze and report information in response to name 

check requests received from federal agencies, for the purpose of protecting the United States from foreign and domestic 
threats to national security.  Please be advised that this is a service provided to other federal agencies.  Private Citizens 
cannot request a name check.  

http://www.fbi.gov/foia
file:///C:/Users/ANROBERTSON/AppData/Local/Temp/1/Letters/www.fbi.gov/services/information-management/foipa/requesting-fbi-records
http://www.fbi.gov/about-us/cjis/identity-history-summary-checks
http://www.fbi.gov/about-us/cjis/identity-history-summary-checks
http://www.edo.cjis.gov/


 

EXPLANATION OF EXEMPTIONS 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 
 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the 

matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding 

or refers to particular types of matters to be withheld; 

 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 

 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records 

or information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a 

fair trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) 

could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any 

private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 

enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 

investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 

investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 

reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 

individual; 

 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 

the regulation or supervision of financial institutions; or 

 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime 

or apprehend criminals; 

 

(k)(1) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 

would be held in confidence; 

 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual  pursuant 

to the authority of Title 18, United States Code, Section 3056; 

 

(k)(4) required by statute to be maintained and used solely as statistical records; 

 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 

employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 

information pursuant to a promise that his/her identity would be held in confidence; 

 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service 

the release of which would compromise the testing or examination process; 

 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the  person 

who furnished the material pursuant to a promise that his/her identity would be held in confidence. 

 

FBI/DOJ 



The Black Vault
The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world.  The research efforts here are
responsible for the declassification of hundreds of thousands of pages

released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com

This document is made available through the declassification efforts 
and research of John Greenewald, Jr., creator of: 

http://www.theblackvault.com


From: 
Sent: 
To: L..-_____ .....II(BS) (FBI);L...I _____ .....1 

Cc: 

Subject: 

Classification: ~1!:C1t1!:'f//MOfi'OItM 

====================================================== 

Just to clarify,l 

Classification: SElCREl'3?//nOFOR:H 

====================================================== 

Can we make contact withlL...-_________________ ---' 

From:~ kBS) (FBI) 
Sent:riday, August 24,2012 12:12 PM 

1 

I 
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Classification: S~C1t1!!"f//MOtr01tM 

====================================================== 

Thank you for your phone call today. I'm including some of the other interested parties in this email. 

I've been trying to identiN I 

b5 
b6 
b7C 
b7E 

b5 
b6 
b7C 
b7E 

I 
r t-__________________ -..,.~...JI I have attached a ppt imagelL...----=-~--------I 

L...-__________________ ---I1 Take a look and let me know what you think. 

la great CHSI ~ 
b5 
b7D 
b7E 

I 

la great CHsl 

(See below). PS I will send you the linkl 1 ~------------------------~ 
~-------------~ 

lmm'}f~===========~I============================================~b3 I~I I bTh 
b7E 
b5 I 
b7D 

ThanksJ,L. __ ____I 

Boston Field Intel' 

FrOn11L... _____ ...... 1 (BS) (FBI) 
2 
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Sent: Wednesday, June 20,20121:22 PM 
Subject: I I 

Classification: SECREl':E'//fqOFOItM 

0615 

I'm trying to identifvL 

f-_______ ..... �-'I::..;s:::.l;o:::.:lo::.:.k::.::e~t:.:::o..L..._I_"T::"'"~_:__----I1 about this and he believro"e;.;;.s...;;t.;..;.h.;...at.;.&:I _______ ........ ....., 
t----------,I--_____ --.J1ls this something that w_e should dolL...-__________ ...... 

I 

« File: Bitcoin Exposed.pptx » 
~ ICHS reporting .... 1 ------, 

Substantive Case File Number: 

Source Reporting: 

. (U) CHS, I I much of whose reportfng has been 
-corroborated, provided the following information: 

ITTI I I 

ICHS reoortin~ I 
I 

(uj I 

I 
Thank~ ..... __ ..... 
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=============================-======================== 
Classification: 

==================- ============================ 
Classification: 

=~============================ 

Classification: 

========================== 
Classification: 
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Executive Summary 

(UI ~ Bi~coin, created 
in 2009, is considered to be 
digital currency. They are 
digital coins that people can 
send via the Internet; it's like 
the cyber world meets the 
monetary world. Bitcoins can 
be transferred via a 
smartphone or computer 
without using a financial 
institution; there is no bank 
associated with it or 
regulatory governing agency. 
Since no banks are involved, 
there are no taxes involved; 
however, users are expected to 
pay income, sales, payroll, and 
capital gain taxes on anything 
of value. Bitcoin is not official 
currency; it is an experimental 
new currency. Basic features of 
a Bitcoin-like network are:5 

• ". " "0.., " 

~ • _. ~ '" "1 '\' \ '.: 

"' ~ ;:. '.' . .' , 5,,_' 

(UII¢! 
·:·Bitcoins can be transferred 
between arbitrary nodes on 
the network. 
·:·Transactions are irreversible; 
it can only be refunded by the 
person receiving the funds. 
·:·Double spending is 
prevented by using a block 
chain - this is a transaction 
database shared by all nodes 
participating in a system based 
on the Bitcoin protocol. 
·:·Transactions are broadcast 
within seconds and verified 
within 10 to 60 minutes. 
·:·Transaction processing and 
money issuance are carried 
out collectively through 
mining. 
·:·Transactions can be received 
at any time, even if a 
computer is on or off. 
·:·They can be used in any 
country. 



" 

(UII~ Bitcoins can be 
generated by anybody who has an 
application called Bitcoin miner. The 
way Bitcoins enter into the market is 
called "mining". Essentially, 
computers solve mathematical 
algorithms to earn the Bitcoins. These 
algorithms are very complex and take 
a lot of computing power to solve. 
The more computers trying to solve 
the equations, the harder the 
equations become to solve and the 
less you get for mining. As a result, it 
gets difficult to create new Bitcoins. 

(UI Ius)} Bitcoin's creation and 
transfer is based on an open source 
cryptographic protocol and is not 
managed by any central 
organization. Since it is an open
source project, there may be 
vulnerabilities in the code that 
hackers can exploit. 

How it Works 

(UII~ To use Bitcoin a new 
user needs to choose a wallet such 
as Bitcoin-QT app for Windows, 
MAC, and Linux or Bitcoin Wallet for 
Android phones or tablets that will 
install on a computer or smart 
phone. 

(UI I~) A Bitcoin wallet allows 
users to do transactions including 
sending and receivi.ng coins to other 
users. Users can even receive 
Bitcoins when they are offline and 
all wallets are compatible with each 
other. There are software wallets, 
mobile wallets and web wallets. 
Software wallets are installed on 
your computer, mobile wallets 
allows users to pay in a physical 
store (see Figure 1) by scanning a 
Quick Response (QR) code or using 
Near Field Communication (NFC) 
"tap to pay" system, and a ~eb 
wallet which allows users to use 
Bitcoin anywhere with less effort to 
protect your wallet. Once your 
wallet is installed, the system will 
generate your first Bitcoin address; 
additional addresses can be created 
if needed. You can reveal any of 
your Bitcoin addresses to friends so 
they can pay you or if you want to 
pay your friends; however, you must 
have a user's Bitcoin address to 
process transactions. 



Figure 1 
'I, 

'; A sticker on the window of 
;,' a local pub indicates the 
~: acceptance of Bitcoins for 
; payment in Berlin on April 
, 11 ,2013 

" (Photo by Sean 
Gallup/Getty Images) 
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Anonymity 

(UII~) Bitcoin is not anonymous, but it still works to 
protect customers' privacy. All Bitcoin transactions are 
stored publicly and permanently on the network so 
everyone can see balances and transactions of any Bitcoin 
address. The identity of the owner cannot be connected to 
their Bitcoin address unless the owner reveals personal 
information during a transaction. However, Bitcoin shows 
all transactions between all users Bitcoin addresses. 
Therefore, Bitcoin recommends that owners use different 
Bitcoin addresses every time they receive money and also 
hide their computer's IP address so it cannot be logged. 

;;=r~ For . seU~ 
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Law Enforcement Impact 

/ (u/!J.ES}) law enforcement is concerned ~ 
about the use of Bitcoins to facilitate illegal 

activities online. The Silk Road is an online black 
market exchange for contraband goods, like 
illicit drugs, stolen credit cards, etc. and it 

operates using Bitcoin. Recently on October 1, 
2013, the FBI was able to shut down the 

website because they captured alleged founder, 
I I Previously authorities were 
unsuccessful because the site was hosted as a 

hidden service on the Tor network. 

(UII¢nl 
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SIP/RTP: The Session Initiation Protocol (SIP) is a signaling 
communications protocol, widely used for controlling 
multimedia communication sessions such as voice and video 
calls over Internet Protocol {lP} networks. (RTP) Real-time 
Transport Protocol defines a standardized packet format for 
delivering audio and video over IP networks 

PGP Universal: Pretty Good Privacy 

POP: Post Office Protocol 

IMAP: Internet Message Access Protocol 

PIV: Personal Identity Verification 

CAC: Common Access Card 

TWIC: Transportation Worker Identification Credential 

PIV-I: Personal 'Identity Verification Interoperability 
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Executive Summary 

(UII~ Bitcoin, created 
in 2009, iS'considered to be 
digital currency. They are 
digital coins that people can 
send via the Internet; it's like 
the cyber world meets the 
monetary world. Bitcoins can 
be transferred via a 
smartphone or computer 
without using a financial 
institution; there is no bank 
associated with it or 
regulatory governing agency. 
Since no banks are involved, 
there are no taxes involved; 
however, users are expected to 
pay income, sales, payroll, and 
capital gain taxes on anything 
of value. Bitcoin is not official 
currency; it is an experimental 
new currency. Basic features of 
a Bitcoin-like network are:5 

(UII~) 
·:·Bitcoins can be transferred 
between arbitrary nodes on 
the network. 
·:·Transactions are irreversible; 
it can only be refunded by the 
person receiving the funds. 
·:·Double spending is 
prevented by using a block 
chain - this is a transaction 
database shared by all nodes 
participating in a system based 
on the Bitcoin protocol. 
·:·Transactions are broadcast 
within seconds and verified 
within 10 to 60 minutes. 
·:*Transaction processing and 
money issuance are carried 
out collectively through 
mining. 
·:·Transactions can be received 
at any time, even if a 
computer is on or off. 
·:·They can be used in any 
country. 

b7E 



(Ullj.ES)) Bitcoins can be 
generated by anybody who has an 
application called Bitcoin miner. The 
way Bitcoins enter into the market is 
called IImining". Essentially, 
computers solve mathematical 
algorithms to earn the Bitcoins. These 
algorithms are very complex and take 
a lot of computing power to solve. 
The more computers trying to solve 
the equations, the harder the 
equations become to solve and the 
less you get for mining. As a result, it 
gets difficult to create new Bitcoins. 

(W/~) Bitcoin's creation and 
transfer is based on an open source 
cryptographic protocol and is not 
managed by any central 
organization. 

How it Works 

(UII,¢ To use Bitcoin a new 
user needs to choose a wallet such 
as Bitcoin-QT app for Windows, 
MAC, and Linux or Bitcoin Wallet for 
Android phones or tablets that will 
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(UI I~ A Bitcoin wallet allows 
users to do transactions including 
sending and receiving coins to other 
users. Users can even receive 
Bitcoins when they are offline and 
all wallets are compatible with each 
other. There are softwar.e wallets, 
mobile wallets and web wallets. 
Software wallets are installed on 
your computer, mobile wallets 
allows users to pay in a physical 
store (see Figure 1) by scanning a 
Quick Response (QR) code or using 
Near Field Communication (NFC) 
"tap to pay" system, and a web 
wallet which allows users to use 
Bitcoin anywhere with less effort to 
protect your wallet. Once your 
wallet is installed, the system will 
generate your first Bitcoin address; 
additional addresses can be created 
if needed. You can reveal any of 
your Bitcoin addresses to friends so 
they can pay you or if you want to 
pay your friends; however, you must 
have a user's Bitcoin address to 
process transactions. 

install on a computer or smart 
phone. ><,.""';""" 
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Just as the price of a Bitcoin reaches record highs, a u.s. Senate 
committee is taking a closer look at the world's favorite 

decentralized digital currency. 

(u//¢n Are tight regulations to come? Do politicians see a 
currency they can't track or control as a threat -- or an asset? 

(u//~n It's anyone's guess. Bitcoins are growing in popularity. 
The price of the currency soared to a newall-time high of $675 
Monday (November 18th), up from only $12 a year ago. Without 
meddling banks in between transactions, Bitcoins trade 
seamlessly and offer nearly as much privacy as cash. 

(U/ tWJ) That's why the Senate Com~ittee on Homeland 
Security and Government Affairs is hearing from various sides. 
According to prepared statements from the Justice Department, 
an official at the OOJ said it needs more help catching criminals 
who .use the secretive currency. Meanwhile, Bitcoin users want 
the government to back off and let the system blossom. 

(U//¢)) Law enforcement doesn't like the anonymity: There 
are legitimate uses for Bitcoins, but it's also being used to 
anonymously buy drugs, hire assassins, trade child porn and 
dodge taxes. The nation's acting assistant attorney general, 
Mythili Raman, described the more notorious ways bitcoins are 
being used. She mentioned the recent FBI shutdown of Silk Road, 
an online black market. 
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(UI I~ Illicit drugs and services -- like hacking -- were sold 
there using the (mostly) untraceable currency. The agency arrested 
its alleged founder and seized 170,000 BTC, valued at $101 million. 

(U//j..E5f) The way Bitcoins are transacted -- using coded wallets 
and special keys that don't need real names -- enables substantial 
privacy. That makes it more difficult to follow the money and catch 
criminals. It would be easier to fight crime with appropriate anti-
money laundering and know-your-customer controls. . 

(U//J,.ESj) Along those lines, there are concerns that those making 
money fr~m sex trafficking and pornography involving children 
have started to adopt Bitcoin. 

(UI I~) The International Centre for Missing and Exploited 
Children noted how anonymity offered by Bitcoin has made it the 
currency of choice for predators. 

(U//J..B}) The technologically complex Bitcoin system makes it 
hard for everyday agents to stay on targets' tails. They need more 
tech-savvy investigators. . 

(U//j..E5f) Treasury already issued guidance in March saying that 
groups exchanging Bitcoins must register with the government and 
keep records. Everyday Bitcoin users remain unregulated. 
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(UI I~)} I Ithe department's financial 
.crimes unit and warned about leaving the Bitcoin community 
untouched. 

(UI I~)} "One of our biggest challenges is striking the right 
balance between the costs and benefits of regulation," she said. 

(UIIJ...ESl') The Bitcoin community doesn't want too much 
regulation: Fans of Bitcoin say the currency is going mainstream, 
and it's not just for internet weirdos. That's why they want the 
government to give it a chance to grow and thrive without tacking 
on burdensome rules. 

(UI I~) The Bitcoin Foundation, a group that seeks to 
strengthen the digital system, is trying to convince politicians the 
currency works as is. 

(UI I~ liThe American people have been reminded this year of 
.reasons to be concerned for their privacy, II says the group's 
attorne~ I 

(UIIJ.ESl) The group also notes that meetings with financial 
regulators have gone well so far, but the Treasury Department 
should have met with B.itcoin supporters before taking a stance 
earlier this year. Academic researchers say that coming down too 
hard on the digital currency could push its innovative potential 
abroad. 
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(UII~) But regulators can't get their 
heads around it. They might want to treat it 
as a foreign currency, a commodity or a 
payments network -- but it's not any of 
those. However, stopping it would be a 
dumb move. 

(UII~) Restricting the use of Bitcoin 
may only ensure that criminals alone will 
use the technology. 

I 
I 
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Just as the price of a Bitcoin reaches record highs, a u.s. Senate 
committee is taking a closer look at the world's favorite 

decentralized digital currency. 

(UI lLESJ) Are tight regulations to come? Do politicians see a 
currency they can't track or control as a threat -- or an asset? 

(Ullj,Bf) It's anyone's guess. Bitcoins are growing in popularity. 
The price of the currency soared to a new all-t~me high of $675 
Monday (November 18th), up from only $12 a year ago. Without 
meddling banks in between transactions, Bitcoins trade 
seamlessly and offer nearly as much privacy as cash. 
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(U//~) The Bitcoin community doesn1t want too much 
regulation: Fans of Bitcoin say the currency is going mainstream, 
and it1s not just for internet weirdos. That1s why they want the 
government to give it a chance to grow and thrive without tacking 
on burdensome rules. 

(U/ /J,Bf) The Bitcoin Foundation, a group that seeks to 
strengthen the digital system, is trying to convince politicians the 
currency works as is. 

\ ,_ /i' .,' _ 1 " " ,', ... 

_ ........ ~ Orl ........ • __ . 

(U/ /.I.B1) The group also notes that meetings with financial 
regulators have gone well so far, but the Treasury Department 
should have met with B.itcoin supporters before taking a stance 
earlier this year. Academic researchers say that coming down too 
hard on the digital currency could push its innovative potential 
abroad. 
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Tor Overview 

. 0 Tor (aka "The Onion Router") is a system for anonymous 
communication over the Internet developed by The Tor 
Project (torproject.org) 

o Primarily funded by the US government and often used by 
citizens of China, Iran, Syria, etc., to protect free speech and 
circumvent censorship 

o Also used by criminals to trade copyrighted materials, child 
pornography, sell illega'i d.rugs, etc. 

a......-_______ ------I~NCLASSIFIED/lbNAI lalFORGEMEtH SD491TIVCE 
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Hidden Services Overview 

Tor Hidden Services 
- Enable Tor users to provide a service (e.g., a web server) 

accessible without revealing its IP address 

- Use a s pecia I I lad dress (e.g. '",;-1 ----;;------;-_--=---__ --=---_-----'1. 
accessible with a Tor client instead of a domain name (e.g., 

I lor IP address 

IL...---_____ _ 
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Examples of Crimina.1 Activity Using Tor 
Hidden Services 

DL...-I ____ -----I 

- Provides hosting for multiple high-priority sites trafficking in 
child .pornography -

-IL----__ _ 
° Silk Road 

- "The Amazon.comfor illegal drugs" -- NPR 

l I 
D~I ________________ ~ 

- Deals in a variety of illicit goods (stolen credit card numbers, 
government databases, firearms, etc.) 

1 I 
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From: 
Sent: 
To: 
Subject: 

I(OlD) (CON) 

FBI COMMUNICATIONS 
Tuesday, April 29, 2014 5:08 PM 
FBI ALL EMPLOYEES 
Standards of Conduct Regarding Digital Currencies --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 
TRANSITORY RECORD 

Message from AD Patrick W. Kelley, Office of Integrity and Compliance 

b6 
b7C 

Due to a number of inquiries seeking guidance for the reporting of digital currencies such as "Bitcoin," the Office of 
Integrity and Compliance (Ole) is providing this interim guidance regarding the application of the Standards of Conduct 
(SOC) to situations involving digital currencies. 

Digital currencies, such as Bitcoin, are not backed by any government or any other legal entity, are not considered legal 
tender like the U.S. dollar, and are not controlled or regulated by a central bank. Generally, such currencies share the 
following characteristics: (1) open source-the controlling computer code is open to public view; (2) peer-to-peer
transactions do not require a third-party intermediary, such as a credit card; and (3) they are digital with no physical 
manifestation. User transactions are encrypted with a unique identity and each transaction is recorded on a decentralized 
public ledger of sorts that is visible to all users on the network but the ledger does not reveal any personal information 
about the involved parties. Transaction costs are lower and transaction times are quicker than those associated with 
traditional financing methods. Digital currencies are stored in a user's "wallet" in the user's computer or in an online "wallet 
service." These features make digital currencies attractive for use in both legal and illegal transactions. The market for 
such currencies is volatile but continues to grow. The acquisition, use, and sale of such currencies by Federal employees 
poses a number of issues under the SOC. Unfortunately, the Office of Government Ethics (OGE) has not issued guidance 
in this regard although we expect it to do so as the use of digital currencies increases. In the interim, OIC offers the 
following guidance for FBI personnel. (We refer to Bitcoins below but the guidance pertains to any similar digital 
currencies.) 

Conflict-of-Interests 
Federal law prohibits employees from participating in any official matter which may reasonably and predictably affect their 
financial interests (or the interests of anyone whose interests are imputed to an employee by law, such as a spouse). For 
example, you may not participate in a criminal investigation involving a company in which you own stock or in a 
procurement if you own stock in one of the companies competing for the contract. The law does, however, permit you to 
participate if your interest consists solely of stock that is publicly traded and your total investment in that security is valued 
at $15,000 or less. Bitcoins are currency; they are not a form of securities although at least one court has agreed with the 
Securities and Exchange Commission that investments purchased with Bitcoins can be a security. Because Bitcoins are 
not securities, the $15,000 de minimis rule does not apply. Similarly, because B!tcoins are not legal tender and because 
the market for them is volatile and their price relative to other currencies is determined by supply and demand, they can't 
be treated like ordinary cash for conflict-of-interests purposes. Thus, if you own any Bitcoins, and if your official duties 
require you to engage in any activities that could reasonably and predictably affect the market for, or investment value, of 
Bitcoins (such as investigations into significant fraudulent activities involving Bitcoin investments, payments, etc. or which 

. could result in the seizure of significant amounts of Bitcoins), then you must "recuse" yourself from participating in such 
matters and notify your supervisor accordingly. If your supervisor determines that such action will result in your 
disqualification from the core or essential duties of your position or would otherwise unduly impact the FBI, then you and 
your supervisor must contact OIC for further guidance. In some cases, divestiture may be required. Personnel in such 
positions should refrain from investing in Bitcoins if they do not already own them. Further, to avoid "insider trading" 
problems and related statutory and SOC violations, no FBI employee may take any personal financial action based on any 
non-public information involving Bitcoins, such as information regarding the initiation or conduct of assessments or 
investigations. 

Financial Disclosure 
Employees who are required to file financial disclosure reports (OGE-450 or 278 forms) must, with some exceptions, 
report all assets held by them (or by their spouse and dependent children) for investment or the production of income 
which has a fair market value exceeding $1,000 at the close of the applicable reporting period, or which generated more 
than $200 in income. The pertinent regulations don't require disclosure of money deposits in a single financial institution 

1 



unless they aggregate to more than $5,000. As stated above, a Bitcoin is a form of currency but, on the other hand, a 
Bitcoin is not legal tender, is not regulated by any government, its supply is not controlled by a central bank, and it is not 
held in a financial institution so they shouldn't be treated like traditional currencies for disclosure purposes. This means 
that, if you have acquired Bitcoins or other digital currencies for investment or income-producing purposes and if the value 
of these currencies in your "wallet" exceeds $1,000 in U.S. dollars at the end of the reporting period, or they generated 
more than $200 in income during the reporting period, then you must report them. If you used Bitcoins to purchase 
investment assets, then you must report those assets if they meet the investment/income reporting thresholds of $1,000 
and $200, respectively. Further, the purchase or sale of Bitcoins as investment assets must be reported on your annual 
("incumbent") report if the value of the transaction was oyer $1,000. Such transactions, however, need not be reported 
monthly under the STOCK Act since they do not involve the sale, purchase or exchange of securities. If, however, 
Bitcoins are used to buy securities and the value of the transaction exceeds $1,000, then that transaction must be 
reported. 

Outside Employment 
Bitcoins can be obtained in three ways. A user can: (1) exchange conventional money for them; (2) exchange them for 
goods or services; or (3) engage in a process called "mining," which involves using powerful computers to solve complex 
math problems to "discover" more Bitcoins. As with any other form of endeavor, if your involvement in such activity 
involves the rendering of personal services in return for financial compensation, then you must first obtain permission 
under the FBI's outside-employment rules before engaging in it. Activities that solely constitute passive investment do not 
constitute employment and no permission is required to engage in them. If, however, you run what amounts to a business 
to either exchange Bitcoins for money, goods or services, or to "mine" for Bitcoins, then you may be engaging in 
employment and need approval to do so. Please consult OIC if you have any questions in this regard. 

Taxes 
Federal employees are required under the SOC to pay their taxes. The IRS has cautioned that: "you can receive income 
in the form of money, property, or services" from the virtual world and, "if you receive more income ... than you spend, you 
may be required to report the gain as taxable income." Consult your tax advisor if this is an issue for you. 

Applying the SOC to the virtual world isn't always easy but following these guidelines will ensure that you don't 
inadvertently violate Federal law or regulation. Please contact your CDC or OIC, if you have related questions. 

====================================================== 
Classification: UNCLASSIFIED 

2 



SECRET/lP40FSRP4 

Classified BY~' 8M K64 
Derived From: SIC, dated 20120629 
Declassify On: 2 91231 

L-__________ ~===!(~O=T=D=)(~C=O=N=)==~--------------------------------~~c 
~..,...,....____.,.---__ ~-tCYD)(FBI) b7E From: 

Friday. January 24. 2014 10:27 AM 
I I(OTD) (FBI) 

Sent: 
To: 
Subject: RE: 1 1--- SEGRETI}t40FO~I(j 

Classification: ~ECRE'f//nOPORU 

====================================================== 

Just added him. thanks 

-F-ro-m"'~i===-"""--"""Ic-o-TD-)-(-FB-I-) -------------------.-----

Sent: Friday. January 24. 2Q~4 10:18 AM 
To:1 _CYD)(FBI) 
Subject: FW~ -- SECRETh'pmFORP~ 

Classification: S:6CR:6'3?/ /noPOF\iq 

====================================================== 

Hi L...I _----I 

Did you get a chance to add S~L... _________ ----I!meeting for next week? Please see below comms with 
him ... 

L...-----r----.u..=.l~~...:;~~ifdAi~F"""----II<CYD)(FBI); L...! ________ ..... kLA) (FBI) 

Classification: S~C!t~'r//MC!l'CttM 

SECRET/iP4SFSRP4 

b6 
b7C 
b7E 

b6 
b7C 
b7E 



SECREfI/PJOFSRPJ 

Classi~fi: F78M35K64 
Derived m: FBI NSIC, dated 20120629 
Dedas' : 20391231 

Both are CC'ed on this email chain. 

D 
Can you please add L.I ___________ ----I~hanks! 

tWF) (FBI) 
!=-:-r---.;---~7, 2014 9: 27 AM 

....... ___ ~ (OTD) (FBI) 
L..-----r--....LI..lo"-l...l-'..I.I..I..f'I) 

-- SECRETHfmrORf4 
'---------' 

Classification: SECRE':E'/ n~"o:I:;'Ol:~:H 

====================================================== 

Thanks for reaching out so quickly. 

Actually looking fad 

6ECREf/lP4SFeJ~r~ 

"". 

bS 
b6 
b7C 
b7E 



I 
Thanks, 

IcOTD) (FBI) 
6--""'--=---a-ry...J.16, 2014 5:07 PM 
~ ___ ---...I\WF) (FBI) 

OTD FBI) 
"1..-___ ...J --- 5ECREf/ifWrORN 

Classification: SECRE'3?/ /}iOFORH 

--------============================================== 
H~L.._----I 

I was told you need some info regardinaL. ______ ----I1 Are you interested i~L _________ ----I 

I I 

To: 
I------......L.lj 

.~~~~~--IIcOTD)(FBI) 

Classification: SBCRE'3?/ /:NOFO~l 

-----================================================= 

Here is an inquiry froml 
Please follow up with hl..lm-.------I 
Thanks 

.!o.r-~-=-----I,OTD )(FBI) 
ary 16, 201;:14....!.;.6.2:...,.1 .. 2 J:.JPM.:.L..-_...., 

;,L----......II..IIiILf') (FBI);j _ IcOTD) (FBI) 
!-:-...."........,,,...,,,...... __ ---I.I.~O.l..l() (~BI 

L..-___ ....... -- SECRETHP40rORN 

b5 
b6 
b7C 
b7E 

b6 
b7C 
b7E 

b6 
b7C 
b7E 



SECRET/tr4eFeI~:r4 

Classification: SECRE'l'IINOI"Om 

====================================================== 

GOING SEeRE'f 

I think you are the man to help us! WFO is seeking assistance regardingL.,.1 __ ....II I think you may be the person;) Can 
you assist with the below? 

WFO is seekin~ 

Thank you! See email below from WFO SSAL.,.I _____ ...1 

L....,-___ .....I!cWF) (FBI) 
fLii--JL..L.I.I.I.L..::»...LI:I-""gj,JJ"ja ry 16, 2014 12: 03 PM 

OTD)(FBI) 
L:-~-----'L::::-:·i __ UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

Thanks for taking the time to speak to me this morning on the phone, and being willing to put me in touch with the right 

perso~ I 

Thanks in advance for your assistance. 

ViR 

WFO~ 

I
deSk) 
bb) L..... ____ ....I 

6ECRETf1I~Oj:ORN 
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Classified B~Y' 35K64 
Derived From: I NSIC, dated 20120629 
Declassify On' 391231 

====================================================== 
Classification: UNCLASSIFIE 

=========================== 
Classification: 

=================- ============================= 

==================== ============================== 
Classification: SECR 

===================== =============================== 
Classification: SECR 

=================== ============================= 

=========================== 

================ ========================= 
Classification: 

SECRE'f1/f46FO~r~ 



l(orD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

kL _____ ---1(OTD) (FBI)_-----..... 
.-L __ .......... .........-_....I..I..l:oO~L...l.l...lIoI.I..I.I..L...-.,...,..,,=~=-:-:--_....J(OTD) (FBI);L..I _____ ....1 

!L--__._ ...... (FBI); (OTD)(FBI) 
L...-----Imeeting notes --- UNCLASSIFIEDIIEC\:tO 

Classification: UNCLASSIFIEDII~ 
====================================================== 
TRANSITORY RECORD 

Just want to get my notes down before I forget. Thought you might be interested. 

,L1-------.l.1 ~m~et~w!!.!i~th!LI _______ ---Jbf::!.!n~TU!:!.le~S!.l::!d£!.ayL:..J...I_---,r-_----II hosted the meeting. 
I 

I 

I I 
I Iwe didn't Lg~e~t~m~to-m-u~ch-a~e~ta~i~I.-----------------------------1 

WI ask for a few items: 

L..-----II agreed to provide these. 

1 
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I 
desk) 
cell) 
Ic;,Q""I~Q\ 

I 

====================================================== 
Classification: UNCLASSIFIED//~O 
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L 

~ __________ ~~~I(~O~T~D~)(~C=O=N~)~ ______________________________ ---~~c 
b7E From: 

Sent: 
To: 

Subject: 

Classification: UNCLASSIFIEDII~ 
====================================================== 

I copied the 
L...-_____ ----I as per acknowledgment from SAL...-_...J 

This is the link td 

L...-__ ....IBs named~"L. _____ """ 

Please advise if further assistance is needed. 

Thank-you, 

Management & Program Ana~ly.::.:st::..l(..:...M:.:..P:..:.A),--_____________ --, 
ICYP - roerations sectio

r 
II j 

Office: 
Mobile L...-____ ....I 

====================================================== 
Classification: UNCLASSIFIEDII~ 

1 



L-______________ ~~O_T_D.).(C_O_N~) ____________________________________ ~~ 

I tOTD) (FBI) ~~C From: 
Sent: 

qdneSdaVDece1W~~:L...:S_:_·:F_~_:D_M ______ ----II(OTD) (CON) b7E To: 
Cc: 
Subject: 

Classification: UNCLASSIFIED 
====================================================== 

r--PI_ea_s_e .... ge_t_w_it_h ..... 1 ____ ..... lr..;;;eg"""'a;.;..rd~ingL.1 ~~~ _________ ....IIHe needs to kno~L...-____ .....I 
L.I ___________ ---1~ad called him earlier today. 

Classification: UNCLASSIFIED 
====================================================== 

fyi 

From:1 kLA) (FBI) 
Sent: Wednesday. December 04, 20 ... 13""'""*"1: ... 2 .. 1.1..1PM ...... ___ ..., 

l"'~~~ tr~p)~rg2b~l) -:=(F::::BI:-:-);'I ----....LIIc...:::Cy..:..::D~)(I.:..F.:::::BI:.LI)~'r=O=TD=)...,.(C=O=N~) ___ ----lkNy) (FBI) 

\.s) SUbje1F-- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 
TRANSITORY RECORD 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED 
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L-______________ ~I(_O~T~D~)(~C_O_N*) _____________________________________ ~~c 

From: I I (ER)(CON) b7E 

::
~ ay s:~tember 07,20124:39 PM I __ __.... kOTD) (FBI)j I(WF)(FBI) 

:lntro uctlon '--------.... 

Sent: 
To: 
Subject: 

Classification: UNCLASSIFIED//~ 
====================================================== 

FVq !I'm planning to 
show up for their meeting on the 20th

• I'm not sure if anything in articular is ex ected to come of it, but, as mentioned 
below, they do have some interest i 

From~ kDI) (FBI) 
Sent: Friday, September 07, 2012 2',.:.:0'-loCOuP...LM~ ____ ....., 
To~ h;VD)(FBI); I ICCID)(FBI) 
Cc:l lER)(CON);1 tBS)(FBI) 
Subject: RE: Introduction 

Classification: UNCLASSIFIED/~ 
====================================================== 

Thanks so much for the introduction. Like I mentioned on the 
~~~~~~~~~~~~~~~~--~ 

r-----""l-__ .....J(to a point), but when we start talkin."I.... ______________ ----I 
L...-___ ----I I become pretty useless. 

II if you could attend our meeting on the 20th (or at the very least call in) I think the group would find it immensely 
~ We are still hammering out the details of the time, but it will likely be in the morning~ I 
I Istraight away. 

I hope you all have a great weekend, 

~----~----JIcCYD)(FBI) 
~~~~~~""--lIL4 2012 1:53..:-P,l.;"lM'--_____ -, 
L--________ --,....J,CID)(FBI)j I tDI) (FBI) 

(ER)(CON); I IcBS)(FBI) 
,==~===:::-:-....J 

Classification: UNCLASSIFIED//~ 
====================================================== 

Hey Guys, 

I want to introduce you both tol 

1 
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... 1 =_----------Ilis available, I think it would be beneficial to have him attend or call into the meeting on the 
20th

, 

L...-----'~ I have cc'd .... 1 ____________________________ ---1 

Hope you guys have a great weekend! 

Intelligence Analyst 
FBI HQ, Criminal Division 
Violent ?~imjS{Crimes Aaa';nst Children IQtelligence Unit 
Unclasslfled_ . J 
Blackberry~f-:L...-------.----....I 

=============================-=== ==================== 
Classification: UNCLASSIFIED/ FOU 

=============================== ===================== 
Classification: UNCLASSIFIED//F 

============================== ==================== 
Classification: UNCLASSIFIED// 
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L-______________ ~I(O~T~D~)~(C~O~N)~ __________________________________ ~~ 

From: 
Sent: 
To: 

Cc: 
Subject: 

Classification: UNCLASSIFIED//LflS/POtJO 
====================================================== 
All, 

J {t." 
1.";.1 Based on the email below I would likf> to darifv mv manag-ement's n onl 

If there are any competing thoughts, we would like to meet to discuss. 

Thanks, 

I 

~:llI.II.I.L~hildren SeGti[)n/Maj[)r Case C[)[)rdinati[)n Unit 

~CyD) (FBI) 
1--- UNCLASSIFIED/ /LESfFOUO 

Classification: UNCLASSIFIED//LES/F0U0 
====================================================== 

1 

L...-____ .....II(LA) 

~~~~----I.CID) (FBI) 

I 
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.... 

~_..J.I.!::!:lL.l.J:..!2!l£L.,~~~-r--"""""'~I..oIo..I.I.l~..,.,..,.,...~,..",.,.... __ ---.J (OGC)(FBI); L...-___ ----l 

L...-__ --..,............u~~!.!.I.LL---.,...._-...J(ER)(FBI) 
{S1 --- UNCLASSIFIEDHLES7'rOUO 

Classification: UNCLASSIFIED//LES/FOUO 
====================================================== 

All, 

Iwan~dtodocumeMoure~rt~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
fSI PteaserevieWWh.it r have written below, and let me know if you have any questions or issues. 

tIC ul mm.mmmmmmmmmmmummmmmmu II deliberately avoided 
\IJ) getting into anything specific in my email. Please keep this in mind when sending your responses . 

fS) 
. L....-( ----.==============~ 

°1....--1 ____ ----I 

° 

(S) 

I,S) .1......--1 ______ -----JI 

bl 
b3 
bS 
b6 
b7C 
b7E 

(S) 

" O' ~I ____ -----II I,S) 

• 

° lC\ 

1('11 

2 



Feel free to contact me any time on my cell if there are any issues. 

Regards, 

I I 
Operational Technology Division 

I r~l 

================= 
Classification: UNCLASSIFIED// 

==.============================ 
Classification: UNCLASSIFIED//. 
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From: 
Sent: 
To: 
Cc: 

I kER)(FBI) 
Wednesday. April 17

kd
2013 1:04 PM 

I . (ER)(CON) I OTD) (FB�);1-'-I------,tLA) (FBI) 
Subject: Pertinent notes from Tor call prior to 1 pm --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

ewas 
doing. 

- I lare planning to set up a meetindq. _________________ --II by the 
end ofthe month. 

cell:L,L _____ -f 

Deskl ~ ____ ...J 

Do you have a question abou~ ..... __________ ___.IEmail us:L..1 _______ ..... 

====================================================== 
Classification: UNCLASSIFIED 
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I 

1L __________ ~=I(=O=TD=)=(C=O~N~)-----------------------------
I I(OTD) (FBI) From: 

~:~
da\l N;"ember 26,2012 5:4f :M I I (OTD)(FBI);_ kWF)(FBI) 

OR Summary for AD Hess --- UNCLASSIFIED 

Sent: 
To: 
Subject: 

Classification: UNCLASSIFIED 
====================================================== 
Here you go! 

l-,-....,....---,..,--....,....----Ilc OTD )(FBI) 
il)Ii...c:1Qll.C-'~IImll~ er 26, 2012 4: 17 PM 
""'-___ ......I.\0TD) (FBI); I tOTD) (FBI)J kOTD) (FBI) 
Lr--:-f""_=":"",,:::,,--,OTD) (FBI) L..-____ ..... 

OR Summary for AD Hess --- UNCLASSIFIED 

Classification: UNCLASSIFIED//~ 
==============~======================================= 

Please see the attachedL...1 ___ ..... 1 summary of TO~L. ____ ...JI Please let me know if you have any questions. 

Thanks, 

~ 
L......",._ ..... ~OR 

Summary.docx 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the property of FBI and may be 
distributed within the Federal Government (and its contractors), US intelligence, law enforceme . a ety or 
protection officials and individuals with a need to know. Distribution beyond les wIthout FBI authorization is 
prohibited. Precautions should be taken to ensure this info s ored and/or destroyed in a manner that 
precludes unauthorized access. Informati . g t e LES caveat may not be used in legal proceedings without first 
receiving authorization Originating agency. Recipients are prohibited from subsequently posting the 
infor r ed LES on a website or an unclassified network. 

====================================================== 
Classification: UNCLASSIFIED//~ 

, 
====================================================== 
Classification: UNCLASSIFIED 
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IS) 

UNCLASSIFIED//~ 

(U) TOR Background 

(U) Tor (aka liThe Onion Router") is a system for anonymous communication over the Internet 

developed by The Tor Project (torproject.org). TOR is primarily funded by the US government and often 

used by citizens of China, Iran, Syria, etc., to protect free speech and circumvent censorship. Tor is also 

used by criminals to trade copyrighted materials, child pornography, and sell illegal drugs. Tor hidden 

service enables Tor users to provide a service (e.g., a web server) accessible without revealing its IP 

address. This is accomplished by implementing aL-__ .....,.. ___ ...,.... ____ ....... _____ ..,........J 

accessible with a Tor client instead of a domain name (e.g., or IP address. 

1....-_----1 
Some predominate examples of these hidden services that are being used for criminal activity 

include: 

1. ~-----------~------------------~ 
2. Silk Road, 

I....---------------~ 
hich has been dubbed liThe Amazon.com for illegal drugs" 

3.\ by NPR . 

..---(U_//..;...~_)1.....-I _______ ____J!J;~.~,-----------___, 

(U) Next Steps 

(ul/tB)················································· ............................. . I 

UNCLASSIFIED//~ 

b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 



(S) 

) "", 

UNCLASSIFIED//~ 

(U) Recent Success 

I 

(u//~I 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the erty 

of FBI and may be distributed within the Federal Government (and its contractors telligence, law 

enforcement, public safety or protection officials and individuals with to know. Distribution 

beyond these entities without FBI authorization is prohibiTc"'.....,. .. 

information is stored and/or destroyed in a m at precludes unauthorized access. Information 

bearing the LES caveat may not b In legal proceedings without first receiving authorization from 

....... 

J 

Ipients are prohibited from subsequently posting the information marked LES 

UNCLASSIFIED//~ 
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~ ______________ ~~~OTD~)~(~C~O~N~) _____________________________________ ~~c 

I kER)(CON) 
we~neSday November 28,201210:36 AM 

I _ JrNY) (FBI) 
I ~OID) (FBI) 

RE: }-- UNCLASSIFIED 

From: 
Sent: 
To: 
Cc: 
Subject: 

Classification: UNCLASSIFIED 
====================================================== 

: L..---I -------' 

-iL-_-----I 

I ~Isx 

Classification: UNCLASSIFIED 
====================================================== 

« Filel Ixlsx » 
S~L.....-~_:---' 
FBI-NY /Cyber/CY-02 

I 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED 

1 

b7E 

b6 
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b7E 



tS} 

I(OlD) (FBI) 

From: 
Sent: 
To: 

Subject: RElmmmmu --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

I asked! Ito keep me looped in when hel I so I will be able to inform both of you-il-l ----L...:..:;..;=;..;;I L...-__ --:-_____ ----I 

cell:1 I 
Desk~:I----.....,...1 

Do you have a question abou~.L. _________ ----.!Email us:L.1 _____ ----' 

From:1 kOTD) (CON) 
Sent: Thursday, December 05,2013 1:00 PM 
To~ !(LA) (FBI);I I(ER)(FBI)~ I (OTD) (FBI) 

fSl Subject: RE1 ~-- UNCLASSIFIED L...-____ --' 

Classification: UNCLASSIFIED 
====================================================== 

D 
What is the best wayLI _____________________________ ----' 

I I 
Thanks, 

I 
(S) 

Classification: UNCLASSIFIED 
====================================================== 

Thanks 

1 
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L..-______ ----II(OTD) (CON) 

fS) - UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

rP...;,le..;;.;a;;.;;,s.;;..e ~ge;;..;t...;,w.;..;.it.;;.;..h;&..1 ____ ..... I.;..;re~g..;.;.;ar...;.;d.,ing'-:I __ ~~-~----:---,...._----'IHe needs to knowl 
.... 1 ___________ ----I~ad called him earlier today. L...-_____ ..... 

From~ kOTD) (CON) 
Sent: Wednesday, December 04, 2013 4:31 PM 
To:1 I(OTD) (FBI) 

fS)mSubject:uFWI 1--- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

fyi 

From:~1 ~----:'_=--~I(LA) (FBI) 
Sent: Wednesda December 04, 20 ..... J3oL..o1o.J ""':2 .... J ..,I;.P.L:JML....-___ -, 
To: FBI)i~1 =~----..... k=CY ..... D"""")( ..... FB=n.u..:I't=~~~------IIcNY) (FBI) 

iSI Cc: (OGC) (FBI)il KOTD) (CON) 
Subject: --- UNCLASSIFIED. 

Classification: UNCLASSIFIED 
====================================================== 
TRANSITORY RECORD 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED 
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From: 
Sent: 
To: 

I(OrD) (FBI) bS 
b6 
b7C 
b7E 

Cc: L--__ ---.....,....J(OTD) 

Subject: 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the property of FBI and e 
distributed within the Federal Government (and its contractors), US intelligence, law enforcem . sa etyor 
protection officials and individuals with a need to know. Distribution beyond les without FBI authorization is 
prohibited. Precautions should be taken to ensure this inf stored and/or destroyed in a manner that 
precludes unauthorized access. Informa . g the LES caveat may not be used in legal proceedings without first 
receiving authorizatio originating agency. Recipients are prohibited from subsequently posting the 
info ar ed LES on a website or an unclassified network. 

L...-_....Iland I want to thank everyone for meeting with us L.I ___________ ----'Ilt was very educational 
and productive 

TO:Ir-____ LL..I.lI, 

Classification: UNCLASSIFIED//~ 
====================================================== 

bl 
b3 
bS 
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(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the property of FB may be 
distributed within the Federal Government (and its contractors), US intelligence, law enfo , pu lic safety or 
protection officials and individuals with a need to know. Distribution be e entities without FBI authorization is 
prohibited. Precautions should be taken to ensure thi . Ion is stored and/or destroyed in a manner that 
precludes unauthorized access. Info earing the LES caveat may not be used in legal proceedings without first 
receiving authoriza . e originating agency. Recipients are prohibited from subsequently posting the 

marked LES on a website or an unclassified network. 

All, 

This email summarize~ 

L-------------------------------~l------------------------~ret 



I (OTD) (FBI) 

From: 
Sent: 
To: 

L...-_____ .....JkER) 

Cc: 
Subject: 

~--------------------~ 
--- UNCLASSIFIEDllj;.0(1O 

Classification: UNCLASSIFIED//~ 
====================================================== 

File attached for those who do not have access to the site .... 

L...-_----I~xlsx 

L...-___ ----lkER)(CON);IL....-_----I 

~------------------~ 
--- UNCLASSIFIED/ /~, 

Classification: UNCLASSIFIED//~ 
====================================================== 

All, 

Thanks, 

1 
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b6 
b7C 
b7E 

b6 
b7C 



(FBI); I kCYD)(FBnd kCYD) (FBI)~ IcCyD)(FBI) 
SUbjeL,ct"""":Ir-----.II.=.:..=.I.Io..:....:= .......... ---1-I-_....,U..,...N....,C-LA-S---JSI'FIED//j;Qd6L...----------I 

Classification: UNCLASSIFIED//~ . 
====================================================== 

All, 

loaded the latest 

L...-___ ....I,based on the initial review ofL....-_....Iby the lAs. 

============================= 
Classification: UNCLASSIFIED/ 

=============================== ====================== 
Classification: UNCLASSIFIED//F DO 

============================== ==================== 
Classification: UNCLASSIFIED/A OU 
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I(OTD) (FBI) 

Sent: 
Subject: 
Attachments: 

Mond.5 2 20138"55 tM 
RE: Me~JirC aeGRETJ/NOFORr~ 
silk roa df 

Classification: SBCRB'f'//MOr'OftM 

====================================================== 

Details are sketchy, but I'll relay what I know. 

Let me know if you have further questions. 

From:1 kOGC)(FBI) 
Sent: Friday, April 19, 2013 9:41 AM 
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fS} 

,..~~or--__ ....rLA) (FBI)~ I(OTD) (FBI);L..I ___ ....JI(OGC) (FBI); ..... 1 _____ ...... 

~~...,.._:_:_::::_":"":":::--:-f-.....&.I..I..I..L.oI..II..L..I.,;L~~.,.....,..........,....-..J (OTD)(FBI);I IcER)(CON); D 
(OTD) (FBI) 

'I...-___ ---l -- SECREfh(t~OFORt~ 

Classification: DEeRE'3?/ tpmFORH 

====================================================== 

I I 
~I ______________________________________________________________ ~~hankyou 

Assistant Section Chief - Science and Technology Law Office 
Investigative Law Branch 
Office of the General Counsel 

I I 
Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel ofthe Federal Bureau of Investigation. The 
message, along with any attachments, may be confidential and legally privileged. If you are not the intended recipient 
of this message, please destroy it promptly without further retention or dissemination (unless otherwise required by 
law). Please notify the sender of the error by a separate e-mail or by callingl 1 

From:! kLA) (FBI) 
Sent: Thursday, April 18, 2013 11:~8 PM 
To: (OTD) (FBI); IL-_ _ __ --JtOGC) (FBI);I I(OGC)(FBI)J (0 - ~----------~ L..-__________ ~ 

CC (OTD)(FBI);I I(ER)(CON); I~----I 

Ladies and gentlemen, 

I took a stab at a document,F--------========l 

Please feel free to edit it as necessary or paste it into an EC if appropriate. 

I apologize for missing today's meeting. I thought 2 hours would be enough time to make the 45 minute commute. 
Today I was wrong. 

--==================================================== 
Classification: DECRB'3?//HOFOffil 

====================================================== 
Clas s i fica ti on: SECRE'3? 7' tpmpOl\iij 
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I(OrD) (FBI) 

From: 
Sent: 
To: 

1 1 (OTO)(FBI) 
ThllCsda" March 14 2013 4:24 E;....I'MII.L-____ ----. 

1 I(ER)(OGA);I I(LA) (FBI);L..I ____ ----IkOI) 

~.......,..r----....L.t:.Jcs...J.L.t:pI);1 kOTo) (FBI);I tOTO) 
~::.:.L.!L._..,.,.,.".,......,.".~.------I(ER)(CON);I 1(01) (OGA);I I 

Cc: 

Subject: 

Classification: 8ECRE'f/ n~"oFORU 

====================================================== 

~~~~~ _________ ~~ __ ~_~~~~Theywouldli~~d~cu~~--~ 
L..-_____________ ---I"'efore making any decisions. 

1.r---___ .......-....J!cDI)(OGA) 
~~:-------ltOTO) (FBI);p:..;1 :.L...-____ ----. 

1....-----1 
-- SECREfHNOFORN 

Classification: ~ECftE'f//MOr'OltM 

====================================================== 

~ould you approveL _____________ -:--Ir------------......, 
I will be on leave startin tomorrow and will return on 25 March. L..-___________ ----J 

« File: silk roadDdf » 

(U) IfL...1 ___ ..... lconcur, would you send this tOL..l ___ ....JI? 

Thanks, 
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L...-(_/tF8t1ill-:---O~1 ----:--------Ir 
Mon/Tue/Thur/Fri: 
~:ommercial 

~e 
Wednesday: 

L...-___ ----I~ommercial 

From:! tER)(CON) 
Sent: Wednesday, March 13, 2013 Sr-;:..;;.;18;;...P;..;.M....;......-__ ---. 
TO:/ I(OTD)(FBI),'I I(LA) (FBI) .....-__ _ 
Cc:. J(ER)(FBI);. I (OTD) (FBI);I IcOTD) (FBI); ..... I ____ ----I 

(ER)(OGA) 
Subject: Silk Roadl 1-- UNCLASSIFIED/ /~ 

Classification: UNCLASSIFIED//~ 
====================================================== 

FYSA: 

'"':1 :-:-:-:-.:-::-:;r================;_~:---:::::7:'-:::----;-_____ ....I~orwarded to me today the 
attached'"':l ____________ ---Iregarding Silk Road. 

« File: silk road Dpdf » 
====================================================== 
Classification: UNCLASSIFIED//~ 

Classification: S 

Classification: S 
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.' __ I ____ ~I(O,;;.T,;;.;;;D.) ..,(F,;;,BI .. ) _________________ _ 

I I (OTD) (FBI) From: 
Sent: 

I TllAsrlav Anril 09 2013 f(6~6~F~B:.:.I)~J =:::::::-____ ....JI (OTD)(FBI) 

I i(LA) (FBI) .... 
RE: Support For Innocent Images~ ~- UNCLASSIFIEDI/L~ 

To: 
Cc: 
Subject: 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the property of FB be 
distributed within the Federal Government (and its contractors), US intelligence, law enfo , u lic safety or 
protection officials and individuals with a need to know. Distribution b e entities without FB.I authorization is 
prohibited. Precautions should be taken to ensure t . . Ion is stored and/or destroyed it') a manner that 
precludes unauthorized access. In earing the LES caveat may not be used .in legal proceedings without first 
receiving author' m the originating agency. Recipients are prohibited.from subsequently posting the 

Ion marked LES on a website or an unclassified network. 

Already cancelled 

From: 1 IcOGC)(FBI) 
Sent: Tuesday, April 09, 2013 4:25 'fJyM.!.I...-____ -, 

Tot \(OTD)(FBI); l 1 (OTD) (FBI) 
Cc _ (LA) (FBI) 
Su jed: RE: Support For Innocent Images1 1-- UNCLASSIFIED/ ~ 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the pro I and may be 
distributed within the Federal Government (and its contractors), US intelligence, la ement, public safety or 
protection officials and individuals with a need to know. Distributio ese entities without FBI authorization is 
prohibited. Precautions should be taken to ensure t . . ation is stored and/or destroyed in a manner that 
precludes unauthorized access. Infor earing the LES caveat may not be used in legal proceedings without first 
receiving authorizatio e originating agency. Recipients are prohibited from subsequently posting the 
infor ar ed LES on a website or an unclassified network. 

The meeting needs to be called off until further notice. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bllreal! OODV;Sh'ration 
(Phone)1 
(Secu-:,!.r!:,e ~'=== ___ ==;-....J 

(Fax~.L. ____ ....J 

Confidentiality Statement: 
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This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The ~ 
message, along with any attachments, may be confidential and legally ·privileged. If you are not the intended recipient of 7 

this message, please destroy it promptly without further retention or dissemination (unless otherwise required by law). 
Please notify the sender of the error by a separate e-mail or by calling. I b6 

b7C 

From OTD)(FBI) 
Sent: Tues ay, Apri 09,2013 4:13 P-'r-!M.:..L.... ______ -. 

To~ I(OTD) (FBI); I tOGC)(FBI) 
Cel I(LA) (FBI) 
Subject: RE: Support For Innocent ImageS~ ~ UNCLASSIFIED/ ~ 

Classification: UNCLASSIFIED//~ 
====================================================== 

b5 
b6 
b7C 
b7E 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the propert BI and may be 
distributed within the Federal Government (and its contractors), US intelligence, law ent, public safety or 
protection officials and individuals with a need to know. Distributi ese entities without FBI authorization is 
prohibited. Precautions should be taken to ensur rmation is stored and/or destroyed in a manner that 
precludes unauthorized access. Ion bearing the LES caveat may not be used in legal proceedings without first 
receiving aut rom the originating agency. Recipients are prohibited from subsequently posting the 
.iD;Ii~l'i:a::ittion marked LES on a website or an unclassified network. 

Dave and I have to attend a meetin 

From~ I(OTD) (FBI) 
Sent: Monday, April 08, 2013 5:13 PM 

omorrow. Let's plan to discuss Thursday morning ..... I ________ ..... 

To: I IcOGC)(Fu,.BT..L.) ____ ----, 
Ce: I rcOTD)(FBI); I leLA) (FBI) 
Subject: RE: Support For Innocent Images~ f- UNCLASSIFIED/ /¢ 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the propert may be 
distributed within the Federal Government (and its contractors), US intelligence, law e nt, public safety or 
protection officials and individuals with a need to know. Distribution b ese entities without FBI authorization is 
prohibited. Precautions should be taken to ensure this' Ion is stored and/or destroyed in a manner that 
precludes unauthorized access. Inform' nng the LES caveat may not be used in legal proceedings without first 
receiving authorizatio e originating agency. Recipients are prohibited from subsequently posting the 
inform' r ed LES on a website or an unclassified network. 

Your thoughts? 
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" From~ kOGC)(FBI) 
Sent: Monday, April 08, 2013 5:11 PM 

TO:' I. (OTD) (FBI) 
Cc:. 1 (OTD)(FBI) 
Subject: RE: Support For Innocent Images~L...-_----I~- UNCLASSIFIED/ ~ 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the property of may be 
distributed within the Federal Government (and its contractors), US intelligence, law enf , public safety or 
protection officials and individuals with a need to know. Distribution be e entities without FBI authorization is 
prohibited. Precautions should be taken to ensure. this i n is stored and/or destroyed in a manner that 
precludes unauthorized access. Informa . mg the LES caveat may not be used in legal proceedings without first 
receiving authorization originating agency. Recipients are prohibited from subsequently posting the 

,... .. L-rIled LES on a website or an unclassified network. 

L...-_________________________________ ...... II won't be able 

to attend. I am being dragged into other matters per the EAD and AD. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the- General Counsel 
Federal Bureau of Investigation 
(Phone~ I 
(Secu;.:.re.:::.1&....-___ ---.._..J. 

(Fax)L...I ___ ----I 

Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The 
message, along with any attachments, may be confidential and legally privileged. If you are not the intended recipient of 
this message, please destroy it promptly without further retention or dissemination (unless otherwise required by law). 
Please notify the sender of the error by a separate e-mail or by callingl 1 

Fromt tOTD) (FBI) 
Sent: Monday, April 08, 2013 4:01 PM 
To:1 IcOGC)(FBI) 
Subject: RE: Support For Innocent Images~L... __ ""'~- UNCLASSIFIED//.!#' 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the property of FBI and rna e 
distributed within the Federal Government (and its contractors), US intelligence, law enforcemen etyor 
protection officials and individuals with a need to know. Distribution beyond les without FBI authorization is 
prohibited. Precautions should be taken to ensure this in s stored and/or destroyed in a manner that 
precludes unauthorized access. Infor ring the LES caveat may not be used in legal proceedings without first 
receiving authori e originating agency. Recipients are prohibited from subsequently posting the 

l.I:LfQ.,""";:l'I"llno:ri"n marked LES on a website or an,unclassified network. 
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~:IL...-________ ----1 

From:1 IcOGC)(FBI) 
Sent: Monday. April 08/ 2013 3:40 PM 
To:1 I (OTD) (FBI) 
Subject: RE: Support For Innocent Images~ .... __ ..... ~- UNCLASSIFIED/ ~ 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the 0 FBI and may be 
distributed within the 'Federal Government (and its contractors), US intelligen orcement, public safety or 
protection officials and individuals with a need to know. Distrib' yond these entities without FBI authorization is 
prohibited. Precautions should be taken to ensu ormation is stored and/or destroyed in a manner that 
precludes unauthorized access. I Ion bearing the LES caveat may not be used in legal proceedings without first 
receiving authori m the originating agency. Recipients are prohibited from subsequently posting the 
inf . n marked LES on a website or an unclassified network. 

What is this meeting for? What is its purpose? 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal igation 
(Phone)..,......-___ ___&., 

(Securre;;.,u,. ___ ---,r 
(Fax)'--___ ----' 

Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The 
message/ along with any attachments/ may be confidential and legally privileged. If you are not the intended recipient of 
this message/ please destroy it promptly without further retention or dissemination unless otherwise required by law). 
Please notify the sender of the error by a separate e-mail or by calling 

'---------I 

From:1 I (OTD) (FBI) 
Sent: Monday. April 08. 2013 3:08 PM 
To:1 I (OGC)(FBI) 
Subject: FW: Support For Innocent Images-iL....-_----'I- UNCLASSIFIED/ ¢ 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in t~is document is the property of FBI and be 
distributed within the Federal Government (and its contractors), US intelligence, law e IC safety or 
protection officials and individuals with a n~ed to know. D' . n t ese entities without FBI authorization is 
prohibited. Precautions shou sure this information is stored and/or destroyed in a manner that 

onzed access. Information bearing the LES caveat may not be used in legal proceedings without first 

4 

bS 
b7E 

b6 
b7C 
b7E 

b6 
b7C 
b7E 



rec~iving authorization from the originating agency. Reci ient 
.. '.. e SI e or an unclassified network. 

You available Thursday 10:30?DW!1I be there © 

L...-___ ----IkLA) (FBI) 
~!.,;.!.l,/.I,J..loI.IoI,;IU..Q.I.W.L~ 2013 2:45 P,.,.!.M~ _____ ----, 

,......:...::..:.L...--".,=~,......-..JoOTD) (FBI)~ ~OTD)(FBI);L..I ____ --ItOTD) (FBI); L...I __ ....J 

L...-.,.....,...".,:=zI:0TD)( FBI) 
: RE: Support For Innocent Images-L.I __ ....I~- UNCLASSIFIED/ ¢ 

Classification: UNCLASSIFIED/~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the property of F ay be 
distributed within the Federal Government (and its contractors), US intelligence, law enf , public safety or 
protection officials and individuals with a need to know. Distribution b se entities without FBI authorization is 
prohibited. Precautions should be taken to ensure thO . Ion is stored and/or destroyed in a mannerthat 
precludes unauthorized access. Inf earing the LES caveat may not be used in legal proceedings without first 
receiving authoriz . t e originating agency. Recipients are prohibited from subsequently posting the 

n marked LES on a website or an unclassified network. 

Thursday is fine; morning is better. 

From:1 kOTD) (FBI) 
Sent: Monday, April 08 6 2013 2:19 PM 
To:1 IcOTD)(FBI);L..1 ____ .....J!cOTD) (FBI);I I(OTD)(FBI) 
Cc:1 JLA) (FBI) .L...-____ ...... 

Sul)]ect: RE: Support For Innocent Images-I ~- UNCLASSIFIED//¢ 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the property of FBI a e 
distributed within the Federal Government (and its contractors), US intelligence, law enforc IC safety or 
protection officials and individuals with a need to know. Distribution be entities without FBI authorization is 
prohibited. Precautions should be taken to ensure this' on is stored and/or destroyed in a manner that 
precludes unauthorized access. Info earing the LES caveat may not be used in legal proceedings without first 
receiving authoriz . e originating agency. Recipients are prohibited from subsequently posting the 
in£llUIom1"li'rr1n marked LES on a website or an unclassified network. 

Are we good to go on Thursday? .. please see below .. thanks! 

From:1 kID) (FBI) 
Sent: Wednesday, March 27, 2013 5:48 PM 
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ITo': 
I(OTD) (FBI); I IcOTD)(FBI)j IcOTD) (FBI); 1 

j COTP)(FBI) 
IcCID) (FBI);I tCID)(FBI); I IcCyD) (FBI);I Cc: 

C. (OGe) (FBI) 
!?ubject: RE: Support For Innocent Images- j ~ UNCLASSIFIED/ /% 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the pro I and may be 
distributed within the Federal Government (and its contractors), US intelligence rcement, public safety or 
protection officials and individuals with a need to know. Distribu . no these entities without FBI authorization is 
prohibited. Precautions should be taken to ensu .. ormation is stored and/or destroyed in a manner that 
precludes unauthorized access. I on bearing the LES caveat may not be used in legal proceedings without first 
receiving author' om the originating agency. Recipients are prohibited from subsequently posting the 
nf"~~IO;;-'n marked LES on a website or an unclassified network. 

IS,) IThankSfor the sum mary. I 

A meeting on April 11th should work for us. We can updatel 

I 

-IL....-_ ...... 

From:i JOTD) (FBI) 
Sent: Wednesday, March 27, 2013 5:i-'P"-L.IPM~ _____ ..., 
To~ IcCID) (FBI);l kOTD)(FBI); 1 I(OTD) (FBI); I j tOTD)(FBI) L...-___ ----I L....-_----' 

Subject: Support For Innocent Imagesi 1- UNCLASSIFIED/ ~ 

Classification: UNCLASSIFIED//~ 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the property of F ay be 
distributed within the Federal Government (and its contractors), US intelligence, law enfo , public safety or 
protection officials and individuals with a need to know. Distribution be e entities without FBI authorization is 
prohibited. Precautions should be taken to ensure this . on is stored and/or destroyed in a manner that 
precludes unauthorized access. Infor anng the LES caveat may not be used in legal proceedings without first 
receiving authorizati e originating agency. Recipients are prohibited from subsequently posting the 
inf marked LES on a website or an unclassified network. 

This is to summarize what we talked about this afternoon: 
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. . bl ., 
1 . b3 

b5 
b6 
b7C 

2. b7E 

3. 

A tentative meeting is been proposed for April 11, 2013 to discuss these and other issues associated wit~L. ____ ....I 
I I 

Please let me know if I missed anything. 

J 
================================ ===================== 
Classification: UNCLASSIFIED//LE 

================================ ===================== 
Classification: UNCLASSIFIED//LE 

================================ ===================== 
Classification: UNCLASSIFIED//LE 

================================ ===================== 
Classification: UNCLASSIFIED//L 

=============================== ====================== 
Classification: UNCLASSIFIED//L 

=============================== ====================== 
Classification: UNCLASSIFIED//L 

=============================== ====================== 
Classification: UNCLASSIFIED//L 

=============================== ====================== 
Classification: UNCLASSIFIED//L 

=============================== ====================== 
Classification: UNCLASSIFIED//L 

=============================== ====================== 
Classification: UNCLASSIFIED// 

============================== ======================= 
Classification: UNCLASSIFIED// 

============================== ======================= 
Classification: UNCLASSIFIED// 
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I 

I(OlD) (FBI) 

From: 
Sent: 

I tOTD) (FBI) 

To: 
Subject: 

I J(ER)(CON) 
MOO"Oe 10 201: 1:18 PM 

RE~Notes --- UNCLASSIFIED/~ 

Classification: UNCLASSIFIED//~ 
====================================================== 
Don't forget about my weekly bro .. 

I (ER)(CON) 
h-:-...,....~--:;---e~0:::-:5:--', 2013 3 :42 PM 

OTD) (FBI) 
~==:=::::::=~LA) (fBI)~··t------'!cOTD)(CON) 

otes --- UNCLASSIFIED/ /~ 

Classification: UNCLASSIFIED//~ 
====================================================== 

Technical Progress & Status Report (May 27th - June 3rd) 

N.B.: May 27th was a holiday and I was out on leave on May 28th. 

L 
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Other:~----------------------------------~ 

• 

« File: May 27th - June 3.docx » 

From:k ~OTD) (FBI) 
Sent:ednesday, June 0 , 2013 3:05 PM 
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TO~ I(ER)(CON) 
Subject: RE:L:}Jotes --- UNCLASSIFIED//j;Pt16 

Classification: UNCLASSIFIED//~ 
====================================================== 

Where's my weekly sir? 

-.,..,..,......,....-.....,...-__ .............. tER)(CON) 
.~..:..:.===.........:.J=un.:.:;e 05, 2013 11:09 AM 
I--____ .....!(LA) (FBI) 
L...-_""""'T""_~(OTD) (FBI) 

L...----INotes --- UNCLASSIFIED//~ 

Classification: UNCLASSIFIED//~ 
====================================================== 

Here's .... 1 ___ ---Ilnotes from thel .... ___ ----Ilmeeting . 

.'-:-:-:----:--~--II (CYD)( CON) 
June 05, 2013 11 :02'f-A~M'-!...-____ ...., 

i=-'-~==~~::..;(CyD) (CON);I tER)(CON) 
Notes --- UNCLASSIFIED/ /~ L...----I 

Classification: UNCLASSIFIED//~ 
====================================================== 

====================================================== 
Classification: UNCLASSIFIED//~ 
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.. '." 
I (OrO) (FBI) 

From: 
Sent: 
To: 
Subject: 

I kOTO) (CON) 
Frrday, August 24,201212:25 PM 

I ItOIm (EB!) 
RE:L,..I __________ ....1 

Classification: SgCRg'f'//UOFOIlH 

urces 
===============================.======================= 

From:1 tOTO) (FBI) 
Sent: Thursday, August 23,2012 p:52 AM 
To:1 aID) (CON) 

Subject: RE: I I 

Classification: UNCLASSIFIED 
====================================================== 

......... ......-........-__ ----:....,...,......."...,...~tOTO) (CON) 
.,:.::.:...==~I.L"-'~ust 22, 2012..=1:.:.::3~5:..lP...l.M...l...-____ ---. 
1r--____ ~OTO) (FBI);I I(OTO) (CON) 

Classification: UNCLASSIFIED 
====================================================== 

I would check with e's done some work wit 
~--~~~~~~~~~~~--------~~~ 

From: I tOTO) (FBI) 
Sent: Wednesday, August 22,2012 1:18 PM 
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To~ tOTD) (CONH tOTD) (CON) 
SUb~1~ect--:-R-E:~I----------~~~~~J~------------~ 

Classification: UNCLASSIFIED 
====================================================== 

rl_f_in_al_ly_t~al_ke_d_t_o_S_SA_r==J _____ an_d_h_e_s_a_id_I ______________________________________________ ~r 

From:1 IOTD) (CON) 
Sent: Friday AUgllst 17, 20127:53 j-lA .... M ______________ ---, 
TO:[ I (OTD) (FBI);I I(OTD) (CON) 
Sub1ect: RE: IL...-__________________ ----I 

Classification: UNCLASSIFIED 
====================================================== 

From: I tOTD) (FBI) 
Sent: Thursda~, August 16, 2012 6:09 PM 
To:1 . I(OTD) (CON); I 
SuBJect: FW: L...-__________________ ~ 

KOTD) (CON) 

Classification: UNCLASSIFIED 
====================================================== 
Gents, 
Please come get me when you have a moment.tomorrow .. or should I say today .• :) 

.~=,!,,""...----__ ......u.;~~.(FBI) 
Lr--o;-""IO:=-I'" ___ ..u...;..~~~ __ -r--_----I'0TD) (FBI) 

Classification: UNCLASSIFIED 
====================================================== 

Pis aS~L... ______ ~lifwe can do below. Thx 

From~L.. ___ ----ItOTD) (FBI) 

2 

... b5 

b6 
b7C 
b7E 

b5 
b6 
b7C 
b7E 

b6 
b7C 
b7E 

b5 
b6 
b7C 
b7E 



,.' , 

Classification: UNCLASS,IFIED 
====================================================== 

Thanks, 

AscL..1 ~~~ ___ ---J 

r=:-==...:.::.:=:.u.~"'1 Division 

.b-----:----::------:~---'K CyD) (FBI) 
......... ...L.LI.L.I.I..O:I:u,g.w-.I::I.JUl.just 16, 2012 4:26 PM 
1r--------Ll.........,.,) (FBI) 

Classification: UNCLASSIFIED 
====================================================== 

authority, obviously. 

Thanks, 

ss 

Df:J 
C# 
F# 
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b7E 



bl 

L ________ ~I(O~T~D~)~(F~B~I)~~~~~-----------------------------~~ 
b6 
b7C 

--------------- b7E 

From: 
Sent: 
To: 

Subject: L...-___________ ---J ay 15, 2013 --- UNCLASSIFIED//~ 

Classification: UNCLASSIFIED//~ 
====================================================== 

Good Mornin may not be able to join us on the call todaY.'L.1 ____________ ----1 

L...-___ ----IPlease feel free to bring up anything we missed during the final wrap up segment: 

~~\r------------------------------~--------~ !~ Ir, --------"1---------------------l1 IS) 
5) Final Wrap-Up 

Thanks 

I I 
====================================================== 
Classification: UNCLASSIFIED//~ 

1 



I(OID) (FBI). 

From: I I (OTD) (FBI) 
Sent: 
To: 
Subject: 

Tuesday May 21 701"3 2:59 Pt 
I J(OTD)(FBI); tOTD)(FBI) 
Updated Weekly --- UNCLASSI.-'T'PIE"'D~-----~ 

Classification: UNCLASSIFIED 
====================================================== 

IS) OPdateL..I ____ ----I~ased on our conversation. I will also talk t~L.. _____ ..... ~if I find him) 

-----=========================================~======= 
Classification: UNCLASSIFIED 

1 

bl 
b3 
b6 
b7C 
b7E 



1(010) (FBI) 

From: 
Sent: 
To: 
Cc: 

~~~~'-I.I.oL ___ ="..,.....,,=~(OTO) (FBI);L...-____ --I 
OTO) (FBI) 

Subject: L...;:R:"I"E""': 'l":'O-ea--d'i'l"'lin-e-: -:'W':"":""""ed-'-n...J'esday, April 10th -- SEGRETNP~OFORP~ 

Classification: ~~C~~Y!!MOPOm~ 

Upon removal of attachment(s), this document is UNCLASSIFIED 

====================================================== 
Added 2.6.4 and 2.6.S 

mru~::' ~ ±J 
;1,,tJlil 

April 2013 Report 
Summary TSG_ ... 

Classification: 8ECRE':E'//MOPOm~ 

Upon removal of atta~hment(s), this document is UNCLASSIFIED 

====================================================== 

HiL..I __ ..... 

Please see attached and let me know if you have any questions. 

I Please take a look at identified in the spreadsheet. Next month you will be providing the 
summary repo I will discuss in more detail later. 

Thanks, 

« File: April 2013 Report Summary TSG.xlsx » 
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From~ I (OTD)(FBI) 
Sent: Tuesday, April 09, 2013 2:35r'-P..L:.JML....-_____ ..., 
Tal tOTD) (FBI);j l (OTD)(FBI);I 1 (OTD) (FBI) 
Cc: I !COTD) (FBI) . . OTD) (FBI) L...-___ ----I 

Subject: FW: Deadline: Wednesday, April 10th --- SECRETHpmFOR:r~ 

Classification: SECRB'f//MO!l'O~ 

Upon removal of attachment(s), this document is UNCLASSIFIED 

====================================================== 

Just a reminder that your monthly report is due tomorrow. 

Thanks. 

From:1 tOTD)(FBI) 
Sent: Wednesday. Apnl 03, 2013 8:4J..1...&.A:u.;M.&....-___ ..... 

To:1 tOTD) (FBI) OTD) (FBI); L..L_-------,.l.tOTD)(FBI) 
Cc: I 1 (OTD) (FBI); (OTD) (FBI);l [OTD) (FBI) 
Subject: Deadline: Wednesday, Aprtri Tl00ith-=f;:E6~F77f~~~ 

Classification: SECRE'3?/ /}~OPOl-::N" 

Upon removal of attachmentCs), this document is UNCLASSIFIED 

1 IAttached is the~ I report. You should r-...;;,u&;..d;;;.;a,;.;,te..;;....;.;,th.;..;;e....;s...;.;ta;;..;t.;.;.us;;...o.;..;.&... ____ L,.;,a __ n __ d _re_t __ ur_n---.to 
me no later than Wednesday, A rillOt

• Please pa close attention to 

L...---r===~1 you should provide your updates directly tOL-l ___ ....Ilby COB Friday, April 5th for inclusion in the 
report. 1-1 _-....Ilyou can provide your updates directly to me. 

« File: April 2013 Report Summary.xlsx » 

Operational Technology Division 
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From: 
Sent: 
To: 

Cc: 

Subject: 

Categories: 

I (OlD) (FBI) 

Purple Category 

/ /NOFORN 

1 

b6 
b7C 

I b7E 
"'1'-'-'L.....----""Tt-OT-D ...... ) 



DeCl-~Y On: 20391231 
==~~============================================ 
All, 

The attachment to this email is the "workin 

b5 
b6 
b7C 
b7E 

We will discuss the use ofthis data at today's SC meeting. Your SC will need to work with youl 
I I ~--------------------------------~ 

=----:----=-=-~'DQ)(FBI) 
i=-.:..:::..:::=:..L.L..l....:..::::.l~20, 20146:02 PM 
L:--~::-:-:-r __ ----Ilo.::O:..:.T.:::..D Llo.:F'-!:jBI) ;,r:-:-:-..:....-------------.,( OTD) (FBI) 

L...-____ ...JFile --- SECRETHNOFORP~ 

20120629 

As promised, I'm forwarding information as I receive it. 

L...--:-:-:-___ ---:-:--:--:---.-________________________ ...... ----------J I think they will be able to provide us 
with some good insight. ~ _______________________ _...J 

~ ____________ ____I'lf not, let's chat in the morning. 

Let me know what questions or concerns you have. 

From:' IcDO)(FBI) 
Sent: Tuesday, May 20,20142:57 PM 
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~~~~-----------------------------------~~~---- ~-----~~~------

To 
cc:~------~~~~~~ 

Subject: REL...-____ ....IFile --- SECR[f/tMoFO~r~ 

20120629 

====================================================== 

Sorry for the delayJ 

~ __________ ---,_--Illf not, I am more than happy to share with you some of their thoughts. I have some ideas regarding!OL.. ____ ---I1 
I but I haven't had time to sit down and do it. L...-__________ ~ 

Please let me know how if you want to chat. 

Thanks, 

!-,--..,.....-..,...,..........,..."......".....I (DO)( FBI) 
r=-.:....;.;;.;:..:.=~....:..;:;;,,£...:1:;:9, 2014 8 :08 PM 
1--__ ----,~_DO)(FBI) 

DO BI) 

'-----_ ..... File --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 
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~------------------------------------------------- --

Best, 

--------------------------------------

Unit Chief 
Strategy Management Office (SMO) 
JEH 6268 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 
Classification:" 

Classification: 
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1(010) (FBI) 

From: 
Sent: 
To: 

Subject: 

Categories: Purple Category 

Classific 

======== -================================= 

All, 

Attached is the March Monthly Unit Goals and Objectives Update. This report tracks the Unit's primary goals and obiectives for FY13. I will briefl""1v1onday 
morning on the status of our objectives. If this is the first time you are seeing this reportl J 

March 2013 
!port Summary.xls) 

Operational Technology Division 

I 
1 

b5 
b6 
b7C 
b7E 



1(010) (FBI) 

From: J /OTD) (FBI) 
Sent: Tuesday January 20 20158:31 PM 
To: 
Subject: 

J J(OTD)(FBI) 'r-~ 
FW: Employee E-Brief: Police Week 2014: Honoring the Fallen --- UNCLASSIFIEDII7uO 

Classification: UNCLASSIFIED//Fano 
===========================~;~======================= 

TRANSITORY RECORD 

Email 5 of 6 containing bitcoin 

From: FBCCOMMUNICA110NS 
Sent: Monday, May 12, 20142:37 PM 
To: FBCALL_BUREAU_EMPLOYEES 
Subject: Employee E-Brief: Police Week 2014: Honoring the Fallen --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

TRANSITORY RECORD 

Prqvidet/ by 

Office of Public Affairs 
EMPLOYEE CO~(MUN(CATIONS UNIT 

A WEEKLY UPDATE FOR ALL BUREAU EMPLOYEES 

May 12, 2014 

NEWS 
• Police Week 2014: Honoring the Fallen, 5/12/2014 
• OTD's Unique Expertise Highlighted at Cyber Conference, 5/12/2014 
• EAD Hess: Good Mentors "Focus on Moving Forward." 5/7/2014 
• FBI in the News, Week of 5/5/14 
• More News and Information: Photo of the Day; Featured Videos 

EVENTS 
• The FBI will honor Police Week 2014 with a series of events, including the Special Agent 

Memorial Service on 5/14/2014, at 10:00 a.m. (please be seated by 9:50 a.m.) in the FBIHQ 
Bonaparte Auditorium or via webcast. Director Comey will be the keynote speaker. For 
information on other police week events, visit the Police Week website at 
http://www.policeweek.org (UNET) 

• On 5/14/2014, at noon EDT in FBIHQ Room 3853, FBI Pride will host special guests from two of 
our Intelligence Community partners to talk about their work with the IC Transgender Working 
Group and their experiences as tranSQerder IC employees. To attend via SVTC, please email b6 

I _ b7C 
b7E 

PUBLICATIONS AND MISCELLANEOUS 
• Learn more about the FBI's Law Enforcement Enterprise Portal (LEEP), a gateway providing law 

enforcement agencies, intelligence groups, and criminal justice entities access to virtual 

1 

b6 
b7C 



• 

• 

• 

INTEGRITY, COMPLIANCE, AND ETHICS 
• Final Reminder for SES and SL employees! The filing deadline for public financial disclosure 

reports (OGE-278) is 5/15/2014. Please see our OGE-278 EC for additional guidance 
• Are you an SES or SL employee? Do you have concerns regarding what communications you 

can have with FBI employees after you retire or leave the Bureau? Please read OIC's recent 
guidance on the topic 

• Did you miss OIC's guidance on digital currencies and how the Standards of Conduct apply to 
ownership of digital currencies such as Bitcoin? 

• Are you considering retirement? Be aware that there are rules governing post-government 
service with criminal penalties for non-compliance. Check out our overview of the rules. In 
addition, upon request, OIC can provide a letter that identifies any potential conflicts. If your 
new employer requires such a letter, please submit your request form to OIC as soon as 
possible 

• Do you have a concern that we are not following the rules? Report compliance concerns on our 
24/7 helpline; all reports can be anonymous 

TRAINING 
• The University Education Program (UEP) 2014 Open Season will be held from 5/19.,.27/2014. 

UEP applications will be considered for certificate, associates, bachelors, and masters programs. 
Targeted canvasses for specific degrees of academic programs that enhance the mission of the 
FBI will be solicited at a later date 

• DOJ's Bureau of Justice Assistance is seeking applications for its Visiting Fellows Program. This 
program furthers the Department's mission by bringing talent and expertise from the field to 
BJA to inform policy and practice and create new tools for the field to disseminate knowledge of 
effective and innovative approaches to priority criminal justice issues. Look here for more 
information and how to register and apply. Deadline is 6/4/2014 

FBI SABBATICAL PROGRAMS 
• The FBI Sabbatical Program seeks division head nominations (via the Sabbatical Nomination 

Site for authorized users) for the following opportunities: 
o Naval Postgraduate School - EMBA is open to GS-12 to GS-15 grade levels in the National 

Capital Region, Norfolk, and San Diego Field Offices only. Nomination deadline is 5/22/2014 
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kOTO) (FBI) 

From: I IOTO) (FBI) 
Sent: 

I (OTO)(FBI) 
:s:av JanLJ~~~ 2015 8:32 PM 

:mplOyee ~ net u.s. Accuses Chinese Military Hackers of Cyber Spying --
UNCLASSIFIEO//~ 

To: 
Subject: 

Classification: UNCLASSIFIED/~O 
====================================================== 

TRANSITORY RECORD 

Email 6 of 6 containing bitcoin 

From: FBLCOMMUNlCATIONS 
Sent: Monday, May 19,201412:52 PM 
To: FBCALL_BUREAU_EMPLOYEES 
Subject: Employee E-Brief: U.s. Accuses Chinese Military Hackers of Cyber Spying --"" UNCLASSIAED 

Classification: UNCLASSIFIED 
====================================================== 

TRANSITORY RECORD 

Provided b), 

Office of Public Affairs 
EMPLOYEE CO~IMUNICAT10NS UNIT 

A WEEKLY UPDATE FOR ALL BUREAU EMPLOYEES 

May 19,2014 

NEWS 
• u.S. Accuses Chinese Military Hackers of Cyber Spying, 5/19/2014 
• NCMEC Honors FBI. Partners' Efforts to Protect Children, 5/19/2014 
• Director Hosts Washington Press Corps, 5/19/2014 
• Language Professionals Help IC Decipher Terrorist "Playbooks. II (links to S/ /NF document) 

5/16/2014 
• Joseph S. Campbell Named AD of CID, 5/15/2014 
• Christopher Todd Doss Named AD of Lab Division. 5/15/2014 
• Brian A. Truchon Named AD of Information Technology Services Division, 5/15/2014 
• Bureau's Fallen Heroes Exemplify Valor, 5/14/2014 
• FBI. NCMEC Partner to Fight Crimes Against Children, 5/14/2014 
• FBI in the News, Week of 5/5/14 
• More News and Information: Photo of the Day; Featured Videos 

EVENTS 
• On Thursday, 5/29/2014. the Employee Development Unit will host "Power Up Your Resume," a 

workshop featuringl IVeteran Employment Program Manager from DOJ's Justice 
Management Division. There will be two sessions in FBIHQ Room 10903 (HRD Large Conference 

1 
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Room): 10:00 - 11:30 a.m. and 2:00 - 3:30 p.m. EDT. Off-site and field employees can 
participate via dial-in. Participation is limited, so please register on Virtual Academy. Please viSit 
this link for more details, dial-in information, workshop slides, and a special invitation for 
veterans 

PUBLICATIONS AND MISCELLANEOUS 
• Submissions are due by Tuesday, 5/20/2014, for the Tradecraft for Critical Thinking Hard 

Problem Grand Challenge 2014, an annual contest asking FBI employees to identify deficiencies 
or "hard problems" within the critical-thinking or analytic approaches, methods, or techniques 
the FBI. employs for investigation or intelligence work. The contest's winner will be nominated 
for a cash incentive award, and all submissions will inform the FBI's investigative and 
intelligence tradecraft improvements. Submit a hard problem and suggested solution today 

• Learn more about the FBI's Law Enforcement Enterprise Portal (LEEP), a gateway providing law 
enforcement agencies, intelligence groups, and criminaljustice entities access to virtual 
command centers and information-sharing servicesl I b7E 

I trhese resources strengthen case development for investigators, enhance collaboration 
between agencies, and are accessible from one centralized. Internet-based location 

• The May 2014 FBI Law Enforcement Bulletin is available ad I If you need 
assistance/have questions, please contact the staff a~ IThe Bulletin is seeking 
submissions for some of its departments. Visit the site for details on how to submit. May 
articles include: "Educating Police Executives in a New Community Problem-Solving Era," 
"Improving Officer Safety and Citizen Support: Solving the Puzzle," and "Much More Than a 
Job: Creating a Lasting Tribute" 

• The FBI Library (select the library tab) serves as a primary source of research, information, and 
continuing education materials for FBI employees, contractors, and National Academy students. 
The collection covers a wide variety of topics with emphasis on law enforcement, intelligence 
analysis, terrorism, cyber security, information technology, and leadership. The collection 
includes more than 130,000 books (including more than 80,000 ebooks), more than 20,000 
journals, and more than 2,000 videos 

INFO~MATTON TECHNOLOGY 
• L ~now available onL..1 ____ ...,... _____ ........ ________ ---, 
• Check out the user-friendly links on thel lenhanced 

website 

INTEGRITY, COMPLIANCE, AND ETHICS 
• Are you an SES or SL employee? Do you have concerns regarding what communications you 

can have with FBI employees after you retire or leave the Bureau? Please read OIC's recent 
guidance on the topic 

• Did you miss OIC's guidance on digital currencies and how the Standards of Conduct apply to 
ownership of digital currencies such as Bitcoin? 

• Are you considering retirement? Be aware that there are rules governing post-government 
serVice with criminal penalties for non-compliance. Check out our overview of the rules. In 
addition, upon request, OIC can provide a letter that identifies any potential conflicts. If your 
new employer requires such a letter, please submit your request form to OIC as soon as 
possible 

• Do you have a concern that we are not following the rules? Report compliance concerns on our 
24/7 helpline; all reports can be anonymous 

TRAINING 
• The University Education Program (UEP) 2014 O·pen Season will be held from 5/19-27/2014. 

UEP applications will be considered for cert;ificate, aSSOciates, bachelors, and masters programs. 
Targeted canvasses for specific degrees of academic programs will be solicited at a later date. 
Inquiries can be sent to the UEP mailbox 

• DOJ's Bureau of Justice Assistance is seeking applications for its Visiting Fellows Program. This 
program furthers DOJ's mission by bringing talent and expertise from the field to BJA to inform 
policy and practice and create new tools for the field to disseminate knowledge of effective and 
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From: 
Sent: 
To: 
Subject: 

a..,,1 ".....-...,....-.....,....._.....,..-....JkOTD) (FBI) 

Cr-d_a_"_la_O_"_a_D'_2_0_ffolool° .... i5 ... pUl~(u..:~ .... ~I.L.I;I-M ______ ---.~ __ UNCLASSIFIED/¢ 

Classification: UNCLASSIFIED//~ 
====================================================== 
TRANSITORY RECORD 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the 0 FBI and may be 
distributed within the Federal Government (and its contractors), US intelligen n orcement, public safety or 
protection officials and individuals with a need to know. Distr" eyond these entities without FBI authorization is 
prohibited. Precautions should be taken to e s mformation is stored and/or destroyed in a manner that 
precludes unauthorized acc mation bearing the LES caveat may not be used in legal proceedings without first 
receiving au on from the originating agency. Recipients are prohibited from subsequently posting the 

mation marked LES on a website or an unclassified network. 

Emai~ lContainingl-l __ -....J 

'==~:::':'""'1_---1.~::;.L...lo,;~,'---____ ....JI(OTD) (FBI)iL...1 ____ ....JI(OTD)(FBI)ilL....-___ ----I 

L...-____________ -....J- UNCLASSIFIED//¢ 

Classification: UNCLASSIFIED//~ 
====================================================== 

bl 
b3 
b5 
b6 
b7C 
b7E 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the property of FBI a~.:z',~-E> 
distributed within the Federal Government (and its contractors), US intelligence, law enforce IC safety or 
protection officials and individuals with a need to know. Distribution be 0 n Ities without FBI authorization is 
prohibited. Precautions should be taken to ensure this in IS stored and/or destroyed in a manner that 
'precludes unauthorized access. Inform . Ing the LES caveat may not be used in legal proceedings without first 
receiving authorizatio e originating agency. Recipients are prohibited from subsequently posting the 
infor ar ed LES on a website or an unclassified network. 

HiL-I __ ..... 

I wanted to include you in this conversation concerning 
clarification concernin 

I don't want to respond 
'--------~ '------~ 

Thanks, 

1 

nd ask for 

ithout taking your perspective into consideration. 

b6 
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From:1 IcCYD)(F~I) 
Sent: Friday, December 21,201211:51 AM 
To: I ICCYD)(FBI); I I(OTD) (FBI);I kNY) (FBI);L-I ______ ----IkNY) 
(FBI L...-__ .... -_ -_ ..... ____ .... 

- UNCLASSIFIED/ /¢ 
~------------------------------------------~ 

bl 
b3 
bS 
b6 

Classification: UNCLASSIFIED//~ b7C 
====================================================== b7E 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the property of FBI a e 
distributed within the Federal Government (and its contractors), US intelligence, law enforce IC safety or 
protection officials and individuals with a need to know. Distribution beyo n Ities without FBI authorization is 
prohibited. Precautions should be taken to ensure this in IS stored and/or destroyed in a manner that 
precludes unauthorized access. Inform . mg the LES caveat may not be used in legal proceedings without first 
receiving authorizatio e originating agency. Recipients are prohibited from subsequently posting the 
infor ar ed LES on a website or an unclassified network. 

All, 

Thank you for the input below, 

ud 
CY~D/~O-p-S2~J--~------------"" 

Cell: I 
Desk~ 

~---------------..... 

Froml tCYD)(FBI) 
Senfi Friday. Decemb~r 21, 2012 11:21 AM 
To: _ _ (OTD) (FBIL kNY) (FBI)~1... ________ ...JIcNY) ~FBI) 
cc:1 (OTD) (FBI);~=======:::KWF)(FBI)J I(LA) (FBI)~r--"'---------' 

~------------------..... 
2 
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SSA'L..I __ ----I 
,-' 

Major Case Coordination Unit 
Violent Crimes Against Children Section 
Office: I I 
Cell:1 I 

.~=-:--__ ...I'OTD) (FBI); L....-----I 

Classification: UNCLASSIFIED//LES 
====================================================== 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U/ /LES) in this document is the propert nd may be 
distributed within the Federal Government (and its contractors), US intelligence, lawen , public safety or 
protection officials and individuals with a need to know. Distribution be se entities without FBI authorization is 
prohibited. Precautions should be taken to ensure this i n is stored and/or destroyed in a manner that 
precludes unauthorized access. Informa . ng the LES caveat may not be used in legal proceedings without first 
receiving authorization fr nginating agency. Recipients are prohibited from subsequently posting the 
informati e LES on a website or an unclassified network. 

All , 
ii 

Thic; pmail c;ummari7Pc;l ,i I 
i 

.... 
\,u.l 

------------------------------------------------------
cl~;;ifi~~~i;~~-~C~issi;i~~//~-~----------------------

==============================_ ====================== 
Classification: UNCLASSIFIED// ES 
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I (OlD) (FBI) 

From: I kOTD) (FBI) 

~~~t: I ~day .laollarY 20 ffg~~fi~~ljM J 
Subject: FW:[ I- SEORETHNOFORi 151 

Classification: SECRE~lttffiI'6' ~51 L...-___ ...J 

B : J35J56T74 
. FBI NSISC 

On: 20371231 
======- ============================================== 
TRANS RECORD 

Email 7 of 7 containingL-1 ____ ..... 

bl 
b3 
b6 
b7C 
b7E 

bl 
b3 
b5 
b6 

~~~~------~~~~~~~~~~~====~~77.~~~~~L-~~~~---L--~b7C 

~~:::~:~:~:tiO~: F:~:::::}j9FO'L-___ ..... I\S) 
Derived Fro . FBI NSISC 
Declassif On 20371231 
====================================================== 

Let me now i you ~ould like to see anything in particular. 

1 
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IAU 

Classification: ~~~~~~~ 

====================================================== 

This is awesome! Nice workJ .... _____________ ----' 
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Classification: OECRE'f'//:t~OF'OR:t~IL... ____ ....J 

Classifi 
Derived Fr 
Declassi 

All, 

======================================== 

3 
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(U) Analysis is ongoing, let me know if you need anything specific. 

Classification: Sl!:CftE'f/ /NupORiu .... I _____ ...... 

====================================================== 

I I 
Investigative Analysis Unit 
IAU Website 

4 
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Classification: ~~~~~~~ 

b6 
b7C 

bl 
b3 
bS 
b6 
b7C 
b7E 

bl 
b3 
b6 

~l-____ --~~~~~==~==~--~WU~4k~==~-----L-'b7C 
~ ______ ...J b7E 

L...-_____ ....J~- SECRITHNOFORP1'---___ ----I 
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Classification: SBORB':!?/ ntOFO~J~"" _________ ----I 

C D57B 55 
rOJln>.~r:rrl'NS I SC 

203 1 
====================================================== 

,.-;<;..;.<..:..Fi:.:.::le:.:..: L..I _..,..... ____ ---1~lsx» 
I 

Investigative Analysis Unit 
IAU Website 

I IDesk 

L...-____ ----IkSF) (FBI) 
October 05 2012 6:31 PM r-----------, 

~.&....--l':'=~~----J(CYD) (FBI);I I(SF) (FBI)JL.....-__ ----I 

L...-_____ ----I-- SECREfh'~JOFOR:N .... I _________ ..... 
Classification: OBORB':!?/ /HOFO&!?1L...-_________ ----I 

J97J82T2 
~~~-mITSC 

~~~~ 31 
====================================================== 

L...-_----I11s that correct? 

b 
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SAL-I _____ ....I 

FBI SF, Squad CY-3 
I I . 

b6 
b7C 
b7E 

bl 
r--_____ ---,b3 

L.. 
___ ....JI(SF) (FBI); I Ib5 

L...----------Ib6 r-------------, b7C 

L...-____ ....I 

L...-_____ ----I - SECR:E'fh'r~OFORL..I ___________ ----I 

Class i fica tion: SElCR6'3?/ nqOF'ORt~L. ______________ ...J 

Classifiedn· 8M49K62 
Declassify 0: 0371231 
Derived Fr : FE NSISC 
====================================================== 

Thanksc=J Do you have enough information tol 
I I ~----------------------------~ 

L...-________________________________ -...JIThank 

you. 

KSF) (FBI) 
·1::-:--:----::O=-ct-:-o-:-b-er--::O~5--::2~012 2:46 PM 

~:":"""'_..,.-:-::':::--:-::::-::-_---I (CYD) (FBI); '"""I -------,1 (SF) (FBI)JL.. ___ ----JI (SF) (FBI);L...I __ --I 

'~~--------~~~~~~~~~~ 

L...-_____ ----I - ~EGRE=F//NOFOR~L.. _____ ____I 
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Classification: ~ECftE'f//MOf"Oftl~L...-______ ----I 

Classifi dB. J97J82T25 
Derived F : FBI NSISC 
Declass' : 20371231 

« File: 121264pr.pdf» « File: 121370pr.pdf» 

sAlL.. _____ ...J 

FBI SF, Squad CY-3 

I I 

From:1 !cCYD) (FBI) 
Sent: Friday, October 05.20128:01 AM 
To: I I (SF) (FBI);'-I -------,ICSF) (FBI);I [SF) (FBI);L..I _____ ...J 
(SF) (EBD L...-___ ----' 

Ced tcYD)(FBI); I I (OTD) (COrN!.LII)~I.....-___ r==--==-=-+I~(o::..:..T::..D)w(.::::CO:::.:.N::.LI);~..., 
I tOTD)(FBI);1 [OTD) (FBI)J IcOTD) (FBI);L...I ____ .....I 
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L...-____ ----ItCyD) (FBI); L..I ____ .....JKCyD)(FBI); 

- SECRIT L...-_____ ----I 

Classification: S~CR~~ 

Cla"'=-""""'-' 
Declassify on~~~rOI 
D rom: FBI NSI~~'Q..","""u 

====================================================== 

HiL...I _----I~ added a few people to this reques~L.._-I~ legal, and PMs .... 1 ____ ....I 

Let's get moving on thisl 

I fplease correct me if I'm wrong] ...... -:------I 

~---,-----,,----'---IKOTD) (FBI) 
r-;..;-.;...;.;.;;;.;..;;..;.;.;;.;.t..I.......;;,O.;:.;ct:.;;.ob:;.;e;:..r....;;,0...:j4 201210:34 AM 

(CYD) (F ... B:.I..In~ ____ --. 

I 

1--------r.=lF (FBI)~ IcCyD)(FBI);IL....-___ --.n.:I(O~T..!::D.J..:.)(I..::;'CON); 
rI--____ ~:::-:-~OTD) (CON);I PTD)(FBI)J J(OTD) (FBI); 

FBI 
L...-_____ ----I -- SECRET 

Classification: £gCRg~ 

Thanks,l 

9 
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.... L --------,r--__________________ ----Jloo you have any more info .... 1 ___ ....II bb56 
1 ..... _____ ....IIThanks 

SSAI I 
r-______ ~~~rOTD 
I--------il (desk) 

I (Blackberry) L....-___ --' 

1:-_____ --r----Ll...u...L.J..L...IoIo~-__ ---....J (CYO)(FBI) 
L..-__________ .....I--- SECRET 

Classification: SECRE~ 

CIa By: F78M49K62 
Declassify 0 . 
D' rom: FBI NSIS - 615 
====================================================== 

Hil ~ please se~ 

If I haven't said it lately, thanks for the awesome work you guys have been doing so far. 

From: I tSF) (FBI) 
Sent: Wednesday, October 03, 2012 6: 13 PM 
To:1 Icyo) (FBI) 
Subject: FWd 1--- SECRET 

Classification: SECRE~ 

J97J82T25 
C-20090615 

====================================================== 

You probably already got forwarded this, but here's one of the two emails you missed ... 

SA .... I _____ ----' 
FBI SF, Squad CY-3 

1 1 

FromlL-_____ ..... kSF) (FBI) 
10 
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Classification: SECRE~ 

====================================================== 

Analysis team: 

Now that we have some breathin 

=============================== 
Classification: 

-================================= 

================= == ================================= 
Classification: 

11 
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...--____ ---'_ ........ ...-Imeeti ng notes 
OTD) (CON) 

UNCLASSIFIED~O 
,...u.s:;:.I.LI.LI~Q..lL.,-...a.1.LI.,;..I1...I.., 16, 2014 3: ~...,I;,.I,!,I. ____ ----. 

1-------""""'-----.1 (OTD) (FBI) ; Ir-------....&, 
(OTD (FBI) ; -i---'u.;.w:.lo...L..l .......... ------,-..=="'""'.,..,,! 

~~~~~--r--,~m~e~eting notes ---

sentinelcaseId: TRANSITORY RECORD 

Classification: UNCLASSIFIED//~ 
====================================================== 
TRANSITORY RECORD 

(FBI) 
(FBI); 

Just want to get my notes down before I forget. Thought you might be interested. 

L,:I ==r----------JI met wi th 1 hosted 
the meeti ng.1 

Iwe didn't get into much detail. 

We ask for a few items: 
page 1 

I on Tuesday. I 
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I Imoo+'; ... ,., ... ,,+oC" __ 1III.Iri IICCTCTCnCrv(" 

I agreed to provide these. 

I 
(desk) 
(cell) 
i'secure) 

I 

==============================~~~=================== 
classification: UNCLASSIFIED//~O 

page 2 
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\5) 

From: 
Sent: 
To: 
Cc: 
Subject: 

Categories: 

I(NH) (FBI) 
L.....r-=,.,......N...,.o=v"""'e"""m""'b.".er"..,3 ..... 0 .... , '"'20""'1~2 1: 13 PM 

(NH)(FBI) 
L.....::R:"::E=-: -=R~e-qu-e-s":":"tin--r----"""T""--~U~N:-:"C"".,...LA.,..,S"'"'S""'I=-'FIEDIlFOt:1O" 

-L.-___ ---I 

Intake 

Classification: UNCLASSIFIED//FGUG 
====================================================== 

b6 
b7C 
b7E 

... 1 ---:r--________ ----Jln New Haven is completing the OTD request, I have included him on this email as 
well. 

bl 
b3 
b5 

• 

I
~~C 
b7E 

----I 

• 

.1 I{case agent) 
• Desk 1 I • cell-~ 
• SAl 1 (tech agent) 
• DesK 1 

I • cell-~ 
• 

0 

• 1 01 

· I I 
• I I 
• 

1 



l e I 
\..JI 

Thanks a ton for all of the help, let me know how we can help. 

s~ 
NEL.W~H~A-V-E-N-:D=-I-V-IS-I-O-N--...J 

JOINT TERRORISM TASK FORCE 
DESK~ I 
BLACKBERRY1~ ________ ~ 

Classification: UNCLASSIFIED//F0U0 
====================================================== 

per alIt nhone conversation to get starte~L.. _____ ----,1 please have a ITA enter an OTD reques~L. ____ ---I 

1 1 

We will be watching for your request. It will be assigned t0L..I _______ ...... lwho will contact you to work out 
additional details. 

It will also help us get started if you "reply-all" to this email with: 

• 
• 
• 
• 
• 
• 
• 

bl 
b3 
b5 
b6 
b7C 
b7E 

If you have any further questions, feel free to give us a call. If you want to get into 1...1 ___________ ....!~all 
the secure line or hit me on Lync. 

I'll let you know as soon as we have anything solid about who's doing wha~L. ____________ ---I 

Thanks, 
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FD-34Oa (Rev. 5-9-05) 

Date 
t:':t..,t 

D.3-

I To be returned 
Ve.e; No 

(Title) __________ _ 

(FileNo.) :J. ~<K~ -Ny' LYi ltt CD I 
Disposition 

_~~!_:~:_l_~_~_~ __ I_~=~_~~=~_~_~?_~~~?_~L I SEE SERIAL '6 
------------------------------------------------------ ~--

08/21/13 04 ! INTERVIEW NOTES OFI ISEE SERIAL 7 

-~~~~~~~-;-~~-~-~~~~-;~~~--;~;-~;~~-~~-~~~~~--~~f------------------i-~~~--~~;;~~--~----------
I -----------------------------------------------------------------------------------------~---------
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FD-340 (Rev. 4-11-03) 

File Number __ d~~...;:;...;...:1I:..--__ ;v_Y_-....::....:J.:....-CJ_7 __ 1_3_CJ_I ________ _ 
Af vI Field Office Acquiring Evidence _.!../~\J ________________ _ 

Serial # of Originating Document _~0~ ________________ _ 
Date Received O'8'//0bO(!J 

~. 

From __________ ~-~~~~~~-~-----------
(Name of Contributor/Interviewee) 

(Address) 

(City and State) 

By ______________________________________________________ _ 

ToBeReturned 0 Yes ~ No 

Receipt Given 0 Yes' - flr No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

DYes is:J No 
Federal Taxpayer Infonnation (FTI) 

DYes ro No 

Title:lL....-_______ -----1 

Reference: ____ -,-_____________________ --:-_ 
(Communication Enclosing Material) 

Description: ~ Original notes re interview of 

JL ________ r----------------

I 

I 
I 
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() 

Fb~340c (4-11-03) 

File Number _~_~'A_-.....:;...tJ_f_---,-;!---,'1:...-7_tf.-=-=3=-O-=--=-' _____ _ 
Field Office Acquiring Evidence Nt· 
Serial # of Originating Document 

Date Received --:!IO~1'-~/--,.a~I:-.,/f-~a._(J~13 _______________ _ 
I f 

From 
(Name of ContributorlInterviewee) 

(Address) 

. • :;~ .. d S",te) 

BY-=!S:=-:"~'-L-. I _____ J~--,--_____ _ 
To Be Returned' 0 Yes ~, No 

Receipt Given 0 Yes ." ~, No 
Grand Jury Material- Disseminate Onh' ~tlrSiIant to Rule 6 (e) 
Federal Rules of Criminal Procedure ~ , 

o Yes ..... ,~ No 
Federal Taxpayer Information (FTI) 

DYes 

Titl 

Reference: 

~ No ~ ,. 

(Communication Enclosing Material) 

" 
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FD-340 (Rev. 4-11-(3) 

File Number _""",;)..:..::n::...=...:.I1_--Z.;v~r_--:;;.d._tf-.,;7:.-lf.:..::3:::....;O;;...;l'---_________ _ 

tV (v Field Office Acquiring Evidence __ ..:..-_______________ _ 

Serial # of Originating Document __ ~ _________________ _ 

Date Received _D=-:::81r0...;;.;J-d-~L-"d.:::::oo....:/""'3'-------:__------------, 7 

From 
---------~-~~~~~~~~-----------(Name of Con tributorl Interviewee) 

(Address) 

(City and State) 

By 5;/ I 
To Be Returned 0 Yes 

Receipt Given U Yes . ~ No 
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e) 
Federal Rules of Criminal Procedure 

DYes JO No 
Federal Taxpayer Infonnation (FTI) 

DYes 

Title:lL.....-_______ -----1 

Reference: 
(Communication Enclosing Materia\) 

r=D;:.:es=criI.ljD~tili::·o~n;l,l: __ El __ ......:IO~n ..... · ginaliidO·_..:;n~otes.re interview of 

I I 
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(Rev. 05-01-2008) 

UNClASSIFIED 

FEDERAL BUREAU OF INVESfIGATION 

Precedence: ROUTINE 

To: Cyber 

From: New York 
CY-02 
Contact: 

Approved By: L..I ______ ---' 

Drafted By: L..I _____ ---' 

Case ID #: 288A-NY-306786 (Pending) ... \ 

Title: UNSUB(S)· 

~VICTIM; 
~C~O~M~P=-:"U':'::T=ER~IN=T-:::'RU·SION; 

OO:NY 

Date: 08/17/2011 

Attn: ssAlL. ____ ....I 
CCU-1 

Synopsis: L... ____________________ ---' 

Details: On August 1,201 i 1 telephone numbe~ . ~ate of 
birt~ Ifiled a complaint with the FBI New York Office. Subsequently, on August 11,2011, writer and s'ftl r 
telephonically interviewe~ lin regard to his initial comp'laint. Furthermorel bnd his partner came to 26 Federal Plaza on 
August 16, 2011 to explain his complaint in detail to writer, SOnd SAl r 

~ __ ....Ilhas held an account with http://mybitcoin.com (MYBITCOIN). MYBITCOIN is an online depOSitory of BTC. 
MYBITCOIN has been in business since middle of 2009 and it is one of the first to offer such service. MYBITCOIN had thousands of 

users and their wallets that may contain up to millions of dollars in BTCs. 

On July 29, 2011, MYBITCOIN's website went offline. Every account at MYBITCOIN was inaccessible, virtually 
leaving all of its users without any of their stored BTCs. I Ilostl ~sing the exchange rate 
around the time of the incident, as a result of this event. ~-----------...... 

MYBITCOIN did eventually come back online after apprOXimately 7 days. During this time there was an 
inquiry/investigation driven by the online BTC community against owner{s) of MYBITCOIN. When MYBITCOIN came back online, it 
announced that their servers were compromised by hackers and a certain percentage of BTCs were stolen. However, MYBITCOIN 
stated that some of the BTCs were recovered and offered a claim process that allowed for its users to settle their losses by MYBITCOIN 
reimbursing 49% of their last known stored value. 
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UNCLASSIFIED 

To: New York From: New York 

Re: 2SSA-NY-NEW, OS/17 /2011 

Writer requests that caption cased be opened and assigned to 51 ~dd 51 Ian 4 ...... __ -:-_ ... 
as co-case agents. The captioned case is being handled by the United States Attorney's Office in the Southern District of New York. 

AUSPiL _____ ...-.I~s aSSigned to the case. 

Background on Bitcoins (BTC) 

STC is an open source project published by Satoshi Nakamoto in 200S. STC is a decentralized, peer-to-peer, virtual 

currency. The value of STC is represented by a public/private keypair. Public keys serve as a address or a wallet of STC users. and it is 

shared between parties involved in a STC transaction. Private keys are secured by the owner of a STC and it is used as proof of 

ownership and authorization to transfer a certain STC to another party. This keypair structure, along with decentralized organization 

provides a level of anonymity since there are no registered accounts in existence. 

All transactions that occur in the STC system are broadcasted to as many computers within the STC sytem as pOSSible. 

This block chain is collectively maintained and extended as valid transactions are added on to the block. The block chain contains all 

transaction history and can not be altered. In order to corrupt the block chain, one will need to overpower the aggregate computing 

power of the STC system. 

The first 50 BTC were generated in January of 2009. BTC are generated by calculating a target matching 

cryptographical hashes, also known as a block. This mathematical problem is controlled by a set of rules that are agreed upon by 

computers participating in the BTC system. The difficulty of calculating the target hashes are preCisely known and adjusted to be 

solved at an average of every 10 minutes. 

Users correctly calculating the target hash are rewarded with a set amount of BTCs. Currently, each "mined" block 

pays out 50 BTC The payout amount will be halved every 4 years from beginning of STC system's existence. The amount of STC 
that can be in circulation is predetermined. The maximum number of BTC in circulation will approach limit of 21 million, while never 

reaching 21 million. The smallest denomination of STC is 0.00000001 . In 2140, all of the available STC will be in circulation with 

6,929,999 hash blocks being solved, haVing mined a total of 20,999,999.999999999 BTC Currently, there are over 7 million BTC in 

circulation, which is 1/3 of BTC that can be in circulation. 

Other than mining for BTCs. Users can obtain BTC by purchasing it from anyone that is willing to barter. There 

are money exchangers, ranging from a organized business entities to a private individuals, that convert hard currency to STC and vice 

versa. BTC is valued by scarcity of BTC in circulation, driven by supply and demand. A fair exchange rate for BTC can be obtained by 

observing major exchangers, i.e. Mt. Gox. Mt. Gox is a website that facilitates STC to money exchanges between its registered users. 

Mt. Gox does not appear to proVide money exchange service itself but rather playas a match maker between its users. 

BTC is stored on the computer runninga BTC client, within the public key representing the wallet. Since BTC is 

virtual and stored as if it was a computer file, BTC is susceptible to corruption, damage and compromise on its host computer. There 

are online businesses that proVide escrow service, like an online piggy bank that serve as a protected repository of BTC STC user may 
open an account with an online wallet service who then can proVide better security of BTC wallets to include data backups, accidental 

deletion prevention and remote accessibility. STC uSers are left to blindly trust the integrity and security of such service provider. 
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To: New York From: New York 
Re: 288A-NY-NEW, 08/17/2011 

lEAD{s): 

Set lead 1: (Action) 

CYBER 

AT WASHINGTON D.C. 

Read and clear. 
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(Rev. 05-01-2008) 

UNClASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 08/18/2011 

To: New York 

From: New York 

Approved By: 

Drafted By: 

CY-02 
Contact: 

~----------------~ 

Case ID #: 288A-NY-306786 (Pending) ~:J-

Title: UNSUB(S); 
L...-____ ...J1- VICTIM; 

COMPUTER INTRUSION; 
OO:NY 

Synopsis: Funds requested for the registration fee to a conference. 

Attn:FMU 

Details: FBI New York is currently working a matter involving a new form of electronic currency, Bitcoin (BTC). The captioned case 
has many Bitcoin users who lost majority of their BTCs in savings due to a compromised server. 

BTC is a decentralized, virtual, peer-to-peer currency that has been around since 2009. Due to it's online nature, the 
systems participating in BTC network is susceptible to and a target of online hacking, viruses and other Internet vulnerabilities. In 
addition, BTC's relatively infant state leaves many potential problems, to include misuse and abuse, yet to be discovered. 

From August 19, 2011 to August 21, 2011, Bitcoin Conference and World Expo 2011 NYC is being held in New York, 
New York. This a first global conference for the BTC community. Many major service, product providers for BTC, media outlets and 
investors are expected among the guest and participants. The conference agenda includes talks and sessions to educate and discuss 
current issues relating to BTC. Writer requests $52.00 to pay for admission fee to attend the conference for two agents. The money 
will be exchanged to BTC to pay for the conference. 

Current authorization 
Registration fee $26 x 2 
Tax 

Total amount 
Balance after payment 

$ 52.00 

$ 
$ 

52.00 
0.00 
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UNClASSIFIED 

To: ?? From: New York 
Re: 288A-NY-, 08/18/2011 
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Precedence: ROUTINE 

To: New York 

From: New York 
CY-02 
Contact: 

Approved By: 

Drafted By: 

FEDERAL BUREAU OF INVESfIGATION 

Case ID #: 288A-NY-306786 (pending)-~ 
188B-NY-266547-C (Pending) 

Title: VICTIM NOTIFICATION FORM 

Synopsis: Computer Intrusion 

Reference: 288A-NY-306786 Serial 1 

Details: 

VnsCase#: 288A-NY-306786 
CAgtName~ I 
PContact: Person 
BusName 
BusEIN 
BusAcct 
VicFirN ;.1 
VicMidN ~====~ 
VicLastN: I 
SSAN ~----~ 

VicDate : 20110729 
VicDOD 
VicMinor:~b~J ______ ~ 
DOB :I~ ______ ~ 
Race W 
Sex ~M~ __________ ~ 
Addr 
Addr2 
City 
State 
Country 
Zip 
Email 
HPhone 

Date: 09/16/2011 
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FD·919 (Rev. 06-05-2003) 

Fax 
VWrkAddr: 
VWrkadd2: 
VWrkCity: 
VWrkSt 
VWrkCtry: 
VWrkZip 
WEmail 
WPhone 
WFax 
VicPager: 
NOKFirN : 
NOKMidN : 
NOKLastN: 
NOKRel 
NOKAddr : 
NOKAddr2: 
NOKCity : 
NOKState: 
NOKCtry : 
NOKZip 
NOKHEmal: 
NOKWEmal: 
NOKHPho 
NOKWPho 
NOKHFax 
NOKWFax 
NOKPager: 
GrdFirN : 
GrdMidN : 
GrdLastN: 
GrdRel 
GrdAddr : 
GrdAddr2: 
GrdCity : 
GrdState: 
GrdCtry : 
GrdZip 
GrdHEmal: 
GrdWEmal: 
GrdHPho 
GrdWPho 
GrdHFax 
GrdWFax 
GrdPager: 
PropRet ,......;.N.:....-____ -, 
TotLoss :1 Lang. L...-_____ ...... 

Disable 
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b6 
b7C 

b6 
b7C 



To: New York From: New York 
Re: 288A-NY-306786, 09/16/2011 

•• 
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1 of 1 

Document Details 
Claasification: SN 

Case 10: 288A-NY-306786 Serial Number: 000005 

Topic: FBI POLICE COMPLAINT INFORMATION 
Originating Office: NY 

Document Date: 08/01/2011 
To: NEW YORK 

Document Text 

Responses: 0 
Document Type: OTHER 

From: NEW YORK 

6/1/2015 10:08 AM 
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transcription 

your agency; 

- 1 -
FEDERAL BUREAU OF INVESTIGATION 

Date of 

Investigation on at 

File # Date dictated 
by 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to 

it and its contents are not to be distributed outside your agency. 
02/10/2012 

~ ________________ ~ ________ ~~~ __ ~ __ ~~ __ ~~telephone number 
L _______ ----t;----'-~interviewed telephonically. After being advised of the identity of the interviewing agent and the 

nature of the intervie provided the following information: L-__ .... 

lS secure y a cryptography. 
BITCOIN is an online currency that 

L-__ ~~~ses MYBITCOIN.COM to store his BITCOINs. 
MYBITCOIN.COM is one of the oldest websites for providing an online 
storage of BITCOINs via electronic wallet or electronic bank function. 
MYBTTCOT~.COM has over hundreds of thousands of accourt hot~ers 

L _____ ~~;uc..;.L.;cJ..Qu..J lJ.J.D.L..t......, a lone is wo rt h a pp rox ima tel y I _ US D. L _________ ...J 

has about IBITCOINs. 

On July 28,2011, MYBITCOIN.COM stopped allowing withdrawals, 
however, deposit were allowed. On July 29, 2011, MYBITCOIN.COM servers 
when offline. The website was unavailable for approximately 7 days. 

There are man~ a1count holders that do not have access to their 
BITCO~Ns. I :wan~ed ~o schedule a meeting in person to explain 
the sltuaflon ln etall, ln person. 

I pegan wi th al IUSD ini tial investment to purchase 
BITCOINs at a low price. Other than converting physical currency to 
BITCOINs, BITCOINs can also be "mined" by participating on the BITCOIN 
network of computer servers. Currently, it is not profitable to mine 
BITCOINs with an average computer specifications. 

08/11/11 

288A-NY-306786 -~ 

New York, New York (telephonically) 
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transcription 

your agency; 

- I -
FEDERAL BUREAU OF INVESTIGATION 

Date of 

Investigation on at 

File # Date dictated 
by 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to 

it and its contents are not to be distributed outside your agency. 
02/10/2012 

te ephone number 
was interviewed at 26 Federal Plaza, New York, NY. After being advised of the identities of the 

interviewing agents and the nature of the interview~ Iprovided the following information: 

I 

first heard of BITCOIN 

I 

MYBITCOIN.COM provides online It 
to middle of 200 

may be linked to a Canadian hacker 
group, HACK CANADA. HACK CANADA was previously involved in credit card 
fraud. Many people used MYBITCOIN.COM service to store their BITCOIN 
online rather than on their own computer. 

On July 29, 2011, MYBITCOIN.COM disappeared and was offline 
for about seven days. During that time, MYBITCOIN.COM changed its,....;.;..;;;;.;;;.., 

service and re istration information and remained silent. 

As a 
disappearance, an online chatroom, BITCOIN 
POLICE is a "vigilante" group, created by I 

08/16/11 

288A-NY-306786 -'::\-

New York, New York 

result of MYBITCOIN.COM's 
POLICE started. BITCOIN 

I@GMAIL. COM to help 

I 
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On 
, Page 

FD-302am!~~<7ur6Jt61i!:6Lders of MYBITCOIN. COM to regain access to their digital 
Continuatifc!! Tf~l?: of I I 8/11/11 2 

L...-__ ----II recei ved a SMS text message to his Google Voice number. 
The message came from someone who claimed to be a close associate of 

L...-_____ ~I I lis affliated with MYBITCOIN.COM. The text 
message came from Bri tish Columbia, Canada. The text message explained 
that the disappearance of MYBITCOIN.COM was not a scam and when the 
website is fixed, a forum will be established to help return money to 
the rightful account holders. 

MYBITCOIN.COM did return online and a claim page was set up. 
MYBITCOIN.COM announced that they had technical issues because they 

were compromised by hackers. The hackers stole 51% of MYBITCOIN. COM's 
BITCOIN holdings in small increments. 

L-______ ~Ifiled a claim, following the instruction on the 
restored website. I Iwas able to get back his remaining 49%. Other 
account holders were able to get their 49% back until approximately 
three days ago, on or around August 13, 2011. All reimbursements 
stopped as of that day. 

Other than MYBITCOIN. COM, MT. GOX, based in Japan also offers 
online storage of BITCOINs. MT. GOX is owned by I ILNU (Last Name 
Unknown), a French national. MT. GOX converts USD to BITC9IN by 
accepting money yi a hank wi re QWAT,T,A and T,TBERTY RESER":. I I J ~----~ 

ILNU I the main technical lead for 
BITCOIN. r-----,I~t-o-o~k-o-v--e-r~f~o~r SATOSHI, creator of BITCOIN. SATOSHI's 
writing sounds similar to writings done by member of the British 
Academia. SATOSHI maintained the BITCOIN network until April 2010, 
when he disappeared. 
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Precedence: ROUTINE 

To: New York 

From: New York 

Approved By: 

Drafted By: 

CY-02 
Contact: 

UNClASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 

Date: 02/10/2012 

~--------------~ 

CaseID#:288A-NY-306786 (Pending)-~ 

Title: I UNSUB{S); 

Synopsis: To close case. 

Details: Writer request closing of captioned case. 

I 
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ClassificaticHl per Air Force letter dated 23 January 2GB 

Classificatiol1 per DIA letter dated Nov 20, 2GB 

SECltE'tWrl8F8Rfi 

FEDERAL BUREAU OF INVESTIGATION 

INTELLIGENCE BULLETIN 
Counterterrorism Division 

24 January 2012 

Classifie 44B93 

\U)~) Exploitation of Bit coin Generates Potential for Criminal and Terrorist 
Financing 

lUlu ~~ lsitcoin, a currently 
legitimJCe, VIrtual currency that prOVIdes a level of anonymIty tor Its users to conduct licit and 
illicit financial transactions. The intemational criminal community is currently exploiting 
methods using Bitcoin that conceal unlawful funds transfers. 

{IT) 9<~ Bitcoin is currently a legal, decentralized digital currency that allows users to transfer 
money through the Internet without the use of a bank. This permits lower fees, international 
access, and allows unlimited transactions while eliminating law enforcement interference and 

~-CREiJ;tf8rQRN- 'l 
I (lJ) Source Summary Statement ....,...--------------------,' 

lIT/IX 

~/ (u='//~~I ====--............... ========-===-=======-J 
a (U) High confidence generally indicates that the FBI's judgments arc based on high-quality information or that 
the nature of the issue makes it possible to render a solid judgment. Medium confidence generally means that the 
information is credibly sourced and plausible, but can be interpreted in various ways, or is not of sufficient quality or 
corroborated sufficiently to warrant a higher level of confidence. Low confidence generally means that the 
information's credibility or plausibility is questionable, the information is too fragmented or poorly corroborated to 
make solid analytic inferences, or that the FBI has significant concerns or problems with the sources. 
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sidestepping US regulatory currency reporting requirements. These specific and unique 
characteristics are val uedj,.!2b..:.!thh!l.ol!ise~se~>.i·.w:..iI.i~~1.liw:l.b.ll.d..ll.!J;wl.dJ.LI.:li.wi"-ll..fi.J;LiI.Jll'-ioilJ;&;li.I;!.iiOI~-'lIl, 
Based on these attributes 

\ll"!u u. u)sl I According to an August 20 II USIC report, b extremists are 
considering the use of online mechanisms, such as Bitcoin, to transfer money, likely in an 
effort to conduct nefarious financial transactions. I 

~ S) • 

• 

UNCLASSIFIEDIIFOR OFFICIAL USE 
ONLY 

(U) How Bitcoins Work 

(U//P~MoS) Bitcoins are the electronic 
equivalent of cash in the online community. 
Bitcoins arc generated, or "mined." by 
computer software and acquire their value 
due to the amount of computer pO\ver 
required for creation, as well as the scarcity 
and uniqueness oreach Bitcoin. Users can 
also obtain Bitcoins by exchanging rcal
world money, goods, or services with 
another user. Bitcoins are recognized by 
hundreds of businesses allowing owners to 
use this virtual currency to purchase anything 
from gift cards to firearms to travel 
packages. Bitcoins can also be exchanged for 
global currencies using online brokerage 
services, such as Mtgox.com, which links the 
Bitcoin seller with a buyer. 

(U) Sources: 

(UII~nternet site; Cornell University; "An 
Analysis of Anonymity in the Bitcoin System"; 22 
July 2011; http://arxiv.orgiabsIl107.4524; 
Research was supported by the Science 
Foundation ofTreland. 

(U) Internet site; We Use Coins; "What is 
Bitcoin"; www.weusecoins.com; Source provides 
general inronnation about the Bitcoin system. 

---

(U!!~) Bitcoin Associated with Narco-Terrorism and Weapons of Mass Destruction 

fU:)')it~ The perceived anonymity aspect associated with Bitcoin has led to its incorporation into 
/~riline illegal markets, most notably the Silk Road Marketplace (SRM), a peer-to-peer commerce 

Web site. Within SRM, users can buy and sell an array of goods and services within a secure and 

S~~~~HN8F8RN 
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anonymous setting through the use of the onion router (Tor),' a software nrOOTOm np,iunpn to 
route Internet traffic throuuh " worinwinp voillntppr . nf ' I J 

.., 
J 

I ~Ul·'a{l 
roo-

vU} 

Itlltcoms are the only limn of currency accepted for transactions within 
SRM. 

... X 

• 

• (U) Remarks from the US Treasury's Under Secretary for Terrorism and Financial 
Intelligence claimed in September 2011 at a public symposium that several international 
terrorist groups, including al-Qa'ida, are currently experiencing great financial hardship, 
which is forcing these groups to explore new avenues of funding such as new 
technologies and payment methods 9 

~ (U) Users typically exploit Tors to conceal their Internet Protocol address to facilitate online anonymity. 
d (U) Sec Appendix A for a screens hot of the Silk Road Marketplace Web site and its sale of illicit items. 
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'IL(U_/~ ___ )_I __________________________ ~~ 
• (u//Feffl)) According to an open source article written in July 2011, Wikileaks, an 

international organization for anonymous whistleblowers, recently advised its Twitter 
followers that it now accepts anonymous donations via Bitcoin and stated, "Bitcoin is a 
secure and anonymous digital currency. Bitcoins cannot be easily tracked back to you, 
and are a [sic 1 safer and faster alternative to other donation methods."ll 

(U) Outlook and Implications 

I I SRM also illustrates how this digital currency is currently used as the sole 
payment system to facilitate the sale of illegal goods and servIces. It is likely that if Bitcoin 
grows in international notoriety, so too will its exploitation by individuals wishing to capitalize 
on the perceived anonymity it offers to conduct illicit financial transactions. 

(U) Intelligence Collection Requirements 

lU) IX 

(U) NIPF Requirements 

HJ)·····Lr __________ ~ 
(U) National Threat Priorities 

SECREI;ffi8FQRAl 
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(U) Appendix A: Illicit sales on the Silk Road Marketplace facilitated by Bitcoin, as 
highlighted in red 

UNCLASSIFIED 

Home a G.rden(25j 
Seeds(3) 
Cuttings(3) 

Orug5(746) 
Lab Supplies(9) 
Digital goods(lS6} 
Services(S8) 
Money(42) 
Jewe!ry(J) 
Weaponry(7) 
Food(2) 

Welcome 
messages(O) I ordero(O) l aceounl(,O) I setlings 

Telstra Pillar Kev i e0.44 ! qawsed Australia Me , add to cart i 
:- W-ii-~-S-~~;;" H-~;i~-'G;i';'~y" ii~~;d)"'---------'''---' -"-'--"""Til:S4'-- 1-H'~~~~'~~i~~'~d-rG~;;;~-'TG;;'~~~-"" r~dd-t~ -~'rt"l 

i-Flowe;~b, lQu;-;d~il{2 pie-c~s-)--------rtO:iil:H~-;~~Co~~;;d~ i Ge~-~~ : add to cart' 
[~~i;.~~p.~~~,~_;~~~.~!~~~~·------------~.~~,-, ·,-, ·_ J.~~_~·;~·l~~!~_~~~·~·~!~~!~.I§:e~~."..x~J~;~;-_-I~~~!~.~~~.-. 
Flowerpots squared, 1L ' 10.01 t HnednConfused i Germany ! Germany : add to eart 

.----... -.--------..... --.-----.----.-.-----------~~---.--;--~---~-.. -----~~---..... --.--;--~----..... -.---~--.-..... -. ----~------.. -
i flowE!rpots, squar~, l,n ; to.03 _ Haz~nConrused i Germany ! Germany : add to CIIrt 

t!_~?_~~~p~:i~~.~~_~~i~~·; __ .~~.~~~_=·:~.~_·.~.~~_~.~.~_~_=~_·:::·.~.~.~=r~_:9_~~.~~~~i~~~~.c.~~!~~~~I§~!~~~~r..J:.~~~;,~·~~t=~_~.~_~~t~~,5~~ 
l Hydrometer I thermometer ! to.70 t HaudnConfused : Germany i Germa ny . add to cart ,- -- - ... . - -----..... ---- .. - ... - --... -.. -~. --·!··--------· ----c-- ···-~ ----· - .-------.--
! Cannabis cutting, fll!shly rooted, female ! 10.51 ! HuednConfused ) Germany ! Germany ; add to cart 
.. --- ~-·-·-~---~-·~----.. ------·--1---~""1~-------'i-_:_----.--.. -- -;-----
.. ~_~I~J~. ~.i~.~,~.~r.~.~."C~~!~,~. L~~e.c~!~.~? _. __ .. __ . .. ....... _ .. ~ ~~:90 DJP . E~(~~~.u.~~~tri,~ ....... : _~_~~ to cart 

(U) A screens hot of the Silk Road Marketplace Web site. Source. http://motherboard.vice.coml 
20 I I 16/24/traveling-down-the-silkroad-to-bu y-drugs-with-bitcoins 

5 



IUr 
tSt 

IU) 

~1!:eMT((NQFf\iG~ 

(U) Endnotes 

··1)\ I 

...... p" 

\V}Vnme cws AITlCJC; ureIt won; Keutcrs;-~enators Seek Crackdown on 'Bitcoin' Currency"; 8 June 2011; 
https:llwww.reuters.com/articlc/20 11/06/08/US-financial-bitcoins-idUSTRE7573T320 11 0608; accessed on 20 

, 70 t t, Q, ,I. "I. ' " 

(U) US Treasury, Speech Notes, DavId S. Cohen; "Remarks by Under Secretary for TerrOrIsm and FInancial 
Intelligence David S. Cohen at Treasury's Counter-Terrorist Financing Symposium"; 8 September 2011; 
http://www.trcasury.gov!press-center/press-rcleases/Pages/tg 1293.aspx; accessed on 5 January 2012; US 

:::'rt:":t oftb" T'eas:"" 

) c site; Cornell University; "An Analysis of Anonymity in the Bitcoin System"; 22 July 2011; 
httpJ/arxiv.org/abs/ll07.4524. accessed 10 October 2011 ; Research was supported by thc Science Foundation of 
Ireland. 

~1!:eREI;;NOFUkN 

6 

I 

b7E 

bl OGA 

bl per OGA 
b3 

b7E 

bl 
b3 

b7E 



J ::::."" ",:on, '1(1·1 ':! 

-Classification per OGA letter dated NO\i' 20 2013 

FEDERAL BUREAU OF INVESTIGATION 
INTELLIGENCE RT!I [ FTIN 

I I 
1 May 2012 

ClaSSifie~: 99J49T92 
Derived fro : Multiple Sources 
Declassi on. 0370404 

(SffNF)1 

("lINd 
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(U) Source Summary Statement 

(SllNd 

J (U) See text box on page two for further explanation. 
b (U) See text box on page three for further explanation. 

I 
I 

C (U) High confidence generally indicates that the FBI's judgments are based on high-quality infonnation or that 
the nature of the issue makes it possible to render a solid judgment. Mediu m confidence generally means that the 
information is credibly sourced and plausible, but can be interpreted in various ways, or is not of sufficient quality or 
corroborated sufficiently to warrant a higher level of confidence. Low confidence generally means that the 
information's credibility or plausibility is questionable, the information is too fragmented or poorly corroborated to 
make solid analytic inferences, or that the FBI has significant concerns or problems with the sources. 
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(SIINF 

• (SIINFi 

• (SIIN~ 

• (~ 

UNCLASSIFIED 

(U) Hidden Services and HiddenWiki on Tor 

(U) The Onion Router (Tor) is a network tool that can 
anonymize Internet communications including Web 
browsing, Internet Relay Chat,instant messaging, file 
sharing, and Web publishing. Tor hides the originator's 
Internet protocol (IP) address by routing Internet traffic 
through a worldwide volunteer network of servers called 
Tor nodes. Tor was originally sponsored by the US Naval 
Research Laboratory and is available to the public at the 
Electronic Frontier Foundation's Web site at the 
following URLs: tor~cff.org or torprojecLorg. Hidden 
services. such as Hidden Wiki,arelocated within the Tor 
network and are accessed through a Tor-specific .onion 
domain. 

(U) I lidden Wiki is a free online encyclopedia similar to 
its counterpart, Wikipedia, and contains articles and links 
to other hidden services. Hidden Wiki can only be 
accessed by typing or pasting the Hidden Wiki URL, 
",hich changes monthly,into Tor. Access to hidden 
services is not linked to regular search engine return; 
therefore, users must use Tor and know specific URLs in 
order to access services. 

UJ Source: Internet site;Torp~joject.org; 
'TheOnionRouterrrorF AQ"; 10 Decenlber20 11; 
ttp:llwww.torproject.orgiabouUoverview.html; opensource 

website which provides Tor for free and whose reliability is 
nknovvn. 
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{U-l··· ·~/~ Bitcoin Potentially Conceals Virtual Financial Transactions 

{U} ··· " ~~Bitcoin is a peer-to-peer virtual currency which allows its users' increased anonymity, 
and provides a method to securely transfer and generate funds. By removing financial institutions 
from the process and allowing transactions to take place between individuals (similar to paying 
in cash through the Internet), Bitcoin allows users to buy or sell goods and services fro m others 
who accept Bitcoin as paymentS Bitcoin may be used by online extremists for material support 
facilitation and financing terrorist organizations through online solicitations, donations, and 
fundraising activities, although limited reporting confirms its use for these purposes. 

UNCLASSIFIED 

(U) Bitcoin 

(U) Biteoin was created in 2009 and is the first 
decentralized, peer .. to-peer network-based distributed and 
anonymous digital currency that'may be exchanged fo'r 
dollars and Euros. As of early 201 I ,according to open 
source reporting, tbe Bitcoin econorriywas va lued at ,$5 
mil1ionand 'continues to grow.The key to Bitcoin' s 

I':: sueccss is distributing the database of transactions across a 
peer-to-peer network, which allows the transactions and 
users to remain anonymous. The 'distributors of the Tor 
network, the Electronic Frontier Foundalion, call Bitcoin 
"a censorship-resistant digital currency." 

(U) Source: Internet site; Jerry Brito~ Time Magazine; "Online 
Cash Bitooin Could Challenge Governments, Banks"; 16 Apri1 
20 II ; hllp:/Itechland:time.coml2011/p4116Ionline-cash-bitcoin" 
could·challeng~·govemments/; accessed on 21 October 20.lJ.; a 

(U ) Outlook and Implications well established open sQurce.website. 

'fUJ" '~~) The FBI assesses that as extremists become aware of tools such as Hidden Wiki and 
Bitcoin, they are likely to expand their use of them. Extremists continue to be active participants 
on online forums, some of which are sanctioned by al-Qa' ida. Due to technical advances by law 
enforcement agencies, which have resulted in the disruption of several prominent individuals 
active online, some extremists are shifting from utilizing traditional Internet platforms to a 
greater variety of technically advanced applications in orrlpr If) Cf)mm lln;c"'~ <h"r~ 

<nlirl"nc~ "nrl nmrlllcP onrl ,1' . ,t, ~ . I 

· tUl ----- · ,~/~ Intelligence Collection Requirements Addressed in Paper: ThIS mtelllgence bulletm satI sfies FBI 
National Stand ing Intelligence Req uirements for : Counterterrorism· Core al-Qa'jda and Af-Pak Oased Mili tants 
contained in WW-TERR-CTD-SR-OI54-10, Sec tions II .B. I, ILB. I A, II .B.I B, IL B.6, and 1I.B.6A and WW-TERR
CTD-SR-O I 53-10, Sections (I.e. I and IV.B. I; Cyber - Cybcr Counterterrorism contained in WW-CYBR-CYD-SR-
0001- 12, Sections II AIE, IL A5A, IIA6, ILA.7A, IIA9, and ILBAB and WW-CY BR-CYD-SR-0002-12, 
Sections LA. I, f1.A.2 , and II. A.6; and National Humint Collection Directi ve requirements TIR201IA.I.B.7.7, 
TTR201 I A.LB.8.2, and TTR20 ( (A .LB.1 2. This intelligence bulletin addresses the Terrorism (TERR) topic of the 
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National Intelligence Priorities Framework (NIPF). AI-Qa'ida and Sunni Extremist are currently ranked as a Threat 
Priority Levell in the Counterterrorism category. 
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