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U.S. Department of Justice 
 
 
 
 
 
 
Federal Bureau of Investigation 

  Washington, D.C. 20535  

 
April 19, 2019 

 
 
MR. JOHN GREENEWALD JR. 
SUITE 1203 
27305 WEST LIVE OAK ROAD 
CASTAIC, CA  91384 
 
 

FOIPA Request No.: 1431530-000 
Subject: Cult of the Dead Cow 
 

Dear Mr. Greenewald: 
 
The enclosed 67 pages of records were determined to be responsive to your subject and were 

previously processed and released pursuant to the Freedom of Information Act (FOIA).   Please see the 
selected paragraphs below for relevant information specific to your request as well as the enclosed FBI 
FOIPA Addendum for standard responses applicable to all requests.  

 

 In an effort to provide you with responsive records as expeditiously as possible, we are 
releasing documents from previous requests regarding your subject. We consider your 
request fulfilled.  Since we relied on previous results, additional records potentially 
responsive to your subject may exist. If this release of previously processed material does 
not satisfy your request, you may request an additional search for records.  Submit your 
request by mail or fax to – Work Process Unit, 170 Marcel Drive, Winchester, VA  22602, 
fax number (540) 868-4997. Please cite the FOIPA Request Number in your 
correspondence.   

 

 Please be advised that additional records responsive to your subject exist. If this release 
of previously processed material does not satisfy your request, you must advise us that 
you want the additional records processed.  Please submit your response within thirty (30) 
days by mail or fax to—Work Processing Unit, 170 Marcel Drive, Winchester, VA  22602, 
fax number (540) 868-4997.  Please cite the FOIPA Request Number in your 
correspondence. If we do not receive your decision within thirty (30) days of the date 
of this notification, your request will be closed. 

 

 One or more of the enclosed records were transferred to the National Archives and 
Records Administration (NARA).  Although we retained a version of the records previously 
processed pursuant to the FOIA, the original records are no longer in our possession.   

 
If this release of the previously processed material does not satisfy your request, you may 
make a request to NARA at the following address: 

 
National Archives and Records Administration 
8601 Adelphi Road 
College Park, MD 20740-6001 
 

 Records potentially responsive to your request were transferred to the National Archives 
and Records Administration (NARA), and they were not previously processed pursuant to 
the FOIA.  You may file a request with NARA using the address above.   

 
 
 



 

 One or more of the enclosed records were destroyed.  Although we retained a version of 
the records previously processed pursuant to the FOIA, the original records are no longer 
in our possession.  Record retention and disposal is carried out under supervision of the 
National Archives and Records Administration (NARA) , Title 44, United States Code, 
Section 3301 as implemented by Title 36, Code of Federal Regulations, Part 1228; Title 
44, United States Code, Section 3310 as implemented by Title 36, Code of Federal 
Regulations, Part 1229.10.   

 

 Records potentially responsive to your request were destroyed.  Since this material could 
not be reviewed, it is not known if it was responsive to your request.  Record retention and 
disposal is carried out under supervision of the National Archives and Records 
Administration (NARA)  according to Title 44 United States Code Section 3301, Title 36 
Code of Federal Regulations (CFR) Chapter 12 Sub-chapter B Part 1228, and 36 CFR 
1229.10.   

 

 Documents or information referred to other Government agencies were not included in this 
release.   

 
Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to 

your request.  The “Standard Responses to Requests” section of the Addendum applies to all requests.  
If the subject of your request is a person, the “Standard Responses to Requests for Individuals” section 
also applies.  The “General Information” section includes useful information about FBI records.  Also 

enclosed is our Explanation of Exemptions. 
 
For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”  

The FOIPA Request Number listed above has been assigned to your request.  Please use this number in all 
correspondence concerning your request. 
 

You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States  
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you  
may submit an appeal through OIP's FOIA online portal by creating an account on the following web 
site:  https://www.foiaonline.gov/foiaonline/action/public/home.  Your appeal must be postmarked or 
electronically transmitted within ninety (90) days from the date of this letter in order to be considered timely.  
If you submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of 
Information Act Appeal.”  Please cite the FOIPA Request Number assigned to your request so it may be 
easily identified. 
 
 You may seek dispute resolution services by contacting the Office of Government Information 
Services (OGIS) at 877-684-6448, or by emailing ogis@nara.gov.  Alternatively, you may contact the FBI’s 
FOIA Public Liaison by emailing foipaquestions@fbi.gov.  If you submit your dispute resolution 
correspondence by email, the subject heading should clearly state “Dispute Resolution Services.”  Please 
also cite the FOIPA Request Number assigned to your request so it may be easily identified. 
 

Sincerely, 

 
David M. Hardy 
Section Chief, 
Record/Information 
  Dissemination Section 
Information Management Division 

Enclosure(s)  

http://www.fbi.gov/foia
https://foiaonline.regulations.gov/foia/action/public/home
mailto:ogis@nara.gov
mailto:foipaquestions@fbi.gov


 

FBI FOIPA Addendum 
 

As referenced in our letter, the FBI FOIPA Addendum includes information applicable to your request.  Part 1 of the 
Addendum includes standard responses that apply to all requests.  If you submitted a request regarding yourself or another 
person, Part 2 includes additional standard responses that apply to requests for individuals.  If you have questions regarding 
the standard responses in Parts 1 or 2, visit the www.fbi.gov/foia website under “Contact Us.”  Previously mentioned appeal 
and dispute resolution services are also available.  Part 3 includes general information about FBI records that you may find 
useful.   

 
Part 1: Standard Responses to All Requests:  See Below for all Requests 
 

(i) 5 U.S.C. § 552(c).  Congress excluded three categories of law enforcement and national security records from the 
requirements of the Freedom of Information Act (FOIA). See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). FBI responses 
are limited to those records subject to the requirements of the FOIA. Additional information about the FBI and the FOIPA 
can be found on the fbi.gov website.  
 

(ii) National Security/Intelligence Records.  The FBI can neither confirm nor deny the existence of national security and 

foreign intelligence records pursuant to FOIA exemptions (b)(1) and (b)(3) and PA exemption (j)(2) as applicable to requests 
for records about individuals [5 U.S.C. §§ 552/552a (b)(1), (b3), and (j)(2); 50 U.S.C § 3024(i)(1)].  The mere 
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption 
(b)(1) and/or would reveal intelligence sources, methods, or activities protected by exemption (b)(3); 50 USC § 3024(i)(1).  
This is a standard response and should not be read to indicate that national security or foreign intelligence records do or 
do not exist.   

 
Part 2: Standard Responses to Requests for Individuals:  See Below for all Requests for Individuals 
 

(i) Requests for Records about any Individual—Watch Lists.   The FBI can neither confirm nor deny the existence of 

any individual’s name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§ 
552/552a (b)(7)(E), (j)(2].  This is a standard response and should not be read to indicate that watch list records do or 
do not exist.  
 

(ii) Requests for Records for Incarcerated Individuals.  The FBI can neither confirm nor deny the existence of records 

which could reasonably be expected to endanger the life or physical safety of any incarcerated individual pursuant to 
FOIA exemptions (b)(7)(E) and (b)(7)(F) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(7)(E), (b)(7)(F), and (j)(2)].  
This is a standard response and should not be read to indicate that such records do or do not exist.  

 
Part 3: General Information:    

 
(i) Record Searches.  The Record/Information Dissemination Section (RIDS) searches for reasonably described records by 

searching those systems or locations where responsive records would reasonably be found. Most requests are satisfied 
by searching the Central Record System (CRS), an extensive system of records consisting of applicant, investigative, 
intelligence, personnel, administrative, and general files compiled and maintained by the FBI in the course of fulfilling its 
dual law enforcement and intelligence mission as well as the performance of agency administrative and personnel 
functions. The CRS spans the entire FBI organization and encompasses the records of FBI Headquarters (“FBIHQ”), FBI 
Field Offices, and FBI Legal Attaché Offices (“Legats”) worldwide. A CRS search includes Electronic Surveillance 
(ELSUR) records.  
 

(ii) FBI Records  

Founded in 1908, the FBI carries out a dual law enforcement and national security mission.  As part of this dual mission, 
the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on every person, 
subject, or entity. 
 

(iii) Requests for Criminal History Records or “Rap Sheets.”  The Criminal Justice Information Services (CJIS) Division 

provides Identity History Summary Checks –often referred to as a criminal history record or “rap sheets.”  These 
criminal history records are not the same as material in an investigative “FBI file.”  An Identity History Summary Check 
is a listing of information taken from fingerprint cards and documents submitted to the FBI in connection with arrests, 
federal employment, naturalization, or military service.  For a fee, individuals can request a copy of their Identity History 
Summary Check.  Forms and directions can be accessed at www.fbi.gov/about-us/cjis/identity-history-summary-
checks.  Additionally, requests can be submitted electronically at www.edo.cjis.gov.  For additional information, please 
contact CJIS directly at (304) 625-5590.   
 

(iv) The National Name Check Program (NNCP).  The mission of NNCP is to analyze and report information in response to 

name check requests received from federal agencies, for the purpose of protecting the United States from foreign and 
domestic threats to national security.  Please be advised that this is a service provided to other federal agencies. Private 
citizens cannot request a name check.          

 

http://www.fbi.gov/foia
http://www.fbi.gov/about-us/cjis/identity-history-summary-checks
http://www.fbi.gov/about-us/cjis/identity-history-summary-checks
http://www.edo.cjis.gov/


 

EXPLANATION OF EXEMPTIONS 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 
 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the 

matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding 

or refers to particular types of matters to be withheld; 

 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 

 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records 

or information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a 

fair trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) 

could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any 

private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 

enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 

investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 

investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 

reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 

individual; 

 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 

the regulation or supervision of financial institutions; or 

 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime 

or apprehend criminals; 

 

(k)(1) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 

would be held in confidence; 

 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual  pursuant 

to the authority of Title 18, United States Code, Section 3056; 

 

(k)(4) required by statute to be maintained and used solely as statistical records; 

 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 

employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 

information pursuant to a promise that his/her identity would be held in confidence; 

 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service 

the release of which would compromise the testing or examination process; 

 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the  person 

who furnished the material pursuant to a promise that his/her identity would be held in confidence. 

 

FBI/DOJ 



(f2/3111995) • • 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: IMMEDIATE Date: 07/10/1997 

To: Tampa Attn: SSA .... 1 _____ ----' 

From: Salt Lake city 
Boise RA 
contact: SAl I, (208) 344-7843 
~--~========~--~ 

Approved By" 1 1 

Drafted By: • . s?- (g...} 
Case ID #: 9A-SU-NEy7(pending) ~,Le?2) 

/' j/foV 
Title: CULT OF ~HE DEAD COW; -

/ 

MICRON/ELECTRONICS - VICTIM 
EXTORSJ:ION 

synopsis: Document complaint received from~I __________ ~IMicron 
Electronics, Boise, Idaho. 

Details: On 07/10/1997,1 I Micron Electronics, 
contacted the FBI, Boise, Idaho, regarding~ortion message 
left on a recorder at Micron Electronics. advised a female 
with a middle eastern accent left a message s atlng, "This is 
fiber optics in the Cult of the Dead Cow. I want $5,000.00 cash 
or I will crash your systems with (ah) a tremendous virus. 
Later. " a' n employee at Micron ,I I 

was searching the system to determine if 
e orlglna lon nu er could be found on the 1-800 line on which 

the Cult of the Dead Cow contacted Micron. 

I ~was contacted directly and advised FBI, 
Boise, ttiat the call c me in from 813-757-5951, Plant City, 
Florida. further advised that the call was received 
at 11:09 p.m., on 07/09/1997, at the Micron Electronics, Inc., 
Nampa, Idaho. She advised that the call could be identified at 
extension 3636 at the 813-757-5951 number. 

SSRAI Ispoke with thel 
Micron Electron~l~c~s~a~n~d~f~o~u~n~d~t~h~e~r·e was no additl~o~n~a~I~c~a~I~I------~ 
providing instructions to Micron Electronics for the delivery of 
the $5,000.00. 

In the event no additional call is made to Micron 
Electronics with instructions for delivery of the $5,000.00, 
Tampa Division will be requested to contact the individual or 
individuals listed at the number and specific extension. 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b7C 



To: • Tampa From: Salt Lake city • Re: 9A-SU-NEW, 07/10/1997 

LEAD (s): 

set Lead 1: 

TAMPA 

AT PLANT CITY, FL 

Determine subscriber information for Plant City, 
Florida, number 813-757-5951, extension 3636, and thereafter hold 
additional information in abeyance pending notification by Salt 
Lake city Division. 

to the Boise RA, attention: SAL I For any 
Results of the inve~t~'aation may be forwarded directly 

additional information contact~s~r-------~a~tr-~t~h~e~B~o~l~s~e RA 
directly, (208) 344-7843. 

++ 

2 

b6 
b7C 



• File - Serial Charge Out 

FD-5 (Rev. 10-13-8~)<.::? -? I \..:) u L/ Da'. --------

File ~ O-ffi-ce-o-t-on-'9in--.l-
1
-=--fi-a-se-N-O-=. -?-f'--- ---La-st-S-er-ial---

o Pending o Closed 

Date 
Description of Serial Charged 

~aw.=-- ----!:1~fk3~e-"'+--H-L-~---:;/~s=_l_/--=-'JJ;Y_, 9..J....::...."6_ '~~d-:2-91) I 
Serial No. 

\ :]= b6 
b7C 

Employee 

RECHARGE Date 

To From 

rJl-t!: 
- Q) o { jo §{ 



• 
,,'} 

UU-47237 

~----lhe following investigation was conducted by I.A.I 
1....-____ .... 

on 7/14/97: ~---------~ 

Contact with the General Telephone Company revealed that 
telephone number 813-757-5951 is listed to Texaco #114 3700 Paul 
Buckman Road (SR39) Plant City, Florida. This is a business 
line. 

b6 
b7C 



• 

(12/3111995) • 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: '~1 t Lake City 

From: Tampa 
Squad 4 
Contact: I.A.I 

J 

Approved B~ 
Drafted By:1 

~------------------~ 

Attn: 

Case ID #: 9A-SU-47237-~(Pending) 

Title: CULT OF THE DEAD COW; 
MICRON ELECTRONICS - VICTIM 
EXTORTION 

Date: 07/16/1997 

BolSA RA 

I SA r 208-344-7843 

Synopsis: Subscriber information requested. 

Reference: 9A-SU-47237 Serial 1 

~~~~rSl1res; . original and one copy of investigative insert of 

Details: Subscriber information requested is attached. 
Investigation being held in abeyance . 

•• 

b6 
b7C 

b6 
b7C 

.-, - • IIIDEX£O 7fz.i 
SERIALlltU' -- fiLED . 

JUL 18 1997 

F8I- GALT LAKE Cl 



(12/31/1995) • 
FEDERAL BUREAU OF INVESTIGATION 

Date: 10/03/1997 Precedence: ROUTINE 

To: ~lt Lake City Attn: ~~rE RA 
c::t 208-344-7843 

From: Tampa 
Squad 4 
Contact: 

Approved ~), 
~============~~ 

Drafted By: .... I ___ ...,..... ___ ~ __ ...... 

I.A·I 

Case ID #: 9A-SU-~7237 - ~ 
Title: CULT OF THE DEAD COWi 

MICRON ELECTRONICS - VICTIM 
EXTORTION 

Synopsis: Information regarding telephone number 813-757-5951 

Details: Contact with the Security Department of General 
Telephone revealed that telephone number 813-757-5951 is a pay 
station subscribed to by Texaco #114, 3700 Paul ~uckman Road 
(SR39) Plant City, Florida . 

•• 

b6 
b7C 



<ft 
'til. 

• • (12/31/1995) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 10/20/1997 

To: Tampa Attn: SSAL,..I ______ ....J 

From: Salt Lake City 
Boise RA r----------------------
Contact: SAl 1(208) 344-7843 

Approved By: 
r-==============~---. 

Drafted By: 
~--------------~ 

Case ID #: 9A-SU-47237 (Pending) 

Title: CULT OF THE DEAD COW; 
MICRON ELECTRONICS - VICTIM; 
EXTORTION 

b6 
b7C 

c::iOPSiS ' Document telcall to Tampa Division, SSAI 
_ _ from S1 lt Lake City Division, Boise Resident 

SA _on 09/30/97. 

Agency, b6 
b7C 

Details: The purpose of this communication is to document 
information provided to Tampa Division from Salt Lake City 
Division, Boise Resident Agency regarding the Cult of the Dead 
Cow. Micron Electronics has not received any additional 
extortion threats over the phone from Florida. 

Salt Lake City Division received subscriber information 
for telephone number (813) 757-5951. The communication listed 
the subscriber at Texaco #114, 3700 Paul Buckman Road (SR 39), 
Plant City, Florida. This number was listed as a business line. 

~ 
qlJ}k/-j7m-~ 
--<-~$ \.. '<.-·j,,·-· ..... 2~ 

,-: ::':':::;j -

.~-------~~---.... -
b6 
b7C 



To: 
Re: 

Tampa From:~salt Lake City 
9A-SU-47237, 10/20/1997 

LEAD (s): 

Set Lead 1: 

TAMPA 

AT PLANT CITY, FL 

• 

Contact subscriber for telephone number (813) 757-5951 
at address Texaco #114, 3700 Paul Buckman Road (SR 39), Plant 
City, Florida. Attempt to determine identity of caller who made 
the extortion threat to Micron Electronics in Boise, Idaho. In 
the event the individual caller is unable to be ident~fied, 
advise the office manager or person in charge of the nature of 
the call and reveal that Micron Electronics has a tape recording 
of the extortion threat. Further emphasize that should 
additional calls be generated from that subscriber, the u.s. 
Attorney will be contacted to proceed with prosecution in this 
matter. 

Results of the above lead may be forwarded directly to 
Salt Lake City Division, Boise Resident Agency, attention 

I 

•• 

2 

b6 
b7C 



• (12/31/1995) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Salt Lake city Attn: SAC 

From: L-1_~~"""'I:r2r ____ ---.J1 
Bo~se RA 

Approved By: I I 
Drafted By:rl~================~----
Case ID #: 9A-SU-47237 (Closed) 

Title: CULT OF THE DEAD COW; 
MICRON ELECTRONICS - VICTIM 
EXTORTION 

Date: 12/03/1997 

SVDODSis: Document contact with Micron Electronics I 
~ ____________________ ~I and, close of investigation. ~--------~ 

b6 
b7C 

r""""1:Oi.Ioo.a..&....J...O;L..i.... ..... on 11/06/1997, Micron Electronics I ~~~ __ ~~was contacted at telephone number~(~2~0~8\)-r8~9~8'-~3~O~2~1~,----~ b6 
ho regarding the outcome of the lead sent to FBI, b7C 

~~ __ ~was advised Tampa Division conducted a subscriber 
search on t e number provided to the FBI by Micron Electronics, 
(813) 757-5951, and determined the telephone number was for a pay 
telephone at Texaco station Number~cated at 3700 Paul 
Buckman Road, Plant City, Florida. advised noO' nal 
extortion calls had been made to M~cron ectronics. was 
advised that should additional extortion calls be rece~ve Y 
Micron Electronics he could contact the Boise FBI Office. 

In view of the fact the Tampa Division lead was 
covered, Micron Electronics has received no additional extortion 
calls, and there is no additional investigative activity 
required, this matter will be considered closed . 

•• 

~;j8{j-r;9;;J')-h 
:.~ : :;""_~~ ~J __ 

DEC 1 ~; 1[:97 
FC~ ..- !-,. 1.~ t·" ~- ~- ,- ~ 

'--____ -,- =.,] 
b6 
b7C 
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.... ------ ... 
(01126/1998) • 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE" 

To: Criminal Investigative 
National Security 

Date: 10/25/1999 

Attn: IRU-1, SSAI 
. Attn: I I L...-____ ....J 

Moscow 
Contact: ALA~ 1011-7-095-956-4408/10 fax 
~--------~==========~ 

From: 

Approved By: 

Drafted By: 

Case ID #: 1 

Title: CULT OF THE DEAD COW 
FPC-WCC 

Request information on subject. 

b6 
b7C 
b7E 

b7D 

b6 
b7C 

b6 
b7C 



To: 
e 

Criminal Investigative From: • Moscow 
Re: 163H-MC-467, 10/25/1999 

LEAD (s): 

Set Lead 1: (Adm) 

CRIMINAL INVESTIGATIVE 

AT WASHINGTON, DC 

Read and clear. 

Set Lead 2: 

NATIONA~ SECURITY 

AT NIPC 

Provide information sUitable for dissemination tol 

D about the Cult of the Dead Cow hacker group. ~--~ 
b7D 

•• 

2 



• 
FEDERAL BUREAU OF INVESTIGATION 

Precedence:: RoutINE I Date:: 12/.14/1998 

To:: NSD Attn:. ~r-----~----~ 

From:: AiLl~a~n_tg~~~ ______ ~ ________ , 
Contact~ 

~--------------~ 

Approved By':. Daulton Jack A 1 ----I 
Drafted By:. 

Case 1D #:. 288:A-A'I'- (~endin<1) 

Ti tle :: ON-S'OB (S), aka; 
DETJl "VEGE.BlEf 
NET NIN"J'A; 
doa, CULl' or 6E OEAD COW (C,DC); 
l-UNDSPR!NG 'E El~P8ISES, 
1430 P'EACHTRE ST" i 

ATtANTb, GA", 309 - 'VIctIM'; 
lNTRU'S-ION' '-: l,NFO SYSTEM-S; 
IDENT'rTX THE'FT't 
CQN-SPJRACt 

(404 ),679-$456' 

Synopsis :;'I'Q open_ an, a s:sig.n, c'aptiQned matter", 

.Details:. On, 1.1/1.0/1998,- the_ At.1anta. divis.ion bosted a cont"e,r-ence, 
,on Compute.!' Fr'aua -and E'conomic: Espionage. lnvestigations", 1_n_ 
attendance we,re_ s-ecurit-y' :represent-ati ves:trQm Miridspt'.in9 
:E.nterprises,!nc", (l-1inctspriJig)": l-1indspring advi,sed at: t,hat_ t:ime_ 
t.hat tobey' were_ enc'ounterlng a new 'Trojan hor~se, prog-ram known 'as' 
'BACK ORIl'ICEl (BO) " Mi,ndspI'ing advised t,bat: Jnn.ocent, 
subsc:ribeI"s: tQ MindspI'ing were ?eing .inadveI't:entl.y:in~ected witb 
tbe~ BOprogr-am, and ,that, tbe, tTNSUB (s) wbQ were: e:~plQit.in9 ·tbe 
victim's' compute'rs: were usi,ng the 'victim" s elect:ron.ic: Us'et'.
ident.iflc-at~on, (Userid) and password to i~llegal:ly access' 
Minctspring and t,bereby t_he lntexnet uSi.ng ,fictitious: 
1dentiJic-atiQn -: ' 

Sack: Orifice_ ,i_$ 'a t-ake,-off of the. Microsott, lnc", name: 
ack Offlceis' a. sui te_ Q( software: used to 

b7E 
b6 
b7C 

b7E 

b6 
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operate, and control 'server clas's computers . Back 'Oriflce' was: 
published. for free download and use by a group known as' t,h~ "Cult 
of: the Dead Cow'" (CDC) fromthei,r ;lnternet, .web site, ·at, 
<http://www.cultdeadcow.com>.:CDC claims' 'to have previously' 
gained 'access or "backed" .into us G'overnment ,comp'uters, i,ncluding' 
Department of Defense compute,r systems., CDC clal]ns ,tQ have, been 
in existence,' since -the"mid 1980,':s., Qn 8/3/1,998, 'CDC released the 
BO prog'ram for downlqad ,f.rom it's web site:., CDC advises 'th,at; BO ' 
is: a '~remote, administ:r'at,ion tool'" for Window's', 95/98/~T', howevet' 
'the, inJormat,ioo. ,released wit,h BO cle'arl~{ ,indicates, th'at, BO ~s' a 
"hacker" 'tool., Oo.ce,inst:aJled,' BO allows,unaut,horized userS' to 
e,xecute, priviJeged, operat,ions' on tbe: af'fected computer, whetber 
over' 'a local, area 'netWork (Ian) or' ovet tbe, 'Internet,.: 

. As: early' as: three da,Ys' af,te,r tbe:release, of BO, 
comp'uter secu'rity' groups sucb as, CE,RT and Internet Secu'rit'y. 
S'ystems, Inc.,- 'began_ is'S'\1io.g ~dvisories 00._ tbe: dangers: or: the' BO 
,program. In ~ovember' 1998, l'-11ndsprJng' advised tbat, t_bey: were. 
seeing' approximately twoBQ io.t:rusions 'every' day'., J n,format.i on, 
available,'t,hrougn, CE~t <http:-//www.cert.org> ~indicat-es that, t~ns' 
of thousands: of cQmputers' may 'be i,nf,ected.: ' I:nformation_ has bee_n 
,developed tJ1at;many -of' t,b~ affected computer-s' send Inter,net, 
messages' ·to servers, used, by' cDC to ',ale,rt the UNSUB (s) 'that t_he, 
infected compute_r is cU'rre,ntlyavaflable, for illegal access., 

00. 12/11/98 i l'-1inds'pringadvis-ed' t,hat_ an,lnternet we_b 
site wi.th, an_ address, of_ <http://www'.bQbastard.cQm> was publishing 
userids'and passwords of 'BQ ,l,o.Jected customers of Minds'prci,ng.: 
Mi_ndsprin.9' secu'ri ty provided the, j.ntormation via e,-mai.!, to the: 
Atlao.ta off1ce. ' 

The .invest,igat,ive st:rategy'for this matter will, be~ to 
collect, information 00. ,the, nature, and scope of CDC, with, an, 
,int~nt to prosecut'e for violations~ o( T1~ 'sec ,103Q (Computer' 
lntrusions), '1:'18 sec: 102a (Identity Thefth' and 1.18 sec 371 
(Conspiracy) ,. .IQ. this end,1 IAgents' :in A.tlant'a will, undertake~ 
a Group IJ OCO ~ \ 

2 

b7E 



.' 
0:- ~f/14/98' Agents, frqrc( the.! I gt'OUp met with AUSA b7E 

I f Nort_hern District qf_ Geqrgial __ whq was- advised of' b6 

the, pro'pose livestigation_ and stYateg~{.. 1\USA. st'ated that 'there, b7C 

did. not: appear 'to be, ali. entrapment. issue, an.d he concurred with 
the investl<]ati ve st:rategy-.. . 
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Title and Character of Case:: 

VEGETWLE, DETH: 
. NINJA', NEt 

Date Property Acquired:~ 

12/18/1998 

Source from which PJoperty 'Acquired:; , .' 

Anticipated. Disposition:: Acquired By·-
. . , L-____ ---' 

Case Aqent·: 

b6 
b7C 

. Description. of. Property,:. Date. Entered . 
1a . ~ ' . 

ONE OPTICAt .. DISK 

Barcode( E162222' Location:: ECR. CABi. 01/07/199~ 

Evidance ~e;5-r£~/e1> by SAL,,...-_____ ---J 

On 1-J~b SEE IA~;::;..5""__---.. 

Case Number:. 288A.-AT-87389-l.B 
Owning Office: , ATLANTA. 

" 

'FO-192 ORiGIf~l\L FD-192 
INVESTIGATIVE LOCATED IN SFIB 

FiLE COPY ~ MAINTAINED IN ECU 

. ........ -.-..-,----
SOO';Hn.:.-..JNOEXED_ 
SErJI.UlEO _FiLED_ 

Jt:~1. 1) lS99 

' ........ 

b6 
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FEDERAL BUREAU OF INVESTIGATION' 

Precedence:. ROUTINE 

~ Atlanta. 

From:: Atlanta 

Date:. 12/29/98. 

~~Evidence. Technician. 

Approved'BY: I DaUltoli, Jack l\ T/~ 

Drafted By:: IL.. ______ ..... I ' 

(Pending) '-1 Case ID I:: 288A.-A'r-87389 

Ti tle :: DETH: VEGETABLE; 
NET NINJA;' 
CITA MATl'ERS 

Synops~s:. To, report dela:yed entry'. of~ 'evidence. into the' Evidence. 
Control. 'Room. ' 

b6 
b7C 

Details f: ~()n~ 12 (17/98 : i:~ was' m:d~:o£~ the~ . hard' drive: 0'.'- 'a b6 
~omputex;: belong1ng to~__ __ _ _ I. Th1S was done wl.th. b7C 
his' consent .: The Opt 1 .1S conta1n1ng the. image was turned 
ovex;:' to this writer' on, 12/18/98 ..It. has been, in my' custody' since 
tlj.at: time -: . During that time. I have been looking fox;:' a: media. 
(hard, drive) large, enough.to restore the, image . 
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I FEDERAL ,BUREAU ,OF INVESTIGATION' 

Precedence :' ROUTINE: Date :,12/14/199& 

,To:: NSD, ,~ Attn:, L;;1L. _______ ...I 
From:, Atrant:. 

, Con act:, 1-1 _______ ----11,(494) 679·-645~, 
ApprovedBy:'paUltoIi JaCk A 

, I I 
Drafted,IBy:' 

Case ,ID':#h 

.....=:::=========~~19-I _ 
288A-AT-87389;;r;endin9~ 

'Title:: ~UNSUs(S), aka;' 
DETH:, VEGETbBLE;' 

'NET ~INJA;' 
dba, CULT , OEi' THE (DEAP cow' (CDC),;, 

'MINDS PRING, 'ENTERI>RI SBS I 
'14.30 ,PEACHTREE: ST.,. , 
ATLANTA', GA." .,3630Q-: VICTIM';' 
,INTRUSION, ,-: :INFQ :,SYSTEMS'; 
:IDENTITt ,THEFT,; 
'CONSI>IRACX" 

b7E 
b6 
b7C 

b7E 

b6 
b7C 

Synopsis::T~>"advise~ thel lof~ a, new;,investigation.: b7E 

'Detafls:OIi,11/16/1998'" ,the"Atian~adivisioIi, hosted a .. conf"erence~ 
on.' ComputeI."" Fraud and EConoY!lic, 'g'spiqnagEfI:nve'stiga,ti,ons. ,lit 
a,ttendance~ :wer~e' '!3ecurit~lreI>resentati.ves from, k1indspring', 
,Enterprises',', ,Inc ~ (Mindspring).' Mind~pring advised: 'at, ~hat: time, 
,th~t: t~ey' were e:Q.qountering ;'a: new', ,Trojan;, horse program known 'as, 
-:B~CKbRIFICEi' '(BO):., 'Mindspring advised" that, innocent:, ' , 
s~bscI."'iber'$ tQ 'Mindsp:;:-ing', were, 'being' :in~dvet'tently;, infected, wi ~h, 
~he: BO 'program" and that: 'the~ WSUS (s), wh9 were~ ':exploiting the: 
'vi,ctim ',s, computers, were~ usi,ng 'the~ ,vi,ctim 's' ,elec~ronic,' useI."' 
,ide~tificati6nc ,(userid): 'and, password to ill,egally' acqess 
'Mi,nds'pr:ing ,and, thereby' the 'Interl'let: ,using fictitious 
identification. ' 

Back 'bri'f"ice":isa~ t'ake,-off: of~ the. Microsoft,., tnc.", name' 
'of: B'ack Office.; :B'~~K Off:ice: "is 'a,suite:,-of, sO'f.t:ware .. used' tQ 
opera~e. and, control, ,serveI."'= class, ,computer's.: BaCK 'Orifice: was, 
I?u,olish~d, f~r= f'ree ,download 'a~d 'use; ,by a, ,grou{), known: a?, ,the, "cult: .~ " 
o~ the" Dead, 'Co,w' . (CD.C), ,.from their' Inte:;net. \we~) .sit:e: at' -~/J--RT-Rf3R9 .. ~ , 
<http://www.cultdeadcow.com>-: ,CDC. clalms, :to have"prev~y' 

~~--~----------~ 
S[AAO-~o~"'OEX(D 
W::AlIZ~~:lEt), __ -t 

D~G 211998 
.------. 'b 6 

1-_....ifu.:FS~II .. ..c::A~h.::l.:A,..:.:.:Hrt=I.AI 
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• 
gained acces~ o~ hacke~into US Governmen~ computer~ including 
:Depa:rtment~ . of: D'efens~: comput:er systems.: CDC; claims, to 'l?:av~ been. 
ir(existence, 'sinc'e: the, mid '1980's-: On, 8/3/1998',. CDQreleased the' 
EQ 'program fo~' download, from: it,' ~ web: 's{te -: CDC advises: that;EQ 
i~ 'a, r'emote, ,admini.str'ation, toolto~' Windows: 95/98/'f;lT', howeve~: the: 
information, :relea:s'ed. with, EO clearly' indicates, tha~ EO is: a: 
hacke~: tool.: bnce: install"ed',. 'EO ,allowS:. unauthorized userS: to 
execute: 'privileged operations: on, the, 'af:fected. computer', "whether' 
ove~: ,'a:. I cc'a I. ar'ea:, network, (ian) .o~: ove~' the ~Interriet.: 

As: early' 'as' three, day'S, ~afte~ I the, r'e I eas'e . or: 'EO,. 
c'ompute~: security"groups: such, as' CERT 'and. I,nt erne t, S'ecurity' 
S'y'stems, 'Inc.,' beg'cin. is'suing' advisqrie~ on, the:, dangers: of. the: EO 
,program., rIn.Novembe~: i998, Mindsp~ing 'advised,that: they' were: 
seeing' 'app:t;()xima~ely' two EO .int'rusiqns, every' d'ay'.: 'Inf'o~mation 
av.aiJable: through. CER't <http://www'. c.ert. org:> in.diC'ates, that: ten~ 
of, thous'ands: of. computet'S, may' "be: 'infected . Information, has: been, 
developed that, many' ot th~ 'affect'ed, computer~ send. 'Inte~net: 
mes:s'ages t.O servers, used. by' CDC; t'o al~rt: t.he, tmsua(s) that: the, 
infected. comI?ut'er: is: c:urrentl~I' avaiJable,fo~' illeg:al acces's.: 

Qn~ 12'/li/98, Mindspring advised. that, an :rnte~net; weh 
si te, wi,th. a,n 'address, of: ,<http:'/ /Www' .. bobastard. co~>, was; publJshin~ 
us eJ:'ids: 'and passwords, of, EO infected 'customers, of Mindsp~ing.: . 
Mindsp~ing security' provided. the: info~mation.via. e:-mail 'tQthe' 
'Atlant-a:. 'offic'e'.: ' 

. , The investiga~ive:' str'at'egy' r'o~" this, matte~" will be, to 
col.lect, info~mation, 0#, the, ~atur'e: 'arid: sC'ope: or: CDC,. With, an, 
i,ntent, tQ prosecute,fo~' viola,tions o~. T18,' sec, 1,03Q (Comput:e~: 
Intrusions):, ''rtS:sec; l028~ d' ity' 'I'heft), and, 't18, sec, ~7'1. 
(Conspira,cy) .: ". ' ., " . tlant'a: will undertake: 

. 0: 'f1i4/98, Agent" h"om theJ Igroup met with. AUSA." I ~ No~thern, Dist'~ict_ 9f Georg1.a, who was a' vised. of. 
tne, propose J.,nvesti~ation. and 'strategy'., AUSA! js~'a~ed 
that, ther'e: did. 'not, appear." tQ b~' an, entr'apmen~, issue', and. he, 
c'oncu~red with. the: inves,tig'ative: strateg¥:.: 
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address this matter"' 
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FEDERAC'BUREAU O~ , INVESTIGATiON' 

12!2i!98 

'sAI I· . Computer: :~n.a!ysis, 'Response Team. 
, (~T)' f,ielCl examl.ner·,conduct'ed. " an~ examinat'io-n. 'as: :outliried< 
,l?elow'.. The .examination 'was, done 'following'. the: 'proceQuresand. 
using the' t 'oo1s 'provided , bt the Fst Laborato~y-.: . 

<.2\.. generic: minitowe,r:" ,nQ serial"number,- wac" ". 
a:vaii~l: to; examination.; .This: 'system belonged. to 

1 _ 1 and .. 'was, exatrii.ned, at: ~ ~is. 'residence' .: , ~ e:sy'stem 
. ~o,ntal.ne . a ." .. ~, " di.skette .drive. a~d __ a~ CD drive.:. The~, system, also 
.had an, in~e'rnal. modem,. card, :inst'alled -: . 

. The~ ' foflowing' items. ·, wer'e:. 'acc'omplished. ~Q this. system :: 

Write. P·rotec.t: · Hard, 'Drive, 
Image, Hard. Dr,i ve: 

" At, , ~he~ 90nclusio.t of the' jxam:lnation,- .t ,he. ,computex.-:: 
'(emained.' in, the' custody' o.f,_ _: . GAR'r , note~, and " 
documentation .. ' were~ .plac'ed. l.n.' Atlant'a's, ~vidence,' Control. ,Room.: 

at . Lawrenc'eville, ·Georgia 

:JA-AT-87:i89 I .-- . 12/21/98 

'Ibis dOruJa c:ontaltlS ~&t recoliilXiC1iaitioos not ooncIu~ of the FBI: 11 is the property of the fBI' and, is lOaned to YCJIli agency; 
. hnd'Jts ~ m DOt to tie distribute4 QUtsi4e ycm'a"ency. " , . 
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Ii:a Reply. Hease Rerer to' 

File,NO.' 2SS'-AT'-:8756-Q ~ 

• 

b6 
b7C 

~: '--------------~~~~;O'of~~ij·~»' I~==========~----
rAUSA" 

y(,que, baeb)'advisedo(~authorized~)' ___ .... _-_-_-_-_-_-_-_-_~------~~_:::-_=~------------b6 
(Nlme 'of I!~A ot,AUSA) b 7 C 

~~ 
(aleck One) 

o Request,turthet i,c.Vestlgltion 

'0 ~iate decUnatm, 

o f~o(~aint 

0 , 6:eseJltltion to 'federal Gran11iuy 

0 ' filing, ofW~ 

D· Otbe( 

J 1/2519~ _________ ~~--------~, oo 
(N~) , (Date) 

" 

'Porviolation ofTitXe, ,_:1_8_, ___ • usc. Sectioo(s)' :1 0 ~ Q (a) ( 5 ) 

SYnopsis of case.: 'B'el.1Sout.h,:net: has: 'repcrt'ed a, den.ia1. of service.att-ack: 
affe,cting Qne' of: theix::: clients,- Am:s'ou~h, Bank: c'au'sing 'as. 'yet, -a, 
undetet:mined 'amount: of: money'.: ~he. atcacks came. through,T.JUNE'I' and, 
'Cable, Wireless: ,and' both~ -IS'P's are: aware of: the: att-ack.; 

, ' " , AU$A.I Iwa,s, advised and, he. st'a,ted" i ,f: pr~ver,l,' , 
t ,his: WOUld' be. 'a:, :V 1.,0 I at 1. on,' if, ::ritl.e: .181'. Section,' 1030,' fox::: which, h~, 
WOUld, 'I?rosecute .: 

b6 
b7C 



• FD~j20 (Rev. 4·11-86) 

I)JeNo. 288-AT'-8756Q 

'HQnor'able, 'Richard H.: 'Oe'ane, Jr., 75~ Sprin~r S't 'reet, Atlant-a:, GA., ,30335 
'TO.: 

(Name of Subject), I 
AUS~1 

Age. '-~Se-Jt -b7C 

You are ht:rebr advised ofaetion Mhorized 6r ___ '-_ -_ -_-_-_-_-_-_-__ -------__ ----...I-____ ~------------
IName ofl!~A or AUS~) 

1/25/99.' sbl J 
-------~---------:- ~ (Name) (Date) 

0 , hwxtediate declination 

n FIlirig ()f~ 

d Presentation ~ FC:deral Grand liu): 

'0: '~ilingo{jl)fOrmation 

Q 'other 

'FOr vi:mtion ofl'itle, 1 a . tJs'C: SCction(s) 1 Q 30 ( a ) ( 5 ) ----
S)-Dops~ '~(case: 'BeI1,s'o~th. ne~, h,as, 'report'ed , a:. de~ial. of: s-ervl.ce~ att-ack 

a,ffecting' qne, of the_ir:client's', AmS'outh .B'ank c'ausing -as: yet: 'a: 
undetermi:ne,d amoU:n~: of: money'., 'The~ attack~ c'ame, through, UUNE'I' , and. 
cable. Wireles~ and",both, 'I,S~" s, are~ . a~are, of' the~ at.ta.cK.: 

, _ , 'Aos~1 Iwa.s. aa~ised, 'ana. he~ st'a~e~,- if: proven, 
~his would, ,be_a. vlolatlQn if ':title' ,18, Section. 1030, J'o:t:: which. 'he. 
would: "prosecute'., 

2-0S ATTORNEY'S' OFFICE
@288--AT-87566 - , 
I-S~ I 

SEAKHEO _INOEXED 

SEltIAllzeD filED 

JAN 221999 
J:~t. AT,AOcl1A 
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FEDERAL BUREAU O}i' INVESTIGATION 

",,, ,. 

. , 12/29/98 
Date 01 transeriptioa 

~ ________________________ ~~~~~-~t,ed'at his 
7/98. 

~~~~~~~~~~r-------~~~~--~UL~~~' and. is 

~~T:""':"~~ 

phone 
was a v~se of the 

erv~ew~ng gent an_ ·t e nat,ure' of the. · 
-interview. Thereafterl I provided the' following. 

I I I I 

lnc. · (M~ndSp:r.ing) . , 'Internet service provider' (ISP) .. : I who 
, .' 

, -. ;' 1 li~ ',a sUbs'criber t 'o Min~s'~i:-ing. ~Et-t~:rises ' 

has only ~me c,omp~te,r~ ' noticed · on the last ~t'wo 'oil,s rom . 
MindSp'ring' that , he. was ~illed, ,for simultaneous' ,logons. This 
would',indicate, that more than. one computer 'o/as 'using:,the same 

, , 

I • 

" 

" 

" 

. -:ser ' j d .~xi'd password 'to a~ce#~ ' MindSpring at the same time. , 1_ J'~lso stated ' t ,ha ," '" on ly -usag~ went "from about ,150 
, '. ou'rs· ... to over' 600 ,hours. could not account for these 

changes in ,ISP us'a e. notified Min~Sp%."ing about the 
unusual bi,l.l's.' was ,noti,fied by ~in~Spring that his 

'computer m~y ~ave 'POSS1 , y.-been' 'infe~ted with a Trojan . ~~~o .... r~se ___ ---. 
, p'r 'ogram ~no~ as ~Back O%."if,i<;e ~ . ·M~ndSI?%."ing · also adviSid L 

that he s,hpul'<;3.. ·contact the 1nterv1ew ';gent . . 1 _ thL.e-n---------J 
contacted th~ ipterviewing ~gent and a time was s~t for a~ 

. i~te:rview. 
, 

- :-, " " ': :1 'Iw~s. a~ked i ,f" the ,..' aa..IIr.:.........,;~...u.tI..a&:I 
another. _~gent ' could make an i~age of, L_r-------'~~ 
drive 'in order to -determine if, in ~ac , 
been infected' with ,theBa~k O;ri.fice progrba=-=m=--. ~---&.;:;..;:~. 
'FD-2G. :Consent to Search form. A search of the files on 

~omput~r disclosed 'a :file : with the' name windll. dl:l .' 
'--....... --.-_----J " dication of a Bac~ O%."if.ice progr'am. ~ -image copy 

computer hard d%."i ve was made and ~¢pt for " 
~~~~~' ~· ~p~uiposes. No Ph~sical items were removed 'from ' 

........ _.---_--.-~cust9dy. " I)was a,lso acivis~d to il\\IDedi,ately 
,', MiD:ds;pri~g ,i,nstruc 10ns ,t~ ·remove th~ Back Orif.i~e 

, .. 

• I I I 

., 
,A~ . this. point t ,he 'interview' was te,rminat~d . 

• ' ' I " '" " j 
" I I 

I I I · t , 

, ' 
" 

. , 
, . . . 

- ' 

" 

, , 
, " , 

., 
" , 

~ • I 

, , lD.ves~iatioD~ , )2/17/98,," a~ ,L_awr.:,.. _e-:'n_ce_Vl_~l.:..,le...;.,._G_a_.-:-'_· ___ ...... ____ ..;...... ______ _ 

. file-/288A-AT-8'7389 '~ .' . 

" by J ', . 

. ," , 

, , 

. .. 
. , 

12/29/98 
, ', 

, t • I , . ,.~ 

This doc:u.c!IetIt ~ neither recommeDlSatiotlS DOt ~~ 01 the FBI. It, is the property 01 the FBI and is loaned to yOW' 1ge1lCy: 
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(6112611:998) • 
FEDERAL BUREAU OF INVESTIGATION 

Precedence:" ROUTtNE: .Date: 1/27/99 

To: National Security' . Attn:: LI __ ---I------, 
SSA1~ __________ ~ 

From:: Atlnt' , 

I :on:act~ L-I _____ ----1 

Approved By:: 'DaUlt'oo Jack A 71/1) J 

I I L...----.....I 

Drafted By:: 

Case ID # =- 288A-A't-&7389/ p'ending) 

Title:" UNSua (S),' 'aka; 
dba, Cult. of, the~ 'D'ead, Cow' (CDC) f 
MtNDSPRING,ENT.ERPRISE'S, 
"14,3 QPEAC'I'REE, ST." 
ATLANT~, GA.- 3030Q :-' VICTt~: 
'INTRUSION~ :-:INFO ,SYSTEMS 
~tDNEtI'I')( THEFT' 
CONS'PI,~ct 

~fu:~:~:~:auest fOr eqUiP'~:;d !! I d; sClIssed in telC1it~::;~!en 
on" 79.: 

Details:: Captionea inve'st ig'at ion, waS: opened, 12/14/1998'" -at; 
'b~lant'a, based, on, i,nI"or.matiotl, from 9INDSPRING that: CDC haa~ 
publish,ed fot: f'ree, 'a, ha~ket: 'progr'am known, as: 'Back ,Orif1ce~ (BO).: 
MINDSPRIN~ alert,ed, custo,mers,' tQ 'the~ 'BQTroj an, ;hor'se~ virus.: 
MINDS~R"ING, has documented, over: sixty' (60) BO atta~ks, sinc'e Augus,t: 
1998: when th~~ 'BQ ~rogram was:r'eleascecl.: ' 

bgents: from the. Atlant'a, oI'flc'e~ succeded, in, locating 'a, 
MINDS~RING, >subs'c't:iber'victi,m who agreed, tQ ~( consent:s'ear'ch, of: 
th~~ 'victims: computet: 'a~d hard, drive'., Atlanta, Agent'S located a , 
file: (win~n.l.dll') on, th~. victi,ms computet:' that, is: ,indicative~ of a, 
~I?Qintrusion., Windll'.dl.l js: 'alledged tQ control: k"eyst'roke~ 

;~~t~~ ~~~G~hj,:rdC~1~k. At~~~( 66, ::tr},r~,':'~h':,x;,;~~1r1~;~1 
G,e,org:ta~ haS: 'advised, that; h~. wi:i. , consl. et:'prosecution, and, that, 
he, concurs wi,th. the~ investiga~i ve. st:rategy'.: 
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b7E 
b6 
b7C 

b7E 

b6 
b7C 

b6 
b7C 
b7E 

b6 
b7C 

, ... 
1 
; 



l: 

I I.. I I _' 

:1'0 
Re 

I 
I Atlanc~ 1~ reauest1nQ 

~----------------------l~-~B~~p-~~i~_n--a~s--ent~t-~ b'~v--'facsimile isr I 

.'. 

2 

b7E 



, I 

I I ~~c 

.' , I 

, . 



b7E ~ ITELEPHONE CALL REPOR': 

=~f~~"~I=~: I PERSQN B!!CEIVING CALL:,r-I-"'-'-j--~--lo....-_--------"" 
b6 

.. aed on, your be.tt j'uc!';ement and experience hlldng the '.poten word b7C 

~111 out the caller pro~1le:' ,('atnl. u ~id.), . -. . ~ ( 

Me Band Etbniporigin ,- .. : 

,~ Child Teenage 
,Yeung Adult 
,Mature Adult. 

~al~Ck Hi;p.n1~ 'orie~iai Middle East 
hmale, , "an/Pak1stanUndetermined 

.-' .-.-Elderly 

~'S ~ In PROVIDED) I b6 
'l'ELEPHONE; I L ~ORESS : ________________ .b7C 

/I . I . 
, 

SPEECH WAS:' 
Slow Fast Soft Loud Nasal Lisp stutter 

, 

-Confused I~toxicated Disguised 
.-
'threatening 'Calm Excited-' 'Crying Angry" 

AccENT: u.S" 'h ...... ') /'ore!9" 

.Distressed ,Laughing 

,. J .v ,) r- ~ J 
JA.fl' -, t,'o lit "V /1" ((,:0 ,'1:T I 

---------
'Is ,this person, a repeat Calier? 'Yes @ If _~les when? _________ _ 

::~L'; .H9.·'1~Q'A~~n?----_---What has 'He/She called. about? G /'-' ( ~ I~H .H~ 
.", '- .: - .----.......:..;;.;;..;..;,.,\~~~~.~~::;...------,,----.. : 

Check' •• Approp,ria te:' I' , ._ • • • , .- • 

·~:".l":'-"~ r'rlC:rnoa~t_.i- fn '-"iDa'- u!t\:. ·a,.aJ\t- '" .C.,) .... L't"' .... ted' to" '''Dn~'''rf, " .. cr5%l'a ..-, •• or ....... -'" ~ .... - ... ::-.- •• ;....II..&.4'(' ,k'" • .,.,.~1).:~,. {.\.,.'t ...... ~ ...... - ~ ....-..... _~j_. ~......... ... ___ ..... A, ............ y., 

___ taller asked .about FBI emploYment. I 

_~aller referred to other'rederal 'Aqency:-__________ -----
___ Call~r referred to local ageney/police: 
_Caller, requested an FBI call ~ick at (t"':"tJU-e-7T'd':""a-:-t-e~)-----.;..-------

.' "opt 'of .. this re~ort. forward'eel toT Supervisor or Invest.Asst"-":"b7E 
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I'O-ns- $"ppi ••• a~ _ 
' forward ~o \Ia1~. Z $AS. '. • 

~ ________ ~ITELEPHONE CALL REPORT b7E 

PERsoN- RECEIVING' CALL:-I r------------=-------.b b6 

I b7C 

Based o~ your best j~dgement and exper!ence bearing- the spokeri. ~ord 
fill out the caller profile:: (c.trci.- .. • ~roprl.at.l 

Age Band Ethnic Or1g1n 

~ Blac;k: Hisp~n,ic· O~ien,tal 'Middle 'East 
Indi~n/Pakistan. ~ndetermin~d-

child Teenage 
YOuml -Adult ... 

(Mmre Adult=:> 
"F!rOerJy 

~LER'S'~E IIF PRa2IDED1.~I~~~~------------~~Ir------------------
TELEPHONE ~ ~~D~ESS:~L _______ _1-----------------

SPEECH: WAS:' 
slQw- r.'ast Sort, 'Loud l:1a sa 1. Llsp , ·Stutte.z::' 

RaIriblin.g C'Qnfused' lnto~icated Disg:uised' Distressed 'Laug:hing: 

,Threatening Calm E'xcited' Crying angr.Y-

Cb.ay.k as Appropriate:: /' 
,.I'Callez::- requested' to speak 'w.ith_ .~gent: ~call.~z:: wanted to report a c I:.l me, 

-Caller as,ked about. E:BI: employment.: 
-CalJez:: re.fer.red t9 othez::- ,Federal_ Agency:' 
-Cal.lez::' 'rerez::red- tQ lOGal, ·.age.ncy/Eol.!ce.:: ,------------------------------

b6 
b7C 

-=-c'PY' of ,this,'rel'ort, fpl;Wardecl 'to ~ul'ervisor: or Invest.l\sst_c b7E 

-Caller' reque,sted- an. E:BI: ca~l' '~Ck at ct;itne/date) 

: . I _ _ ~ 
ANSWE~. TE:r;~PHONE:: ~'):"BI " MAY ,X, -HEL~ you?'·-

& 5d2JlJ\'J."'EOUS, AND ,.!·R,OFESSIONAL: ,AT ALL TIME~c;, 

--------------------------------------------------------------------------~ 



, (0 112611998) 

.FEDE~L BUREAU~OF ,INVESTIGATION'; 

l' 
~ ..,. j ' --

. Precedence:: "ROUTINE, 

,To: ,Atlant'a, ' 

'From::' Ati:.nt': 
~L_~_~~~'----------, 

on act::, I I·X64S'6-' 

'Approved ' By: 

'Drafte~' .By:, .-21 =====::::::c:==:::::::!. ____ ---, 

I, 

" '~ase lID '#::C ,~88A-::AT-87389 (Penai'ns)· 

J . 

Title :.UNSUB.'(S) i AKA;" 
DETH: VEGETABLE t 
NE'r NINJA;". 
'DBA, CULT 'O~"THEDEAP Cow-, (CDC) i 
'MINDSPRING, .. ENTERPRISES '-: VICTIM';, 
INTRUS'ION' -: "INFO" SYSTEMS 
'IDENTIT~( THEFT;', ' , 
CONS PI RAC';( 

• "Synopsis: 1''0 ,close~ I captioned matter'.: 

J)etaiis:: Due: tQ,the' retirement: of: the' 'case. Agent it: ,is, 
recommended,', that: this· investigation~ be' c'losed.: In,'the event. 
"that:a, decision .. ,is made. ,tQ, continue, with the: 'investigat'ion, the~ 
'following course ,of, action, wou1d:'seerrClosical.: " 
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'1'0 
Re 

Atiant-a: FrO!' Atlanta: 
288A-.~,:r-87389/' OS/28''/1999' 

.' 

1.- Coo:tdt"nate,all :a:sI?ects with_ the_ 'OS Attor:ney'~ 
of-fice, and_L...1 ___ ..... _~ 

Without: a:vailable, trained: Ag:ent,resource~ captioned_ 
matter:' should,be~ clos-ed.: 

•• 
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If .. 1 .. - .. - • 0005: 'MRI: 01077/18') 

~~~. 
b6:A~O~BIA~ALQ 

DE.R:UCNFa #006~ 18922-34. 

II- / J./I/- D ~~c 
I I 

ZN'.{ EEEEE: 

Q 081834Z:, JUL_ 9Q 

'!"M: DIRECTOR .• FBI. (28&-HQ.-1234199) 
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ONCLASE F ~ 0 ,FOR OFFICIAL USE ONLY 

SECTIO~ ONE OF THREE SECTIONS 

CITE: //1301// 

P~SS: NIC WARNING S'TAFF TO ,N~TloNAL WARNX:~G COMMUNlTY; J'I'F-CND 

APPROPRIATE' DOD FACIL I:T IE'S , SERVICE COMPONENT.S ~D TA~GET 

LOCATIoNS; I 
~n==================================== ______________ ~ SUBJECT:, ~I ______________________________________________ ~ 

GROOt> 'IN EX'ISTENCE S-rNCE: 1984) REx.;E~SED ~ P~OOUCT CALLED QOO'I'E 

BACK ORIFIcE WQUOTE ~'I'LAS'T. 'YEAR I S DEFCQN VI HAC~~ COWENTION. 

CDC ~S 1illNOUNCED PLANS 'rQ -RELE~SE ~ NEW VERSIO~ OF -BACK ORlFIcE 

(BACK ORlFICE 2000) ON JULY ,10T.H 'AT TijE 'OEFCQN VtI CONVENtION' 

.I~S VEGAS. THE PRODUCT WILL, BE MADE AV~ILABLE :.;S A, F'~EE :Dd~LQ~ 

ON tHAT DA'I'E. 

2. (0) TijE ORIG-INAL .1998 ,RELE:';SE OF B~CK ORIEiICE l,NCL'OOED~HE 

FOLLOWING CAJ;>ABI:X;ITlES:, 

~.RE'I:RIEV~L OF SYSTEM :tNFO~TIoN INCLODING Ctre~ENT USE~, CPU 

TYPE, WINDOWS VERS-ION, 'MEMOR'i USAGE, MOUNTED DISKs AND 'O~IVE 

INFORMA'I'IO~, SCREENSAVER 'PASSWORD, ~D ,P~S'SWORDS' C~CHED BY USE~S 

(DIAL~OPS, WEB AND NETWORK ACC,E'SS, ETC). 

B. FILE SYS'TEM CON'I'ROL:: COpy I :RENAME I DELE'rE', VI,EW I SE~~CH, 

seAAOIED.~__ ~·D[;;A'.[] 
SERIAlJZB) - F!l.Eo-=:-_.= 
o AT OMS C SV fOiMS 
oAfGINIAL OSVGrr-'FRAI 

A -8 1999 

FBI-ATlANTA 
, ,---------_. - . 
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PAGE: ,SIX, IjE: :RUCNFB: :006-3: ,JtLAS: E' 'Ii' t Q 

COMPRESS, AND DECOMPRESS ,FlLES'.: 

IC.: 'P~OCES-S: CONTROL::' LIST, 'SPAWN', KtLL., 

:.' ." 
'0-: REGISTR;( CONTROL:: ,LIST, (CREATE',. DELETE, SE'Jt'KEYSAND" VALUE'S.: 

,E., NE1'WORI( ~CONTROL., 

}'.: 'MULTtMEDIA' CONTROL (i:~CLUDING ,SCREEN: CAPTuRE) .• : , ' 

G.: '<PACKE't 'REDIRECTION' -ANP"SNIrFING'., 

H., 'APPLIC.~,::tION"'REDIRECTION: I(St>AWN, MOSt }\PPLICATION$ ON: A, SPECtFIC~ 

"PORT,. '-SUCH AS: TELNET)' .: 

1".: 'HTT~ SERVER (UPLOAD 'AND DOWNLOAD FI:LES) .: 

'~f., 'RuNS: ON STARt-UP WI'I'H: NO·ENTR'{ .IN' ·THE, 'TASK, LIST.: 

3 .• : (U), BACK. ORI:FICE '2000 'wtLL 'RE'PORTEDL'{ . INCLUDE SEVEAAL FEATURBS: 

,NOt~OUNP IN, THE:ORIGtNAL, VERSION', I~tLUDING WINDOWS',oNT 

COMPATIBILIT't (THE' . ORIGINAL ,PROGRAM' ONL;("WORKED.ON' WINDows 

~95/98) I 'OPEN~ ,PLUG_-nt ARCHITECTURE FOR, 3~P ,PART'X:',ADP-ONS', STRON~ 

CRYPTOGAAPHy',(AND ,OPEN~ SOU~CE CODE', AV~tLABLE 'UNDER· ·GNU' 'I>UBLIC, 

LICENSE.: 

4", ,(0) ·11SSESSMENT.: 

A,." (FqUO);' .BACK ORIFICE: 2QOQ WINDOWS. Nt COMPATIBILI'rY:' ,COULD 

Bt 
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.: 
006~ ·MRI 01078/~8~ 

'00 AFO'FBIAT: ALO 

DE' 'RPCij~B: #006'4 1892235. 

ZNX"EEEEE 

Q 08ia~4t'JU49~ 

. It'M:~DIRECTOR -,-FB,I ,(288-HQ,-12'~4i99) 

'TQ ,ALL FBI, '~IEL~' OFFICES/IMMEDIATE/ 
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, tmCLAS~ E~"~, Q :~O~, OF~ICIAL USE: ONL">t 

. S'BCTloN' TWO O~ THREE SECTIONS' 

CITE:: / /~,30i/ / 

.e' 

'PASS':: ~IC, WA.RNING:' STA~~",.TQ' NATIONAL, 'WARNING, COMMUNI'I'Y;' JTF-CND, 

•• APPROERIATE ,ogp :FACILITIE'g', .SERVICE, COMPONE;NTS ',:AND TARGE'r' 

:WCATIONS ;1 
~========================~--------~ 

, "SUBJECT:;, L-I ___________________ ------11--

'TEX'I" CONTINUES:: 

. GREATLy'INCREASETHE: :POTENTIAL :FQ~, 'D~GE .TO NETWORK 

INFRASTRUCTURE.: ''I'HE, 'PREVIOUS, VERSION' ONL\,:" AFFECTED WINDOWS .9S/9a 

MACHINES, 'GENERALL'i:"USED ,AS NETWORK. CLIENTS.: 'HOWEVER,. ,INFECTION 

ot NE'I'WORK SERVERS: ,(COMMONL"('RUNNING, ,WINDOW'S 'NT) COULD' 

,DRAMATICALLX: :INCREASE, I THE I POTENT'tAL 'IMPACT OF ~'AN~ 'IN~EC'I'ION' IN, 

I TERMS' OE"BOTH: DATA: .LOSS:',AND :CONNECTIVtTY: ,DISRttETION' •. 

"B., '(~O'(JOkTHE', 'EXPECTEti CQMBINATIb~.'oi? OI'EN SOURCE' CODE "AND':PLUG,·: 

' IN' 'ARCHITECTURE 'WOULD' MAKE,\BACK ORIFlcE, 200Q .-POTENTIALL1 MORE: 

, DESTRUCTIVE iAND' DIFFlCUL'I' 'TO'.ERADICATE, THAit'I,TS' ,PREDECESSOR.:, THE, 

'ORIGINAL BAqK,ORIFICE, WAS: ' FOLLoWEP'B'("A,.SMA.LL, NU:MBER.OF' 

THI'RD~PARTt ADD~ONS';', It ,:APPEARS: THAT CDC, 'IS' MAKING ,AN'·.EFk':ORt !I'O 

:E~COURAGE, ,'I'HI:RD·'PART'IES. TO 'ENHANCE: ~BAGK' oRitICS 2000" :IN' ':LINE, 

b7E 



WITH, 'THE GENERAL 'PHtLCSOPHY: C~" OPEN--SOlJRCE:. cPROGRAMMING .ADVOCATES .:. 

EXPEC'!' SIGNtFICANT VARIANTS .1'0. ,APPEAR,.tI.FTER, THE 'INITIA~ ,RELEASE: 

WHlt'H" COULI>-INCLUDE: VARIOUS 'PRCPAGATICN .FEATURES" REr.-lOTE 

'INFORMATIoN' .TRANSM'ISSION', CR CCRRUPTICN 'ANO 'DESTRUCtICN. OF 'DATA.: 

THE'SE: VA~IANTS: ~X'· ~EQUIRE ANTl-vtRUS.· SOF'I'WARE" AND NETWORK 

PROTECTICN: UI'DAT:S'S., 'EXPECTEO"BACK·:CRIFICE· 2006, ,FEATURE'S .,COU,IJD 

EASILY' :l~CORP.oRATE, ·CUSTCMIZED. MALICIOUS, . CODE: 'WITH:THE' cBAS'IC 

PRODUCT.: 

~>-.: . (iOTTO)' ,RECOMMENDATIONS •. ,BAqk' ORIF:ICE20QQ ;WI:LL :LIKELY BE,USED: 

'IN' A. SELECTIVE' CR, !I'ARGETED MANNER, SIMILAR' 'TqPREVIOUS: 'NETWORK 

,SECURITY: EXPLoITS'.: EXPECTED N'I: COMPAT1BIliI'rY:' ~WILL MAKE CCRPCRATE',. 

'GOVERi:JMENT'" AN:Q MILI.T.tI.Ry:'SYSTEMS 'INCREASINGLY: ATTAACTIVE' TARGETS'., 

THESE:,COMMON:LY TARGETED GROUPS: SHOULP .AGGRES'SIVELY REVIEW 'AND 

MCNITCR:CCMPREHENSIVE SECURITY MEASURES: TO'PRCTEct·AGAINS't THE 

'KIND CF' 'EXPWtTS:' CAUSEO OR, ,,'SUPPORTEO BY: 'BACK :oRIFlCE 200Q.: 

ADDtT'ICNALL'{, 'SUBSEQUEN't MOOIF'ICATICN' CFBACl( ORI'FlcE: 2QQQ '~CR, 

EXPANDED MALICIOUS: ,nvtPAC'!' 'IS, ~PCSSIBLE, ANP SHOUr.;P B?:IMMEDIA:r:E:LX" 

REPORTED •. 

ST' 
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0007 MRI 01079/189 

00 ~FO FBIAT ALO 

DE_ RUC~FB #006-5- 1892236 

ZN"{ EEEEE 

o 081834Z JUL 99 

.FM -DI~EcrOR -FBI (288-HQ-12341_99) 

TO ~:LL -FBI F-IELD OFFtCE-S/IMMEDIATE/ 
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PNCLAS: E ,F 'I' qFOR. OFfICIAL, usa, ONL'{ 

'SECTION' THREE: b~THREa 'SECT.IONS: 

'CITE':: 1/130i/'l 

,'PASS':; J~IC. 'WARNING, STAF~ TO NA'I'lONAL, 'WARNING, COMMUNIT'{f JTF-CNP 
, 

, ,APPROPRIATE'.:I)9D :~ACILITIES',-, -SERYICE: COMPONENTS :AND TARGET 

'LoCATIONS' ;' I 
~=============================---~----~ 

SUBJECT:: L-I ______________________________________ ------Ik 
TEXT, CONT'INUES' :, 

'Q'.: (u) QUES~IONS. AND 'REPORTS ~sHbuLD fBE,DIRECTEP TO THE: I 

, I I 'lJ,S:'APPROPRIATE., I cAit, BE: 

,REACHED At: I I (COrviMERCIAL) ORI I 
(CLAS'SIFIED) 'FROM: 6Ar{ TQ).llPM WASHINGTOit ,LOCAL, T:tME,d~, E:-MAIL ;lJ,T 

'Bt 
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FEDEI:IAL ,BUREAU. OF 'INVESTIGATION' 

Precedence :,:ROUTINE:' 

To:: Atlanta, 

,Date:: '07/22/1999, 

From:' 

• • 

88A~A'l'-87389 ~ 

:X618S , . 

.~\",\ 

,T1tle: UNSUB (S);, 
AKA: 'DETH VEGETABLE;' 
N~ " NiltJAj' . " , 
DBA:. CULT 'OF THE"DEAD COW;~ 

",MINDSPRING ENTERPRisES, - 'VICTIM;' 
,INTRUsioN': - ,INFO' SYSTEMS, 
'IDENTITY' THEFT;, 
,CONSPIRACY" ' 

synopsis:' .It1s 'r:ecomme~(f that ,.the -above., captioned: case·,be. 
·closed.: 

Det~ils:' ,The above ,capt1oned, group "has. 'been,' il.l. ex1stence·,s~nce' 
1984.- .At .lasts· years' DEFCOlt VI HACKE,R! CO~VENTION',., ;the .. group 
l;'eleased a,lproduct called -BACK .. ORIFICE".: ,At: this "years ' 
convention which was 'held"on 'Jul~{10i 1999, 'In: ,Las,: Vegas, Nevada,-, 
the .gfouI> ~released 'a~' n:ewer: ,'version, 'called~l -BACK OIUFI~E' 2000"'., 
,The 'I>roduct.will be made. available::as a 'free. download., 

tBACK' ORIFICE ·2000 will allow; 'an, .1nd1vidua'l ,.to. ga1n. 
'access to a persons compl!ter: :al}d.,retrieve.' system, :lnformation, 
dncluding· current'_~user', . cpu',' type, windows ,version" :inemory' usage,· 
·mounted disks" . drive. 'informat;ion,- screen. saver: passwo.rd,.. and 
,passwords cached .. by' users.:. It. ,will, :also "allow, the, 'illdivfdual. ,to., 
'have :file ,system, control", process, control" ,registry," control',., 
'networK control,. multimedia, control,. ;packet'red1rection, , 
sniffing, 'appl'ication: .redirection ,and ,HTTP : server ... 

',BACK' ,,ORIFICE,' 2000wlll 'reporteClly "'include, several· 
featu:r;es 'not found in. ·the original'v,ersion',' includin.g' windows· N'l' 

lcomI>atibility,'. ' 

b7E 

b6 
b7C 

:'BACK' .ORIFICE',2000 w1il likely 'be used in.' a select1ve .. ,or:' 
targeted 'manner ,similax: .. to'<I>revious 'network: s.ecurity· :exI>loits.: 

/j:7b--uJ, 

.C/' 

( 

,,~O' I 

~~_~~ ____ ~t:ft--=-ff!l~41-- ~1o(,!-: II 
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To 
Re 

., 
Atlanta, Frtt~ Atlanta 
288A~AT-87389, 07/22/1999' 

'FBIHQ ,is aware of' . the, release, of~ the virus" file numbe~ 288,-HQ,-' 
1234199 an~ they' have sent out: an advisory 'notice.: 

'It, is 'recommended_ that_ each incidence, be o!,el)ed 
separateiy' and .worked on: a, 'case, by' case, basis.: 

++ 

" 



• • 
FEDERAL BUREAU OF INVESTIGATION 

Precedence =:ROUT1NE: Date:: 06/20/2003 

To:: Cybet'Di visiQlt 
Attn::' IL...-_______ ----' 

From.:: Atlanta 
~----------------~ 

ApI>roved By =_ 

Dratted By:: 

Case ID #:: t{g~A_-A't .. 87~~~ /\Y " _ \?" ' 
288_-A~-C82_244_ SUB FD801_ ..A 

Title:: UNSUB. (8), .~1CA, 
-DETH: VEGE'I'bBLE i 
N~ N'I~J~, 
DBb_ CULt O~' THE_DEAP COffi 
~lNDSl'~rNQ 'E~E~PRI$E$ --, VIC'rlM-i 
COMPUTEl( I~'I'RQS-IO~- --: CRI91NAL, 

SUBMISSION':: X Initial 0 SU}lplemental )( Closed 

CASE: OPENED:: 12/16/t998: 

CASE: CLOSED:: '05/2,512006 o 'N<i actiQn due to state/local prosecution_ (Name!Number:-,' __________ ..,.) 
o OSA declinatiQn_ -
o lteferred- t<i Anotlier -Pederai Agency (Nanie!Number~ ___________ -,) 
o Placed in unaddre:ssed work: - , -
X' Ciosed- admirustratively 
:0: ConvictiQn ' 

COORDINATION-: -PBI Pield offic~ 
GovernmentAgency_ ....... ________________ : 
Privat~ C<iq>orati<in~ : ____ ........ ____________ : 

VICTIM 

Company ' name/Government agency: Mindspring Enterprises: 
Address!locatlQn: Atlanta:, GA - -, 
Purpose of S'ystem: (SP' 
lIis_hest cla:s-sifkatiQn Qf'infQrniatiQn s~ored in sys~eni: On-ciassifiea 

b7E 

b6 
b7C 

b6 
b7C 
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System Data:: 
- .Hardware/confi~ration (CPU): 

'Operating Systent 
Software:' , 

·S·ecurity:Features:'~ .' 

• 

, Security S()ftwar~lnstallea: ·O~yes··(ldentiry~_"""';';;;';"';; ______ -I) 0 nO: 
'LogonWarrung,'Banner: 0, yes: '0: ,no ' 

INTRUSION INFORMATION 

Access fodntrusion:: X lnternet. connecti"on 0:, di"a(.ul? numbetOLAN' (insider) 
If Internet: ,Internet addres:s.: 

Network name: 

Metliod:: 
Technique(s) used in i"ntrusion: (list provided), 

Patli of intrusion:: 

'Impact:: 

,addres'ses:: '1.-__ 
: 

country: 1. ':-_ 
facility: .1" __ 

2. 
2. 

.2. 

j:, 

3", 
3', 

" As.e: " _______ _ 
,Sex: 

4. S. 
4, S', 
4., S. 

Alias(s):~-:--__________ ..---. _____ ,'Motive: ': _____ _ 
Group .NIiliation: ______ __ 
'Employer: ________ _ 
KflownAccomplices': ': _________ ~ ___ -_--__ 
'Equfpmenruse& 

- Hardware/confi~rati()n (CPU): 
Operating, S'ystem: 
; Software:: 

Compromis~ Q(cias'sifled illforniati'on: 0:' yes:. X :nQ 
:Estimated numbet of computers affected~ Undetermined' 
E'stimated' d-ollar'los's to: date: (Jnd'etermiried 



,'" .. : ~ .... 
'To:, Cybex::' DfvisfoF'Fromf Atianta, 
Re ::1'288,-A't-S7389, ,Date:: 06/20/2003. 

,. 
Im'pai'rment:: Theft of Informatfon:: 

)( MilIcious code inserted 
o 'Oemat' ofservfce: 

o Cfassifi'ed iriformati'oIi compromi'sed 
'0 ,'Un:c1as:sified informati'on coinpromised~ 

.0 ~Des!r:u~tton offnfQrmati'onls()ftware:' 
'OModincati()Ii ofTnfonnatioIi/software,: 

o :Passwords' obtained ' 
-0" 'Com!'uter. proces'sing Ji~e obtained 

Q Telephone servfces' obtained' 
o I ~pplicatroIi soft~are obtained' 
'0 • Oper~ti'ng software obtained . , , 

'Intrusion:: 
)( 'Unauthorized acces's', 
o ExceedIng authorized acces:s' 

REMARKS: 

'The, 'above' captfo;ned group has, been, .in, e~istenc'e~ since, 19,84"· ,At: 
the" :1998:. DEF{CO,i{ VI: HACKER. qONVENTI9N',; the~ gr'oup 'released,ca", 
product., called, BACK. ORl~ICE "~At; the~ annual, convention, held,on, 
July' ,'10" 'i99~L ,in, LaS: 'Vegas" Nevada,- the~ .9roup 'reieased, 'a 'newex::: 
ver'sion: called,BACKORI,FICE: 20QO". . 

'BACK ORtFICE 2Q(jQ 'allows, :an, "fndi vidual tQ gain, ,access, to: a, 
,person."s, compute'X::: ana r'et'rieve~ . system, information, including, 
cur'r'ent>'\.lser·,~ cpu,' type ,windowS.'ver'sion ,memory'usage, mou'nt:ed, 
disks,-. driv,e~"information/' 'sc'reen, save~: :passwoid, 'and, 'passwords, 
cacheq by' 'users .:tt, 'will, <ilsQ 'allo,w' the~inciividual to- 'have, file~ 
syst'em ,cont:t:ol,- ,pr'ocess, c'ontrol, ,Yegistry' cont'rQl, 'network: 
c'on~rol, multintedia, cont'r'ol, packet: :r'edirection, sniffing,
'apI?lication, 'r'edirection.and 'H'I'TP se'rver:.: 

BACK ORIFICE: 20QQ inclUdes, 'sever:at f'eatures, ',no~~ f,ound~ ,in, the~ 
original~ 'version", including, windows, Nt compatil?ility\· ,BACK 
Q~IF'ICE: 200Q 'will likely' be used, .in. 'a selective: ox::' targeted 
manner' si:m~lax::' t'o, 'previous, network 'security' e~loits~, 'FBtHQ ,is: 
:aware~ of: the: 'r'elease, of' the; 'virus l,- file:' 'numb ex::: "28S:-'HQ-l234'199 and" 
the¥" have: sent; out: 'an,adviso~7{ notice.: -, .. 
'tI).yestigation. f'ailed, to: develop' evidence~ 9f: crfmlnai.misconduct: 
that, occurred, within,'Georgia.; 'Case: was, cl9sed:"administratively> 

++ 

.. 
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VEGETABLE, 'DETH:' 
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FD-240 (Rev. 7-29-92) , 

Onfversal Case File Number ;&£1:11:- /1-1= -8'?~&='f - Jf) /: 
Field Office Acquiring Evidence' I ~ tl-L : 
Serial # of Originating Document , 
Date Recelved- I~ I /7 !.,-j';""tjqr--

From~ 

By , -
To Be Returned- D,yes·t1rNo 
Receipt GiVen, 0 Yes_ crNo 

-" or -<I 

Grand Ju~ Material- DiSseminate Onl):' Pursuant to Rure Q (e) 
-Federal Rules of Criminal Pro~ure 

DYes ~o 
.. Title:: 

. 

Reference:-____ ~:__-~:__:=__:_._,.;__:_:_~~--------
(Communication Enclosing Material) 

( 

Description:" idrtainal notes re interview of 

" 
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FD-34e (Rev. 7-29-92) 

• Universal Case File Number 'J. 8-8-/.1--).. t-' fr7 >~t.'-1@J; , , 

Field Office Acquiring Evidence ." d'l i. _ j t1 
~ . 

1 
Serial # of orlglnatln~zo~Nent 
Date Received / ~ 17. tJ K I 

Fron 

By_ 

To Be Retumed0 Yes ~ 
Receipt Given 0 Yes lElNo 
Grand Jury Materiaf- DiSsemlnafe"Only PursuanHo Rule-{f(e) ~ 
Federal Rules of Criminal P~dure 

DYes O'No 
Title: l./-t<./ SuB .s I 

1f(<A- Cvt rtJ2 rT/-IG bc~ ~~ 

Reference: ----~~~~--=-_ _=__':"':"""!"""'"I"":':~-----
(Communication Enclosing Material) 

Description: D Original notes re interview of 

CoA4'f-\A/t= 70 c{:Pck! c. /I 

b6 
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DEi>ARTMENt OF JUSTICE: 

FEDERA~ BUREAQO~ I~STIGATIO~' 

CONSENT TO SEARCH,' 

1.: ~I ·liave:·been:·asked,,,,bY:"SI?ec!a~~Agent_s of- the_ Federal Bureau_ of: 
IJWest!gat!on. to I?ermit_ a_ cOInI?lete search.of-:: 

(Dncribe: the: peraOn(.). pl~eM. or. thing(.) to: be:nardied.)' 

~€P,£~ ;-c... 'Ie.. -Ct~k£- -A1~~."",,- ted4G~ $.£$f€~ 
r}-: CQM ~'-{';~+5 A()CJ4-fpi;> ~-I '--______ ----' 

2.: I: 'have. been. advised of:mtr!cjht_ to 'refuse consent.: 

3 .:I: g!ve th!s_I?erm!ss!on. voluntarii~'-.: 

4.:1" author!ze.these_ agents to take any' itemswh!ch._ thet determine_ Inat 
-be ,related. tothe1:t.': !nvest!gat!orl.: 

" 
ate 

lj~ 
W.ltness 

.-
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". 

" 

This is to certify' that on, at '" i' 

5I?ecial, '~g:ents: of: the, 'Federal, 'Bureau, of. Investig:ation( U'.5.: DeI?artment of: 
Justice, conducted a search, of: , _____________________ ( 
I: certify' that 110thing was removed from mY,' custody' by' 5I?ecial ,Agel1ts of: 
the, Federal. Bureau of: Investig:ation( U'.5.' DeI?artment, of: Justice.: 

Witnessed:: 

_;. ,;,5peciaLAgent ,~ , ~,_ ' ': ",' 
Federal, Bureau, of Investigation, 
U.5.: DeI?artment of, Justice 

" 

5pecialAgel1t . , ' , 
Federal, Bureau of, Investigation, 
U'.5 .:DeI?artment of, Justice, . 

'. 
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FI>-34Ob (Rev. 8·7.97) 
~ f 

;Rfr/l''''/l~!7~r?- ; 
Universal ,Case File Numf:)er IA 3' ; , 

, 
Field ,Office Acquiring Evidence ____ _ • 

Serial # of origlnalit!_[}OCUl11ent _, 

Date Received .. _ -,fc..;.t!9~~..::;~-------- ~ 
From. ________ ~~~~~~----------- ~ 

(Name of Contril:>utof) -; 

------------(~~-.-~-.-ot~Contr---~-~-)------------· ~ , 

By (1#1 
I"'M" "'""W: .... ., 

To 8e Returned a Yes a No 

Receipt Give.n a Yes a No 

Grand Jury Material • Disse'minat~ Only Pursuant 

to Rule 6 (e), Federal Rules of Criminal Procedure 

a Yes, ONo 

Title: 

; 

, , 

." , 

~' , . 

Refe.rence: ___ ~ __ ~-.~~~~~-----' , 
(Communication Enclosing Material) 

Description:· CJ Original notes re int~rview of 
( 

~/.!/~ 

. , 
• I 

, 
~ . . 

FBlIDOJ 

• " 

.. 

.. 

b6 
b7C 



·'Oi/0'7/9ti 
<13: oi : 'SQ 

Title. and. Charactex of. Case:: 

VEGETABLE I DETH: 
NINJA,.. NE~ 

Date. Property Ac~ired:: 

12/1S/199S: 
I 

Source 

Anticipated Disposit'ion:: Acquired By:: 
" , I~--------~ 

, Description of. ' {?roperty~ 
~8·{ · " 

ONE: O{?TICAL. DISK 

'Barcocie:: E.16 2 2 2 2 6 

Case. Numbe~:' 2SSA.'!"AT-~73S9-1B. 
Ownin~ ·Off,ice:. :';TL~TA. 

Case Aqent i: 

C~i, 

ICMlpROi 
Page~ i , 

b6 
b7C 

Date. Entered.' . 

Oi/o.71.1999-



.. 
-rJ,f f Ii" /If- f?P3 

13/ ~ddf;} ~,_c:,,, 

'RECEiVED' BY:: , , 

REASON-:: COLLEen::> . ___________ .:r=-:::"=':"-..:!::============r:_::_=-=_::-_=-=_::_;_==-_;_==_~_:-:_:-:-~~ __ ...L _______ ,.~ -It ,'\-. 1 1,.,. 

RECEI:VE:)'.BY': 
/;2'(1'% 

9f" /O:lJb "" 
REASON-::' _________ _ .~C~~~:t:::::=------....;-----. _____ ____ .-. __ ------'-----------

::::::::-:::-] L. -:::::=t"""-----------J 
REASO~:: 

,, __ ~-----_1"'"---..L-.;,;...-----..... -----------------------------~-- ------

.' 

~,. I I 

'---------~--~~:-=-:-=--=.==_=_=_==-------;~ti,tj----~kJ 
R:::::IV:::> E::----:: /1":'/" pr 
?::;'S:!;-:·, ;PJ36r-~t?,. ._ 
--------~----~----------------------------------------------------

t :~ .... ':_'--II.:_~ ~\. ... : ."-"'--- .... "" ,_ .. , 
:--:'.' c: ",-.-.-.- ~ 

1_, __ 1\,.."",_- .v 
- --- -- -- - - -- -- - .-. --;. - - .-. - -- - - ------- -- - .----- ---- -- ----------~----~, 

-------------- --- -- ---. -- ------ - - ----.;.---- ------------------------
., 

.------------------------~--------------------------------~-~-----
R::CE!VE:> . Bl'~:: 
~--. 50"'.,:." .,' :. .' 

11 .. -
, .... ...... # ... ~ 

. ... ~ 
-----------------------------~-------------------------------_. . , .. .' \ .. 

?::CErVED ,BY =-
REASO!t~ -

t • ~I\~,~ I~:,:-;'t.: 
! i}}.:~ .-._IW,~ .. : •. ~"W •• 

f t ,~'J~i;:if, 
, . ,{.,,\I .. ___ .. _______________ .;. ______________ --------~---------- ___ -... -.,;; ••. ~· .. r""~~ .. :' 

, . 
t • ..t • 

. -.-. - --- -- - - - - .--- --- -- .-. ------.------------ --- ------------~-----, ~ ':1,," .·'·JI·".'.-.··. 
',",. 

I " , 

, . 
•• > 
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'0: 

FEDERAL BUREAU OF INVESTIGATION 

Precedence:. ROUTINE 

~ Atla:nta: 

From:. Atla:nta: 

Date:: 12/29/98. 

~. Evidence~ Technician. 

Approved By:. Daulton Jack A '(j}3v jAA. 
I . I 

Draf'ted: By:: I 
Case ,ID #:: 288A,-AT-87389 (Pending) - i 
Title:: 'DETH: ,VEGETABLE;" 

NB'r NINJA; . 
CITA.MATTERS 

Synops~s:. TQreport. delayed· entry' of evidence.' into the~ :Evidence. 
Control. Room.: . . 

Details:: On, 12/17/9 a an imagg waS:~d~ of the,harci drive, on., a 
'~oml'uteI' ,belonging to~ _ _ L This: was. done: With. 
hi~' consent.: 'The. Opt cal dl.Sl{ contal.nl.ng the 'imag¢. was. turned, 
eVeI" to ,thi~ writer 'on ,1.2/18/98 ... It- ,has. ,been'.in. my' custody' sinc'e, 
:that, time. 'During that, time .I have. been looking'foI" a media 
(hard. drive)' la:rge. enough. tq restore~ the image.: 

' .. 

. . 
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I 

Title.· and, Charactex: of Case:, 

VEGETbBLE i DETH: 
~I~JA, NE'r 

• • ICl1IPROi~ 
'I>a~te. 1, 

,Date. Property Acquired ~ ,.......::usa;..uJ.u'r~c;..t::e~fr"-'a..u.mLl.......lolowwh~; Cl.,;,lhu........tp:.ffoI?erty ~cquired:: 

1,2;18/1998 L.., _______ ----J b6 
b7C 

' Anticipated Disposition:: Acqujred By: 

- '- ....... , -------I 

Descx:iption, of PrqI?erty:. 
1B: ,1,' 

ONE/ OP'rICA4 DISK 

Location:- :ECI{ 

Case. Numbex::: 28~A_-AT-8738Q-1B 
Owning Off,ice:. '~TLMTA, 

FD-192 
INVESTIGATIVE 

FILE copy . . 

C~B1_ 

Case "Agent;" 

Date. 'Entered ' 

01,/07/199~ 

. SEARCH61 'NDEXED_ 
SERIALIZED _FiLED_ 

JA~J 11: lS99 

fGl-AnAHTA /7, 

=...::..----'---~'-'----- - - - - ,-



•• 
'FEDERAL,BUREAU OF 'INVESTIGATION, 

Precedence :: ~RdtJ'tINE 

~ Atlanta 

Date:: -12/29/98: 

,~ 'Evidence ,Technician. 

From:: Atlanta, c , ," ~ 
~~ppr.ovedi~}":, ,DaUlton Jack A ~) 

I I 
'Drafteci-.BYf I 
Case,ID #:, ,288A,-'AT-8n8!t (Pendin9)-1 
.Title:, -DETH'VEGETABLE't 

,NET' NINJA;" 
C'ITA: 'MATTERS 

Synopsis :., 'To'report' delayed, entry' of~ evidEmce~,.into;"the" Evidence. 
Control. Room.: -

b6 
b7C 

"Details =- 'On 1.2/17/98 :an image was', made ,of' the~ hard, d%:'ive', on, 'a: b6 
,computex'belonging tQI I This, was:. done: witll b7C 

his, consent.; The~ Optl.cal, dl.sk.' contal.nl.ng the~ image~ was turned, 
',ovex::= to: :this, writex:: ,on, 12/18/98 .:It: has' been, in. my' custody' , since: 
: that: time'.: ,During' .that; time' 'X: ,have: been· lOOking, ,fox::: a:' medi'a 
,(hard, drive) 'large enough, to' 'r'estore~ the, -image~.: ' 

•• 

/ 
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