U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
September 20, 2023

MR. JOHN R. GREENEWALD JR.
SUITE 1203

27305 WEST LIVE OAK ROAD
CASTAIC, CA 91384

FOIPA Request No.: 1573025-000

Subject: FTX

(JANUARY 1, 2019 TO NOVEMBER 21, 2022)
Dear Mr. Greenewald:

The FBI has completed its review of records subject to the Freedom of Information/Privacy Acts (FOIPA)
that are responsive to your request. The enclosed documents were reviewed under the FOIPA, Title 5, United
States Code, Section 552/552a. Below you will find check boxes under the appropriate statute headings which
indicate the types of exemptions asserted to protect information which is exempt from disclosure. The appropriate
exemptions are noted on the enclosed pages next to redacted information. In addition, a deleted page information
sheet was inserted to indicate where pages were withheld entirely and identify which exemptions were applied. The
checked exemption boxes used to withhold information are further explained in the enclosed Explanation of
Exemptions.
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24 pages were reviewed and 23 pages are being released.

Please see the paragraphs below for relevant information specific to your request as well as the enclosed
FBI FOIPA Addendum for standard responses applicable to all requests.

Based on the information you provided, we conducted a main and reference entity record search of the
Central Records System (CRS) per our standard search policy. For more information about records searches and the
standard search policy, see the enclosed FBI FOIPA Addendum General Information Section.

This is the final release of information responsive to your FOIPA request. This material is being provided to
you at no charge.

Additional material responsive to your request was located in an investigative file. This material is exempt
from disclosure in its entirety pursuant to Title 5, United States Code, Section 552, subsection (b)(7)(A), which
pertains to records or information compiled for law enforcement purposes, the release of which could reasonably be
expected to interfere with enforcement proceedings.



Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to your
request. “Part 1” of the Addendum includes standard responses that apply to all requests. “Part 2” includes
additional standard responses that apply to all requests for records about yourself or any third party individuals.
“Part 3” includes general information about FBI records that you may find useful. Also enclosed is our Explanation
of Exemptions.

Additional information about the FOIPA can be found at www.fbi.gov/foia. Should you have questions
regarding your request, please feel free to contact foipaquestions@fbi.gov. Please reference the FOIPA Request
number listed above in all correspondence concerning your request.

If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this request,
you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an appeal through
OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website:
https://www.justice.gov/oip/submit-and-track-request-or-appeal. Your appeal must be postmarked or electronically
transmitted within ninety (90) days of the date of my response to your request. If you submit your appeal by mail,
both the letter and the envelope should be clearly marked "Freedom of Information Act Appeal.” Please cite the
FOIPA Request Number assigned to your request so it may be easily identified.

You may seek dispute resolution services by emailing the FBI's FOIA Public Liaison at
foipaquestions@fbi.gov. The subject heading should clearly state “Dispute Resolution Services.” Please also cite
the FOIPA Request Number assigned to your request so it may be easily identified. You may also contact the Office
of Government Information Services (OGIS). The contact information for OGIS is as follows: Office of Government
Information Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park,
Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile
at 202-741-5769.

Sincerely,

Michael G. Seidel
Section Chief

Record/Information Dissemination Section
Information Management Division

Enclosures
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FBI FOIPA Addendum

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA Addendum
provides information applicable to your request. Part 1 of the Addendum includes standard responses that apply to all requests.
Part 2 includes standard responses that apply to requests for records about individuals to the extent your request seeks the listed

information.

Part 3 includes general information about FBI records, searches, and programs.

Part 1: The standard responses below apply to all requests:

@)

(ii)

5U.S.C. §552(c). Congress excluded three categories of law enforcement and national security records from the
requirements of the FOIPA [5 U.S.C. § 552(c)]. FBI responses are limited to those records subject to the requirements of the
FOIPA. Additional information about the FBI and the FOIPA can be found on the www.fbi.gov/foia website.

Intelligence Records. To the extent your request seeks records of intelligence sources, methods, or activities, the FBI can
neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to requests for
records about individuals, PA exemption (j)(2) [5 U.S.C. §8 552/552a (b)(1), (b)(3), and (j)(2)]. The mere acknowledgment of
the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption (b)(1) and/or would reveal
intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC § 3024(i)(1)]. This is a standard response
and should not be read to indicate that any such records do or do not exist.

Part 2: The standard responses below apply to all requests for records on individuals:

@

(ii)

(iii)

Requests for Records about any Individual—Watch Lists. The FBI can neither confirm nor deny the existence of any
individual’'s name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a
B)™)(E), ())(2)]. This is a standard response and should not be read to indicate that watch list records do or do not exist.

Requests for Records about any Individual—Witness Security Program Records. The FBI can neither confirm nor deny
the existence of records which could identify any participant in the Witness Security Program pursuant to FOIA exemption
(b)(3) and PA exemption (j)(2) [5 U.S.C. 88 552/552a (b)(3), 18 U.S.C. 3521, and (j)(2)]. This is a standard response and
should not be read to indicate that such records do or do not exist.

Requests for Confidential Informant Records. The FBI can neither confirm nor deny the existence of confidential

informant records pursuant to FOIA exemptions (b)(7)(D), (b)(7)(E), and (b)(7)(F) [5 U.S.C.8 § 552 (b)(7)(D), (b)(7)(E), and
(b)(7)(F)] and Privacy Act exemption (j)(2) [5 U.S.C.8 552a (j)(2)]. The mere acknowledgment of the existence or nonexistence of
such records would reveal confidential informant identities and information, expose law enforcement techniques, and endanger
the life or physical safety of individuals. This is a standard response and should not be read to indicate that such records do or do
not exist.

Part 3: General Information:

@)

(ii)

(iii)

(iv)

Record Searches and Standard Search Policy. The Record/Information Dissemination Section (RIDS) searches for
reasonably described records by searching systems, such as the Central Records System (CRS), or locations where responsive
records would reasonably be found. The CRS is an extensive system of records consisting of applicant, investigative,
intelligence, personnel, administrative, and general files compiled by the FBI per its law enforcement, intelligence, and
administrative functions. The CRS spans the entire FBI organization, comprising records of FBI Headquarters, FBI Field Offices,
and FBI Legal Attaché Offices (Legats) worldwide; Electronic Surveillance (ELSUR) records are included in the CRS. The
standard search policy is a search for main entity records in the CRS. Unless specifically requested, a standard search does not
include a search for reference entity records, administrative records of previous FOIPA requests, or civil litigation files.

a. Main Entity Records — created for individuals or non-individuals who are the subjects or the focus of
an investigation

b. Reference Entity Records- created for individuals or non-individuals who are associated with a case
but are not known subjects or the focus of an investigation

FBI Records. Founded in 1908, the FBI carries out a dual law enforcement and national security mission. As part of this dual
mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on every
person, subject, or entity.

Foreseeable Harm Standard. As amended in 2016, the Freedom of Information Act provides that a federal agency may
withhold responsive records only if: (1) the agency reasonably foresees that disclosure would harm an interest protected by one
of the nine exemptions that FOIA enumerates, or (2) disclosure is prohibited by law (5 United States Code, Section
552(a)(8)(A)(i)). The FBI considers this foreseeable harm standard in the processing of its requests.

Requests for Criminal History Records or Rap Sheets. The Criminal Justice Information Services (CJIS) Division
provides Identity History Summary Checks — often referred to as a criminal history record or rap sheet. These criminal history
records are not the same as material in an investigative “FBI file.” An Identity History Summary Check is a listing of
information taken from fingerprint cards and documents submitted to the FBI in connection with arrests, federal employment,
naturalization, or military service. For a fee, individuals can request a copy of their Identity History Summary Check. Forms
and directions can be accessed at www.fbi.gov/about-us/cjis/identity-history-summary-checks. Additionally, requests can be
submitted electronically at www.edo.cjis.gov. For additional information, please contact CJIS directly at (304) 625-5590.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who
furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ



This document is made available through the declassification efforts
and research of John Greenewald, Jr., creator of:
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The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world. The research efforts here are
responsible for the declassification of hundreds of thousands of pages
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FD-1057 (Rev. 5-8-10) UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Preservation of Inca Digital Geotagging Date: 08/02/2021
Crypto Derivatives Traders with NLP Report

CC:

From: NEW YORK

Contact: b7C
b7E
Approved By: SIA
SSA
Drafted By: |
Case ID #: (U)l bé
(U)| b7A
I b7C
b7E
(U)
Synopsis: (U) Preservation of Inca Digital Geotagging Crypto Derivatives
Traders with NLP Report
Enclosure(s) : Enclosed are the following items:
1. (U) Inca Digital Intelligence Report
Details:
On July 30, 2021, SOS accessed and preserved the attached bé
b7C

report relating to geotagging cryptocurrency derivatives platforms.

*
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Geotagging Crypto Derivatives Traders with NLP
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FD-1057 (Rev. 5-8-10) UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Report on Cryptocurrency Insider Date: 05/26/2022
Trading

From: NEW YORK

NY-C43
Contact: b6
b7C
b7E
Approved By: SSA
Drafted By:
Case ID #: () | b7A
Synopsis: (U) To document open source reporting

Enclosure(s): Enclosed are the following items:
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Details:

According to reporting, over six days in August 2021, one crypto
wallet amassed a stake of $360,000 worth of Gnosis coins. On the seventh
day, Binance—the world’s largest cryptocurrency exchange by volume—said
in a blog post that it would list Gnosis, allowing it to be traded among
its users. The price of Gnosis rose sharply, from around $300 to $410
within an hour. Four minutes after Binance’s announcement, the wallet
began selling down its stake, liguidating it entirely in Jjust over four
hours for slightly more than $500,000—netting a profit of about
$140,000.

The wallet buying Gnosis was among 46 that purchased a combined $17.3
million worth of tokens that were listed shortly after on Coinbase,
Binance and FTX.

The Wall Street Journal article is attached in a 1A package.
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¢ \WSJ NEWS EXCLUSIVE
Crypto Might Have
an Insider Trading
Problem

Anonymous wallets buy up tokens right
before they are listed and sell shortly
afterward

Foiiew | and Caitlin Ostroff {;
May 21,2022 5:30 am ET

Public data suggests that several anonymous crypto investors profited from inside

knowledge of when tokens would be listed on exchanges.

Over six days last August, one crypto wallet amassed a stake of $360,000 worth of

Gnosis coins, a token tied to an effort to build blockchain-based prediction markets.

On the seventh day, Binance—the world’s largest cryptocurrency exchange by
volume—said in a blog post that it would list Gnosis, allowing it to be traded among

its users.

Token listings add both liquidity and a stamp of legitimacy to the token, and often
provide a boost to a token’s trading price. The price of Gnosis rose sharply, from
around $300 to $410 within an hour. The value of Gnosis traded that day surged to

more than seven times its seven-day average.

Four minutes after Binance’s announcement, the wallet began selling down its
stake, liquidating it entirely in just over four hours for slightly more than $500,000
—netting a profit of about $140,000 and a return of roughly 40%, according to an
analysis performed by Argus Inc., a firm that offers companies software to manage
employee trading. The same wallet demonstrated similar patterns of buying tokens

before their listings and selling quickly after with at least three other tokens.

The crypto ecosystem is increasingly grappling with headaches that the world of

5/24/2022. 9:36 AM
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they are found to have aided such trades.

Paul Grewal, Coinbase’s chief legal

officer, followed up with a blog post
Thursday. The company has seen information about listings leak before
announcements through traders detecting digital evidence of exchanges testing a
token before a public announcement, he said. Coinbase has taken steps to mitigate

that in addition to its efforts to prevent employee insider trading, he said.

Wallets like these have caused debate in the crypto community over whether
targeted buying of specific tokens ahead of listings on exchanges points to insider
trading. The crypto markets are largely unregulated. In recent years, regulators
have looked more closely at the market’s fairness for individual investors. The
largest cryptocurrency bitcoin has fallen 24% in May, causing steep losses for

individual investors across the market.

Insider trading laws bar investors from trading stocks or commodities on material

nonpublic information, such as knowledge of a coming listing or merger offer.

Some lawyers say that existing criminal statutes and other regulations could be
used to go after those trading cryptocurrencies with private information. But others
in the cryptocurrency industry say a lack of case precedent specific to crypto insider
trading has created uncertainty over whether and how regulators might seek to

tackle it in the future.

Argus CEO Owen Rapaport said that internal compliance policies in crypto can be
undercut by a lack of clear regulatory guidelines, the libertarian ethos of many who
work in the space and the lack of institutionalized norms against insider trading in

crypto compared with those in traditional finance.

“Firms have real challenges with making sure the code of ethics against insider
trading—which almost every firm has—is actually followed rather than being an

inert piece of paper,” Mr. Rapaport said.

Securities and Exchange Commission Chairman Gary Gensler said Monday that he
saw similarities between the influx of individual investors into crypto markets and
the stock boom of the 1920s that presaged the Great Depression, which led to the

creation of the SEC and its mandate to protect investors.“The retail public had

https://’www.wsj.com/articles/crypto-might-have-an-insider-trading-prob...
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gotten deeply into the markets in the 1920s and we saw how that came out,” Mr.
Gensler said. “Don’t let somebody say ‘Well, we don’t need to protect against fraud

and manipulation.” That’s where you lose trust in markets.”

Spokespeople for the exchanges said that they have policies to ensure that their

employees can’t trade off of sensitive information.

A Binance spokeswoman said that employees have a 90-day hold on any
investments they make and that leaders in the company are mandated to report any

trading activity on a quarterly basis.

“There is a longstanding process in place, including internal systems, that our
security team follows to investigate and hold those accountable that have engaged
in this type of behavior, immediate termination being minimal repercussion,” she

said.

FTX CEO Sam Bankman-Fried said in an email that the company explicitly bans
employees from trading on or sharing information related to coming token listings
and has a policy in place to prevent that. The trading highlighted in Argus’s analysis
didn’t result from any substantive violations of company policy, Mr. Bankman-
Fried said.

Write to Ben Foldy at ben.foldy@wsj.com and Caitlin Ostroff at
caitlin.ostroff@wsj.com
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traditional finance tackled decades ago. The collapse of a so-called stablecoin from

its dollar peg earlier this month stemmed from crypto’s version of a bank run. How

cryptocurrency exchanges prevent market-sensitive information from leaking has
also become a growing topic of concern. The focus comes as regulators are raising
questions about the market’s fairness for retail users, many of whom just booked

major losses on steep declines in crypto assets.

The wallet buying Gnosis was among 46 that Argus found that purchased a
combined $17.3 million worth of tokens that were listed shortly after on Coinbase,
COIN -5.23% Y Binance and FTX. The wallets’ owners can’t be determined through

the public blockchain.

Profits from sales of the tokens that were visible on the blockchain totaled more
than $1.7 million. The true profits from the trades is likely significantly higher,
however, as several chunks of the stakes were moved from the wallets into
exchanges rather than traded directly for stablecoins or other currencies, Argus

said.

Argus focused only on wallets that exhibited repeated patterns of buying tokens in
the run-up to a listing announcement and selling soon after. The analysis flagged
trading activity from February 2021 through April of this year. The data was
reviewed by The Wall Street Journal.

Coinbase, Binance and FTX each said they had compliance policies prohibiting
employees from trading on privileged information. The latter two said they

reviewed the analysis and determined that the trading activity in Argus’s report
didn’t violate their policies. Binance’s spokesperson also said none of the wallet

addresses were linked to its employees.

Coinbase said it conducts similar analyses as part of its attempts to ensure fairness.
Coinbase executives have posted a series of blogs touching on the issue of front

running.

“There is always the possibility that someone inside Coinbase could, wittingly or
unwittingly, leak information to outsiders engaging in illegal activity,” Coinbase
Chief Executive Brian Armstrong wrote last month. The exchange, he said,

investigates employees that appear linked to front running and terminates them if

https://’www.wsj.com/articles/crypto-might-have-an-insider-trading-prob...
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