U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
December 7, 2020

MR. JOHN GREENEWALD JR.
SUITE 1203

27305 WEST LIVE OAK ROAD
CASTAIC, CA 91384-4520

FOIPA Request No.: 1367830-000
Subject: Nordstrom, Inc.

Dear Mr. Greenewald:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Below you will find check boxes under the appropriate statute headings
which indicate the types of exemptions asserted to protect information which is exempt from disclosure. The
appropriate exemptions are noted on the enclosed pages next to redacted information. In addition, a deleted page
information sheet was inserted to indicate where pages were withheld entirely and identify which exemptions were
applied. The checked exemption boxes used to withhold information are further explained in the enclosed
Explanation of Exemptions.
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535 pages were reviewed and 222 pages are being released.

Please see the paragraphs below for relevant information specific to your request as well as the enclosed
FBI FOIPA Addendum for standard responses applicable to all requests.

4 Document(s) were located which originated with, or contained information concerning, other
Government Agency (ies) [OGA].

¥ This information has been referred to the OGA(s) for review and direct response to you.

[ weare consulting with another agency. The FBI will correspond with you regarding this information
when the consultation is completed.

Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to your
request. “Part 1” of the Addendum includes standard responses that apply to all requests. “Part 2” includes
additional standard responses that apply to all requests for records about yourself or any third party individuals.
“Part 3” includes general information about FBI records that you may find useful. Also enclosed is our Explanation
of Exemptions.



For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request.

If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this request,
you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an appeal through
OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website:
https://www.justice.gov/oip/submit-and-track-request-or-appeal. Your appeal must be postmarked or electronically
transmitted within ninety (90) days of the date of my response to your request. If you submit your appeal by mail,
both the letter and the envelope should be clearly marked "Freedom of Information Act Appeal." Please cite the
FOIPA Request Number assigned to your request so it may be easily identified.

You may seek dispute resolution services by contacting the Office of Government Information Services
(OGIS). The contact information for OGIS is as follows: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-6001, e-mail at
ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769. Alternatively,
you may contact the FBI's FOIA Public Liaison by emailing foipaquestions@fbi.gov. If you submit your dispute
resolution correspondence by email, the subject heading should clearly state “Dispute Resolution Services.” Please
also cite the FOIPA Request Number assigned to your request so it may be easily identified.

See additional information which follows.

Sincerely,

Michael G. Seidel
Section Chief
Record/Information

Dissemination Section
Information Management Division

Enclosures

The enclosed documents represent the first interim release of information responsive to your negotiated
Freedom of Information/Privacy Acts (FOIPA) request.

This material is being provided to you at no charge.
Duplicate copies of the same document were not processed.

Records which may have been responsive to your request were destroyed. Since this material could not be
reviewed, it is not known if it was responsive to your request. Record retention and disposal is carried out under
supervision of the National Archives and Records Administration (NARA), Title 44, United States Code, Section 3301
as implemented by Title 36, Code of Federal Regulations, Part 1228; Title 44, United States Code, Section 3310 as
implemented by Title 36, Code of Federal Regulations, Part 1229.10.
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FBI FOIPA Addendum

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA Addendum
provides information applicable to your request. Part 1 of the Addendum includes standard responses that apply to all

requests.

Part 2 includes standard responses that apply to requests for records about individuals to the extent your request

seeks the listed information. Part 3 includes general information about FBI records, searches, and programs.

Part 1: The standard responses below apply to all requests:

@)

(ii)

5U.S.C. 8552(c). Congress excluded three categories of law enforcement and national security records from the
requirements of the FOIPA [5 U.S.C. § 552(c)]. FBI responses are limited to those records subject to the requirements
of the FOIPA. Additional information about the FBI and the FOIPA can be found on the www.fbi.gov/foia website.

Intelligence Records. To the extent your request seeks records of intelligence sources, methods, or activities, the FBI
can neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to
requests for records about individuals, PA exemption (j)(2) [5 U.S.C. 88§ 552/552a (b)(1), (b)(3), and (j)(2)]. The mere
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption
(b)(1) and/or would reveal intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC §
3024(i)(1)]. This is a standard response and should not be read to indicate that any such records do or do not exist.

Part 2: The standard responses below apply to all requests for records on individuals:

0

(ii)

(iii)

Requests for Records about any Individual—Watch Lists. The FBI can neither confirm nor deny the existence of
any individual's name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§
552/552a (b)(7)(E), ()(2)]. This is a standard response and should not be read to indicate that watch list records do or
do not exist.

Requests for Records about any Individual—Witness Security Program Records. The FBI can neither confirm
nor deny the existence of records which could identify any participant in the Witness Security Program pursuant to FOIA
exemption (b)(3) and PA exemption (j)(2) [5 U.S.C. §8 552/552a (b)(3), 18 U.S.C. 3521, and (j)(2)]. This is a standard
response and should not be read to indicate that such records do or do not exist.

Requests for Records for Incarcerated Individuals. The FBI can neither confirm nor deny the existence of records
which could reasonably be expected to endanger the life or physical safety of any incarcerated individual pursuant to
FOIA exemptions (b)(7)(E), (b)(7)(F), and PA exemption (j)(2) [5 U.S.C. 88 552/552a (b)(7)(E), (b)(7)(F), and (j)(2)].
This is a standard response and should not be read to indicate that such records do or do not exist.

Part 3: General Information:

@)

(ii)

(iii)

(iv)

Record Searches. The Record/Information Dissemination Section (RIDS) searches for reasonably described records by
searching systems or locations where responsive records would reasonably be found. A standard search normally
consists of a search for main files in the Central Records System (CRS), an extensive system of records consisting of
applicant, investigative, intelligence, personnel, administrative, and general files compiled by the FBI per its law
enforcement, intelligence, and administrative functions. The CRS spans the entire FBI organization, comprising records of
FBI Headquarters, FBI Field Offices, and FBI Legal Attaché Offices (Legats) worldwide; Electronic Surveillance (ELSUR)
records are included in the CRS. Unless specifically requested, a standard search does not include references,
administrative records of previous FOIPA requests, or civil litigation files. For additional information about our record
searches, visit www.fbi.gov/services/information-management/foipa/requesting-fbi-records.

FBI Records. Founded in 1908, the FBI carries out a dual law enforcement and national security mission. As part of this
dual mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on
every person, subject, or entity.

Requests for Criminal History Records or Rap Sheets. The Criminal Justice Information Services (CJIS) Division
provides Identity History Summary Checks — often referred to as a criminal history record or rap sheet. These criminal
history records are not the same as material in an investigative “FBI file.” An Identity History Summary Check is a
listing of information taken from fingerprint cards and documents submitted to the FBI in connection with arrests, federal
employment, naturalization, or military service. For a fee, individuals can request a copy of their Identity History
Summary Check. Forms and directions can be accessed at www.fbi.gov/about-us/cjis/identity-history-summary-checks.
Additionally, requests can be submitted electronically at www.edo.cjis.gov. For additional information, please contact
CJIS directly at (304) 625-5590.

National Name Check Program (NNCP). The mission of NNCP is to analyze and report information in response to name
check requests received from federal agencies, for the purpose of protecting the United States from foreign and domestic
threats to national security. Please be advised that this is a service provided to other federal agencies. Private Citizens
cannot request a name check.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers
to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege
under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be
held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who
furnished the material pursuant to a promise that his/her identity would be held in confidence.
FBI/DOJ
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released by the U.S. Government & Military.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/24/2003
To: Portland
From: Portland

Squad 4
Contact: SA

Approved By: |
b

Drafted By: :sduéﬂ//

T TILD — |
Case ID #: 253E-PD-NEW  (Pending)

L
Title: | | ET AL;
NORDSTROM, ET AL - VICTIM;
ONLINE IDENTITY THEFT “
F.R.A.I.D, - SUBSTANTIAL INTERNET CONNECTION

Synopsis: Request to open and assign case.

Details: On April 24, 2003, | |provided writer with
information regarding an identity theft/credit card fraud gcheme.

Based upon the information received, writer contacted
| Loss Prevention Investigator at Nordstrom's, phone
TTUmbex

3) 299-4191, regdrding the fraud. who works

out of Nordstrom's downtown office, -confirmed that Nordstrom's is

investigatingrthiﬁ_ﬁxaud and provided some preliminary
information. then advised that
Investigator at their Clackamas County branch, was heading the
investigation, and could provide more information.

| was contacted at | |

advised that Nordstrom's received g call from an anonymous
source, who called himself who lS aware oftl
[C—(unNsuB h r ol ormation. The

ruNSHBS_wnrk at

| | the UNSUBS will run a credit check, via computer,
as a routine procedure for| | When the credit report
is run, outstanding credit card debt is reported The UNSUBS
would take Nordstrom credit card information from the report,
assume the customers identity and notlfy Nordstrom that they
moved and to have a card issued to the new addresg. Using two

of these cards, the UNSUBS went to Nordstrom's and]

| ! One card totaled approximately | |
and the second card totaled approximately The anonymous

caller stated that the UNSUBS haveg |and have

) 45%F -0~ 105~ |

b6
b7C
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b6
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b7D
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To: Portland From: Portland
Re: 253E-PD-NEW, 04/24/2003

rom investigators were able to identify two of
the thus far that have been compromised.
Additionally, they determined that the UNSUB's stole

| (phonetic) identity and used her information o open a

| where mail is presently being

forwarded to them (assumed Nordstrom's credit cards).

On April 13, 2003, the Tigard Police Department

arrested one of the UNSUBS who was attempting to use one of the

stolen Nordstrom's cards
advised that theru*s*_warshall‘s eventually came and took custody
of the subject.

believes that the UNSUB was on

| During the attempted purchase,

I
Nordstrom surveillan rals i ad the| |
elieves at the

information taken from that specific card was stolen during a

credit renort check

It is unknownl at this time 1f the two businesses are

under the same ownership.

Additional investigation by Nordstrom and information

|is believed

to be the primary” subject in this group, and 1s described as

but

Nordstrom's source |:| left a call number,
is now refusing to talk. It appears that the is afraid

of continued contact and Jwith the noted
UNSUBS in the criminal activity. It is requested that the
Portland Division open this investigation and assign to writer.

+*
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Record Request
FD-125 (Rev. 4-1-93)

'

4 — -
Date ‘-5 K4 03 .
] Birth D Credit [} criminal D Death D INS D Marriage* [] Motor Vehicle [g/gther _
To _ ? (S* . |Buded -
" Rety ~ |File number B
Nam - y r p~——rwer—ind spouse
Addresses - B
Residence
Business [M D)
V4 [
Former
*Date and place of marriage
(if applicable) )
Race Sex Age Height Weight Hair Eyes -
{7 Male
D Female
Birth date Birthplace B

Arrest Number

Fingerprint classification Criminal specialty

Social Security Number

Drivers License Number

E] D/L Photo

D Other ~

_Specific mformatlon de;redm_ Céd/

Resulz/s of check

%I
i Doy

/'76,34,-"—/014" 777/f’°?
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FD-302 (Rev. 10-6-95)

1

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 04/28/2003

| . social security
number | was interviewed at his place of employment

4

NORDSTROM, Clackamas Town Center, 12000 SE 82nd Avenue, Clackamas,

Oregon 97266, phione ] (503) 652- S S
Prevention Manager. | resides at .
Oregon 97015 and his cell phone number is | After

being advised of the identities of the interviewing Agents and the
nature of the interview,[  |provided the following information:

stated that on April 22, 2003,

| a

Loss Preventilion agent for NORDSTROM's, answered a call from an

anonymous source who called himself | |provided
information about identity theft and fraud that was taking place.
Thereafter,| |noted the information and typed it up in a
report.

[ lcalled to renort that he is sware nFl |

computer, as a routin ure for | | When the
credit report is run, would take NORDSTROM credit card
information from the report, assume the customers identity and

i When customers come to the
[will run a credit check, via

notify NORDSTROM that they (the victim) moved, and request to have

another card issued to_the ney R stated that the
individuals have used NORDSTROM accounts to
]

frandnlentlv nurchase annroximatelvl

knows that the individuals used|

(phonetic) identitv to where they are

receiving mail, | [ however, he did not

Investigation on 04/25/2003 at Clackamas, Oregon

File # 253E-PD-47965~ % ~~Amﬁf{/ Date dictated .04 /.28 /2003
SA '
by _SA [PZE

This document contains neither recommendations nor conclusions of the FBI, It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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FD-302a (Rev. 10-6-95)

253E-PD-NEW

Continuation of FD-302 of

,On

04/

25/2003  Page

adv

ised £hat NO

identify two of the

compromised.

(LNU) is actually

Department arreste

STROM investigators were able to

thus far that have been
jnvestigators determined that

Additioha _
E&J—ul_li._zm._fn Apxi

he Tigard Police
NORDSTROM'g

while attempting to use one of the stolen NORDSTROM's cards.
advised that the U.S. 'Marshall's eventually came and took ‘custody

of |

|be]

time of the crime.

—

that

at the

stated that on the same day Or|
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/06/2003
To: Portland
From: Portland

Squad 4
Contact: SA

Approved By: SAC IT 0ﬂ9ﬁL”
ASAC /
SSa|

Drafted By: :sduéﬂf/

Case ID #: 253E-PD-47965 (Pending),z7l

Title: ET AL;
NORDSTROM, ET AL - VICTIM;
ONLINE IDENTITY THEFT :
F.R.A.I.D. - SUBSTANTIAL INTERNET CONNEC

Synopsis: Requesting SAC authority to apply for Mail Cover from
U.S. Postal Service.

Details: A source, who called himself[::::::], provided
information to Nordstrom's Loss Prevention investigators about an
identity theft, and subsequent credit card fraud that was taking
place. Nordstrom investigators confirmed that the information
provided by the source was reliable and accurate. Thus

Nordstrom personnel have identified two of the alleged |
victims in the scheme.

The source stated that | ] |
|are involved in the scheme.

department where he runs credit reports on customers. | | has

been targeting customers credit repox ich reflect they own a
Noxrdstrom's credit card. The reason targets Nordstrom's

accoun i taining merchandise returns for
cash. then take the customers personal

information, contact Nordstom's via telephone, advise that they

(the victim) have _moved. and regquest that a pew card be sent to
the new address, Oregon
97213. This addr TS ;. post

office box.

New cards are issued to the above address based upon
information provided about the victim's background, such as

 2538-P0-479L5Y
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To: Portland From: Portland
Re: 253E-PD-47965, 05/06/2003

social securitv number, date of birth, previous address. etc.

Per the source, the post office box used by[:;::::]
|is being utilized to receive new credit cards.

This mail would contain the names of potential victims;
therefore, the mail cover would assist in identifying individual
persons and company victims, in addition to any co-conspirators.
Based upon investigation by the Portland Division, it is believed
that this box is being utilized for criminal purposes only.

Subjects of the mail cover are:

All other names should be included in the mail cover as
it will assist in identifying victims and co-conspirators.

This investigation involves violations related to
identity theft, 18 U.S.C. 1028, fraud related activities
involving computers, 18 U.S.C. 1030, and fraudulent use of credit
cards, 15 U.S.C. 1644

No subject of this mail covexr ig presentlv under
federal indictment to our knowledge.

or rormally charged during the period of the mail cover, the
Portland Division will promptly advise the U.S. Postal Service to
have the mail cover cancelled. Based upon the information
Portland now possesses, it is not known, or believed, that any of
the subjects are presently being represented by an attorney. If
during the period of the mail cover, the Portland Division learns

bé
b7cC
b7D
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To: Portland From: Portland
Re: 253E-PD-47965, 05/06/2003

that a subject has retained an attorney, that information will be
forwarded to the U.S. Postal Service.

A mail cover for 30 days is requested for all classes
of mail, both foreign and domestic, to include any parcels
received at[_ ] Parcels could include purchases that have
been mail ordered using fraudulent credit cards.

*
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U.S. Department of Justice

ASCH

Federal Bureau of Investigation

In Reply, Please Refer to | | : b7E
FieNo. 253E-PD-47965 =5 Sortland, OR 97207

(503) 224-4181

May 7, 2003

U.S. Postal Inspection Service
MC

P.O. Box 882168

San Francisco, CA 94188-2168

Attention: | | b6
b7C

Dear Mr.

| The Federal Bureau of Investigation (FBI), Portland,
Oregon, is currently conducting an official investigation which
involves obtaining evidence of the commission, and/or the
attempted commission of a crime(s). In particular, the FBI is

| investigating crimes pertaining to identity theft, fraud related

| activity involving computers, and fraudulent use of credit cards.

The current investigation is targeting a group of

bé
b7C

New cards are issued to the above address based upon
information provided about the victim's background, such as

rsQQ1al_secnr1tM_number__date_Qf_b1xth__nrexlnus_address__etc. e

portraying their identity to be that b7C

Of the wvictaim.

The post office box used by | |
is being utilized to receive new credit cards. This wmail would
contain the names of potential victims; therefore, the mail cover
would assist in identifying individual persons and company
victims, in addition to any co-conspirators. Based upon
investigation by the Portland Division, it is believed that this
box is being utilized for criminal purposes only.

13O 03 | RX53B/PD 479655
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The subjects of the mail cover are:

All other names should be included in the mail cover as
it will assist in identifying victims and co-conspirators.

This investigation involves violations related to
identity theft, 18 U.S.C. 1028, fraud related activities.
involving computers, 18 U.S.C. 1030, and fraudulent use of credit
cards, 15 U.S.C. 1644

No subject of this mail covexr is presently under
federal indictment to our knowledge. | |
which occurred while

1 | Per District Attorney Dan Thinell, will not
have an attorney appointed by the State of Oregon until July,
2003, due to budgetary reasons. Should any subject be indicted
or formally charged during the period of the mail cover, the
Portland Division will promptly advise the U.S. Postal Service to
| have the mail cover cancelled. Based upon the information

| Portland now possesses, it is not known, or believed, that any of
| the subjects are presently being represented by an attorney. If
during the period of the mail cover, the Portland Division learns
that a subject has retained an attorney, that information will be
forwarded to the U.S. Postal Service.

A mail cover for 30 days is requested for all classes
of mail, both foreign and domestic, to include any parcels
received at[:::::::f Parcels could include purchases that have
been mail ordered using fraudulent credit cards.

Form 2009, Information Concerning Mail Matter, should
be provided to the FBI on a weekly basis. Pursuant to your
regulations, no photocopies of these forms will be made. The
forms will be returned to you within sixty (60) days of receipt
by our office. It is requested the forms 2009 be sent to:

FBI Portland

Attention: SA

Portland, Oregon 97207
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Should you have any questions, please do not hesitate

to contact SA[ | Thank b6
you for your time and attention to this mail cover request. b7C
. b7E

Sincerely,

s YT,

CHARLES MATHEWS III
Special Agent in Charge




Automated Serial Permanent Charge -Out
FD-5a (1-5-94) ‘ .

Date: 05/20/03 Time: 19:52
Case ID: 253E-PD-47965 Serxrial: 6

Description of Document:

Type : FAX
Date : 05/12/03
To : NORDSTROM
From : PORTLAND
Topic: b3
b6
Reason for Permanent Charge-Out: . b7c
placed into main by mistake
moved into correct sub-file
Transferred to:
Case ID: .253E-PD-47965-GJ Serial: 1
Empl : 7 b6
mployee b7c




Automated Serial Permanent Charge-Out
FD-5a (1-5-94)

Date: 05/20/03 Time: 19:53
Case ID: 253E-PD-47965 Serial: 7

Description of Document:

Type : FAX
Date : 05/14/03
To  : NORDSTROM
From : PORTLAND
Topic: b3
b6
Reason for Permanent Charge-Out: b7¢C
placed into main file by mistake
moved into- correct sub-file
Transferred to:
Case ID: 253E-PD-47965-GJ Serial: 2
b6
Employee: b7
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FEDERAL BUREAU OF INVESTIGATION

| Precedence: ROUTINE Date: 05/13/2003

To: Phoenix ' Attn: Cyber Squad

| From: /Pdftland

Squad 4 b6
Contact: SA b7C
b7E
Approved By: bN
Drafted By: :sdugr/
Case ID #: 253E-PD-47965  (Pending) — Q
Title: ET AL;
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET
Synopsis: Request delivery of subpoena.
Enclosure(s): Two original subpoenas with attachments and two
copies of the subpoenas, with attachments, and instruction sheet.
Details: have been b6
b7C

fraudulently obtaining Nordstrom credit cards. The victims are
unaware of that a change of address has been requested on their
cards. New cards are bing issued to several addresses, some of
which have been identified as post office boxes, which are
utilized b A subpoena has been issued for
all Nordstrom accounts going to three specific addresses, in an
attempt to identify further victims of the fraud. Therefore,
Phoenix is requested to deliver the enclosed subpoenas to
Nordstrom, 7320 East_Butherus. Suite 100, Scottsdale, AZ 85260,
to the attention of Subpoena Processing. A Fax
copy was sent on May 12 and 14, 2003, to Nordstrom's to initiate
the requests.

smj33o0tes - 2532-P0H79L5 -3
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To: Phoenix From: Portland
Re: 253E-PD-47965, 05/13/2003

LEAD(s) :
Set Lead 1l: (Action)
PHOENIX

AT PHOENIX, AZ

Phoenix is requested to deliver the enclosed subpoenas
to Nordstrom, 7320 East Butherus, Suite 100, Scottsdale, AZ
85260, to the attention of| | Subpoena Processing.
The subpoena copies are to be Ieft with Nordstrom's, and the
executed originals returned to the Portland Division, attention

*
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Record Request
FD-125 (Rev. 4-1-93)
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G

Date

cw° /

slzor

(] Birth [ credit [} criminal [] beath  [7] INs  [T] Marriage* [[] Motor Vehicle m Other
" To %\ ) ) Buded o o
Return to - File number )

253€ —P0 ~HFI65

Name and aliases of subject, applicant, or employee, and spouse

Addresses
Residence

Business

Former

*Date and place of marriage

| (if applicable)

]
)
| " Race
|

"Sex Age Height Weight Hair Eyes
E] Male
[:] Female
“Birth date Birthplace

Arrest Number

Fingerprint classification

Criminal specialty

“Social Security Number

D b/L photo

Drivers License Number

Ej Other

_Specific information desired

ResuUtts-of—check™

PLEASE oORTAW Fl_ REPORT OF ATTACHEN

ﬂook(\"'?‘}‘v'&'\" ”"”'A 4 Se]ec‘}-u&

Ag owfnu\%

ottactec) /@_/
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/15/2003
To: Portland Attn: SSAl |
Salem RA
From: tland
’gQquuad 4 .
Contact: SA bé
b7C
Approved By: | MJ b7E

L&)

Drafted By: | |sdut9~//

Case ID #: 253E-PD-47965 (Pending)—-/C)

Title: | | BT AL;
“NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET

Synopsis: Request to have analyst assigned to prepare llnk chart
and event chart.

Details: A source, who called himself provided b6
information to Nordstrom's Loss Prevention investigators about an b7C
identity theft, and subsequent credit card fraud that was taking b7D

place. Nordstrom investigators confirmed that the information
provided by the source was reliable and accurate. Thus far

Nordstrom personnel have identified two of the alleged |
victims in the scheme.

The source stated that| |
[ are involved in the scheme.

|
|
b6
b7C
b7D
the new address, | | Oregon
97213. This address is assigned to a U.S5. Postal Service, post
office box.
New cards are issued to the above address based upon
information nrovided abont thel l _anch as
etc.
| [various Nordstrom's b6
. b7C
b7D
] sv,wusgo/ e03 o o Q53~E-f'9_0“‘)7 165 ~(0 o
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To: Portland From: Portland
Re: 253E-PD-47965, 05/15/2003

Upon interviewing the source, .other
to include| |, was revealed.

On May 14, 2003,]
| | However,|

|lwill be

|"tine source, a Iink chart and event chart is being requested. AIL
information for the charts is available in file folders located
at SA[ desk, and can be accessed at any time by the
analyst assigned to the task.

*
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FEDERAL BUREAU OF INVESTIGATION ASCIH

Precedence: ROUTINE Date: 04/30/2003
To: Portland

From: Portland
Squad 4

Contact: SA b6
b7C

Approved By: ,ﬂv - b7E

Drafted By: sduEDV//,

Case ID #: 253E-PD-47965  (Pending)—(/

Title: ET AL;
NORDSTROM - VICTI.M;
ONLINE IDENTITY THEFT
F.R.A.I.D. - SUBSTANTIAL INTERNET CONNECTION

Synopsis: Update on investigation.

bé
b7C
b7D

Details: On April 24, 2003, Loss Prevention Manager
at Nordstrom's Clackamas location, provided information regarding
[ |they believe are/were committing fraud at four of
their department stores. The initial information they received
was f£rom an anonymous source who called himself L  Based
upon[ | information, an_investigatiop was ifiFiafed by
Nordstrom employees, wherein| | and
were identified and interviewed by Nozrdstrom
employees. Tom a total of approximately
had been identd m i vered by
However,

advised that he 1s aware of] | that total
approximately | | provided
cell phone number | | however, he is now unwilling to
talk to anyone about the fraud.

The fraud appeared to be committed at four Nordstrom
locations, at the Lloyd Center, Clackamas Town Center, Washington
Square Mall, and the Vancouver Mall. At that time, did not bé
know of any fraud taking place at their downtown Portland b7C
department store (new information has been obtained from the
Tigard Police Department) . The| | were identified
asl , | through
| would allegedly run credit

reports on customers and obtain ﬁhe;x_nersonal_aﬁﬂ credit card
information. (Note that victims'

 Dwzoorie  2s35-pp-41945 -1




To: Portland From: Portland
Re: 253E-PD-47965, 04/30/2003

The information was then used to request (via telephone) new
Nordstrom cards, having them mailed to a "new address". The

hone number used on both the |accounts was
| cell phone number | | The subjects would go
to Nordstrom's and buy clothing items and gift cards with the
newly issued cards, then go to another one of Norxrdstrom's store
locations to return the items for cash. Additionally, it is
believed that the subjects are shoplifting items and then

returning them for cash. Nordstrom's does not require a receipt
to return items; they only require that the item has a

Nordstrom's tag or a "shank" on the back of the tag (a stlcker b6
with a barcode on it). b7cC

As noted above, on April 13, 2003, the same dayl bé
and| |to Noxdstrom's, | [was b7C

arrested by the Tigard Police Department for attempting to make
purchases with a fraudulent Nordstrom's card | |
The arrest took place at Nordstrom's Washington Square Mall

location. OfficerL___j______r_J Tigard Police DTnameTnt,
affected the arrest of After the arrest, was

brieflv interviewed by Officer| Upon a search Of| | a
was found on his person. When questioned by Officer

that was
parked in downtown| | Unbeknownst tqg at that time,
wo days prior,

to a different police department (presumed Clackamas County
Sheriff's Office). was taken to the Washington County
Sheriff's Office (WCSO) for detention.

While in jail at the WCSO,l |made a phone call to bé
an unknown female. Thig] by b7¢
volunteer at the WCSO. During this conversation, the
unknown female made comments about the "white thing" (the
"parked up there" (Washington Square Mall), and was




To: Portland From: Portland
Re: 253E-PD-47965, 04/30/2003

concerned about how to get rid of it. [::::] and the female began

to talk about how the police could not prove that [:;;::]was in
| and that the "bitch" was

the one] lanyway (indicating that af |
possibly] | was involved. [:::%:::]may have been the one

| | because she was cap surveillance
cameras at a Nordstrom's the same day of arrest) . This
wn female

conversation between and the unkno
and placed into evidence by the WCSO.

| A search of the vehicle resulted in no

additional property or evidence.

In addition to the found on[:::::::]person during
the initial arrest, two pages of a credit report and several

"post it" type papers were found on him. ?gg_pggg_ﬁ;ﬁm a credit
report is dated 3/9/2003. and had the name and written
on it (referring to . It appears to be page
2 of 2, and came from web site -

b7C
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To: Portland From: Portland
Re: 253E-PD-47965, 04/30/2003

Note 1:

Note 2:

Note 3:

sears Credic (800) 3517-7700 - charge
Universal Citi - credit
Open: Nordstom (800) 964-1800
JC Penny (800) 542-0800
Nextel (?)
Phone number and new voice mail

Sears

JC Penny

Ben Household Finance
B&A Mortgage

Discover Card ($5,000)
Hannah Honda

Nextel (?)

Nordstrom)

(Writers Note - Victim identified by

Maiden Name: unknown
Employment: retired

Checking account at 82nd & Division branch Bank of West

Nordstrom

b6
b7C
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To: Portland From: Portland
Re: 253E-PD-47965, 04/30/2003

US Bank

FUSA - opened 1997, (800) 955-9900
WFB

Courtesy Ford (inquiry)

Maiden Name: unknown

Checking account at Key Bank

Apply: Nextel, Nordstrom, Sears, JC Penny
Employment :
were telephonically interviewed by
Officer very of the papers. Neither person
knew nor did they give him permission to use their

accounts. The two victims will contact Officeﬂ[:;:::] if they
determine that any accounts have been opened or altered using
their personal information.

*¢
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/02/2003
To: Portland 7
From: Portland

Squad 4 b6
Contact: SA b7C

Approved By: Jm/ b7E
Drafted By: sduébJ/

Case ID #: 253E-PD-47965 (Pending)fslza

Title: | ET AL;
NORDSTROM - VICTIM;
ONLINE IDENTITY THEFT;
F.R.A.I.D. - SUBSTANTIAL INTERNET CONNECTION

Synopsis: Update on investigation.

Details: On May 1, 2003, writer telephonically contacted Dan
Thinell, District Attorney, at (503) 846-8671, Washington County
District Attorney's Office, 150 N. First Avenue, Suite 300,

Hillsboro, OR 97124-3072. District Attorney

assigned to prosecute A Grand Jury is bé
scheduled to indict [on] [2003, on the following b7¢
charges: | | (12

counts). Thinell advised that he is willing to delay the Grand

Jury proceedings if the United S s Attorney's Office is

willing to prosecute the case. | requested a lawyer, but can

not have one assigned until July, 2003, due to state budgetary

reasons. Because was not officially on parole at the time

he committed the crime (he was in a halfway house/house arrest),
he will onlv be required to go back to jafl_ﬁgr_ﬁhe duration of

his term. is due to be released on 2003. Thinell
stated thaf] lis| |and could
be reached at] |

was telephonically contacted at the bé
above noted number regarding | advised that b7cC
was previously sentenced in the Western District of Washington on

two counts of Bank Fraud[_____ |resides in Washington state, but
committed fraud in Oregon). Thereafter, was paroled, but
violated hiz:fffferised release" by faiIing to report for his

drug test. was then sentenced to serve 32 months.
petitioned to serve hig time in Oregon instead of Washington,
which was permitted. [::::]became a Bureau of Prisons inmate in

_ wesoken . R53R-Pp- H1965- IR

-




To: Portland From: Portland
Re: 253E-PD-47965, 05/02/2003

Oregon and was recently placed in a halfway house in downtown
It was at this halfway house where

W SO On llparolell £for dxriice ri'h:vres. I did
TﬁﬁfrfﬁL girlfriend is another co-
conspirator in this investigation. ] [was last on parole in

1998, and her parole officer was

[:;:::::] stated that she would like to have[ ___ |sent
back to Washington gtate hefore his release. He is prese g
being housed at the Detention Center. Prior to |
._transfex_tg_?regon per| request), his parole offi
Western DISErict of Washington |
| confirmed that[:::::%is lue to be released on
| 2003, for his previous Bank Fraud sentence.

|parole nfficer forl was

telephonically contacted at advised that
| is a Bureau of Prisons inmate who 1S presently on

parole/house arrest with the Halfway House in| ]
i 1di ith his girlfriend,

€ house 1is at| ;
and believed to be a duplex. | | Tast did a surprise visit at
residence on March 27, 2003. The house appeared to be in
"normal conditions", with no indication of drugs or "excessive
clothing" laying in plain view (question posed by writer).

was asked to provide any additional information
about rug usage and the homicide on] Eriminal
stated (readina from a report) that first
| I

I I [ 1

I I
coroner's report indicated that, although]| [had a
lethal dose of cocaine in her body, that was not the cause of
death. The cause of death was from "the hands of another".

It was| who called the police to renort‘l |

I
—

drugs, and was subsequentlIy convicted of criminally negligent
homicide on| | 1985. He was sentenced to three years
in prison. *”
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 05/16/2003
To: \/Pértland Attn: SA

From: Portland
Squad 4
Contact: 1IA

Approved By:

Drafted By: T%éy

Case ID #:\453E—PD-:47965 (Pending) -l 3

Title: ET AL;
NORDSTROM, ET AL - VICTIM;
IDENTITY THEFT- INTERNET;

Synopsis: Lead covered. Utility check for |
Oregon conducted as requested.

Reference: 253E-PD-47965 Serial 2

Details: FD-125 dated May 07, 2003, set a lead for an anmalyst to
conduct a utility of the address
Oregon 97236.

On May 15, 2003, Investigative Analyst| |
contacted Portland General Electric (PGE). The following
information was providédl concerning electrical service to[ ]
| Oregon:

Service Address:

Customer Name:

Turn on date:

SSAN:

OR Driver's license:
Employer:

Work telephone:
Home telephone:

No current utility accounts for]
were found.

*

I:/z,vvs//jypwf%/ep\j 3601.E863

. 2B3R-PA-41765-13 il
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FEDERAL BUREAU OF INVESTIGATION

- [

© (Rev. 01-31:2003)

Precedence: ROUTINE Date: 05/27/2003
To: Portland Attn: bé
b7C
| From: Phoenix b7E
Squad 12
Contact: SA
Approved By: N(_)\/
Drafted By: kam /A
Case ID #yzéE-pD-ugss/"{/ (Pending)
Title: | | ET AL; bé
NORDSTROM - VICTIM; b7C
. IDENTITY THEFT - INTERNET
Synopsis: Served two subpoenas, covered lead.
SY\/ Enclosure(s): Two original subpoenas served b3
’j v
Details: On May 27, 2003, at approximately 12:30 pm, pursuant to
lead set by Portland, Special Agent (SA) | kerved
two subpoenas, numbered | [on] l b3
b6
Signed original subpoenas are enclosed. Lead covered by
FBI Phoenix.
AL - W pon 2T
P S ’A%’ﬁfoDV Ll’lqlaé" ’LI Sh—
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To: Portland From: Phoenix
Re: 253E-PD-47965, 05/27/2003

LEAD(s) :
Set Lead 1: (Info)
PORTLAND
AT PORTLAND, OREGON

Lead covered. Read and clear.

*




o ® ®
U.S. Department of Justice ASC a a

Federal Bureau of Investigation

In Reply, Please Refer to | | b7E

FileNo. 253E-PD-47965 Portland, OR 97207
(503) 224-4181
June 4, 2003

U.S. Postal Inspection Service
MC

P.O. Box 882168

San Francisco, CA 94188-2168

Attention: | | b6

b7C

The Federal Bureau of Investigation (FBI), Portland,
Oregon, is currently conducting an official investigation which
involves obtaining evidence of the commission, and/or the
attempted commission of a crime(s). In particular, the FBI is
investigating crimes pertaining to identity theft, fraud related
activity involving computers, and fraudulent use of credit cards.

The current investigation is taragetrina a aronn o
individuals, b6
worked at an

where he would runs credit reports on customers. | |
| |would then take the customers personal

information from the credit report, contact credit card
company (s) via telephone to advise that they (the victim) have
moved, and request to h; ther card issued to the new
address. Additionally, has been paying an on-line service
for background checks on persons believed to be potential new
victims. Several mail boxes have been opened to received the
credit cards. Specifically, it is believed that is having
credit cards sent to three U.S. Post Office boxes and one
commercial mail receiving agency, private mail box.

New cards are issued to the addresses based upon

b7C

[ 1

1S undetermined act this cime.
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The post office boxes used by are being utilized
to receive new credit cards. This mail would contain the. names
of potential victims; therefore, the mail cover would assist in
identifying individual persons and company victims, in addition
to any co-conspirators. Based upon investigation by the Portland
Division, it is believed that these boxes are being utilized for
criminal purposes only.

The subject of the mail cover is:

All other names should be included in the mail cover as

it will assist in identifying victims and co-conspirators.

This investigation involves violations related to
identity theft, 18 U.S.C. 1028, fraud related activities

involving computers, 18 U.S.C. 1030, and fraudulent use of credit

cards, 15 U.S.C. 1644

. The subject of this mail cover is presently under
federal indictment to our knowledge. Should any subject be
indicted or formally charged during the period of the mail cover,
the Portland Division will promptly advise the U.S. Postal
Service to have the mail cover cancelled. Based upon the
information Portland now possesses, it is not known, or believed,

bé
b7C

b6
b7C
b7E




that the subject is presently being represented by an attorney.
If during the period of the mail cover, the Portland Division
learns that a subject has retained an attorney, that information
will be forwarded to the U.S. Postal Service.

A mail cover for 60 days is requested for all classes
of mail, both foreign and domestic, mail order catalogues (which
come by 2nd class publication and can be used to order foreign

i i at post office boxest:::]
Parcels could include

purchases that have been mail ordered using fraudulent credit
cards.

Form 2009, Information Concerning Mail Matter, should
be provided to the FBI on a weekly basis. Pursuant to your
regulations, no photocopies of these forms will be made. The
forms will be returned to you within sixty (60) days of receipt
by our office. It is requested the forms 2009 be sent to:

FBI Portland

Portland, Oregon 97207

Shon i hesitate
to contact Sa Thank

you for your time and attention to this mail cover request.

Sincerely,

[Acting\§pec Agent in Charge

b7E

b6
b7cC
b7E

bé
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION
ASCH

Precedence: ROUTINE Date: 05/06/2003
To: Portland
From: Portland

Squad 4 b6
Conta?;: SA Bb7C

Approved By: 2 L/ b7E

Drafted By: | f sdu

Case ID #: 253E-PD-47965  (Pending)—!7/

Title: | BT AL;
NORDSTROM, ET AL - VICTIM;
ONLINE IDENTITY THEFT
F.R.A.I.D. - SUBSTANTIAL INTERNET CONNECTION

Synopsis: Requesting SAC authority to apply for Mail Covers from
U.S. Postal Service.

Details: A source, who called himself | A | b6
b7C

b7D

place. Nordstrom investigators confirmed |
Thus far,
Nordstrom personnel have identitied two of the alleged

victims in the scheme.

The_source initially] |
individuals . | i | who are
A _ |
worked at

to the initial

[ | b6
b7¢C
reason Targeted Nordstrom's accounts _was due to the ease b7D
of obtaining merchandise returns for cash.
Additionally, | |to an

victims. It 1s believed that some of these cardg are being sent
to several U.S. Post Office boxes throughout the Brea.

~




To:
Re:

[:::::] ﬁs_heliexed_tn_haxe_nnened_sem
Office,

boxes |
commercial mail receiving agency with a private mail box, located

Portland PFrom: Portland
253E-PD-47965, 05/06/2003

reral boxes at U.S. Post
Oregon 97208, specifically,

ourth box has been opened at a

at

bo

|oregon 97202, private mail

such as social secnritv nnmbher

etc.

New cards are issued to the above post office boxes
based upon information provided about the victim's background,

date of birth, previous address,
then go to the various

Nordstrom's department stores a
| (The extent of

with the others is undetermined at this time.)
igs then returned at another Nordstrom's|

The merchandise

—| and the

Per the source, the

Subject of the mail cover is:

and

(Commercial Mail Receiving Agency)

b6
b7C
b7D

b6
b7C
b7D

b6
b7C
b7E




To: Portland From: Portland
Re: 253E-PD-47965, 05/06/2003

All other names should be included in the mail cover as
it will assist in identifying victims and co-conspirators.

The U.S. Postal office that will be utilized for this
mail cover will be the United States Postal Inspection Service,
MC, P.O. Box 882168, San Francisco, CA 94188-2168.

This investigation involves violations related to
identity theft, 18 U.S.C. 1028, fraud related activities
involving computers, 18 U.S.C. 1030, and fraudulent use of credit
cards, 15 U.S.C. 1644

the subject of this mail cover is not
presently under federal indictment. Should the subject be
indicted or formally charged during the period of the mail cover,
the Portland Division will promptly advise the U.S. Postal
Service to have the mail cover cancelled. Based upon the
information Portland now possesses, it is not known, or believed,
that is presently being represented by an attorney. If
during the period of the mail cover, the Portland Division learns
that a subject has retained an attorney, that information will be
forwarded to the U.S. Postal Service.

A mail cover for 60 days is requested for all classes
of mail, both foreign and domestic, mail order catalogues (which
come by 2nd class publication and can be used to order foreign
merchandise), and any parcels received at post office boXes[%:::]

| Parcels could include
purchases a ave been mail ordered using fraudulent credit

cards.

*

bé
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. I;D-320 (Rev. 4-11-86) ' ‘
ASCli

In Reply, Please Refer to

FileNo. 253E-PD-47965

FBI CASE STATUS FORM

Date: 06/04/2003
To: _"11SA Michael W. Mosman. 1000 SW 3rd A;[en‘]]e Portland, OR 97204
(Name and Address of USA) )

From: Pportland .
(Name of Official in Charge and Field Division) (Signature of Official in Charge)

RE: _ Consent Search of Vehicle i
(Name of Subject) (Age) (Sex)

You are hereby advised of action authorized by AUSA | | b6
. rvamreoruSA or AUSA) b7C

on information submitted by Special Agent _I | on 06/03/2003
(Name) ’ (Date)

(Check One)

[CJ Request further investigation
Immediate declination
Filing of complaint

Presentation to Federal Grand Jury

O o oad

Filing of information
K] other

For violation of Title 18 , USC, Section(s) 1028

Synopsis of case: On June 3, 2003, SA | conferred b5

with AUSA | | via telephone, regarding the legal b6

authority Fo conduct a consent search of a vehicle. SA b7C
| provided the following information in brief: a

[and gave consent to the

“FBI CO sSearch the vehnicle.

AUSA | | bé
ssa | | b7C
sa|

DU/sdu_.._—
(a) &

S jeR03:303 - - _2;5»735-71913—«,41,79&5 '/g)




A

Raced ninon the foaoi i-'hai-l

1

to give consent for the search.

TMplie

to move the car,

and accual auchority bﬂ

b5
bé
b7C




253E-PD-47965 <19
SDU:sd

=

b6

On June 4, 2003,| | provided consent to brc

search a vehicle and storage shed by voluntarily executing two
FD-26 Consent to Search forms. Following, a search of the
and SA

I.E.Lazags_sheilwas conducted by SA | ] .
A search of the vehicle was conducted with a third

agent, SA|

| Digital photographs of the search were

taken and saved on disk.

The disk is being sent to the file in a

1A envelope for reference.

Ssxe¢e-aLsS - |4




253E-PD-47965 -0
SDU:sdu

On June 5,

ASCI!

retiir
5irtH|

voluntarily provided the keys to the FBI to conduct 3 consensnal

search of a vehicle

A search of the wvehicle was conducted on June 5, 2003,
wherein nothing significant was recovered. To avoid possible

L
2003, SAl| land sa b6
ed a set of keys to! date of b7C
social security number

owned by |

theft, |

| since the

vehicle had been left in a parking garage in downtown

for the past 14 days.

executing two FD-26 forms (Consent to Search) for the vehicle and b7C
a storage locker she rented to store | belongings. ,K
[:::::::ﬁassisted the FBI on June 4, 2003, bv opening the storage

:provided consent on June 4, 2003 by voluntarily

locker for SA

after the search was completed.

to conduct a search of the vehicle the following day,
After the search of the vehicle was

2003, the car keys were returned to
however, she refused to accept custody of the money for

without| |present.

completed on June 5,

Spuley Ol ie3

bé

| and sa|

then locking it

The car keys were given to SA

esrefe- MaNT Ty




FD-302 (Rev. 10-6-95)

ASCjl

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 06/05/2003

During the week of May of May 12-18, 2003, SA

|and sa | | took surveillance photographs of
various locations. Photographs which are of investigative value
are identified as follows:

Photograph:

Photograph:

Photograph: | [identified by source as
| |location.

Additional digital photographs were taken and will be
identified under separate cover.

Investigation on 06/05/2003 at Portland, Oreqgon

o/

File # 253E-PD-47965% 2/ Date dictasted 06/05/2003 17
SA g
by SA

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.

_SP/4206.€03

bé
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FD-302 (Rev. 10-6-95)

FEDERAL BUREAU OF INVESTIGATION

@
e ASCIl

Date of transcription 06/05/2003

Dirsuant to an authorized consent search, provided by
| protect identity), born| ._social b6
security number| | Oregon :;g
97217, .cell [ a search wag conducted of a vehicle™
owned b |
rovided consent on June 4, 2003 Dy voluntarily executing
an FD-26, Consent to Search form.
For information reagarding consent anthority, the wvehicle
searched belongs to who is presently
in police custody for identity Ctheft and other charges. When b6
[::fi:]was taken into custody, he hi ssions, to bc
include his car keys. Thereafter, sked] to move the b7D
vehicle out of the parking garage, located at the

intersection of |

because he had "a lot

of money under the carpet of the drivers' side floor" of the car.
did go to the parking lot to verify that the car was there,
but did not want to move it. gave consent to the FBI to
search the vehicle, and provided SA with the
keys to conduct the search.

On June 5, 2003, sal | pe.
[ 1 and sa| [conducted a search of the vehicle orn
described as a - ich
was located at
Oregon 97209, on the 4th floor, near the southeast corner.
The following items were seized:
b6
b7C
b7D
Due to the fact that the vehicle Ras been in the parking
garage for 14 days, and that it will be towed_in 48 hours, the
money was seized, and will be turned over to for
safekeeping.
Investigation on 06/05/2003 a Portland, Oregon f
File # 253E-PN_-47965= 94 . Date dictated 06/05/2003
—SX — = b6 .
by SA b7C
This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outsxde your agency

_ Sp- (0301303

T

— ——————




(Rev. 10-01-1999) ‘ b A SCi !

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/12/2003 -
To:/ Portland Attn: ISA o
From: Portland b7E

Squad 9

Contact: IRS
Approved By:
Drafted By: dmmqwﬁﬁ
Case ID #:/253E-PD-47965 (Pending)—

281E-PD-44556 (Pending)—=X

66F-PD-A44173 SUB 4 (Pending)_,g;:Z

Title: Microcomputer Matters
Synopsis: Information regarding the creation of a microcomputer
database.
Details: A microcomputer database has been designed to aid in
the tracking of information within the Portland Division. The
following are specific characteristics of the database:
Objective of database: b7E
Name of database designer: 1IRS | [
Name of database and path: [ mdb
Type of software package: Microsoft Access
Location of computer: . Team Drive
Classification of information: unclassified
Person responsible for data entry: IRS bé
Case Agent: SA b7cC
Aware of microcomputer policy: Yes * ’
+

ST Johmin W01 €95 s pp-srygesR3  H
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5. ASCIHI

U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to
File No.

June 9, 2003

RE: Preservation<Letter

Dear

Pursuant to instructions presented on the law
enforcement hotline, this letter should serve.as a formal
request for the preservation of records and other evidence

pursuant to 18 U.S.C. § 2703 (f) pending further legal process for
the following as it pertains to:

b6
b7C
b7E

Vi
b6
Name : b7C
Address: N bTE
City, State: S ~

Telephone:
E-Mail:

, You are hereby requested to preserve, for a period of
90 days, the records described below currently in your
possession, including records stored on backup media, in a form
that includes the complete record. You also are requested not to
disclose the existenceé of this request to the subscriber or any
other person, other than as necessary to comply with this
request. This request applies only retrospectively. It does not
in any way obligate you to capture and preserve new information
that arises after the date of this request. This preservation
request applies to the following records and evidence:

i S /4005. L0

b7E

2534 =R g
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b7E
Thank you for your attention to this matter. If
yvou have any questions or concerns, please do not hesitate
to contact Special Agent |
I ;
. » b6
Sincerely, b7cC
b7E

Acting Special Agent in Charge

. | _/ e —

Supervisory Special Agent




FD-448 (Rev. 6:2-97) . ‘

FBI FACSIMILE
COVER SHEET
PRECEDENCE CLASSIFICATION
[B-Tmmediate . O Top Secret — Time Transmitted: ”'5 Y8 Plr\
[J Priority [ Secret Sender's Initials: <~
3 Routine [ Confidential Number of Pages: [
[HSensitive (including cover sheet)

[0 Unclassified

To: _ 7 Date: _ G~ ?'-03

V IR IITLVIR VI WA WIS V1)

Facsimile Number:;
b6

Attn: __ | ﬂmM&a&, z;g

Rbom Telephone

led

From: qutland

"~ Name of Office

Subject: 7 /(W{:;Z(;‘J _ m

Special Handling Instructions: _ W {DM

e — b6
b7C
b7E

Originator's Name$ Telephone: [

Originator's Facsimile Number:l I

Approved: o

Brief Description of Communication Faxed: WMW—J M ’ M
— - —

-\~ S

WARNING
Information attached to the cover sheet is U.S. Government Property. If you aré not the intended recipient of this

information, disclosure, reproduction, distribution, or usc of this information is prohibitcd (18.USC, § 641). Plecasc notify the
7originator or the local FBI Office immediately to arrange for proper disposition.
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(Rev. 01-31-2003) . '

}
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/06/2003
To: Portland

From: Portland

Squad 4
Contact: SA bé
b7C
Approved By: 7& . b7E
Drafted By: sdujn//

Case ID #: 253E-PD-47965  (Pending) -~ 25

Title: ET AL;
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET

Synopsis: Document meeting with Nordstrom Loss Prevention.

Details: On May 28, 2003, writer and_Sal Imet wixbg1 b6
Nordstrom Logs Prevention employees, b7c
and o dicsmies +he atatne nf thelr emnlovees
one
of the main subjects 1n this investigation. It is believed by
both Nordstrom employees and writer that| lis
assisting with the theft of merchandise from their store. <;;;l
[::;::::lis an employee at the Clackamas branch of b6
Nordstrom'™s department store where her primary responsibilities b7C
store, which
g g is not a
cashier, however, she will assist with the register during high
volume times. Per Nordstrom's, would not have access to
account information through the cash reglster and does not have
access to inventory controls.
Nordstrom Loss Prevention department determined that
[:::::::]atter a gift card that was fraudulently b6
purchased by another main subject. The process of b7cC
obtaining the gift card was done through several transactions:
card(s) at Norastrom's using her employee discount. Nordstrom
b6
| b7C

SO0z - . . R93R ~PD-47965-Rs




[Sad

To: Portland From: Portland
Re: 253E-PD-47965, 06/06/2003

[ 1
| Nordstrom's conferred with writer to ensure that their
—actions would not effect the investigation at hand.

While at Norxdstrom's, Loss Prevention employees
provided writer with several transaction reports and printouts
indicating activity during her employment with them.
These reports are attached for reference.

Employee Purchases Detail

Gift Card Transactions

Transaction Detail:

Based upon writers evaluation of the transactions, only

the activity that took place on! |was
considered unusual. Nordstrom LOSS Prevencion employees provided

writer with a digital review of their gurveillance cameras during

L

[ 1
[ [ 1

b6
b7cC

b6
b7C

b6
b7cC




To: Portland From.’ Portland
Re: 253E-PD-47965, 06/06/2003

—

[ ]

Nordstrom's will confront on this activity,
along with the gift card obtained from Nordstrom's audio
tapes their interviews and will provide writer with a copy of the
above, in addition to anv snrveillance seaments containing

*

bé
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Employee Purchases Detail

1/1/2003 to 5/27/2003

¢ Disc Emp: I:I
—Date _ Time Store Location ___Bea Tran RinaSP Tran. Type Tran Amt Disc % Disc $
19:54 0022 Clackamas Rack Sale with Doc $22.30 20.00% ($5.58)
20:29 0022 Clackamas Rack Sale with Doc $14.34 20.00%  ($3.58)
20:55 0024 Clackamas Sale with Doc $28.00 20.00%  ($7.00)
17:29 0024 Clackamas Sale with Doc $8.80 20.00%  ($2.20)
14:29 0028 Portland Rack Retum ($9.58) 20.00% $2.40
15:05 0028 Portland Rack Sale with Doc $17.94 20.00% (54.48)
19:18 0027 Tanasboume Rack Sale with Doc $21.36 20.00% ($5.34)
13:45 0020 Dt Portland Sale with Doc $29.12 20.00% ($7.28)
16:24 0028 Portland Rack Sale with Doc $9.36 20.00% (52.34)
17:10 0020 Dt Portland Sale with Doc $38.40 20.00% ($9.60)
17:52 0028 Portland Rack Sale with Doc $35.96 20.00% ($8.98)
16:30 0028 Portland Rack Sale with Doc $9.56 20.00% ($2.38)
13:11 0025 Wash Square Sale with Doc $32.00 20.00%  ($8.00)
; 19:52 0028 Portland Rack Sale with Doc $19.94 20.00% ($4.97)
13:14 0028 Portland Rack Sale with Doc $21.50 20.00%  ($5.35)
17:38 0027 Tanasboumne Rack Sale with Doc $16.62 40.00% ($11.09)
17:42 0027 Tanasboume Rack Sale with Doc $38.90 20.00% ($9.71)
20:10 0025 Wash Square Sale with Doc $24.00 20.00% ($6.00)
17:34 0027 Tanasbourne Rack Sale with Doc $38.24 20.00% ($9.54)
16:50 0025 Wash Square Sale with Doc $9.60 20.00% ($2.40)
16:53 0025 Wash Square Sale with Doc $1.60 20.00% ($0.40)
Totals: $427.96 ($113.82)
05/28/2003 Page 1 of 1

bé
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GiQd Transactions — r—arA% A’g b
il Registers

Company
v 1/1/2003 to 5/27/2003 e
Account Date  Time Store Reg Tran Ring SP Code GC Amt b7C

02/26/2003 11:11 0028 Gift Card Tendered $39.90
03/09/2003 12:39 0028 Gift Card Tendered $49.37
03/15/2003 20:20 0028 Gift Card Tendered $89.79
03/26/2003 12:24 0028 Gift Card Tendered $44.00
03/26/2003 12:37 0028 Gift-Card Tendered $6.38
_ 12:33 0028 Value Loaded to GC ($10.00)-

7 03/27/2003 14:27 0028 | ~Gift Card Tendered $29.94
03/27/2003 13:48 0028 Gift Cert. Tendered $20.00
04/04/2003 11:59 0028 Gift Card Tendered $30.00
04/15/2003 12:01 0028 Initial Purchase of GC ($25.00)
04/22/2003 12:37 0028 ~ Gift Card Tendered  $9.66
04/22/2003 13:13 0028 Gift Card Tendered $25.00
04/27/2003 14:26 0028 Value Loaded to GC _ ($450.00)%_ .y,

’ 14:28 0028 " Gift Card Tendered ~ $443.17.7 1
04/29/2003 12:31 0028 Gift Cert. Tendered $20.00
05/04/2003 11:31 0028 Gift Cert. Tendered $20.00
05/04/2003 11:26 0028 Gift Card Tendered $19.71
05/04/2003 11:26 0028 Gift Card Tendered $15.14
05/05/2003 17:04 0028 Gift Card Tendered $6.10
05/05/2003 14:22 0028 Gift Card Tendered $6.84

i 05/08/2003 19:19 0028 Initial Purchase of GC __ ($25.00).
05/08/2003 13:42 0028 Gift Cert. Tendered  $20.00

(v

CHELL (RTO TeAMSAcTiont ME Trww  FER.)

May 28, 2003
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SAC1300 8618 I

DATE 4 27 03 REG DATE 04/27/03 STORE 28

ANSACTION DETAIL . 05/28/03 11:14:20

TYPE (//;&P TOTAL TAX CUST ID DISC PUR EMP TAX XMT
SALE 450.00 .00 0 .00 bé
00 b7C
X b7E
SEQ TNDR AMT ACCT NUMBER & EXP AT DEP
1 vC 450.00 I 0305 N
2
SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT
1 ¥ 8024101002655893 450.00 1 6666 Y N N 4
2
3
4
5
VD REG TRAN OV N CODE DEL N AUD BY
CD EMP ST DEP ACCT DESC
NOTES.: 7 :

F1=REG BAL F3=MENU
F2=TENDERS F4=REDI

F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER=
SPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE




SAC1300 8618 I SACTION DETAIL ‘ 05/28/03 11:15:48
BATE 4 27 03 REG DATE 04/27/03 @ STORE 28
TYPE TOTAL TAX CUST ID y DISC DPUR EMP TAX XMT
SALE 443 .17 .00 Oy .00 tjc
-00 ¥ b7E

SEQ T ~ AMT ACCT NUMBER s\k} EXP AT DEP

1 NG 443 .17 WS 51 N

2
SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT

1 168 9 650469152613 7.97 1 Y N N

2 168 9 420155015054 9.97 1 Y N N

3 84 8 618714060335 12.97 1 Y N N

4 168 9 810436913221 9.97 1 Y N N

5 168 9 794893717571 9.97 1 Y N N MORE. ..
VD REG TRAN oV N CODE ___ DEL N AUD BY
CD EMP ST DEP ACCT _ DESC
NOTES :
F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER=
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE




SAC1300 8618 I
5 17 03

D{;TE

TYPE
EXCH

SEQ
1
2

SEQ
1

viphwhNy

EMP

TNDR
CK
NG

DEPT CL

83
143
143
143
143

0

2
4
4
4

VD REG -
CD EMP

NOTES:

F1=REG BAL F3=MENU
F2=TENDERS F4=REDISPLAY

TRANSACTION DETAIL

05/28/03 11:31:44

REG DATE%*/17/O3 19:26  STORE Q

TOTAL TAX CUST ID DISC PUR EMP
74.69 .00 0 .00
.00 wwﬂ

AMT ACCT NUMBER ¢ EXP AT DEP
67.86 N

6.83 ¥ 51 N
SKU-GC-NG AMOUNT QTY FEE TAX DISC SF
627435022591 12.97- 1 Y N N

17036674297 2.97- 1 Y N N
736209744512 2.97- 1 Y N N
736209329238 7.97- 1 Y N N
736209329238 7.97 1 Y N N
____ OV N CODE _____ DEL N AUD BY
ST ____ DEP _____ ACCT _________ DESC

TAX XMT
b6

b7cC
b7E

AT

MORE. ..

F5=ERR LIST F7=BWD FO9=PREV TRAN PF11=SEARCH ENTER=
F8=FWD F1O0=NEXT TRAN PF12=CA CNT UPDATE




SAC1300 8618 I
5 17 03

QATE

TYPE
EXCH

SEQ
1

VD REG __

CD EMP
NOTES:

F1=REG BAL F3=MENU

EMP

TND
CK
NG

R

DEPT CL

143
38
38

166

166

4

2
2
1
1

TRAN ____

L3
REG DATE US5/1

ACTION DETAIL

7/03 19:26 | -
TOTAL TAX CUST ID DISC PUR EMP TAX XMT
74.69 .00 0 .00 b6
00 b7C
AMT ACCT NUMBER EXP AT DEP b7E
67.86 N
6.83 51 N
SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT
736209329238 7.97 1 Y N N
19218486636 1.97 1 Y N N
19218486636 1.97 1 Y N N
667245403265 3.47 1 Y N N
667245403234 3.47 1 Y N N MORE. ..
ov N CODE _____ DEL N AUD BY
ST ____ DEP ____ ACCT DESC
F5=ERR LIST F7=BWD F9=PREV TRAN PF1l1=SEARCH ENTER=
F8=FWD F10=NEXT TRAN PF12=CA CNT  UPDATE

F2=TENDERS F4=REDISPLAY

STORE 2’ |

05/28/03 11:31:58




SAC1300 8618 I T@NSACTION DETAIL
REG DATE

DATE 5 17 03 /17/03 19:26  STORE 2’

05/28/03 11:32:08

TYPE EMD TOTAL TAX CUST ID DISC PUR EMP TAX XMT
EXCH 74.69 . 88 0 .00 ‘;jc
SEQ TNDR AMT ACCT NUMRER EXP AT DEP b7E
1 CK 67.86 N
2 NG 6.83 51 N
SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT
9 166 1 667245403234 3.47 1 Y N N
10 166 1 067245403227 3.47 1 Y N N
11 230 6 822919811139 3.97 1 Y N N
12 230 6 822919811139 3.97 1 Y N N
13 143 4 736209329238 7.97 1 Y N N MORE. ..
VDREG _____ TRAN ___ OV N CODE _____ DEL N AUD BY
CD EMP ST ___ DEP ____ ACCT _______ DESC
NOTES:
F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER=

F2=TENDERS F4=REDISPLAY

F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE




SAC1300 8618 I

RATE 5 17 03 REG DATE

TYPE EMP TOTAL TAX CUST ID DISC PUR EMP
EXCH 74.69 .88 0 .00
SEQ TNDR AMT ACCT NIIMBER EXP AT DEP
1 67.86 N
2 NG 6.83 51 N
SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF
13 143 4 736209329238 7.97 1 Y N N
14 143 2 49183190665 2.97 1 Y N N
15 143 2 49183190122 2.97 1 Y N N
16 168 9 413515461431 4.78 1 Y N N
17 168 9 609475019434 4.78 1 Y N N
VD REG ____. TRAN _ OV N CODE ___ DEL N AUD BY
CD EMP ST ___ DEP __ ACCT — DESC
NOTES:

F1=REG BAL F3=MENU

F2=TENDERS F4=REDISPLAY

?N SACTION DETAIL

F5=ERR LIST F7=BWD

5/17/03 19:26  STORE 2’

05/28/03 11:32:12

TAX XMT
bé

b7C
b7E

AT

MORE. ..

F9=PREV TRAN PF1l=SEARCH ENTER=
F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE




TYPE EMP TOTAL TAX CUST ID DISC PUR EMP
EXCH 74.69 .88 0 .00
SEQ TNDR AMT ACCT NIMRER EXP AT DEP
1 CK 67.86 N
2 NG 6.83 51 N
SEQ DEPT CL SKU-GC-NG AMOUNT QTY  FEE TAX DISC SF
17 168 9 609475019434 4.78 1 Y N N
18 143 2 722691440612 2.97 1 Y N N
19 143 2 17036932229 2.97 1 Y N N
20 143 2 17036916472 1.93 1 Y N N
21 143 2 736209212288 1.47 1 Y N N
VDREG____ TRAN ___ OV N CODE _____ DEL N AUD BY
CD EMP ST ____ DEP ____ ACCT DESC
NOTES :
F1=REG BAL F3=MENU F5=ERR LIST F7=BWD

517 03

3

SAC1300 8618 T ‘@NSACTION DETAIL
QATE REG DATE /17/03 :19:26 STORE :SP

F2=TENDERS F4=REDISPLAY

F8=FWD F10=NEXT TRAN PF12=CA CNT

05/28/03 11:32:17

TAX XMT

AT

MORE. .

bé
b7C
b7E

F9=PREV TRAN PF11=SEARCH ENTER=
UPDATE




SAC1300 8618 I ?NSACTION DETAIL 05/28/03 11:32:22
REG DATE U5/17/03 19:26  STORE g

RATE 5 17 03
TYPE EMP TOTAL TAX CUST ID DISC PUR EMP  TAX XMT
EXCH 74.69 .00 0 .00 b6
.00 . b7¢
SEQ TNDR AMT ACCT NUMRER EXP AT DEP bTE
1 K 67.86 N
2 NG 6.83 51 N
SEQ DEPT CL SKU-GC-NG AMOUNT QTY  FEE TAX DISC SF AT
21 143 2 736209212288 1.47 1 Y N N
22 143 2 736209212288 1.47 1 Y N N
23 143 2 736209685334 1.47 1 Y N N
24 143 2 736209685242 1.47 1 Y N N
25 143 2 736209212271 1.47 1 Y N N MORE. . .
VD REG ___ TRAN ___ OV N CODE ____ DEL N AUD BY
CDEMP ST ____DEP ____ ACCT _____ DESC
NOTES:
F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER=

F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE




SAC1300 8618 I '@ANSACTION DETAIL
REG DATE

7/03 19:26  STORE 2’

05/28/03 11:32:25

DATE 5 17 03 5/1
TYPE EMP TOTAL TAX CUST ID DISC PUR EMP TAX XMT
EXCH 74.69 .00 0 .00 b6
. 00 b7C
SEQ TNDR AMT ACCT NUMRFR EXP AT DEP b7E
1 CK 67.86 N
2 NG 6.83 51 N
SEQ DEPT CL SKU-GC~NG AMOUNT QTY FEE TAX DISC SF AT
25 143 2 736209212271 1.47 1 Y N N
26 143 2 736209212271 1.47 1 Y N N
27 143 2 49183190184 2.97 1 Y N N
28 143 2 429201907442 2.97 1 Y N N
29 143 2 429191065689 2.97 1 Y N N MORE. ..
VODREG _____ TRAN ____ OV N CODE ___ DEL N AUD BY
CD EMP ST __ DEP _____ ACCT DESC
NOTES:
F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER=

F2=TENDERS F4=REDISPLAY

F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE




SAC1300 8618 I TRANSACTION DETAIL 05/28/03 11:32:28
DATE 5 17 03 REG DATE 05/17/03 19:26 STORE 8

TYPE EMP TOTAL TAX CUST ID DISC PUR EMP TAX XMT
EXCH 74.69 .00 0 .00 b6
.00 b7C
SEQ TNDR AMT ACCT NUMBER EXP AT DEP b7E
1 <K 67.86 N
2 NG 6.83 51 N
SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT
29 143 2 429191065689 2.97 1 Y N N
30 143 2 17036799150 2.97 1 Y N N
31 143 2 17036731280 2.97 1 Y N N
32 143 2 17036897979 2.97 1 Y N N
33 143 2 722691440643 2.97 1 Y N N MORE. ..
VDREG ____ TRAN ____ OV N CODE _____ DEL N AUD BY
CODEMP ST ___DEP ___ ACCT ______ DESC
NOTES:
F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11l=SEARCH ENTER=

F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE




ACTION DETAIL 05/28/03

11:32:32

SAC1300 8618 I 'ﬁms
DATE 5 17 03  REG DATE U5/17/03 19:26  STORE ’
TYPE EMP TOTAL TAX CUST ID DISC PUR EMP  TAX XMT
EXCH 74.69 .00 0 . .00 b6
.00 b7C
SEQ TNDR AMT ACCT NUMRFER EXP AT DEP b7E
1 cK 67.86 N
2 NG 6.83 51 N
SEQ DEPT CL SKU-GC-NG AMOUNT  QTY FEE TAX DISC SF AT
33 143 2 722691440643 2.97 1 Y N N
34 143 6 736209686706 5.18 1 Y N N
gg 143 6 736209686669 5.18 1 Y N N
37
VOREG ___ TRAN ____ OV N CODE _____ DEL N AUD BY
CDEMP ST ____ DEP ____ ACCT ___ DESC
NOTES:
F1=REG BAL F3=MENU: F5=ERR LIST F7=BWD F9=PREV TRAN PFL1=SEARCH  ENTER=
F2=TENDERS F4=REDISPLAY F8=FWD FLO=NEXT TRAN PF12=CA CNT  UPDATE




SACi300 8618 I aANSACTION DETAIL . 05/28/03 11:16:52
BATE 4 15 03 REG DATE 04/15/03 12:01 STORE 28
TYPE (/_EMP TOTAL TAX CUST ID DISC PUR EMP TAX XMT
SALE 25.00 .00 0 .00 b6
00 I b7e
T N4
SEQ TSBF‘"’// AMT ACCT NUMBERA\/ EXP AT DEP
1 v 25.00 0805 N
2
SEQ DEPT CL SKU-GC-NG AMOUNT OQTY FEE TAX DISC SF AT
1 8024109488407739 25.00 - 1 6666 Y N N 2
2
3
4
5
VD REG TRAN OV N CODE DEL N AUD BY
CD EMP ST DEP _ ACCT DESC _
NOTES :
F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER=
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PFi2=CA CNT UPDATE

T
53 '$§ ﬂfi“
( ?’ é;' @?
N




SAC1300 8618 I

DATE 5 8 03  REG DAfE%/08/03 / STORE g

TYPE EMP TOTAL TAX CUST ID DISC PUR EMP TAX XMT
SALE 36.85 .00 0 .00 b6
.00 —%3'\ b7C
SEQ 1 AMT ACCT NUMBER 3 EXP AT DEP b7E
1 cK 36.85 KO N
2
SEQ DEPT CL SKU-GC~-NG AMOUNT QTY FEE TAX DISC SF AT
1 161 3 97754403416 5.97 1 Y N N
2 161 2 97754403409 7.97 1 Y N N
3 161 3 97754403416 5.97 1 Y N N
4 161 2 729026569796 6.97 1 Y N N
5 161 2 670331113030 9.97 1 Y N N
VDREG ___. TRAN ___ OV N CODE ____ DEL N AUD BY
CDEMP ST ____ DEP _____ ACCT DESC
NOTES:

F1=REG BAL F3=MENU
F2=TENDERS F4=REDISPLAY

TRANSACTION DETAIL

05/28/0@

F5=ERR LIST F7=BWD
F8=FWD

FO=PREV TRAN PF1l1=SEARCH
F10=NEXT TRAN PF12=CA CNT

ENTER=
UPDATE




T A v il

SAC1300 8618 I ’I%NSACTION DETAIL . 05/28/03@

DATE 5 8 03 REG DATE 05/08/03 19:719 STORE 28

TYPE EMP TOTAL TAX CUST ID DISC PUR EMP TAX XMT
SALE 25.00 .00 0 .00 beé
v b7C
-00 R4 b7E
SEQ TNDR AMT ACCT NUMBER W EXP AT DEP
1 CK 25.00 N
2
SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT
1 8024109505044424 25.00 1 6666 Y N N 2
2
3
4
5
VD REG TRAN OV N CODE DEL N AUD BY
CD EMP ST DEP ACCT DESC
NOTES : ’
F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER=
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE
X
% J\
¥

A




Automated Serial Permanent Charge-Out

FD-5a (1-5-94)
Date: 07/23/03 Time: 12:47

Case ID: 253E-PD-47965 Serial: 26

-Description of Document:

Type : EC

‘Date : 06/10/03
To : PORTLAND
From : PORTLAND

Topic: | b3
| b6
| Reason for Permanent Charge-Out: b7cC

MOVE TO GJ SUB FILE
" Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 43

Employee: b6
pLoYy b7C

e  asmeee-Maes O

e me . - . N — . . _ .. . e e




Automated Serial Permanent Charge-Out
FD-5a (1-5-94)

Date: 07/23/03 Time: 12:49
Case ID: 253E-PD-47965 Serial: 27

Description of Document:

Type : EC

Date : 06/10/03

To : PORTLAND

From : PORTLAND

Topic: b3

: b6
. Reason for Permanent Charge-Out: b7cC

MOVE TO GJ SUB FILE
Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 44

Employee:

| POEPO MAes T3




'/

Automated Serial Permanent Charge-Out
FD-5a (1-5-94)

Case ID: 253E-PD-47965 Serial: 28

Description of Document:

Date: 07/23/03

Type : EC
Date 06/10/03
- To PORTLAND
From : PORTLAND
‘Topic:|

Reason for Permanent Charge-Out:
MOVE TO GJ SUB FILE
Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 45

Employee:

2523 -PO - HARS - 21

Time: 12:50

b3
bé
b7C
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Automated Serial Permanent Charge-Out
FD-5a (1-5-94)

Date: 06/18/03 Time: 12:22
Case ID: 253E-PD-47965 Serial: 29

Description of Document:

Type : EC
Date : 06/11/03
To : PORTLAND
From : PORTLAND
Topic: ~ b3
b6
Reason for Permanent Charge-Out: b7c

MOVE TO GJ SUB FILE
Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 7

Employee:

> S2e—Po - WA -39




Automated Serial Permanent Charge-Out
FD-5a (1-5-94) .

Daté: 06/18/03 Time: 12:23
Case ID: 253E-PD-47965 Serial: 30

Description of Document:

Type : EC

Date : 06/13/03
To : SEATTLE

From : PORTLAND
Topic: |

Reason for Permanent Charge-Out:

MOVE TO GJ SUB FILE

b3
Transferred to: b6
‘ b7C

Case ID: 253E-PD-47965-GJ Serial: 9

Employee:

2> Pe- HMUe s 29




Automated Serial Permanent Charge-Out

FD-5a (1-

Case ID:

5-94)

253E-PD-47965 Serial: 31

Description of Document:

Type
Date
To

From :

EC
06/13/03

: MINNEAPOLIS

PORTLAND

Topic:

Reason for Permanent Charge-Out:

MOVE TO GJ SUB FILE

Transferred to:

Case ID: 253E-PD-47965-GJ Serial:

Employee:

8

Date: 06/18/03 Time: 12:23

b3
bé
b7C

_ psze-ve-MaLsT 3

el




FEDERAL BUREAU OF INVESTIGATION A{}ﬁ 5y
SN

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 06/13/2003
_Bertland Attn: SA zgc
From: Portland 7 b7E
Squad 4
Contact: SA
Approved By: W
Drafted By: | |sdu5p,/
Case ID #: 253E-PD-47965 (Pending) »~3,’<
Title: | | ET AL; b6
NORDSTROM - VICTIM; b7C

ONLINE IDENTITY THEFT;
F.R.A.I.D. - SUBSTANTIAL INTERNET CONNECTION

Synopsis: Request assignment of co-case agent.

Details: Due to the volume of information obtained in this

investigation, and the need for additional leads and interviews
to be conducted, writer is requesting that SA
be assigned as a co-case agent in this investigation.

d
o ey \(Lb\

Q(/O b6

e

_ $£“qu§nbshé¥?3 - ) _— éift_{v) LTW?LHE'<358




253E-PD-47965-33
SDU:sdugr/

JI=

The following investigation was conducted by Sa isc
|at Portland, Oregon on June 11, 2003:
sa| | was in telephonic contact with
i i i , Washington, phone
numbexr on June 11, 2003.
was the assigned parole officer for
approximately 3 years ago. advised That he did not know
anything about | since he Ieft his superxvision, but did
recall that | [l
I |
did not know ifl was in contact with any b6
of his present clients, but did have a| |under b7cC

supervision that has veryv similar criminal historv asg

1]
[

ram] = foossmovTmoR ___  Twmow
€ach other.
[:::::::]is willing to provide information about[ | b6

essary, i;g
if there

1S someching sSpecific we are looking rox.

253 e -GS "33




Automated Serial Permanent Charge-Out
FD-5a (1-5-94)
Date: 06/17/03 Time: 17:23

Case ID: 253E-PD-47965 Serial: 34
Description of Document:

Type : FD302
Date : 06/13/03
To : PORTTLAND
From
Topic:

Reason for Permanent Charge-Out:
AGENT FORGOT TO PUT IT TO SUBFILE GJ. TRANSFERRED TO THAT SUBFILE.
Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 6

Employee:

b3
b6
b7cC

b6
b7cC




Al

(Rev. 01-31-2003) ‘ ‘

FEDERAL BUREAU OF INVESTIGATION ASCH
Precedence: ROUTINE Date: 06/13/2003
To: Portland Attn: ECT b6
b7C
From: Portland b7E
Squad 4
Contact: SA
Approved By:
Drafted By: :sdqgﬂ/
f L]
Case ID #:,253E-PD-47965 (Pending)- S5
Title: | | ET AL; b6
NORDSTROM - VICTIM - b7C
F.R.A.I.D. IDENTITY THEFT - ONLINE
Synopsis: Document late entry of valuable evidence.
Details: Evidence on the above case file, which is labeled 1B1,
was not submitted within 72 hours due to the following:
On Friday, June 6, 2003, a consent search of a vehicle
was conducted based upon information that | the bé -
owner of the vehicle, may be involved with the main subjects of b7cC
the above referen investigation. Consent to search was given
by | | to detexmi if there
was any evidence of identity theft in the car. was in
jail for bank fraud/identity theft at the time of the search.)
The vehicle had been sitting in a parking garage for 14 days
prior to the search and was going to be towed.
After a search of the vehicle, no identity theft
evidence was found; however ized with the intent
of turning it over to for b6
ing. S3| was able to telephonically reach b7C
the evening of June 6, 2003, however he refused to
accept the money. That same day, SA | placed the
$1000.00 in the tempox at the Portland Divisi On
Monday, June 9, 2003, yarole officer, was
telephonically contacted. also advised that she was
unwilling to accept the money for
On the evening of June 9, 2003, SA| |and SA zgd

| | returned the vehicle kevs tol |was
again asked to accept the money for |but refused.

e psse pp-47965-35




4

To: Portland From: Portland
Re: 253E-PD-47965, 06/13/2003

b6

advised thatl | |in restitution, and that she b7C

wants nothing to do with| |

After the vehicle search was completed, it was
determined that was not a suspect in this investigation
and that there was 1o evidence of criminal activity in the
vehicle. SA ileft the $1000.00 the temporary safe
until June 13, 2003, unsure of who can take custody of it. On
June 13, 2003, the $1000.00 was placed into evidence at the
Portland Division under this case file, as item 1B1l.

*"




Page 1 gﬁf}c

Msg. from i

From:
To: _
Date: 6/6/03 9:53AM

Subject: Msg. frorr:|

called this am to say he had to be out of town next week. 1told him that you were looking for him
late yesterday. He gave me a message for you regarding the money. | hope | have it all correct.

Itis ppinion that, if you believe it is and you have nothing to prove it is a crime, you can turn the
cash over 1o the probation officer and he can determine whether it should go to restitution or give it back to
the bank.

If you have any questions or need to talk to him|:|said to call him at home.

CC:

b6
b7C




® ®
- ASCH

FEDERAL BUREAU OF INVESTIGATION

FD-302 (Rev. 10-6-95)

Date of transcription 06/17/2903

On June 13, 2003, Special Agents (SAs) |

and | | sey&i’a Federal 'Grand Jury Subpoena, Unite
States District Court, District of Oregon, number| |dated
June 12, 2003, on r

| | Oregon l 7

The subpoena was served in person tol .
| | by sa with SA witnessing. A
copy of the subpoena is included in the 1A sectior}/of this file.

T:/500 | [A1B 01,303
Investigation on 06/13/2003 a Portland, Oregon
File # 253E-PD-47965=3(a . Date dictated  06/17/2003 {)AJ
w oA -

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.

b3
b6
b7cC




Fadd

FD-302 (Rev. 10-6-95)

1

® Asgy

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 06/16/2003

On June 13, 2003, Special Agent (SA) | and
sa| | served a Federal Grand Jury Subpoena, United
States District C Digtri reqgon., n dated

June 12, 2003, on

| | Oregon.

This subpoena was served in

person to |

by SA with s3]

witnessing the

transaction. A copy of the subpoena is included in the 1A section

of this file.

Z :1\30-10\[ |eam 16701 .30%

Date-dictated.  06/16/2003 ... ﬂj

Investigation on 06/13/2003 a Portland, Oregon
File # 253E-PD-47965 =37

SAa
by SA

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.

b3
b6
b7C

bé
b7C
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Record Request
FD-125 (Rev. 4-1-93)

D girth D Credit D Criminal D Death D INS I'__] Marriage* D Motor Vehicle D/(ftheri o

To

Buded

%

Retu

File number

PS3E PS4 7%S”

b6
b7C

Name and aliases-df subject, applicant, or employee, and spodse

Addresses
Residence

Business

Former

Jﬁf 97Q3é

*Date and place of marriage
(if applicable)

Race Sex Age Height Weight Hair Eyes
E] Male
[] Female

Birth date Birthplace h

Arrest Number

Fingerprint classification

Criminal specialty

Social Security Number

Drivers License Number

E] D/L Photo

[:] Other ~

_Specific information desired

,ﬁfszb’é éC,;, ,¢A;25:Z£L”ﬁj7- Ci./C;L,Jé;—

‘Results of check

i nas————

g
-

%Qt%wmszZQmeéﬁg&

DSRE-FD-Y7265 —»’738 |




FD-302 (Rev. 10-6-95) ‘ ‘ AS C % %

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription 706/18 /2003

Oon June 16, 2003, SA| | served a
Federal Grand Jury Subpoena, United States District Cg i ict
of Oregon, number | | dated June 12, 2003, on b3
b6
, i . , b7C
This subpoena was served via facsimile to the attention
of | | & copy of the
subpoena and the fax transmittal page is included in a 1A envelope
for this investigation.
Investigation on 06/16/2003 a Portland, Oregon (via facsimile)
File#”ZSBE‘—PD’-’47965""3? Date dictasted 06/18/2003._ W/
by SA b6
b7¢C

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.

Sonjpso=-82 - R
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FD-919 (Rev. 02-21-2001) A@S ? f

.

® ®

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/24/2003

To: Portland

b6
b7C
b7E

From: Portland
Conﬁgct:

Approved By:‘

Drafted By:

v

Case ID #: | | (Pending) b3
/ZS3E-PD—47965 (Pending) b7E

Title: VICTIM NOTIFICATION FORM

Synopsis: ET AL;

Reference: 253E-PD-47965 Serial 1

Details:

CAgtName: | | b6
PContact: Business b7cC
BusName Nordstrxom

BusEIN 000000000

BusAcct
VicFirN
VicMidN
VicLastN
SSAN
VicDate
VicDOD
VicMinor
DOB

Race

Sex
Addr
City
State
Country
Zip
Email
HPhone be
VWrkaddr:

VWrkCity: W?‘/ b7c
VWwrkSt : OR
VWrkCtry: US

20030424

€0 40 00 6 00 00 40 0 et e oo

e 00 o0 oo

o ee oo

9ERE-PD -H79 65 — 40

@ e

JUN 25 2003
FBI- PORTLAND

;




To: Portland From: Portland
Re: 06/24/2003

VWrkZip 97266
WPhone
VicPager
NOKFirN
NOKMidN
NOKLastN
NOKRel
NOKAddxr
NOKCity
NOKState
NOKCtxy .

NOKZip :

NOKHPho :

NOKWPho :
‘NOKPager:

GrdFirN :

GrdMidN. :

GrdLastN:

GrdRel

Grdaddr :

GrdCity :

Grdstate:

GrdCtry :

GrdZip

GrdHPho

GrdwWPho :

GrdPager:

PropRet :

TotLoss : 000000000
Lang. : EN
Disable

*

b3
b6
b7C
b7E

L T T L T 1Y
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Automated Serial Permanent Charge-Out
FD-5a (1-5-94)

Case ID: 253E-PD-47965 Serial: 41

Description of Document:

Date: 07/03/03 Time: 15:50

Type : EC
Date : 06/20/03
To : PORTLAND
‘From : SEATTLE

Topic:| b3

b6

Reason for Permanent Charge-Out: b7C

MOVE TO GJ SUB FILE
Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 20

Employee:

1'fv'**f,ffasaaq?prVTQkﬁgfluﬂ

——




Automated Serial Permanent Charge-Out
FD-5a (1-5-94)

Case ID: 253E-PD-47965 Serial: 42

Desc¢ription of Document:

Date: 07/03/03 Time: 15:50

Type : FD302

Date : 06/20/03

To : PORTLAND

From : SEATTLE

Topic: b3
b6
b7cC

Reaéqn.for Permanent -Charge-Out:
MOVE TO GJ SUB FILE
Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 19

Employee:

sz fo-Ulaes - O




(Rev. 01-31-2003) -

-

FEDERAL BUREAU OF INVESTIGATION ASCE !

Precedence: ROUTINE Date: 06/25/2003
To: Minneapolis Attn: Cyber Sguad
From: Portland
Squad 4
Contact: SA b6
‘ b7C
Approved By: u@) b7E
Drafted By: | Psdug%f/
Case ID #;53E-PD-47965 (Pending) — 43
Title: | | BT aL;
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET
Synopsis: Request delivery of subpoena.
Enclosure(s): One original subpoena | |with b3
attachments, two copies of the subpoenas with attachments, and b6
instruction sheet. b7c

Details: | | have obtained
victims identities and receilved credit cards in the victims name.
The victims are unaware of that a change of address has been
requested and a new credit card issued to the new address, some
of which have been identified as post office boxes. The credit
cards are used to purchase merchandise and department store gift
cards. These items are then returned for cash or sold to other
interested buyers.

During this investigation, a Visa credit card was used
to if om's. The gift card was created by
a Nordstrom employee, who has been b3
approving the return of fraudulently purchased merchandise to the
store for cash. |

Minneapolis is requested to deliver the enclosed
subpoena to| |

I |
[ ] The executed original subpoena should be returned to
the Portland Division, attention SA| | b3
b6
b7C

LiSQM]700ﬁ€03

2538-PD-77965-43
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To: Minneapolis From: Portland
Re: 253E-PD-47965, 06/25/2003

LEAD(s) =
Set Lead 1: (Action)
MINNEAPOLIS

AT MINNEAPOLIS, MN

Minneapolis is requested to deliver the enclosed
_cnhnaena Fnl

| The executed original subpoena should be returned to

the Portland Division, attention SA b3
b6
b7C
+*




Automated Serial Permanent Charge-Out
FD-5a (1-5-94)

. Date: 07/03/03 Time: 15:49
Case ID: 253E-PD-47965 Serial: 44

Description of Document:

Type : EC
Date : 06/18/03
To ¢+ PORTLAND
From : MINNEAPOLIS
Topiczl ) b3
b6
Reason for Permanent Charge-Out: “ b7c

MOVE TO GJ SUB FILE
Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 18

Empléyee:

e s e NS S Y
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Automated ‘Serial Permanent Charge-Out
FD-5a (1-5-94)

Case ID: 253E-PD-47965 Serial: 45
Description of Document:

Type : FD302

Date : 06/18/03
To. .: PORTLAND
From : MINNEAPOLIS
Topic:

Reason for Permanent Charge-Out:

MOVE TO GJ SUB FILE

JTransferred to:

Case ID: 253E-PD-47965-GJ Serial: 17

Employee:

f
: i

Daté: 07/03/03 Time: 15:49

2SBE O

bé
b7C
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION A .
'“55;(%13
Ty
- :
Precedence: ROUTINE Date: 06/27/2003
To: Portland
From: Portland
Squad 4 P b6
Contact: SA b7C
Approved By: Ig b7E
Drafted By: sdug?”
Case ID #: 253E—PD—47965‘¥5£}LQ (Pending)
Title: ET AL;
NORDSTROM -~ VICTIM;
IDENTITY THEFT - INTERNET
Synopsis: Request to opgﬁ”éub File TEL for toll records and ;’”‘)
subscriber information. . . kgi/
!4""'
Details: Several subscribers.and toll records have been -
requested for this investigation, separate from the Grand Jury
return of records. In particular, source reporting has provided
a large amount of telephone numbers in this case. The documents
returned should be directed to a Sub File for expedience and
organization; therefore, it is requested that Sub "TEL" be
opened.
Alll | received or b3
derived from Grand Jury material will be directed to the GJ Sub
File.
*" \ .
x'/(e,
A
N
@%’*k
ks?
4 \g’\‘d\'
4 ; 4 .
255 P-4 19%65~ Yl




(Rev. 01-31-2003)

L 4

Precedence:
To: Portland

Portland
Squad

From:

Contact:

FEDERAL BUREAU OF INVESTIGATION

ROUTINE

4

-
<

T
)

S
3
- g4t
»
s’
i

Date: 06/27/2003

SA

Approved By:

"

Drafted By:

Case ID #: 253E-PD-47965

*

g 203

Title: | |
N T

ROM - VICTIM;
IDENTITY THEFT - INTERNET

this investigation.

ET AL;

B

—(Pending) 4 /

Synopsis: Request to ope/n Sub File MC for Mail Cover documents.
7

Details: Several Mail covers were requested and approved for

The documents returned should be directed to
a Sub File for expedience and organization; therefore,
requested that Sub "MC" be opened for this investigatiom.

it is

4 /’/’é

e
& S

Pp-41965 47

'y
N e,

1

bé
b7C
b7E
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(Rev. 01-31-2003) |

FEDERAL BUREAU OF INVESTIGATION  AS )
Precedence: ROUTINE Date: 06/25/2003
To: Indianapolis Attn: Cyber Squad

From: /P6rgézzg .
Contact: Sa

Approved By:

. |sdusw//

Case ID #:,253E-PD-47965  (Pending) ~4[¢/

Drafted By: |

Title: | | ET AL;
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET

Synopsis: Request delivery of subpoena. ;?f:>

{
Enclosure(s): One original*subpoena' with Tt
attachments, one copy of the subpoena wz achments, and

instruction sheet.

Details: | have
fraudulently obtained persons identities and received credit
cards in the victims name. The victims are unaware of that a
change of address has been requested and a new credit card issued
to a new address, typically a post office box. The credit cards

[::::::;] in addition to others involved, utilize a
particular pay phone to copduct their criminal activity. The

persons being contacted by may be additional co-
conspirators in the criminal activity.

Indianapolis is requested to deliver the enclosed

The executed original subpoena shoCUId be recurned to the Portland
Division, attention SA | |

,ml?bog,,éo% oL ] S 2_55&'?@ ",L,/ 7?45 ‘-%/g ]

b6
b7C
b7E

b3
bé
b7C

b3
bé
b7C




To: Indianapolis gk:m: Portland .
Re: 253E-PD-47965, 06/25/2003

LEAD (s) :
Set Lead 1l: (Action)
INDIANAPOLIS

AT INDIANAPOLIS, IN

Indianapolis is requested to deliver the enclosed
subpoena tol |

| || I
Lﬂﬁﬁagﬁa—glould bhe returne O e Portland

Division, attention SA

*"

b3
bé
b7C




253E=-PD-47965 - - ASCE E

SDU:sdu

=

On June 25, 2003, Special Agent | |
received a letter from the United States Attorney, District
of Oregon, Michael W. Mosman, advising of the provisions set
forth under Rule 6(e), Federal Rules of Criminal Procedure
pertaining to this investigation.

On same date, SA| |acknowledged the
provisions set forth by signing and dating the letter. The
original is being returned to the United States Attorney's Office
for their record and a copy is being provided to the case file.

T<haLOBLi®3 - - - - - - - -

bé
b7C

8.

o

 2535-PD 4796541
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(Rev. 01-31-2003)

Precedence: ROUTINE Date: 05/12/2003
To: Portland
From: Portland

Squad 4
Contact: SA

Approved By: | Lﬂ\‘
'

Drafted By: ] sdu@/

Case ID $#: 253E-PD-47965 (Pending)

Title: ET AL;
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET

Synopsis: Follow up from meeting on May 9, 2003.

Details: On May 9, 2003, writer met with source to discuss
identity theft and obtain background information on subjects
involved. After the meeting, writer followed up on some of the
information to verify its accuracy.

I |(T.NTT\ has heen determined to

FEDERAL BUREAU OF INVESTIGATION @Oj/

e

b6
b7C
b7E

b6
b7C
b7D

b6
b7cC
b7D

w0z s aszweouis- 8O




To: Portland From: Portland
Re: 253E-PD-47965, 05/12/2003

It was later determined to be aL________r____J_ner the Portland
Police Bureau and the medical examiner. also remembered b6
that OUt LOr money. izg

is presently sharing a duplex with !
| NU), who lives in ithe other half of € duplex,
has been determined to bel |

social security number| [ The address of the duplex is
Oregon
97235,
P
b6
b7C
b7D
Source stated that most of the items, such as
b6
| b7C
b7D
Source stated that had an appointment at the b6
about a month and a b7c
half ago. While there,] [noticed an elderly b7D
~With OLficer| [Security, _who searched :records
for any reported theft during the time was at their
facility. |was unable to come up WI Y subjects, but
would keep looking through their records and contact writer with
any leads.
Source h h. i i i b6
b7C
b7D




To: Portland From: Portland
Re: 253E-PD-47965, 05/12/2003

ey. ontact was made wil

representative, who stated that the ATM systems
in that fashion to obtain money fraudulently.

Can ne

tilized

stated

that it has been done for many years by criminals, and is nothing

new.

The circumstances relayed by source about the

Portland Police Bureau.

Captain|

re very similar to the report filed with

the

relayed the
information to writer, which was identical to the story relaved

by source, with the exception of thel

specific detail not relayed by source.

Source has an

*"

bé
b7C
b7D

bé
b7C
b7D
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/25/2003

To: Portland Attn: ECT

From: /Pd%géigg .
Contact: SA

Approved By: | J“(

Drafted By: sdugr”
Case ID #3253E-PD-47965 (Pending)

Title: ET AL;
NORDSTROM - VICTIM
F.R.A.I.D. IDENTITY THEFT - ONLINE

Synopsis: Document late entry of general evidence.

\
\
|
Details: Evidence on the above case file, which is labeled 1B2,
1B3, and 1B4, was not submitted within 10 days due to the
following:
On Mav 9. 2003, source provided writer with a
| | | by one] | one of the subjects in
the above noted investigation. The source did not know what the

| another subject 1n this case. Source assumed 1t

At this time, the|
not entered into evidence. However, the 1s being placed into
evidence for potential future investigative value, as item 1B2.

On May 20, 2003, source provided writer with a
[ | Source stated that he/she put a

—investigative value, as item 1BZ.

On June 9, 2003, source provided writer with a| |

Ssm/peled3

— _ S —

b6
b7cC
b7E

bé
b7C
b7D

bé
b7C
b7D

252 PoM96S” 5)
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To: Portland From: Portland
Re: 253E-PD-47965, 06/25/2003

that could be of value by writer, and gave to writer to bé
examine. Source stated that he/she b7¢C
writer at a later date. Up review, Cthere were 1o | I b7D

Unfortunately, source hag not

| This| |is
being placed into evidence for potential future investigative
value, as item 1B3.

*




" Automated Serial Permanent Charge-Out

" FD-5a (1-5-94)
Date: -07/22/03 Time: 12:09

Case ID: 253E-PD-47965 Serial: 52
Description of Document:

Type : FD302
. Date : 06/30/03

-.-To. : PORTLAND
From : MINNEAPOLIS

Topic: b3
P b6
Reason for Permanent Charge-Out: b7C

MOVE TO GJ SUB FILE
Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 29

Employee:
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DSFErom: Minneapolis
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(Rev. 01-31-2003) . ‘ " o .

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/30/2003

To: Por/tKnd Attn: SA

Squad 3
Contact: FA

Approved By: P

T’%W By: : npg

Case ID #: 253E-PD-47965 B %Pending)

Title: ET AL:
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET

Synopsis: Lead from Portland to Minneapolis to serve subpoena.
Subpoena served 6/30/2003.

Enclosure(s): Original executed subpoena, and original and one
TDcopy of FD-302 of said service.

(JM Detalls Orlglnal and two copies of subpoena were received by

a8

®
S

o7 The original executed subpoena is to be returned to SA

/2003. Both copies were delivered to
the same day, as per instructions.

| | Portland Field Office.

Minneapolis investigation in this matter is complete.

[3] wpb-o02 EC

;ﬁ;?ﬁi‘é@>~\¥7fTKi:‘:S:3

bé
b7C
b7E

b3
b6
b7C




To: Portland From:" Minneapolis® ,

Re: 253E-PD-47965, 06/30/2003

LEAD (s) :
Set Lead 1: (Info)
PORTLAND
AT PORTLAND

Read and clear.

*




253E-PD-47965

SDU:sdu
1
On July 9, 2003, the following investigation was
conducted by SA b6
b7C
On July 8, 2003, telephonic contact was made with | I
rfice,

yManager for the Hollywood 42n_d,§§£_gggm§tatioz:;:w_gggwg;&g'wwm~
;ééé éE 42nd Avenue, Poftiand, Oregon 97213. [:::;:]advised that
SA could obtain a copy oOf theé dpplication for post
office| | This box was utilizegﬁgxl

n_March, 7

betwee 2003, and May, 2003.
on July 9, 2003. Sal spoke with]| bt the b6
Hollywood post office. |provided SA | with the b7cC

original application completed by and retained a copy for
their records. The applicati i :

entitled to receive mail af]
| The box was rented Dby] [from March, 2003, to May, S
2003. The original application is being sent to the 1A section

of this file.

:é%[?&og_/bg' A T T T e s 7&)5%£’QO- glﬂ*ak&:ﬁfﬁﬁf{ I
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FD-302 (Rev. 10-6-95)

-1-
FEDERAL BUREAU OF INVESTIGATION.

Date of transcription 07 / 08 / 2003 _

o | | was_interviewed at her place of employment, 23
c

B S o . G . s P o = i
After being advised of the identity of the interviewing Agent and
the nature of the interview,[::::fi]provided the following
information:

A

got a job with | | through a b6

b7C

] 1 filied ont an apnlication and listed two references:
| WA, known for 12 years, musician;

oAd] |..WA, known for 10 vears,
musician. | [listed hi ial rity.numnber as
and his phone number as At this time;

living at the| | Oxregon.
£
b6
b7c
™~
— II0C ILeCelve ally IIICOonIIg Ccalls WIIIIE CIlere, IIor ara Ie nave aiay
visitors.
b6
b7C
for using a Nordstrom's card, and that he would like his Job back
again. had asked in another letter that information
regarding nhis job status be relayed through | who is
believed to be |
started working again from May 20, 2003, through bé
June 16, 2003; however, he did not show up to work since that last b7cC

date. On | |

Investigation on 07/ 08 /2 003 a Portland, Oregon

File # 253E—PD—47965-—-€5:S\ ___ Datedictated 07/08/2003 .

b6
y
by SA " 7 | -

This document contains neither recommendations nor conclusions of the FBL. It i is the property of the FBI and is loaned to your agency;
1t and xts contems are not to be dxstnbuted outside your agency.
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FD-302a (Rev. 10-6-95)

253E-PD-47965

Continuation of FD-302 of  __| ,On 07 / 08 / 2003 , Page —
answering machine askina that thevl| |
house, L Oregon 97206. bé
In the message;] ] b7cC
were as follows:
b6
b7C

provided writer with a Y ofIIl time b6
sheets QuFIng BIS employment with]| a paper trom his b7c
employment application containing driver's licence photo,

the address tol land two IeET:lers to| | of

| dated 4/15/03 ana Z730703.




‘Automated Serial Permanent Charge-Out
FD-5a (1-5-94) .

Date: 07/22/03 Time: 12:17
Case ID: 253E-PD-47965 Serial: 56

Description of Document:

_Type : FD302
. Date : 07/08/03
To' : PORTLAND
From : INDIANAPOLIS
Topic: | b3
b6
Reason for Permanent Charge-Out: b7cC

MOVE TO GJ SUB FILE
Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 30

Employee:

7fi:fﬁ::::iwffwii?iwwfgxbgﬂ%kﬂjﬂk§;£ig,
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Automated Serial Permanent Charge-Out
FD-5a (1-5-94) .
Date: 07/22/03 Time: 12:18
Case ID: 253E-PD-47965 Serial: 57

Description of Document:

Type : EC

Date : 07/09/03
To : PORTLAND
From : INDIANAPOLIS
Topic: b3
b6
Reason for Permanent Charge-Out: b7cC

MOVE TO GJ SUB FILE
Transferred to:

Case ID: 253E-PD-47965-GJ Serial: 31

Employee:

S aS®ee-Y LS - ST




FD-302 (Rev. 10-6-95)

2t

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 7 [ 12 /72 003

| |was telephonically interviewed at her b6
place of employment,] | b7c
Oregon. After being advised of the nature of the interview and the
identity of the interviewing Agent, provided the following
information:
| has a[:::::::]account. During the month of bé
June, 2003, has been depositing checks in his personal b7c
account through ATM machines, which are drawn from the account of
To date, the checks have totaled $14,095.00.
Not only did| deposit| | into his account, but has now
overdrawn his account by
On June 2, 2003 i ephone call from
someone claiming to be irequested that a bé
I be b7C

sent to Oregon 97232. |
did not ITmmediately open the account because they were waiting on
further identification to be sent from| | Unfortunately, the

|stated that the checks written out by[ ] bé
look like L. Surveillance cameras also have b7cC
on

This deposit coincides with the deposit from
[account intol |account. | | did stated that

Based upon information from the Bureau of Motoxr Vehicles,
[ [believed that the real may reside at b6
re date of birth b7C

| stand 5'10" tall, and weigh 310 pounds .

| ladvised thatl| | for the
b6

— | |
| | b7E

Investigation on 07/11/2003 a Portland, Oregon (telephonic)

File # 253E=-PN-479 ﬁ‘q“"’cﬁ% Date dictated . 07/12/2003
=] —— 3 b6 .
by b7C

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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(Rev. 01-31-2003)

\ I,/j .

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 07/12/2003
To: Portland

From: Portland

Squad 4
Contact: SA . b6
b7C
Approved By: %u b7E
Drafted By: sdq@A//
Case ID #: 253E-PD-47965 (Pending)-
Title: ET AL;
NORDSTROM = VICTIM;
IDENTITY THEFT - INTERNET
Synopsis: Mail Cover information received on July 9, 2003.
Details: The United States Postal Service (USPS) provided writer
with mail cover information on three post office boxes rented by
| b6
b7C
Boxl |reCfiyed the following:
To: | From: vwﬁam WORLD
7B 9001
,OR 97208 hemla NY 11716
Class: STD
Box[::::]received ?Béjfollowing:
To: From: BANKCARD, USA, oo
7 5707 Llnderc Sanyon Road
|OR_ 97208 Wegtlake Viliage, CA
‘ 7 51382
Class: STD

BOxl :was closed on June 7, 2003; therefore, a mail
cover was not initiated on this box.

+*

pei93olees o 2538-PD-MAB-BA




253E-PD=47965
SDU: sdu

J=

On July 12, 2003, the following investigation was
conducted by SA| | b6
b7C
| |

|advised that the surveillance cameras in the

SpuJ9SORI3 o geag-pp-2\1905— (0

mall are only retained for two weeks at a time. The camera that
covers Mail & More would only have recordings back two weeks from
today. .

o




253E=-PD-47965

SDU:sdu
1
On July 16, 2003, SA conducted bé
the following investigation: b7¢
~ Pursuant to a federal search warrant, a phone bill for
an| |[Wireless account was obtained. _This account was
compromised by using the identity of and is believed
to have been used by | | One of the calls made on June
18, 2003, was to The| |
Y4 z
l b6
Oregon 97204, -telephone.] Was intervicwe b7¢C

at his place of employment, along with two female clerks.
was shown a photograph ofl and was asked if this person
recently opened a mail boxX T cility. Both clerks and

stated that the person in the photo looked familla:*_but_1
ey could not recall if he opened a box or not. The

The | |requires a photo ID to rent a box.
searched through the photographs of new box rentals and did mot
see a picture that resembled the photo shown to him. One of frhe
clerks made a color copy of the photo provided by SA
to keep at their store for reference. If the person in the photo
comes into the store, will contact SA| |

A copy of the photograph shown is being sent to the 1A
section of this file.

D (2806103 - o 35%8-P0 ~-119L5(g| ﬁi}
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FD-302 (Rev. 10-6-95)

-1-
FEDERAL BUREAU OF INVESTIGATION

p Date of transcription _ OZ / 1 57/ 2003

| | social secnuri bé

Y
number [.resides..atl WA p7e
986637 and_has_phone. number., Was o

T e

tefeﬁﬁgﬁfﬁgiiy interviewed on July 1Z, 2003. Arter being advised
of the nature of the interview and the identity of the interviewing
Agent,[:::::]provided the following information:

In June,rgQQQ*[:::::1;§Teive a male bé
claiming to be Mr. fromi | b7cC
Company . [ that | 1d not receive his
last mortgage payment, and told| :::Ffﬁé_éfaﬁ: amount that was
ﬁi::;:,The amount provided by is the _correct amount that

a

pays on his mortgage to |
che information must be incorrect and that %af?ent had already

been sent. [:;::::%;]stated that he would need to provide his
social security number, his middle name, and his mothers maiden

name so_that] could verify that he had the right
[dTd provide that information to an en
_started to become concerned about the informatTon he just gave out.

isted that] lgive him a call back number to reach

again. The number
did call this number back and it belonged to someone else
unrelated to the incident.

Fcllowinq,| | noticed something unusual at work.

[ | issues
Best Buy credit cards. While at work, noticed that a Best
Buy Mast h uested via the Internet on his credit
report. ontacted the phone number provided by
the applicant, which began with a are code, because they needed
more biographical information before 1issuing the card. The
applicant could not come up with the correct biogra?hical

information and the credit card was not issued. rought this b6
to his supervisors attention to look into further= b7C

_ After this incident was looked into,l was advised
that there was an attempt to reactivate several of his dormant
credit cards and open a new account, and send them to a new
address. JC Penny was contacted via telephone and a change of
address was requested. This card was not sent. Meier & Frank was
contacted, did send out a new card and[_____ |was charged on

Investigation on 07/14/2003 a Portland, Oregon (telephonically)

1 File # 253E-PD-47965—|p o) _ Datedictaed 07/15/2003

bé
b SA
Y 20 b7C

This document contains neither recommendations nor conclusions of the FBL 1t is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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FD-302a (Rev. 10-6-95)

253E-PD-47965

b6
__Page  —— b7C

Continuation of FD-302 of ,0n 07 / 14 / 20 0 3

this account. However, Meier & Frank is attempting to get the
surveillance tapeg covering the registers used for the three
purchases made on card. A Sears Master Card was not sent,
but a change of address was requested. A brand new account was
opened for a Nordstrom Visa card. This card was used to obtain
cash. A change of address for all of th r was submitted

and regquested to have new cards sent to
| |Oregon. believes that the only way this individual
could have obtained information on[ | dormant credit cards is

through some type of credit report.

Thig nnknown individnal attremnted to ngse the Nordstrom

bé
b7C

mMisse € 1ndividual by abou MInu :
back to pay in cash, since the visa was denied the previous day.

b6
b7cC

CTRe"gaTe gave his 2ddress as] L~
| WA..98104,,..phone

[ —Fer_—Trne snop manager, the male actuaIly IOOKEU SIMIIAL
to is a white male, brown hair, brown _evesg, 5'7", 160
pouTnlds. INe unknown male was a little taller than standing
at approximately 5'10".

[::;::]ggntaﬂted the Portland Police Bureau on June 16, bé
2003 (report and spoke with Officer[::::;;]about the , b7C
identity theft. also contacted the Vancouver Police

Defartment on June L7, 2003 (report| |. On June 21, 2003, i

contacted security at the !about the mail ]
OxX being used to receive credif cazds in His 1 . | who ;

had_been to the |facility looking for the pérsomn using
bo , was advised that no one had been back to pick up mail at
the box since June 18, 2003.

| was advised that the | | £or b6
renaire was vemicrered ta a | [ born | b7¢

.Oregon JWE5AT. ] [1s _5'4™"

tall and weighs 140 pounds.

AT
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-1-

FEDERAL BUREAU OF INVESTIGATION

Date of transcription ¥QZ/1'777/*2*003 -

Oregon 97232, phone |

] |'1.Lm.1_>_AN.|ﬂ:|_CLNU) ,
were interviewed at their place of employment,

Aftexr

being advised of the nature of the interview and the identity of
the interviewing Agent, the employees provided the following

information:

|voth recalled a

|attempting

to make aLpungase four weeks ago with a Noxrdstrom Visa, whj
ront ¢

denied. still had the receipt at the £
and !advised that the rea1| |came to
2003, Iooking for the male who attempted to u

oC I1LS

unter.
on June ,
credit card.

Apparently, missed the imposter by approximately 45 minutes.

As a group,

provided input

on their interaction with the male. and concluded that the male was

when he returns. The male was described as 5'8"=-5710", 155-170
pounds, brown hair, clean cut, approximately 40 years old, wearing

glasses. No one could determine the eye color.
wearing a hat and nice clothes, which is unusual for people driving

The male was

Investigation on 0 7/16/2 003 at Portland, Oregon

File # 253E;PD-47965——Q9ES

by

SA 7 i @v//

Date dictated 07/17/2003
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b6
Continuation of FD-302 of ,On 0 77/ 16 / 2003 ,Page b7cC
sale was unusual, is there to make money so they went ahead
with the repairs.
After the initial interview, all four persons were shown
a photograph of to see if that was the individual b6
purporting to bel] stated that they b7cC
were positive that the guy in the photo was € guy claiming to be
| |did not believe that the person in the photo was
the same one who was at| | stated that the person
claiming to be| had tighter skin, more smooth, a feature she
noticed about him.
[::::]provided SA | a copy of the sales b6
receipt, along with the signature used by b7¢C

repairs.

These items are being placed in the 1A section of

his

file. Additionally, a copy of the photograph shown to the[ |
employees will be included in the 1A section.




FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 07/18/2003
To: Portland

From: Portland
Squad 4

Contact: SA b6
b7C

b7E

Approved By:

Drafted By: Sduéﬂ/

Case ID #: 253E-PD-47965 (Pending)

Title: | | ET AL;
' NORDSTROM - VICTIM
IDENTITY THEFT - ONLINE

Synopsis: Return of evidence to King City Police Department.

Details: On May 14, 2003, |was arrested with b6
attempting to fraudulently open a bank account b7C
at West Coast Bank. Followi debriefing of was
coordinated through AUSA which was held on June 3, a
(P

2003. During the debriefing of writer was able to view
the evidence in the subjects' possession at the ti of arrest.
Upon the completion of the debriefing, Officer t King City
Pollce, requested that the FBI hold the evidence for a few days
since they would be back at the AUSA's office agaln and did not
want to transport the evidence back and forth. Writer agreed to
have the evidence stored at the Portland Division, and a chain of
custody was initiated.

On July 18, 2003, wrlter personally delivered the
evidence to the King Cj ment and conducted an
inventory with Officer Upon completion of the b6
inventory, Officer| | signed the chain of custody, returned b7cC
the original to writer and made a copy for King City Police
Department, and released writer of any further obligation for the
custody and control of the evidence.

The original chain of custody, an inventory list,
photocopies of the evidence, and police reports are enclosed in
a 1A for the file. Additionally, a CD containing digital
photographs of the evidence is enclosed.
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g%(?fo'j 3 A5 3 ? PD"' 479(96 (9)(-(




o ®

2t

FD-302 (Rev. 10-6-95)

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 70777 /71 2_. /72 0 03

b6
b7C

| a.k.a. was interviewed at
her place of employment,| | |
Oregon 97232 hone number is the manager
at After being advised of the nature of the interview
and tne raencities of the interviewing Agents, [:::::]provided the
following information:

On May 31, 2003, | | opened commercial mail b6
box]| | oregon. b7C
stated that he did not have any forms of identification except for

i?;ifll card, abQuL_Lhg_s;zg_gﬁ_an_;ndgz_ggﬁd which 1nd1cated that
0 eri [sEated that he was|

AL S5 ;| 1

Oregon 97 , phone number
also indicated on the application that two other individuals
would be receivina mail at that same box, (no
address) and | WA 98663,
phone number |

Since the mail box was opened, no mail has arrived for
The only incoming mail has been for bé
was initially picking up il every day until b7cC

approximately three weeks adgo. attempted to make a purchase
at at the | | s _denied the purchas

using a traudulent credit card. also advised thatT:ffz:]and
four of his friends had come to] |around that same
looking for | |stated thay fJadv1sed[:::::]
that his account being _used and that his account inrormation was
being directed to box | stated and his fou
friends waited in Tor an entire day hoping that

would show up, howeéve iever showed. Since that time
has not been back in to pick up the mail.

advised that th ig a lot of mail in box b6
still waitIng to be picked up. | also advised that she knew b7C
there was a problem with box sed upon what she was hearin

the customers talk about in described[:::fjas

a white male, thin build, approximately 578-5710", blue eyes, dark

hair, with a possible mustache.

Investigation on 07/11/2003 a Portland, Oregon

File # 253£E22:£12§5=10§5— Date_ dictated 792/12/2003 A@/

SA [244 b6 -
by SA b7C
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 07/17/2003

|__I | was interviewed at her place of
employment, | Orxregon, where

she works as the manager. After being advised of the nature of the
interview and the identity of the interviewing Agent,
provided the following information:

[ Jwas previoyaly intervieued on quly 11, 2003,
[;fffff?ng the renter of box At that time,
o

advised -that] jwas listed as the renter of box
wever, the reall jhad been at recently

claiming that he did not rent that box. | t
someone was using his identity to obtain Credit cards a OX

] When the box was first rﬁgggng::;;::]personally spoke
with the individual claiming to be e person came in to

description of the person claim e !durlng the July 1T,
2003, interview. At that time, stated that she would be
able to recognize the individual 1 e came back in to pick up the
mail.

On July 16, 2003, was shown a photograph of |
and was asked if this Iooked Jlike the individual who xe
oX and who was claiming to be stated the
uy in the photograph was the same person claiming to be
was suprised at the photograph and wondered how writer was
able to obtain his photo.

will contact writer if anyone comes in to pick up
mail at box in the near future. The box is paid for through
the -end of August, 2003.

Investigation on 07/16/2 003 at }?ortland, Oregon:

File # 253E4PD447965-360Q9‘ ___ Date dictated 07/17/2003 wm‘
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by SA
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it _and its contents are not to be dlstnbuted outsxde your agency.

SM{Q?Q§®3 777 - ,7:.7, “f_:'fffnv”_j_ S

bé
b7C

bé
b7C

b6

bé
b7C

b6 .
b7C

bé
b7C




FD-302 (Rev. 10-6-95)

1

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 07/14/29Q3

HM_LM&L&L&&@J&:Ewumwed
at

Oregon 97232.

The following Agents executed the Séarch Warrant:

SA
Sal

At approximatelv 1:30 p.m. sa |

advised the manager at

|
| of the

existence of the Search Warrant for|

ladvised that

the renter of that box has not been in to pick up their mail in

approximately 2-3 weeks.

Prior to the beginning of the search,

was provided

with a copy of the search warrant, was advised o;_th_ng;ents of

the warrant and what itewms were to be searched.
that the copy of the warrant was to be placed in

vas advised

The search was then conductgﬁ::fEEEEF:]pr i
| with the mail contained i . SA

then conducted the duties of the TVi%fnfe custodian, and prepared

an inventory of the itemg taken
copy of the inventory in along with the

was advised to leave a

Search Warrant.

The search was completed and the Agents left the premises

at approximately 2:00 p.m.

Investigation on 07/12/2003 a Portland, Oregon

mm#'QSBEEPD—47965fQ}a- ____ Date dictated
SA T
by SA

07/14/2003 QQ
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1

FEDERAL BUREAU OF INVESTIGATION

Pursuant to an autho

Date of transcription ] 07/ 14 [ 727070737

rized search warrant signed by United

States Magistrate DENNIS J. HUBEL, DISTRICT OF OREGON, UNITED

STATES DISTRICT COURT, on July
obtained from private mail box
Oregon:

11, 2003, the follow;ng_ltems_meje

One letter to

| from KROGER

One letter to _|_I..-IOUSEHOLD from SEARS

Two letters to

from NORDSTROM

Two letters to | ca
One letter to from
One letter to froml |DE
One letter to from SEARS
One letter to from MEIER & FRANK
One postcard to from MEIER & FRANK
One letter to from AT&T WIRELESS
Three letters to] | £rom KEY BANK
One letter to from PIER 1 IMPORTS
One letter to from PRIVACY GUARD
Tnvestigation on 07/12/2003 a Portland, Oregon
File # 253E-PD+472§5‘—&fZ Date dictated 07/14/2003

‘SA|
by SA

This document contains neither recommendations nor conclusions of the FBIL. It is the property of the FBI and is loaned to your agency;
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 07/18/2003
To: Portland

From: Portland
Squad 4

b6
Contact: SA b7C
Approved By: b7E
Drafted By: sdu§//
Case ID $#: 253E-PD-47965 (Pending)
Title: ET AL;
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET
Synopsis: Search Warrant executed at
Enclosure(s): Two certified copies of Search Warrant and two
certified copies of Application and Affidavit for Search Warrant.
b6

Details: A Search Warrant was executed at
Oregon 97232, on July 12, 2003. The b7c
Search Warrant was returned and certified copies were made at the

Clerk of Courts. Enclosed for the file are two certified copies

of the Search Warrant and two copies of the Application and

Affidavit for Search Warrant.
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003) -

Precedence: ROUTINE Date: 07/14/2003
To: Portland

From: Portland

Squad 4 ‘ b6
Contact: SA b7C
b7E

Approved By:

Drafted By: sdﬂgf//

Case ID #: 253E-PD-47965 (Pending)

Title: | | BT AL;
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET

Synopsis: Evidence from search.

Details: On July 11, 2003, a search warrant was issued for zgc
| | OR 97232. On July 12, 2003, /a

search conducted at] [for the items contained in

| L Following, several i1tfms of mail were seized which wexe

addressed to These items were

submitted info evidence as item 1B5. A €9py Of the mail is
attached for reference./7

The mail was from SEARS, AT&T WIRELESS, KROGER,
NORDSTROM, PIER 1 IMPORTS, MEIER & FRANK, KEY BANK, PRIVACY
GUARD, and BANK ONE, the bulk of which contained notices of
overdraft and pin numbers to accounts.

1 2 3
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\ \ Check Collection Dept.
. Pier 1 Imports
. . 301 Commerce Street, Suite 1000
Fort Worth, Texas 76102-4140

i1 imports

July 9, 2003

Dear

Thank you very wmuch for your recent patronage. Howevex, the check{s) listed
below was returned by your bank, unpaid.

Check# Check Dt Amount Sexv Fee Total Owed Reason Returned

ACCOUNT CLOSED

We realize this could be due to an oversight on your part or a bank error, and not
a 'willful disregard of this obligation. Please send your payment today for the
total amount due. We appreciate your cooperation in clearing up this mattexr, and
hope you continue to shop at Pier 1 Imports.

NOTICE: THIS CHECK HAS BEEN REPORTED TO SCAN, a check verification service.
Prompt payment will ensure deletion from the SCAN database.

Unless you notify our office within 30 days after receipt of this letter that
the validity of this claim; or any portion of it; is disputed, we will assume
that the claim is valid. If you do notify us of a dispute, we will obtain
verification of the debt and mail to you.

Sincerely,
LS1

Collection Depaxrtment (800) 326§-7640

Please make payment payable to Pier 1 Imports, and include your customer
ID numbe

Mail to: Check Collection Dept.
Suite 1000
301 Commerce St.
Ft. Worth, TX 76102-4140

THIS IS AN ATTEMPT TO COLLECT A DEBT, ANY INFORMATION OBTAINED WILL BE USED FOR THAT PURPOSE.
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. KCRC
PO. Box 30650 §
Salt Lake City, Utah 84130-0650 \§

NULICK 81* KE LFURNED CHECK

Jul 3
Account #1

.

We are currently holding 1 check totaling: $160.00
Our returned check fee results in an additional: $25.00
The TOTAL amount due is: $185.00
——  eeswwsnxAUTO ALL FOR- AADC 970 ’
‘ —— "llllllllllllllll"llllllllI"llllll"ll lIl'IllIl"lllllll” lllllllllllIll“|llll"lll“l“l““Illll“lllIllll“lllllllll
| KROGER CHECK RECOVERY CENTER b6 §
- PG o : PO BOX 30650 b7C
oy 35501 SALT LAKE CITY, UT 84130-0650
Please make payment payable to: FRED MEYER Please pay before: July 2i, 2003

Please return the top portion of this letter with your remittance - Thank You
Ch Check # Check Date Check Amount

This letter is to advise you that we have received the check(s) ‘indicated
above returned by your bank as unpaid.

We certainly understand that an occasional error does occur and we thank you
in advance for correcting this. matter promptly. Please remit payment in the
form of a CASHIERS CHECK or MONEY ORDER (do not send cash) in the envelope
provided within -(10) days of the date of this notice. For faster service,
you may visit our website at www.nationalpayments.com/kroger/, we can handle
your payment over the telephone by processing an automatic withdrawl from
your checking account or by charging your credit card. <¢Call our customer
service line today at (800)- 917-6484 to take advantage of these time -saving
options.

We appreciate your patronage.
Sincerely,

CHECK ‘RECOVERY CENTER
(800)917-6484

dl:1

NOTICE: Check(s) returned for insufficient or uncollected funds may be presented to your bank clectronically and deducted from your account, alongrwuh the returned
check feefs). Returned check data is also listed with the Shdred Check Authorization Network (SCAN) or TeleCheck and this action may prohibit you from cashing
checks With othér retailers, as well as with us, Once”payment-has beenreceived-in our- omoc this-data-will- bc removed.from.the. SCAN and“TclcChcck nctworks

BAKERS BELLMARKETS CALAFOODS CITY MARKET *DILLONS - FOOD 4 LESS - FOODS CO+ FRED MEYER
FRY’S * GERBES * HILANDER « KESSEL + KING SOOPERS * PAY LESS+-PRICERITE  QFC + RALPHS « SMITH’S
BARCLAY JEWELERS - FOX’SJEWELERS « FRED MEYERJEWELERS * LITTMAN JEWELERS
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Notice of Recurring Overdraft Service Charge
June 17, 2003

Questions about your account? Or, write us:

Call 1-800-KEY2YOU (1-800-539-2968)

According to our records, your account has been overdrawn since June 11, 2003 by the amount listed below. A
Recurring Overdraft Service Charge, in the amount of $27.50, has been assessed to your account. Additional
Recurring Overdraft Service-Charges will be charged every five business days until your account balance ¢
becomes positive (including the payment of all outstanding fees and charges). If you have not already dene so,
please make a deposit to your account to avoid additional Recurring Overdraft Service Charges. We will impose
this additional-charge for up to (but no-more-than) three-times-for each recurring overdraft: Thereafter,-we-will

—Vy |iRecurringzQverdra ~

KeyBank National Association
c¢/o Bank Support WA31-05-0239
P.0. Box 11500

Tacoma, WA 98411-5500

!

NSt A AT S L

take steps to close your Account.

Account status

Description

Charges to your account

~ Your ledger balance after charges deducted

To find out how to cover insufficient funds automatically with Cash Reserve Credit, please call 1-800-KEY2YOU

(1-800-539-2968).

nimea Mamhar FDIC
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s ATTN: OVERDRAFT RECOV

* 34 NORTH MAIN STREET
DAYTON, OH 45402

June 18, 2003

VAT

b6
b7cC

Balance due:
Date charged off:

Your account is still overdrawn as referenced above. As of this date, the account has been closed and collection
proceedings may be initiated.

If any direct deposits, automatic payments or automatic transfers are being posted to this account, please notify the
company or agency to cancel immediately. The Key Access and/or Key Money Master Money Card attached to this
account are no longer valid. Any check presented for payment on this account will be returned “Account Closed”.

Please remit payment today in the enclosed envelope provided for your convenience or contact this office immediately.

If you have any questions, please call Overdraft Recovery at (937)586-7445, or (800)539-0118. Our hours are
8:00 AM to 5:00 PM (EST) Monday through Friday.

Important Information About Your Account
Re: Account Number:
Yours truly,
\
\

Overdraft Recovery
Itr-£7

Detach Here

Amount Enclosed: bé
o S b7C

lhdlluhduuuuuudnulHundhdllhul
TTN: OVERDRAFT RECOVERY

KEVBANK

36 N MAIN ST

PO BOX 1803

DAYTON, OH 45401-1803

Itr-f7
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Cleveland, OH 44101-5885

W KeyBank
. - *  P.O. Box 93885 .
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Key E)‘ss Checking
Statement

June 25, 2003

I

Questions about your account?
1-800-KEY2YOU (1-800-539-2968)

Or, write us:

KeyBank National Association
P.0. Box 11500

Tacoma, WA 98411-5500

Enroll in Online Banking today at Key.com.

Access your available accounts, transfer funds and view your transactions right from your PC.

9 5?“‘ S PR
¥ m’%&”i&% ke ;5; :,,ﬁ “’%g T

iKeyiE

e 4
e eV a«m«&

Account title:|

Balance on Jun 2, 2003 ] $0.00
Additions - -
Deposits_
Deductions
Withdrawals
Service fees and charges _
Balance on Jun 25, 2003 B ’ $0.00

O-ir KeyNotes

Your account was overdrawn this period. Enjoy the peace of mind that overdraft
protection offers by calling 1-800-KEY2YOU (1-800-539-2968) for more information on
all of KeyBank's overdraft protection services.

Order Checks The Convenient Way

By Phone

Call 1-800-355-8123, to order new checks or accessories like leather checkbook
covers and address labels. Available 24 hours a day, seven days a week.

On the Internet

Order checks quickly and conveniently at Key.com or ClarkeAmerican.com. On
Key.com, sign onto Online Banking and Investing and select "Reorder Checks” on
the self-service menu,

Pawmay e

Lenoen Member FDIC

Page 1 of 3 7008
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CONSUMER ACCOUNT DISCLOSURES

The following disclosures apply only to accounts covered by the Federal Truth-in-
Lending Act or the Federal Electronic Funds Transfer Act, as amended, or similar state -
faws.

IN CASE OF ERROR OR QUESTIONS ABOUT YOUR ELECTRONIC TRANSFERS:

Calus at the phone number indicated on the first page of this statement, OR write us at
the address Kstad there, as soon as you can, if you think your statement or receipt is

J wrong or if you need more information about a transfer ksted on the statement or
receipt. We must hear fromyou no fater than sixty (60) days after we sent you the
FIRST statement on which the problem or error appeared,

o Tell usyour name and Account number ;

» Describa the error or trans{er that you are unsure about, and exphin as
clearly as you can why you befieve itis an emor orwhy you need more
information;

¢ Tellus the doflar amount of the suspected error.

If youtst us orally, we may require that you send us your compkint or question in writing,
within ten (10) business days.

We wil investxgate your comphaint and will correct any emor prometly. If we take more
than ten (10) business days to do this, we will recredit your account for the amount you
think is in error, so that you will have use of the money during the time it takes us to
complote our investigation.

COMMON ELECTRONIC TRANSACTION DESCRIPTIONS:

XFERTO SAV - Transfer to Savings Account

XFER FROM SAV - Transfer from Savings Account

XFER TO CKG - Transter to Checking Account

XFERFROMCKG - Transter from Checking Account

PMTTO CRCARD - Paymentto Credit Card -

ADV CR CARD - Advance from Credit Card )

Preauthorlzed Credits: if you have arranged to have direct deposits made to your
Account at loast once evety sixty (60) days from the same person or company, you can
calius at the number indicated on the reverse side to find out whether or not the deposit
has bean made.

IMPORTANT LINE OF CREDIT INFORMATION

Bitling Rights Summary: in case of Error or Questions About Your Biil: If you

think your statement is wrong, or if you need more information about a transaction on

this statement, write us on a separate sheet at the address shown on your statement as

soon as possible. We must hear from you no kater than sixty (60) days after we sent

you the FIRST statement on which the error or problem appeared. You can telephons
_us, but doing so will not preserve your rights.

Inyour letter, give us the following information:

¢ Your name and account number;

* The doflar amount of the suspected ertor;

» Daescribw the error and explain, if you can, why you bafieve there is an error.
lf you need more information, describe the item you are unsure about.

You do not have to pay any amount In question while we are investigating, but youare
stilt obfigated to pay the parts of your bill that are not in question. While we investigate
your question, we cannot report you delinquent or take any action to cofiect the amount
you question.

Explanation of Finance Charge: Your Finance Charge is cormuted onalicash
advances fromthe date each cash advance is made until we receive payment in full.
We tlgure the Finance Charge on your Ene of credit by applying the daily periodic rate to
the “Average Daily Balance" (Finance Charge Bakance) of your ine of credit including
current transactions. To get the average daily bakance we take the beginning balance of
your Ene of credit each day, add any new cash advances or debits, and subtract any
payments or credits, fees and unpaid Finance Charge. This gives us your daily balance.
Then we add up all daily balances and divide this totalby the number of days in the billing
cycle to get the average daily balance. Thenwe multiply the average daily balance by
the daily periodic rate times the number of days in the biling cycls. The Daily Periodic
Rate is figured by dividing the Annual Percentage Rate by the number of days in a year
(3657366 days).

CREDIT INFORMATION: If you beieve we have reported inaccurate information about
your account to a credit reporting agency, you may contact the credit repomng agency
or wite to us at:

Key Crodit Research Depaitment
P.O. Box 94518
Cloveland, Ohio 44101-4518

°| ~Please include your account number, a copy of your cradit report reflecting the-
inaccurate information, name, address, city, state, and zip code, and an explanation of
why you befisve the information is inaccurats.

b6

IR

BALANCING YOUR ACCOUNT

Please examine your statement and canceled
checks upon receipt.- Erasures, alterations or
irregularities should be reported promptly in
accordance with your account agreement.
The suggested steps below will help you
balance your account.

INSTRUCTIONS
0 Verify and check off in your check register each deposit,
check or other transaction shown on this statement.

@ Enterinto your check register and SUBTRACT:
¢ Checks or other deductions shown on our statement that
you have not already entered.
¢ The “Service charges”, if any, shown on your statement.

© Enter into your check register and ADD:
¢ Deposits or other credits shown on your statement that
you have not already entered.
e The “Interest earned” shown on your statement, if any.

TOTAL # 3

TOTALS |$

b7C
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SUMMARY OF MONTHLY CHARGES FOR ACCOUNT
HWireless Number

Questions?

—

ATsl
Wireless

o www.attwireless.com

* 1-800-888-7600

* 611 from your wireless phone
¢ TTY users - 1-866-4-AWS-TTY

Date of Invoice: 06/20/03
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.00 .00 .00 .00

—TOTAL AHOUNT \DUE, >~ RN

Your bitling cycle began on 05/19 and ended on 06/18.

Current Monthly Charges
Monthly Service Charges
Home Airtime Charges
Home Long Distance Charges
Messaging, Content & Application Charges
Roam1ng Charges
Other Charges and Credits
Taxes, Surcharges & Regulatory Fées
Total Current Month]y Charges DUE UPON RECEIPT

You can now pay your invoice online € www.attwireless.com \h/'\?t?’:' . -
e n

AT&T WIRELESS APPRECIATES YOUR BUSINESS E_(ontn:ndoeack.

Please Return This Portlon with Your Payment t,:118‘ x"

AT&T Wl reless * . Useof service and payment of this Involce Indicatés agreemént

(I

Questions?

* www.attwireless.com
e 1-800-888-7600

¢ 611 from your wireless phone
* TTY users - 1-866-4-AWS-TTY

Account Name

"ll'llllll"llll"llll’ll"llllll‘l‘ll‘llIllllllll‘llll"lll"
AT&T WIRELESS

P.0. BOX 78224

PHOENIX AZ 85062-8224

with the General Terms and Condttlons for wireiess setvice.

Check here for change
of address (see reverse)

»

vy

Account #
Hireless 1

Amount Due
UPON RECEIPT

Amount Paid $
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ATsl

@ ber Telephone Number i Wireless
| |

AT&T Wireless VoiceDial. You Speak. it Dials.

VoiceDial is the easy- and convenlent way to enjoy hands-free_calling. Just Dial # 121 from
your wu'eless phone, say; "Call John Smlth at work" and VoiceDial will place the call. It's

that stmple At $3.99 a. month VomeDtal is a great value and when you sign up you get

the FIRST MONTH FREE. "To sign up, visit us online at www.attwireless. com/ocs, dial 611 from
your wireless phone.or stop by your nearest AT&T Wireless Store. Thanks for choosing

AT&T Wireless.

Regulatory Programs Fee

The Regulatory Programs Fee helps to fund AT&T Wireless compliance with various government-
mandated programs. This is not a tax or a government required charge. It is an additional
monthly charge created, assessed and collected by AT&T Wireless. For more information and

a description of these government programs, please visit our website at:
http://www.attws.com/legal/rpf.htrg[
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IMPORTANT MESSAGES:
This invoice is different than future invoices as it covers a partial
billing cycle. Monthly service charges and included in plan minutes
have been prorated.

MONTHLY SERVICE CHARGES

.6/14/03 Through 6/18/03
‘MONTHLY. SERVICE - NATIONAL PLAN $74.99
CALL FORWARDING
\THREE‘NAY CALLING
;CALL WAITING
CS VOICEMAIL
,CALLER ID
‘NO-DETAIL -BILLING
EQUIP INS PREMIUM/FEE
AT&T 2-WAY. TEXT MSG $0.00

swatnr -

'REGULATORY PROGRAMS FEE E . ) o .

TOTAL MONTHLY SERVICE CHARGES o | y

HOME AIRTIME CHARGES

6/14/03. Through 6/18/03 -

Category Minutes Rate Charge
UNLIMITED NIGHT & WKND 150 .000 .00
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Account Name Date of Invoice
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Acéount Nﬁmber
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SUMMARY, OF CHARGES (CONTINUED) i 7 nd e |
200 ADDITIONAL MINUTES 200 .000 .00
INCLUDED IN PLAN 17 .000 .00
367 .00
TOTAL HOME AIRTIME CHARGES .00
MESSAGING, CONTENT & APPLICATION CHARGES
6/14/03 Through 6/18/03
tegory Mossages  Rate
SENT MESSAGES 2 .10
TOTAL MESSAGING, CONTENT & APPLICATION CHARGES
OTHER CHARGES AND CREDITS
DETAIL BILLING
ACTIVATION FEE
AT&T CONNECT CALLS - 27 CALLS
$26 ACTIVATION CREDIT
TOTAL OTHER CHARGES AND CREDITS
TAXES, SURCHARGES & REGULATORY FEES
FEDERAL TAX
STATE TAX
CITY TAX
911. EXCISE TAX
STATE ENHANCED 911
UNIVERSAL CONNECTIVITY CHARGE
.TOTAL TAXES, suacwuzess &; PEGULATOPY FEES
TOTAL CURRENT MON'IHLY CHARGES
2.’ Ead M"‘Q\\ mw\&,\%ﬁ“ \M{‘ﬁw\‘b‘{tﬁw ’\ Y ‘z\-.&-; '*?x\, ‘V\. NG W\.\ \"@.
{HOME A{Fslémgtéﬂ%l-ONE ms,a" ANCE CHARGES | »;?%;* o ii\ég;i%f‘ﬁs&ﬁ‘%& *%.ﬁ%j
) - Calls - ) . _Long .
Ref Date Time Number Called Calls To From: Minutes Air Dis@ance To;av
0001 6/14 4:58P WA PR 1 .00
0002 6/14 '5:09P WA PR 1 .00
0003 6/14 5:30P § WA PR 1 .00
0004 6/14 5:41P § WA PR 2 .00
0005 6/14 5:47P WA PR 1 200
0006 6/14 5:50P WA PR 2 .00
0007 6/14 5:52p WA PR 1 .00
0008 6/14 6:15P OR PR 7 .00
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‘te of Invoice

. ¥ Page
06/20/03 5 %
. ATsTl
Accounf ﬂrmbe . %\bﬂ‘ | Service User‘I Wireless
RET % SR LT R S 2 BNy O s S SAARE e DR T R % R %y ey pws»&s A T NI =
THOMEAIRTIMEAND LONG DISTANGE CHARGES (CONTINUED) s
Calls Long
Ref Date Time Number Called Calls To From Minutes Air Distance Total,
0009 6/14 6:48P PR 5 .00
0010 6/14 7:01P OR PR 2 .00
0011 6/15 12:23A PR 1 .00
0012 6/15 12:24A OR PR 1 .00
0013 6/15 12:47A WA PR 1 .00
0014 6/15 1:46A OR PR 1 .00
0015 6/15 8:43A OR PR 7 .00
0016 6/15 8:53A WA PR 2 .00
0017 6/15 8:57A WA PR 1 .00
0018 6/15 9:08A WA PR 2 .00
0019 6/15 9:24A.1 WA PR 1 .00
0020 .6/15--9:25A WA PR 1 - .00 ;
0021 6/15 9:26A WA PR 7 .00 i
0022 6/15 9:36A OR PR 2 .00 25
0023 6/15 10:01A OR PR 1 .00 ;
0024 6/15 10:17A PR 1 .00
0025 6/15 10:19A PR 2 .00
0026 6/15 10:25A OR PR 1 .00
0027 6/15 10:26A OR PR 1 .00
0028 6/15 10:31A 3 WA PR 1 .00
0029 6/15 10:45A 4 OR PR 2 .00
0030 6/15 10:47A 4 PR 2 .00
0031 6/15 10:49A | OR PR 2 .00
0032 6/15 10:51A 1 OR PR 2 .00
0033 6/15 12:47P | WA PR 2 .00
0034 6/15 12:56P WA PR 2 .00
0035 6/15 12:58P 1 WA PR 1 .00
0036 6/15 1:05P WA PR 1 .00
0037 6/15 1:06P WA PR 2 .00
0038 6/15 1:08P WA PR 1 .00
0039 6/15 5:29p WA PR 2 .00
‘0040 6/15 5:30P WA PR 1 .00
‘0041 6/15 5:31P | OR PR 2 .00
0042 6/15 5:33P OR PR 2 .00
0043 6/15 5:35P / OR PR 2 .00
0044 6/15 5:48P WA PR 12 .00
0045 6/15 9:46P OR PR 1 .00
0046 6/15 9:48P WA PR 2 00
0047 6/15 9:50P° WA PR 1 ;00
0048 6/15 9:54P 4 PR 2 .00
0049 6/15 9:56P 4 WA PR 3 .00
7 0050 6/15 10:02P PR e 0 il e .+ 00.
e e e 305146/15 10:03P OR-~PR~ 2~ . ~300";
0052 6/16 8:09A / OR PR 4§ .00
‘0053 6/16 8:14A WA PR 12 300
0054 6/16 8:26A OR" PR 9 400
0055 6/16 9:35A WA PR 1 100
0056 6/16 .9:36A WA: .PR 2 .00
0057 6/16 10:57A 4 OR PR 3 .00
0058 6/16 11:01A 4 OR PR 2 .00
0059 6/16 11:14A / O0R, PR 2 .00
0060 6/16 12:15P WA PR 2 .00
0061 6/16 12:17P WA PR 3 .00
0062 6/16 2:43P OR PR 1 .00
0063 6/16 3:17pP OR PR 1 .00
0064 6/16 3:17P OR PR 1 .00
0065 6/16 °3:27P WA PR 1 ) .00
0066 6/16 3:36P 4 OR PR 3 .00
0067 6/16 3:38P 4 OR PR 2 .00
.0068. .6/16. 3:53P ./ OR PR 7 .00
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ACCOUNT name vate or invoice raye 1
b6

, . 0/03 6
| | G o
I_Ad:mmr_&nnhar Telephone Numher  Service liser

Calls Long
Ref Date Time HNumber Called Calis To From Minutes Air Distance Total
0069 6/16 4:04P WA LV 1 .00
0070 6/16 4:05P WA LV 1 .00
0071 6/16 9:31P Lv 6 .00
0072 6/17 7:59A WA PR 2 .00
0073 6/17 8:01A WA PR 1 .00
0074 6/17 9:10A OR PR 3 .00
0075 6/17 9:13A OR PR 2 .00
0076 6/17 9:17A OR PR 4 .00
0077 6/17 10:48A OR PR 2 .00
0078 6/17 10:50A OR PR 3 .00
0079 6/17 11:05A PR 15 .00
0080 6/17 11:28A WA PR 1 .00
0081 6/17 11:44A OR PR 1 .00
0082 6/17 11:45A OR PR 5 .00 i
0083 6/17 11:51A PR 1 .00 H
0084 6/17 2:01P OR PR 6 .00 ;
0085 6/17 2:07P PR 2 .00 t
0086 6/17 3:44pP WA PR 1 .00 .
0087 6/17 3:45P WA PR 2 .00 P
0088 6/17 3:53P WA PR 3 .00 bE -
0089 6/17 5:26P WA PR 1 .00
0090 6/17 5:28pP WA PR 1 .00 b7C
0091 6/17 5:30P WA PR 1 .00 ’
0092 ‘6/17 5:45P OR PR 3 .00
0093 6/17 6:05P OR PR 2 .00
0094 6/17 6:17P OR PR 7 . --.00
0095 6/17 6:32P WA PR 2 .00
0096 6/17 6:33P WA PR 2 .00
0097 6/17 .6:35P OR PR 8 <00
0098 -6/17 6:43P OR PR 2 :00
0099 6/17. 7:08P PR 9 300
0100 6/17 7:25P OR PR 1 00
0101 '6/17 7:34P OR PR 2 ;00
0102 6/17 9:51P PR 1 <00
0103 6/17 .9:52P WA PR 3 .00
0104 '6/17 10:04pP WA PR 1 .00
0105 6/17 10:10P WA PR 1 .00
‘0106 -6/17 10:20P PR 4 .00
' 0107 6/17 10:24p WA PR 9 .00
i 0108 6/17 11:01P WA PR 4 00
N 0109 -6/17 11:47p WA. PR 1 00
g 0110 6/17 11:48p WA PR 1 .00 i
jo oo O111.16/17:.113 40P, WA...PR . ......l. R i1
i 0112 6/17 11:50P WA PR 1 .00 !
i 0113 6/18 12:00A OR PR 1 .00 i
! 0114 '6/18 12:04A OR. PR 1. .00 (AN
0115 ‘6/18 1:06A OR" -PR 1 <00
0116' -6/18 1:08A PR 1. <00
0117 '6/18 1:37A PR 1 .00 !
0118 6/18 2:05A OR PR 1 ..00 i
0119 6/18 2:17A OR PR 1 .00 i
‘0120 6/18 3:04A OR PR .2 .00 -
0121 6/18 9:27A WA PR 1 .00
0122 6/18 9:28A WA PR 1 .00
0123- 6/18 9:29A WA PR 2 .00 :
0124 6/18 9:31A PR 6 .00 !
0125 6/18 9:48A OR PR 1 .00
0126 6/18 10:09A OR PR 1 .00
0127 6/18 10:55A WA LV 3 .00
0128 6/18 11:06A WA LV 3 .00 -




_Btmun.LmuJLI Date of Invoice "%ge % b:]
Lo e : 06./03 p 7 o

. . ATsl
_Account Numbe i :
I Teleohone Number Service liser Wireless
o \'0_:66.\"’;"6 j-}._f;"}""} ‘.E "-N- Wn{?ﬂ*\."-’/v?ﬂoﬁ A & TN I W Rt Y
FHOMEATRTIME AND/LONG DIST ANCE.CHARGES Y commueo) % e
g . . Calls Long
Ref Date Time Number Called Calls Tor  From Minutes Air Distance  Total
o b6
0129 6/18 11:12A OR LV 4 .00 b7C
0130 6/18 12:27pP | LV 4 .00
0131 6/18 12:44p OR PR 1 .00
0132 6/18 12:48pP OR PR 2 .00
0133 6/18 1:01p WA PR 2 .00
0134 6/18 1:23p OR PR 1 .00
0135 6/18 1:50P OR PR 1 .00
0136 6/18 1:54P PR 1 .00
0137 6/18 1:56P PR 3 .00
0138 6/18 2:03P PR 1 .00
0139 6/18 2:10P WA PR 2 .00
0140 6/18 2:55P ‘WA PR 13 .00
0141 6/18 3:16P | PR 4 .00
0142 6/18 3:48P OR PR 2 .00 .
0143 6/18 4:19p WA PR 3 .00 :
0144 6/18 6:01P OR PR 2 .00 ¢
TOTAL HOME AIRTIME AND LONG DISTANCE CHARGES 367 .00 .00 . .00 :

CALL CHARACTERISTICS: S = Long Distance Service Billed Separately,
A = AT&T Connect Calls

CALL DEFINITIONS: PR = Portland, LV = Longview

AT AL S Ao RIS, ¢ R e >‘:°¢:”‘-’<$’~‘F SRIRRY SIS S

[ MESSAGING.  GONTENT & APPLICATIONCCHARGES i

ML NN,

Message Message
! Ref Date Time Message To Type Charge Ref Date Time Message To Type Charge
% . 0001 6/15 10:23A E-MAIL S .10 0002 6/15 10:24A E-MAIL S .10
‘ TOTAL MESSAGING, CONTENT & APPLICATION CHARGES 20

w Message Types:  R= Received Messages
S= Sent Messages
! I= International Messages

Times for Messaging, Content & Application charges are in your home time zone.

12311
IF YOU HAVE ANY QUESTIONS CONCERNING YOUR INVOICE OR SERVICE, LAST
PLEASE CALL OUR CUSTOMER CARE DEPARTMENT: 1-800-888-7600 - PAGE




MEIER & FRANK - é‘ﬁ?ﬁgﬁf\ .
CUSTOMER SERVICE U.S. POSTAGE PAID

P.O. BOX 66836 LORAIN, OH

ST. LOUIS, MO 63166-9868 PERMIT NO. 121

"l'll'lllllllllll"lllllllll”ll'lll”llllll'l'll(“lIIII("'

b6
Zb7C

B a1 L e e s T o

Dear Customer:

All of us at Meier & Frank want you to be served properly. QOur
records show you recently shopped in our Downttown Portland store. As
part of our continuing efforts to see how we are doing, would you please
tell us if the service you received at Downtown Portland was:

(Check ONE box)
Below O O O O Above
Expectations 1 2 3 4 Expectations

We would also be ;;leased to have any comments you may wish to makg;
£
D

Detach this card and drop in Thank you.

any mail box. Postage free. Bob Soroka

1N.1N1.NRRN 1A Chairman. Meior & Frank

H
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MEIER & @RANK

A DIVISION OF THE MAY DEPARTMENT STORES COMPANY

ACCOUNT TYPE ... -

IR

A Piease detach here and return the upper portion with your check or money order.

Thank you for shoppmg at MEIER & FRANK

JUN 08 MENS ACTIVE WALKSHORTS
JUN 08 FASHION WATCHES
JUN 0§ SMALL LEATHER GOODS
JUN 08§ GIFT CARDS
JUN 08 MENS KNIT SHIRTS
E MENS HOSIERY
PERRY ELLIS
MEN'S JOCKEY UNDERWEAR
JUN 1Y k. YOUNG MENS SHOES
MENS KNIT SHIRTS
JUN 1Y R MEN'S CLAIBORNE APPAREL
SLATES/LEVI STRAUSS
JUN 15 STERLING SILVER JEWELRY
JUN 15 % ESTEE LAUDER COSMETIC/TREAT
: LAUDER MEN'S FRAGRANCES
JUN 15 CANDY
JUN 15 KENNETH COLE
JUN 19 GIFT CARD RETURNS
GIVE THE GIFJT OF CHOJCE... A MEIER & FRANK GIFT CAkwo= -
AVAILABLE AT ALL) STORES, AT AMY REGISTER FROM
$10-#500: ORDER ANYTIME AT: WWW.MEIERANDFRANKGIFT$S.COM .
OR| CALL TOLL-FREE 1-800-L33-l22u. -

Meier & Frank Account Summary

L-0021582 X
BILLING QUESTIONS?  (503) 281-4797

To avo:d incumng additional fi inance charges W you may rermit your new balance in full within 25 days of the closmg date shown below W
- PREVIOUS BALANCE|:. *. % L !

. »= NEW BALANCE

This bill contains transactions through W

~- CLOSING DATE| PAYMENT DUE DATE
l Uh/E]M[IB' U?/IE/UBl

NOTICE: See reverse side for important information.

TOD/TTY (Text Only): (800) 358-9178

bé
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" " NORDSTROH ;ss (;OLORAD(; svccs&a )
P.0. Box 6589 :
NORDSTROM

Englewood, Co 80155-6589

June 23, 2003

0000212

‘ACCOUNT

Dea1 ]

We are writing in regard to the Nordstrom account opened in your name. If
the above-referenced account does not belong to yvou, please complete and
return the enclosed Fraud Information Report and Affidavit of Credit Card
Forgery in the postage paid envelope provided no later than 07/08/03. When
our investigation is complete, your help may be needed to prosecute the
person or persons responsible for opening the account.

It is advisable that you file a consumer statement with the credit
reporting companies to alert creditors to the fact that someone has
accessed your personal information without permission and is using that
information to commit fraud.

You may contact the credit bureaus by sending them a letter informing them
of the fraudulent activity and requesting they add the consumer statement
to your credit file. Include in the letter your name, address, home and
work phone numbers, social security number; date of birth; your signature
§nd a copy of your phone or utility: bill or a copy of your drivers

icense.

You may also receive a free copy of vour credit report from the credit
bureaus due to the fraudulent activity on your file, but you must request
it in writing. VYou may contact the credit bureaus at the addresses
enclosed with this letter.

Thank you for your patience and cooperation. ?leage contact us if you
have any questions on the status of the investigation.

Sincerely,

‘Nordstrom fsb

Investigations Department
1-866-563-4209

Enclosure (s)

.- SEE REVERSE SIDE FOR IMPORTANT INFORMATION

241000C001HFROD2FSN - 6256506240000212
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FRAUD&ENT ACCOUNT INFORMATION REPORT

Name:__ Account No.:

1 How and when did you discover that this account had been opened in your name?

2. Have any other accounts been opened fraudulently in your name? If so, please list by company and account
number,

Comp_any Name Account Number

3. Has your identification been lost or stolen? [ Yes [J No Ifyes, when?

Police Report Filed? [ Yes [ No
If Yes: City ’ Precinct . Case#

Please specify any identification or credit cards that were stolen.
Company Name Account Number

4, Are you aware of who may have had access to your personal information?

5. Do you have any suspicions as to who might have opened this account?:

Name(s)

Address(es) Street. 1 Phone # ( )
City, : State ] Zip Code
Reason:

6.  Please add below any additional information you may have.

~+-*-+-++ PIEASE INCLUDE A"COPY OF YOUR DRIVER'S LICENSE * * * * ¥

FAIR-02
Revised 4/97




co STAT)QIENT OF CREDIT CARD FORGERY

Please complete the attached FRAUDULENT ACCOUNT INFORMATION REPORT
and return it with this Statement.

Nordstrom Visa/Retail Account No.: )

I certify that I did not sign the application in question, nor did I have knowledge of said account.

I have not received, or expect to receive, any benefit or value, either directly or indirectly from the credit card(s)
issued as a result of this application.

The use of my name on the account was without my consent or knowledge. I have not withheld any
information concerning any possible suspect known to me.

I hereby authorize you to make such investigation as you deem necessary and agree to testify to the truth of any
or all of the foregoing before any competent tribunal, officer or person in any case now pending or that may be
hereafter instituted in connection with the matter contained in this declaration.

I hereby certify that I will furnish to Nordstrom fsb or any agents acting on its behalf any assistance neces-
sary to prosecute the person or persons who opened this account.

I DECLARE THAT THE FOREGOING IS TRUE AND CORRECT.

Primary Signéture

ADDRESS: _
(Street Address)

(City) ’ ’ (State) o - (Zip)

(Homé 15hohe) . 7 7 / ﬂ(Wo?rk 7Phonre)

* % % % * PLEASE INCLUDE A COPY OF YOUR DRIVER'S LICENSE * * #* * *

SCCF-TN
Revised 8/00
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P.0.Box 8734 , @ saniccone
Wilmington, DE 19899-873

3444 1 MB 0.218
b6
June 13, 2003 b7c
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Thank you for your recent application for a Visa Platinum credit card account with Bank One, NA.

In evaluating each application, one of our top priorities is to ensure that the named applicant is in fact
the person applying for credit. This process helps us protect the security of the named applicant and the
integrity of the application. To that end, we ask that you provide us with a copy of your most recent
documentation or statement for the items noted below:

Proof of address/original gas, water or elec. bill
Photocopy of your social security card
Proof of current address (e.g. gas, water, or electric bill)

Please return a copy of this letter with the requested information to us at the address noted above within
30 days of the date of this letter. When we receive this information, we will be pleased to continue our
evaluation. If we do not receive the information within the noted timeframe, we will assume that you
want us to discontinue the evaluation of the application.

We sincerely appreciate your understanding of our intentions, and we look forward to hearing from you.
If you have additional questions, please contact us at the address noted above or call us at
1-888-270-2127. We are available Monday through Friday between the hours of 8:00 a.m. and 8:00
p.m., Eastern Standard Time.

Sincerely,

Bank One, N.A.

The Federal Equal Credit Opportunity Act prohibits creditors from discriminating against credit applicants on the: basis of race, color,
religion, niational otigin, sex, marital'status, age’(provided-that the applicant has-the capacity-to enter-into a binding contract); because.all or
part of the applicant's income derives from any public assistance program; or because the applicant has in good faith exercised any right
under the Consumer Credit Protection Act. The Federal agency that administers compliance with this law concerning this creditor is the
Office of the Comptroller of the Currency, Customer Assistance Group, 1301 McKinney Avenue, Suite 3710, Houston, Texas 77010.
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NORDSTROH
PO BOX 6553
ENGLEWOOD , €O

NORDSTROM
PO BOX 6553
ENGLEWOOD , -CO

S
~on S 1 e

80155655353

" s

80155655353

PRESORTED
FIRST - CLASS MAIL
U.S. POSTAGE
PAID

SERVICE CENTER
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Your PIN, when properiy used, is des:gned to glve you added safety when usmg electromc
terminals that accept your card.

For maximum safety, follow these rules:
1. Memorize your PIN. Then, either destroy this form or file it in a safe place.

Do not carry your PIN in your wallet or purse along with your card.
Do not write your PIN on your card.

Only those persons authorized to use cards for your account should know your PIN,

LI SR

If your card is lost or stolen, or if you think an unauthorized person knows your PIN,
report it immediately.

. . R R UL TR I e YT pURy WS- W Rl . - R S

Tt % et mt Daa mca® s dmlmled - et

Your PIN, when propery used, is designed to give you added safety when using electronic
terminals that accept your card.

For maximum safety, follow these rules:
. Memorize your PIN. Then, either destroy this form of file it in a safe place.

2. Do not carry your PIN in your wallet or purse along with your card.
Do not write your PIN on your card.

Only those persons authofized to use cards for your account should know your PIN.

o r oW

If your card is lost or stolen, or if you think an unaulhorized person knows your PIN,
report it immediately.
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Your PIN, when propery used, is designed to glve you added safety when using electronic
terminals that accept your card.

For maximum safety, follow these rules:
1. Memorize your PIN. Then, either destroy this form or file it in a safe place.

Do not carry your PIN in your wallet or purse along with your card.

2

3. Do not write your PIN on your card.
4 Only those persons authorized to use cards for your account should know your PIN.
5

If your card is lost or stolen, or if you think an unauthorized person knows your PIN,
repon it immediately.
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Your Personal Identification Number (PIN) Is p7C

7

'IN, when properly used, is designed to give you added safety when using electronic terminals that accept your card.

uthorized to use cards

, follov these ules: 4. Only those persons a

ﬁr?in;zsﬁegn. Then either destroy this for your account should know your PIN.
rorfloitin a safo place. S. i your card Is fost or stolen, or if you think ar:t "
1ot canry your PIN in your wallet or purse unauthorized person knows your PIN, repo

g with your card. immediately.
10t write your PIN on your card. X
sactions are subject to cash availabilty and our approval, as disclosed in your Cardholder Account Agreemen

L

D T R R L L T PR L 2 P T S LAt

Your- Pe_rSoqal ‘ldeptifiéét_ién‘:Numbgt :‘('P.IN):fl‘s |

IS NUMBER, USED WITH YOUR NORDSTROM: 'RLATINUM: VISA CARD,.

LOWS EASY ACCESS T0 CASH 24 HOURS-A.DAY; 7. DAYS A WEEK.
ATM'S THROUGHOUT THE COUNTRY.. - - . . - .

Your PIN, when properly used, is designed to give you ;:dded safety When using electronic
terminals that accept your card,

For maximum safety, follow these rules:
1. Memorize your PIN, Then, either destroy this form or file itin a safe place.

2. Do not carry your PIN in your wallet or purse along with your card.
3 Do not write your PIN on your card, '
4, Only those persons authonzed to use cards for your account should know your PIN,
5

if your card is lost or stolen, or if you think an unauthorized person knows your PIN,
report it immediately,
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FD-302 (Rev. 10-6-95)

1

FEDERAL BUREAU OF INVESTIGATION

S,

Date of transcription 07 / 14 [ 2003

security number] Was 1n

social
s e v e &

TiewW Side: t
“—| Oreagon..97206. nhone number

After

| | I
l | Also present Mwas|
eing advised of the nature of

the interviewing Agents,

|never heard of

he interview and thg/identities of
provided the folloyang information:

nor does he have a bank

I1IOL Owil

account with them. [::::;:1does poTL_Qﬁfife box at the
| Approximate v _two months ago, had his car

In June, 2002, ]|

and at that

time |

reported to the police. |

| This incident was

[on a regular

basis.

| |will put a fraud alert on all of his -accounts and
will contact interviewing agents if any of these accounts have been
compromised.

253,-PF-F79¢ 5

Investigation on 07/11/2003 st Portland,

Oregon

Fie # 253E-PD-47965—"1\

SA
by SA

Date dictated 07 / 14/ 2003

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

dav/mer—

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

—

Date of transcription ~~_ Q7 /23/2003

| | social security

number | | resides atl | wa
98663, and has phone number | |telephonically
contacted SAa |on July 23, 2003, and provided

the following information:

| was contacted by the
Branch on July 22, 2003, and advised Ehat the person wno:;;;::]___
| | check
account that same day. The teller did not realize that a fraud
alert was placed on the account when the deposit was accepted.
There was also a notice to call 911 if the person came back into
the bank. Later that day, the person tried to withdraw
from the account. The teller asked the person for the passwora, a
requirement that| | placed on the account yesterday
morning. The person did not know the password and just walked away
from the teller and out of the bank. The teller did not call 911
because the person left the bank too quickly.

spoke w1th| |from| |

about the incident. ]is not sure 1if| | works in
the fraud department or not. | ] |
branch number is |

Investigation on 07/23/2003 a Portland, Oregon (telephonically)
File # 253E-PD~47965~" e~ . Date dictated 07/23/2003
by SA

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

/ Date of transcription 07 /18 /727070737
(protect identity), born | | zgc
| | social Security nuniber was debriefed at the 7D
1
'|_£__1_1_|ﬁ| | During this debrief, | [provided the
following information:
b6
b7cC
b7D
3
[l
b6
b7¢C
b7D
SoCeG 1T T 7100, 305 _
Investigation on 06/04/2003 a Portland, Oregon
File # 253E-PD-147796§,1 81-0 e Date dictated 07/17/2003
by SA bé
= — - - b7¢C

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency; '
it and its contents are not to be distributed outside your agency. A_ 4 l// ME /]/ i
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Wanted for Questioning

By the Portland FBI

Jeff Owen Ready

Most Recent Aliases: Kurt Kunze, Matthew Kidder,
and Michael A. Davis

Race: Caucasian Sex: Male
Date of Birth: 01/02/1960 SSAN: 543-82-7578
Height: 5’ 10” Weight: 160-170 Ibs.
Hair: Brown Eyes: Blue

Last Known Address:

929 Queen Ann Avenue North, Seattle, Washington 98104
1825 Nagle Place #213, Seattle, Washington

18225 52" Avenue #237, Lynnwood, Washington

220 11" Avenue, Seattle, Washington

Additional Information:

Ready is believed to have committed numerous identity
thefts, bank frauds, and credit card frauds in multiple states.
Ready is also known to change his appearance by dying his
hair, which is naturally graying, having facial hair or
shaving, and wearing hats. Ready usually dresses in nice
clothes, will sometimes wear glasses (not required) and
hats. Ready has used the Internet at local libraries to obtain
information on persons. Usually seen alone, Ready may be
with an ex-girlfriend believed to be Trina Walters a.k.a.
Jungwirth.

Last known vehicle used by
Ready was a 1985 Ford
Thunderbird, white or light
gray, with Oregon plate XRX
194, VIN
1FABP4637FA168627
registered to Charles E.
Wright from Trail, Oregon.

If you have information regarding Jeff Owen Ready, please notify the FBI immediately. If you have any further_
questions, please contact Special Agent Shelly Ulsenheimer at (503) 224-4181 D%:;]L

S 2538 -AD-YT65 -y
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On July 30, 2003, SA conducted igc

the following investigation:

Investigator for the Federal Public
Defenders Office, District of Oregon, 101 SW Main Street, Suite
1700, Portland, Oregon 97204, telephone number

contacted SA on behalf of

Public Defender ELor]| hdvised that would
be out of the office this week and would not be able €0 pxck up
the

advised that] [on behalf of

since| |was unavailable.

On July 30, 2003, at approximately 2:10 p.m., SA

| | and sA]| | brought the b6
| | at the Public b7c
Defenders office. | | signed the FD-597, accepted custody of

the| |on behalf ofl } and provided her business card.

A co of the executed FD-597 and the business card
provided by are being placed in a 1A envelope for future
reference in this investigation.

_SPw2AOfrgoz - 3536 PD-4905— 1D
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 07/29/2003
Vi L

I . ] ancial b6
security number | [(resides at] b7c
Oxe )7541,. and has phone number | [was
telephonically contacted, and after being advised of the nature of
the interview and the identity of the interviewing Agent,
provided the following information:

| |sold his | |, Qregon..license b6
platel | for in June, 2003. | !" 1 h r to a b7C
friend of] This "friend™ me | in

/ After discussion with[__]| [ / b6
| |agreed to help this "friemd" out. The car ¢ bic
ini¥ially belonged td | At the beginning of June, 2003,
agreed to sign the title, with the intent of reselling the
car to the friend for immediately after. After| |
signed the title over a € residence, | spoke
with the friend to make arrangements for the delivery of the car.
b7C
car. never saw _or spoke with the friend. ] !sEaEea
that he knew what the|_—L| were doing with the car, but still
helped them as a favor.

On June 25, 2003, received a parking ticket from bé
the] Tor the vehicle, which i ill in his b7¢c
name. The ticket number is and is for | The
ticket was issued at| [Ehought the title to the car
would to be changed over to the friends name, and that
would have done that by now.

Tnvestigation on 07/23/2003 a Portland, Oregon (telephonically)

File # 253E=PD-47965 = o _____ Datedictated 07/30/2003 9741/

by SA b6
b7C

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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On July 30,

2003,

advised that a second parking

ticket had been issued in|

| The ticket number is

told otherwise.

will not tell the' hha is goina on unless
he can be reached at

|
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 70 7 /;l_? /2 003

I social e
security number] | was interviewed at the i;g
Oregon. [:::::]was furnished with an
T orm . was asked to follow along as it was
read aloud to him. [:::::::btated that he understood his rights and
signed the Advice of Rights form.
J;::::::]stated that he metL lat_the b6
at is the only place where ' b7cC
never saw credit cards or persomal IMation on lox b7D
any of his associates. was aroundl lJand his friends
little to no time at all. ere ig gome affiliation with

[::;::;]can only assume that Pnd his group _ar bé
merchandise. There are some things going on_with b7cC
would

but only a few people would know about it. b7D

b6
b7C
b7D

Investigation on 07/16/2003  at Oregon b7D

Fie# 253E-PD-47965 1 | _ Dateditted  07/17/2003
T3] e b6 -

by SA , f&ﬁ/ b7C

This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned to your agency;
it and its contents are not to be dxstnbuted outsxde your agency
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Continuation of FD-302 of _ ,On 07 / 16 / 2003 _ Page
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All yvou have to do is have someone with a business

bé
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and move on. All the people] ' [
documents are now in jail or retired.
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Date of transcription _O 7 /_0_9_ / Z_Q_O_ 3

D

| social securlty b6
number | [ was Tnterviewed at her place of residence, Z;c
IOregon 97232. After D

being advised of the identities OFf the Interviewifig™Agents and the

nature of the interview, Iprov1ded the following information:
| : | 1NU) through her b6
I [moved in with| |in their :;g

The address was
Oregon 97236, phone number
[ Znother| [ (LNU) . lived there as well. ] |

S\
.

| Nad some Of Nler persona € I p
Idencitication, credit cards, as so forth.

Durlng[:::::::] stay, _lto open a post b6
| b7C

office box in her n to add]| to the

users of the box. !was unsure it | fas the coxxect b7D
name or not, but is was a Mexican or Spanish like name.)

told lbusiness on the

house while she lived there, however, | [did talk

about getting one.

At the request of] r_|opened a post office box b6
on or nea | in thg area in a little :na.'l.J...___I b7C
The box nu | once| lopened the box, b7D

A few davs later, | |[(LNU) told

[of the box, however,

| |noticed that it was already added.

Investigation on 07/09/2003 a Portland, Oregon

File # 25 EéPD—47965"’1-% _ Date dictated 07/09/2003 )

E7 — b6
by SA b7C
This document contains neither recommendations nor conclusions of the FBL 1t is the property of the FBI and is loaned to your agency;
it and its contents are not to be dxstnbuted outsnde your agency
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Continuation of FD-302 of

,0

n07/09/2003

, Page

phone number Lo activate the cards. ]|

]did not Xnow what Cto do

I

Tdstrom, one for |

At the apartment, !recalled| lgetting two pair
m NO

and one for

got the|

since she did

could be receiving c
le to determine this when she asked

of]|

110 av
[ where
| as ab

lback to close the account.

edit cards.
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(Rev. 01-31-2003)

® o

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/04/2003

To: Portland

From: Portland

Squad 4
Contact: SA

Approved By: %;¢%7//‘

Drafted By: sdus@///

Case ID #: 253E-PD-47965 (Pending)

Title: |

| BT AL;

Synopsis: Mail Cover information received on July 17, 2003.

Details:

NORDSTROM - VICTIM;

IDENTITY THEFT - INTERNET

The United States Postal Service (USPS) provided writer

rw;th_ma;l_ggxer information on two post office boxes rented by

Box received the following:

ToO:

Class: 1st

Postmark:[::::::::] June 27, 03

Box received the following:

To: From: MERCHANT BANKCARD.COM
27555 knel..Road
Temecufla, CA.22591

91362
Class: 1st " N

*

S RN TS @03

Do/ il

. 3538-PD=4TwS~T9
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FBI Portland
From: | _ _
To: “FBI Portland" <portland @fbi.gov>

Sent:

Subject: RE

Fridaw_Au

1st 01, 2003 8:32 A

A

Flyer (F

Morning! I will forward this out. We'll see you ami:lin a couple of weeks... dp

-----Original Message-----
From: FBI Portland [mailto:portland@fbi.gov]

Sent: Friday, Augu

To
Subject lyer (FA

st 01, 2003 7:45 AM

s up at a bank, I'm sure she wou

rd this attachment to thel |[membership. |:F|is someone S
P/ould like to locate and speak with. If he show.
a

ppreciate a phone call.

Also, | am hoping to.bring a guest to the next:|meeting. SA|

Inay be handling

our bank fraud cases and is a new agent to the Portland Field Office. May | have permission to bring
SA_ o the next meeting?

s53e- (- 9% —FV

8/5/2003
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FEDERAL BUREAU OF INVESTIGATION

(Rev 01-31-2003)

Precedence: ROUTINE Date: 06/25/2003

To: Las Vegas Attn: Sguad 3

From: Portland

Squad 4

Contact: SA
Approved By: éﬂh’/@%ﬁ”i/
Drafted By: | [sdu
Case ID #: 253E-PD-479665 ‘Pending
Title: | | ET AL;

NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET

Synopsis: Request liaison with Silver Legacy Casino.

Enclosure(s): Photos of

Details: | a subject of the above captioned
investigation, fraudulently obtains credit cards and assumes the
victim's identity for a short duration. [____ ] continually uses
different identities, however, he has recently opened a bank
account in the name of and 1s using the identity
of | |

A fraud alert was issued on August 1, 2003, regarding
notifying banks and department stores in Washington and

Oregon that is wanted for questioning by the Portland
Division. On August 5, 2003, writer was contacted by a local
bank employee who stated she was at the Silver Legacy Casino on
July 31, 2003, having dinner and thought she saw[ﬁ::f::] The bank
employee wa ating dinner between 6:30 p.m. and 7:30 p.m. when
she saw[:::f:fwalking with a blonde female through the Silver
Legacy. ino towards the El Dorado casino. The person believed
to be was wearing a black hat, a black long sleeved shirt,
and white pants. [:::fjxﬂas accompanied by a blonde female, and
may have had other "younger" people with them. The bank employee
remembered him after looking at the flyer, because the person in
the casino had the same black hat on, and was very arrogant.

Las Vegas 1s reqguested to liaison with the Silver
Legacy Casino and inquire if they still have surveillance tapes
for July 31, 2003, from approximately 6:30 to 7:30 p.m. If so,

b6
b7C
b7E
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b7C




To: Las Vegas From:

Re: 253E-PD-47965,

Portland . . ¢

06/25/2003

determine if FBI or Silver Legacy personnel can review the tape

for a person fitting the description of

If there is a

tape of[ ]| determine if a still photo can be made of the
subject and forward it to the Portland Division. If a subpoena
is needed, please contact writer to provide one.

Attached for FBI and/or Silver Legacy Casino are

photographs of

that were distributed in the fraud alert.

b6
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To: Las Vegas From: Portland
Re: 253E-PD-47965, 06/25/2003

LEAD (s) :
Set Lead 1: (Action)
LAS VEGAS

AT LAS VEGAS, NV

Las Vegas is requested to liaison with the Silver

Legacy Casino and indquire if they still
for July 31, 2003, from approximately 6
determine if FBI or Silver Legacy perso
for a person fitting the description of
tape of determine if a still pho

have surveillance tapes

:30 to 7:30 p.m. If so,

nel can review the tape

If there is a

"0 can be made of the

subject and forward it to the Portland Division. If a subpoena
is needed, please contact writer to provide one.

*"
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July 1, 2003

Nordstrom
12000 SE 82nd Avenue
Portland, OR 97266

RE: Case Number 253E-PD-47965

Dearn

U.S. Department of Justice

Federal Bureau of Investigation AC S ? ‘3

FBI - Portland

Crown Plaza Building

1500 Southwest 1st Avenue, Suite 400
Portland, OR 97201

Phone: (503) 224-4181

Fax: (503) 221-3011

Pursuant to federal law, Nordstrom is entitled to certain rights as a victim of a federal crime. These
rights include notification of the status of the investigation.

We would like to.make you aware of the victim services that may be available to you and to resolve any
questions you may have regarding the criminal justice process throughout this investigation.

The enclosed information provides instructions for accessing the Victim Notification System Call Center.

Yoummmmﬁlumber (ID) and Personal Ident1ﬁcat10n Number (PIN). Your ID
" is]

This investigation is continuing. You will be notified when an arrest has been made or prosecution has

been declined.

The Victim Notification System (VNS) is designed to provide you with information regarding the status
of the investigation. You may use the Victim Identification Number and Personal Identification Number
(PIN) which has been assigned to you to telephone the VNS Call Center (1-866-DOJ-4YQU¥) or (1-866-
365-4968*), TDD/TTY users call 1-866-228-4619, and obtain the current status of the investigation. In
addition, you may call the toll-free number and speak with an operator to update your contact information
and/or change your decision about participation in the notification program. If you do not have these
identification numbers and wish to access the Call Center or have other questions which involve this
matter, please contact the office listed above.

Sincerely,
William R. Treseder
Chief Division Counsel

By: | |
Victim Specialist

*For international callers, 1-502-213-2767.

1 - Addressees (2)

a°

2 - Portland (]

V4
\(¥253E-PD-47965)

s

JUL 08 2003
FBI- PORTLAND

63!" ~PD- Y1465 - 2%
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U.S. Department of Justice

Federal Bureau of Investigation

FBI - Portland

Crown Plaza Building

1500 Southwest 1st Avenue, Suite 400
Portland, OR 97201

Phone: (503) 224-4181

Fax: (503) 221-3011

July 1, 2003

RE: Case Number 253E-PD-47965

Dear]

Pursuant to federal law, you are entitled to certain rights as a victim of a federal crime. These rights
include notification of the status of the investigation.

‘We would like to make you aware of the victim services that may be available to you and.to resolve any
questions you may have regarding the criminal justice process throughout this investigation.

The enclosed information provides instructions for accessing the Victim Notification System Call Center.
You will need a Victims Identification Number (ID) and Personal Identification Number (PIN). Your ID

is| |

This investigation is continuing. You will be notified when an arrest has been made or prosecution has
been declined.

The Victim Notification System (VNS) is designed to provide you with information regarding the status -
of the investigation. You may use the Victim Identification Number and Personal Identification Number
(PIN) which has been assigned to you to telephone the VNS Call Center (1-866-DOJ-4YOU*) or (1-866-
365-4968%), TDD/TTY users call 1-866-228-4619, and obtain the current status of the investigation. In
addition, you may call the toll-free number and speak with an operator to update your contact information
and/or change your decision about participation in the notification program. If you do not have these
identification numbers and wish to access the Call Center or have other questions which involve this:
matter, please contact the office listed above.

Sincerely,
William R. Treseder
Chief Division Counsel

By:

Victim Specialist

*For international callers, 1-502-213-2767.
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Automated Serial Permanent .Charge-Out
FD-5a (1-5-94)
Date: 11/18/03 Time: 11:35

Case ID: 253E-PD-47965 Serial: 83
Description of Document:

Type : OUTLET

Date : 07/28/03 ' ’
To :I I - . . ' b6 §
From : PORTLAND . b7cC
Topic: VNS INFO TO VICTIM BANK. AND VICTIM TELLER

Reason for Permanent Charge-Out: v v

REMOVED PER

Employee:
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‘ ' Page 1 of 1
FBI Portland
From: | b6
To: <portland @fbi.gov>; <seattle@fbi.com> b7cC
Sent: Tuesday, August 05, 2003 10:26 AM
Subject: |
Want to pass thi§ information onto you. In 2000 we had an account for
| His information that he used to open an account at our
[office follows: / b6
b7C
ACCOUNT NUMBER
STATUS OPEN o
TAXID S | [5 -
DATE.ORENED._..07-05-2000.
HOME PHONE_| b6
DATE CLOSED.__08-10-2000 b7C
BUS
PHONE | _ 1
~BRANCH PRIM OFFICER | [FC
/ SEX MALE MAIDEN NAME ( othar
BIRTH [ | b6
} DRIVERS LICENSE b7cC
; AVP
Security/ Loss Prevention
b6
b7C
— (a %b\ 8/5/2003
: 253ETP-T776¢




U.S. Department of Justice

Federal Bureau of Investigation A

FBI - Portland

Crown Plaza Building C S ? -E
1500 Southwest 1st Avenue, Suite 400

Portland, OR 97201

Phone: (503) 224-4181

Fax: (503) 221-3011

July 28, 2003

bé
b7C

RE: Case Number 253E-PD-47965

Dear

Pursuant to federal law, you are entitled to ceitain rights as a victim of a federal crime. These rights
include notification of the status-of the investigation.

This investigation is continuing. You will be notified when an arrest has been made or prosecution has
been declined.

We would like to make you aware of the victim services that may be available to you and to resolve any
questions you may have regarding the criminal justice process throughout this investigation.

The énclosed inforination provides instructions for accéssing thé Victim Notification Systemn ‘Call Céiiter.
You will need a Victim Identification Number (ID) and Personal Identification Number (PIN). Your ID
is | | b6
b7C

The Victim Notification System (VNS) is designed to provide you with information regarding the status

of the investigation. You may use the Victim Identification Number and Personal Identification Number

(PIN) which has been assigned to you to telephone the VNS Call Center (1-866-DOJ-4YOU¥) or (1-866-

365-4968*), TDD/TTY users call 1-866-228-4619, and obtain the current status of the investigation. In =
addition, you may call the toll-free number and speak with an operator to update your contact information

and/or change your decision about participation in the notification program. If you do not have these

identification numbers and wish to access the Call Center or have other questions which involve this

matter, please contact the office listed above.

Sincerely,
William R. Treseder bé
Chief Division Counsel b7c
By:l |
Victim Specialist
m

*For international callers, 1-502-213-2767. JUL 29 2003

XV FBI- PORTLAND
1 - Addressecs (2) v i
2 - Portland ¥253E-PD-47965) | L0 | b3
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U.S. Department of Justice

Federal Bureau of Investigation

FBI - Portland

Crown Plaza Building

1500 Southwest 1st Avenue, Suite 400
Portland, OR 97201

Phone: (503) 224-4181

Fax: (503) 221-3011

Tuly 28, 2003

bé
b7C

RE: Case Number 253E-PD-47965

Dear

Pursuant to federal law, you are entitled to certain rights as a victim of a federal crime. These rights
include notification of the status of the investigation.

This investigation is continuing. You will be notified when an arrest has been made or prosecution has
been declined.

We would like to make you aware of the victim services that may be available to you and to resolve any
questions you may have regarding the criminal justice process throughout this investigation.

~“Theenclosed information provides instructions for atcessing the Victim Notification Systetn Call Centet.
You will need a Victim Identification Number (ID) and Personal Identification Number (PIN). Your ID
is | | bé
b7C

The Victim Notification System (VNS) is designed to provide you with information regarding the status
of the investigation. You may use the Victim Identification Number and Personal Identification Number
(PIN) which has been assigned to you to telephone the VNS Call Center (1-866-DOJ-4YQU¥) or (1-866-
365-4968%), TDD/TTY users call 1-866-228-4619, and obtain the current status of the investigation. In
addition, you may call the toll-free number and speak with an operator to update your contact information
and/or change your decision about participation in the notification program. If you do not have these
identification numbers and wish to access the Call Center or have other questions which involve this
matter, please contact the office listed above.

Sincerely,
William R. Treseder bé
Chief Division Counsel b7C

By:| |
Victim Specialist

*For international callers, 1-502-213-2767.




b6
Page 1 Lh7C

From:
To:
Date:
Subject:

Hi

- Victims 1

7/17/03 9:41AM

Victims

Here are two more victims of identity theft for-263E-PD-47965:

Thanks,

bé
b7C

bé
b7C




253E-PD-47965

SDU:qu§r/

[

The following investigation was conducted by SA

AT PORTLAND, OR:

| | investigator for Target, had been
searching for several specific purchases of electronics made by

in Anril. 2003, Rased upon information provided by
the purchases were suspected

to be fraudulent.

[ lwas unable to determine if the purchases were
fraudulent, but did f£ind several suspect purchases, one of which
was a check that was rejected three times at the checkout. On
July 14, 2003,[:::::]provided writer with a copy of these
purchases for reference. These printouts are being placed in the
1A section of the file. ’

o 2536.PD-4T1905"38

bé
b7C

b6
b7C

bé
b7C




253E-PD-47965
SDU:sdu

AT PORTLAND, OR:

The following investigation was conducted by SA

On July 24,

l=

2003, | dropped off a check for SA
| writtenm out to | |

forged by

ount. The check is believed to have been
Along with this check, dropped off a

letter from

On August 1, 2003,‘ |dro ed off another check
written out to | |£rom the |checking

account. This check was given to SA [To use for this
Both checks and the letter are being placed in

investigation.

the 1A section of this file for future reference.

" Soe- ;’:/?70‘/1 Z"OB' ) c

b6
b7C

b6
b7C
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION .

Precedence: ROUTINE

To: Portland

From: Portland

Date: 07/30/2003

Squad 4
Contact: SA b6
b7cC
Approved By: | |AK&*//>WEQL///, b7E
Drafted By: : sdu

Case ID #:,253E-PD-47965  (Pending)
281-PD-C46672  (Pending) ,

Title:

NORDSTROM -

ET AL;
VICTIM;

IDENTITY THEFT - INTERNET

Synopsis: Synopsis of investigation pertaining to Russian chop
shops and drug activity.

Details: Per source| bé

So faxr, source was aware ofI

b6
b7cC
b7D

Source also mentioned the name
[:::::]who was arrested a few years back. However, Cthe

Spuzrv3ol-exny B _ _

. a528- po-YWIGS A0 |




To: Portland From: Portland
Re: 253E-PD-47965, 05/12/2003

relationship between was
unclear.

The Russians are primarily interested in| |
They will buy small amo;nts_aflmerchandise like shoes, but their
main interest is cars. obtains a list of specific

In February, 2003,| |to a

In May, 2003, | |was arrested for bank fraud

| and possession of stolen mail, along with

| | who was supplied

rbﬂ______, | Per source, since
Jarrest)] [has taken over selling the | | of

bé
b7C
b7D

bé
b7cC
b7D

b6
b7C
b7D




To: Portland From: Portland .
Re: 253E-PD-47965, 05/12/2003

find it again. He has a lot]| lont there | lines h
a legitimate bank account with |
in the District.

Per source reporting in Mav, 2003] |qets his

Source reporting in May, 2003, revealed that since
[ Twen jail is reportedlyv not hurting for money
at all.

Source stated that thel

b6
b7C
b7D

b6
b7C
b7D

b6
b7cC
b7D




To: Portland From: Portland

Re: 2B3E-

PD-47965, 05/12/2003

There is a| |

that is |

| 1ocated in southeast] |

[for vears.

SOURCE wmentioned

another name, |

warehouse.

for the

No other information was provided about| |

Another male, (FNU)] '

(phoj;
with

, works in
(LNU), a.k.a.

As previously stated, |

b6
b7C
b7D

bé
b7C
b7D




(Rev. 01-31-2003) -

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/07/2003
To: Portland

From: Portland
Squad 4

bé

Contact: SA b7C
Approved By: A4%Vyﬂmﬁfﬂ”' b7E
Drafted By: sdggyx’

Case ID #: 253E-PD-47965 (Pending)
Title: | ET AL;

NORDSTROM, ET AL = VICTIM;

ONLINE IDENTITY THEFT

F.R.A.I.D. - SUBSTANTIAL INTERNET CONNECT
anOfsis: To document complaint call from an associate of zsc
Details: On August 6, 2003, | contacted the Portland
Division claiming that "the] __|and (!.
| | called to T
ask who is investigating her and what are thIEy wancing
| wanted to talk to the person who is looking for her.

After asking for clarification, | |advised that bé
thel . b7C
Oregon, and that the] LtoIé er 2 € FBL was out
there looking to question | land had a photo of

with them (among other photos) . | ladvised that

used to live there and| [[and she eventually

] | was longer
in trouble with ! .
also stated that an
that she didn't know why the FBI would be out there looking for
him.
stated that she did not actually see the :gc

search take place. nor did she see anv of the agents. J

| stated that the agents were definitely
not Portland police officers, and that they approached the house
with their guns drawn.

LS’/ngpﬁo/.ea_gv e e a@%&—PD U\’\q(o?) ﬂ




To: Portland From: Portland
Re: 2B53E-PD-47965, 08/07/2003

was advised that the FBI was not out at the
house today and that if anyone was .out there from a federal
agency, it was not the FBI. | |was given the number to
the U.S. Marshall Service to call, in the instance that their
agency wanted to contact her for questioning.

|wou1d not provide her present address, but
left cell phone number | |

*"

b6
b7cC
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(Rev. 01-31-2003) .

FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 08/05/2003
To: Portland

From: Portland

Squad 4
Contact: SA b6
b7C
Approved By: h/ b7E

¥
Drafted By: ‘Sdqu’///

Case ID #: 253E-PD-47965 (Pending)

Title: | | ET AL;

NORD_STROM - VICTIM;

IDENTITY THEFT - INTERNET /
Synopsis: List of all Ain~Q£§ggq,rpovided by
the Department of Motor Vehicles. ¢

Enclosure(s): Fax from DMV, aerial photo's of possible houses,
and miscellaneous notes.

Details: Per| | a house containing stolen merchandise - bé
is located somewhere in the| ______ |area. The owner of the houde b7C
has a 1946 red Chevy pick-up parked outside. b7D

The Oregon Department of Motor Vehicles provided a list
of all registered 1946 Chevy pick-ups in the state of Oregon.
The vehicles are not identified by color, but the owner and
address are listed. There were nine pick-ups that fell within
the[ Jarea. Several aerial photographs were obtained via
the Internet on various houses to determine if they fit the
landscape description provided by the source.

The nine vehicles in thel area are as follows: bé
L ) b7C

4353¢- PO - 41905 ~qd




*"

=

Portland Fr
253E-PD-4796

09: Portland

5, 08/05/2003

bé
b7C
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FBI FACSIMILE
COVER SHEET
PRECEDENCE CLASSIFICATION
O Immediate [J Top Secret Time Transmitted: ;
O Priority [J secret Sender's Initials: SDIA-
[(M-Routine ] Confidential Number of Pages: a-
[ Sensitive (including cover sheet)

(O Unclassified

To: M o Mﬁ/v" V&A\('./t’.f _ _ i Date: "S/a7/,03

) " Name of Office ‘
Facsimile Number: S 0 S~ 79/7 4 0 ég

Attn:

Naitho ) ~ Room TCICPIONT

From;: Portl?;lnd

Name of Qfﬁce

Subject: __ /¢ &/LC 0/ [ WVO/S-

Special Handling Instructions: ILd/r\/ &{&Z{vaf

Originator's Name: SA | Telephone: | |

Originator's Facsimile Number: 503-552-5383

~- .

Approved:

Brief Description of Communication Faxed: %féﬂﬂz W’r@/\-— lﬂZMw& fd? ﬂ«%
Nepulicl |96l puid-sspn . 9 opnek o L

/VLW/MY\ L«um ﬂ&mla&mdx

! WARNING M Koot Loir AFC %“7@1

Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this W
information, disclosure, reproduction, distribution, or use of this information is prohibited (18:USC, § 641). Plcase notify the
originator or the local FBI Office immediately to arrange for propet disposition.
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FBI FACSIMILE

1:49/N0. 4860004690 P 1

COVER SHEET
PRECEDENCE CLASSIFICATION
[ Immediate [J Top Secret Time Transmiced:
(3 Priority [J Secret ™ Sender's [nitials: I
[(8Routine “ {J Confidential , - Number of Pages: 3~
[ Sensitive (including cover shect)

[} Unclassified

To _ Deg?  of Mo Vehicles

Nanme of Office

Facsimile Number: SO0~ 9Y T4 D& |

Date: 5/37/03

Aun:
Name TGO TCICPIIONT
’.TD" Date # of bé
From: Porctland Post-it” Fax Note 7671 [PTes 56 H3 [dages” | B7c
Name of Office 54 IJ b7E
_ . Co/Dept.  _4 (/. Co. 7 B
Subject: !/@}u 0/6_ S04 V&# Bhone 7 )| (BW/U, Jl
Eoy sg 2 SIS [T I
n 30\
Special Handling Instructions: /Ld/n/ ;ﬁé;‘w/ ‘ '&c‘. i A
Originaror's Name: $A o
=77 | - — b7C
b7E

Qriginator's Facsimile Numberr 502-552-5383

-

Approved:

Brizf Dascription of Zommunization Faxed: f«&aﬁl - &{Aahd)\. »f(ﬂ? ﬂ%

%M_,ZELQA&@_’M__%M@/\ e A

b7C

WARNING M Frowbla Gan %J

information atacked w the cover she=t i= U.S. Govemmenl Property, you arc not the intended recipicnt 9f this /

intermation, dicelasure, reprodusticn, distribution, oc use of thiy information is prohibited (15.USC, §
anigator or the jozal FBI Office wnnediately to urrunge {or proper disposition.
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v (Rev. 0%:31-2003) . .

) , FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 08/11/2003
To: Portland

From: Portland
Squad 4

Contact: SA igc
b7E
Approved By: W\/

L

Drafted By: sdugv’/

Case ID #: 253E-PD-47965 (Pending)

Title: ET AL;

NORDSTROM - VICTIM;

IDENTITY THEFT - INTERNET ¢
Synopsis: Background information obtained on Esc
Enclosure(s): NCIC printout, BMV photo, King City Police Report, b7E
and records.

Z
Details: Previ 1 10 is 4 tigation,
| on_May 14, 20037

while attempting open_a bank adcount at_West Coast Bank, 15340 SW
Royalty Parkway, King City, Orggon. |had forged b6

a check onf | account for The King City Police
Department, along with AUSA

[ Jon
charges of possession of sto Tfffffffon charges of

possession of stolen mail, burglary, and bank fraud.

Background information obtained on is as

/

Name b6

DOB: b7cC

SOC:

Sex: Male

Race: White

Height: 5'6"

Weight: 154..pounds

Eyes: Blue

Hair: Brown

Last known address: | | _Ooregon. zg
' c

follows:

*"

SDU 22308 €03 | o?? 58 - PD - 47905 0\3
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05/15/2003 16:43 FAX 503 848 B372

WASHINGTON COUNTY Z001/004 l
N b6
..o . ' : ‘(41774 p7C
L / .
KING'CITY ‘m INCIDENT REPORT.. ] ' PRGETOF [ e
POLICE DEPARTMENT [X] CUSTODY REPGRT* [X:ADULT [ JUVENILE 15 IWFORMATION
CA;EN.Q_l REFER CASE NO. CAD INCIDENT NO. CLASSIFICATION CLR T
DATE/TIME REFORTED DATE/TIME OCCURRED ([_] BETWEEN) | DATE/TIME ARRESTED
05-14-03/11:54 05-14-03 / 11:54 / 05-14-03 / 12:09
LOCATION OF OCCURRENCE TYPE OF ACTIVITY
WEST COAST BANK @ 15340 SW ROYALTY PKWY; KING CITY Radio (R)
LOCATION OF CUSTODY (] SAME AS ABOVE) TYPE OF CUSTODY
SUBJECT OF THIS REPORT (SUMMARY)
FORGERY I/IDENTITY THEFT
; : ECOR TAREE R RS s SRR W RS I A8 Sy Ml
CODE | NAME [LAS'T FIRST MIDDLE] SEX | RACE | DOB
BU WEST COAST BANK.
HOME ADDRESS ZIP CODE HOME PHONE
BUSINESS/SCHOOL ADDRESS WORK HOURS | WORK PHONE
15340 SW ROYALTY PKWY: KING CITY 503-968-6643
CODE | N IDDLE] SEX | RACE | DGR
Co F w bé
HOME ADDRESS ZIP CODE HOWME PRONE b7cC
BUSINESS/SCHOOL ADDRESS WORK HOURS | WORK PHONE
15340 SW ROYALTY PKWY KING CITY Da 503-968 6643
; RS BES IR : R o U
CODE NArALLLAS‘_ELESI_MI.Dm.E_l SEX RACE |'D
Al M W b6
AKA/MONIKER HT WT HAIR | EYES | FACIAL HAIR/CLOTHING b7cC
5-11 220 Gry Blu
DRIVERS LICENSE STATE | OTHER ID SCARS/MARKS/TATTOOS
OR
H ZIP CODE HO NE_
97214
BUSINESS/SCHOOL ADDRESS WORK HOURS | WORKFFRONE
PLACE OF B 5 FBI# SID#
co ESS/INJURY? LI YE EVIDENCE OF ILLNESS/INJURY? [JYES LINO | TREATED BY b7cC
EXPLAIN:
PARENTSIGUARDIA NOTIFIED ev ‘DATE/TIME NOTIFIED
[ Parents E] Guardlan [] Other /
FATHER/GUARDIAN ADDRESS HOME PHONE:
ﬁ WORK PHONE:
MOTHER/GUARDIAN ADDRESS HOME PHONE:
WORK PHONE:
=] CHARGES INNARRATIVE? | ADVISED RIGHTS? RESISTED ARREST? | ASSAULTED OFFICER?
Pt [JYES KINO I YES [INO O YES I NO O YeEs K NO
ORSIORD NO. CHARGE / WARRANT# (LIST AGENCY} / CASE® (IF DICFERENT THAN THIS REPORT) BAIL DATE/TIME APPEAR
FORGERY 1 $10,000 /
OR| CHARGE / WARRANT# (LIST AGENCY) / CASEZ (IF DIFFERENT THAN THIS REPORT) BAIL DATE/TIME APPEAR
IDENTITY THEFT $10,000 /
ORSTORD NU. CHARGE / WARRANT# (LIST AGENCY) / CASE# (IF DIFFERENT THAN THIS REPOR‘I‘) + B;Aév DATE/TIME APPEAR
(INO| |uspod/Bof z)dmw Warnh / b6
STATUS [J CITE/RELEASE [J LODGE L1 PARENTS LI CIVIL L] JUVENILE DETENTION b7¢C
REFERRED TO [J MUNICIPAL COURT [ CIRCUIT COURT [JJUVENILE [JOTHER JAIL
COPIES CJATF RICIRCCT DA L[JDMV L] GANG (GET) [JJUV LIMUNICT LJOLCC
B POSTALINSP [JSCF []sociaLsve [JTRIMET [JOTHER
REPORTING OFFICER(S) BP ASSN | SHIFT | GRID | SUPV. SIGNATURE
PAT M Kl b6
o b7C
MAY-15-2083 17:15 S@3 846 6372 g7 @ @ E}@y P.81




05/15/2003 18:43 FAX 503 846 6372 WASHINGTON COUNTY 4 002/004

t ' - . '
s
« = I3

’ A L /
CRSE NO. VEHICLE/PROPERTY/DOCUMENTS/NARRATIVE PAGE/OF
03-0160 3/5

o TW-WmWehWXHSHBpMVM‘

CODE 'ucense NO STATE | LICYR 'rYP ~ | RELEASED TO
YEAR | MAKE MODEL STYLE | COLOR
TOWED TOWED BY/TOWED T0 HOLD REASON
O yes CINO / QOvyes Ono
VEHICLE INVENTORY PERMISSION? DELIQ PAYMENT? | KEYS IN VEHICLE? DRIVEABLE? BODY DAMAGE?
JYES DNO Ovyes ONO Dvss gno DYES'E]NO O YEsS O NO
{8 ' S 3 PREESRRTI N : T
“COUNTRY OF ORIGIN IMPORTER

'IYPE OF DOCUMENT
.0 Meney Order [} Credit Card B3 Personal [ Payroll [ Travelers [ Other:

| REASON FOR REJECTION _
01 NSF I R [ Sig Ireg [ Acet Closed [ UTL [ Forged B Stolen [ Fict. Print [J Raised (] Post Dated [ Pre Dated [J Othar:

HOW DOCUMENT WAS WRITTEN
B4 Penwtiten [ Typewrittsn [] Handwritten [1F Protadogmph D Other:

ANY PART OF DOCUMENT WRITTEN® | WHAT PART? ID USED BY SUSPECT DOCUMENT IN GUSTODY OF
PEEYES BN DRIVERS LICENSE Property Room
NAME OF INSTTTUTION BRANCH'AND LOCATION (CITY)
WEST COAST BANK WILSONVILLE
CHECK NO. AC AMOUNT CHECK DATE
~1006 | | $6,200.00 05-14-03
p;m:.ann:n.n_l SIg - ER

ORS 182.375 SECTION 212 INmATING A FALSE REPORT. (1) A PERSON COMMITS THE CRlME OF INITIATING A FALSE REPORT IF HE
KNOWINGLY INITIATES A FALSE ALARM OR REPORT WHICH IS TRANSMITTED TO A FIRE DEPARTMENT, LAW ENFORCEMENT AGENCY
OR OTHER ORGANIZATION THAT DEALS WITH EMERGENCIES INVOLVING DANGER TO LIFE OR PROPERTY. (2) INITIATING A FALSE
REPORT IS A CLASS C MISDEMEANOR.

[0 t UNDERSTAND THAT { AM LIABLE FOR ALL TOWING AND [ 1 WILL TESTIFY AS A WITNESS AGAINST THE DEFENDANT
\S}TEORAGE COSTS INCURRED DURING THE RECOVER OF THIS WHEN HE/SHE IS CHARGED WITH A CRIME,
HICLE.
[0 RELEASED PROPERTY/VEHICLE TO:

[0 THE NAMED CHILD (ADULT) IS PRESENTLY A RUNAWAY
(MISSING) AND | REQUEST THAT HE/SHE BE TAKEN INTO

CUSTODY FOR THEIR OWN PROTECTION SIGNATURE OF PERSON REPORTING THE INCIDENT
FINETEL) 2 A Allhﬁ i " . Ii”f‘“ﬂ‘ -:In. Y \ LN .

PD-KING CITY
PD-KING CITY

ADDITIONAL PERSON:

Al

SB

NARRATIVE:

On 05-014-03 at 1155 hrs 1 responded to 2 Fraud now at West Coast Bank. The call indicated that a white male adult was
trying to cash a stolen check. The male was described as 60-65 years of age, with white short hair.

I notified dispatch that I was right near the bank and pulled my patrol ¢ar near the teller window of the bank.

MAY=-15~2863 17:15 5@3 846 63’%‘2 7% P.ez
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05/15/2003 18:44 FAX 503 846 8372

P

Page 4/5

WASHINGTON COUNTY

-/

A 003/004

1 immediately observed an older white male adult coming from the bank smoking a cigarette wearing a grey windbreaker typs

jacket and blue jeans.

I asked the man if I could talk with him. The man said that I could and wanted to know what was going on. I told him that we
were Investigating a frand at the bank.

Ofci:lwent into the bank and contacted the teller]
him and he said “Yes”. Iran arecords check on

| 1 asked the man

me that he was on probation by United States Probation out of

if he had any identification on

Jwith an ODL of | Dispatch informed

[ for possession of cocaine. Ofc.| |shortly

container into King City proparty evidence.

Itwansportef  |back to the King City Police department and placed him into the booking facility with

I interviewed in a separate room away from

INTERVIEW OFl |

had been transported to the King City Police department and | seized both the black bag and a smaller clear

I broke contact with

hnd took him back to the holding facility.

| MAY-15-2083 17:16

583 846 6372

Eied

P.83
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85/15/20883 14:26 5836333771 CITY OF KING CITY

“” ' )
» v . .
‘

KING CITY

13300 3%, (i5en Avenue, King Clcy, Dregon 97224 Phone: 539-4023

FAX COVER SHEE®RT

DATE: QY ~(5-03
TO: b7
] b7C
ATTN : £FR ]
FROM : UA/Y\O\G OCZ(\«(\ f}m @%j ~
£

MESSAGE:

Qags ®
This transmittal : ' |
Sheeth a;im-;ta-.conﬁa-ns /a pages, iacludiag this Covér
. S You experience any problems, pleaszs contact: )

City of Kiag City (503) 633-4082

Fax Number (303) 633-3771

Copy

i~ P.o1

MAY-15-2083 15:44 S@36393771
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5036393771

CITY OF KING CITY

PAGE 82

KING'CITY INCIDENT REPORT PAGE/OF |  GRWE_
POLICE DEPARTMENT X] CUSTODY REPORT ADULT [] JUVENILE 1/5 1212%%:&::%4
C REFER CASE NO. CADINCIDENT NQ. CLASSIFICATION CLR
DATE/TIME REPORTED DATE/TIME OCCURRET LI B=TWEEN) DATE/TIME ARRESTED
05-14-03 / 11:54 05-14-03 /7 11:54 / 05-14-03 / 12:09
LOCATION OF OCCURRENCE TYPE OF ACTIVITY
WEST COAST BANK @ 15340 SW ROYALTY PKWY: KING CITY Radio (R)
LOCATION OF CUSTODY (] SAME AS ABOVE) TYPE OF CUSTODY
SUBJECT OF THIS REPORT (SUMMARY)
FORGERY I/IDENTITY THBPT
Y BY elelels o 31 PESPIONERYFindad OB Stibjeck Wi Witnebsr > oo,
[LAST FIRST MIDDLE] SEX | RACE | DOB
WEST COAST BANK
HOME ADDRESS ZIP CODE HOME PHONE
BUSINESS/SCHOOL ADDRESS WORK HOURS WORK PHONE
15340 SW ROYALTY PKWY; KING CITY 503-968-6643
CODE | NA MIDDLE) SEX RACE | D
CO F W |
HOME ADDRESS 2IP CODE HOME PHONE
BUSINESS/SCHOOL ADDRESS WORK HOURS | WORK PHONE
15340 SW ROYALTY PKWY; KING CI’I‘Y Day 503-968-6643
A RS EE TR M MR R RO DR NI ANEODDYARIGES AT - AHBpEOMENE MER ML, -
ME  [IAST  FEIRST M SEX RACE | DO
| M w
AKA/MONIKER HT WT HAIR EYES | FACIAL HAIR/CLOTHING
5-11 220 Gry Blu
DRIVERS LICENSE STATE | OTHERID SCARS/MARKS/TATTOOS
] OR
HG ZIP CODE H
| 97214
BUSTNESSTSCHOUL ADDRESS WORK HOURS | WORK PHONE
PL/ AGEDLE.I.ELT.H_b SSN FBI# SID#
R USA
COMPTAINS OF ILLNESS/INJURY? 'rTres—TTwo— EVIDENCE OF ILLNESS/INJURY? [1YES [CINO | TREATED BY
“LVES WiTH: PARERTS GUARDIAN NOTIFIED DU B S DATETTE NOTIFIED
[0 Parents [ Guardian [ Other /
FATHER/GUARDIAN ADDRESS HOME PHONE:
WORK PHONE:
MOTHER/GUARDIAN ADDRESS HOME PHONE:
WORK PHCNE:
CHARGES IN NARRATIVE? ADVISED RIGHTS? RESISTED ARREST? ASSAULTED OFFICER?
; il [LJJ YES i NO & YES O NO [ YES X NO 0 YES [X]I NO
ORSIORD NO CHARGE / WARRANT# (LIST AGENCY)/ CASE# (IF DIFFERENT THAN THIS REPORT) BAIL CIATE/TIME APPEAR
FORGERY 1 310,000 /
OR CHARGE / WARRANT# (LIST AGENCY) / CASE# (IF DIRFERENT THAN THIS REPORT) BAIL TATE/TIME APPEAR
IDENTITY THEFT 310,000 /
ORS/ORD NO. CHARGE / WARRANTY (LIST AGENCY) / CASE# (IF DIFFERENT THAN THIS REPORT) BAIL DATE/TIME APPEAR
/
STATUS O CITE/RELEASE X LODGE ﬁPARENTS [ civik. [0 JUVENILE DETENTION
REFERRED TO 0 MUNICIPAL COURT [X] CIRCUIT COURT [0 JUVENILE [J OTHER JAIL
COPIES O ATF KCIRCCT DA [JIDMV [JGANG(GET) OJuv OMUNICT [JOLCC
B POSTALINSP [JSCF [JSOCIALSYC [ TREMET [JOTHER  Yamhill County SO
RERQRTING QFFICER(S) BPST ASSN | SHIFT | GRID | SUPV, SIGNATURE
PAT M K1
MAY-15-2883 15:45 5836393771 o98% P.@2
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85/15/2083 14:26 5836393771 CITY OF KING CITY PAGE B3
KING CITY (] INCIDENT REFORT PAGE/OF |  CRME
POLICE DEPARTMENT X] CUSTODY REPORT [ ] ADULT [] JUVENILE 21¢ INFORMATION
CPrS.E.N.Q_I REFER CASE NO. CAD INCIDENT NO. CLASSIFICATION CLR
DATE/TIME REPORTED DATE/TIME OCCURRED (L1 BETWEEN) | DATE/TIME ARRESTED

05-14-03/11:54 / / 05-14-03 /1209
LOCATION OF OCCURRENCE TYPE OF ACTIMITY

WEST COAST BANK 15340 SW ROYALTY PKWY Radio (R)
LOCATION OF CUSTODY (X! SAME AS ABOVE) TYPE OF CUSTODY

Probable Cause

CODE | NAME

R O e O e R PRI

[LAST FIRST MI

SUBJECT OF THIS REPORT (SUMMARY)
FORGERY/IDENTITY THEFT

e O e BT ARG QW

DDLE)

et

SEX
M

1&}]‘.; faIER
DO

HOME ADDRESS ZIP CODE HOME PHONE
BUSINESS/SCHOOL ADDRESS WORK HOURS | WORK PHONE
CODE | NAME [LAST FIRST MIDDLE] SEX RACE | DOB

HOME ADDRESS ZIP CODE HOME PHONE
BUSINESS/SCHOOL ADDRESS WORK HOURS | WORK PHONE

AKA/MONIKER HT WT HAIR EYES | FACIAL HAIR/CLOTHING
UNKNOWN 506 | 150 | Bro | Bro MUSTACHE/BEARD
) SE STATE | OTHER ID SCARSIMARKS/TATTOOS
OR NONE
A 7P CODE HOME PHONE
loreGON 97123
BUSINESS/SCHOOL ADDRESS WORK HOURS RR PITONE
UNEMPLOYED _
PLACE OF BIRTH SSN # FB SID #
OREGON I
COMPLAINS OF JLLNESS/INJURY? L] YES NO EVIDENCE OF ILLNESS/INJURY? [J YES I NO | TREATED BY
EXPLAIN:

LIVES WITH: PARENTS/GUARDIAN NOTIFIED BY: DATE/MIME NOTIFIED
[ Parents ] Guardlan ] Other /
FATHER/GUARDIAN ADDRESS HOME PHONE:
WORK PHGNE:
MOTHER/GUARDIAN ADDRESS HOME PHONE:
WORK PHCNE;
#H CHARGES IN NARRATIVE? ADVISED RIGHTS? RESISTED ARREST? ASSAULTED OFFICER?
R CJYES ONO ] YES CINO [1YES [JNO O YES [ONO
ORS/ORD NO CHARGE / WARRANT## (LIST AGENOY) / CASE¥ (IF DIFFERENT THAN THIS REPORT) BAIL CATE/TIME APPEAR
FORGERY 1 $10,000 /
OR CHARGE / WARRANTY# (LIST AGENCY) / CASE# {IF DIFFERENT THAN THIS REPORT) BAIL DATEMIME APPEAR
IDENTITY THEFT $10,000 /
ORS/ORD NO. CHARGE / WARRANT# (LIST AGENCY) / CASE# (IF DIFFERENT THAN THIS REPORT) BAIL DATE/TIME APPEAR
/

STATUS — L1 CTE/RELEASE [X] LODGE L] PARENTS L] CIVIL L] JUVENILE DETENTION
REFERRED TO O MUN!CIPAL COURT [0 CIRCUIT COURT [J JUVENILE [J OTHER Washingtoﬂ Co. Jail
COPIES fATF JCIRCCT [1DA [ODMV [JGANG(IGET) [JJUv COOMUNICT [JoLce
C1POSTALINSP [JSCF [1SOCIALSVC [ TREMET []OTHER
REPORTING OFFICER(S) BRST ASSN | SHIFT | ORID | SUPV. SIQNATURE
PAT | M | KI ik
MAY-15-2083 15:45 5936393771 99% P.03
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»
s
b4 .
.

c " VEHICLE/PROPERTY/DOCUMENTS/NARRATIVE P3A§ES/0F
£ BT AGEE ek oty N 'Sﬁéﬁﬁ.“k‘ﬂﬁm&ﬁéﬁ:R RSV AR YR R S N EDAET Owat AV \ﬁﬂhﬁ‘l Vahitlgs4SiiapeEti Vabialgs .05 = L i o
CODE | LICENSE NO. LICYR | TYPE | VIN FETGS LR
YEAR | MAKE ' MODBEL STYLE | COLOR
TOWED TOWED BY/TOWED TO HOLD REASON
O vyes OnO / Oves ONO
VEHICLE INVENTORY PERMISSION? DELIQ PAYMENT'? KEYS IN VEHICLE? DRIVEABLE? BODY DAMAGE?
CJYES C1NO 0 YES [J NO L YEs CINO E]YES I:INO Cves OINo

ERIRRAY r"r'l nhrm- - Lol

bkt x Eianatipbhidl KBIR i ; N e oea
MANUFACTURE TYPE MODEL CALlBER SERIAL # COUNTRY OF ORlGlN IMPORTER

OO NS MU LI G R AN SRR AN ) a0

TYPE OF DOCUMENT
{J Money Order [] Credit Card [ Personal [ Payrall [ Travelers [ Other:

REASON FOR REJECTION
| ] NSF ] RTM [ slg Irrag [ Acct Closed ] UTL [] Forged B Stolen [] Flct. Print [ Raised [} Post Dated [] Pra Datad [] Other

HOW DOCUMENT WAS WRITTEN
X Penwritten [ Typewritten ] Handwritten [ Protectograph [[] Other:

ANY PART OF DOCUMENT WRITTENN | WHAT PART? 1D USED BY SUSPECT DOCUMENT IN CUSTODY OF
O] YES 3 NO DRIVERS LICENSE Property Room
NAME OF INSTITUTION BRANCH AND LOCATION (CITY)
WEST COAST BANK WILSONVILLE
CHECK NO. ACCOUNT NO. AMOUNT CHECK DATE
<1006 | | $6,200.00 05-14-03
PAv_m;uF_nansa_a;l SIGNATURE OF ENDORSER
|
PRINTED NAMF AND ADDRFSS OF MAKER | )
l} A. u_, x )‘m. )wu"c'ﬂ.’ I"I; ”.'“ e Y

M "‘E'x "'3 ARl

ORS 162,376 SECTION 212 INITIATING A FALSE REPORT. (1) A PERSON COMMlTS THE CRIME OF INI TIATING A FALSE REF’ORT lF HE
KNOWINGLY INITIATES A FALSE ALARM OR REPORT WHICH IS TRANSMITTED TO A FIRE DEPARTMENT, LAW ENFORCEMENT AGENCY
OR OTHER ORGANIZATION THAT DEALS WITH EMERGENCIES INVOLVING DANGER TO LIFE OR PRCPERTY. (2) INITIATING A FALSE
REPORT IS A CLASS C MISDEMEANOR,

[0 | UNDERSTAND THAT | AM LIABLE FOR ALL TOWING AND [J 1 WILL TESTIFY AS A WITNESS AGAINST THE DEFENDANT
STORAGE COSTS INCURRED DURING THE RECOVER OF THIS WHEN HE/SHE 1S CHARGED V/ITH A CRIME.
VERICLE.

O RELEASED PROPERTY/NEHICLE TO:

O THE NAMED CHILD (ADULT) IS PRESENTLY A RUNAWAY
(MISSING) AND | REQUEST THAT HE/SHE BE TAKEN INTO

PO

CUSTODY FOR THEIR OWN PROTECTION. SlGNATURE OF PERSON REPORTING THE INCIDENT

PD-KING CITY
PD-KING CITY

ADDITIONAY, PERSON:
Al

SB

SB

SB

SB

MAY-15-2083 15:46 5636393771 99% P.64
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85/15/2083 14:26 56836393771 CITY OF KING CITY PAGE @5

o - & ® u/&

' b6
b7C
SB
SB
SB
NARRATIVE:
On 05-014-03 at 1155 hrs I responded to a Fraud now at West Coast Bank. The call indicated. that a white male adult was
trying to cash a stolen check. The male was described as 60-65 years of age, with white short hair.
I notified dispatch thar I was right near the bank and pulled my patrol car near the teller window of the bank.
1 immediately observed an older white male adult coming from the bank smoking a cigarette wearing a grey windbreaker type
jacket and blue jeans.
I asked the man if 1 could talk with him. The manu said that I could and wanted to know what way going on. 1 told him that we
were investigating a frand at the bank.
Ofc went into the bauk aud coutacted the teller] |1 asked the man if be had any identification on bé
him and he said “Yes”. Iran a records check on with an ODL of Dispatch informed b7cC
e that he atj ited State bation out r essi cogaine. m
b6
b7¢C
b6
b7C
:l had been transported to the King City Police department and | seized both the black bag and a smaller clear b6
concamer into King City property evidence. b7cC

X tmusporte:back to the King City Police departrent and placed him into the booking facility With:
I interviewec1:|in a separate room away frord:l

MAY-15-2883 15:46 5836393771 98~ P.@s




85/15/2083 14:26 5836393771
KCPD CASE|:|
INTERVIEW OH |

CITY OF KING CITY

PAGE @6

PAGEY S‘/ 5~

1 broke contact mtlI:| and took him back to the holding facility.
INTERVIEW OF

At 1305 hrs I interviewei Jin & separate room away froml I Ofc.l |hacl read I:lhis Miranda

wamning after Ofc.| had placed him unde atrest.

EVIDENCE:

- An itemized list of the items seized ave attached to the case report with property evidence forms,

RECOMMENDED:

MAY-15~-2883 1S5:47 5836393771

lodged at Washington County jail-Assign Follow up of victims for addlitional information.

SB%

P.@5
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85/15/2083 14:26 5836393771 CITY OF KING CITY PAGE 87
KING CITY , PAGE(OF
KNG Oy THENT SPECIAL REPORT ~ SUPPLEMENTAL Ge
CASE NO. REFER CASE NO. -CA . * | CLASSIFICATION
| | b6
J UNFOUNDED [ SUSPENDED J EXCEPTIONAT DATE/MIME ORIGINAL DATE(TIME THIS REPORT b7C
[J PENDING [0 CLR BY ARREST [0 REFERRED 05-14-03/ 05-14-03 / 19:00
LOCATION OF OCCURRENCE DATE(TIME OCCURRED ([ BETWEEN)
BANK OF THE WEST 15340 SW ROYALTY PRWY —_ 05 14-03 / 11 54 /
SRS B e T P L e A e T T Nt o e
sex RAOE DOB
WEST COAST BANK
ADDRESS PHONE
15340 SW ROYALTY PARKWAY KING CITY, OREGON 97224 503-968-6643
SUBJECT OF THIS REPORT PROPERTY RECEIPT NO.
PRAUD N PROGRESS
ENARRY A S L R T e K*sarekasgngL@_g=wsfnR.mRa” f.S:-Slql R
ke T BN GBS TS B ENGRAVINGS[PEGIUE}\RITJEs SIZE. . .. VALUE:
IONED .
| suspect arrested b6
uspect arrested, b7C
[ID theft victim
| West Coast Bank employee
| |West Coast Bank employee
Officel KCPD Investigating Officer
Officer| Assisting Officer
NARRATIVE
Dispatched to cover KCPD OfﬁcerI:I on a fraud jn progress at Jocation. Call informaticn indicated suspeot is WMA, b6
63 YOA, short white hair. Avrived and observ fice in bank parking Jot talking with WMA matching suspect b7C
description. Also observed KCPD Officer contacting WMA_ standine gear older biug jn bank
parking lot. Subject of [ | contact identified himself as |and stated he was a passenger in the
IFI As I stood near th [t could see a clear plastic Tupperware type container and a black vylon bag on
e front passenger floor of the vehicle.
bé
b7C
1 askemfor her account of the incidentl |told we the suspect approached her counter alone, presented
the check and signed it in her presence] jold me she got a “bad feeling” about the check and requested 2 pieces of 1D
from. the suspect. He told her he did not have it with him, left the bank and returned 30 minutes later with an ODL and a bank
caxd.
bé
b7C
While inventorying the contents of the black nylon bag seized from the: located a receipt issued by aIZl
Oregon Pawn Shop dated 051303 and signed by | b6
‘ b7C
REPORTING OF FICER(S) BPST ASSN SHIFT GRID VISOR'S SIGNATURE
PAT DAY K1 @g{

MAY-15-2883 15:47 5836393771 88x% P.87
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’ '
N
)
i

i )

KING CITY SPECIAL REPORT SUPPLEMENTAL PAGE/OF
POLICE DEPARTMENT i
CArEm_l REFER CASE NO. CAD INCIDENT NO. CLASSIFICATION
1 UNFOUNDED SUSPENDED [0 EXCEPTIONAL DATE/TIME ORIGINAL DATE/TIME THIS REPORT
] PENDING [ CLRBYARREST  [J REFERRED / 05-14-03 /20:30
LOCATION OF OCCURRENCE DATE/TIME OCCURRED (] BETWEEN)
WEST COAST BANK ) 15340 SW ROYALTY PKWY; KING CITY 05 14—03 / 11 53 /
g T R e e R L R O TN AR A N S
CODE »AE SEX RACE
SB M W
ADDRESS PHONE
SUBJECT OF THIS REPORT PROPERTY RECEIPT NO.

ol

NARRATIVE:

Radio call FRAUD NOW. | arrived to find Ofc[______|speaking witi n the
parking area behind West Coast Bank. | observed a white male adult'siffing in a car in

the bank parking area. Of asked| |if he was driving the car and he

replied, “Yes.”

| approached and asked the passeng

ut of the car. The passenger identified

himself by Oregon Driver's License as

LEDS search indicated that

was on federal parole out of US Parole and Probation Service for Mail Theft.

the passenger-side floor and opened the container on the trunk for niy inspection. The
contents of the container included two Motorola portable radios and a pair of burgundy

gloves.

| then walked to the empty vehicle and observed a black soft-shell '\ﬂ]nyl cooler through
the open passenager window on the floor of the passenaer-side of the vehicle. | asked

MAY-15-2083 15:48 5836393771

98% P.28
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85/15/2883 14:26 5836393771 CITY OF KING CITY PAGE @9

| placed into custody at 1209 hours and moved him to the back of Gfc
atrol car withput incident.

ORTING OFFICER(S) 'BP"'{I_IH T RSN SHiFT T GRID | SUPERVISOR'S SIGNATURE _
PAT | SWING K1 b6

b7C

MAY-15-2003 15:48 5836393771 98% P.89




CITY OF KING CITY

85/15/2083 14:26 56363393771 PAGE 19
KING CITY SPECIAL REPORT  SUPPLEMENTAL PAGEIOF
POLICE DEPARTMENT ) 1/1
CASE NO. REFER CASE NO. CA;D_LN_QD_ENI_NQI; CLASSIFICATION

UNFOUNDED SUSPENDED [J EXCEPTIONAL DATE/TIME ORIGINAL DATE/TIME THIS REPORT
[J PENDING {J CLR BY ARREST [} REFERRED 05-14-03/ 11:54 05-15-03 / 08:50

LOCATION OF OCCURRENCE

DATE/TIME OCCURRED ([_] BETWEEN)

WEST COAST BANK

Q 15340 SW ROYALTY PKWY' KING CTTY 0> 14-03 / 11 54 / -
: & : e b
M \ | |

PHQNE

T NARRATIVE:

On 05-15-03 at 0830 hrs | contactacted|

regarding the arrest involving his check being deposited.

}egarding the theft of mail and

| asked:lif he had reported mail being stolen from his mailbox.
mail has been stolen at least three or four times this year from his residence.
|j|that he had one of checks used in a Forgery and Identity Theft at West Coast Bank

in King City.

said that

| informed

ACTION RECOMNENDED:
__Case for._lnformatlon onl .

TR RN T
H I W T R P O I S PO LI

ASSN SHIFT GRID | SUPERVISOR'S SIGNATURE.
PAT M K]
MAY-15-2083 15:48 5036393771 987 P.10
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FEDERAL BUREAU OF INVESTIGATION

- (Rev. 0131-2003)

-

Precedence: ROUTINE Date: 08/11/2003
To: Portland

From: Portland
Squad 4

Contact: SA zgc
Approved By: / b7E

Drafted By: sd%?//

Case ID #: 253E-PD-47965 (Pending)

Title: | | BT AL;
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET

Svnopsig: Information on post office box opened by

Enclosure(s):| records.

Details: Previously reported in this investigation,l
opened a post office box at the request ofl

The applicati the post office box listed]| as a
reference. is believed to be| [ @5 this is
also| | |

ffhis post office box was located at|__________[____l___I
L ] Oregon The box was opened by b6
o S0GE 22

| Oregon 97266, | i B7e
[ Security number, | “Persons permitted to
%'f d_ag
were [OR_97226, and
i,g&731404, The box was closed

—

O 0472972003

Teceive malil there were identifie | References
| *

|

|

\
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FD-159 (Rev. 5-9-88)

RECORD OF INFORMATION FURNISHED OTHER AGENCIES

Orally Written Communication 08/08/2003

(date) (date)
Information cogeerning: —(ualudaDRTIG MATTERS here.) . .
Detectiv Portland Police Bureau, Drugs and Vice, was

advised about drug activity involving| | | |

Information furnished from File, Serial, and Page Number: 253E-PD-47965

Xl On 08/08/2003 a continuing disclosure was initiated with
(date)

Portland Police Bureau and will be maintained until the conclusion

(agency)

of the investigation.

Information furnished to : Detective Portland Police Bureau,
Drugs and Vice.

Remarks: This information was provided by furnishing Det.
an LHM suitable for dissemination to an outside agency.

SA

Employee Furnishing Information

A< 253E-PD-47965
1-66F-PD-A42788

sdu )
(2) dnv [mER

<puso001 403  o53e-0-d1905—9D
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 08/08/2003
To: Portland

From: Portland

Squad 4 b6
Contact: SA b7C
Approved By: | |2>£V7C4Zé72> P7E
Drafted By: :sdu ng//
Case ID #: 253E-PD-47965 (Pending)
Title: | | ET AL;
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET
Synopsis: Document information shared with Portland Police
Bureau on drug activity.
Details: Assistant United States Attorney (AUSA) | |has b5
been in telephonic contact with writer about] bé
b7C
<2§;;Zv
Writer met with[ _ Jon August 4, 2003, to obtain the b6
new information. The drug 1nformationﬁ:;::::]provided is not b7C
oing to be utilized by the FBI, and writer is forwarding it to
| |via LHM.
*

 SPuRR002.€03 253¢-P0 - 41965 -9




FD-302 (Rev. 10-6-95)

1

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 08 / 07 / 2003

| | for Citigroup, Inc., b6

704 Haight Avenue, Alameda, California 94501, phone number[:;::] b7C

ﬁ fax (510) 337-0649, received an[ | alert regqarding b7E
contacted SA| |and

provided the following information:

has a closed bank account with Citibank. The
account information is as follows:

bé
b7C

Account opened: 6/27/03
Account closed: 7/21/03
Account { |

r__________Citihank_alsg_had_slgged accounts for| | b6
These names were on tne| | b7cC

alert as aliases used byl | b7E
Investigation on 08/05/2003 a Portland, Oregon (via facsimile)
File # 253E-PD-47965—A"| Date dictated  08/07/2003
by SA hv// b6
: b7C

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.




FD-302 (Rev. 10-6-95)

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription 08/11/2003

| I[ | for | | corporation, b6
phone number] [[e—mail_address| b7cC
received an [alert regardingl | | b7E
responded to SA] [via e-mail and provided the

following information:

processed a workers' compensation claim for a mal

using the same social security number as bé

however, the claimant's name and date of D1rXrth are differentc. The b7cC

date of injury was 6/1/2003.
Investigation on 08/06/2003 a Portland, Oregon
File # 253E—PD—47965'%% ) ) Date dictated 08/1l/2003 “ﬂ)

L
b6

by SA p7C

This document contains neither recommendations nor conclusions of the FBIL. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.

- Spr=2234[.303 S , e




FD-302 (Rev. 10-6-95)

-1-
FEDERAL BUREAU OF INVESTIGATION

Date of transcription 08/08/2003

On August 8, 2003, SA | served a b3
Federal Grand Jury Subpoena, United States District Court, District b6
of Oregon, number] | dated Auqust 7, 2003, on ] | b7c

This subpoena was served via facsimile to the attention
of Legal Department, | | A copy of the
subpoena and the fax transmittal page is included in a 1A envelope
for this investigation.

Investigation on 08/08/2003 a Portland, Oregon (via facsimile)

File # 253E-PD-47965 ~A9 Date dictated  08/08/2003 ﬁ'/

by SA b6
b7C

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/11/2003
To: Portland

From: Portland

Squad 4
Contact: SA bé
b7C
Approved By: | kyJ b7E
Drafted By: :Sdugr//
Case ID #: 253E-PD-47965 (Pending)
Title: | | ET AL;
NORDSTROM - VICTIM;
IDENTITY THEFT - INTERNET
Synopsis: Background information obtained on bé
a.k.a.| | b7C
b7E
Enclosure(s): NCIC printout, BMV photo and| |records.
Details: Previously reported in this investigation, |
a subject of the above captioned case, conducted an .
Internet search at www.ussearch.com. | |search request was |
a "Location Search" for |of| |Oregon".
The search resulted wit he following hit:
b6
b7C
A search of Network-Tools indicated that the IP address
associated with this search (198.107.162.13) belongs to the
Multnomah County Library. Additional background information was
obtained on[:::f:::] A search of public records indicated the
following: Ve /
b6
Name
! DOB : b7e
SOC: /
Sex: Female

Race: White
Height: 5'4"
Weight: 115 pounds
Eyes: Blue.

Hair: Red/brown

L‘gfpw;»}zocﬁ&s 7 H53E - PD - 4190 — f Oé




To: Portland From: Portland
Re: 253E-PD-47965, 08/11/2003

Last known address:

It

Per ACS is a]
is believed that

*

b6
b7cC




JRL:jrl
28C~-PD-41036

Agent (SA)

AT PORTLAND, OREGON

[was telephonically contacted.
he has not seen or heard from

very long time. advised that]

name to obtain false i1dentification.

not know|

---- Working Copy ---- Page
The following investigation was conducted by Special
on Ngxembele3, 1996, | | white male,
date of birth Oregon driver’s |icense| | address
Oregon, telephone | |
| advised that
|in a
|lhas used his
has been
because of hig criminal activity. does
| advised that] has been under a
advised

great deal of stress because ofl

Fhat he did not know if]

, had heard from|

|]was told that

I advised th

(white male, dob

have information about

Case ID : 28K-PD-41036

-
there was an oy ing arrest warrant for
that if he saw| he would call the pol

and he stated

[Tce immediately.

t |

| might

bé
b7C

bé
b7C

bé
b7C

bé
b7C
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(Rev. 01-31-2003)

v

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 08/11/2003

To: Portland

Portland
Squad 4
Contact:

From:

SA

n

A

Approved By:

|sdqgr//

(Pending)

Drafted By: |

Case ID #: 253E-PD-47965

Title: ET AL;
NORDSTROM - VICTIM;

IDENTITY THEFT - INTERNET

Synopsis: Background information obtained on

Enclosure(s): N
and

Previously reported in this investigation, | |

CIC printout, DMV photo, Tigard Police Report,
records.

[?fff;ffjwas arrested on.May 21, 2003, while attempting to make
purchases at Nordstrom's with a fraudule?t_g:adin_gaxd&_1A

Nordstrom Visa was opened under the name

who's

ey

identity had been given tol
reportedly met | | (LNU) in a bar two weeks earlier.

was charged wi

£hl

!

is as

Background information obtained on

follows: ,
I

Name
DOB:
SOC:
Sex: Male ]
Race: White

Height: 5.1.0%
Weight: 190 _pounds
Eyes: Brown

Hair: Black

Last known address:

*"
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FBI FACSIMILE

COVER SHEET

13
!

PRECEDENCE

] Immediate
[] Priority
[ Routine

To:

CLASSIFICATION

] Top Secret
] Secret =
[J Confidential
[] Sensitive
[J Unclassified

@//‘ce @'/’7(

Sender's Initials:
Number of Pages: /
(including cover sheet)

Trgard

Facsimile Number:

Name of Office ‘

S03-

/- SOsY

Records Dwé

Time Transmitted:

SOn—

Date: S’ / 952/ 03

Attn:
Name Room Telephone
From: Portland
Name of Office
Subject: & 82 ,#
1 b6
e b7C
Special Handling Instructions:
b6
Originator's Name: é SZ 2 Telephone: ’%’J’/é b7cC
m a,‘«n b7E

Originator's Facsimile Number:

Approved:

503-552-5383

Brief Description of Communication Faxed: ﬂ&dde <74§/)C Lz s? Cé&(_;é
4

(TM A{e recend Wf'&(?l/. Ran Ls/

WARNING

Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this

information, disclosure, reproduction, distribution, or use of this information is prohibited (18.USC, § 641). Please notify the

originator or the local FBI Office immediately to arrange for proper disposition.
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TIGARD POLICE DEPARTMENT

FAX COVER SHEET
ro: | i b7C
AGENCY: ‘VG’QM FB |
CASE #: |

rax s BB L5 X ’53%

i | Ronde

PHONE ¥ (503) 639-6168 FAX #: (503) 684-5654

AR e

# OF PAGES INCLUDING COVER:

TIGARD POLICE DEPARTMENT ORI# OR0340400 TGP

ADDRESS: 13125 SWHALL BLVD
TIGARD OREGON 97223
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‘TIGARD : E]—I‘DENT PAGE/ AISALYSI
POLICE DEPARTMENT [x] CUSTODY (& ADULT [JJUVENILE) ’ INFO.
[:] SPECIAL (D INFO [] CLEARANCE [ | SUPPLEMENTAL) ! 0
DAL { LA I —~ — c 7&
CLASSIFICATION )3 mlzt b6
7%5 E ; O DNSAT (5L OF- CLEONT Gt/ T A p7C
DATETIME REPORTED BX E OCCURRED (OR OF THIS REPORT) DATETIME ARRESTED Z@q 0
SN0y th-50 S5-2\-9 W\ -AS5 S0 170\
TYPE ACTIVITY: O PHONE-IN(P) | CUSTODY TYPE: 13 STATUS OFF ] 6 PROTECTIVE CUSTODY 2B
Osac [BRADIO(R) 1PROBABLECAUSE [ 4 CITIZEN ARREST .
2 WARRANT ] s CITE-IN-LIEU
LOCATION OF OCCURRENCE LOCATION OF CUSTODY (LY, SAME AS OCCURRENCE LOCATION)
3
Amé&s\‘ an AdseNwedoy  Squert PO, TialD Al Q
SUMMARY) ' ’
b6
. 4
R T Y b7C
CA—CUSTODY ASSOCIATE ~ CO- COMPLAINANT  OW- OWNER PF- PROPERTY FINDER SB- SUBJIECT 0
WI- WITNESS ADDITIONAL PERSONS IN NARRATIVE: Y N
CODE | NAME LAST FIRST MIDDLE CRN SEX | RACE | DOB 5
Dy N 0™ Acom  Wuas iy Xan  Spuors / 7
HOME ADDRESS 1 \ ZIp PHONE -
D a1ty g
BUS T WORK HOURS WORK PHONE ?
507 -L1n- 0555 7
CODE | NAME CRN SEX | RACE lnom
Ca - M ) 657 be
HOME ADDRESS i ZIP PHONE B bic
- Z/
BUSINESS/ SCHOOL ADDRESS WORK HOURS WORK PHONE /
N 9A
‘u .
CU - Clorwo rerTT—TTTTTeT— =TT T SED JU-JUVENILE Y @
|_ME- MENTAL MI — MISSING OD - OVERDOSE RW — RUNAWAY ADDITIONAL PERSON IN NARRATIVE
CODE | NAM — — CRN SEX | RACE {-nDomB . ¥70A
P ML H 0y
AKA /MONIKER T, WT HAIR EYES FACIAL HAIR / CLOTHING
S |90 | D™ | Do | Modgonma 1A
STATE | SSN OTHER ID SCARS/MARXSITATTOOS (D - U -clesfF 6
or — oo
— Coesd, Oem ~foreardrr b7C
-
o I7b5% /0
TUSIITEOS T SUlIVOL RDDRESS WORK HOURS WORK PHONE A
non TPD MUGH FBI# SID# 9?
. 14A
Vamy
roT—T->owr=mNS OF ILLNESS/INJURY? Y (N/ EVIDENCE OF ILLNESS /INJURY? Y @’) TREATED BY: @/ 0 )
EXPLAIN: 15A
JUVENILE | LIVES WITH: PARENT/GUARDIAN NOTIFIED BY: DATE/TIME
ONLY CIPARENTS  jguarpian [ OTHER / L
FATHER/GUARDIAN/OTHER ADDRESS / WORK PHONE: 16
HOME PHONE: C%/
MOTHER/GUARDIAN/OTHER ADDRESS / WORK PHONE:
HOME PHONE: COMPUTER]
CHARGES ADDITIONAL CHARGES l@D IN NARRATIVE? ADVISE@F RIGHTS? RESISTED @ur'z ASSAULTED @cxcsm ENTRY
N Y
CHARGE / WARRANT (List agency)/ (CASE# (F DIFFERENT THAN THIS REPORT) CITAT[ON NO. % COURT DATE/TIME O pATA |
| JrtessroM) of [malBlED S oRSTIATCE / BEIO 0\ Lonas) e
" CHARGE / WARRANT (List ageacy Y (CASEH (1F DIFFERENT THAN THIS REPORT) CITATION NO. aAni COURT DATE/TIME b7C
| LAV ISE O L - CAEPLE CALD Z 710 Owe
| : CHARGE / WARRANT(List agency) / (CASE# (7 DIFFERENT THAN THIS REFORT) CITATIONNO. | BAIL COURT DATETIME
—_OPR
STATUS | 0 R |A LODGE {J PARENTS []CIVIL [0 JUVENILE DETENTION FAC
REFERRED TO: | 0] MUNICIPAL COURT {B, CIRCUIT COURT' ] JUVENILE ] OTHER L
COPIES §LDA Opus [lcw OeENGR QOyvoutH [Jiwv Opomvy [OMuNl [JGANG [JWIN dper O
CRT (GET) —FR
E
R DPSST PREC/DI‘:V__ 317‘-‘; ASSN/DIST SUPV/SIGNATUR Ciueps |b6
|| TPAT 2175 345 ——Ib7C

S83 684 5654

| MAY-28-20803 18:28

98% P.o2
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05/28/2003 17:49 FAX 503 684 5654 TIGARD PD 4003
TASENG . C WCLE/PROPERTY/DOCUMENTS /NA‘TIVE PAGEDE=
I . 121’ )
VEHICLE A-ABANDONED C-LEFTATSCENE L-LOCATED R~RECOVERED S~-STOLEN T-TOWED V- VICTIM VEHICLE ! )
X -~ SUSPECT VEHICLE ADDITIONAL VEHICLES LISTED IN NARRATIVE? Y/—B/
CODE | LICENSE NO. STATE LICYR TYPE VIN /
VEHYR MAKE MODEL STYLE COLOR STLN/RECD VALUE
DELIQ KEYSIN THEFT PERMISSION TDRANSMISSXON fDY DAMAGE
PAYMENTS VEHICLE INSUR GIVEN STANDARD .
Y N Y_N Y N Y N O auto Y N EXPLAIN:
CHARGE/CITENO. HOLD
Y N REASON:
TOWED BY / TOWED TO TOW DRIVER SIGNATURE | OO T REQUEST UNIT & PERSON NOTIFIED
[ PRIVATE REQUEST
PROPERTY RECEIPT NUMBER(S) PROPERTY IN C}]STODY OF; SERIAL NUMBER CHECKED BY:

PROPERTY D~ DAMAGED F-FOUND K - SAFEKEEPING __L-LOST R -RECOVERED S—STOLEN _ ADDITIONAL PROPERTY IN NARRATIVE Y N

CODE QTY

BRAND MODEL/STYLE COLOR SIZE SERIAL NO. ENGRAVINGS/PECULARITIES , VALUE

AR A

- 87—

7

Terd 82 -

WEAPON INFORMATION FOR ATF

1 ~-MANUFACTURE  2-TYPE 3-MODEL 4-CALIBER § — SERTAI/NUMBER 6 -~ COUNTRY OF ORIGIN __ 7- IMPORTER 8- OWNER.

/

WORTHLESS TYPE OF DOCUMENT
DOCUMENT 1 1. MONEY ORDER 5. CREDITCARD __ [J3.PERSONALCHK _ [14.PAYROLLCHK [J5 TRAVELERSCHK _ [ 6 OTHER
REASON FOR REJECTION [ 1. NSF H2.rRT™ [13.SIGIRREG.  [14.ACT.CLOSED
s utL }ﬁﬁ FORGED [17.STOLEN  [J8.FICTPRINT  [19.RAISED [ 10, POST DATED {1 11. PRE DATED [J 12. OTHER
HOW DOCUMENT WAS WRITTEN

{1 1. PREWRITTEN [ 2. TYPEWRITTEN {] 3. HANDWRITTEN [1 4. PROTECTOGRAPH 1 5. OTHER
ANY PART OF DOCUMENT WRITTEN IN WHAT PART? IDENTIFICATION USED BY SUSPECT DOCUMENT IN CUSTODY OF

PRESENCE OF VICTIM/WITNESS? ] 1. PROPERTY ROOM [ 5. CRIME LAB [ 5. OTHER
Y N [ 2. FRAUD OFFICE/CID [ 4. COMPLAINANT

NAME OF TTUTION . BRANCH AND LOCATION (CITY)

/%mgmﬁﬂﬂ 7/
CHECK NO. ~ACCQUNTAQ AMOUNT CHECK DATE

SO

PAY TO THE ORDER OF ) SIGNATURE OF ENDORSER

PRINTED NAME AND ADDRESS OF MAKER

O.R.S. 162,375 SECTION 212 INITIATING A FALSE REPORT. (1) A PERSON COMMITS THE CRIME OF INITIATING A FALSE REPORT IF HE/SHE KNOWINGLY INITIATES A FALSE
ALARM OR REPORT, WHICH IS TRANSMITTED TO A FIRE DEPARTMENT, LAW ENFORCEMENT AGENCY OR OTHER ORGANIZATION THAT DEALS WITH EMERGENCIES

INVOLVING DANGER TO LIFE OR PROPERTY. (2) INITTATING A FALSE REPORT IS A CLASS C MISDEMEANOR.

[J 1 UNDERSTAND THAT [ AM LIABLE FOR ALL TOWING AND STORAGE COSTS I WILL TESTIFY AS A WITNESS AGAINST THE DEFENDANT WHEN HE/SHE IS
INCURRED DURING THE RECOVERY OF THIS VEHICLE, CHARGED WITH A CRIME.
[] RELEASE PROPERTY / VEHICLE TO: Oy CHARGES(S) LISTED.

[ THE NAMED CHILD (ADULT) IS PRESENTLY A RUNAWAY (MISSING) AND |
REQUEST THAT HE/SHE BE TAKEN INTO CUSTODY FOR THEIR OWN

52103

PROTECTION. .
Signature of person reporing tic Inoigen

Date Time

BRIEF NARRATIVE OR ADDITIONAL LISTED PERSON(S)/ PROPERTY: (LIST CODE IN LEFT COLUMN)

[} SEEATTACHED FOR NARRATIVE

Bl T8 70 CoriOATIoD od Wweedi/e —

A

/

C

MAY-28-2883 18:21 583 684 5654 98%
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[ oo [ewesw T @ TIGARD POLICE DEPAR T@ENT A0
ADDITIONAL PERSO 3 /5
3 TOIDE OB OVERDD G A AT 77 SUSPECI BRea %gym D : 4'. %
CODE | N D - DL#/ STATE : é%r} S o SZ/I RACE |mDom
| Sl ||
Zip HT WwT TIrTTIC =TS
o 37630
CODE | NAME: LAST FIRST MIDDLE 1D -DL#/STATE DOB
HOME ADDRESS e HOME PHSNE HAIR EYES
BUSINESS / SCHOOL ADDRESS WORK HOURS WORK PHONE
CODE NAME: LAST FIRST MIDDLE 1D - DL#/ STATE RACE DOB
HOME ADDRESS Zip wT HAIR EYES
‘BUSINESS / SCHOOL ADDRESS WORK HOURS WORK PHONE
CODE NAME: LAST FIRST MIDDLE ID-DL%#{STATE RACE DOB
BOME ADDRESS 2P HOME PHONE HT wT HAIR EYES
BUSINESS / SCHOOL ADDRESS WORK HOURS WORK PHONE
CODE | NAME: LAST FIRST MIDDLE 1D -DL#/ STATE RACE DOB
HOME ADDRESS 2Ip HOME PHONE HT wT 'HAIR EYES
BUSINESS/SCHOOL ADDRESS WORK HOURS WORK PHONE
CODE NAME: LAST FIRST MIDDLE ID-DL#/STATE RACE DOB
HOME ADDRESS ZIP HOMEP wT HAIR EYES
BUSINESS / SCHOOL ADDRESS WO‘RK PHONE
CODE | NAME: LAST FIRST MIDDLE ID - DL#/ STATE RACE DOB
HOME ADDRESS Zp HOME PHONEl _— HT wT HAIR EYES
BUSINESS / SCHOOL ADDRESS WORK HOURS WORK PHONE
CODE NAME: LAST FIRST MIDDLE ID - DL#/STATE TORING SEX RACE DOB
HOME ADDRESS P HOME PAONE : HT WT HAIR EYES
BUSINESS / SCHOOL ADDRESS WORK HOURS WORK PHONE
CODE NAME: LAST FIRST MIDDLE ID - DL#/STATE SEX RACE DOB
HOME ADDRESS p HOME Pl-XONE HT wT HAIR EYES
BUSINESS / SCHOOL ADDRESS WORK HOURS WORK PHONE
'E ‘ PREC/DIV SHIFT / ASSN DIST SUPV.SIGNATURE
|| | | \zzsi1 70 /5{: 12125 Zg“
. [
583 684 5654 98% P.84
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L ®
Figard Police-Department
CONTINUATION:REPORT

l’age“rofg o CaseNol

NARRATIVE:

On 052103 at about 1700 I contacted Nordstrom loss prevention, who advised me a male
subject was inside Nordstrom and may possibly use a fraudulent credit card to purchase

goods there. At about 1715 I observed as Nordstrom loss prevention took into custody a

who had presented a Nordstrom credit gift card in order to purchase $180

worth of shirts. The gift card was made from a fraudulent credit account opened by
two days prior.

Nordstrom loss prevention manager, told me he was advised of the fraudulent

transaction at the Clackamas Nordstrom and recognized:las being the suspect of
the incident there by surveillance photos taken during that incident.

told me he had talked with| Ithe mad |had purported to be
when he opened the frandulent account. He said| had no knowledge of the openin
of a credit account at Nordstrom and did not know now nor did he ever know of a

nd thus never gave him permission to open an account at Nordstrom in his
name,(refer to the attached Nordstrom loss prevention report for further).

I advise of his Miranda rights from my prepared Miranda warning card and
aske if he understood his rights, he said, »yes”.

1 asked|:|if he knew 3 and he said “no”. I askedl why he had

opened a Nordstrom account using the name and SSN oﬂ: He looked at me for
several seconds without response, when X asked him if it was for the money, he shook his
head in the affirmative. He went on to talk about how he was unable to find steady
construction work and was forced to do what he did at Nordstroms to support himself and
his children. I asked him if he had signed the Nordstrom credit application using the name
otl and he said he had.

'

I asked:where he had obtained |information and he told me he had been
given the information by a guy with the first name of| |a week to two weeks earlier,
while at a bar. He said he did not know| ast name and had only seen him in
passing at public places a few times. aid he had given| " the Nordstrom
credit card and as agreed upon by and Ikept $500 in the form of
the Nordstrom credit gift card.

I contacted| |who confirmed to me that he did not l{now:land had
never authorized his application for a Nordstrom credit account. He went on to tell me
about several fraudulent accounts opened in his name within the last month. I:lsaid

Officer] | Date: May 22, 2003 Approved By:

BPST NtI I

Document2 M
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MAY-28-2803 18:23 SB3 684 5654 98% P.86

Page 5 of 5 ' ' V Case No

a Lowes credit account had been used that hadn’t been used since 2001. He told me $5000

worth of items were purchased at Zales jewelers using his name, SSN, and forged signature
for store credit, as well as $600 worth of merchandise from Mervyns by the same means.

I asked:ﬁf he had any recollection of opening the accounts at Lowes, Zales, and
Mervyns and he looked away in a perplexed manner and said he didn’t remember opening
the accounts. I tol I thought opening several accounts in someone elses name
would be something he should remember. I went on to advisel |that he should clear
the entire matter involving his use of identity for his sake ang

told me he had not opened or used any account undell |name at Lowes.
He said he had opened an account at Zales jewelers and Mervyns usin
information and signed the applications as| He told me he had purchased

o rings worth between $3000 & $5000 at Zales using the account he opened in

name.l stated he had purchased about $600 worth of clothing at

Mervyns using the account he had opened irf name. He told me both
transactions had taken place within the last week or so. |said he was given $800
from%is transaction at Zales and about $200 for the one at Mervyns. He told
me he gave " the two rings he had acquired at Zales and had sold the clothing
acquired at Mervyus,

[
1

was transported to Tigard P.D., where he was taken by WCSO transport to the
Washington County Jail, without further incident.

I advised Deputylzlof Clackamas County Sheriffs office of the incident involving
and it’s relation fo their casd  For identity theft at the Clackamas
Nordstrom involvinglIl Contact will be made with Mervyns and Zales in regard to

dmission to fraud at their locations.

CASE CLEARED BY ARREST; Forward a copy of this report to CCSQO att. Dep

Office | Date; May 22, 2003 Approved By:

BPST h1 |
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N THE /B urT courT oF THE sTATE oF@REGON o .
FOR THE COUNTY OF WASHINGTON

ARRESTEE: -

AFFIDAVIT IN SUPPORT OF
PROBABLE CAUSE ARREST

BOOKING NUMBER:

DATE OF ARREST: (5 2/ £©% °
TIME OF ARREST: ‘u;g{
STATE OF OREGON )

) ss.
County of Washington )

I ,ama pblice office with (name of agency} XJ (pALD
Bl CE \EPT. . [ have arrested the person named as the arrestee above for the ctime or crimes of
VST (wemwoseTrus i) & GABDOUARST (256 OF A CPEDVT CAlY) .

The reasons for the arrest appear below In the statement of facts. [ have personally observed the facts or they were
relayed to me by the people whose names and addresses appear in the statement. If the person is a police officer, the
officer's name and agency appear.

The crime or crimes occurred within Washington County on (date) ﬁbll___/_ at (time} __[.Zii_ at this location:
D70 2105 § Do 51D 42, R \\(OMD W .9Q1722%
The alleged victim is J 9 LS RLM, ) (lelephone) G 10 EEES
astess) T2 6 Neweanoce> Sp. 0o, TLoALD of 41273
relation to anestee: { ~9 NI . ® Victim notification Clis Q{Fs not required,
Statement of Facts: &/ pusci ) SextiA poa |
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— T UTCE Ut ' DPSST Number 1 Additional statement pages attached (# __)

SUBSCRIBED AND SWORN to before me on thls date:

' Bwearing Officer DPSLS'I;Nun'iﬁer
Washington Count Shettif's Offics ~ s .
WCJ Form 21T (Hard c0py) Feb 98 (Two ekdod) (Feptaoes unumbersc, sndated vecsion, Uss stocks il eshasiiad. Word iaplals n Jul Tamplata/Aficak dieckon)
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L .
3

orEGON REGIC® @
LOSS PREVENTION

[WASHINGTON'S

9700 SW WASHINGTON SQ. RD.
TIGARD, OREGON

97223

(503) 620-0555

SUBJECT NAME: CASE NUMBER: AGENT: INCIDENT DATE:
05/21/03

NARRATIVE:

On 05/21/03, I:I was employed as the Loss Prevention Manager for the
Washington Square Nordstrom store. On the above date, I received a register alerf from the fine
Jewelry Department. Via C.C.T.V; I noticed a male in the department who I recognized {from a prior
Xdentify Theft Alert from the Clackamas Nordstrom store.

I called The Clackamas store and spoke with the Loss Prevention Manager:h
sent him a picture of the person in the store for him to look at. He agreed with me that the male
appeared to be the same person.

The male, who is now known to me aslglwalked out of the Jewelry Department
and headed over to the Men’s Sportswear Deparfment. gent|:|and I continued to
watch him via C.C.T.V; when we noticed ielected a shirt.

Speaking wit. ia phone, I was told tha had opened a Nordstrom Visa
account under the nam The account number was used at the
Clackamas store for $1,345.45. Included in the transactions was a purchase of giit card

for $500.00____|pave me the contact number for the real_g:land told
m anted to press charges.

Agen|:|x;alled Tigard Police Department for assistance and stood by with them

outside of the West Doors.
selected a second shirt and presented both to the Sportswear employee for payment
handed the employee gift card he gift card did not work since it had been

drained by the fraud department.l [was referred to Customer Service where he took the gift card.
Once in Customer Service, Afent identified himself and with the assistance of the

Tigard Police Department, brough into custody.

as taken to the Loss Prevention Office where he was informed that the room was being
monitored with both an audic and video recording system. The amount of the 2 shirts that he tried to
purchase with the gift card was $182.00. A police case number of| _______ Jvas issued.|:|was
trespassed for a 2 year period. |
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05/28/2003 17:52 FAX 503 684 5654 TIGARD PD doo9
; Date/'I‘l Zmd Date/Time O Tigard Police Department @:F
OU 0\052)0% / /75| PROPERTY EVIDENCE REPORT
Associated Case #: ; Incid'eﬁypy
Tel: (503) 639-6168 ext. 240 75 e, L5 OF (i
Locatlon of Incid, ¥ State Zip
s D) .20, Tl D L 97223
Property Seized under a Search Warrant? 0 Yes 0 No
Person | OW=0Owner S=Suspect B =Business PF =Property Finder Additional Persons: OYes 0O No
Code )
Co No e Race | Se
— [l S _ AN
s ity t ate 1D Lal
o 97455
RO uaw rum Middle DOB Race | Sex
dr l Zi Tel
€SS ip e
'?%77 9/4;/%%%@71) 60, £, Tllhey of. ?7275 DI -0ES
Code Last Name First Name Middle DOB Race | Sex
Address Street Unit # City State Zip Tel.

CITIZEN SIGNATURE x

The Tlgard Police Department holds all Safekeeping Property for 90 days. If you fail to respond within 90 days after the date
of incident, the property will be disposed of in accordance to Department Policy. Please Note: All property marked “hold”
will be held until 2 written release authorization from the Washington.County District Aftorney’s Office is received.

Property Type Codes: P-Prisoner F-Found E- Bvidence
FR-Forfeiture S-Safekeeping R-Recovered Stolen

Dispo Code: H-Hold C-Crime Lab D-Destroy Only T-DMV  P-Process film

O-Release to Owner R-Release to O/S Agency TR-Transcribe Tape

Type | Qy pPo———o——a"—= Lgcation Seized Date/Time
1 Perén No. /%ZZW/—" 75/; j/
Type Q]{y I /1t 1 Z
2 ogn | M '
Tygé Q;y 'mn (Brand, Color, Size/Caltber, SeT #)_ ||( H o521 03
3 et L2 (127 ¢ 21T~ /715"
Type C{ty Description (Brand, Color, Size/Caliber, Ser #)
4 Person | No.
Type | Qty | Description (Brand, Color, Size/Caliber, Ser #)
3 Person | No.
Narrative

Sz Feonpr MesnriL e —

VA

31va

7 Resed Bt
ALY3d0¥d 40 NOILYJ0T 3OVHOLS

.

(=

]

Shl)%L

District A

Adl

0

By Date Data Entry/Date

APPOINTMENT TO MEET WITH THE PROPERTY CLERK PRIOR TO
COMING TO THE POLICE DEPARTMENT. THE PROPERTY CANNOT BE RELEASED OTHERWISE. ***

STIVILINI

WHITE - Records
MAY-28-2803 18:24

CANARY - Receipt

PINK - Attach to property

583 684 5654 98%

MANILA - Property File
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