
 

 

U.S. Department of Justice 
 
 
 
 
 
 
Federal Bureau of Investigation 

 Washington, D.C. 20535 

 
 December 7, 2020 

 
MR. JOHN GREENEWALD JR. 
SUITE 1203 
27305 WEST LIVE OAK ROAD 
CASTAIC, CA 91384-4520 
 

FOIPA Request No.: 1367830-000 
Subject: Nordstrom, Inc. 
 

Dear Mr. Greenewald: 
 

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5, 
United States Code, Section 552/552a.  Below you will find check boxes under the appropriate statute headings 
which indicate the types of exemptions asserted to protect information which is exempt from disclosure.  The 
appropriate exemptions are noted on the enclosed pages next to redacted information.  In addition, a deleted page 
information sheet was inserted to indicate where pages were withheld entirely and identify which exemptions were 
applied.  The checked exemption boxes used to withhold information are further explained in the enclosed 
Explanation of Exemptions.   

 
 

Section 552  Section 552a 

(b)(1)
 

(b)(7)(A)
 

 (d)(5)
 

(b)(2)
 

(b)(7)(B)
 

 (j)(2)
 

(b)(3)
 

(b)(7)(C)
 

 (k)(1)
 

Federal R. Criminal P. 6(e)  (b)(7)(D)
 

 (k)(2)
 

50 USC 3024(i)(1) (b)(7)(E)
 

 (k)(3)
 

 (b)(7)(F)
 

 (k)(4)
 

(b)(4)
 

(b)(8)
 

 (k)(5)
 

(b)(5)
 

(b)(9)
 

 (k)(6)
 

(b)(6)
 

  (k)(7)
 

 
535 pages were reviewed and 222 pages are being released. 
 
Please see the paragraphs below for relevant information specific to your request as well as the enclosed 

FBI FOIPA Addendum for standard responses applicable to all requests.  
 

 Document(s) were located which originated with, or contained information concerning, other 
Government Agency (ies) [OGA].  

 

 This information has been referred to the OGA(s) for review and direct response to you. 

 We are consulting with another agency.  The FBI will correspond with you regarding this information 
when the consultation is completed. 

 
Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to your 

request.  “Part 1” of the Addendum includes standard responses that apply to all requests.  “Part 2” includes 

additional standard responses that apply to all requests for records about yourself or any third party individuals.  
“Part 3” includes general information about FBI records that you may find useful.  Also enclosed is our Explanation 

of Exemptions. 
 



   For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”  
The FOIPA Request Number listed above has been assigned to your request.  Please use this number in all 
correspondence concerning your request.   

 
If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this request, 

you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United States 
Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an appeal through 
OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website: 
https://www.justice.gov/oip/submit-and-track-request-or-appeal.  Your appeal must be postmarked or electronically 
transmitted within ninety (90) days of the date of my response to your request.  If you submit your appeal by mail, 
both the letter and the envelope should be clearly marked "Freedom of Information Act Appeal."  Please cite the 
FOIPA Request Number assigned to your request so it may be easily identified. 
 

You may seek dispute resolution services by contacting the Office of Government Information Services 
(OGIS).  The contact information for OGIS is as follows: Office of Government Information Services, National 
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-6001, e-mail at 
ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769.  Alternatively, 
you may contact the FBI’s FOIA Public Liaison by emailing foipaquestions@fbi.gov.  If you submit your dispute 
resolution correspondence by email, the subject heading should clearly state “Dispute Resolution Services.”  Please 
also cite the FOIPA Request Number assigned to your request so it may be easily identified. 

   
 

 See additional information which follows. 
  

 
 

Sincerely,              

 
Michael G. Seidel 
Section Chief 
Record/Information 
   Dissemination Section 
Information Management Division 

 
 
 
Enclosures 

The enclosed documents represent the first interim release of information responsive to your negotiated 
Freedom of Information/Privacy Acts (FOIPA) request.  

This material is being provided to you at no charge.    

Duplicate copies of the same document were not processed.  

Records which may have been responsive to your request were destroyed.  Since this material could not be 
reviewed, it is not known if it was responsive to your request.  Record retention and disposal is carried out under 
supervision of the National Archives and Records Administration (NARA), Title 44, United States Code, Section 3301 
as implemented by Title 36, Code of Federal Regulations, Part 1228; Title 44, United States Code, Section 3310 as 
implemented by Title 36, Code of Federal Regulations, Part 1229.10.  

 

 

 

http://www.fbi.gov/foia
https://www.justice.gov/oip/submit-and-track-request-or-appeal
mailto:foipaquestions@ic.fbi.gov


 
 

FBI FOIPA Addendum 

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA Addendum 
provides information applicable to your request.  Part 1 of the Addendum includes standard responses that apply to all 
requests.  Part 2 includes standard responses that apply to requests for records about individuals to the extent your request 

seeks the listed information.  Part 3 includes general information about FBI records, searches, and programs.   

Part 1: The standard responses below apply to all requests: 
 

(i) 5 U.S.C. § 552(c).  Congress excluded three categories of law enforcement and national security records from the 

requirements of the FOIPA [5 U.S.C. § 552(c)].  FBI responses are limited to those records subject to the requirements 
of the FOIPA.  Additional information about the FBI and the FOIPA can be found on the www.fbi.gov/foia website. 
 

(ii) Intelligence Records.  To the extent your request seeks records of intelligence sources, methods, or activities, the FBI 

can neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to 
requests for records about individuals, PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(1), (b)(3), and (j)(2)].  The mere 
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption 
(b)(1) and/or would reveal intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC § 
3024(i)(1)].  This is a standard response and should not be read to indicate that any such records do or do not exist. 

 
Part 2: The standard responses below apply to all requests for records on individuals:   
 

(i) Requests for Records about any Individual—Watch Lists.  The FBI can neither confirm nor deny the existence of 

any individual’s name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§ 
552/552a (b)(7)(E), (j)(2)].  This is a standard response and should not be read to indicate that watch list records do or 
do not exist. 
 

(ii) Requests for Records about any Individual—Witness Security Program Records.  The FBI can neither confirm 

nor deny the existence of records which could identify any participant in the Witness Security Program pursuant to FOIA 
exemption (b)(3) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(3), 18 U.S.C. 3521, and (j)(2)].  This is a standard 
response and should not be read to indicate that such records do or do not exist.  
 

(iii) Requests for Records for Incarcerated Individuals.  The FBI can neither confirm nor deny the existence of records 

which could reasonably be expected to endanger the life or physical safety of any incarcerated individual pursuant to 
FOIA exemptions (b)(7)(E), (b)(7)(F), and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(7)(E), (b)(7)(F), and (j)(2)].  
This is a standard response and should not be read to indicate that such records do or do not exist.  

 
Part 3: General Information:    

 
(i) Record Searches.  The Record/Information Dissemination Section (RIDS) searches for reasonably described records by 

searching systems or locations where responsive records would reasonably be found.  A standard search normally 
consists of a search for main files in the Central Records System (CRS), an extensive system of records consisting of 
applicant, investigative, intelligence, personnel, administrative, and general files compiled by the FBI per its law 
enforcement, intelligence, and administrative functions.  The CRS spans the entire FBI organization, comprising records of 
FBI Headquarters, FBI Field Offices, and FBI Legal Attaché Offices (Legats) worldwide; Electronic Surveillance (ELSUR) 
records are included in the CRS.  Unless specifically requested, a standard search does not include references, 
administrative records of previous FOIPA requests, or civil litigation files.  For additional information about our record 
searches, visit www.fbi.gov/services/information-management/foipa/requesting-fbi-records. 
 

(ii) FBI Records.  Founded in 1908, the FBI carries out a dual law enforcement and national security mission.  As part of this 

dual mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on 
every person, subject, or entity. 
 

(iii) Requests for Criminal History Records or Rap Sheets.  The Criminal Justice Information Services (CJIS) Division 

provides Identity History Summary Checks – often referred to as a criminal history record or rap sheet.  These criminal 
history records are not the same as material in an investigative “FBI file.”  An Identity History Summary Check is a 
listing of information taken from fingerprint cards and documents submitted to the FBI in connection with arrests, federal 
employment, naturalization, or military service.  For a fee, individuals can request a copy of their Identity History 
Summary Check.  Forms and directions can be accessed at www.fbi.gov/about-us/cjis/identity-history-summary-checks.  
Additionally, requests can be submitted electronically at www.edo.cjis.gov.  For additional information, please contact 
CJIS directly at (304) 625-5590.   

 
(iv) National Name Check Program (NNCP).  The mission of NNCP is to analyze and report information in response to name 

check requests received from federal agencies, for the purpose of protecting the United States from foreign and domestic 
threats to national security.  Please be advised that this is a service provided to other federal agencies.  Private Citizens 
cannot request a name check.          

http://www.fbi.gov/foia
file:///C:/Users/ANROBERTSON/AppData/Local/Temp/1/Letters/www.fbi.gov/services/information-management/foipa/requesting-fbi-records
http://www.fbi.gov/about-us/cjis/identity-history-summary-checks
http://www.edo.cjis.gov/


 
EXPLANATION OF EXEMPTIONS 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 
 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the matters 

be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers 

to particular types of matters to be withheld; 

 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 

 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal  privacy; 

 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or 

information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair 

trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal  privacy, ( D ) could 

reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private 

institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 

enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 

investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 

investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 

reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 

individual; 

 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 

the regulation or supervision of financial institutions; or 

 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control,  or reduce crime 

or apprehend criminals; 

 

(k)(1) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy, 

for example, information involving intelligence sources or methods; 

 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege 

under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity would be 

held in confidence; 

 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to 

the authority of Title 18, United States Code, Section 3056; 

 

(k)(4) required by statute to be maintained and used solely as statistical records; 

 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 

employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 

information pursuant to a promise that his/her identity would be held in confidence; 

 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service the 

release of which would compromise the testing or examination process; 

 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person who 

furnished the material pursuant to a promise that his/her identity would be held in confidence. 

FBI/DOJ 



The Black Vault
The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world.  The research efforts here are
responsible for the declassification of hundreds of thousands of pages
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Discover the Truth at: http://www.theblackvault.com

This document is made available through the declassification efforts 
and research of John Greenewald, Jr., creator of: 
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FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 
DELETED PAGE INFORMATION SHEET 
FOI/PA# 1367830-0 

Total Deleted Page(s) 189 
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Page 9 - Duplicate; 
Page 21 b6 ; b7C; b7E; 
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• (Rev. 01-31-2003) • 
FEDERA~ BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Portland 

From: Portland' 
Squad 4 
Contact: SA 

Approved By: 

Date: 04/24/2003 

Drafted By: ~ ____ ~~rnn-~,-______ ~:SdU~ 
Case· ID #: 253E-PD-~ (Pending) 

e 

Synopsis: Request to open and assign case. 

Details: On April 24, 200.3, I Iprovided writer with 
information regarding an identity theft/credit card fome. 
Based u~:n the information received, writer contacted II Loss Prevention In:restigator at N9rdstrom IS! pone . 
number 03) 299-4191, regard1ng the fraud. l I who works 
out of Nordstrom I s downtown office, ·confirmed that Nordstr.om'·s is 
investigating ·this frau~ and provided some preliminarr 
informat~on. I J then advised that I _ 
Investigator at their Clackamas County bra~n~c~h~,~w~a~s~h~edading the 
investigation, and could provide more information. 

at I II 
call fro1}l an a,nonym~o~u~s~"'" 
who is aware o~1 I 

L=:=-==-r-:-=""- • • ormation. The 

advised 

the UNSUBS w1ll run a cred1t check, V1a computer, 
~a~s~~~r~o~u~t~1~n~e~p~rocedure fori I When the credit report 

is run, outstanding credit card debt is reported. The UNSUBS 
would take Nordstrom credit card information from the report, 
assume the customers identity and notify Nordstrom that they 
moved a~d ,to have a card issued to the hew address. Using two 
of these cards, the UNSUBS went to No~dstrom's and I 

b6 
b7C 
b7E 

b6 
b7C 
b7D 

b6 
b7C 
b7D 

I lOne card totaled a roximatelyl I ~ 
and the second card totated approximatel The anonymous 
caller stated that the IlNSUBShav and have }f ~f 

r5u~)~~~ . 
li~~/( q,iJ~ ._~t8~ - . 

11 ~,<,\ 



• • To: Portland From: Portland 
Re: 253E~PD-NEW, 04/24/2003 

~ ____ ~~~~rom investigators were able to identify two of 
thus far that have been compromised.~ ______ -, 

1J.=..1~n~a~~y~,"""".t~ey determined that the UNSUB I s stole I 
(phonetic) identit and used her information~·t~o~o~p~e~n~a~ 

where mail is presently being 
Nordstrom1s credit cards). 

On April 13, 2003, the Tigard Police Department 
arrested one of the UNSUBS who was attem tin to use one of 
stolen Nordstrom1s cards ~I----~ 
advised that the.~~~~ .. 
of the sub'ect. 

Nordstrom surve11 ance camera1s 
the 

information taken fr~o~m~t~h==a~t-=s~~~~~=:~~~~~~=-:===~ 
cn:,di t .report check I ! It is u~n~n~o=w~n=-~a~~~~~~~~~~~~~~~~~ are 
under the same ownership. 

Addit~onal investigation by Nordstrom and information 

]ect 1n t 1S group, an 

Nordstrom1s source I I left a cal~ number, 
but is now refusing to talk. It appears that the is afraid 
of continued contact and IW1t t e noted 
UNSUBS in the criminal activity. It is requested that the 
Portland Division open this investigation and assign to writer . 

•• 

2 

b6 
b7C 
b7D 

b6 
b7C 
b7D 

b6 
b7C 
b7D 



--~------~--------.---.-------~~~~------~--------.. -=== .... ~ 
Record Request 
FO'125 (Rev. 4·1·93) • • 

Date s-'i-03 

o Birth o Credi t 0 Criminal o Death DINS 0 Marriage* 0 Motor Vehicle 

To Buded 

Ret File number 

Nam~ ________ ~ ____ ~~T-~ ____ -T ____ ~~~~nd spouse 

Addresses 
Residence 

Business 

Former 

*Date and place of marriage 
(if applicable) 

Race Sex 
o Male o Female 

Birth date 

Age Height \.:eight Hair 

Birthplace 

Arrest Number Fingerprint classification Criminal specialty 

Social Security Number 

.SP"ifi, info, .. ti~n d~ 

R'iU'~ 

Drivers License' Number 

o OIL Photo 0 Other 

Eyes 

~ther-= ____ ~ 

b6 
b7C 



.. - • FD-302 (Rev. 10·6-95) 

I 

-1 -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 04/28/2003 

social security 
number was 1nterv1ewed at h1s place of employment, 
NORDSTROM, C ac amas Town Center, 12000 SE 82nd Avenue, Clackamas, 
Oregon ~7266, plione ~ (50~) 652-1t; wh:re he works a;; : Lo~s 
Prevent10n Manager. ~res1des at . - _ _ J 
Oregon 97015. and his cell phone number 1S I f er 
being advised of the identities of the interv1ewing Agents and the 
nature of the interview, I Iprovided the following information: 

o stated that on April 22, 2003,~ I a 
Loss Prevent10n ?l-gent for NORDSTROM's, answere a call from an 
anonymous source who called himself I Iprovided 
information about identity theft and fraud that was taking place. 
Thereafter, I Inoted the information and typed it up in a 
report. 

en cus omers come 0 e 
will run a credit check, via 

comput~r,as a rout1nf nroce1ure for When the 
credit report is run, _ _would ta e NORDSTROM credit card 
information from the report, as~ume the customers identity ahd 
'notify NORDSTROM that they (the victim) moved and request to have 
another card issued to h stated that the 
individu~ls have used NORDSTROM ac~ounts to 

II knows that the individuals usedl 
(PhO~e~ic>-r~entr1~'t~y~t~o~I ______________________ ~I w~h~e-r-e--t~hre-y--a--r-e----~ 
rece1Y1ng mail.J I however, he did not 

Investigation on ~0:...:4:..L1-=2:..::5:.L1-=2:....::0:....::0:..:3:.....-_at Clackamas, Oregon 

Date dictated 0 4/·28/2 003 

This document contains neither recommendations nor conclusions of the fBi, It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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• FD-302a(Rev.lO-6-95) 

253E-PD-NEW 

Continuation ofFD-302 of ,On 04/25/2003 __ ~=============L ____ ~ __________ __ 2 ,Page ___ _ 

r----ladv~'~w-~~~~,~STROM investigators were able to 
identi~yt~the thus far that have been r---l 
compromised. Add' nv~stigators determined that ~ 
(LNU) is actually n A r' he Tigard Police 
Department arreste NORDSTROM's~ __ ~ 
while attempting to use one of the stolen NORDST~OM's cards. ~I ~ __ ~ 
advised that the u.s. eventual 1 and took 'custody 
of I Ibe ' at the 
time of the crime. 
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• (Rev. 01-31-2003) ASCII 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 05/06/2003 

To: Portland 

From: Portland 
Squad 4 
Contact: SAL ______________ ~~------------~ 

Approved By: i~icf ..... h ..... aliilwlo.r ... l.liiiie.liil.s ......... M.wa .... t ..... ho.looeolllw...,s~~~ 
SSAI J1aT-

Drafted By: ~ ______________ ~~SdU~ 
Case ID #: 253E-PD-47965 (pending)~4f 

Title: I I ET ALi 
NORDSTROM, ET AL - VICTIM; 
ONLINE IDENTITY THEFT 
F.R.A.I.D. - SUBSTANTIAL INTERNET CONNEC 

Synopsis: Requesting SAC authority to apply for Mail Cover from 
U.S. Postal Service. 

Details: A source, who called himself I I, provided 
information to Nordstrom1s Loss Prevention inves~igators about an 
identity theft, and subsequent credit card fraud that was taking 
place. Nordstrom investigators confirmed that the information 
provided by the source was r~liable and accurate. Thus far. 
Nordstrom personnel have identified two of the alleged I 
victims in the scheme. 1....-____ ----1 

New cards are issued to the above address based upon 
information provided about the victim1s background, such as 
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.. • To: Portland From: Portland 
Re: 253E-PD-47965, 05/06/2003 

social securit etc. 

~ ________ ~P~e~r~t~h~e~source, the post office box used byl ~ 
lis being utilized to receive new cred1t cards. 

~T=h~i-s--m-a-i~l--w-o-u~l~d~c-o~ntain the names of potential victims; 
therefore, the mail cover would assist in identifying individual 
persons and company victims, in addition to any co~conspirators. 
Based upon investigation by the Portland Division, it is believed 
that this box is being utilized for criminal purposes only. 

Subjects of the mail cover are: 

All other names should be included in the mail cover as 
it will assist in identifying victims and co-conspirators. 

This investigation involves violations related to 
identity theft, 18 U.S.C. 1028, fraud related activities 
involving computers, 18 U.S.C. 1030, and fraudulent use of credit 
cards, 15 U.S.C. 1644 

No subject of this mail 
federal indictment to our knowled 

e ma1 cover, t e 
u.S. Postal Service to 

have the mail cover cancelled. Based upon the information 
Portland now possess~s, it is not known, or believed, that any of 
the subjects are presently being represented by an attorney. If 
during the period of the mail cover, the Portland Division learns 

2" 

b6 
b7C 
b7D 

b6 
b7C 
b7D 

b7E 

b6 
b7C 
b7D 



To: • Portland From: Portland 
Re: 253E-PD-47965, 05/06/2003 

that a subject has retained an attorney, that information will be 
forwarded to the U.S. Postal Service. 

A mail cover for 30 days is requested for all classes 
of mail, both foreign and domestic, to include any parcels 
received atl I Parcels could include purchases that have 
been mail ordered using fraudulent credit cards. 

++ 
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• 
In Reply, Please Refer to 
file No. 253E-PD-47965 -5 

U.S. Postal Inspection Service 
MC 
P.O. Box 882168 
San Francisco, CA 94188~2168 

Attention: 

Dear Mr.~I ______ ~ 

U.S. Department of Justice 

Federal Bureau of Investigation 

Portland, OR 97207 
(503) 224-4181 
May 7, 2003 

Asep 

The Federal Bureau of Investigation (FBI), Portland, 
Oregon, is currently conducting an official investigation which 
involves obtaining evidence of the commission, and/or the 
attempted commission of a crime(s). In particular, the FBI is 
investigating crimes pertaining to identity theft, fraud related 
activity involving computers, and fraudulent use of credit cards. 

The current investiqation is tarqetinq a qroup of 

New cards are issued to the above address based upon 
information provided about the victim's background, such as 

I s:e::] sec:ri tv number djte of hi :th nr:vi ~'S a~dress etcr I portraylng thelr ldentlty to be that 
o e V1C 1m. 

The post office box used by~1 ____________ ~--~--------~ 
is being utilized to receive new credit cards. This mail would 
contain the names of potential victims; therefore, the mail cover 
would assist in identifying individual persons and company 
victims, in addition to any co-conspirators. Based upon 
i.~ve?t~g~tion by the Portland Division, it is believed that this 
box is being utilized for ctinfinal purposes only. 
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• 
The subjects of the mail cover are: 

All other names should be included in the mail cover as 
it will assist in identifying victims and co-conspirators. 

This inv.estigation involves violations related to 
identity theft, 18 U.S.C. 1028, fraud related activities. 
involving computers, 18 U.S.C. 1030, and fraudulent use of credit 
cards, 15 U.S.C. 1644 

No 
ral indi 

under 

W 1C occurre w 11e 
Per D1str1ct Attorney 1nell, r----lwill not 

attorney appointed by the State of Oregon u~uly, 
2003, due to budgetary reasons. Should any subject be indicted 
or formally charged during the period of the mail cover, the 
Portland Division will promptly advise the u.S. Postal Service to 
have the mail cover cancelled. Based upon the information 
Portland now possesses, it is not known, or believed, that any of 
the subjects are presently being represented by an attorney. If 
during the period of the mail cover, the Portland Division learns 
that a subject has ret'ained an attorney, that information will be 
forwarded to the u.S. Postal Service. 

A mail cover for 30 days is requested for all classes 
of mail, both forei9n and domestic, to include any parcels 
received atl J. Parcels could include purchases that have 
been mail ordered using fraudulent credit cards. 

Form 2009, Information Concerning Mail Matter, should 
be provided to the FBI on a weekly basis. Pursuant to your 
regulations, no photocopies of these forms will be made. The 
forms will be returned to you within sixty (60) days of receipt 
by our office. It is requested the forms 2009 be sent to: 

FBI Portland 
Attention: SAl I I L...-_______ ---I 

Portland, Oregon 97207 
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• 
Should you have any questions, please do not hesitate 

to contact SAl I Thank 
you for your time and attention to this mail cover request. 

Sincerely, 

CHARLES MATHEWS III 
Special Agent in Charge 

- - -~ ~ - - ~ --- - -
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• 
Automated -Serial Permanen~ Charge-Out 
FD-5a (1-5-94) 

Case ID: 253E~PD-47965 Serial: 6 

Description of Document: 

Type -: FAX 

• 
Date: 0;'/20/63 Time: 19:52 

Date : ·05/12/03 
To : 'NORDSTROM 
From : PORTIiAND 
TOPiC:LI ____________________________________________ ~------~ 

Reason for Permanent Charge-Out: 

placed into main by mistake 
moved into cqrrect sup~fi~e 

Transferred to: 

Case ID: . 253E-PD-47965-GJ 

EmplOyee:J~ _____________________ ~ 

Serial:' 1 
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•• 
Automated Serial Permanent Charge-Out 
FD-5a (1-5-94) 

Case ID: 253E-PD-47965 Serial: 7 

Description of Dqcument: 

Type 
Date 
To 
From 
Topic: 

FAX 
05/14/03 
NORDSTROM 
PORTLAND 

Reason for Permanent Charge-Out: 

placed into main file by mistake 
moved into· correct· sub-file 

Transferred to: 

Case ID: 253E-PD-47965-GJ Serial: 2 

EmplOyee:~I ________________ ~ 

• 
Date: OS/20/03 Time: 19:53 
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QRev.Ol-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 05/13/2003 

To: Phoenix Attn: Cyber Squad 

From: ~tland 
Squad 4 ~------------------------------------, 
Contact: SA~I ______ ~~ __________________________ ~ 

Approved By: ~ ____________ ~~ 
L...--_____ -----II: Sd~ Drafted By: 

Case ID #: 253E-PD-47965 (Pending) - 2 
Title: I ET AL; 

NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Synopsis: Request delivery of subpoena. 

Enclosure(s): Two original subpoenas with attachments and two 
copies of the subpoenas, with attachments, and instruction sheet. 

Details: I Ihave been 
fraudulently obta~n~ng Nordstrom cred~t cards. The victims are 
unaware of that a change of address has been requested on their 
cards. New cards are bing issued to several addresses, some of 
which have been identified as ost office boxes, which are 
utilize~ b A subpoena has been issued for 
all Nordstrom accoun s go~ng 0 three specific addresses, in an 
attempt to identify further victims of the fraud. Therefore, 
Phoenix is requested to deliver the enclosed subpoenas to 
Nordstrom, 73~0 EasT ~the~:; S~ite 100, Scottsda~e, AZ 85260, 
to the attent~on of_ __ _ ___ Subpoena P~ocess~ng. ~ Fax 
copy was sent on Mayan , 003, to Nordstrom1s to initiate 
the requests. 
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To: -Phoenix From: Portland 
.. 

Re: 253E-PD-47965, 05/13/2003 

LEAD(S) : 

Set Lead 1: (Action) 

PHOENIX 

AT PHOENIX, AZ 

Phoenix is requested to deliver the enclosed subpoenas 
to Nordstrom, 7320 East Butherus; Suite 100, Scottsdale, AZ 
85260, to the attention ofl I Subpoena Processing. 
The subpoena copies are to be Ie t wlth Nordstrom's, and the 
executed originals returned to the Portland Division, attention 
I I 

++ 

2 
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------.--------------------------------------------.. ----------~~~--~ ....... 
~ ..; 

Record Request I 

FD:125 (Rev. 4·1·93) 
~' 

o Birth o Credit 0 Criminal 0 Death 0 INS 0 Marriage* 0 Motor Vehicle I&1 Other . ______ = 

To Buded 

\ f\ s 
Return to File number 

Z-6sE: - Po -- \..{ -:r4<oS 
Name and alIases of subject applIcant, or employee, and spouse 

~I------'--------------------------------~ 
Addresses 

Residence 

Business 

Former 

*Date and place of marriage 
(if appl icable) 

Race 'Sex 
o Hale 
o Female 

Birth date 

Arrest Number 

Age Height \.Ieight 

Birthplace 

Fingerprint classification 

Hair 

Criminal specialty 

Social Security Number Drivers License Number 

I I o OIL Photo o Other 

. Specific' information desired 

-Resol t!. 0 f check-

'PL-E"ASE DB'TA~ F~\.J...- ~c(L\ at==: 

j)oc.kcr·r~-e~T c..i'lA 4 r~J-eci-J 
JQWP"I~l> "--Jt,,,I,.e..) J6t-

l 

Eyes 

r 

<' 
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• (Rev. 01-31-2003) ASCII 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 05/15/2003 

To: Portland Attn: SSAI 
Sal~em--~RA~------------~ 

From: ~tland 
Squad 4 
Contact: SA I 

Approved By: ~------------~vijJ 
Drafted By: ~ __________________ ~ISdU~ 

Case ID #: 253E-PD-47965 (pending)- 10 

Title: I ET AL; 
NORDSTROM ~ VICTIM; 
IDENTITY THEFT ~ INTERNET 

Synopsis: Request to have analyst assigned to prepare link chart 
and event chart. 

Details: A source, who called himself I ~ p:ovided 
information to Nordstrom's Loss Prevent10n 1nvest1gators about an 
identity theft, and subsequent credit card fraud that was taking 
place. Nordstrom investigators confirmed that the information 
provided by the source was reliable and accurate. Thus far, 
Nordstrom personnel have identified two of the allegedl 
victims in the' scheme. ~------~ 

I 

The source stat,ed that I 
I are 1nvolved. 1n tne 

I 

the new address, I 
97213. This address 1S aSS1 ned. to a u.s. 9 Postal serV1ce 
office box. 

New cards are issued to the above address 
information provided ahout thel 

I 
scheme. 

I Oregon 
, p ost 

~1 ________________________________________ ~lvarious 

based upon SUej as 
etc. 

Nordstrom's 

. 
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, . . ,' • To: Portland From: Portland 
Re: 253E-PD-47965, 05/15/2003 

U on interviewin the source, . other I 
was re~v~e~a~I~e~d~.----------~ to include 

On Ma 14, 2003, 
However will be 

e source, a 1S e1ng reques e . 
information for the charts is available in file folders located 
at SAl I desk, and can be accessed at any time by the 
analyst ass1gned to the task . 

•• 
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• • (Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION ASCII 

Precedence: ROUTINE Date: 04/30/2003 

To: Portland 

From: Portland 
Squad 4 
Contact: 

Approved By: 

Drafted By: 
fill 

~ ______________ ~ISdU~ 
Case ID #: 253E-PD-47965 ( pending) .-. { J 

Title: 1 1 ET ALi 
.NOl<.1J::i"l"l<.UM - VICTI,Mi 
ONLINE IDENTITY THEFT 
F.R.A.I.D. - SUBSTANTIAL INTERNET CONNECTION 

Synopsis: Update on investigation. 

Details: On April 24, 2003,1 1 Loss Prevention Manager 
at Nordstrom's Clackamas locat~on, prov~ded information regarding 

I Ithey believe are/were committing fraud at four of 
their department stores. The initial information the received 
was from an anonymous source who called himself Based 
upon I I information, an investigatio by 
Nordstrom em:loyees, where~nl. . I and 

I _ JW r ~nterv~ewe 
em 10 ees. rom a total of 

had been . 

e ~s aware 0 

_~~~ ______________ ~~~~~~~~-=~~.provided 
owever, e ~s now unwilling to 

fraud. 

The fraud appeared to be committed at four Nordstrom 
locations, at the Lloyd Center, Clackamas Town cent,:: w:,hington 
Square Mall, and the Vancouver Mall. At that time, did not 
know of any fraud taking place at their downtown Por an 
department store (new information has been obtained from the 
Ti ard Police De artment. The were identified 
~~ __________________________ -, __ ~~~~ __ ~ ______ ~ through 

credit . 

6fJ1A-)~ O~ •. C'O.3 
. . 

;(£3·~ - PI?- L//9~S .'/ ( 
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• • To: Portland From: Portland 
Re: 253E-PD-47965, 04/30/2003 

The information was then used to request (via telephone) new 
Nordstrom cards, having them mailed to a IInew address ll . The 

hone number used on both thel laccounts was 
cell phone number I I The subjects would go 

to Nor strom's and buy clothing items anp gift cards with the 
newly issued cards, then "go to another one of Nordstrom's store 
locations to return the items for cash. Additionally, it is 
believed that the subjects are shoplifting items and then 
returning them for cash. Nordstrom's does not require a receipt 
to return items; they only require that the item has a 
Nordstrom's tag or a IIshank ll on the back of the tag (a sticker 
with a barcode on it) . 

As noted above, on April 13, 2003, the same day I 
andl Ito Nordstrom's,:1 ~~~~:rlw~a~s~ 
arrested by the T~gard Police Department for attempting to make 
purchases with a fraudulent Nordstrom's card I I 
The arrest took place at Nordstrom's washingt~o~n~S~qu~a~r~e~M~a~l~l--~ 
location. Officerl l Tigard Police Di~artmTnt, 
affected the arrest ofl I After the arrest, _ Jwas 

. . rviewed by Officer I I Upon a search 6frl~---'1 a 
was found on his erson. When estioned b Officer 

that was 
~~~~~--~--~--~--------~~~-r----~~~r-----~-a~t~that time, 

wo days prior, 
to a ~ erent po ~c~e artment presume C ac amas County 
Sheriff's Office). was taken to the Washington County 
Sheriff's Office (WCSO for detention. 

While in jail at the wcso, I I made a phone call to 
an unknown female. Thisl Iby 

I I volunteer at the WCSo. During this conversation, the 
unknown female made comments about the IIwhite thingll (the 

I I IIparked up there ll (Washington Square Mall), and was 
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• • To: Portland From: Portland 
Re: 253E-PD-47965, 04/30/2003 

concerned about how to get rid of it. I I and the female began 
to talk about how the olice could not prove that r----lwas in 

and that the"'"""ii'E'I'tch II was 
the one anyway (indicating that al I 
ossibl w s involved. I Imay have been the one 

because she was caPQ surveillance 
cameras at a Nordstro~r the same day of arrest). This 
conversation between and the unknown ema el I 
and placed into evidence y the weso. 

~~~~ __ ~ ____ ~L A search of the vehicle resulted in no 
additional property or evidence. 

In addition to ther---l found o~ Iperson during 
the initial arrest, two page~a credit report and several 
IIpost it ll type papers were found on him. One page from a credit 
rep~rt is dat~d 3/9'f2003 and had the n~mel band written 
on ~t (referr~ng to_ T J. It appears to be page 
2 of 2, and came from web s~te . 

3 
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• • To: Portland From: Portland 
Re: 253E-PD-47965, 04/30/2003 

Note 1: 

Note 2: 

Nqte 3: 

ears re l. 
Universal Citi - credit 
Open: Nordstom (800) 964-1800 

JC Penny (800) 542-0800 
Nextel (?) 

Phone number and new voice mail 

Sear.s 
JC Penny 
Ben Household Finance 
B&A Mortgage 
Discover Card ($5,000) 

I Hanna: :O:da 
Nexte ? 

I (Writers Note - victim identified by 
~----------------~ Nordstrom 

Mal. en Name: un nown 
Employment: retired 
Checking account at 82nd & Division branch Bank of West 
Nordstrom 

4 
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e e. 
To: Portland From: Portland 
Re: 253E-PD-47965, 04/30/2003 

US Bank 
FUSA - opened 1997, (800) 955-9900 
WFB 
Courtesy Ford (inquiry) 

Maiden Name: unknown 

Checking account at Key Bank 
Apply: Nextel. Nordstrom. Sears, JC Penny 
Employment: I I 

r-~ __ ~~~~~~~~were telephonically interviewed by 
Offi~~~ ery of the papers. Neither person 
knew nor did they give him permission to use their 

The two victims will contact Office~ I if they 
determine that any accounts have been opened or altered using 
their personal information . 

•• 
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• • ASCII (Rev. QI-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 05/02/2003 

To: Portland 

From: Portland 
Squad 4 
Contact: SA 

Approved By: 

Drafted By: 
~--------------------~ 

SdU~ 
Case ID #: 253E-PD-47965 (Pending) ,-, 1:<" 
Title: I ET ALj 

NORDSTROM - VICTIMj 
ONLINE IDENTITY THEFTj 
F.R.A.I.D. - SUBSTANTIAL INTERNET CONNECTION 

Synopsis: Update on investigation. 

Details: On May 1, 2003, writer telephonically contacted Dan 
Thinell, District Attorney, at (503) 846-8671, Washington County 
Distriqt Attorney's Office, 150 N. First Avenue, Suite 300, 
Hillsboro, OR 97124-30 2. ' , District Attorney 
assigned to prosecute A Grand Jury is 
scheduled to indict on the followin 
cha~ges: (12 
counts). T 1ne a he 1S w1111ng to delay the Grand 
Jury proceedings if the United ~tateS Attorneyts Office is 
willing to prosecute the case. l Irequested a lawyer, but can 
not have one assiTn~d Urtil July, 2003, due to state budgetary 
reasons. Because was not officially ' on parole at the time 
he committed the cr1me (he was in a halfway house/house arrest), 
he will onl e required to go back to ja' e duration of 
his term. is due to be released on 2003. Thinell 
stated that and could 
be reached at 

~------------~ 

I Iwas telephonically contacted at t~h~e~~ 
above noted nuiriber regard1ng I I advised that IL.,-_~ 
was previously sentenced in the Western Distr1ct of Washington on 
two counts of Bank Fraud I Iresides in Washington state, but 
committed fraud in Oregon). Thereafter ,I ras paroled, but 
violated hiQ' rvised release" by faiI1ng to report for his 
drug test. was then sentenced to serve 32 months. I I 
petitioned 0 serve his time in Oregon instead of Washington, 
which was permitted. I I became a Bureau of Prisons inmate in 

- ~/ol·ea3 
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• • To: Portland From: Portland 
Re: 253E-PD-47965, 05/02/2003 

It was at this halfw~y house where I I S
d was recently placed in a halfway house in downtown 

who lo1as a]~o on "parole" es. j .did 
o e at! : : jgirlfriend is another co-

conspirator 1n th1s investigation. last on parole in 
1998, and her parole officer was 

1...-_____ .... 

I I stated that she would like to havel I sent 
back to Washington re his release. He is presn 
being housed at the Detention Center. Prior to 

I 
tranSf~r t! Oregon per request), his arole offi 

_ _ 1 :est:fn D1s r1C of Washington 
~ __ ~~Iconfirmed thatj lis ue to e re eased on 

20 3,or1s previous BanK Fraud sentence. 

I I parole Fff ; c e
: fO: ~ was I tele:hrniCaIIY contacted at tl advised that 

is a Bureau of Prisons 1nma e w 0 1S present y on~ ____ ~ 
paro e/house arrest with the Halfway HouseF-=i~n~ ________ ~~ __ ~--, 

his girlfriend~'.~~~~~ ________ i 

e ouse 1S a 
and believed to e a 1 a surpr1se visit 

I Iresidence on house appeared to be in 
"normal conditions", with no indication of drugs or "excessive 
clothing ll laying in plain view (question posed by writer) . 

was asked to provide any additional 
~-~-~~ an~ the homicide on~~~;-_~ __ ~ 

coroner's repor 1n 1ca e ad a 
lethal dose of cocaine in her body, that was not the cause of 
death. The cause of death was from "lithe hands of another". 

in prison. •• 
negl1gent 
three years 
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(Rev. 01-31-2003) • • 
FEDERAL BUREAU OF INVESTIGATION 

Date: 05/16/2003 Precedence: ROUTINE 

To: uIo"rtland Attn: SA 1L...-________ --1 

From: Portland 
Squad 4 
Contact: IAI 

Approved By, ; f 
Drafted By: I ft'dY 
Case ID #: v.2'53E-PD--47965 (Pending) -I 3 

Title: l ET AL; 
NORDSTROM, ET AL - VICTIM; 
IDENTITY THEFT- INTERNET; 

Synopsis: Lead covered. Utiiity check fori 
L...-______ ~I Oregon conducted as requ~sted. ~-----------I 

Reference: 253E-PD-47965 Serial 2 

Details: FD-125 dated May 07, 2003, set a lead for an analyst to 
conduct a utility of the address I I 
Oregon 97236. 

On May ~5, 2003, Investigative Analystl 
contacted Portland General Electric (PGE). The ~fo~l~l~o-w-~~'n-g----~ 
information was provided concerning electrical service tol I I Oregon: ~-----I 

Service Address: 

Customer Name: 
Turn on date: 
SSAN: 
OR Driver's license: 
Employer: 
Work telephone: 
Home telephone: 

No current utility accounts fo~ were found. L...-__________ ~ 

•• 
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(Rev. Ol-31~2003) • • 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: l?ortland 

From: Phoenix 
Squad 12 
Contact: SAl 

Attn: 

A:t?proved By: I It()Y 
-;::::======~ 

Drafted By: I ~kam {IV'-' 
Case ID #~E-PD-47965/'t (Pending) 

Title: I I ET AL; 
NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Date: OS/27/2003 

Synopsis: Served two subpoenas ,. covered lead. 
r-------..., 

~Enclosure ~) : 

Details:. On May 27, 2003, at 
lead set by Portland, SRre~c~i~a~l~~~~~~~ ___ ~~~ __ ~~ 
two sub oenas numbered 

Signed original subpoenas are enclosed. Lead covered by 
FBI Phoenix. 
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. ,. 

To: 1 d • h . , Port an From: P oenlX • Re: 253E-PD-47965, OS/27/2003 

LEAD (s) : 

Set Lead 1: (Info) 

1 
PORTLAND 

AT PORTLAND, OREGON 

Lead covered. Read and clear . 

•• 

-- - ---._-
- --- ~ - - --- ~----- - -

- ~ - - - - -------- - -



In Reply, Please Refer to 
FileNo. 253E-PD-47965 

U.S. Postal Inspection Service 
MC 
P.O. Box 882168 
San Francisco, CA 94188-2168 

Attention: 

Dear Mr.~I ______ ~ 

U.S. Department of Justice 

Federal Bureau of Investigation 

Portland, OR 97207 
(503) 224 .... 4181 
June 4, 2003 

ASCI! 

The Federal Bureau of Investigation (FBI), Portland, 
Oregon, is currently conducting an official investigation which 
involves obtaining evidence of the commission, and/or the 
attempted commission of a crime(s). In particular, the FBI is 
investigating crimes pertaining to identity theft, fraud related 
activity involving computers, and fraudulent use of credit cards. 

Th jnd;v;~uals,''-~~~~~~~~~~~~~~~~~~~~~~~~L-~~ 

I Jwho a,~ __ ~~~~~~~~~w-~~~~~~~~~~ __ ~~ 
worked at an 
where he wou~--r-u-n-s--c-r-e-d~1~t~r-e-p--o~r~t~s--o-n--c-u-s~t~o-m--e-r-s-.--~-------r~ 

I Iwould then take the cus 
1nformat10n from the credit report, contact credit card 
company(s) via telephone to advise that they (the victim) have 
moved, and request to h?ye an~ther card issued to the new 
address. Additionally,[ jhas been paying an on-line service 
for background checks on persons believed to be potential new 
victims. Several mail boxes have been opened to received the 
credit cards. Specifically, it is believed that I lis having 
credit cards sent to three u.S. Post Office boxes and one 
commercial mail receiving agency, private mail box. 

New cards are issued to the addresses based upon 

I 

1S unaeterm1nea at th1S t1me. 

b7E 
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~ . -

The post office boxes used by~ are being utilized 
to receive new credit cards. This mail ~contain the. names 
of potential victims; therefore, the mail cover would assist in 
identifying individual persons and company victims, in addition 
to any co-conspirators. Based upon investigation by the Portland 
Division, it is believed that these boxes are being utilized for 
criminal purposes only. 

The subject of the mail cover is: 

All other names should be included in the mail cover as 
it will assist in identifying victims and co-conspirators. 

This investigation involves violations related to 
identity theft, 18 U.S.C. 1028, fraud related activities 
involving computers, 18 U.S.C. 103'0, and fraudulent use of credit 
cards, 15 U.S.C. 1644 

. The subject of this mail cover is presently under 
federal indictment to our knowledge. Should any subject be 
indicted or formally charged during the period of the mail cover, 
the Portland Division will promptly advise the U.S. Postal 
Service to have the mail cover cancelled. Based upon the 
information Portland now possesses, it is not known, or believed, 

b6 
b7C 
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that the subject is presently being represented by an attorney. 
If during the period of the mail cover, the Portland Division 
learns that a subject has retained an attorney, that information 
will be forwarded to the U.S. Postal Service. 

A mail cover for 60 days is requested for all classes 
of mail, both foreign and domestic, mail order catalogues (which 
come by 2nd class pUblication and can be used to order fore~ 
mera:andis:~ a:d an: Darce~: re:eiv:1 at post office boxes~ I Parcels could include 
purc asesataveeen ma~ or ere using fraudulent credit 
cards. 

97207 

ShOll~ d YOllJtaye an: mleSti o:s P: ease do pot hesitate 
to contact SAI_ _ _ _ I Thank 
you for your t~me ancrattent~on to th~s ma~l cover request. 

Sincerely, 

Agent ~n C arge 

3 
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(Rev. 01-31-2003) • 
FEDERAL BUREAU OF INVESTIGATION 

ASC'\ 
Precedence: ROUTINE 

To: Portland 

From: Portland 
Squad 4 
Contact: 

A 

Approved By: ~ V 
:======~---, Drafted By: L...1 _________ ....... ~sdu 

Case ID #: 253E-PD~47965 (Pending) - 17 
Title: I ET AL; 

NORDSTROM, ET AL - VICTIM; 
ONLINE IDENTITY THEFT 

Date: 05/06/2003 

F.R.A.I.D. - SUBSTANTIAL INTERNET CONNECTION 

Synopsis: Requesting SAC authority to apply for Mail Covers from 
U.S. Postal Service. 

Details: A source, who called himself 

Additionally, 

vJ.ctJ.ms. It J.S 
to several U.S. 

worked at 

s accoun s~~~~~~~~~~~ 
for cash. 

rea. L...-___ ----I 
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To: 
e 

Portland From: Portland 
Re: 253E-PD-47965, 05/06/2003 

i ,i ~' ~ hel :' ~ved t: ~ave ~::d s:rral boxes at U. S. ~o~t Off~cec_L _ _ _ ~ ___ __ Oregon 97208, spec~f~cally, 
boxes I our box has been opened at a 
commerc~al ma~ rece~v~ng agency with a private mail box, located 
~;~ loregon 97202, private mail 

New cards are issued to the above post office boxes 
based upon information provided about the victim's background, 
such fS sod a 1 seCllrj tv nllmber date of birth, previous address, 
etc. _ I then go to the various 
Nordstrom's department stores a~d ma:el 
I I (The extent of l ... h I 
w~th the others is undetermined at t ~s time.) The merchandise 
is then returned at another Nordstrom's and the 

Per the source, thel 

Subject of the mail cover ~s: 

and 

(Commercial Mail Receiving Agency) 

b6 
b7C 
b7D 

b6 
b7C 
b7D 

b6 
b7C 
b7E 



To: 
e 

Portland From: Portland 
Re: 253E-PD~47965, 05/06/2003 

All other names shoul4 be included in the mail cover as 
it will assist in identifying victims and co-conspirators. 

The u.S. Postal office that will be utilized for this 
mail cover will be the United States Postal Inspection Service, 
MC, P.O. Box 882168, San Francisco, CA 94188-2168. 

This investigation involves violations related to 
identity theft, 18 U.S.C. 1028, fraud related activities 
involving computers, 18 U.S.C. 1030, and fraudulent use of credit 
cards, 15 U.S.C. 1644 

I the subject of this mail cover is not 
presently~u~n~d~e~r~f~e~d~e~r~a~l indictment. Should the subject be 
indicted or formally charged during the period of the mail cover, 
the Portland Division will promptly advise the u.S. Postal 
Service to have the mail cover cancelled. Based upon the 
information Portland now possesses, it is not known, or believed, 
that I lis presently being represented by an attorney. If 
during Ehe period of the mail cover, the Portland Division learns 
that ~ subject has retained an attorney, that information will be 
forwarded to the u.S. Postal Service. 

A mail cover for 60 days is requested for all classes 
of mail, both foreign and domestic, mail order catalogues (which 
come by ~nd class publication and 7an be used to o:der fore~ 
merchand1se) and an arcels rece1ved at post off1ce boxesL---J 

•• 

3 

Parcels could include 
uS1ng fraudulent credit 
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FD-320 (Rev. 4-11-86) 

In Reply, Please Refer to 
ASCI' 

FileNo. 253E-PD-47965 

FBICASESTATUSFO~ 

Date: 06/04/2003 

To: IffiA Michael W. Mosman 1000 SW 3rd Avenlle 
(Name and Address of USA) • 

portland OR 97204 • 

From: Portland 
(Name of Official in Charge and Field Division) (Signature of Official in Charge) 

RE: Consent Search of Vehicle 
(Name of Subject) (Age) (Sex) 

You are hereby advised of action authorized by AilSA I 1 
~~~L-----------~(~ .• mmmiw~o~lhSAorAUS~ 

on information submitted by Special Agent JL. ______________ ~=::'!'"'""-------JI--------
(Name) 

on 06/03/2003 
(Date) 

o Request further investigation 

o hnmediate declination 

o Filing of complaint 

o Presentation to Fedeml Gmnd Jury 

o Filing of information 

89 Other 

For violation ofTitie 1:.;8=--___ , USC, Section(s) -=1~0~2=8 ________________________________________ ----

Synopsis of case: r0::.:n:.:....:.J.:::u;::n:.::e:......::3:..L...~2=0.:::.0.:::3..L,...,SAI I conferred 
with AUSAI L I via telephone, regarding the legal 
authorit to conduct a consent search of a vehicle. SA 

rovided the followin information in brief: a 

gave consent to t e 
e. 
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I Ito move the car, 
~t~h~e~r~e~~~~o~~~"n~1~m~p~~1~e~~a~n~-a~c~c~u~a~~r-a~u~t~h~o~r~1~t~y b~L.. ______________ ~ 
to give consent for the search. 

B::e: ::0: the :0°: th:tl 

I· 

b5 
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25,3E-P~-4J965 0:-\<1 
SDU:sdugr 

1 

On June 4, 2003, I I provided consent to 
search a vehicle and storage shed by voluntarily executing two 
FD-26 Consent to Search forms. Followin a search of the 

conducted by SA and SA 
search of the ve 1C e was con ucte w1th a third 

La-g-e-n~t~,~S~A~--~~~~~~ Digital photogr~phs of the search were 
taken and save on d1sk. The disk is being sent to the file in a 
lA envelope for reference. 

b6 
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253E-PD-47965 -;>..D 
SDU:sdu 

1 

ASCII 

~ ________ ~Q~n~~une 5, 2003, SA I fret]] rn ed a set oL-:f:--;"k-e-y-s---:t-o-r------------........ ........, 
b1rthl I social security 
voluntarily provided the keys to the 
search of a vehicle owned by~I ____________ ~~ ________________ ~ 

wherein 
of the vehicle was conducted on June 5, 2003, 
nificant was recovered. To avoid possible 

since the theft, 
vehicle~~~~~~~~~~~~~~~~~~~~~~~ garage 1n owntown L..I ______ ~ 
for the 

~ __ ~~Iprovided consent on June 4, 2003 by voluntarily 
executing two FD-26 forms (Consent to Search) for the vehicle and 
a storage locker she rented to store I I belongings. 

I ]assisted the FBI on June 4 2003. by opening the storage 
locker for SAl I and SAl • l then locking it 
after the search was completed. The car keys were given to SA 

I Ito conduct a search of the vehicle the following day, 
without I Ipresent. After the search of the vehicle~w~a~s~ __ ~ 
completed on June 5, 2003, the car keys were returned tQJ I 
however, she refused to accept custody of the money for~ 
~------~I ~~ 
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FD-302 (Rev. 10-6-95) 

- 1 -
ASCII 

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 06/05/2003 

r-________ ~D~uring the week of Mar of May 12-18, 2003, SA ~I __ ~ __ ~~ 
land SAl took surveillance photographs of 

~v-a-r~i-o-u-s~l-o-c~ations. photographs which are of investigative value 
are identified as follows: 

PhotOgraPh:I~ ________________________________________ ~ 

PhotOgraPh:I~ ____________________________________________ ~ 
Photograph:~I ________________ G~dentified by source as 

I I location. 

Additional digital photographs were taken and will be 
identified under separate cover. 

Investigation on --,,0;..,:6'-L/...;:0;.::5'-L/-=2;..,:0...;:0;.::3,--_at Port I and, Oregon 

File # 253E-PD-47965 ~21 Datedi~~~ 06/05/2003 

by ~~I 
nus document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 

. it.~!! ~ C()Iltents are not to be distributed outside your agency. 
Sf}tA.1 b3Q~. e OJ. - - .- ..• 
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• • FD-302 (Rev. 10-6-95) 

-1-

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 06/05/2003 

a searc 

June 4, 
form. 

search 

For info,at::11 :::ar:~'11: C011::11: autbrrity, the vehicle 
searched belongs ·to! ~~who is presently 
in police custody for 1 en 1 y~ t an 0 her c arges. When 

I Iwas taken into custody, he fave
' 

IriS possfssions, to 
include his car kers- Thereafter, L bsked_ _to move the 
vehicle out of the_ _parking garage, located at the 
intersection of I I because he had II a lot 
of monel under the carpet of the drivers' side floor ll of the car. 

I _did go to the parking lot to verify that the car was there, 
but did not want to move it. I Igave consent to the FBI to 
search the vehicle, and provided SA I I with the 
keys to conduct the search.· . 

On A 
I I and 
described as a 
was located at 
Oregon 97209, near t e southeast corner. 

The following items were seized: 

Due to the fact that the vehicle has been in the 
garage for 14 days, and that it will be towed in 48 hours, 
money was seized, and will be turned over tol Ifor 
safekeeping. ~------~ 

Investigation on ----=o~6:...t../~0:..::5:...t../_=2:....::0:....;:0:..::3~_at Portland, Oregon 

06/05/2003 

parking 
the 

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 

~. ~ Si:W--'£o~oi.s_o3 

b6 
b7C 
b7D 

b6 
b7C 
b7D 

b6 
b7C 
b7D 

b6 
b7C 
b7D 

b6 . 
b7C 



(Rev. 10-01-1999) • 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: I Portland 

Date: 06/12/2003 

Attn: ISA~I ________________ ~ 
From: Portland 

Squad 9 
Contact: IRSI 

Approved By: 

Drafted By: 
~ 

~------------~ 

Case ID #:/253E~PD-47965 
281E-PD-44556 
66F-PD-A44173 

dmm¢ 
(Pending) -;L3 
(Pending )-...::<~ 

SUB 4 (Pending) - 9'.:<... 
Title: Microcomputer Matters 

I 

Synopsis: Information regarding the creation of a microcomputer 
database. 

Details: A microcomputer database has been designed to aid in 
the tracking of information within the Portland Division. The 
following are specific characteristics of the database: 

Objective of database: 

Name of database designer: 
Name of database and path: 
Type of software package: 
Location of computer: . 
Classification of information: 
Person responsible for data entry: 
Case Agent: 
Aware of microcomputer policy: 

•• 

IRS I I 

1~~~~~~~I ____ ~lm~ MJ.crosoft Access 
Team Drive 
unclassified 

~!' Yes~--------------~----~ 

c· 
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~; " 

. . 
• ASCI! 

In Reply, Please Refer to 
FileNo. 

.. 

RE: Preservation j:Jj:!tt.e.r 

Dear~I __________ ~ 

U.S. Department of Justice 

Federal Bureau ofInvestigation 

June 9, 2003 

Pursuant to instructions presented on the law 
enforcement hotline, this letter should servelas a formal 
request for the preservation of records and other evidence 
pursuant to 18 U.S.C. § 2703(f) pending further legal process 
the following as it perta~ns to: 

for 

b6 
b7C 
b7E 

Name: 
Address: 
City, State: 'ab6 

b7C 
-... 'v· b7E 
,.)!OIl " 

Telephone: 
E-Mail: 

4 You are hereby requested to pre~erve, for a period of 
90 days, the records described below currently in your 
possession, including records stored on backup media, in a form 
that includes the complete record. You also are requested not to 
disclose the existence of this request to the subscriber or any 
other person, other than as necessary to comply with this 
request. This request applies only retrospectively. It does not 
in any way obligate you to capture and preserve new information 
that arises after the date of this request. This preservation 
request applies to the following recor~s and evidence: 

b7E 



b7E 

2 



. . 

Thank you for your attention to this matter. If 
you have any questions or concerns, please do not hesitate 
to contact Sfecial Agent I I 

I _ 

Sincerely, 

Act~ng Spec~al Agent in Charge 

3 
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FD-448 (Rev. ~2-97) .... ( .. 

PRECEDENCE 

cg·1rumediate 
o Priority 
o Routine 

To: 

FBI FACSIMILE 

COVER SHEET 

CLASSIFI CA TI 0 N 

D Top Secret 
D Secret 
D Confidential 
G'Sensitive 
D Unclassified 

Time Transmitted: ,s-,' t/r-RM. 
Sender's Initials: ....::~=, ____ --

Number of Pages: -tf-l-------
(including cover sheet) 

Date: 11-1-03, 

Facsimile Number:I....L.---------1--__ ~-J__------.........., 

Attn: 

From: Portland 
Name of Office 

SUbject: ~~~ 

Special Handling Instructions: _iLJJ.:.,.....:.....::.....:...:~_,...:il~~=~~A_= ____________ "__ _____ _ 

Originator's J'lame:~ ~ Telephone: L..I ___________ ..... L 
Originator's FacsimL..il-e-N-u-m\"V-:::er7:~1 ::::::::::::::::=~ ___ ....:...._---_---____ --____ -..,..--
Approved: 

Brief Descri tion of Communication Faxed: 

WARNING 

Information attached to the cover sheet is u.s. Government Property. If you arc not the intended recipient of this 
information, disclosure, reproduction, distribution, or use of this information is prohibited (18.USC, § 641). Please notify the 
originator Qr the local FBI Offiee immediately to arrange for proper disposition. 
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I (Rev. 01-31-2003) • 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/06/2003 

To: Portland 

From: Portland 
Squad 4 
Contact: SA .... 1 ___ ----:-___________ ..... 

Approved By: I tJJ 
'-;:=========~-----, 

Drafted By: 1L--_________ ..... lsdUJ~ 
Case ID #: 253E-PD-47965 (Pending) .". ~5 

Title: I I ET AL; 
NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Synopsis: Document ~eeting with Nordstrom Loss Prevention. 

Imet wjth 

o t e ma~n su ]ects ~n t ~s ~nvest~gat~on. It ~s 
both Nordstrom employees and writer that~I ____ ~~ ______ ~ 
assisting with the theft of merchandise from their 

one 
by 

I lis an employee at the Clackamas branch of 
Nordstrom's department store where her primary res onsibilities 

store, which 
~~~~~~~~~~~~~~~~~~~~~~--;-------;is not a 

with the reg~ster uring high 
volume times. Per Nordstrom's,! Iwould not have access to 
account information through the cash register, and does not have 
access to inventory controls. 

Nordstrpm Loss Prevention department determined that 
i latterte: to n:r a gift card that was fraudulently 
purchased by another main subject. The process of 
obtainin the ~ t car was done throu h several transactions: 

~scount. Nor strom 
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\ , . 
To: 
Re: 

Portland From~ Portland 
253E-PD-47965, 06/06/2003 

Nor strom's conferred w1th wr1ter to ensure 
would not effect the investigation at hand. 

While at Nordstrom's, Loss Prevention employees 
provided writer with several transaction reports and printouts 
indicating I I activity during her employment with them. 
These reports are attached for reference. 

Employee Purchases Detail 

Gift Card Transactions 

Transaction Detail: 

Based upon writers evaluation of the transactions, only 
the activity that took place ont Iwas 
considered unusual. Nordstromoss Prevent10n employee~ provided 
writer with a digital review of h' rveillance cameras durin 

2 
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, 
.' ~ 

" 

I 

To: 
Re: 

along 
tapes 
above 

•• 

Portland From~ Portland 
253E-PD-47965, 06/06/2003 

1""'---1 __ ~ 
I r 

Nordstrom's will confront on this activity, 
with the gift card obtained from Nordstrom's audio 
their interv~ews and will provide er with a copy of the 
in addj ti on to any sllrvej]l ance searnents COP ta in 1 n91 I 
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n"to Time 

19:54 

20:29 

20:55 

17:29 

14:29 

15:05 

19:13 

13:45 

16:24 

17:10 

17:52 

16:30 

13:11 

19:52 

13:14 

17:38 

17:42 

20:10 

17:34 

16:50 

16:53 

05/28/2003 

Store Location 

0022 Clackamas Rack 

0022 Clackamas Rack 

0024 Clackamas 

0024 Clackamas 

0028 Portland Rack 

0028 Portland Rack 

0027 Tanasboume Rack 

0020 Dt Portland 

0028 Portland Rack 

0020 Dt Portland 

0028 Portland Rack 

0028 Portland Rack 

0025 Wash Square 

0028 Portland Rack 

0028 Portland Rack 

0027 Tanasboume Rack 

0027 Tanasboume Rack 

0025 Wash Square 

0027 Tanasboume Rack 

0025 Wash Square 

0025 Wash Square 

Employe.e Purchases Detail 

11112003 to 5/27/2003 

Disc Emp: I 
Rea Tran Rina SP Tran. Type Tran Amt Disc % DiscS 

b7C 

Sale with Doc $22.30 20.00% ($5.58) 

Sale with Doc $14.34 20.00% ($3.58) 

Sale with Doc $28.00 20.00% ($7.00) 

Sale with Doc $8.80 20.00% ($2.20) 

Retum ($9.58) 20.00% $2.40 

Sale with Doc $17.94 20.00% ($4.48) 

Sale with Doc $21.36 20.00% ($5.34) 

Sale with Doc $29.12 20:00% ($7.28) 

Sale with Doc $9.36 20.00% ($2.34) 

Sale with Doc $38.40 20.00% ($9.60) 

Sale with Doc $35.96 20.00% ($8.98) 

Sale with Doc $9.56 20.00% ($2.38) 

Sale with Doc $32.00 20.00% ($8.00) 

Sale with Doc $19.94 20.00% ($4.97) 

Sale with Doc $21.50 20.00% ($5.35) 

Sale with Doc $16.62 40.00% ($11.09) 

Sale with Doc $38.90 20.00% ($9.71) 

Sale with Doc $24.00 20.00% ($6.00) 

Sale with Doc $38.24 20.00% ($9.54) 

Sale with Doc $9.60 20.00% ($2.40) 

Sale with Doc $1.60 20.00% ($0.40) 

Totals. $427.96 2 ($113.8 ) 

Page 1 of 1 



Company 

Account 

May 28, 2003 

I: 

Giard Transactions - ~ t...j I I.... .1 Registers . All ASSOCiates-

1/1/2003 to 5/27/2003 

Date Time Store Reg Tran Ring SP Code GCAmt 

02126/2003 11:11 0028 Gift Card Tendered 539.90 
03/09/2003 12:39 0028 Gift Card Tendered 549.37 
03/15/2003 20:20 0028 Gift Card Tendered 589.79 
03/26/2003 12:24 0028 Gift Card Tendered $44.00 
03/26/2003 12:37 0028 Gift·Card Tendered 5.{).38 

12:33 0028 Value Loaded to GC (510.00). 

03/27/2003 14:27 0028 Gift Card Tendered 529.94 
03/27/2003 13:48 0028 Gift Cert. Tendered 520.00 
04/04/2003 11:59 0028 Gift Card Tendered 530.00 
04/15/2003 12:01 0028 Initial Purchase of GC (525.00) 
04/2212003 12:37 0028 Gift Card Tendered 59.66 
04/2212003 13:13 0028 Gift Card Tendered 525.00 
04/27/2003 14:26 0028 Value Loaded to GC (5450.00r\, 

14:28 0028 Gift Card Tendered 544;3.17/ 
04/2912003 12:31 0028 Gift Cert. Tendered $20.00 
05/04/2003 11:31 0028 Gift Cert. Tendered $20.00 
05/04/2003 11:26 0028 Gift Card Tendered $19.71 

05104/2003 11:26 0028 Gift Card Tendered $15.14 

05/05/2003 17:04 0028 Gift Card Tendered $6.10 
05/05/2003 14:22 0028 Gift Card Tendered $6.84 

05/08/2003 19:19 0028 tnjtial !=l_urclJJ!s_e...Qf GC . ($25.00). 
05/08/2003 13:42 0028 Gift Cert. Tendered $20.00 

Page 1 of 1 

b6 
b7C 



SAC1300 8618 I lIt~SACTION DETAIL e OS/28/03 11·:14:20 

dATE 4 27 03 REG DATE 04/27/03 ~ STORE 28 

T:YPE TOTAL TAX CUST ID DISC PUR EMP TAX XMT 
SALE 450.00 .00 0 .00 b6 

.00 b7C 
~ b7E 

SEQ AMT Ac.:c.:I NUMEEE. <~ EXP AT DEP 
1 VC 450.00 t 0305 N 
2 

SEQ DEPT CL SKU~GC-NG AMouNT QTY FEE TAX D.ISC SF AT 
1 * 8024101002655893 450.00 1 6666 Y N N 4 
2 
3 
4 
5 

VD REG TRAN CODE DEL N AUD BY 
CD EMP ___ _ ST 

OV N 
DEP ACCT ____ DESC ________ ---'-__ 

NOTES.: 

F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 



SAC1300 8618 I " ~SACTION DETAIL e OS/28/03 11.:15:48 

~ATE 4 27 03 REG DATE 04/27/03 ~ STORE 28 I" 

~YPE TOTAL TAX CUS'J' ID ~ DISC PUR EMP TAX XMT 
SALE 443.17 .00 ~ .00 b6 

b7C 
.00 ';) b7E 

SEQ AMT ACCT NUMBER rft."r EXP ~T DEP 
1 NG 443.17 51 N ~Q 

2 

SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT 
1 168 9 650469152613 7.97 1 Y N N 
2 168 9 420155015054 9.97 1 Y N N 
3 84 8 618714060335 12.97 1 Y N N 
4 168 9 810436~13221 9.97 1 Y N N 
5 168 9 794893717571 9.97 1 Y N N MORE ... 

VD REG TRAN OV N CODE DEL N AUD BY 
CD EMP ST DEP ACCT DESC 
NOTES: 

F1=REG BAL F3=MENU F5=ERR LIST F7~BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2~TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 



SAC1300 8618 I TRANSACTION DETAIL OS/28/03 11:31:44 
.~ 

DATEt/17/03 19:26 • D#,TE 5 17 03 REG STORE I 
TYPE LJ TOTAL TAX CUST ID DISC PUR EMP TAX XMT 
EXCH 74.69 .00 0 .00 b6 

.00 ~~ b7C 

SEQ TNDR AMT ACa ~UMBEB. cJ,..t- ·EXP AT DEP b7E 

1 CK 67.86 ~ I 
N 

2 NG 6~. 83 51 N 

SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT 
1 83 0 627435022591 12.97- 1 Y N N 
2 143 2 17036674297 2.97- 1 Y N N 
3 143 4 736209744512 2.97- 1 Y N N 
4 143 4 736209329238 7.97- 1 Y N N 
5 143 4 736209329238 7.97 1 Y N N MORE ... 

VD REG __ TRAN __ OV N CODE __ DEL N AUD BY 
CD EMP ST __ DEP __ ACCT DESC __________ _ 
NOTES·: 

F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 



SACJ.300 8618 I 

qATE 

TYPE 
EXCH 

SEQ 
1 
2 

5 17 03 

o 
TNDR 

CK 
NG 

SEQ DEPT CL 
5 143 4 
6 38 2 
7 38 2 
8 166 1 
9 166 1 

~ANSACTION DETAIL 

REG DATE 5/17/03 19:26 STORE 

TOTAL 
74.69 

AMT 
67.86 
6.83 

SKU-GC-NG 
736209329238 

19218486636 
19218486636 

667245403265 
667245403234 

TAX CUST ID 
.00 0 
.00 

ACCT NUMBER EXP 

AMOUNT QTY 
7.97 1 
1.97 1 
1.97 1 
3.47 1 
3.47 1 

OS/28/03 11:31:58 

~--------------~I> 
DISC PUR EMP 
.00 

AT DEP 
N 

51 N 

TAX XMT 
b6 
b7C 
b7E 

FEE TAX DISC SF AT 
Y N N 
Y N N 
Y N N 
Y N N 
Y N N MORE ... 

VD REG __ TRAN __ OV N CODE __ DEL N AUD BY 
CD EMP ST __ DEP __ ACCT DESC __________ _ 
NOTES: 

F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 



- ~ 

SAC:I;300 8618 I 1IiNSACTION DETAIL , OS/28/03 11:32:08 

DATE 5 17 03 REG DATE /17/03 19:26 STORE \-

TYPE 

CJ 
TOTAL TAX CUST ID DISC PUR EMP TAX XMTb6 

EXCH 74.69 .00 0 .00 
.00 b7C 

SEQ AMT ~((I ~IIMBEB EXP AT DEP b7E 
1 CK 67.86 N 
2 NG 6.83 51 N 

SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT 
9 166 1 667245403234 3.47 1 Y N N 

10 166 1 667245403227 3.47 1 Y N N 
11 230 6 822919811139 3.97 1 Y N N 
12 230 6 822919811139 3.97 1 Y N N 
13 143 4 736209329238 7.97 1 Y N N MORE ... 

VD REG __ TRAN __ OV N CODE __ DEL N AUD BY 
CD EMP ST __ DEP __ ACCT DESC __________ _ 
NOTES: 

Fl=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PFll=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD FIO=NEXT TRAN PF12=CA CNT UPDATE 



SACPOO 8618 I liANSACTION DETAIL , OS/28/03 11: 32 :·12 

!tATE 5 17 03 REG DATE 5/17/03 19:26 STORE 

TYPE 

0 TOTAL TAX CUST ID DISC PUR EMP TAX XMT 
EXCH 74.69 .00 0 .00 b6 

.00 b7C 

SEQ TNDR AMT ~CCI blllMBEB EXP AT DEP b7E 

1 CK 67.86 N 
2 NG 6.83 51 N 

SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT 
13 143 4 736209329238 7.97 1 Y N N 
14 143 2 49183190665 2.97 1 Y N N 
15 143 2 49183190122 2.97 1 Y N N 
16 168 9 413515461431 4.78 1 Y N N 
17 168 9 609475019434 4.78 1 Y N N MORE ... 

VD REG __ TRAN __ OV N CODE __ DEL N AUD BY 
CD EMP ST __ DEP __ ACCT DESC __________ _ 
NOTES: 

F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 



- - ~ 

SAC:t:300 8618 I lItNSACTION DETAIL , OS/28/03 11:32:17 

q,ATE 5 17 03 REG DATE /17/03 19:26 STORE 

TYPE EMP TOTAL TAX CUST ID DISC PUR EMP TAX XMT 
EXCH CJ 74.69 .00 0 .00 b6 

.00 b7C 

SEQ AMT .:lCCI bJllMBER EXP AT DEP b7E 

1 CK 67.86 N 
2 NG 6.83 51 N 

SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT 
17 168 9 609475019434 4.78 1 Y N N 
18 143 2 722691440612 2.97 1 Y N N 
19 143 2 17036932229 2.97 1 Y N N 
20 143 2 17036916472 1.93 1 Y N N 
21 143 2 736209212288 1.47 1 Y N N MORE ... 

VD REG __ TRAN __ OV N CODE __ DEL N AUD BY 
CD EMP ST __ DEP __ ACCT DESC __________ _ 
NOTES: 

F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 



SAC:J,.300 8618 I 

~ATE 5 17 03 

TYPE 
EXCH 

SEQ 
1 
2 

CK 
NG 

SEQ DEPT CL 
21 143 2 
22 143 2 
23 143 2 
24 143 2 
25 143 2 

lIiNSACTION DETAIL 

REG DATE 5/17/03 19:26 STORE 

TOTAL 
74.69 

AMT 
67.86 
6.83 

SKU-GC-NG 
736209212288 
736209212288 
736209685334 
736209685242 
736209212271 

TAX GUST ID 
.00 0 
.00 

ACCT NIIMBER EXP 

AMOUNT QTY 
1.47 1 
1.47 1 
1.47 1 
1.47 1 
1.47 1 

OS/28/03 11:32:22 

DISC PUR EMP 
.00 

AT DEP 
N 

51 N 

TAX XMT 
b6 
b7C 
b7E 

FEE TAX DISC SF AT 
Y N N 
Y N N 
Y N N 
Y N N 
Y N N MORE ... 

VD REG __ TRAN __ OV N CODE __ DEL N AUD BY 
CD EMP ST __ DEP __ ACCT DESC __________ _ 
NOTES: 

F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 



SAC1300 8618 I lIINSACTION DETAIL 

~ 
OS/28/03 11:32:25 

QATE 5 17 03 REG DATE 5/17/03 19:26 STORE .. 
TYPE 0 TOTAL TAX CUST ID DISC PUR EMP TAX XMT 
EXCH 74.69 .00 0 .00 b6 

.00 b7C 

SEQ TNDR AMT ~CCI ~IIMBEe EXP AT DEP b7E 

1 CK 67.86 N 
2 NG 6.83 51 N 

SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT 
25 143 2 736209212271 1.47 1 Y N N 
26 143 2 736209212271 1.47 1 Y N N 
27 143 2 49183190184 2.97 1 Y N N 
28 143 2 429201907442 2.97 1 Y N N 
29 143 2 429191065689 2.97 1 Y N N MORE ... 

VD REG __ TRAN __ OV N CODE __ DEL N AUD BY 
CD EMP ST __ DEP __ ACCT DESC __________ _ 
NOTES: 

F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 

- -- - ~---~.~-~----



SAc1300 8618 I TRANSACTION DETAIL , OS/28/03 11:32:28 .., 

REG DATE~5/17/03 19:26 DATE 5 17 03 STORE .. 
TYPE 

0 TOTAL TAX CUST ID DISC PUR EMP TAX XMT 
EXCH 74.69 .00 0 .00 b6 

.00 b7C 

SEQ TNDR AMT ACCI ~IIMBEB EXP AT DEP b7E 

1 CK 67.86 N' 
2 NG 6.83 51 N 

SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT 
29 143 2 429191065689 2.97 1 Y N N 
30 143 2 17036799150 2.97 1 Y N N 
31 143 2 17036731280 2.97 1 Y N N 
32 143 2 17036897979 2.97 1 Y N N 
33 143 2 722691440643 2.97 1 Y N N MORE ... 

VD REG __ TRAN __ OV N CODE __ DEL N AUD BY 
CD EMP ST __ DEP __ ACCT DESC 
NOTES: 

F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 



~~- ~----~-

SAc1300 8618 I II(NSACTION DETAIL OS/28/03 11:32:32 ... , "-

DATE, '5 J.7 03 REG DATE /17/03 19:26 STORE 
.# 

TYPE 

D TOTAL TAX CUST ID DISC PUR EMP TAX ~MT 
EXCH 74.69 .00 ' 0 .00 b6 

.00 b7C 

SEQ AMT ACCI ~IIMBEB EXP AT DEP b7E 

1 CK 67.86 I 

N 
2 NG 6.83 51 N 

SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX D~SC: SF AT 
33 143 2 722691440643 2.97 1 y N N 
34 143 6 736209686706 5.18 1 Y N N 
35 143 6 736209686669 5.18 1 Y N N 
36 
37 

VD REG __ TR}\N __ OV N CODE __ DEL N AUD BY 
CD EMP ST __ DEP __ ACCT DESC __________ _ 
NOTES: 

Fl=REG BAL F3=MENU', F5=ERRLIST F7=BWD F9=PREV TRAN PFll=SEARCH ENTER= 
F2~TENDERS F4=REDISPLAY F8=FWD FI0=NEXT TRAN PF12=CA CNT UPDATE 

, ~- ~ - - - ~ -
- ~---- - - -- --- ~- - ---



SA9i300 8618 I ~~SACTION DETAIL 4It OS/28/03 11:16:52 

BATE 4 15 03 REG DATE 04/15/03 12:0~ STORE 28 

TYPE 
SALE 

SEQ 
1 
2 

TOTAL 
25.00 

AMT 
25.00 

SEQ DEPT CL SKU-GC=NG 
1 ~02410948840773§ 
2 
3 
4 
5 

VD REG 
CD EMP 
NOTES: 

TRAN 

---- ST 
OV N 

DEP 

TAX CUST ID DISC PUR EMP TAX XMT 
.00 0 .00 b6 

.00 ~J 
b7C 
b7E 

ACCT NUMBER ~ EXP AT DEP 

I 0805 N 

AMOUNT QTY FEE TAX DISC SF AT 
25.00 . 1 6666 ¥ N N 2 

CODE DEL N AUD BY 
ACCT _______ DESC __________________ ----

F1=REG BAL F3=MENU FS=ERR LIST F7=BWD F9~PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F16~NEXT TRAN PF12=CA CNT UPDATE 



-- -~ --

OS/28/09f' 293 SAc1300 8618 I TRANSACTION DETAIL 
" 

REG DATE4l/08/03 (J9:~ STORE • DATE' 5 8 03 , 

TYPE EM~ TOTAL TAX CUST ID DISC PUR EMP TAX XMT 
~ALE 

~ 1
36

.
85 .00 .~O .00 b6 

.00 ~ 
b7C 

SEQ ACCT NUMBER 'V EXP AT DEP b7E AMT 

15 1 CK 36.85 I N 
2 

SEQ DEPT CL SKU-GC-NG AMOUNT QTY FEE TAX DISC SF AT 
1 161 3 97754403416 5.97 1 Y N N 
2 161 2 97754403409 7.97 1 Y N N 
3 161 3 97754403416 5.97 1 Y N N 
4 161 2 729026569796 6.97 1 Y N N 
'5 161 2 670331113030 9.97 1 Y N N 

VD REG __ TRAN __ OV N CODE __ DEL N AUD BY 
CD EMP ST __ DEP __ ACCT DESC __________ _ 
NOTES: 

F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 



OS/28/03~ 
I 

S~C1~qp 8618 I ~SACTION DETAIL 4It 
DATE 5 8 03 REG DATE 05/08/03 (i9:-ii> STORE 28 

'I'YPE 
SALE 

SEQ 
1 
2 

SEQ 
1 
2 
3 
4 
5 

VD REG 
CD EMP 
NOTES: 

Er::IE TOTAL 
25.00 

TNDR AMT 
CK 25.00 

DEPT CL SKU-GC-NG 
8024i09505044424 

TRAN 

---- ST 
OV N 

DEP 

TAX CUST ID DISC PUR EMP TAX XMT 
.00 0 .00 b6 

~ 
b7C 

.00 b7E 
ACCT NUMBER ~ EXP AT DEP 

I r N 

AMOUNT QTY FEE TAX DISC SF AT 
25.00 1 6666 Y N N 2 

CODE DEL N AUD BY 
ACCT DESC 

------- ----------------------

F1=REG BAL F3=MENU F5=ERR LIST F7=BWD F9=PREV TRAN PF11=SEARCH ENTER= 
F2=TENDERS F4=REDISPLAY F8=FWD F10=NEXT TRAN PF12=CA CNT UPDATE 



• 
Automated Serial Permanent Charge-Out 
FD-5a (1-5-94) 

Case ID: 253E-PD-47965 Serial: 26 

.Description of Document: 

Type : EC 
Date : 06/10/03 
To : PORTLAND 
From : PORTLAND 

Date: 07/23/03 Time: 12:47 

Topic: ~I __________________________________________________ ~ 

Reason for Permanent Charge-Out: 

MOVE TO GJ SUB FILE 

Trp.nsferred to: 
I 

Case ID: 253E-PD-47965-GJ Serial: 43 

Employee: ~I ______________ ~ 

b3 
b6 
b7C 

b6 
b7C 



Automated Serial Permanent Charge-Out 
FD-Sa (1-5-94) 

Case ID: 253E-PD-47965 ,Serial: 27 

Description of Document: 

Type EC 
Date : 06/10/03 
To : PORTLAND 
From : PORTLAND 

Date: 07/23/03 Time: 12:49 

. TOP~c:~I ________________________________________________________ ~ 

.. Reason for Permanent Charge-Out: 

MOVE TO GJ SUB FILE 

Transferred to: 

Case ID: 253E-PD-47965-GJ Serial: 44 

Employee_: IL....-________________ ....I 

" 

b3 
b6 
b7C 



Automated Serial Permanent Charge-Out 
FD-5a (1-5-94) 

Gase ID: 253E-PD-47965 Serial: 28 

Description of Document: 

TYPe : EC 
Date : 06/10/03 

. To : PORTLAND 
From : PORTLAND 

• 
Date: 07/23/03 Time:: 12: 50 

'TOpic:LI ________________________________________ ~ 

Reason for Permanent Charge-Out: 

MOVE TO GJ suB FILE' 

Transferred to: 

Case ID: 253E-PD-47965-GJ Serial: 45 

E~PlOYee:~I ________________ ~ 

b3 
b6 
b7C 



Automated Serial Permanent Charge-Out 
FD-5a (1-5-94) 

Case ID: 253E-PD-47965 Serial: 29 

Description of D~cument: 

Type EC 

Date: 06/18/03 Time: 12:22 

Date 06/11/03 
To PORTLAND 
From PORTLAND 
Topic: ~I ____________________________________________________ ~ 

Reason for Permanent Charge-Out: 

MOVE TO GJ SUB FILE 

Transferred to: 

Case ID: 253E-PD-47965-GJ Serial: 7 

EmplOyee:~I ________________ ~ 

b3 
b6 
b7C 



Automated Serial Permanent Charge-Out 
FD-5a (1-5-94) 

Case ID: 253E-PD-47965 Serial: 30 

Description .of Document: 

Type : EC 
Date : 06/13/03 
To : SEATTLE 
From : PORTLAND 
Topic:~I __________________________ ~ 

Reason for Permanent Charge-Out: 

MOVE TO GJ SUB FILE 

Transferred to: 

Case rD: 253E-~D-A7965-GJ Serial: 9 

E~PlOyee:~I ________________ ~ 

~- ~ --- . -­

- - ~ . -

Date: 06/18/03 Time: 12:23 

b3 
b6 
b7C 

- -- ~- - .-- ~ .. --.-



Automated Serial Permanent Charge-Out 
FD-5a (1-5-94) 

Case ID: 253E-PD-47965 Serial: 31 

Description of Document: 

Type EC 
Date : 06/13/03 
To : MI~POLIS 
From : PORTLAND 
TOpic:~1 ______________________________ ~ 

Reason for Permanent Charge-Out: 

MOVE TO GJ SUB FILE 

Transferred to: 

Case ID: 253E-PD-47965-GJ Serial: 8 

EmplOyee:I~ ______________ ~ 

• 
Date: 06/18/03 Time: 12:23 

b3 
b6 
b7C 



(Rev. 01-31-2003) • • 
FEDERAL BUREAU OF INVESTIGATION A::'-: r-- ~ • 

v' ..... '. 

Precedence: ROUTINE Date: 06/13/2003 

To: y,ertland 

From: Portland 
Squad 4 
Contact: 

Attn: .. SAL...I_.....,....,...... ____ ----I 
?' 

Approved By: 

Drafted By: ~ ________________ ----IISdU~ 

Case ID #: 253E-PD-47965 (Pending) ,.... 3:z.. 
Title: I ET AL; 

NORDSTROM - VICTIM; 
ONLINE IDENTITY THEFT; 
F.R.A.I.D. - SUBSTANTIAL INTERNET CONNECTION 

Synopsis: Request a~signment of co-case agent. 

Details: Due to the volume of information obtained in this 
investigation, and the need for additional leads and interviews 
to be conducted, writer is requesting that SAl I 
be assigned as a co-case agent in this investigation. 

(#-',J ) .. \~/ 
§DU.. 
., I" 

b6 
b7C 
b7E 

b6 
b7C 

b6 
b7C 



253E-PD-4 7965 - 33 
SDU:Sd~ 

1 

~ ________ ~T~h~e~r~ollOwing investigation was conducted by SAl 
~ ____________ ~. at Portland, Oregon on June 11, 2003: ~----~ 

SAl I was in telephonic contact with I I 

: 

I u.s. Probation offic;r in Eyeret:, Washington, phone 
. number I ~ _ ~ J on June 11, 2003. 
~ ____ ~~was the ass1gned paro e off1cer fori I 
approximately 3 ears ago. l ladvised that he a1a not know 
anything about since fie left h1s su ervision but did 
recall that 

any L....-----:-__ -::-T" ...... ldid not know if I I was in 
of his present clients, but did hav~e--'-~~~~~~'r~~-' 
su ervision that has v r ilar 

w 
eac 

~~~~~Iis willing to provide information about~1 ____ ~ I if needed. and will _aSSj st ; n any way pass; bJ e If Pen!~S~~~~e 

1S someth1ng spec1I1c we are Iook1ng for. 

b6 
b7C 

b6 
b7C 

b6 
b7C 
b7E 



Automated Serial Permanent Charge-Out 
FD-5a (1-5-94) 

Case ID: 253E-PD-47965 Serial: 34 

Description of Document: 

Date: 06/17/03 Time: 17:23 

Type : FD302 
Date : 06/13/03 
To : PORTLAND 
From : J 

TOPiC:~[===========~==================================================~ 
Reason for Permanent Charge~Out: 

~GENT FORGOT TO PUT IT TO SUBFILE GJ. TRANSFERRED TO THAT SUBFILE. 

Transferred to: 

Case ID: 253E-PD-47965-GJ Serial: 6 

EmplOyee:~1 ______________ ~ 

b3 
b6 
b7C 

b6 
b7C 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION ASCII 

Precedence: ROUTINE Date: 06/13/2003 

To: Portland Attn: ECT ..... 1 ____ ---' 

From: Portland 
Squad 4 ~------------------------------~ 
Contact: SA I 

Approved By: '~ 
Drafted By: L..--______ ----II: Sd~ 
Case ID #~E-PD-47965 (pending)-35 

Title: I l ET ALi 
NORDSTROM - VICTIM 
F.R.A.I.D. IDENTITY THEFT - ONLINE 

Synopsis: Document late entry of valuable evidence. 

Details: Evidence on the above case file, which is labeled 1B1, 
was not submitted within 72 hours due to the following: 

On Friday, June 6, 2003, a consent search of a vehicle 
was conducted based upon information that I l the 
owner of the vehicle, may be involved with the main subjects of 
th a r f r n . vestigation. Consent to search was given 
by I I to deterine if there 
was any eV1 ence 0 1 entity theft in tne car. was in 
jail for bank fraud/identity theft at the time of the search.) 
The vehicle had been sitting in a parking garage for 14 days 
prior to the search and was going to be towed. 

the vehicle, no identity theft 
evidence ~.oo: 00 waI ;eized with the intent 
of turning it over to fA I I for 
safekeeqing. SA was a Ie toe epfionically reach 

I jthe even1ng 0 June 6, 2003, however. she refused to 
accept the money. That same day, SAl Iplaced the 
$1000.00 in the tempo~t the Portland Diyision On 
Monday, June 9, 2003, arole officer, I Iwas 
telephonically contacte . also advised that she was 
unwilling to accept the money orl I 

:

n ~he evening of June 9, 2003, 
_ Jreturned the vehicle k 

~a~g~a~i~n~a~s~k~e~~t~o accept the money for~~~~~~--r-e~f~u-s-e-d~.~~~~~' 

b6 
b7C 
b7E 

b6 
b7C 

b6 . 
b7C 

b6 
b7C 

b6 
b7C 



'. 
~ ... - e 

To: Portland From: Portland 
Re: 253E~PD-47965, 06/13/2003 

advised that~I~ __ ~I~~~ ______ ,-__ ~lin restitution, and that she 
wants nothing to do with~I ____ ~ 

After the vehicle search was completed, it was 
dete~ined that I Iwas not a suspect in this investigation 
and that there was no evidence of criminal activity in the 
vehicle. SAl I left the $1000.00 the temporary safe 
until June 13, 2003, unsure of who can take custody of it. On 
June 13, 2003, the $1000.00 was placed into evidence at the 
Portland Division under this case file, as item 1B1 . 

•• 

Q-
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~-==--=---=------~~~~b6-1 
~----=-==~----=-~~--.db7C 

From: 
To: 
Date: 
Subject: 

6/6/03 9:53AM 
Msg. fr0rrtL.._....I 

Dcalled this am to say he had to be out of town next week. I told him that you were looking for him 
late yesterday. He gave me a message for you regarding the money. I hope I have it all correct. 

It irbpinion that, if you believe it is and you have nothing to prove it is a crime, you can turn the 
caJn-ovei:T~ the probation officer and he can determine whether it should go to restitution or give it back to 
the bank. 

If you have ~ny questions or need to talk to himDsaid to call him at home. 

cc: 
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'. FD-302 (Rev. 10-6-95) 

- 1 -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 06/17/2003 

On June 13, 2003, Special Agents (SAs) L:I :--:;~--~==-"T"':'""~ 
~~~~~~~~~I serv a Federal 'Grand Jury S~u~b~~~~~ 

'strict of Ore on, number 
~J~u~n~e~~~2~003, on I I Oregon.~~----------------------------------~ 

The subpoena was SQ' person to 
~ __ ~~~_~ __ ~I by SA with SA~~ __ ~ 
copy of the subpoena is inclu e ~n the 1A sect~o 

Investigation on ~0~6~/~1~3~/~2~0~0~3~_~ Portland, Oregon 

File # 251E-PD-4796S-3fo Dat~gicta~e~ .06/17/2003 

~~ 
~ ~--~~------------------~--------------------------------------------------~ 
This document contains neither recommendations nor conclusions of the FBI It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 

," 
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FD·302 (Rev. 10-6·95) 

- 1 -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 06/16/2003 

On June 13, 2003, Special 
oena SA~I ________ ~----~--------~I served a Federal 

States District C~~~~D~'~~'~~~~~~~~~~~~ ________________ ~~~~ 
June 12 2003 on 

regon. 

This subpoena was serv~e~d~i~n~~e~r~s~o~n~t~o~~~ ____ r-__ ~ ______ ~ 
by SAl 1 with SA w~tness~ng the 
transact~on. A copy oi the subpoena ~s ~nc u ea in the 1A section 
of this file. 

:r; ! \50--10\1 
Investigation on ...-.;0;...;6'-'./...:;1=3;..L/...:;2:....;:0;...:0:....=3'"""---_at Port land, Oregon 

~k# 253E~PD-47965-
SA 

by SA 

Date dictated. 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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Record Request 
fD-125 (Rev, 4-1-93) 

Date s-- 7-0.3 

o Birth o Credit 0 Criminal o Death DINS o Marriage* 0 Motor Vehicle [JAther==~_ 

To III'S 
Retu 

Addresses 
Residence -
Business ,)/( -
Former 

Buded 

File number 

q'l~.5l ((;/~.J~v 
/ I'~ 

J) 
'/ 

b6 
b7C 

~) -------------'~. 
I 

*Date and place of marriage 
(i f appl icable) ------------~--------------------------------------~9~ 

Race Se~ Age Height loIeight Hair Eyes 

0 Hale 

0 Female 

Birth date Birthplace 

Arrest Number Fingerprint classification Criminal specialty 

Social Security Number Drivers License Number 

o OIL Photo o Other 

,Specific information desired 

/lkvttL~ bU/~ cltvL 
-Resul i,s of check 



FD-302 (Rev. 10-6-95) ASCI' 
-1-

FEDERAL BUREAU OF INVESTIGATION 

Date of 1ranscription 06/18/2003 

On June 16, 2003, SA I I served a 
Federal Grand Jury Subpoena 1 United States District Ciourt Distri~t 
of Oregon, numberL • dated June 12, 2003, on! J I I ~--------~ 

r--___ -=T~h:.:i:.::s::......:s:::.:u~b=.:::o~e~n~a:::......:w:.:.:a:::.s==:......:::s.:::e:=r~v..::e:.::d::.....v~l.=.;· a=--==::.=.:=~ to the at tent ion 
of A copy of the 
suopoena an t e ax transml.tta page ~s l.nc u ea in a 1A envelope 
for this investigation. 

Investigation on --,0:...,;:6:..L1....;;;1;;..,:6:..L1....;;;2:...,;:0;..,;:0-=3,--_at Port land, Oregon 

File #"253E;..PD:;;.47965-31 
by SA I 

(via facsimile) 

Date. dictated ° 6 t 18 t 2 ° ° 3 .. 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agencY. 

~1M1~tlJ~~Sd3 -
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1'0-919 (Rev. 02-21-2001) 

FEDERAL BUREAU OF INVESTIGATION ACS11 

Precedence: ROUTINE 

To: Portland 

From: Portland 
Contact: 

( 

Approved By: 

Drafted By: 
;..V" 

Case ID #. Lr----------,I (Pending) 
. )'53E-PD-47965 (Pending) 

Title: VICTIM NOTIFICATION FORM 

Synopsis: I lET ALi 

Reference: 253E-PD-47965 Serial 1 

Details: 

CAgtName: I 
PContact:~B~u~s~1~n~e~s~s~-----~ 

BusName : Nordstrom 
BusEIN : 000000000 
BusAcct :0 
VicFirN : 
VicMidN : 
VicLastN: 
SSAN : 
VicDate : 20030424 
VicDOD : 
VicMinor: 
DOB 
Race 
Sex 
Addr 
City 
State 
Country 
Zip 
Email 
HPhone : ....--_________ --. 

VWrkAddr:1 
VWrkCity:~ _________ ~ 
VWrkSt OR 
VWrkCtry: US 

Date: 06/24/2003 

JUN 2 5 2CD3 
FBI· PORTLAND 

.d-u.--. - . 

b6 
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., 

To: Portland Fro"= Portland 
Re: L-I _____ ....J106/24/2003 

VWrkZip :~9,7~2~6~6 ____ ~ 
W~hone : I 
v1cPager:~--------~ 

NOKFirN : 
NOKMidN : 
NOKLastN: 
NO~el 
NOKAddr : 
NOKCity : 
NOKState: 
NO~Ctry' .: 
NOKZip 
NOKHPho : 
NOKWPho : 
'NOKPager: 
GrdFii::'N : 
GrdMidN. : 
GrdLastN: 
GrdRel 
GrdAddr : 
GrdCity : 
GrdState: 
GrdCtry 
GrdZip 
GrdHPho : 
Gr4WPho ;. 
GrdPager: 
PropRet 
TotLoss 000000000 
Lang. EN 
Disable 

•• 

2 

~-y---------~ 
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Automated Serial Permanent Charge-Out 
FD-5a (1-5-94) 

Case ID: 253E-PD-47965 Serial: 41 

Descripti~n of Document: 

Type : EC 
Date : Q6/20/03 
To : PORTLAND 

'From: SEATTLE 
Topic: ~I ________________________________ ~ 

Reason for Perm~nent Charge-O~t: 

MOVE TO GJ suB FILE, 

Transferred to: 

Case ID: 253E-PD-47965-GJ Serial: 20 

EmplOyee:~I ________________ ~ 

- ---------- - - --- ~ ------

Date: 0,7/03/03 Time: 15:50 

.. 

b3 
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• 
Automated Serial Permanent Charge-Out 
FD-5a (1-5-94) 

Case 'ID: 253E-PD-47965 Serial: 42 
' . 

Desc~iption of Document: 

Type : FD302 
Date : 06/20/03 
To : PORTLAND 
From : SEATTLE 

Date: 07/03/03 Time: 15:50 

TOPic:~1 _______________________________________________________________________________________ ~ b3 
b6 
b7C Reason for Permanent·Charge-Out: 

MOVE TO .GJ S~ FILE 

Transferred to: 

Case ID: 253E-PD-47965-GJ Serial: 19 

Empioyee:~I _____________________ ~ 

"'2.,.-S'!:.~ -f-o - \.{ L <1.. t.o $" - ~ 
- ~- --- ~ 



.-, 
(Rev. 01-31-2003) • 

FEDERAL BUREAU OF INVESTIGATION ASCII 

Precedence: ROUTINE Date: 06/25/2003 

To: Minneapolis 

From: "Portland 
Squad 4 
Contact: 

Attn: Cyber Squad 

Approved By: I W 
~I =====j~-----'I: Sdu~ Drafted By: 

Case ID 
, 

#;/253E-PD-47965 (pending) - 43 
Title: L-...~~~ ___ --II ET AL; 

NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Synopsis: Request delivery of subpoena. 

Enclosure(s): One original subpoena I Jwith 
attachments, two copies of the subpoenas w1th at achments, and 
instruction sheet. 

Details: ! Ihave obtained 
victims ient1t1es and rece1ved cred1t cards 1n the victims name. 
The victims are unaware of that a change of address has been 
requested and a new credit card issued to the new address, some 
of which have been identified as post office boxes. The credit 
cards are used to purchase merchandise and department store gift 
cards. These items are then returned for cash or sold to other 
interested buyers. 

During this investigation, a Visa credit card was used 
to buy a gift ca:d at :O;dst:rm,S. The gift card was created by I a Nordstrom employee, who has been 
approv1ng the re urn orau ulently purchased merchandise to the 
store for cash. I I 

I 
olis is re ested to deliver the enclosed 

The executed orig1nal subpoena should be 
Portland Division, attention SAI~ ____________________ ~ 

. - S61fA./7-~ol, e ".3 
I. 
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To: 
. .·e 

M1nneapol1s From: Portland 
Re: 253E-PD-47965, 06/25/2003 

LEAD (s) : 

Set Lead 1: (Action) 

MINNEAPOLIS 

AT MINNEAPOLIS, MN 

• 

Minnea olis is re ested to deliver the enclosed 

e returne to 
the I 

•• 

~- - - - -- ~- ~ ---
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Automated Serial Permanent Charge-Out 
FD-5a (1-5-94) 

Case ID: 253E~PD-47965 Serial: 44 

Description o~ Document: 

Type EC 
Date : 06/18/03 
To : PORTLAND 
From : MINNEAPOLIS 

Date: 07/03/03 Time: 15:49 

Topic: ~I ____________________________________________ ~ 

Reason for Permanent Charge-Out: 

MOVE TO GJ SUB FILE 

Transferred to: 

Case ID: 253E-PD-47965-GJ Serial: 18 

Emp~;yee:~I ________________ ~ 

b3 
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Automated-"Serial Permanent Charge~6ut 
FD-Sa -(i-S:'9'4) 

Case ID: 2S3E-PD~4796S Serial: 4S 

Description of Document: 

Type : FD302 
D?lte : 06/18/03 
To. .: PORTLAND 
From : MINNEAPOLIS 
TOpic;~I ______________ ~ 

Reason for Permanent Charge-Out: 

MOVE TO GJ SUB FILE 

.Transferred to: 

Case ID: 2S3E-PD-4796S-GJ Serial: 17 

EmplOyee:I~ _____________________ ~ 

Date: 07/03/03 Time: lS:49 

b6 
b7C 

- - - - - - - - - - - - - - - - - - -- - - -_ - - - ___________ _____ ___ 3-?~~ ~'O--L\n-~1c:.1$ ~ 1,.1, S 
: ::.........~ -- - - -. -... -.-.... - - - .-- -. _ -,..._-_ ... . - - -;- ~~ -----



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/27/2003 

To: Portland 

From: Portland 
Squad 4 
Contact: 

Approved By: 

Drafted By: Isd~ 
~--------------------~ 

Case ID #: 253E-PD-47965 .... l..Jisl (Pending) 

Title: I I ET AL; 
NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Synopsis: Request to opep./Sub File TEL for toll records and 
subscriber information. / • 

J 

Details: Several subscribers.and toll records have been 
requested for this investigation, separate from the Grand Jury 
return of records. In .particular, source reporting has provided 
a large amount of telephone numbers in this case. The documents 
returned should be directed to a Sub File for expedience and 
organization; therefore, it is requested that Sub IITELII be 
opened. 

AlII I received or 
derived from Grand Jury material will be directed to the GJ Sub 
File . 

•• 
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(Rev. 01-31-2003) • 
FEDERAL BUREAU OF INVESTIGATION 

" 
Precedence: ROUTINE Date: 06/27/2003 

To: Portland 

From: Portland 
Squad 4 ~-----------------------------------, 
Contact: SA I~------r---------------------------~ 

Approved By: 1 ~) 
Drafted By: =1 :::::::::::::~====~Sd~ 
Case ID #: 253E-PD-47965 -(Pending) 47 
Title: 1 1 ET AL; 

NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Synopsis: Request to op~ Sub File MC for Mail Cover documents. 
/ • 

Details: Several Mail covers were requested and approved for 
this investigation. The documents returned should be directed to 
a Sub File for expedience and organization; therefore, it is 
requested that Sub IIMCII be opened for this investigation. 

++ 

b6 
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(Rev. 01-31-2003) • • 
FEDERAL BUREAU OF INVESTIGATION ASCII 

Precedence: ROUTINE Date: 06/25/2003 

To: Indianapolis 

From: ~rtland 

Attn: Cyber Squad 

Squad 4 
Contact: SAI~ ______ -r __________________________ ~ 

Approved By: I ~ 
L...-I __ ------I~ 

Drafted By: ~ ____________________ ~ISdU~ 

Case ID #:~3E-PD~47965 (Pending) - 4'1 
Title: lET ALi 

NORDSTROM - VICTIMi 
IDENTITY THEFT ~ INTERNET 

b6 
b7C 
b7E 

Synopsis: Request delivery of subpoena. 

Enclosure(s): One original subpoena I I with ([) b3 
~~ attachments, one copy of the subpoena w1th attachments, and 

instruction sheet. 

Details: I I have 
fraudulently obtained persons identities and received credit 
cards in the victims name. The victims are unaware of that a 
change of address has been requested and a new credit card issued 
to a new address, typically a post office box. The credit cards 

I I in addition to others involved, utilize a 
particular pay phone to cO~ir criminal activity. The 
persons being contacted by may be additional co-
conspirators in the crimina ac 1vity. 

T e execute or1g1na 
Division, attention 

is re ested to deliver the enclosed 

b6 
b7C 
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- ... "" 

To: 
Re: 

Indianapolis ~m: Portland 
253E-PD-47965, 06/25/2003 

LEAD (s) : 

Set Lead 1: (Action) 

INDIANAPOLIS 

AT INDIANAPOLIS, IN 

olis is re ested to deliver the enclosed 

Division, attention SA 
~--------------------~ 

•• 

- - ~ - - ~ - --- - - ~ , - -- -
- - - ~ - - ~ - -
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.. 

253E~PD-47965 -
SDU:sdu 

1 

ASCII 

On June 25, 2003, Special Agent I 
received a letter from the united States A~t~t~o~r~n~e~y~,~D~~~s~t~r~i~c~t----~ 
of Oregon, Michael W. Mosman, advising of the provisions set 
forth under Rule 6(e), Federal Rules of Criminal Procedure 
pertaining to this investigation. 

On same date, $AI lacknowledged the 
provisions set forth by signing and dating the letter. The· 
original is being returned to the United States Attorney's Office 
for their record and a copy is being provided to the case file. 

b6 
b7C 



(Rev. 01-31-2003) • 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Portland 

From: Portland 
Squad 4 
Contact: SA 

Approved By: 

Drafted By: ~ __________________ ~SdU~ 

Case ID #: 253E-PD-47965 (Pending) 

Title: I I ET ALi 
NORDSTROM - VICTIMi 
IDENTITY THEFT ~ INTERNET 

Date: 05/12/2003 

Synopsis: Follow up from meeting on May 9, 2003. 

Details: On May 9, 2003, writer met with source to discuss 
identity theft and obtain background information on subjects 
involved. After the meeting, writer followed up on some of the 
information to verify its accuracy. 

I 

b6 
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... 
To: 
Re: 

Portland Fro! Portland 
253E~PD-47965, 05/i2/2003 

It was later determined to be aL-~ ____ -; ____ ~~~r the Portland 
Police Bureau and the medical examiner. also remembered 
that or money. 

~ ________ -L __ ~I lis presently sharing a duplex withr 1 
~ __ ~ ____ ~ __ ~ITtNU), who lives in he other half of the au lex, 

has been determined tOrb~e~ ________ ~~~ __ ~~ ______ ~~ __ ~~ 
securit number 

Source stated that most of the items such as , 
I I 

I I 
Source stated thatl I had an appointment at the 

Jabout a month and a 
half aqo. WhJ.le there, I I noticed an elderl v 

I I 

wJ.tn Ul:l:J.cerl Il::iecurJ.ty, wno searcneal rrecords 
for an re orted theft durin the time was at theJ.r y ~ g I 
facility. ~was unable to come up WJ.th any subjects, but 
would keep lookJ.ng through their records and contact writer with 
any, leads. 

Source 

b6 
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...".. ..... 

To: • Portland From: Portland 
Re: 253E-PD-47965, 05/12/2003 

ey. on ac 
representative, ~~~~~tilized 
in that fashion to obtain money fraudulently. stated 
that it has been done f9r many years by crimina~s~,~~~is nothing 
new. 

T:e circumstances relayed by source about thel I _ ~re very similar to the report filed with t~h~e------~ 
Portland Po 1ce Bureau. Captain I Irelayed the 
information to writer, which was 1dent1caI to the story relayed 
by source. with the exception of thel I 

specific detail not relayed by source. 

Source has ani 

•• 

3 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/25/2003 

To: Portland Attn: EGT~I __________ ~ 
From: ~rtland 

Squad 4 
Contact: SA 

Approved By: 

Drafted By: 
~--------------------~ 

Case ID #~3E-PD-47965 (Pending) 

Title: I ET ALi 
NORDSTROM - VICTIM 

sd~ 

F.R.A.I.D. IDENTITY THEFT - ONLINE 

Synopsis: Document late entry of general evidence. 

Details: Evidence on the above case file, which is labeled 1B2, 
1B3, and 1B4, was not submitted within 10 days due to the 
following: 

On May 9. f003, source provided writer with a 1-1---......----.----1 
LI~--~------~~~~! by one I lone of the subJects in 
-th b t d ' . t . Th d' d t k h t th e a ove no e J.nvestJ.qa J.on. e source J. no now w a e 

I 
I anot.ner SUO] ect. J.n cnJ.s case. ~ource assumea J.C 

LI 
I At thJ.s tJ.me, thel r 

not entered into evidence. However, t.n~1 I J.S oeJ.ng ~.Lacea J.nto . . . . eVJ.dence for potentJ.al future J.nvestJ.gatJ.ve value, as J.tem 1B2. 

May 20, 2003, source provided writer with a[ I 
I Source stated that he/s e put a 

On 
I 

J.nvest.J.gat.J.ve va.Lue, as J.cem .L.l::S4. 

On June 9 2003 source rovided writer with a 

b6 
b7C 
b7E 
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b7C 

~
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To: 
Re: 

Portland From' Portland 
253E-PD-47965, 06/25/2003 

that could be of value by writer, an~d~~~~ ____ ~t~o~w~r~i~t~e~r~t~o~ __ ~ 
examine. Source stated that he/she 

" n review~,~~e~r~e~w~e~r~e=-=n~o~----------~~ 

e1ng placed 1nto eV1dence 
value, as item IB3 . 

•• 

U~fortunately, source has not 
Thisl I is 

for potent1al future investigative 

b6 
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b7D 



Automated Serial Permanent Charge-Out 
FO:"5a (1-5-94) 

Case ID: 253E-PD-47965 Serial: 52 

Desc~iption of Document: 

Type FD302 
. pate : 06/30/03 

• 
Date: .07/22/03 Time: 12: 09 

-. To. : PORTLAND 
From : MINNEAPOLIS 
TOPic:~I ____________________________________________________________ ~ 

Reason for 'Permanent Charge~Out: 

MOVE TO GJ SUB FILE 

-Transferred to:. 

Ca~e Ih: 253E-PD-47965-GJ Serial: 29 

EmplOyee:I~ ________________ ~ 

'. 

:- - - - - - - - - --- - - - - ~ - - -- - - - - - - - - --~ - - - - - - - - - - _ _ _ _ _ _~$~E. - f (j) • "-\: 1 ~ ~ S - Sd-
~_L~ ____ ~ __ • __ - ___ ,~ ..... _. _>r_k_ " '''' __ ~,,,,_ y' ~ . __ ~ __ . ,~.~ __ • .-'" # .----r:.-.---~_, _. __ 1 ,, ~--:--- --=- -~,,----;:--~ ~ - .-_ _ 
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(Rev. 01-31-2003) wi. 

FEDERAL BUREAU OF INVESTIGATION 

Date: 06/30/2003 Precedence: ROUTINE 

To: Po~ 
~rom: Minneapolis 

Attn: SA L..I __________ ---I 

11 r Squad 3 
Contact: FAI 

Approved By: ·11 ~ 

T;fo~ By: I: npg 

Case ID #: 253E-PD-47965~pending) 

Title: I ~ ET AL: 
NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Synopsis: Lead from Portland to Minneapolis to serve subpoena. 
Subpoena served 6/30/2003. 

Enclosure(s): Original executed subpoena, and original and one 
~~COpy of FD-302 of said service. 

(~ Details: Original and two copies of subpoena were received by 
~~~. ::iter in M~~nneapoJj: on 6/3Q/2003. Both copies we7e deliv~red to 
D"J~ 1__ ~ _ _ Jthe same day, as per 1nstruct10ns. 
~~7 e or1g1na execute subpoena is to be returned to SAl I 

~ cy\Y.. I Portland Field Office. 

Minneapolis investigation in this matter is complete. 
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- - ------- - - -- -------- ------:--------,-----

To: 
Re: 

Portland From' Minneapolis' 
253E-PD-47965, 06/30/2003 

LEAD(s) : 

Set Lead 1: (Info) 

PORTLAND 

AT PORTLAND 

Read and clear. 

++ 

2 

~----- ~ ----~~--



253E-PD-47965 
SDU:sdu 

1 

On JUlY 9. 2003. the following investigation was 
conducted by SA~ __________________ ~I 

On July 8/ 2003/ telephonic contact was made withr----l 
......,.,~I"!""""'Ir:<f', Manager for the Hollyw~~~a.;-~~StatioIl_-2P~J .. Q~ 

E 42nd Avenue/ PO~ Oregon 97213. r---l advJ.sed that 
SA could 0 tairra-copy 6fatlle-appl~n fox post 
office This bo~~_~.t~~~ I 
~.!.~~_ ,9:;:S~~_.St..n1! .... t:1~~-.~9.3 . 

b6 
b7C 

On July 9/ 20Q3. SAI"'"l ----------....,1 spoke with I ~t the b6 

Hollywood post office. 1 IprovJ.ded SA I WJ.th the b7C 
original application completed by' and retained a copy for~ 
their records. The applic' . , ' 
entitled to receive mail a 

I I The box was rente y rom' arc / 0 ay / ;::9. 
'2003. The original application J.S beJ.ng sent to the section 

of this file. 



• FD-302 (Rev. 10-6-95) 

-1-

FEDERAL BUREAU OF INVESTIGATION, 

Date of transcription 07/08/2003 

was interviewed at her 

After being advised of the identity of the interv~ew~ng Agent and 
~he natu7e of the interview, I Iprovided the following 
~nformat~on: 

with 

~ste two references: 
I--"T"'""-..... 

L-~~ ______________ ~~~~k~n~o~w~n~~for 12 years, mus~c~ani 
~W~, known for 10 ~ears, 

musician. I listed ~h~i~s~s~o~c~~~'a~1~s~e~c~=~r~6~'~Y_nu~~~ I 
and his phone number asJ 1 At th~s t~me~ I as 
living at thel I Oregon. 

visitors. 

for us~t::1r strom1s car, an t at e wou 
again. had asked in another letter th~a~t~~~~~~~ 
regarding ~s job status be relayed through I 
believed to be I I L..-_____ ----J 

who is 

r----l started working again from May 20, 2003, through 
June 16, ~owever, he did not show up to work since that last 
date. On ~I _______________________ ~I 

Investigation on 07/08/2003 at Portland, Oregon 
--~~-----

07/08/2003 , File # _2_5_3-;:E=-'=P=D=-=4='7=9=6=5=--==55::-='::--===::::;-______ ..:....:::..= R_a.te d!.~te~ 
~ __ SA-LI ____________ ~~~--------------------~----
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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haln~usw~heer~li:::;)::::l/.~-e-a-S-k-i-n_g_th_a_t_t_h_e_y_I _______________ ~1 . ______ ;- L..Q,f.§99fi- .922_0_6... 
I 

were as follows: 

I I provided writer9i hay ofl I time 
sheets dur1ng n1S employment with a paper from his 
employment application containing river's licence thoto, 
the addreS[ tol land wo e ers tol of I I I dated 4/15/03 and 473070 . 
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lace of 

regon. A ter 
identity of the 
information: 

honicall interviewed at her 

h i has al I account. During the month of 
June, 2003~,r-----~lh~a-s~been depositing checks in his personal 
account throu ATM machines, which are drawn from the account of 

To date. the checks have totaled $14,095.00. 
Not only did deposit I I into his account, but has now 
overdrawn hi~s--a-c-c-o~unt byl I 

someone 
~~~ ______ ~~~~~~~~ephone call from 

re uested that a 
be 

~s-e-n-t~~t-o-r------------------------------------r=------~~~--'---------~ 

did not ~~~~~~~~=-~~e~~~~~~~ 
further be ~~~~ 

stated checks written out byl 
als~o"""""'----~ 

Based upon information from the Bureau of Motor Vehicles, 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

believed that the real may reside at b6 
e date of birth b7C 

5 1 10 11 ta pounds. 

ladvised that I I for the 

I 
I 

I 

Investigation on 07/11/2003 ~ Portland, Oregon 
----''---'-------

(telephonic) 

F',# iiiE-PO-4796s-5CZ 07/12/2003 

~ ---------~------------------------------------------------------------
This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency; 

_ it and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Portland 

From: Portland 
Squad 4 
Contact: SAl 

Approved By: 

Date: 07/12/2003 

Drafted By: ~ ____________ ~~Sd~ 
Case ID #: 253E-PD-47965 (Pending) . 

Title: I ET ALi 
NORDSTROM ~ VICTIMi 
IDENTITY THEFT - INTERNET 

Synopsis: Mail Cover information received on July 9, 2003. 

Details: The United States Postal Service (USPS) provided writer 
with mail cover information on three post office boxes rented by 

I I 
Box D received the 

/' 
To: I 

OR 97208 
~~"""""Q.""'« W L...-___ ..... 

Class: STD 

OR 97208 
L...-___ -J---~~~ 

Class: STD 

following: 

From: VI'p£MI!'T __ ~9..R.&.9 
g~~,Q..Q..;L 
Bohemia, NY 11716 
.. C( ... ~ .. ~~ ...... ~rrrf.:1.,I 

Box I Iwas closed on June 7, 2003i therefore, a mail 
cover was not inltiated on this box . 

•• 
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1 

On July 12, 2003, the following investigation was 
conducted by SAl I 

advised that the surveillance cameras in the 
~~~~~~~-=r~e~ai·ned for two weeks at a time. The camera that 
covers 
today. 

More ~ould only have recordings back two weeks from 

Is: _U 115Dcx~ /03 
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1 

On July 16, 2003, SA I I conducted 
the following investigation: ~--------------------~ 

Pursuant to a federal search warrant, a phone bill for 
ani IWireless account was obtaine1' x::s acrount was 
compromised by using the identity of and is believed 
to have been used by One of e ca Is made on June 
18, 2003, was to The 

as J.ne~ 
a ~s p ace of employment. alon: w~t two ema e clerks. ~ 
was shown a photograph of I I and was asked if this person 

On ly opened a mail box at hJ. facility. Both clerks and 
stated that the person in the photo looked famil;~r but 

e could not recall if he opened a box or not. The I I 

The I Irequires a photo ID to rent a box. ~ 
searched through the photographs of new box rentals and did~ 
see a picture that resembled the photo shown to him. One of :be 
clerks made a color copy of the photo provided by SAl _ I 
to keep at their stor~eference. If the person J.n the p oto 
comes into the store, ~will contact SAl I 

A copy of the photograph shown is being sent to the 1A 
section of this file. 

f!I} 
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number residce~s-r~~ ____________________ ~~ ________ ~~ 
~,;-!;., •• At( -=.~~'VP .. ~n.@ ..... i!t{'n1b~ was 
te~eph6nically interviewed on , er being advised 
of the nature of the interview and the identity of the interviewing 
Agent, I I provided the following information: 

claiming 
Company. 
last mortgage payment, an to e exac amount that was 

~
The amoun~p~ovided by is th~ c:rrect a:Q~n: t:atl pays on h1s mortgage to~ ______ ~ __ ~ t . 

a he information must be 1ncorrect and eha~ena a ready 
been sent. I Istated that he would need to provide his 
social secur1E number, his middle name, and h1s mot ers maiden 
name so that could verify that he had the rightr---l 

p ovide that information tol la~n 
s ar e 0 ecome congerned about the informac10n he Just gave out. 

~
isted that ive him a call back number to reach 
again. The number 

,~~----~~~~----~~------------~----~ did call this number back anq 1t belonged to someone else 
unre ated to the incident. 

Fbllowin noticed somethin unusual at work. 
issues 

~--~=-------~----~----~~~~~--~-,~--~--~r-~~.-~ Best Buy credit cards. While at work, noticed that a Best 
Buy Master Card ha~:en re~uested via t e Internet on his credit 
report. I~ ~ pontacted the phone number provided by 
the app11cant, Wh1~ egan with ac===Jare code, because they needed 
more biographical information before 1ssuing the card. The 
applicant coul~ not come up with the correct bio,raPhic~l 
information and the credit card was not issued. rought this 
to his supervisors attention to 109k into furthe . 

. After this incident was looked into, I I was advised 
that there was an a~tempt to reactivate several of h1s dormant 
credit cards and open a new account, and send them to a new 
address. JC Penny was contacted via telephone and a change of 
address was requested. This card was not sent. Meier & Frank was 
contacted, did send out a new card and I Iwas charged on 

Investigation on 07/14/2003 at Portland, Oregon (telephonically) 

-file # 253E-PD,=4-7.965-lo:L.. . ___ . _ _ . l,?ate dictated 07/15/2003 

by SAl 
This document contains neither recommendations nor conclusions of the FBi It is the property of the 1"131 and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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,Page ........;==-_ 

this account. However, Meier & Frank is attempting to get the 
surveillance tapeoring the registers used for the three 
purchases made on card. A Sears Master Card was not sent, 
but a change of a ress was requested. A brand new account was 
opened for a Nordstrom Visa card. This card was used to obtain 
cash. A change of address for all of t1:se c;rds wa: sUbmi:te~ 
and re:uested to hyve ner cards sent to__ _ _ _ _ I 

1 1 Oregon. believes that t e on y way fiJ.s J.n J.VJ. ual 
could ave obtained information onl I dormant credit cards is 
through 90me type of credit report. 

mJ.sse 
back to since visa was denied the previous day. 

-- ale aye fiJ.s . ar --~--I----------..J....;..L.;.LJ.I:=-.....l.\! _~g~~~_~~-_~~-:!.': __ ~i..iOl..IOl:.......sa.w..L------.....L.-

WA-SalD~,-p.~h~olne~~nr,~nrlTrrrn~~~"'~~ anager, the male 
to is a white male, brown hair, brownt::Jes 5 1 7", 160 
po own male was a little taller than standing 
at approximately 5 1 10". 

L-~ __ ~~~~ted the Portland Police Bureau on June 16, 
~_r-_~and spoke with Officerl 1 about the 

identity theft. also contacted the Vancouver Police 
I:epa:lment on June ,2003 <retortl I· On June 21, 2003, 

contacted security at the labout the mail 
ox eing used to receive credi cards J.n nJ.s nam~. I I who 

had been to th~ Ifacility looking for the person using 
boxt L was advised that no one had been back to pick up mail at 
the box since June 18, 2003. 
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both recalled al lattempting 
~~~~a~s~e~~o~u~r~w~e~e~s ago with a Nordstrom Visa, Wh~ 

still had the receipt at the f~unter. 
and~~~~a~d~v~l~sed that the real I Icame to on June , 
200~,~~o~o~i~the male who attempted to u credit card. 
Apparently, ~missed the imposter by approximately 45 minutes. 

rovided input 
~~--:-...----r---___ """""---""""""'r--~~-' h Ie was 

I -5 I , 

approximately 40 years old, wearing 
glasses. No one could determine the eye color. The male was 
wearing a hat and nice clothes, which is unusual for people driving 

I I 
Investigation on 07/16/2003 at Portland, Oregon 

----------~--~~---------------------------------

File # 253E-PD-4 7965 -ftp3 pate dictated 0 7 / 17/ 2 0 03 

by SA I h=::::' 
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b6 
b7C 

sale was unusual, 1 11S there to make money so they went ahead 
with the repairs. ~--~ 

After the initial interview, all four persons were shown 
a photograph ofl Ito see if that was the individual b6 
purporting to be I Istated that they b7C 
were positive that tne guy 1n the photo was the guy claiming to be 

1 Idid not believe that the person in the photo was 
the same one who was atl I stated that the person 
claiming to bel Ihad tighter skin, more smooth, a feature she 
noticed about him. 

I Iprovided SAl Ja copy of the sales 
receipt, along with the signature used byl I 
repairs. These items are being placed in L,E .... h-e--lA--s-e-c .... E ..... 1-0-n-o-£ ........... \:his 
file. Additionally, a copy of the photograph shown to the I I 
employees will be included in the 1A section. 
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Precedence: ROUTINE 

To: Portland 

From: Portland 
Squad 4 
Contact: SA I 

Date: 07/18/2003 

Approved By: ~==============b;J~ __ ~ 
L..--_____ -----II SdU~ Drafted By: 

Case ID #: 253E~PD-47965 (Pending) 

Title: I ET ALi 
NORDSTROM ~ VICTIM 
IDENTITY THEFT - ONLINE 

Synopsis: Return of evidence to King City Police Department. 

b6 
b7C 
b7E 

Details: On May 14, 2003, I Iwas arrested with b6 
I lattempting to fraudulently op'en a bank account b7C 
at West Coast Bank. FOllEwing . a debriefing ofl Iwas 
coordinated through AUSA l I which was held on June 3, (i2 
2003. During the debrief1ng ofl I writer was able to view /{ 
the evidence in the subjects' possession at thQ' of arrest. f)--
Upon the completion of the debriefing, Officer King City 
Police, requested that the FBI hold the evidence or a few days 
since they would be back at the AUSA's office again and did not 
want to transport the evidence back and forth. Writer agreed to 
have the evidence stored at the Portland Division, and a chain of 
custody was initiated. 

On July 18, 2003, writer personally delivered the 
evidence to the King C' , ment and conducted an 
inventory with Officer Upon completion of the b6 
inventory, Officer t e chain of custody, returned b7C 
the original to wr1 er an made a copy for King City Police 
Department, and released writer of any further obligation for the 
custody and control of the evidence. 

The original ,chain of custody, an inventory list, 
photocopies of the evidence, and police reports are enclosed in 
a 1A for the file. AdditiQnally,a CD containing digital 
photographs of the evidence is enclosed . 

•• 



• FD-302 (Rev. 10-6-95) 

- 1 -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 07/12/2003 

was interviewed at 
her place of emp oyment, 

orla:: 9:::: Ihone number 1S the manager at ~ . After bei~g adv7se~ of the nat~u~r~e~o~f~the interview 
an e ~1 1es of the 1nterv1ew1ng Agents, I Iprovided the 
following information: 

~ ____ ~o~n~M~a~y-=3~1~,~2~0~0~3~'-L1 ________________ �~o~p~e~n~e~d~commercial mail 
~~~ __ ~--~~--~--------~------~~--~~~I Oregon .. ~I~ __ ~ 

did not have any forms of identification except 
which indicated 

Oregon 97 ,phone number 
also indicated on the applicati~o~n~~a~~~~~~~~~~~~~ 

~w~o-u~~be reC~iYing mail at t~at same box. I 
address) and~ __________________ ~ __________________________ ~ 
phone number 

~--------------~ 
Since the mail box was opened, no mail has arrived for 

~ The only incoming mail has been fori I 
~was initially picking up h mail every day until 
apyroxi~telY three weeks ago. attempted to make a putchase 
at at the I I a enied the purchasI:d 
uS1ng a raudulent credit card. also advised that and 
four of his friends had come to around that same 1me 
looking fori !stated tha advisedl I 
that his account be1n use and that filS accoun ln ormation was 
being directed to box statedr----land his fOUt=] 
friends waited in or an enti~hoping that 
would show up, howeve ever showed. Since that time 
has not been back in to P1C up the mail. 

II advised that a lot of mail in box II 
still wai~be picked u also advised that she~w 
there was a problem with box u on what she was hearing 
the customers talk about in describedl las 
a white male, thin build, approxlmate y 5'8-5' ", blue eyes, dark 
hair, with a possible mustache. 

Investigation on 07/11/2003 at Portland, Oregon 
--~~~-------

Pi1. # .!!r C PD- 4:7 965 A06 
by SA 

~0~7~/=1=2~/2~0~0~3~ _____ ~ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
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was interviewed at 
employment, Oregon, where 
she works as the manager. After be~ng a v~se of t e nature of. the 
interview and the identity of the interviewing Agent, I I 
provided the following information: 

O nJ the reJ~~~ ;~eb~SlY inte~Vie:ea o:hfUi~ 
advised 'thad Mas 1~sted4_~~~s~Eu_~~~~~ 

owever, the' rea:4 Ihad been at ~ _____ ....L..==::.:.:.:; 
claiming that he did' not rent that box. 
someone was using his identity to obtain 

~~~~ ____ ~personally spoke 
erson came in to 

On July 16, 2003,~ was shown a photograph Ofr---l 
I 2=Jdwas asked if tl~i~ '--rcioKecI 1; ke the ;:d: 3d 1ua1 who r~ 
box and who was cla~m~ng to be. _ _ _state~the 
guy in the photograph was the same person cla~m~ng tp be ~ 

I Iwas suprised at the photograph and wondered pow wr~ter was 
able to obtain his photo. 

~will contact writer if anyone comes in to pick up 
mail at b~n the near future. The box is paid for through 
the ,end of August, 2003. 

Investigation on 07/16/2003 at Portland, Oregon' -,;......;:...--=-----
_0_7~/_1_7~/_2_0_0~3==~~-__ ~ File # 25 3'E -'PD'- 47 9 6 5 ""-'(o(P' 

by~L ________________ _F--~--------------------------
This document contains neither recommendations nor conclusions of the FBL It is the property. of the FBI and is loaned to your,agency; 
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:n ~lly 1:; 2003. a Federal Search Warrant was execyted 

regon 97 2. 

The following Agents executed the Search Warrant: 

~~I~----------------------~ 
At approxima~eJy J ;30 n-m- SAl 

advised the manager atl I of the 
existence of the search~w~a-r--r-a-n~t~f~o-r~I'-----------------'ladvised that 
the renter of that box has not been in to pick up their mail in 
approximately 2~3 weeks. 

Prior to the beginning of the search, was provided 
with a copy of the search warrant, was advised o~~~~- ntents of 
the warrant and what items were to be searched. " advised 
that the copy of the warrant was to be placed 

b6 
b7C 

b6 
b7C 

b6 
b7C 

Tre search was then conducted _ I . Ipr 9Yid:d SA b6 
L:--:--------:----I with the mail contained in! ~SA[ I b7C 
then conducted the duties of the Qi n e custodian, an prepared 
an inventory of the itemr taken was advised to leave a 
copy of the inventory in_ I a ong with the Search Warrant. 

The search was completed and the Agents left the premises 
at approximately 2 :·00 p. m. 

Investigation on 07/12/2003 ~ Portland, Oregon 
-~:...-~-------

fi~ff 253E~PD-47965~ 

SA 
by SA 

QaJ~ d!c!a.ted 07/14/2003 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the fJ31 and is loaned to your agency; 
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Pursuant to an authorized search warrant signed by United 
States Magistrate DENNIS J. HUBEL, DISTRICT OF OREGON, UNITED 
STATES DISTRICT COURT, on July 11 2003 the followjng jtems we,e 
obtained from private mail box 1 J b6 

1....-____ ....... 1 Oregon: b7C 

One letter to 
~--~~~~~~ 

One letter to Lr---....... ~ 
Two letters tol~ __ ~~WL~ilU~~~ ____ ~ 
Two letters tO~ __ -r~_~~~~~~ _____ ~ 
One letter to from bIDRDSTROM 
One letter to froml DE 
One letter to from~S=E=A~R~S~-------~ 

CA 

One letter to~~_~f~rom MEIER & FRANK 
One postcard to from MEIER & FRANK 
One letter to from AT&T WIRELESS 
Three letters from KEY BANK 
One letter to from PIER 1 IMPORTS 
One letter to from PRIVACY GUARD 

Investigation on 07/12/2003 at Portland, Oregon 
--~~----

Datedictate4 07/14/2003 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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To: Portland 

From: Portland 
Squad 4 
Contact: SA 

Approved By: 

Drafted By: 
~--------------------~ 

Case ID #: 253E~PD-47965 (Pending) 

Title: I ET ALi 
NORDSTROM ~ VICTIMi 
IDENTITY THEFT ~ INTERNET 

Date: 07/18/2003 

SdU~ 

Synopsis: Search Warrant executed at~1 __________ ~ 

Enclosure(s): Two certified copies of Search Warr~nt a~d two 
certified copies of Application and Affidavit for Search Warrant. 

Details: A Search Warrant was executed atl 
I I Oregon 97232 I on~J;:::-u~1~y~1r"'2r/---"2;-:=0;-:=0=:->3r.--""l'T;;'!h~e::------I 
Search Warrant was returned and certified copies were made at the 
Clerk of Courts. Enclosed for the file are two certified copies 
of the Search Warrant and two copies of the Application and 
Affidavit for Search Warrant . 
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To: Portland 

From: Portland 
Squad 4 ~----------------------------------~~ 
Contact: SA I 

Approved By: 

Drafted By: ~ ______________ ~ISd~ 
Case ID #: 253E-PD-47965 (Pending) 

Title: l ET ALj 
NORDSTROM - VICTIMj 
IDENTITY THEFT ~ INTERNET 

Synopsis: Evidence from search. 

On Jul 11 2003 a search warrant was issued fO&-
OR 97232. On July 12, 2003 a 

~s~e~a~r~c~~c~o~n~u~c~t~e~~~----------~f~o~r~t:he rtems contained in 
r--l Followin of mail were seized which w re 
~ressed to These items were 
submitted in 0 eV1 encel the mail is 
attached for reference. 

The mail wasfromSEARS.AT&T WIRELESS, KROGER, 
NORDSTROM, PIER 1 IMPORTS, MEIER & FRANK, KEY BANK, PRIVACY 
GUARD, and BANK ONE, the bulk of which contained notices of 
overdraft and pin numbers to accounts . 
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Check Collection Dept. .a 
Pier 1 Imports ., 
301 Commerce Street, Suite 1000 
Fort Worth, Texas 76102-4140 

July 9, 2003 

Dearl~ ______________ ~ 
Thank you very much for yow:: recent patronage. However, the check(s) listed 
below was returned by your bank, unpaid. 

Check# Check Dt Amount Serv Fee Total Owed Reason Returned 

ACCOUNT CLOSED 

We realize this coul~ be due to an oversight on your part or a bank error, and not 
a 'willful disregard of this obligation. Please send your payment today for the 
total amount due. We appreciate your coope~ation in clearing up this matter, and 
hope you continue to shop at ~ier 1 Imports. 

NOTICE: THIS CHECK HAS BEEN REPORTED TO SCAN, a check verification service. 
Prompt payment will ensure deletion from the SCAN database. 

Unless you notify our office within 30 days after receipt of this letter that 
the validity of this claim; or ~ny portion of it; is disputed, we will assume 
that the claim is valid. If you do notify us of a dispute, we will obtain 
verification of the debt and mail to you. 

Sincerely, 
LS1 

Collection Department (800) 336-7640 

Please make payment payable to Pier 1 Imports, and include your customer 
ID numbe~ I 
Mail to: Check Collection Dept. 

Suite 1000 
301 Commerce St. 
Ft. Worth, TX 76102-4140 

THIS'IS AN ATIEMPTTO COLLECT A DEBT, ANY INFORMATION OBTAINED WILL BE USED FOR THAT PURPOSE. 
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KCRC 
P.O. Box 30650 

Salt Lak; City, Uiah 84130-0650 

l~U IIC.fjj ftt K~I~lJKNt;D-CHECK 
JUly 10, 2002 

Account #~ I 
We are currently holding 1 check totaling: 
Our returned check fee results in an additional: 
The TOTAL amount due is: 

********AUTO All FOR- AADC 970 

$160.00 
$25.00 

$185.00 

II. I" 1 ... 1 "1.1,, 11 ... 1. 1 ... 11,,1. I. II" ]"'1, I. I .11 ...... 1111~~:;::1 ((II(II(II( mil UJlI 11m 11m IlIull,I,llm ,(,I,lIm lull I 
KROGER CHECK RECOVERY CENTER 

PO BOX 30650 

SALT LAKE CITY, UT 84130-0650 

Please make payment payable to: FRED MEYER Please pay before: July 2i, 2003 
- ------------------------------------------------------------------------- -.,-

Please return the top portion of this letter with your remittancc • Thank You 

Ch~I __________________________ ~ Check # Check Date Check Amount 

This letter is to advise you that we have received the check(s) 'indicated 
above returned by your bank as unpaid. 

We certainly understand that an oqcasional eFror"does occur and we thank you 
in advance for correcting this. matter promptly. Please remit payment in the 
form of a CASHIERS CHECK or MONEY ORDER (do not send cash) in the envelope 
provided within (10) days of the date of this notice. For faste~ service, 
you may visit our websi~e at www.nationalpayments.com/kroger/, we, can handle 
Y9ur payment over the telephone by processing an automatic withdrawl from 
your checking account or by charging your credit card. Call our customer 
service line today at (800)' 917-6484 to take advantage of these time -saving 
options. 

We appreciate your patronage. 

Sinc~rely, 

CHECK-RECOVERY CENTER 
(800)917-6484 

dl:l 

NOTICE: Check(s) rcturned' for insullicicnt or uncollectcd fund~ may be prcsented to your bank ,clectronically and deducted from your account, along with the returned 
check fec(s). Returned check data is also listed with the Shared Check Authori7.ation Network (SCAN) or TelcChcck ;u:td this action may prohibit you from cashing 
checKS \vitli othCf retailers, 3:'; wcWaswith us. Oncc'paymcnt-has-been-reccivcd-in ourofficc;tlJis-data:will-be-removed-from-theSCAN and_TclcCheck.ne~yorks: 

BAKERS· BELL MARKETS • CALA FOODS· CITY MARKET· DILLONS· FOOD 4 LESS· FOODS CO· FRED MEYER 
FRY;S ·GERBES· HlLANDER· KESSEL· KING SOOPERS· pAy LESS-- PRICE RITE • QFC· RALPHS· SMITH'S 

BARCLAY JEWELERS· FOX'S JEWELERS • FRED MEYER JEWELERS • LlTfMAN JEWELERS 
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KEYBANK NATIONAL ASSOCIATION 
P.O. BOX 93885 
CLEVELAND, 0I'f10..w101~65 

OK 
KeyBank 

11.111111111.1.1 •• 11 ••• 1.111111 •• 1.1.1111 •• 1.111.1.11111.11111 I 03720 00044 

PRESORTED 
RRST·CLASS MAIL 

U.S. POSTAGE PAID 
Cleveland. OH 
Permit No. 79 

06/17/03 

, 
~ .. .\'. \"1(;:,. / \ '?, / \"l':"~ r.:.\.:-~_. D'A C;a. : 
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Questions about your account? 
Callf-800-KEY2YOU (1-800-539-2968) 

Notice of Recurring Overdraft Service Charge 
June 17, 2003 

Or, write us: 
KeyBank National Association 

clo Bank Support WA31-05-0239 
P.O. Box 11500 

Tacoma, WA 98411-5500 

According to our records, your account has been overdrawn since June 11, 2003 by the amount listed below. A 
Recurring Overdraft Service Charge, in the amount of $27.50, has been assessed to your account. Additional 
Recurring Overdraft Service-Charges will be charged every five business days until your account balance 

, becomes positive (including the payment of all outstanding fees and charges). If you have not already done so, 
1 please make a deposit to your account to avoid additional Recurring Overdraft Service Charges. We will impose 
: this additional-charge for up to (but no· more -than) three·time.s-for each recurring overdraft:: Thereafter, . we-will 

take steps to close your Account. 

Account status 

To find out how to cover insufficient funds automatically with Cash Reserve Credit, please call 1-800-KEY2YOU 
( 1-800-539-2968). 
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KEYBANK. • a. 
ATTN: OVERDRAFT RECOV~ 

• 34 NORTH MAIN STREET 
DAYTON, OH 45402 

; II .1 .. 1 ... 1 .. 1. 1 .. 11",1 .1",11 .. 1.1. 11 .... 1.1. I. I. II ..... r I 
June 18, 2003 

Important Information About Your Account 

Re: Account Number: I 
Balance due:' 'rl ~~~~~"T'""~~~"" 

Date charged off: L...-____ ...I 

Your account is still overdrawn as referenced above. As of this date, the account has been closed and collection 
proceedings may be initiated. 

If any direct deposits, automatic payments or automatic transfers are being posted to this account, please notifY the 
company or agency to cancel immediately. The Key Access and/or Key Money Master Money Card attached to this 
account are no longer valid. Any check presented for payment on this account will be returned "Account Closed". 

Please remit payment today in the enclosed envelope provided for your convenience Q!: contact this office inullediately. 

If you have any questions, please call Overdraft Recovery at (937)586-7445, or (800)539-0118. Our hours are 
8:00 AM to 5:00 PM (EST) Monday through Friday .. 

Yours truly, 

Overdraft Recovery 
Itr-f7 

Detach Here 

---

Amount Enclosed: =~~~~~~ 

Itr-f7 

1.1,,1.1.1 •• 1,,111 .... "II. "III "1.11,, ••• 11 •• 1.1.11 ... 1 
ATTN: OVERDRAFT RECOVERY 
KEYBANK 
34 N MAIN ST 
PO BOX 1803 
DAYTON, OH 45401-1803 
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KeyBank 
P.O. Box 93885 
Cleveland,OH 44101-5885 

Key E.ss Checking 
Statement 

June 25, 2003 

-~ 

11.1 •• 111.1 •• 1.1 •• 11 ••• 1.1 ••• 11 •• 1.1.11 •••• 1.1.1. f .11 •••••• 111 
• w" •• ~. D " l Questions about your account? 

1-800-KEY2YOU (1-800-539-2968) 

Enroll in Online Banking today at Key.com. 

Or, write us; 
KeyBank' National Association 

P_O. Box 11500 
Tacoma, WA 98411-5500 

Access your available accounts, transfer funds and view your transactions right from your PC. 

Account title: ... I __ ---: _____ ... 

Balance on Jun 2, 2003 $0.00 
Additions . 

Deposits 
Deductions 

Withdrawals 
Service fees and charaes 

Balance on Jun 25, 2003 $0.00 

()-,r KeyNotes 

>@ 

Your account was overdrawn this period.> Enjoy the peace of mind that overdraft 
protection offers by calling 1-800-KEY2YOU (1-800-539-2968) for more information on 
all of KeyBank's overdr.aft protection services. 

Order Checks The Convenient Way 

By Phone 
Call 1-800-355-8123, to order new checks or accessories like leather checkbook 
covers and address labels. Available 24 hours a day, seven days a week. 
On the Internet 
Order checks quickly and conveniently at Key.com or C/arkeAmerican.com.> On 
Key.com, sign onto Online Banking and Investing and select "Reorder Checks" on 
the self-seryice menu .. 

uwe;; Member FDIC 

Page lof3 7008 
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CONSUMER ACCOUNT DISCLOSURES 

The following disclosures applt onlt to accounts covered by the Federal Truth-in­
Lending Act or the Federal Electronic Funds Transfer Act. as amended. or similar state -
laws. 

IN CASE OF ERROR OR QUESTIONS ABOUT YOUR ELECTRONIC TRANSFERS: 

Cal us at the phone nurrber indicated on the first page of this statement. OR write us at 
the address isted there, as soon as you can, if you think your statement or receipt is 
wrong or if you need more information about a transfer isted on the statement or 
receipt We rrust hear from you no later than sixty (60) days after we sent you the 
FIRST statement on v.1tlch Ule problem or error appeared. 

Tel us your name and Account nurrber; 
Describe the error or transfer that you are unsure about, and explain as 
clear~ as you can \'wilY you betieve it is an error or \'wilY you need more 
Information; . . 
TeD us the doBar amount of the suspecte~ error. 

If you tel us oralo/, .... '9 may recpire that you send us your corrplaint or cpestion in writing. 
within ten (10) business days. 

We wiD investigate your corrplaint and wil correct any error prorrpt~. If we take more 
than ten (10) business days to do this, we wil recrecfrt your account for the amount you 
think is in error, so that you wiD have use of the money wring the time it takes us to 
corrplete our investigation. 

COMMON ELECTRONIC TRANSACTION DESCRIPTIONS: 

XFERTOSAV 
XFER FROM SAV 
XFERTOCKG 
XFER FROM CKG 
PMTTOCRCARD 
ADVCRCARD 

- Transfer to Savings Account 
- Transfer from Savings Account 
- Transfer to Checking Account 
- Transfer from Checking Account 
- Payment to Crecfl! Card . 
- Advance from Crecfrt Card 

Preauthorlzed Credits: If you have arranged to have direct deposits made to your 
Account at least once every sixty (60) days from the same person or corrpany, you can 
cal us at the nurrber Indicated on the reverse side to find out whether or not Ule deposit 
has been made. 

IMPORTANT LINE OF CREDIT INFORMATION 

Billing Rights SUmmary: In case of Error or Questions About Your Bill: If you 
think your statement is wrong. or if you need more information about a transaction on 
this statement, write us on a separate sheet at the address shown on your statement as 
soon as possible. We JTlJst hear from you no later than sixty (60) days after we sent 
you the FIRST statement on v.1tich the error or problem appeared. You can telephone 

. us. but doing so wiD not preserve your rights. 

In your letter, give us the following information: 

• Your name and account nurrber; 
• The dollar amount of the suspected error; 
• Describe the error and explain, if you can, v.1ty you betieve there is an error. 

If you need more Information, describe the item you are unsure about. 

You do not have to pay any amount in q.testion while .... '9 are investigating, but you are 
stia ob6gated to pay the parts of your biU that are not in cpestlon. Whlle .... '9 Investigate 
your cpestion, we cannot report you defincpent or take any action to collect the amount 
you cpestion. 

explanation of Finance Charge: Your Finance Charge Is coJlllUled on al cash 
advances from the date each cash acNance is made until we receive payment!n fua. 
We figure the Finance Charge on your Ene of crecfl! by appMng the dai~ periodic rate to 
the "Average Dailt Balance" (Finance Charge Balance) of your line of crecfl! incllding 
current transactions. To get the average dai~ balance we take the beginning balance of 
your line of crecfl! each day, add any new cash acNances or debits, and sUbtract any 
payments or crecfrts, fees and unpaid Finance Charge. This gives us,your dailY balance. 
Then .... '9 add up aa dallt balances and cfNide this total by the nurrber of Clays In the billing 
cycle to get the average dai~ balance. Then we JTlJkip~ the average dailt balance by 
the dailt periodic rate times the number of days in the billing cycle. The Dai~ Periodic 
Rate is figured by dividing the Annual Percentage Rate by the nurrber of days in a year 
(3651366 days). 

CREDIT INFORMATION: If you beEeve we have reported inaccurate information about 
your account to a crecfl! reporting agency, you may contact the credit reporting agency 
orwrite to us at: . 

Key Crecfl! Research Department 
P.O. Box 94518 
Cleveland. Ohio 44101-4518 

-Please incllde your account nurrber, a copy of your credit report reflecting the­
inaccurate information, name, address, city, stale, and zip code, and an explanation of 
why you bElieve the information is inaccurate. 

• 
BALANCING YOUR ACCOUNT 

Please examine your statement and canceled 
checks upon receipt.· Erasures, alterations or 
irregularities should be reported promptly in 
accordance with your account agreement. 
The suggested steps below will help you 
balance your account. 

INSTRUCTIONS 

--~ 
~ 

--

o Verify and check off in your check register each deposit, 
check or other transaction shown on this statement. 

6 Enter into your check register and SUBTRACT: 
• Checks or other deductions shown on our statement that 

you have not already entered, 
• The "Service charges", if any, shown on your statement. 

~ Enter into your check register and ADD: 
• Deposits or other credits shown on your statement that 

you have not already entered, . 
• The "Interest earned" shown on your statement, if any. 

TOTAL. $ 

$ 

$ 

0:~H;ijWt.~;!.9,i~(.fti&Jrm;:~:~Mt~~ 
$ 

$ 

TOTAL. $ 
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SUMMARY OF MONTHLY CHARGES FOR ACCOUNT 
Wireless Number 

Questions? 

~ 
AT&T 

Wireless 

• www.attwireless.com 
• 1-800-888-7600 
• 611 from your wireless phone 
• TTY users ~ 1-866-4-AWS-TTY 

Date of Invoice: 06/20/03 

b6 
b7C 

.00 .00 .00 .00 .00 b6 
- .. ", b7C 

Your billing cycle began on 05/19 and ended on 06/18. 

Current Monthly Charges 
Monthly Service Charges 
Home Airtime Charg~s 
Home Long Distanc~ Charges 
Messaging, Co~ten~ & Application ~~arges 
RQaining ,: CI)~rg.e~ . ... 
Other Charges and Credits 
'Ta~_~~; :S~'rcMtges & RegulatQry Fees 

Total ¢urreJ1t.'.Mon~~1y. -Ch~rges DUE UPON RECEIPT 
-TOTAt AMbuNt',DUE ".:': ·~l • • - • • • ' 

: ... ~ '.II ~ . ' 

I 
I 
f 
I 

! 
i 

i 
I 

We Print on . : ' .. , " ' 

b6 
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You ca~ now p~ your invqice online (I ww.attwireless.com Note: ... 1-" . <:\ :-- " 
AT&T WIRELESS APPRECIATES YOUR BUSINESS Fr:ont and Back. , •• " . •. : ': ." 

. --'-' ''''h~''''''';''''''--'--'---:---~-''''''-: - , .. ',., - ~~--l;··~(~h';""II;'...'; ' ''''''' 
iJ~!~~:!~!~~ ~':c~~~~~ I~!~ce ~~~~tra~':~:nt •• ,- . .:g~:. ,', . ·::'·::"·~;:!i!.:':·~ :::: 

wIth the Gcneral Terms and ConCl.rtlons forwl reicss sc·rvlce. . ' : 

Check here for change 0··.... . 
of address (see reverse) 

-
-co. ATSaTWireless ' 

Questions? 
• www:attwireless.com 
• 1-800-888-7600 
• 611 from your wireless phone 
• TTY users ~ 1-866-4-AWS-TTY 

Account Name~L _____ '" 

11111 .. 1.1.11 .... 1111' ;1.11 •• 11111.1 .. 1.1.1 •• 1 .. 1.1.1 .. 1111111 
AT&T WIRELESS 
P ;0. BOX 78224-
PHOENIX AZ 85062-8?24 

Account # 
Wireless 

Amount Due 

UPON RECEIPT 

Amount Paid 

I 

1 . 
t ! .... ..,... 
! 
! 
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I 

Account Narm 

I I 
Account Nrber 

~e of ·Invoice 
y!ZO/03 

Telephone Number 
I I 

Servjce User 

I I 

• Page 
3 

AT&T Wireless Voice Dial. You Speak. It· Dials. 
Voi<;eD!~I i~ the ~asy.~·nd conv~nient way to enjoy hands-free,calling. Just Dial # 121 from 
your wi~eless pho'ne, say':~iCall John Smith at work" and VoiceDiai will place the call. It's 
that simpie. At $3.99 a:~~ntK :VoiceDial is ~ great value and when you sign up you get .. - . : . . .. ~ 

~ 
ATGaT 

Wireless 

the FIRST MONTH FREE. 'To si~in up, visit us online at www.attwireless.com/ocs. dial 611 from 
your wir~Iess phone. or stop by your nearest ~T&T Wireless Store. Thanks for choosing 
AT&T Wireless. 

Regulatory Programs Fee 
The Reg'ulatory Programs Fee helps to fund AT&T Wir~less compliance with various government­
mandated programs. This is not a tax or a government required charge. It is an additional 
monthly charge created, assessed and collected by AT&T Wireless. For more information and 
a description of these government programs, please visit our website at: 
http://www.attws.comllegal/rpf.ht~~ 

IMPORTANT MESSAGES: 

This invoice is different than future invoices as it covers a partial 
billing ~ycle. Monthly service charges, and included in plan minutes 
have been pror..ated. 

MQNTH.l!Y SERVICE CHARGES 

\6/14/0~ Through 6/18/03 
:MONTHLY .SERVICE - NATIONAL PLAN $74.99 
tALC .FORWARD I i·ili 

.:tHREEc.'WAY 'cALLING, 
·.CALl·'WAI"TING 
'PCS ··.VOICEMin L 
,CAELER:.IO · ' .. 
:NO 'OETAIL -BILLING 
EQUIP INS PREMIUM/FEE . . '. i 

·L ........... . AT&T 2-WAY TEXT MSG $0.00 
'REGULATQRY"PR'OGRAI1S FEE . J 

:!' 
j TQTAL ~NTHLY S~RVIC~ ~~~~ 

HOIYIE AIRTIME CHARGES 

6/14/03. Through 6/18/03 -I-I ______ ----' 

Ca.tegory 
UNLIMITED NIGHT &.WKND 

Minutes 
150 

Rate 
.000 

Cha.rge 
.00 

-.- ! 

i , .. ,,, ' .. ,., .... . -:' . .. . -

I 
I 
t 

·1 
f 
! 

! 

~. v~~ ,, ' ~j; :4':~: . ·· 
. ~ ... , ..... ·w . -....... : .. ... .. 
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ACcount Name Date of Invoice 
..... 1 ____ ...... 0_/03 

I 
. . 

Account Nrber 
I 
TelePhOne'N~ber 

200 ADDITIONAL MINUTES 
INCLUDED IN PLAN 

TOTAL HOME AIRTIME CHARGES 

I 
Service User 

200 
17 

367 

MI;SSAGING, CONTENT & APPLICATION CHARGES 

6/14/03 Through 6/18/03 

Category 
SENT MESSAGES 

Messages 
2 

TOTAL MESSAGING, CONTENT & APPLICATION CHARGES 

OTHER CHARGES AND CREDITS 

DETAIL BILLING 
ACTIVf\TION FEE 
AT&T CONNECT CALLS 
$26 ACTIVATION CREDIT 

TOTAL OTHER CHARGES_AND CREDITS 

TAXES, SURCHARGES,&'REGULATORY FEE~ 

FED,EAAl TAX 
STATE TAX 
:ciTY·rtA~ 
9U ~XCISE TAX 
STArE ENHANCED 911 
UNIVERSAL tONNECnVITY CHARGE 

27 CAllS 

, TOTAL TAxES, SUROtAAGES\ & iREGULATORY FEES 
• '1' .... : .••. :. - .. :.,. . : " .: ....... ' .• :: .. :.: ,, ' '-

TOTAL CURRENT MONTHLY <;HAR~ES, 

.000 

.000 

Rate 
.10 

.00 

.00 

.00 

.00 

Ref Date Time Number Called Calls To 
Calls ~ . long From Minutes Mr' Distance Total' 

0001 6/14 4:58P WA PR 1 .00 
0002 6/14 '5:09P WA PR 1 .00 
0003 6/14 5:30P < WA PR 1 .00 
0004 6/14 5:41P ~ WA PR 2 .00 
0005 6/14 5:47P WA PR 1 :00 
0006 6/14 5:50P WA PR 2 .00 
0007 6/14 5:52P WA PR 1 .00 
0008 6/14 6:15P OR PR 7 .00 

i ·.· , . 
~ .... : .: 
: 

.. - . - < ~ 
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Account Name 

I I 

I 
Account Nrber. 

411hte of Invoice 
06/20/03 

Service User 
I I 

• Page 
5 

Calls long 

~ 
AT&T 

Wireless 

b61 
b7C 

Ref Date Time Humber Called Calls To From Minutes Air 'Distance Total 

0009 6/14 6:48P 
0010 6/14 7:01P 
0011 6/15 12:23A 
0012 6/15 12:24A 
0013 6/15 12:47A 
0014 6/15 1:46A 
0015 6/15 8:43A 
0016 6/15 8:53A 
0017 6/15 8:57A 
0018 6/15 9:08A 
0019 6/15 9:24A-
0020 .6/15 · ' 9:25A 
0021 6/15 9:26A 
0022 6/15 9:36A 
0023 6/15 10:01A 
0024 6/15 10:17A 
0025 6/15 10:19A 
0026 .6/15 10:25A 
0027 6/15 10:26A 
0028 6/15 10:31A 
0029 6/15 10:45A 
0030 6/15 10:47A 
0031 6/15 10:49A 
0032 6/15 10:51A 
0033 6/15 12:47P 
0034 6/15 12:56P 
0035 6/15 12:58P 
0036 6/15 1:05P 
0037 6/15 1:06P 
0038 6/15 1:08P 
0039 6/15 5:29P 
'0040 6/15 5:30P 
'0041 6/15 5:31P 
0042 6/15 5:33P 
0043 6/15 5:35P 
0044 6/15 5:48P 
0045 6/15 9:46P 
0046 6/15 9:48P 
0047 6/15 9:50P -
0048 6/15 9:54P 
0049 6/15 9:56P 

L. ... ..... " 0050. 6/.15 10:02P 
.. ··0051' .... 6/15 10:03P'" 

0052 6/16 8:09A 
',0053 6/16 8:14A 
0054 6/16 8:26A 
0055 6/16 9:35A 
0056 6/16 .9:36A 
0057 6/16 10:57A 
0058 6/16 1l:01A 
0059 6/16 1l:14A 
0060 6/16 12:15P 
0061 6/16 12:17P 
0062 6/16 2:43P 
0063 6/16 3:17P 
0064 6/16 3:17P 
0065 6/16 ·3:27P 
0066 6/16 3:36P 
0067 6/16 3:38P 
.Q068 . . 6/16 . . 3:53P ; 

PR 5 .00 
OR PR 2 .00 

PR 1 .00 
OR PR 1 .00 
WA PR 1 .00 
OR PR 1 .00 
OR PR 7 .00 
WA PR 2 .00 
WA PR 1 .00 
WA PR 2 .00 
WA PR 1 .00 
WA PR 1 ..... .00 
WA PR 7 .00 
OR PR 2 .00 
OR PR 1 .00 

PR 1 .00 
PR 2 .00 

OR PR 1 • 00 
OR PR 1 .00 
WA PR 1 .00 
OR PR 2 .00 

PR 2 .00 
OR PR 2 .00 
OR PR -2 .00 
WA PR' 2 .00 
WA PR 2 .00 
WA PR 1 .00 
WA PR 1 .00 
WA 'PR 2 .00 
WA PR 1 .00 
WA PR 2 .00 
WA PR 1 .00 
OR PR 2 

. 
.00 

OR PR 2 .00 
OR PR 2 .00 
WA PR 12 .00 
OR PR 1 .00 
WA PR 2 ,.00 
WA PR 1 ;00 

PR 2 .00 
WA PR '3 .00 
. . P.R .. . · ~"2.. . .~ ... ~ ~ .. . '." :.00, 
OR .. ':"'PR··- ~-:,,·~'''-z ~''''''':''~ . ~"-'-'-';""'-'''';''' ' -'''':;OO' 
OR PR 4' ' . . :00 
,WA PR 12 ~OO 
OR PR -- 9 ' ~O-O 
WA PR 1 ~ OO 
WA' ,PR 2 .-00 
OR 'PR 3 .00 
OR PR 2 .00 
OR. PR 2 .00 
WA PR 2 .00 
WA PR 3 .00 
OR PR 1 .00 
OR PR 1 .00 
OR PR 1 .00 
WA PR 1 , .00 
OR PR '3 .00 
OR PR 2 .00 
OR PR 7 .QO 

t·:·:' .~;':, ' , 

, . .. 
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.. 
Account narne 

I I 
rayt: .6 uate OT lnV01Ce 

WO/03 

Account Humber Teleohone Nlwber SerVice IIser 

calls Long 
Ref Date Time Humber called Calls To From Minutes Air Distance Total 

\ 

I 

I" .. " 
- i 

j 
I 

0069 6/16 4:04P 
0070 6/16 4:05P 
0071 6/16 9:31P 
0072 6/17 7:59A 
0073 6/17 8:01A 
0074 6/17 9:10A 
0075 6/17 9:13A 
0076 6/17 9:17A 
0077 6/17 10:48A 
0078 6/17 10:50A 
0079 6/17 11:05A 
0080 6/17 11:28A' 
0081 6/17 11:44A 
0082 6/17 11:45A 
0083 6/17 11:51A 
0084 6/17 2:01P 
0085 6/17 2:07P 
0086 6/17 3:44P 
0087 6/17 3:45P 
0'088' 6/17 3:53P 
0089 6/17 5:26P 
0090 6/17 5:28P 
0091 6/17 5:30P. 
0092 '6/17 5:45P 
0093 6/17 6:05R 
0094 '6/17 6:17P 
0095 6/17 6:32P 
0'096 6/17 6:33P 
.0097 6/17 .6:35P 
0098 ·6/17 6:43P 
0099 6/17· 7:08p· 
0100 6/17 7:25P 
,0101 6/17 7:34P 
0102 6/17 9:51P 
0103 6/17 .9:52P 
0104 6/17 10:04P 
0105 6/1710:10P 
'0106 .6/17 10:20P 
0107 6/17 10:24P 
0108 6/17 11:01P 
0109 -6/17 '11:47P 
0110 .6/17 11:48P 

... ':O,H 1",.,6/-17.: .. 11: 49P.. 
0112 6/17 11:50P 
.0113 6/18 12:00A 
011~ :6/18 12:04A, 
.0115 '6/18 1:06A 
0116' '6/18 1 :08A 
0.1176/18 1:37A 
0118 6/18 2:05A 
0119 6/18 2:17A' 
0120 6/18 3:04A 
0121 6/18 9:27A 
0122 6/18' 9:28A 
0123- 6/18 9:29A 
0124 6/18 9:31A 
0125 6/18 9:48A 
0126 6/18 10:09A 
0127 6/18 10:55A 
0128 6/18 11:06A 

WA LV 
WA LV 

LV 
WA PR 
WA PR 
OR PR 
OR PR 
OR PR 
OR PR 
OR PR 

PR 
WA PR 
OR PR 
OR PR 

PR 
OR PR 

PR 
WA PR 
WA 'PR' 
WA PR 
WA PR 
WA PR 
WA PR 
OR PR 
OR PR 
OR PR 
WA PR 
WA' PR 
OR PR 
OR PR 

PR 
OR PR 
OR PR 

PR 
WA PR 
wA PR 
WA PR 

'PR 
WI\ PR 
WA PR 
WA.PR 
WA 'PR 
WA .. ;PR. 
WA ·PR 
OR PR 
g~: .~~ 

PR 
,PR 

OR PR 
OR PR 
OR PR 
WA PR 
WA PR 
WA PR 

PR 
OR PR 
OR PR 
WA LV 
WA LV 

1 .00 
1 .00 
6 .00 
2 .00 
1 .00 
3 .00 
2 .00 
4 .00 
2 .00 
3 .00 

15 .00 
1 .00 
1 .00 
5 .00 
1 .00 
6 .00 
2 .00 
1 .00 
2 .00 
3 .00 
1 .00 
1 .00 
1 .00 
3 .00 
2 .00 
7 . . '.00 

.2 ".00 
2 .00 
8 ;00 
2 :0'0 
·9 .00 
1 .00 
2 .00 
1 .• 00 
3 .00 
1 .00 
1 .00 
4 .00 
9 .00 
4 .00 
1 .00 
1 ,.00 

, ., .... ,,1.. .. -..... ~ .. ' .. - . ........ _ ..... -.00 
1 .00 
1 .00 
-1. .00 
r ~O'O 
1: :;00 
l' ,.00 
.!- .• 00 
1 ~OO 
2 :00 
'1 .00 
1 .00 
2 .00 
6 .00 
1 .00 
1 .00 
3 .00 
3 .00 
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v • \ 

Account Name 

· ........ 1 __ ---' 

Date of Invoice 
0.03 

AccOunt NUmber Telenhone Number Service IISer 

Calls 
Ref Date Time Number Called Calls To' From Minutes 

0129 6/18 11:12A OR LV 4 
0130 6/18 12:27P LV 4 
0131 6/18 12:44P OR PR 1 
0132 6/18 12:48P OR PR 2 
0133 6/18 1:01P WA PR 2 
0134 6/18 1:23P OR PR 1 
0135 6/18 1:50P OR PR 1 
0136 6/18 1:54P PR 1 
0137 6/18 1:56P PR 3 
0138 6/18 2:03P PR 1 
0139 6/18 2:10P WA PR 2 
0140 6/18 2:55P ,WA PR 13 
0141 6/18 3:16P PR 4 
0142 6/18 3:48P OR PR 2 
0143 6/18 4:19P WA PR 3 
0144 6/18 6:01P OR PR 2 

TOTAL HOME AIRTIME AND LONG DISTANCE CHARGES 367 

CALL CHARACTERISTICS: S = Long ~istance Service Billed Separately, 
A = AT&T Connect Calls 

CALL DEFINITIONS: PR = Portland, LV = Longview 

Air 

.00 

~ 
ATs.T 

Wireless 

long 
Distance Total 

.00 

.00 

.00 

.00 

.00 

.00 

.00 

.00 

.00 

.00 

.00 

.00 

.00 

.00 

.00 

.00 

.00 .00 

Ref Date Time 
Message 

Message To Type Charge Ref Date Time 
Message 

Message To Type Charge 

0001 6/15 10:23A E-MAIL S .10 0002 6/15 10:24A E-MAIL 

TOT~1, MESSAGING, COI(fEHT & APPLICATION CHARGES. 

Message Types: R= Received Messages 
S= Sent Messages 
1= International Messages 

Times for Messaging, Content & Application charges are in your home time zone. 

S .10 

.20 

b6 
b7C 

. . 

• ,,;0. ~ _. 

. . . " . t
~ ", . 

00 • • • • _. .~._ ... ; .. __ . __ .'-___ o . ~ •..... • _. _. ._" • _ • • • • n _ _ - _ _ " . ~ .~ _ e- " ..... .. . . . .... "' ••• • • , .. .. _ .. . . ... ..... .. ...... ...... . . .... "' ... . . . ~.~ ••• •••• 'Lo. ., ... ~._ ...... ....... _"'." .1..._ ...... 0 _ ...... _ . _ ........... _ _ ,. . ... o _ n_ 

. ..... \t.~ •• ! ' i - I) ;. ~ ... 
I ·' .... ... .' •. . . 

. ;; .... " . ' 

- .,~ 

1 23 11 

IF YOU HAVE ANY QUESTIONS CONCERNING YOUR INVOICE OR SERVICE, LAST 
PLEASE CALL OUR CUSTOMER CARE DEPARTMENT: 1-800~-7600 . PAGE 

IS 
_ o __ __ ========_~=_~_~=======~ _ ___ ~======~ 



MEIER & FRANK 
CUSTOMER SERVICE 
P. O. BOX 66836 
ST. LOUIS, MO 63166-9868 

• 

"., .. , ... , .. ,., .. " ... '.'11." .. '.'.".11.'.'.'.'." ...... '" 

,PRESORTED 
FIRST CLASS MAIL 

U.S. POSTAGE PAID 
LORAIN. OR 

PERMIT NO. 121 

b6 
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f 
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i 
i 

. - -----.-~ 
Dear Customer: . 
All of us at Meier & Frank wallt you to be served properly. Our 
records show you recellt{II shopped itl our Dowlltown Portland store. As 
p~lrt of our cOlltinuing efforts to see how we are doing, would you please 
tell us if the service you received at Downtown Portland was: 

(Check ONE box) 
Below 0 0 0 0 Above 

Expectations 1 2 3 4 EXI)ectations 

• ~ • k We would also be pleased to have lIny comments you may WISIt to I1lt~ l<: 
l\:.' 
.~, 

Detach this card and drop itt 
allY mail box. Postage free. 
lfl_ Tn 1_flRJW 1_:1 

Thank ,lOU. 

Bob So~oka 
r.hllirmnn. Mp,;p,r &; Frank 



ME'I-ER & ~ANK 
A DIVISION OF lll~ MAY DEPARTMENT STORES COMPANY 

07/16/03 

L-.....o ............................................................. t ...... 1II 

PO BOX 94546 
CLEVELAND OH 
44101-4546 

11111111111111111111111111111111111111111111 

... Please detach here and return the upper portion with your check or money order. 

Thank you for shopping at MEIER & FRANK 
DATE . . REFERENCE NO.·, STOREIDEPT.· DESCRIPTION;' • : - '. ".'. 

JUN 08 
JUN 0 
JUN 08 
JUN 08 
JUN 08 

JUN 14 

JUN 14 

JUN 15 
JUN 1 

JUN 15 
JUN 15 
JUN 19 

$10-

THE GIF 
A~t',ILABL 

500. OR 
OR 

OF CHO 
AT ALL 

ER ANYT 
CAL·L TO 

MENS ACTIVE WALKSHORTS 
FASHION WATCHES 
SMALL L~ATHER GOODS 
GIFT CARDS 
MENS KNIT SHIRTS 
MENS HOSIERY 
PERRY ELLIS 
MEN'S JOCKEY UNDERWEAR 
YOUNG MENS SHOES 
MENS KNIT SHIRTS 
MEN·' S CLA IBORNE APPAREL 
SLATES/LEVI STRAUSS 
STERLING SILVER JEWELRY 
ESTEE LAUDER COSMETIC/TREAT 
LAUDER MEN'S FRAGRANCES 
CANDY 
KENNETH COLE 
GIFT CARD RETURNS 

CE ••• A MEIER & FRANK GIFT C 
STORES,.· AT .AN'! REGISTER FROM 
ME AT: WWW.MEIERANDFRANKGIFT 
L-FREE 1-800-633-1224. 

Meier & Frank Account Summary 
L-002152 X 

BILLING QUESTIONS? (503) 281-4797 
To avoid incumng addItIonal finance charges ~ you may rermt your new balance in full within 25 days of the closing date shown below T 

h'1;!3I/Mfir*f.!U3J3:r\Nt aU@§lrlw fr I!:w',f.!'.'@l 
.00 J .OOT 1.67 J-=--j] J 

.1:1:lif.j'P3iti!3:,naJhiJ P§;I[.j.][ij;Q'31·\lJ§;H34·t.liSj:f.I~ 
I . 21 • 60 J 1. 8 0 ~ ~ ON. T~H L Y I _. _ _ ._ J 

Refer to your account number when making inquiries. ~ 

NOTICE; $ee reverse side for important information. 

rhi"!Ii!f-ItNiU'·rrWt@!.I/.\Qi.lilill 

TODII1Y (Text Only): (800) 358-9178 
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m • NORDSTROH FSB COLORADO SVC-CE~R 
P.O: Box 6S89 
Englewood, Co 80155-6589 NORDSTROM 

June 23, 2003 

0000212 

"ACCOUNT 

Dea~L-__ -----I~ 
We are writing in regara to the Nordstrom account opened in your name. If 
the above-referenced account does not belong to you. please complete and 
return the enclosed Fraud Information Report and Affidavit of Credit Card 
Forgery in the postage paid envelope provided no later than 07/08/03. When 
our investigation is complete. your help may be needed to prosecute the 
person"or persons responsible for opening the account. 

It is advisable that you file a consumer statement with the credit 
reporting companies to alert creditors to the fact that someone has 
accessed your personal information without permission and is using that 
infocmation to commit fraud~ 

You may contact the credit bureaus by sending them a letter informing them 
of the fraudulent activity and requesting they add the consumer statement 
to your .credit file. Include in the letter your name, address. home and 
work phone numbers, social security number, date of birth, your signature 
and a copy of your phone or utility' bill or a copy of your drivers -
license. . 

You may also receive a free copy of your credit report from the credit 
bureaus due to the fraudulent activity -on your file. but you must request 
it in writing. You may contact the credit bureaus at the addresses 
enclosed with this letter. 

Thank you for your patience and cooperation. Please contact us if you 
have any questions on ~he status of the investigation. 

S~ncerely, 

"Nord~trom fsb 

InvestJ.gatJ.ons lJepar'tment 
1-866-543-4209 

Enclosure (s) 

SEE REVERSE SIDE FOR IMPORTANT INFORMATION 

b6 
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. . . A • 
FRAUD~ENt ~CCOUNT INFORMATION REPORT 

Name: Account No.: _____________________ --'-_ 
------------------------------~ 

1. How and when did you discover that this account had been opened in your name? 

2. Have any other accounts been opened fraudulently in your name? If so, please list by company and account 
number., 

Compan~ Name Account Number 

3. Has your identification been lost or. stolen? 0 Yes 0 No If yes, when? ___________ ~ ____ _ 
Police Report Filed? 0 Yes 0 No 
If Yes: City Precinct _____________ ,_ Case# ____ _ 

Please specify any identification or credit cards that were stolen. 

Companv Name Account Number 

4. AIe you aware of who may have had access to your personal information? 

5. Do you have any suspicions as to who might have opened this account?, 

Name(s), ____ --'-:--_____________ --, ________ _ 

Address(es) Street . .,;... ____ ..,....-___________ Phone # L-->-------

City ______________________ ,State __________ --'-Zip Code:...--__ _ 

Reason: 
------------------------------------------~-----------------

6. Please add below any additional information you may have. 

r 
FAIR-02 

Revised 4/97 

·*-*···**-PJ:,EASE-INCLUDE A-CpPYOF YOURDRIvER'SJ:,lCENSK"*' * '** '*' 



.. I ~ STATAENT OF CREDIT CARD FOIERY 

Please complete the attached FRAUDULENT ACCOUNT INFORMATION REPORT 
and return it with this Statement. 

Nordstrom Visa/Retail Account No.: 
~~~~--~~~~~~~-=-=~~ 

I certify that I did not sign the application in question, nor did I have knowledge of said account. 

I have not received, or expect to receive, any benefit or value, either directly or indirectly from the credit card(s) 
issued as a result of this application. 

The use of my name on the account was without my consent or knowledge. I have not withheld any 
information concerning any possible suspect known to me.~ 

I hereby authorize you to make such investigation as you deem necessary and agree to testify to the truth of any 
or all of the foregoing before any competent tribunal, officer or person in any case now pending or that may be 
hereafter instituted in connection with the matter contained in this declaration. 

I hereby certify that I will furnish to Nordstrom fsb or any agents acting on its behalf any assistance neces­
sary to prosecute the person or persons who opened this account. 

I DECLARE THAT THE FOREGOING IS TRUE AND CORRECT. 

Primary Signature 

ADDRESS:.-= ______________________________ ------__________ -----

seeF-TN 
Revised 8/00 

(Street Address) 

(City) (State) (Zip) 

~ 

(Home Phone) (Work Phone) 

* * * * * PLEASE INCLUDE A COpy OF YOUR DRIVER'S LICENSE * * * * * 



I· 

P.O. Box 8134 . ,-
Wilmington, DE 19899-873 

BANK-gONE. 

I .... 'MBO.'" 
June 13,2003 

11.1 •• 1 ••• 1 •• 1.1 •• 1111.1.1 ••• 11 •• 1.1.11 •••• 1.1.1.1.11 •••••• 111 

All 00 

Dea~L.. ___ ----I 

Thank you for your recent application for a Visa Platinum credit card account with Bank One, NA. 

In evaluating each application, one of our top priorities is to ensure that the named applicant is in fact 
the person applying for credit. This process helps us protect the security ofthe named applicant and the 
integrity of the applica~ioi1. To that end, we ask that you provide us with a copy of your most recent 
documentation or statement for the items noted below: 

Proof of address/original gas, water or elec. bill 
Photocopy of your social security card 
Proof of current address (e,g. gas, water, or ele~tric bill) 

Please return a copy of this letter with the requested informatioll'to us at the address noted above within 
30 days ofthe date of this letter. When we receive this information, we will be pleased to continue our 
evaluation. Ifwe do not receive the information within the noted timeframe, we will assume that you 
want us to discontinue the evaluation of the application. 

We sincerely appreciate your understanding of our intentions, and we look forward to hearing from you. 
If you have additional questions, please contact us at the address noted above or call us at * 1-888-270-2127. We.are available Monday through Friday between the hours of8:00 a.m. and 8:00 

:1 p.m., Eastern Standard Time. 
~ 

Sincerely, 

Bank One, N.A. 

The Federal Equal Credit Opportunity Act prohibits creditors from discriminating against credit applicants on the' basis of race, color, 
religion, riiiti6nalongin, sex, marital'status, age'(providcdthat the applicant has the capacity-to enter.into a binding contract);_because~altQr: 
part of the applicant's income derives from any public assistance program; or because the applicant has in good faith exercised any, right 
under the Consumer Credit Protection Act. The Federal agency that administers c()mpliance with this law concerning this creditor is the 
Office of the Comptroller of the Currency, Customer Assistance Group, 1301 McKinney Avenue, Suite 3710, Houston, Texas 77010. 
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PO BOX 6553 . 
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NORDSTROM 
PO BOX 6553 
ENGLEWOOD , ' CO 80155655353 

P.O. BOX 6590 
ENGLEWOOD ,CO 80155659090 

I 11.1 .. 1",1 .. /;( .. 11",1.",,,,11,,,11 ... ,, .. .1,,,11 

PRIlSORTIlD 
FIRST· CI,ASS MAIL 

U.S . . POSTAGE 
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SIlRVICIl CIlNTIlR 
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.j 
i . 

( • I 
Y(lQ[ P~rsQMi ;lti~ntljlCatiOijt,lumbE\r{PIN) Is:I··I·· 1'1'" 

: -YOUR ·NORDSTROM :cAf~D; ;j:iiN.:A15i.OWS. 'EASY. . ACCESS £fO ,¢ASH' i4.lHbU~s .A. 
·piN~ --l ,QAVS ,:4' M~$~)i\T"ir~u)L~TM":~ 'fftR9U~~o:ui' THE-:Gbif~ft~·Yl.' ~ t~f ~ 
'CHANGE YOUR; J~J:N ',: iP,lEASE :·GAtt· :i,~8ii O-.964"7tsoo • , ' ,. , :' .. 
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,_ L .~ • _ _ _,..: •• .:;;. : _~;..~ .. "'"!! _ ~~_ .... _:.o t. :._ . ,::_. ";.. ~ :_ :-: " F • ~ __ • • 

Your PIN, when properly used, is designed to give you added safety when using electronic 
terminals that accept your card. 

For maximum safety, follow these rules: 
1. Memorize your PIN. Then, either destroy this form or file it in a safe place. 

2. 00 not cany your PIN in your wallet or purse along with your card. 

3. 00 nol wrile your PIN on your card. 

4. Only Ihose persons authorized to use cards for your account should know your PIN. 

5. If your card is fost or stolen, or if you think an unauthorized person knows your PIN, 
report it immediately. 

Your PIN, when properly used, is designed to give you added safety when using electronic 
terminals that accepl your card. 

For maximum safety, follow these rules: 
1. Memorize your PIN. Then, either destroy this form or file it in a safe place. 

~. 00 nol carry your PIN in your wallet or purse along with your card. 

3. 00 nol write your PIN on your card. 

4. Only those persons authorized to use cards for your account should know your PIN. 

5. If your card is lost or slolen, or if you think an unauthorized person knows your PIN, 
reporl it immediately. 

~ on ............ ~ ........... :e....~ -'!.!.~):.-:.">"~ ......... ~~* ~ 

Your PIN, when properly used, is designed to give you added safety when using electronic 
terminals that accept your card. 

For maximum safety, follow these rules: 
1. Memorize your PIN. Then, either destroy this form or file it in a safe place. 

g, [)O not carry your PIN in your wallet or purse along with your card. 

3. 00 not write your PIN on your card. 

r: 

i 
t 
fb6 
~b7C 

4. Only those persons authorized to use cards for your account should know' your PIN. :. 

5. If your card is lost or stolen, or If you think an unauthorized person knows your PIN, t 
report it immediately. I 

~f 
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Your Personal Identification Number (PIN) Is 

'IN, when properly used, is designed to give you added safety when using electronic terminals that accept your card. 

IXlmum safety, follow these rules: 
norize your PIN. Then either destroy this 
lor fila it In a safe place. 

lot carry your PIN in your wallet or purse 
g with your card. 

lot write your PIN on your card. 

4. Only those persons authorized to use cards 
for your account should know your PIN. 

S.l1your card Is lost or stolen, or If you think an 
unauthorized person knows your PIN, report it 
Immediately. 

iactions are subject to cash availability and our approval, as cflSclosed In your Cardholder Account Agreement 

.. - .... -' ---- ... -;.~.:;. ' . . , . ... 
. ". -

. . ... t 
IS NUMYBOEuR

r
. PU' ~SrEsDonW' aITI'HI~~l)tifiG8,ti~I) :NU~~~r(F!II'!):ls 11 ·11 f 

. - ' " ., _ .' . . Y9~R .~p~DSl'RQW :P.~ATINUM:~VISA -CARD, . r 
l ,OWS ~~Sy, 'AC~I;~~ T~ _ ~ASH 24. H~l,I~~ ' -A. .DA'f.;, ,7. 'DAYS: ,A :WE'EK ' 

ATM I S TtiRQUG~OUr THE COUNTRY.. . . . . - , 
~ - . _. ,. , . 

~~n~,~Niha~~~~~~oeu~y caU~~d, is designed to ' giv; y~u ~dded sa'fe-~ ' ~~en using electronic 

~or maximum. safety, follow these ~Ies: 
. Memonze your PIN. Then, either destroy this form or file it in a safe place. 

~. 00 not carry your PIN in your waliet or purse along with your card. 

3. 00 not write your PIN on your card. 

4. 

5. 

Only those persons authonzed to use <;ards for your account should know your PIN. 

If your card is fost or stolen or 'f thO k . report it immediately. ,I you In an unauthonzed person knows your PIN, 

'. 
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FD-~02 (Rev. 10-6-95) 

- 1 -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 07j14{?003 

A so present as After 
e1ng advised of the nature the 1nterv1ew entities of 

the interviewing Agents, I Iprovided the follo~ng information: 

I Inever heard ofl ! nor does he have a bank 
account with them. I Idoes not own po!=:t- n-F-Fire box at the 

L Approx1mate Lv two months aqo I r 1 had his car 

and at that 
This incident was 

. I Iwill put a fraud alert on all of his ·accounts and 
w111 conta~c=t~1=n~t~erviewing agents if any of these accounts have been 
compromised. 

Investigation on 07/11/2003 at Portland, Oregon 
----~~--------

File # _2~~E-PD-47965-
SA 

by SA 

Date dictated 07/14/2003 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 

it and itS cOntents are not to be distributed outside your agency. w__ ,._ / /VL {;_f2---

---b-~l-~5D .(.-3"05, / I 
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Date of transcription 07/23/2003 

social security 
number res1des WA 
98663, ~a~n~~~~~~ number telephon1cally 
contacted SA~~~~~~~~~------r-o-n~J~u~1~y~2~3~,~2~003, and provided 
the following information: 

r----lwas contacted by thel 
Branch on ~ 2, 2003, and advi sed LtC"h=a-:ct:--J:t:""lh=-:e=--:p=e':':r~s:-::o:-::n:--:-w":"lh~o=-i-r------1-----l 

I chec~ing 
L...-a-c-c-o-u-n-:t~t:-"h~a--=-t--s-a-m-e--d:;-"a-y-.---:T::1h~e--':'""t-e-';-l-';-l-e-r--d:;-"i .... d-.;--n-o--=-t--r-e-a"""'1l...,i-z-e---'t'ha t a fraud 

alert was placed on the account when the deposit was accepted. 
There was also a notice to call 911 if the person came back into 
the bank. Later that day, the person tried to withdraw I I 
from the account. The teller asked the person for the passwOfd, a 
requirement thatl I placed on the account yesterday 
morning. The person did not know the password and just walked away 
from the teller and out of the bank. The teller did not call 911 
because the person left the bank too quickly. 

r----l spoke with 
:~~==~~==~I~the inciden~t~.-T--~-'is not sure 1f 
the fraud departmFe~n~t~o~r~n~o~t~.~ __ ~ ______________________________ ~ 
branch number is 

Investigation on 07/23/2003 d ~ortland, Oregon -----=----'--------
File #- 253K-PD..,.47965 -1d-. 

by .SAI 

(telephonically) 

Date dictated 0 7 / 2 3 / 2 0 03 

in 

This document contains neither recommendations nor conclusions of the f!3L. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. . _. . 4-A*/// /IIf~;V 

- f)'i);rA;;>,:) tf () /'-'! 93. . __ _- - - - f . 
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Date of transcription 

h~~~~~~~~~ru~r~o~t~e~c~t~i~d~entity), born I 
c r]. n er was deb r ie f e~a~-=a"l:t:--:rt:"'lhr:-e-=---"'" 

information: 

o c;.t...{....(.. I I· t v fO I ;:>D...:.:) 

Investigation on 06/04/2003 at Portland, Oregon 
----------~----~----------------~-------------------

File # 253E-PD..,4.7965"; 1?s1 ... 0 Date dictated 07 / 1 7 / 2 0 0 3 

~~S~A~I ________________ ~ ____ --------__ ----------------~ 

~ 
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.. 
! 5-19·03 

wanted for Questioning 
"By the Portland FBI 

Jeff Owen Ready 
Most Recent Aliases: Kurt Kunze, Matthew Kidder, 
and Michael A. Davis 

Race: Caucasian 
Date of Birth: 0110211960 
Height: 5' 10" 
Hair: Brown 

Last Known Address: 

Sex: 
SSAN: 
Weight: 
Eyes: 

Male 
543-82-7578 
160-170Ibs. 
Blue 

929 Queen Ann Avenue North, Seattle, Washington 98104 
1825 Nagle Place #213, Seattle, Washington 
18225 52nd Avenue #237, Lynnwood, Washington 
220 11th Avenue, Seattle, Washington 

Additional Information: 
Ready is believed to have committed numerous identity 
thefts, bank frauds, and credit card frauds in multiple states. 
Ready is alsb known to change his appearance by dying his 
hair, which is naturally graying, having facial hair or 
shaving, and wearing hats. Ready usually dresses in nice 
clothes, will sometimes wear glasses (not required) and 
hats. Ready has used the Internet at local libraries to obtain 
information on persons. Usually seen alone, Ready may be 
with an ex-girlfriend believed to be Trina Walters a.k.a. 
Jungwirth. 

Last known vehicle used by 
Ready was a 1985 Ford 
Thunderbird, white or light 
gray, with Oregon plate XRX 
194, VIN 
IF ABP4637FA168627 
registered to Charles E. 
Wright from Trail, Oregon. 

------~---------~. 
If you have information regarding Jeff Owen Ready, please notify the FBI immediately. If you have any further, iJv--!­

_ que~tion:. ple:se c~ntac~ Special ~gen~ Shelly UI~enheimer :t (5~3) 2=4·~3E -rlJ _ f./ 7?65: '1 S ... '\)fW 
--- - - --- - ~- - ~-- -- - - - - - - ~ - - ~-~ -- -~ ~ - -- ~ "'~ - -- ---



253E-PD-47965 
SDU:sdu 

1 

On July 30, 2003, sAL..I __________ .....Ilconducted 
the following investigation: 

Defenders Off1ce, 
1700, PortlaFn~d~~O~r=e~on~~~~-===~, 
contacted S 
Public Defen er or 
be out of the office~-r~~~~~~~~~~ 
th~~ __ ~~~ ______________________________ ~~ 
advised thatJ I I since~[~~-_-~~I~w~a~s~u~n~a~v~a~1~Ir.a~b~Ir.e~.-------------.....1 

On Jul roximatel 2:10 p.m., SA 
brought the 

~ ____________________ -L~~~~ ________________ ~ at the Public 

Defenders office. Signed the FD-597, accepted custody of 
the~I ________ ~lon behalf of and provided her business card. 

A~f the executed FD-597 and the business card 
provided .by~are being placed in a iA envelope for future 
reference in th1s investigation. 
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security number L...,-......-..,....-,. ___ ..,--,--....J 
~~.41,. an as p one number was 
telephonically contacted, and after being adv1sed of the ,atllre Ff 
the interview and the identity of the interviewing Agent, ! . 
provided the following information: ~--~ 

~~~~~_~ __ ~~_~--~9~~sp~-Licenae P.ls.t.e r---'&""-__ ....,...........I 1 h to a 
frien in 

r-__ ~_~A~f~t~e~r~d~i~s~cussion withl I.~I __ ~ ______ ~ _______ ~ 
L....,.--.,."":'7'T---=;-.;----;---.=:--_---=;---:-!agreed to help tli1S II fr1~11 out. The car 
~==1=a~lly belonged t9 ! At the beginning of June, 2003, 

agreed to sign the t1tle, with the intent of resellin the 
~c~a~r~~o~the friend for I I immediately after. After 
signed th~ title over at the! I residence, spoke 
with the friend to make arrangements for the del1very of ecar. 

car. never saw or spo 
that e new what the.~I ___ -.....1 

helped them as a favor. 

On June 25, 2003, received a parking ticket from 
th ,r----...;.....----......:...--~,...,==-"="".,J_ icle, which .. i!o.lsii!......lii!.s .. t""'i""'ll in his 
name. The ticket number is and is fori I The 
ticket was issued at! I t ought the title to the car 
would to be changed over to~t~e--r-1~ends name, and tha~ 
would have done that by now. ~-----~ 

Investigation on 07/23/2003 at Portland, Oregon 
----''----'-----

(telephonically) 

File # -253E;.PD'-'4-7965 ~:}Ic pate dictated 07/30/2003 

by SA I 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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Continuation ofFD-302 of ,On 07/23/2003 
--~----------------------~-----------

2 
,Page __ _ 

On July 30 I 2003, I ladvised that a second parking 
r-'t=.:1::.;' c=k..:.:e""'t ......... h=a=d.., been issued in L-I _________ ..... 1 The ticket number is 
I ~ 

I ~ill not tell thel ~hat is 
told othe~r-w~1-s-e-.~'Thel Ican Be reached at I on UJless 
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read aloud 
signed the 

orm, 

I Istated that he met 
~ 1hat 1S the only place wher~er---------~~~~~~~=-~ 
t:::::jnever saw credit cards or persona 
any of his associates. L Iwas around~~~~ 
little to no time at all. There i 

h ~ d h' 1 can on y assume t at n 1S grouD are 
rllnninn merchand1se. There are some h1ngs going on withl I r but only a few people would know about it. I I would 

Investigation on __ 0_7~/_1_6~/_2_0_0_3 ___ atlL-________ rlo_r_e~g=o_n--------------______________ _ 

File # 253 E - PD ~ 4 7 9 6-5 --1 p~1e ~ictated 07 / 17/2 003 
~SA~~~~~~------r-------~ V 

by __ S_A~ __________________ r-~ ____________________________ ~ 

I This document contains neither recommendations nor conclusions of the FBI. It is the property of the F131 and is loaned to your agency; 

I

'" - - . l!. and ~ contents are not to be distributed outside your agency. 
! .f'~(q%O?. SD3· - -
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Continuation ofFD-302 of 

--~------------~------------------------
,On 07/16/2003 

,Page ----::===--_ 

All you have to do is have someone with a business 

and move on. All the peoplel I 
document s are now in j'ai I orL-r-e .... t .... J.-r-e-~d......-. -----------------------------1 
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social security 
ofref:rrdenc'€ --~a~ '- $C ","1 ... ,<: __ • __ I 

~-. _______ ~~~~~ __ ~~~~~~~~~~~Oregon 97232. After 
oe1ng adv1sed of the identit1es'df 'he 1ncervIew±ng~Agents and the 
nature of the interview, I Iprovided the following information: 

During I I stay, I I to open a post 
office box in her net to addl I Ito the 
us~rs of the box. was unsure 1£ L.I ....-_.,.....,..,......Jt:'las the qarrect 
name or not but is was a exican or S anish like name.) l 
tol in ss on the 

house wh1le she 1ve 
about getting one. 

.~ ______________ ~opened a post office box 
area in a littl9 

~ __ ~~~op~ened the box 
(LNU) told 

~~~r-----------..J-~-=~~~~~~~~..J--r.o~ the box, nowever, 

L..-__ ---I noticed that it was already added. 

Investigation on 07/09/2003 at Portland, Oregon 
--~~~-----

File # 253K-PD-4796S-]' ~ R.at~ <i~ctlIte~ 0 7 / 0 9/ 2 0 0 3 
SAl 

by SAl 

This document contains neither recommendations nor conclusions of the FB{. It is the property of the FBI and is loaned to your agency; 
_ _ l!.~.<i its contents are not to be distributed outside your agency. 
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,On 07/09/2003 
--~ ________________ r-------------- 2 ,Page ___ _ Continuation ofFD-302 of 

Dnone numoer CO accJ.vace cne caras. I I aJ.a not Know wnat to 00 

At the a ~ __ ~~Ig=e=t~ting two pair 
I and one for 

::=::~~~~~::~r since she did 

be receJ.vJ.ng c~~~~~~~ ______ ~ 
when she asked 

b6 
b7C 
b7D 

b6 
b7C 
b7D 

b6 
b7C 
b7D 

b6 
b7C 
b7D 



, . 
FD·302a (Rev. 10·6·95) 

253E""'PD-47965 

ContinuationofFD.302 of JL ____________ J---------- ,On 07/09/2003 3 ,Page ___ __ 
b6 
b7C 
b7D 

b6 
b7C 
b7D 



v • " 

FD-302a (Rev. 10-6-95) 

253E~PD-47965 

Continuation ofFD-302 of 07/09/2003 
_...!::::===========::L _________ ,On_ ,Page 

4 
---="'--

b6 
b7C 
b7D 



(Rev. 01-31-2003) • • 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Portland 

From: Portland 
Squad 4 
Can tac t : SAl 

Approved By: L....--__ -----I1 ,e-ffY. 

Date: 08/04/2003 

Drafted By: ~ ________________ ~tsdU~ 
Case ID #: 253E-PD~47965 (Pending) 

Title: I ET AL; 
NORDSTROM ~ VICTIM; 
IDENTITY-THEFT - INTERNET 

Synopsis: Mail Cover information received on July 17, 2003. 

Details: The United States Postal Service (USPS) provided writer 
with mail cover information on two post office boxes rented by 

I J 

•• 

Box D received the following: 

To:lL....---__ -------I 
Class: 1st 
postmark:I~------~ June 27, 03 

BoxD received the following: 

To :1 L...----------II From i 

Class: 1st 
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Page 1 of 1 

FBI Portland 

From: 
To: 
Sent: 
Subject: 

"FBI Portland" <portland@fbi.gov> 
Fri~st 01, 20038:32 AM 
REL-JFlyer {FA! I 

Morning! I will forward this out .. We'll see you an~L._----I1 in a couple of weeks .... dp 

D 
Can YOU :"td this attachment to thrimembership.1 lis someone sri I ould like to locate and ;~h. If he shows up at a bank, I'm sure she~ 
apprecla e a phone call. 

Also, I am hoping to.bring a guest to the nextl Imeeting. SAl Inay be handling 
our bank fraud cases and is a new agent to the Portland Field Office. May I have permission to bring 
S~ to the next meeting? 

8/5/2003 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 06/=:5/2003 

To: Las Vegas Attn: Squad 3 

From: Port land 
Squad 4 ~--------------------------------------~ Contact: SALI __________________________________________ ~ 

Approved By: 

Drafted By: L-______________________ ~lsdu~0~ 

Case ID #: 253E-PD-47965 :Pending) 

Title: I ET AL; 
NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Synopsis: Request liaison with Silver Legacy Casino. 

Enclosure(s): Photos ofLI ____________________ ~ 

Details: I a subject of the above captioned 
investigatlon, fraudulently obtains credit cards and assumes the 
victim's identity for a short duration. I I continually uses 
different identities, however, he has recently opened a bank 
account in the name ofl I and is using the identity 
ofl I 

A fraud alert was issued on August 1, 2003, regarding 
I I noti~banks and department stores in Washington and 

Oregon that~ is wanted for questioning by the Portland 
Division. On August 5, 2003, writer was contacted by a local 
bank employee who stated she was at the Silver Legacy Casino on 
July 31, 2003, having dinner and thought she sawl I The bank 
employee was rating dinner between 6:30 p.m. and 7:30 p.m. when 
she sawl _walking with a blonde female through the Silver 
Legacy~o towards the El Dorado casino. The person believed 
to be ~was wearing a black hat, a black long sleeved shirt, 
and wnlte pants. I Iwas accompanied by a blonde female, and 
may have had other "younger" people with them. The bank employee 
remembered him after looking at the flyer, because the person ln 
the casino had the same black hat on, and was very arrogant. 

Las Vegas is requested to liaison with the Silver 
Legacy Casino and inquire if they still have surveillance tapes 
for July 31, 2003, from approximately 6:30 to 7:30 p.m. If so, 
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To: e 
Las Vegas From: Portland 

Re: 253E-PD-47965, 06/25/2003 

determine if FBI or Silver Legacy persolneJ car review the tape 
for a person fitting the description of If there is a 
tape ofl ~ determine if a still photo can be made of the 
subje~t and forward it to the Portland Division. If a subpoena 
is needed, please contact writer to provide one. 

Attached for FBI and/Qr Silv~r Legacy Casino are 
photographs ofl I that were distributed in the fraud alert . 

. . 
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To: e 
Las Vegas From: Portland 

Re: 253E-PD-47965, 06/25/2003 

LEAD(s): 

Set Lead 1: (Action) 

LAS VEGAS 

AT LAS VEGAS! NV 

Las Vegas is requested to liaison with the Silver 
Legacy Casino and inquire if they still have surveillance tapes 
for July 31, 2003, from approximately 6:30 to 7:30 p.m. If so, 
determine if FBI or Silver Legacy perso~n review the tape 
for a person fitting the description of If there is a 
tape ofr----l determine if a still pho 0 can be made of the 
subject~rward it to the Portland Division. If a subpoena 
is needed, please contact writer to provide one . 

•• 
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July 1, 2003 

Nordstrom 
12000 SE 82ndAvenue 
Portland, OR 97266 

RE: Case Number 253E-PD-47965 

DeruiL-__ --I 

e u.s. Department of Justice 
Federal Bureau of Investigation A C S 11 
FBI - Portland 
Crown Plaza Building 
1500 Southwest 1st Avenue, Suite 400 
Portland, OR 97201 
Phone: (503) 224-4181 
Fax: (503) 221-3011 

Pursuant to federal law, Nordstrom is entitled to certain rights as a victim of a federal crime. These 
rights include notification of the status of the investigation. 

We would"like to.·make you aware of the victim services that may be available to you and to resolve any 
questions you may have regarding the criminal justice process throughout this investigation. 

The enclosed information provides instructions for accessing the Victim Notification System Call Center. 
_ rlu will need a Victim Identification yumber (lD) and Personal Identific~tion Number (PIN). Your ID 

This investigation is continuing. You will be notified when an arrest has been made or prosecution has 
been declined. 

The Victim Notification System (VNS) is designed to provide you with information regarding the status 
of the investigation. You may use the Victim Identification Number and Personal Identification Number 
(PIN) which has been assigned to you to telephone the VNS Call Center (I-866-DOJ-4YOU*) or (1-866-
365-4968*), TDDffTY users call 1-866-228-4619, and obtain the current status of the investigation. In 
addition, you may call the toll-free n.umber and speak with an operator to update your contact information 
andlor change your decision about participation in the notification program. If you do not have these 
identification numbers and wish to access the Call Center or have other questions which involve this 
matter, please contact the office listed above. 

Sincerely, 
William R. Treseder 
Chief Division Counsel 

By: L-I _________ ...,.,. 

Victim Specialist 

*For international callers, 1-502-213-2767. JUl 0 8 2003 
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July 1, 2003 

RE: Case Number 253E-PD-47965 

Dear!L-______ ---I 

e u.s. Department of Justice 
Feder~ Bureau offuvestigatiqn 
FBI - Portland 
Crown Plaza>Building 
1500 Southwest 1st Avenue, Suite 400 
Portland, OR 97201 
Phone: (503) 224-4181 
Fax: (503) 221-3011 

Pursuant to federal law, you are entitled to certain rights as a victim of a federal crime. These rights 
include notification of the status of the investigation. 

We would like to make you aware of the victim services that may be available to you and.to resolve any 
questions you may have regarding the criI):1inal justice process throughout this investigation. 

The enclosed infonnation provides instructions for accessing the Victim Notification System Call <;enter. 
You will need a Victims Identification Number (ID) and Personal Id.entification Number (PIN). Your ID 

is 1 . .. .. , "L • _ > .1. .. . »">' < n .. • 

This investigation is continuing. You will be notified when an arrest has been made or prosecution has 
been declined. 

The Victim Notification System (VNS) is designed to provide ypu with infonnation regarding the status . 
of tlle investigation. You may use the Victim Identification Number and Personal Identification Number 
(PIN) wm,ch has been assigned to you to telephone the VNS Call Center (1-866-DOJ-4YOU*) or (1-866-
365-4968*), TDDfITY users call 1-866-228-4619, and obtain the current status of the investigation. fu 
addition, you may call the toll-free number and speak with an operator to update your contact infonnation 
andlor change your decision about participation in the notification program. If you do not have these 
identification numbers and wish to access the Call Center or have other questions which involve this> 
matter, please contact the office li~ted above. 

Sincerely, 
William R. Treseder 
Chief Division Counsel 

By:. I I 
Victim Specialist 

*For international callers, 1-502-213-2767. 
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Automated Serial Permanent ,Charge-Out 
FD-5a (1-5-94) 

Case ID: 253E-PD-47965 Serial: 83 

Description of Document: 

Type : OUTLET 
Date: 07/28/03 
To :1 
From :L....",P"""O=R=T=LAND...",..",=-----I 

, " 

Date: 11/18/03 Time: 11:35 

Topic:, VNS INFO TO VICTIM BANK, AND VIGTIM TELLER 

Reason for Permanent Charge-Out: 

REMOVED PER I 
r----======::;-------I 

EmploYee:I~ _______ ~ 

. , . 
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FBI Portland 

From: 
To: 
Sent: 
Subject: 

<portland@fbi.gov>; <seattle@fbi.com> 
Tuesday, August 05, 2003 10:26 AM 

I I 

• 

,....u..w.u..~~~'>l. infonnation onto you. In ~OOO we had an account for 
t-------w...._~ His infonnation that he used to open an account at our 

o Ice follows: -

ACCOUNT NUMBER I 

PHONE I I r------, 

(

-BRANCH PRIM OFFICE~R IFC :\ 
SEX MALE MAIDEN N C }'IN)~./ 
'" 

BIRTH 
DRIVERS UCENSE I 

, I jAVP 
Secunt I LOss Prevention 

Page 1 of 1 
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July 28, 2003 

RE: Case Number 253E-PD-47965 

Dea~L...-__ ---I 

e 
u.s. Department of Justice 
Federai Bureau of Investigation 
FBI - Portland A CS 11 
Crown 'Plaza Building 
1500 Southwest 1st Avenue, Suite 400 
Portland, OR 97201 
Phone: (503) 224-4181 
Fax: (503) 221-3011 

Pursuant to federal law, you are entitled to certain rights as a victim of a federal crime. These rights 
include notification of the status 'of the investigation. 

This investigation is continuing. You will be notified when an arrest has been made or prosecution has 
been declined. . 

We would like to make you aware of the victim services that may be available to you and to resolve any 
questions you may have regarding the criminal justice process throughout this investigation. 

The enclosed ihfoi:fuati6h pr(Wides instruCtions fof accessmg the VittllliNotification Systeih Oilr Center. 
You will need a Victim Identification Number (lD) and Personal Identification Number (PIN). Your ID 
is I I 
The Victim Notification System (VNS) is designed to provide you with information regarding the status 
of the investigation. You may use the Victim Identification Number and Personal Identification Number 
(PIN) which has been assigned to you to telephone the VNS Call Center (1-866-DOJ-4YOU*) or (1-866-
365-4968*), TDDIITY users call 1-866-228-4619, and obtain the current status of the investigation. In 
additio~, you may call the toll-free number and speak with an operator to update your contact information 
and/or change your decision about participation in the notification program. If you do not have these 
identification numbers and wish to access the Call Center or have other questions which involve this 
matter, please contact the office listed above. 

Sincerely, 
William R. Treseder 
Chief Division Counsel 

By:IL...-___ ...... 
Victim Specialist 

*For international callers, 1-502-213-2767 . 
. ~'V 

1 - Address~s (2) 11 
2. -Portland ~53E-PD-47965) 
WRT:gg'" 
(4) 

JUt 2 9 2003 
FBI· PORTlAND 

I I~ur-
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·' ., 

July 28, 2003 

RE: Case Number 253E-PD-47965 

De~L.....-__ ----I 

e u.s. Department of Justice 
Federal 'Bureau of Investigation 
FBI - Portland 
Crown Plaza Building 
15QO Southwest 1st Avenue, Suite 400 
Portland, OR 97201 
Phone: (503) 224-4181 
Fax: (503) 221-3011 

Pursuant to federal law, you are entitled to certain rightS as a victim of a federal crime. These rights 
includ,e notification of the status of the investigation. 

This investigation is continuing. You will be notified when an arrest has been made or prosecution has 
been declined. . 

We would like to make you aware of the victim services that may be available to you and to resolve any 
questions you may have regarding the criminal justice process throughout this investigation . 

. , 'The"enclosed infonnation provides instIuctions'f6tacc'essing'the Victim"NotificatioifSystefu Ca1rCeilter. 
You will need a Victim Identification Number (ID) and Personal Identification Number (PIN). Your ID 
~, I 

The Victim Notification System (VNS) is designed to provide you with infonnation regarding the status 
of the investigation. You may use the Victim Identification Number and Personal Identification Nuinber 
(PIN) which has been assigned to you to telephone the VNS Call Center (1-866-DOJ-4YOU*) or (1-866-
365-4968*), TDDfITY users call 1-866-228-4619, and obtain the current status of the investigation. In 
addition, you may call the toll-free number and speak with an operator to update your contact infonnation 
arid/or change your decision about participation in the notification program. If you do not have these 
identification numbers and wish tQ access the Call Center or have other questions which involve this 
matter, please contact the office listed above. 

Sincerely, 
William R. Treseder 
Chief Division Counsel 

By: I I 
Victim Specialist 

*For international callers, 1-502-213-2767. 

-----~~ 
-~----~~~- ----._---- --- ~-~-----
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L-______ ...Jt""'-.... V ... ic ... tim ... s ...... _.....!e ....... =-=_ ..... __ =-__ =-===-=......:e.[,o......-.............. o-= ...... =za ..................... _p ... a .... 9_e..,.:1 ~~J 
From: 
To: 
Date: 
Subject: 

HilL.....-----I 

7/171039:41AM 
Victims 

Here are two more victims of identity theft for'253E-PD-47965: 

Thanks, 

b6 
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253E-PD-47965 
SDU:SdU~ 

• 
1 

~ _________ T~h~e~follOwing investigation was conducted by SAI~ ____ ~ 
AT PORTLAND, OR: 

I investigator fo~ Target, had been 
~~~~~~~~------~~-s-p-e-c-1r'f~1r'c purchases of electronics made by 
1-___ ".-----L....L.I.~~L...L.."'--""""""..I.I.I.J~--...I:I,;;;I..i::I.IO:u.._,upon inf,ormation provided by 

the purchases were suspected 

~ ___ ~Iwas unable to' determine if the purchases were 
fraudulent, but did find- sev~ral s~spect purchases, one of which 
was a check that was rejected three times at the checkout. On 
July 14, 2003, I Iprovided writer ~ith a copy 9f these 
purchases for reference. These printouts are being 'placed in the 
1A section of the file. 
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253E-PD-47965 
SDU:sdu 

• 
1 

r-________ ~T~h~e~following investigation was conducted by SAl 

~--------~I ~. ----~ 
AT PORTLAND, OR: 

~ ________ ~o~n~J~U~1~~2~4u-~2003, I Id ~:r~o~~~o~f~f~a~c~h~e~c~k~f~o~r~~ 
~-------r~--~------·~I written out to 

forged bylFh~Ckinq ac~ount. The check is e ~~~~~ 
_ _ l Along with this check, 

letter from~ ____________________ ~1 ~--~ 

On August I, 2003,~dropped off another check 
written out to I I~e~ I checking 
account. This check was given to SA Ito use for this 
investigation. Both checks and the letter are being placed in 
the lA section of this file for future reference. 
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(Rev. 01-31-2003) • 
FEDERAL BUREAU OF INVESTIGATION. 

Precedence: ROUTINE 

To: Portland 

From: Portland 
Squad 4 
Contact: SA 

Approved By: 

Drafted 

Case ID 

By: 
£: 

#:,Z53E~PD~47965 

281-PD-C46672 

Title: I I ET AL; 

(Pending) 
(Pending) 

NUH.!J::i'l'H.UM ~ VICTIM; 
IDENTITY THEFT - INTERNET 

Date: 07/30/2003 

Synopsis: Synopsis of investigation pertaining to Russian chop 
shops and drug activity. 

Details: Per source I 

So far, source was aware of I 1 

Source also mentioned the name 1 
1....-__ ..... 1 who was arres ted a few years back. L......pH'I"':o::-:w-:-::e::-::v-:-::e~r:::-,---,tl:"'1h~e~----....J 

-SP,tA;;1030j· ~ 

b6 
b7C 
b7E 

b6 
b7C 

~b7D 

,.,A 

b6 
b7C 
b7D 



To: 
Re: 

Portland Fro' Portland 
253E~PD~47965, 05/12/2003 • 

relationship betwee~ Iwas 
unclear. ~----------------------------------------~ 

The Russians are primarily interested in I I. 
They will buy small amOllnr~ nr merchandise like shoes, but their 
main interest is cars. I I obtains a list of soecific 

In February, 2003,1 

In May, 2003,1 
ossession of stolen~--m-a~i~l----~~ 

2 

Ito a 

for bank fraud 

o was suPP. 
since 

of 

b6 
b7C 
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, 

I 

To: e Portland From: Portland • Re: 253E-PD-47965, 05/12/2003 

find it again. He has a lot ~ lout there Idoes have 
a legitimate bank account with I I 
in thel IDistrict. ~------------------------------~ 

Per source renortina in Mav 2003,1 I aets his 

ource repor J.nq J.n ay, , revea e a sJ.nce 
Iwent to iail I lis renortedlv not hurtina for money 

at all. I I 

s t' M 2003 I d th t 

RnllrC'F' ~t-_rlt-_F'n t-_hrlr_ t-_hF' I 

3 
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,. . -.. ~ 

. . 
To: e Portland From: portland 
Re: 253E-PD-47965, 05/12/2003 

There is al I I located in southeast I I 
that is I r 

tEor years. SOURCE mentioned 
another name, I Ifor the 
warehouse. No other lnformatlon was provlded about I 

Another male (FNU) ;.-w. .............. ' works in 
(LNU) , a.k.a. 

As previously stated, 
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(Rev. 01-31-2003) • • 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 08/07/2003 

To: Portland 

From: Portland 
Squad 4 ~--------------------------------~ 
Con tac t : SAl 

Approved By: I I W I /YIP" Il--

Drafted By: f-1------.....L....-----,lsdUr 
Case ID #: 253E-PD-47965 (Pending) 

Title: I I ET ALi 
NORDSTROM, ~T AL ~ VICTIMi 
ONLINE IDENTITY THEFT 
F.R.A.I.D. - SUBSTANTIAL INTERNET CONNECT 

Synopsis: To document cQmplaint call from an associate Of~ 
I I 

b6 
b7C 
b7E 

b6 
b7C 

Details: On August 6, 2003~ ____________ ~~c~o~n~t~a~c~t~e~d=-~~ Portland ~ 
~D~i~v~1~'s~1~'o~n~c~l~a~1~'m~1='n~g~t~h~_ ~a~t~lI~t~h~e~ ____________ ~rlr ________ -,~and ~~ 

called to ~}-"'" 
~'I"I'"""'!":T"'!''I''!''I'''''''''I'"'I''I'''''-ask who is investigating her and what are t 

I Iwanted to talk to ·the person who is looking for her. 

After ask in 

1n trouble w1th 
also stated that 
that she didn't k~n-o-w--w~h~y--~trh-e-=~----~~----~~----~--~ 
him. 

they 
with their 

b6 
b7C 

b6 
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To: 
e 

Portland From: Portland 
Re: 253E-PD~4~965t 08/07/2003 

~ __ ~~~~Iwas advised that the FBI wa~ not out at the 
house today and that if anyone was out the~e from a federal 
agencYt it was not the FBI. I Iwas given the number to 
the u.s. Marshall Service to callt in the instance that their 
agency wanted to contact her for questioning. 

I Iwould not provide her present address t but 
left qell phone number I I 

•• 

- - - ~ ~~ - - - - - - - ~- - -- ~ - ~ - -
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t· • (Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 08/05/2003 

To: Portland 

From: Portland 
Squad 4 
Contact: SA 

Approved By: 

Drafted By: ~ __________________ ~:SdU~ 

Case ID #: 253E~PD~47965 (Pending) 

Title: I ET AL; 
NORDSTROM ~ VICTIM; 
IDENTITY THEFT ~ INTERNET I 

Synopsis: List of g~I~I~~~~~ ________ ~I~ip_O~~~2q rpovided by 
the Department of Motor veh1cles. I F .. -

Enclosure(s}: Fax from DMV/ aerial photo's of possible houses/ 
and miscellaneous notes. 

Details: perl~~ __ ~ __ ~~1 a house containing 
is located somewhere in thel larea. The 
has a 1946 red Chevy pick~up parked outside. 

- . 
stolen merchandise 
owner of the hQ 

The Oregon Department of Motor Vehicles provided a list 
of all registered 1946 Chevy pick-ups in the state of Oregon. 
The vehicles are not identified by color/ but the owner and 
address are listed. There were nine pick~ups that fell within 
thel larea. Several aerial photographs were obtained via 
the Internet on various houses to determine if they tit the 
landscape description provided by the source. 

The nine vehicles in thel larea are as follows: 

b6 
b7C 
b7E 

~J. - b6 
b7C 
b7D 

b6 
b7C 

~?5f.~ PO - Ltl''t(05 --q~ ~ 
t 



I •. \ . ' .. 

To: 
Re: 

++ 

\ port~and Fro' Portland 
253E~~D-47965, 08/05/2003 

2 
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I· 
FD-448 (Rev_ 6-2-97) 

FBI FACSIMILE 

COVER SHEET 

PRECEDENCE CLASSIFICATION 

o Immediate 
o Priority 
l1rRoutine 

To: Jkt---

o Top Secret 
o Secret :~ 
CI Confidential 
I3""Sensitive 
o Unclassified 

Name of Office 

Time Transmitted: 
Sender's Initials: '.s~ 

----~----------
Number of Pages: __ =~~ __________ _ 

(including cover sheet) 

Date: 

:' 

Facsimile Number: S;-O.s - 9'17 ~ L/ 0 (,£ 

Attn: .1'9'· ---....iiiii~rIC _-_~ _-_-_~ --"0"'" ;;;~ ;;;= ;--_-L-_-~-_-~-~-=-_-_-_-_-_--.J 

Nclmtc".....-------I Room I crcPIlOilC 

From: Portland 
Name of Qffice 

Subject: V?hJ..F!L SWrd-' 

Originator's Name: .stLJ .. ___ ------------L Telephone: ~"---__________ ..... ~ 
Origi!lator's Facsimile Number: ...;5;;,..,;;,.O.;;.3_-....:;5:....;5~2_'"'....:;5;..;3:....;8~3 __________ ----_---------__ ----=------_ 

.Approved: 

Brief De':riPlion of Communicalion Faxed: -e & ~ ~ P ate 
~ /9'/IP _ ~, ~-&yU=- '96 _aea&cA ~ k 

Information attached to the cover sheet is _U.S. Government Property. If you are not the inten~ed recipient of this 
information, disclosure, rcprodue~ion, distribution, or use of this information is prohibited (18:USC, § -(41). Please notify the 
originator or the local FI?I-0ffice immediately to arrange (or proper disp0!iition. 
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FROM DMV RECORDS POLICY 503 947 4065 (THU) 5. 29' 03 11: 50/ST. 11 : 49/NO. 4860004890 P 
:D .. 44~ (nev. G·:2 .. ~:) • e e 

FBI FACSIMILE 

COVER SHEET 

PRECEDENCE CLASSIFICATION 

o Immedialc o Top S~ret TiIllC TIal\5:lUtned: 

o Priority 
@-Routine 

o Secret :., Sender's rnitials: J'~ --------o Confidential 
[3-'Seo.sitive 

n Unclassified 

Number of Pages: _~=-_____ _ 
(including C<lVer sheet) 

Date: 
Name of Office 

facslmi.l.c Number: SO ~ - 91./7 _ .. 'f Oh~ 
~~~~~========~ 

Na!~U~e---------'ln<o~6~mr---lnc~te~pmll~v~HC~--~ 
Attn: 

17): 
From: Porcland 

post .. jf' Fax Note 7671 

Name of Office 

Subject: 

!fof ~ 
pages 

(.r -3D\\.C 
Special Handling Ins((llctioru: _.;..4rJ~=I....--ld=:::;:(:"'!'w/;'::::"' _________ .:/.:....!l~·' ."";,lI.l-!/:..J±...!.r:....:'\~ _____ _ 

OriginJlOr'S Facsimile Number' 503 -552-5383 
~~~~~~~------------------------------------

Ap!)[Qv.d: ----
Brid D~scriptio~l of Communit':3tion Faxea: t.{~ ~ ~ # atR. 
_ /t..!..A~ .1' 9LLj" /' 1 L •• ~ /U;. L ~ I / .. -' .. 7- .- _L~ I~ r== -~ . =v 4f&1.-~ Cax.... A/< 

..LJ~ hum ryi1NA)~ ~I I 
WARNING F ~ t!~ Jx. J~J. 

lMolrl'la,!ion attOlcr.cd 'Ul ;:IJ~ cOVer ~ilc~l if. U.S. Governmenl !>rorer{y. 11' you ue not the i"t<!nd.ed r.,<.il'icnL "I' thi~ ~.' 
:n(cr:'l\3!jcn. di.cL'I"ure. rcrro<iu.tiC't'., dislril1l.1li-:>u, QI I<~': Clrthi, inCormuli<;1l i:; prghibilCd (lo.USC, ~ -()41). PlcAse Ilorif), (he 

"rJ~!I,;\I.Q~ ~r Lh.: :.,'.::~I fBI Orfice 11:-.mcJi~tcli tv !l.rrllngc ()r f'l(lIl'cr dij('\C'~i\iQI1. 

MAY-29-2003 12:22 5039474065 98% 

TOTAL P.01 

P.01 

b6 
b7C 
b7E 

b6 
b7C 
b7E 

b6 
b7C 



FEDERAL BUREAU OF INVESTIGATION 
FOI/PA 
DELETED PAGE INFORMATION SHEET 
FOI/PA# 1367830-0 

Total Deleted Page(s) 124 
Page 4 - b6; b7C; 
Page 5 - b6; b7C; b7E; 
Page 6 - b6; b7C; b7E; 
Page 7 - b6; b7C; b7E; 
Page 8 - b6; b7C; b7E; 
Page 9 - b6; b7C; b7E; 
Page 10 - b6 ; b7C; b7E; 
Page 11 - b6 ; b7C; b7E; 
Page 12 - b6 ; b7C; b7E; 
Page 13 - b6 ; b7C; b7E; 
Page 14 - b6 ; b7C; b7E; 
Page 15 - b6 ; b7C; b7E; 
Page 16 - b6 ; b7C; b7E; 
Page 17 - b6 ; b7C; b7E; 
Page 18 - b6 ; b7C; b7E; 
Page 19 - b6 ; b7C; b7E; 
Page 20 - b6 ; b7C; b7E; 
Page 21 - b6 ; b7C; b7E; 
Page 22 - b6 ; b7C; b7E; 
Page 23 - b6 ; b7C; b7E; 
Page 24 - b6 ; b7C; b7E; 
Page 25 - b6 ; b7C; b7E; 
Page 26 - b6 ; b7C; b7E; 
Page 27 - b6 ; b7C; b7E; 
Page 28 - b6 ; b7C; b7E; 
Page 43 - b6 ; b7C; b7E; 
Page 44 - b6 ; b7C; b7E; 
Page 45 - b6 ; b7C; b7E; 
Page 46 - b6 ; b7C; b7E; 
Page 47 - b6 ; b7C; b7E; 
Page 48 - b6 ; b7C; b7E; 
Page 49 - b6 ; b7C; b7E; 
Page 50 - b6 ; b7C; b7E; 
Page 51 - b6 ; b7C; b7E; 
Page 52 - b6 ; b7C; b7E; 
Page 53 - b6 ; b7C; b7E; 
Page 54 - b6 ; b7C; b7E; 
Page 55 - b6 ; b7C; b7E; 
Page 56 - b6 ; b7C; b7E; 
Page 57 - b6 ; b7C; b7E; 
Page 58 - b6 ; b7C; b7E; 
Page 59 - b6 ; b7C; b7E; 
Page 60 - b6 ; b7C; b7E; 
Page 61 - b6 ; b7C; b7E; 
Page 62 - b6 ; b7C; b7E; 
Page 63 - b6 ; b7C; b7E; 
Page 64 - b6 ; b7C; b7E; 
Page 65 - b6 ; b7C; b7E; 



Page 66 - b6 ; b7C; b7E; 
Page 67 - b6 ; b7C; b7E; 
Page 68 - b6 ; b7C; b7E; 
Page 69 - b6 ; b7C; b7E; 
Page 70 - b6 ; b7C; b7E; 
Page 71 - b6 ; b7C; b7E; 
Page 72 - b6 ; b7C; b7E; 
Page 73 - b6 ; b7C; b7E; 
Page 74 - b6 ; b7C; b7E; 
Page 75 - b6 ; b7C; b7E; 
Page 76 - b6 ; b7C; b7E; 
Page 77 - b6 ; b7C; b7E; 
Page 80 - b6 ; b7C; b7E; 
Page 81 - b6 ; b7C; b7E; 
Page 82 - b6 ; b7C; b7E; 
Page 83 - b6 ; b7C; b7E; 
Page 84 - b6 ; b7C; b7E; 
Page 85 - b6 ; b7C; b7E; 
Page 86 - b6 ; b7C; b7E; 
Page 87 - b6 ; b7C; b7E; 
Page 88 - b6 ; b7C; b7E; 
Page 89 - b6 ; b7C; b7E; 
Page 90 - b6 ; b7C; b7E; 
Page 94 - Duplicate; 
Page 95 - Duplicate; 
Page 97 - Duplicate; 
Page 101 - b6; b7C; 
Page 102 - b6; b7C; 
Page 103 - b6; b7C; 
Page 104 - b6; b7C; 
Page 105 - b6; b7C; 
Page 106 - b6; b7C; 
Page 107 - b6; b7C; 
Page 108 - b6; b7C; 
Page 109 - b6; b7C; 
Page 110 - b6; b7C; 
Page 111 - b6; b7C; 
Page 113 - b6; b7C; b7E; 
Page 114 - b6; b7C; b7E; 
Page 115 - b6; b7C; b7E; 
Page 116 - b6; b7C; b7E; 
Page 117 - b6; b7C; b7E; 
Page 118 - b6; b7C; b7E; 
Page 119 - b6; b7C; b7E; 
Page 120 - b6; b7C; b7E; 
Page 121 - b6; b7C; b7E; 
Page 122 - b6; b7C; b7E; 
Page 123 - b6; b7C; 
Page 124 - b6; b7C; 
Page 126 - b6; b7C; 
Page 127 - b6; b7C; 
Page 128 - b6; b7C; 
Page 129 - b6; b7C; 
Page 130 - b6; b7C; 



Page 131 - b6; b7C; 
Page 132 - b6; b7C; 
Page 133 - b6; b7C; 
Page 134 - b6; b7C; 
Page 135 - b6; b7C; 
Page 136 - b6; b7C; 
Page 137 - b6; b7C; 
Page 138 - b6; b7C; 
Page 139 - b6; b7C; 
Page 150 - b6; b7C; 
Page 151 - b6; b7C; b7E; 
Page 152 - b6; b7C; b7E; 
Page 153 - b6; b7C; b7E; 
Page 154 - b6; b7C; b7E; 
Page 155 - b6; b7C; b7E; 
Page 156 - b6; b7C; b7E; 
Page 157 - b6; b7C; b7E; 
Page 158 - b6; b7C; b7E; 
Page 159 - b6; b7C; b7E; 
Page 160 - b6; b7C; b7E; 
Page 161 - b6; b7C; b7E; 
Page 162 - b6; b7C; b7E; 

XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No Duplication Fee X 
X For this Page X 
XXXXXXXXXXXXXXXXXXXXXXXX 



t. (Rev. 0';'31-2003) • ,~ ... 

,. FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 08/11/2003 

To: Portland 

From: Portland 
Squad 4 r---------------------------------, 
Contact: SA I 

Approved By: I ~ 
~===="::!.... ~----. 

Drafted By: .... I ________ ----'Isdu~ 

Case ID #: 253E-PD-47965 (Pending) 

Title: l ET AL; 
NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Synopsis: Background information obtained on~I __________________ ~ 

b6 
b7C 
b7E 

b6 
b7C 

EnC:QSUre(s): :CIC printout, BMV photo, King City Police Report, b7E 
andL Jrecords. 

/ 

Pr ~~~~!~~il". d.o,oJ', 
. CQast Bank , __ 12.~_1: .. 0 __ SW 

~ ____ -r~~ __ ~ __ ~had forged b6 
The King City Police 

pr9sec]]te~1 Ion 
charges of possession of st , andi Ton charges of 
possession of stolen mail, burglary, and bank fraud. 

follows: 
Background information obtained on~I ______ ~1 is as 

I 
Name I DOB: 
SOC: 
Sex: ~M~~-J~.~------------------~ 
Race: White 
Height: 'j2:6 II 
Weight: +!?.4:_:peunds 
Eyes: Blue 
Hair: Brown 
Last known--address: l...-________________ ---l--o;O..;;r;..;;.~9..9JJ.,· 

•• 
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05/15/2003 18:43 FAX 503 

" 
.' 

KlNG'CITY 
P(5LICE DEPARTMENT 

\ 
MAY-15-2003 17:15 503 846 6372 97% 

OLCC 

P.01 
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05/15/2008 18:43 FAX 503 B4B B872 WASHINGTON COUNTY I4J 002/004 

VEHICLEIPROPERTYIDOCUMENTSINARRATIVE 

ORS 62.375 SEC110N OF HE 
KNOWINGLY INITIATES A FALSE AlARM OR REPORT WHICH IS TRANSMITTED TO A FIRE DEPARTMENT. tAW ENFORCEMENT AGENCY 
OR OTHER ORGANIZATION THAT DEALS WITH EMERGENCIES INVOLVING DANGER TO LIFE OR PROPERTY. (2) INITIATING A FALSE 
REPORT IS A CLASS C MISDEMEANOR. 

o f UNDERSTAND THAT ( AM LIABLE FOR ALL TOWING AND 0 , WILL TESTIFY AS A WITNESS AGAINST THE DEFENDANT 
STORAGE COSTS INCURRED DURING THE RECOVER OF THIS WHEN HEJSHE IS CHARGED WITH A CRIME. 
VEHICLE. 

o RELEASED PROPERTYNEHIClE TO: 
o THE NAMED CHILD (ADULT) IS PRESENn..Y A RUNAWAY 

(MISSING) AND I REQUEST THAT HE/SHE BE TAKEN INTO 
CUSTODY FOR WEIR OWN PROTECTION. 

b6 
b7C 

PD-KING CITY b6 
PD-KING CITY b7C 

SB 

NARRATIVE: 
On 05-014-03 at 1155 hrs 1 responded to a Fraud now at West Coast Bank. The call indicated that a white male adult was 
trying to cash a stolen check. The male was described as 60-65 years ofage, with white short hair. 

I notified dispatch that I was right near the bank and pulled my patrol car near the talrer window of the bank. 

MAY-15-2003 17:15 503 846 6372 97% P.02 



05/15/2003 18:44 FAX 503 848 8372 WASHINGTON COUNT V 141 003/004 

.s' f 
.' '" 

Page 4/5 

I immediately observed an older white male adult coming from the bank smoking e. cigarette wearing a grey windbreaker ~ 
jacket and blue jeans. 

I asked the man if! could talk with him. The man said that J could and wanted to know what was going on. I told him that we 
were investigating a fraud at the bank. 

Of~ Iwent into the bank and contacted the relied 1 I asked the man if he had any identification on 
him and he said "Yes". I ran a records check ani ith an OOL 04 ~ Dispatch informed 
me that he was on probation by United States Probation out o~ I for possession of cocaine. 0'&.1 Ishortly 

~ had ~een ~sported to .the King City Police department and I seized both the black bag and a smaller clear . eontame!' mto King CIty property eVIdence. 

I transpoJte4~===~lbaCk to the King City Police department and placed him into the booking facility Wit~ ... __ ----, 

I interviewe~ ~ a separate room away fro~L. __ ---I 

I broke contact wit!iL. ___ ...JFd took him back to the holding facility. 

MAY-15-2003 17:16 503 846 6372 97% P.03 
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05/15/2003 18:44 FAX 503 848 8372 WASHINGTON COUNTY 

MAY-15-2003 17:16 503 846 6372 
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CITY OF KING CITY PAGE 01 
05/15/2003 14:26 51336393771 

KING CITY 
FAX COVER SHE]!:'!:' 

DA TE' ,... ~:....J.......L;:""':"'~""",-_____________ -,... _____________ ---.; 

TO: 

MES SAGE : -------r=======-==--==-.... ----~-------'-----

" 

T~is tra~6m~ttal contai~s 
Sceet. != you experi2cce any 

I tJ. J:laqes / i::.cl udi::lg' this Cove.=-

MAY-15-2003 15:44 

problems, please co~tact: 

City of Ki~g City (503) 639-4082 

Fax Number (503) 6'39-3771 

5036393771 98% P.01 
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05/15/2003 14:26 5036393771 CITY OF KING CITY 

KING ITY 
POLICE DEPARTMENT 

REFERRED TO D MUNICIPAL COURT 121 CIRCUIT COURT 0 JUVE.NILE. 0 OTHER .JAIL 

GANG (IGET) 

t8I POSTAL INSP 0 SCF D SOCIAL SVC 0 TRI-MET 

MAY-15-2003 15:45 5036393771 98% 

PAGE/OF 
1/5 

PAGE 02 

P.02 
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05/15/2003 14:26 5036393771 CITY OF KING CITY 

KING ITY 
POLICE DEPARTMENT 

STATUS 

REFERRED TO o MUNICIPAL COURT 0 CIRCUIT COURT 0 JWENILE 0 OTHER WashingtO'l CO. Ja.il 

COPIES OlCC 

M~Y-l?-2003 15:45 5036393771 99% 

PAGE 03 

ANALYSIS 
INFORMATION 
3 CODE LIMIT 

P.03 
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05/15/2003 14:26 5036393771 CITY OF KING CITY PAGE 04 

. VEHICLE/PROPERTY/DOCUMENTS/NARRATIVE 

COLOR 

ORS 162.315 SECTION 212 INITIATING A FALSE REPORT. (1) A PERSON COMMITS THE CRIME OF INI" A FALSE REPORT IF HE. 
KNOWINGLY INITIATES A FALSE ALARM OR REPORT WHICH IS TRANSMITIED TO A FIRE DEPARTMENT, LAW ENFORCEMENT AGENCY 
OR OTHER ORGANIZATION THAT DEALS WITH EMERGENCIES INVOLVING DANGER TO LIFE OR PROPERTY. (2) INITIATING A FALSE 
REPORT (S A CLASS C MISDEMEANOR. 

o I UNDERSTAND THAT I AM LIABLE FOR ALL TOWING AND 0 I WILL TESTIFY AS A WITN~:SS AGAINST THE DEFENDANT 
STORAGE COSTS INCURRED DURING THE RECOVER OF THIS WHEN HE/SHE IS CHARGED WITH A CRIME. 
VEHICLE. 

o RELEASED PROPERTYNEHICLE TO: 
o THE NAMED CHILD (ADULT) IS PRESENTLY A RUNAWAY 

(MISSING) AND I REQUEST THAT HE/SHE BE TAKEN INTO 
CUSTODY FOR THEIR OWN PROTECTION . 

• II • 
I : : 

~DD1TIONAL OFFlOJ.<'I 

ADIII ·II)NAT . .... 'O-lN' IN· 

Al 

sa 

sa 

SB 

SB 

MAY-15-2003 15:46 

PD-KING CITY 
PD-KING CITY 

5036393771 99~ P.04 
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05/15/2003 14:26 

SB 

SB 

SB 

NARRATlVE: 

5036393771 .. CITY OF KING CITY PAGE 05 

~·Irs-

On 05-014-03 at 1155 hrs r responded to a Fraud now at West Coast Bank. The call indicated. that a white male adult was 
trying to cash a stolen check. The male was described as 60-65 years of age, with white short hair. 

I notified dispatch tbat I was risht near the bank and puIled my patrol car near the teller window I)f the bank. 

I immediately observed an older white male adult coming from the bank smoking a cigarette welt.ring a grey windbreaker type 
jacket and blue jeans. 

I asked the man ifI could talk with him. The man said that I could and wanted to know what was going on. I told him that we 
were investigating a fraud at the bank. 

b6 
b7C 

b6 
b7C 

b6 
b7C 

b6 
b7C 

I I had been transported to the King City Police department and I seized both the bl.a.ck bag and a smaller clear b6 
contamer mto King City property evidence. b7C 

I tra.osporte~L.. ___ ....I~ack to the King City police department and placed him into the bookirlg facility WithL.,I ___ ...I 

I interviewe~ lin a separate room away fi:oniL.. __ ---I 

MAY-15-2003 15:46 5036393771 98% P.05 



05/15/2003 14:26 5036393771 CITY OF KING CITY PAGE 06 

KCPDCASEI 
e e 

PAGE~ S"/s-
INTERVIEW om I 

I broke contact wit11L... __ ----Iland took him back to th.e holding facility. 

INTERVIEW OF 
At 1305 hrs I intervL:i,.-ew-e-r--L.----.,in a separate room away fromL.1 __ ----I~ Ofe.D had readL.1 __ ...Jlhis Miranda 
warning after Ofe. ad placed him under arrest. 

EVIDENCE: 
. An itemized list of the items seized are attached to the case report with property evidence forms. 

RECOMMENDED; 
L.1 _______ ...Jllodged at Washington County jaU-Assign. Follow up of victims for ad(.litional information. 

MRY-15-2003 15:47 5036393771 98% P.06 
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05/15/2003 14:26 5036393771 CITY OF KING CITY 

SPECIAL REPORT 

WAY KlNG CITY OREGON 97224 

.,..,......~oI.U.IoiU.LLI~IONEP 
suspect arrested 

t-____ .......,..uspect an'ested 
r'-____ -'-<-j,efl: victim 
'r-____ ~West Coast Bank employee 
~~..,... __ ....I..,;.W.;..,e,st Coast Bank employee 

'Ir-----..I KCPD Investigating Officer 
1....-__ ..... Assisti11g Officer 

SUPPLEMENTAL 

PAGE 07 

PAGEfOF 
1/1 

NARRATIVE 
Dispatched to cover l<CPP Officer!! on a fraud in progress at location. Call infonnatiol.) indicated suspect is WMA, 
65 YOA, short white hair. Arrived ~~tice~ lin bank pal:king lot talking 'mtll WMA matchill suspect 
description. Also observed KCPD OfficerL-J contaoting WMA standing near older bIll n bank 
parking lot. Subject of contact identified himself asl land stated e was a passenger in the 

I I Af. I stood near th r could see a clear plastic Tuppel'ware type coutatner and a black nylon bag on 
the front passenger floor of the ve lC e. 

I aske4 Ifor her account of the incident! Itold me the suspect approached her counter alone, presen.ted 
the check and signed it in her presenc~ lold me she got a "bad feeling" about the check and requested 2 pieces of If) 
from the suspect. He told her he did not have it with him, left the bank: and returned 30 minutes later with an ODL and a bank 
card. 

While inventorying tbe contents of the black: nylon bag seized from th~ .... ___ .... t located a t',~ceipt issued by ~I....-__ "" 

Oregon Pawn Shop dated 051303 and signed byl I 

MAY-15-2003 15:47 5036393771 98% P.07 
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05/15/2003 14:26 5036393771 CITY OF KING CITY 

KING CITY 
POLICE DEPARTMENT 

SPECIAL REPORT SUPPLEMENTAL 

ADDITONAI PERSONS-
SB 1 M W ...... 1 _-----I 

PAGE 08 

PAGE/OF 
III 

NARRATIVE: 
Radio call FRAUD NOW. I arrived to find Ofc I I speaking Witl1 In the 
parking area behind West Coast Bank. I observed a white male adu t slttmg In a car in 
the bank parking area. Of~ !asked lif he was driving the car and he 
replied, "Yes." 

I approached and asked the passenger to sten QI It of the car. The p~ilssenger identified 
himself by Oregon Driver's License asl I LEOS search indic.ated thatl I 
was on federal parole out of US Parole and Probation Service for MaM Theft. 

the passenger-side floor and opened the container on the trunk for my inspection. The 
contents of the container included two Motorola portable radios and a pair of burgundy 
gloves. 

I then walked to the empty vehicle and observed a black soft-shell vjnyl cooler through 
. ow on the fI of ssen er-side of the vehicle. I asked 

MAY-15-2003 15:48 5036393771 98% P.08 
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05/15/2003 14:26 5036393771 CITY OF KING CITY PAGE 09 

e e 
lacedl I into custody at 1209 hours and moved him to, the back of Ofc 

atrol car without incident. 
. , . . .... . .. -. _. 

SUPERVISOR'S SIGNATURE 

MAY-15-2003 15:48 5036393771 98% P.09 
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05/15/2003 14:26 5036393771 CITY OF KING CITY PAGE 10 

SPECIAL REPORT SUPPLEMEJ.iITAL 111 
ON 

NARRATIVE: 
On 05-15-03 at 0830 hrs I contactactedlL...-.,.....--.-._---'~egarding the theft of mail and 
regarding the arrest involving his check being deposited. 

I asked I I if he had reported mail being stolen from his mailbox. I Isaid that 
mail has been stolen at least three or four times: this year from his n~sidence. I informed 
I hhat he had one of checks used in a Forgery and Identity Then at West Coast Bank 
in King City. 

SUPERVISOR'S SIGNATURE 

~AY-15-2003 15:46 5036393771 98% P.10 
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_ (Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 08/11/2003 

To: Portland 

From: Portland 
Squad 4 ~--------------------------------~ 
Contact: SA I 

Approved By: l?I! 
Drafted By: L....--___ -----I1 Sd~ 
Case ID #: 253E-PD-47965 (Pending) 

Title: I ET AL; 
NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

\ 

IsynOPsir: Information on post office box opened bY~1 ______ ~ 

Enclosure(s) :1 Irecords. 

Details: Previously reported in this 
I lopened a post office box at the request~~ __________ ~ 
The applica . the post office bro~x~l~l~·s~t~e~d~ ____ -,~~~~. 
reference. believed to be 
also ~--------------~ 

•• 
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FD-159 (Rev. 5-9-88) 

RECORD OF INFORMATION FURNISHED OTHER AGENCIES 

Orru~ ________ ~~---------- Written Communication ______ 0""-""8./-1-"0'-"8'-/.1,..,2=..;0"'-0"'-"""3 ____ _ 
(date) (date) 

Informatio¥ COIlt
em

;; ~. aId DP~r MATIERS here.) • 
Detectlv~_ ._ _ Portland Pollce 
advised a ou dru ac ivit involvin ~------~----~ 

Vice, was 
~-., 

Information furnished from File, Seriru, and Page Number: 253 E - PD - 4 7 965 

~ On __________ ~0~8~/~Q~8~/~2~0~0~3 ________ __ a continuing disclosure was initiated with 
(date) 

.=.P-",o""r'""t"""l"""a"",n"",d""--=-P"""o-=l,",,,i,","c..,.e~B=<.!u,,,,,r,=:,e~a""",u~____________ and will be maintained until the conclusion 
(agency) 

of the investigation. 

Information furnished to: Detecti vel Portland Police Bureau, 
Drugs and Vice. ~-----~ 

Remarks: This information was provided by furn~shing Det .1 
an LHM suitable for dissemination to an outslde agency.~----------~ 

Employee Furnishing Information 

... ~ 253E-PD-47965 
1-66F-PD-A42788 
sdu 
(2) 

S'f)/fA.;k}OV.:[. • -:;LO~ 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 08/08/2003 

To: Portland 

From: Portland 
Squad 4 r--------------------------------~ 
Contact: SA~I ________________________________ ~ 

Approved By: ~ ____ ---,I »-#v! /t1 ElZ-

Drafted By: 
L.....-______ -----II: sdu ~ 

Case ID #: 253E-PD-47965 (Pending) 

Title: I ET AL; 
NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Synopsis: Document information shared with Portland Police 
Bureau on drug activity. 

Details: Assistant United States Attorney (AUSA) I Ihas 
been in telephonic contact with writer aboutl~~~--------~~~ 

b6 
b7C 
b7E 

b5 
b6 
b7C 

Writer met withl Ion Au~st 4 2003, to obtain the b6 
new information. The drug information provided is not b7C 
going to be utilized by the FBI, and wr1 er 1S forwarding it to 

I Ivia LHM . 

•• 



• FD-302 (Rev. 10-6-95) 

-1 -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/07/2003 

I II I for Citigroup, Inc., 
704 Haigh~ Avenue, Alameda, Callfornla 94501, phone numberr----l 

l I fax (510) 33 7 - 0 649, received ani I alert regararng 
1..... _---.--:--..."....-...,....-----"......"-.,,....-......,....._........-.....Jbon t ac t ed SA I I and 
provided the following information: 

I Ihas a closed bank account with Citibank. The 
account information is as follows: 

Account opened: 6/27/03 
Account closed: 7/21/03 
Account ~~ __________________ ~ 

Cjtjbank aJSbQy~ad C1Q~ed accounts fori 
L...--::---:-------=--:--------=:--:----,_r--___ ...-I_ The s e name S were 
alert as aliases used L...-____ ----' 

on the 1'---___ ...... 

Investigation on 08/05/2003 at Portland, Oregon (via facsimile) 
----------~----~----------------~--------~----~--

File # 253E-PD-47965-C\] Date dictated 0 8/ 0 7 /2 0 0 3 

by SAl [/ 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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r ~--------------------~--~--------~----------------------~----~-------------------------------, 

FD-302 (Rev. 10-6-95) 

- 1 -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/11(2003 

phone number 
recei ved an r------t-a-l=--e-r-:"t--...J 
responded to S 
following infQrmatlon: 

ia e-mail the 

ma~l 
ooe 

Iprocessed a wQrkers' compf:sa::' on Cl:i; for: 
using the~s-q-m-e~social security number as 
however

t 
the claimant's name and d~te of~~l~r~~~~a~r~e~~~l~~f~e~r~e~n~=-.-~ 

date of injury was 6/1/2003. 

Investigation on 0 8 / 0 6/20 0 3 

File # 253E-PD-47965 -9~ 

by SAl 

at Portland t Oregon 

Date dictated 0 8 / 11/ 2 0 0 3 

This document contains neither recommendations nor conclusions of the' FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 

S·f)f0=r2-:3t1/.3tTj 
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FD-302 (Rev. 10-6-95) 

- 1 -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 08/08/2003 

2003, SAl 
Unll-:t~e-d""---:=:S:-:-t-a-;-t-e-s----:D;::""I'"i-s-:-t-r""'i-c-:t~:=:--' 

,.=;~'--.;;;;..;;;;.;;;;..;=.;;;;;..;;, 

dated Au ust 7 2003 on 

~ ______ ~T~h~l~'S~~s~ubpoena was served via facsimile to the attention 
ofl I Legal Department, I I A copy of the 
subpoena and the fax transmittal page is included in a lA envelope 
for this investigation. 

Investigation on 08/08/2003 at Portland, Oregon 
----~~--------

(via facsimile) 

File# 253E-PD-47965 -<=19 Date dictated 0 8 / 0 8 / 2 0 0 3 

by SAl 
'This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 

b3 
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~ / ..... 
(Rev. 01-31-2003) 

-e 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Portland 

From: Portland 
Squad 4 
Contact: SA 

Approved By: 

L-~;:::_=_=_=_=_=_=_=_=_=_=_=_=_=_::I1_~_~ ____ ---I""": Sd~ Drafted By: 

Case ID #: 253E-PD-47965 (Pending) 

Title: I ET AL; 
NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Date: 08/11/2003 

Synopsis: Background information obtained onl 
a.k.a.~1 ______ ~I L--____________ ~ 

Enclosure(s): NCIC printout, BMV photo andL-1 __________ ~I records. 

Details: Previously reported in this investigation, I 
I I a subject of the above captioned case conduct~e~d~~a~n------~ 

Internet search at www.ussearch.com. search request was 
a "Location Search" for Oregon". 
The search resulted wit 

A search of Network-Tools indicated that the IP address 
associated with this search (198.107.162.13) belongs to the 
Multnomah County Library. Additional background information was 
obtain~d onl I A search of public records indicated the 
followJ.ng: 

Namer: ____________ r-________________ ~~----~ 
DOB: 
SOC: ~~~ ____ ~ 
Sex: Fem.aJ~, 
Race: Whij;.~ 
Height: 5_'.1~ 
Weight: iJJL£91l.!1C;:ts 
Eyes: BJ,:u~~ 
Hair: Red/brown -

b6 
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To: 
Re: 

-_ 
Portland From: Portland 
253E-PD-47965, 08/11/2003 

Last known address: 

Per ACS 
is believed that~L-------~~~----------------------------~~~ 

•• 

2 
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JRL:jrl 
29C-PD-41036 

Working Copy ----

Agent (SA)fhe following investigation was conducted by Special 

AT PORTLAND, OREGON 

y contacte hat 
he has not seen or heard from~~ __ ~~~~ ______ ~~ ______ ~~ 
very long time. I I advised 

Page 

name to obtain false identiflcation. 
I because of his criminal 
not know I I 

I I does 

I I advised r---------, 
great dea~ of stress be~~~~~ __ -,~ ______ ~ ____________ ~~~~ 

been 

f~at be did not know i 
~_~ ______ ~L had heard ~r~o~m~-------'~~----------~~~~~~~~~ 
there was an oljtstandi :g arrest 
that if he saw. Jhe would 

I advised thra~t~I __________________ -,~~I~--~ 
r---------~~I~(w~h~l~t~e~female, dobl I might 

have information about I I ~--------------------~ 

Case ID : 29K-PD-41036 Serial : 12 

1 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Portland 

From: Portland 
Squad 4 
Contact: SA 

Approved By: 

Drafted By: 
~--------------------~ 

Case ID #: 253E-PD-47965 (Pending) 

Title: I ET AL; 
NORDSTROM - VICTIM; 
IDENTITY THEFT - INTERNET 

Date: 08/11/2003 

Sdu~ 

Synopsis: Background information obtained on~I __________________ ~ 

Enclosure(s): NCIC printout, DMV photo, Tigard Police Report, 
and L-I ____ ----Ilrecords. 

0.. Previously reported injthis investigation, I 
was arrested Qll-Ma~ __ £l,_t~9l~ while att~mpting to make 

purc ases at Nordstrom's wlth a fraudule~~~~~ ____ ~~A 
Nordstrom Visa was opened who's 
identity had been iven to~ __ ~~ __ ~ ____ ~ 
reportedly met (LNU) in a bar two weeks 

char 

follows: 

•• 

Background information obtained onL...I ______ ~liS as 

DOB: 
SOC: 

{ 
I 

Name I 
Sex: ~ar-~~.~~~~ .. -----------lr-------------------~ 
Race: Wh:Lt.e 
Height: 5.lJ..0.!.! 
Weight: ~~Q_~o~nds 
Eyes: B:t:;.Q:W,n 
Hair: ~laG.k 
Last known address: 
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FD-448 (Re~. 6-2-97) 
) • 

FBI FACSIMILE 

COVER SHEET 

PRECEDENCE CLASSIFICATION 

o Immediate o Top Secret Time Transmitted: 
o Priority 
o Routine 

o Secret ::, 

o Confidential 
Sender's Initials: ~ 

--~------------
Number of Pages: __ LI __________ _ 

o Sensitive (including cover sheet) 
o Unclassified 

To: Date: 
Name of Office 

Facsimile Number: ~o 3 - &tt(- s-~s-tj 

Attn: 
Name Room Telephone 

From: Portland 
Name of Office 

Subject: 

f1y. ~~,lL--___ -.lt-------
Special Handling Instructions: __________________________________________________________ __ 

b6 
b7C 

Originator's Name: SIt 1 L. ___________________ ---11 Telephone: 1 ~~k :~~ 
Originator's Facsimile Number: ....:5~O=-3..:-...::5~5:..:2~.::.::::.5:..:3~8:..:3::._ ________________ ....J.===========:!..1 ~_a._ 
Approved: 

Brief ~/scriP~o~ of ~ommUnication Faxed I~ k ~ ~ C4.r>-l -1 ~ 
(l~ /if recenj= PYTest. /!A",lcs! 

WARNING 

Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this 
information, disclosure, reproduction, distribution, or use of this information is prohibited ([ 8. USC, § 64 I). Please notify the 
originator or the local FBI Office immediately to arrange for proper disposition. 



05/28/2003 17:48 FAX 503 684 5654 TIGARD PD , . 

TO: 

TIGARD POLICE DEPARTMENT 
FAX COVER SHEET 

AGENCY.~· ~~~~~~~ __ ~~~ __________ __ 

CASE#: ~ ________ ~~~=-______________ __ 

F 

P ........ 'U'.1.,-'"' FAX#: (503) 684-5654 

# OF PAGES INCLUDING COVER: _0-1-___ 
TIGARD POLICE DEPARTMENT ORl# OR0340400 TGP 

ADDRESS: 13125 SWHALLBLVD 
TIGARD OREGON 97223 

MAY-28-2003 18:~~ 503 684 5654 98~ 

~001 

P.01 
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05/28/2003 17:48 FAX 503 684 5654 TIGARD PD ~002 . , 
POLICE DEPARTMENT 

o GUARDIAN 

ADDRESS 

CHARGES 

.MA'r'-28-2003 18: 20 51213 684 5654 98Y. P.02 



05/28/2003 17:49 FAX 503 684 5654 TIGARD PD ~003 

",~~._~ ..... I PROPERTY I DOCUMENTS I 

R-RECOVERED S-STOLEN 

OS.OTHER 

b6 
~nronmrnm~~----~L---------------~hmmA1~~~~~----~----------------lb7C 

A FALSE REPORT. (I) A A FALSE REPORTIF HElSHE KNOWINGLY INITIATES A 
AL.ARM OR REPORT, WIDCH IS TRANSMmED TO A FIRE DEPARTMENT, LAW ENFORCEMENT AGENCY OR OTHER ORGANIZATION THAT DEALS WITH EMERGENCIES 
INVOLVING DANGER TO UFE OR PROPERTY. (2) INmA TING A FALSE REPORT IS A CLASS C MISDEMEANOR. 

o I UNDERSTAND THAT I AM UABLE FOR ALL TOWING AND STORAGE COSTS 
INCURRED DURING THE RECOVERY OF nus VBHrCLE. 

o RELEASE PROPERTY I VEHICLE TO: o THE NAMED CHILD (ADULT) IS PRESENTLY A RUNAWAY (MISSING) AND 1 
REQUEST THAT HE/SHE BE TAKEN INTO CUSTODY FOR THEIR OWN 
PROTECTION. 

USTED PERSON(S) / PROPERTY: 

Jilt I WILL TESTIFY AS A WITNESS AGAINST THE DEFENDANT WHEN HE/SHE IS 
CHARGED WITH A CRIME. 

01 : :: : CUAAG~(S) USTED. 

-
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Page'tof~ CaseN 

NARRATIVE: 

On 052103 at about 1700 I contacted Nordstrom loss prevention, who advised me a male 
subject was inside Nordstrom and may possibly use a fraudulent credit card to purchase 
goods there. At about 1715 I observed as Nordstrom loss prevention took into custOdy a 

I Iwho had presented a Nordstrom credit gift card in order to purchase $180 
worth of shirts. The gift card was made from a fraudulent credit account opened by 

I Itwo days prior. 

I I Nordstrom loss prevention manager, told me he was advised of the fraudulent 
transaction at the Clackamas Nordstrom and recognizedj las being the suspect of 
the incident there by surveillance photos taken during that incident. 

I Itold me he had talked withl Ithe ma~ Ihad purported to be 
when he opened the fraudulent account. He said! ~ad no knowledge of the opening 
of a credit account at Nordstrom and did not know now nor did he ever know of aI I 

I land thus never gave him permission to open an account at Nordstrom in his 
name,(refer to the attached Nordstrom loss prevention report for further). 

I advirse;;.;dJ.._....,-:":",,:,,,lof his Miranda rights from my prepared Miranda warning card and 
aske~ lifhe understood his rights, he said, "yes". 

I aske~ lifhe knew ~ Pnd he said "no". I aske~ ~hy he had 
opened a Nordstrom account using the name and SSN 04 I He looked at me for 
several seconds without response, when I asked him if it was for the money, he shook l1is 
head in tbe affirmative. He went on to talk about how he was unable to fmd steady 
construction work and was forced to do what he did at Nordstroms to support himself and 
his children. I asked him if he had signed the Nordstrom credit application using the name 
o~ ~nd he said he had. 

I askec4 Iwhere he had obtained knformation and he told me he had been 
given the information by a guy with the first name o~ I a week to two weeks earlier, 
while at a bar. He said he did not~ knast name and had only seen him in 
passing at public places a few times. al e had given I r the Nordstrom 
credit card and as agreed upon by an1 ~ept $500 in the form of 
the Nordstrom credit gift card. 

I contactedl Iwho confirmed to me that he did not know! land had 
never authorized his application for a Nordstrom credit account. He went on to tell me 
about several fraudulent accounts opened in his name within the last month. I Isaid 

Date: May 22, 2003 Approved By: 
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a Lowes credit account had been used that hadn't been used since 2001. He 00 
worth of items were purchased at Zales jewelers using his name, SSN, and forged signature 
for store credit, as well as $600 worth of merchandise from Mervyns by the same means. 

I aske~ kr he had any recollection of opening the accounts at Lowes, Zaies, and 
Mervyns and he looked awa~ in a perplexed manner and said he didn't remember opening 
the accounts. I toicil _ I thought opening several accounts in someone elses name 
would be something he should remember. I went on to advis~ Ithat he should clear 
the entire matter involving his use o~ ~dentity for his sake an~ I 
I ItOld me he had not opened or used any account unde~ Iname at Lowes. 
He said he had opened an account at Zales jewelers and Mervyns usin~ I 
information and signed the applications a~ I He told me he had purchased 
two rings worth between $3000 & $5000 at Zales using the account he opened inc=] 
I I name. I I stated he had purchased about $600 worth of clothing at 
Mervyns using the account he had opened' name. He told me both 
transactions had taken place within the last week or so. said he was given $800 
from I t for his transaction at Zales and about $200 or the one at Mervyns. He toEd 
me he gave I I' the two rings he had acquired at Zales and had sold the clothing 
acquired at Mervyns. 

L.::=::~-:--,Iwas transported to Tigard P.D., where he was taken by WCSO transport to the 
Washington County Jail, without further incident. 

I advised Deputyl lof Clacka~as County Sheriffs office of the incident involving 
I land it's relation to their cas~ for identity theft at the Clackamas 
Nordstrom involvingl I Contact will be made with Mervyns and Zales in regard to 
I ~dmission to fraud at their locations. 

CASE CLEARED BY ARREST; Forward a copy of this report to CCSO att. DeP .... 1 __ ----' 

Date: May 22, 2003 Approved By: 
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IN THE C4lUIT COURT OF THE STATE 04tEGON 
FOR THE COUNTY OF WASHINGTON 

ARR~STeE:1 I ) 
L.....-. ___ ------I~ }' 

BOOKING NUMBER: ____________ ) 

DATE OF ARREST: t'.lS2/ b3 . . ___ ~ 
TIME OF ARREST: I O~ ~ 
STATE OF OREGON ) 

) 55. 
County of Washington ) 

AFFIDAVIT IN SUPPORT OF 
PROBABLE CAUSE ARREST 

~ ____ ~~~ ____ -I---, am a police office with (name of agency) 1\ (C> ~O 

[@007 

--::::~"""""'~~~l.c.....L-L...: ___ " I have arrested the person named as the ~rrestee above for the crime or crimes of 

~ruL~ 0 ~ OF' LA. c..i&D\T C. 

The reasons for the arrest appear below in the statement of facts. I have personally observed the facts or they were 
relayed to me by the people whose names and addrE;!sses appear in the statement If the person is a police officer; the 
a.ffieer's name and agency appear. 

The crime or crimes occurred within Washington County on {date} tJ5:2 I D ~ at (time) I ZI '2 at this location: 

OJ 1(1) ~v;r \' Jf6ltltSefe0 tQ, {(D:\\(o~ \7L q l 223 '. 
The al/eged victim is i"') ~ CL-.P7I1U;yvl . I (tetep;one; 03 . (p Z 0 tt)S'S: 

(address) 97f12 Sur UJ~tm\I,9C.nP 'SQ, e\O.l1 (oMJ) 6'bl< tt1Z'lj 
relation to arrestee: t· J e~ ~. Victim notification 0 is [4!s not required. 

r-----...., 

25 1'\ E40P~&y;r-ftC(OQtVi" I 
26 

27 

.~6 

29 

31 

~L-~~~------------~-- DP~ST"Number 0 Additional ~tatement pages attached (# --l 

SUBSCRIBED AND SWORN to before ma on thts date: _____ ' 
" 

35 Swearing, Officer 
WashIngton 'Count Sherlff6 ~. ,; 

DPSS~;Nurriber 
:~i..' 0. . '~ .. ' 
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~ . OREGON REGI~ 
TIGARD PD R1J 008 

Ir---I -~I e ivURDS1RU1V1 
LOSS PREVENTION 

9700 SW WASHINGTON SQ. RD. 
TIGARD, OREGON 
97223 
(503) 620-0555 

NARRATIVE: 

INCIDENT DATE: 
05/21103 

On 05121/03, IJ I was employed as the Loss Prevention Manager for the 
Washington Square Nordstrom store. On the above date, I received a register alert from the fine 
Jewelry Department. Via C.C.T.Vj I noticed a male in the department who I recognized from a prior 
Identify Theft Alert from the Clackamas Nordstrom store. 

I called The Clackamas store and spoke with the Loss Prevention Managerl II 
sent him a picture of the person in the store for him to look at He agreed with me that the male 
appeared to be the same person. 

The male, who is now known to me a~ Iwalked out of the Jewelry Department 
and headed over to the Men's sportswe

4
r Derrtirient. Agen~ land r continued to 

watch him via C.C.T.V· when we notice elected a shirt. 
Speaking witt :ia :hone, I was told tha had 0 

account under the na~ IThe account num}jLe-r"...a:=:;...:;,j=="::":~:""; was used at the 
Clackamas store for Sl,:349.45.lncude m the transactions wa~s ~a~p~u~r~c~a:-:s:":'e~o~g:o'll ~card 
': Jfor $500.0q===gave me the contact number for the real land told 

""Ril 7ntea ~o r"" ebarg", Agen called Tigard Police Department for assistance and stood by with them 
outside ofthe West oors. 

Dselected a second shirt and resented both to the Sportswear employee for paymentD 
handed the employee gift car he gift card did not work since it had been 
drained by the fraud department was re erred to Customer Service where he took the gift card. 

Once In Customer serv;.) Agr~ Iidentified himself and with the assistance of the 
Tigard Police Department, brough into custody. 

Owas taken to the Loss revention Office where he was informed that the room was being 
monitored with both an audio and video recording system. The amount of the 2 shirts that he tried to 
purchase with tbe gift card was $182.00. A police case number o~ !.vas issuedDwas 
trespassed for a 2 year period. . 

LOSS rreyeiitiOilifiauagci 7 
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DYes 0 No 
B = Busmess PF = Property Finder Additional Persons: 

Address ate 

The Tigard Police Department holds all Safekeeping Property for 90 days. H you fail to respond within 90 days after ~he date 
of incident, the property will be disposed of in accordance to Department Policy. Please Note: All property marked "hold" 
will be held until a written release authorization from the Washington.County District Attorney's Office is received. 

Property Type 
FR-Forfeiture S-Safekeeping R-Recovered Stolen 

1 

/r H 
2 

3 

4 
No. 

Qty Description (Brand, Color, 

5 
Person 

Narrative 

By Date Data EntrylDate 

TO WITH THE PROPERTY CLERK PRIOR TO 

COMING TO THE POLICE DEPARTMENT. THE PROPERTY CANNOT BE RELEASED OTHERWISE. *** 

WHITE - Records 

MAY-28-2003 lS:24 
CANARY - Receipt PINK - Attach to property 
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MANILA - Property File 
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