U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

December 14, 2021

MR. JOHN R. GREENEWALD JR.
SUITE 1203

27305 WEST LIVE OAK ROAD
CASTAIC, CA 91384-4520

Request No.: 1420064-000
Subject: ALLEN, PAUL G

Dear Mr. Greenewald:

This is in response to your Freedom of Information Act (FOIA) request. Please see the selected
paragraphs below for relevant information specific to your request as well as the enclosed FBI FOIPA
Addendum for standard responses applicable to all requests.

Records responsive to your request have been processed. We made these records available in the
FBI's electronic FOIA Library (The Vault) on the FBI's public website, http:/vault.fbi.gov. On the right-hand
side of the home page, under the heading “Vault Links” you can search for your subject alphabetically (click
on “A-Z Index"), by category (click on “Categories”), or by entering text into our search engine (click on
“Search Vault’). For records responsive to this request, please enter Paul Allen as the search term.

The available documents represent a final Vault posting of information responsive to your FOIPA
request.

Please see the selected paragraphs below for relevant information specific to your request.

r Additional records potentially responsive to your subject may exist. Please inform us by
emailing foipaquestions@fbi.gov, faxing 540-868-4391, or standard mail if you would like
the FBI to conduct a search of the indices to our Central Records System.

r Additional records responsive to your request were processed but are not currently
available on The Vault. Please inform us if you would like to receive these records.

Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to
your request. “Part 1” of the Addendum includes standard responses that apply to all requests. “Part 2”
includes additional standard responses that apply to all requests for records about yourself or any third party
individuals. “Part 3” includes general information about FB! records that you may find useful. ~ Also
enclosed is our Explanation of Exemptions.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request.

Please be advised that if you are seeking a new search for records, you may wish to narrow the
scope of your request based on material that you have already received, e.g., timeframe or locality.
Additionally, be advised that “unusual circumstances” may apply. See 5 U.S.C. § 552 (a)(6)(B)(iii). These
“unusual circumstances” will delay our ability to make a determination on your request within 20 days. See 5
U.S.C. § 552 (a)(6)(B). Additionally, the payment of pertinent fees may apply to your request. See 5 U.S.C. §
552 (a)(4)(A)(viii). The application of “unusual circumstances” is not a determination of how the FBI will
respond to your substantive request.

If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this
request, you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United
States Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an



appeal through OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website:
https://www.justice.gov/oip/submit-and-track-request-or-appeal. Your appeal must be postmarked or
electronically transmitted within ninety (90) days of the date of my response to your request. If you submit
your appeal by mail, both the letter and the envelope should be clearly marked "Freedom of Information Act
Appeal." Please cite the FOIPA Request Number assigned to your request so it may be easily identified.

You may seek dispute resolution services by contacting the Office of Government Information
Services (OGIS). The contact information for OGIS is as follows: Office of Government Information
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland
20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile
at 202-741-5769. Alternatively, you may contact the FBI's FOIA Public Liaison by emailing
foipaquestions@fbi.gov. If you submit your dispute resolution correspondence by email, the subject
heading should clearly state “Dispute Resolution Services.” Please also cite the FOIPA Request Number
assigned to your request so it may be easily identified.

Sincerely,

Michael G. Seidel
Section Chief,
Record/Information

Dissemination Section
Information Management Division

Enclosure(s)



FBI FOIPA Addendum

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA
Addendum provides information applicable to your request. Part 1 of the Addendum includes standard responses that apply
to all requests. Part 2 includes standard responses that apply to requests for records about individuals to the extent your
request seeks the listed information. Part 3 includes general information about FBI records, searches, and programs.

Part 1: The standard responses below apply to all requests:

@

(ii)

5 U.S.C. § 552(c). Congress excluded three categories of law enforcement and national security records from the
requirements of the FOIPA [5 U.S.C. § 552(c)]. FBI responses are limited to those records subject to the
requirements of the FOIPA. Additional information about the FBI and the FOIPA can be found on the www.fbi.gov/foia
website.

Intelligence Records. To the extent your request seeks records of intelligence sources, methods, or activities, the
FBI can neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to
requests for records about individuals, PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(1), (b)(3), and (j)(2)]. The mere
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption
(b)(1) and/or would reveal intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC §
3024(i)(1)]. This is a standard response and should not be read to indicate that any such records do or do not exist.

Part 2: The standard responses below apply to all requests for records on individuals:

@

(ii)

(iii)

Requests for Records about any Individual—Watch Lists. The FBI can neither confirm nor deny the existence of
any individual's name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [56 U.S.C. §§
552/552a (b)(7)(E), ()(2)]. This is a standard response and should not be read to indicate that watch list records do or
do not exist.

Requests for Records about any Individual—Witness Security Program Records. The FBI can neither confirm
nor deny the existence of records which could identify any participant in the Witness Security Program pursuant to
FOIA exemption (b)(3) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(3), 18 U.S.C. 3521, and (j)(2)]. Thisis a
standard response and should not be read to indicate that such records do or do not exist.

Requests for Records for Incarcerated Individuals. The FBI can neither confirm nor deny the existence of records
which could reasonably be expected to endanger the life or physical safety of any incarcerated individual pursuant to
FOIA exemptions (b)(7)(E), (b)(7)(F), and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(7)(E), (b)(7)(F), and (j)(2)].
This is a standard response and should not be read to indicate that such records do or do not exist.

Part 3: General Information:

@

(ii)

(iii)

(v)

Record Searches. The Record/Information Dissemination Section (RIDS) searches for reasonably described records by
searching systems or locations where responsive records would reasonably be found. A standard search normally
consists of a search for main files in the Central Records System (CRS), an extensive system of records consisting of
applicant, investigative, intelligence, personnel, administrative, and general files compiled by the FBI per its law
enforcement, intelligence, and administrative functions. The CRS spans the entire FBI organization, comprising records
of FBI Headquarters, FBI Field Offices, and FBI Legal Attaché Offices (Legats) worldwide; Electronic Surveillance
(ELSUR) records are included in the CRS. Unless specifically requested, a standard search does not include references,
administrative records of previous FOIPA requests, or civil litigation files. For additional information about our record
searches, visit www.fbi.gov/services/information-management/foipa/requesting-fbi-records.

FBI Records. Founded in 1908, the FBI carries out a dual law enforcement and national security mission. As part of
this dual mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records
on every person, subject, or entity.

Requests for Criminal History Records or Rap Sheets. The Criminal Justice Information Services (CJIS) Division
provides Identity History Summary Checks — often referred to as a criminal history record or rap sheet. These criminal
history records are not the same as material in an investigative “FBI file.” An Identity History Summary Check is a
listing of information taken from fingerprint cards and documents submitted to the FBI in connection with arrests,
federal employment, naturalization, or military service. For a fee, individuals can request a copy of their Identity
History Summary Check. Forms and directions can be accessed at www.fbi.gov/about-us/cjis/identity-history-
summary-checks. Additionally, requests can be submitted electronically at www.edo.cjis.gov. For additional
information, please contact CJIS directly at (304) 625-5590.

National Name Check Program (NNCP). The mission of NNCP is to analyze and report information in response to
name check requests received from federal agencies, for the purpose of protecting the United States from foreign and
domestic threats to national security. Please be advised that this is a service provided to other federal agencies.
Private Citizens cannot request a name check.
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding
or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy:

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records
or information (A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a
fair trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D )
could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any
private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source whe furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service
the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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(Instructions - Reverse Side)
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Instructions

1. Entry - NCIC

a.  Supervisor stamp serial containing entry information, check entry, initial and route to NCIC operator.
b. NCIC operator make local and/or NCIC checks including 111 for additional information, make entry, route serial and prmtcut to rotor clerk,
{NCIC operator may stamp jacket, insert NCIC Activity Log as top serial in file and complete “entry™ line.)
¢. Rotor Clerk serialize printout, stamp jacket, insert NCIC Activity Log as top serial in file and complete “entry” line if not aiready accomplished by NCIC operator. Note: NCIC Activity

Log is to be maintained as the top serial in the current volume of case file.
2. Modify - NCIC

a. Supervisor stamp serial containing medify information, check maodify, initial and route to NCIC operator.
b. NCIC operator medify record, route serial and printout to rotor ¢lerk. (NCIC operator may complete “medify” line on NCIC Activity Log.)
c. Rotor clerk serialize printout and complete “modify” line on NCIC Activity Log, if not accomplished by NCIC operator.

3. Clear/Cancel - NCIC

a. NCIC operator clears/cancels record upon notification by case agent or supervisor, routes printout to rotor clerk. (NCIC operator may complete “clear/cancel” line on NCIC Activity

Log.)

b. Rotor clerk serializes printout, completes “clear/cancel” line on NCIC Activity Log and makes slash marks (NCIC) through NCIC stamp of file jacket.

4, Validation - NCIC

a. When validation printout is received from NCIC, an agent (or clerk if case is in closed status) will review the NCIC entry to insure that it is complete and accurate. Any discrepan
should be resolved by an appropriate agent and, if necessary, a modify message should be initiated to update and/or correct the record. When validation is complete, reviewer wifl‘%

and initial NCIC Activity Log.

*

Article File
Remainder of the year of entry plus one year.
Boat File
Remainder of the year of entry plus four years.
Records entered without BHN or OAN will remain in the file 90 days.
Deporied Felon File
Remains on file until such time as INS Headquarters takes action to remove it.
Foreign Fugitives/Carnadian Warrant File
Retained indefinitely until entering agency removes record from file.
Gun Fite
Retained indefinitely until entering agency removes record from file.
Recovered weapons are retained for the remainder of the vear of entry plus two vears.
Interstate Identification Index
Retained until the individual reaches the age of 99.
License Plate File
Retained in file for one year after the end of the plate’s expiration year.
Nonexpiring license plates remain in file for the remainder of the year of entry plus
four years.
Missing Person File
Retained indefinitely until action is taken by the entering agency to clear the record.
This includes unemancipated juvenile records.
Protection Order File
Active records ~ Retained until canceled or cleared by entering agency or expiration.

Temporary records will remain active for 2 maximum of one year from the date of entry.

Inactive records - Retained on-line for the remainder of the year in which cleared or
expired plus five years.

Refention Periods
Unless otherwise removed, records will be retained in file as follows:

Securities File
Retained for the remainder of the year of entry plus four years, except records for
traveler’s checks and money orders. These records will be retained for the remainder
of the year of entry plus two years.
U.S. Secret Service Protective File
Retained indefinitely until action is taken by the U.S. Secret Service to remove it.
Unidentified Person File
Retained indefinitely or until removed by entering agency.
Vehicle File
Retained for the remainder of the year of entry plus four years.
Records entered which do not contain VINs or OANs will remain in file for 90 days
after entry.
Felony vehicles will remain in file for 90 days after entry. ’
Stolen parts (VIN plates, harrows, or boat motors} which contain an OAN or SER
rernain in file for the year of entry plus four years.
Violent Gang and Terrorist Organization File
GMC records - Automatically purged 5 years from the date of enfry or when an entering
agency removes its entry, providing that agency is the sole agency of interest for the
group/subgroup.
Only records entered by corrections agencies remain past five years.
GRC records - Single interest - indefinitely or until removed by entering agency.
Multiple Interests ~ indefinitely or until all agencies remove their records.
Wanted Person File
Retained until action is taken by the originating agency to clear/cancel the record.
Temporary felony want records will be automatically removed from file after 48 hours,
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/30/2012
To: Pittsburgh Attn: Victim Specialist
Cyber CCU-1

From: Pittsburgh
Squad 16/Cybex
Contact: SA

Approved By: \\;B\ \e-

Drafted By: ff.?“/l?-

Case ID #: 288A-PG-NEW (Pending)

Title: UNSURB(S);
CITIBANK-~ VICTIM;
COMPUTER INTRUSION - CRIMINAL

Synopsis: To request opening of case.

Details: On 1/09/2012, FNU LNU phoned the Citibank customer
service department and successfully changed the address on ex-

Microsoft executive Paul Allen's bank account. ©On 1/12/2012, FNU

LNU successfully ordered a replacement debit card and had it
FedEx'd to Pittsburg, PA. FNU LNU was able to provide the SSAN,
date and birth, and other signers on the account. The card was
activated on 1/13/2012 and several purchases were made in excess
of $600.00. One trasaction appeared to be a credit card payment
for an account with the same address where the debit card was
deleivered.

A public records check of the Pittsburgh address

identified several out of state addregges agsociated with it
including that of

It is expected that the personal information regardin
the Allen account was obtained via computer intrusion.

Based on the aforementioned, writer requests th
case be opened.

UNCLASSIFIED
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Q UNCLASSIFIED

To: Pittsburgh From: Pittsburgh

Re: 288A-PG-NEW, 01/30/2012

LEAD (s) :
Set Lead 1: (Info)
CYRER

AT WASHINGTON, DC

Read and clear.
Set Lead 2: (Info)

PITTSBURGH

AT PITTSBURGH, PA

Read and clear.

*

UNCLASSTIFIED
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription £01/31/2012 _

After being advised of the identity of the interviewing
agents and the nature of the interview,[::::E::]provided the
following information:

The store's register showed a purchase on January 14,
2012 at 13:26 in the amount of 278.18. The sale, which consisted
of an Xbox ngina_cnnsQlT and Madden NFL 2012 video game, wag
processed by on register one. The payment card,l
was run twice and denied both times. The transaction was then

voided. A reprint of the voided register journal was made and has
been retained in the file with a copy attached hereto.

Investigation on 1/30/2012 a Pittsburgh, Pennsylvania

File # 288A-PG-79713 Date dictated N/A
by
This document contains neither recommendations ner conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency,

2550 1 19713 . T
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016 13:23
mmmmmmmmmmmmmmrrmmmmmmmmmmmmmmmmmmmmmm
. 017 01/14/12 13:26

0Z00B0 MIcrosotTi ADOX 199.99
SH:602113114705

Shum: 602113114705
WARRANTY NOT PURCHASED

201004 Madden NFL 2012 59,95
WARRANTY NOT PURCHASED

SUBTOTAL: 259.98
State 18.20
TOTAL: 278.18

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

SEND 5/3 REQ: (CC) KREOARKRAX
#¥R0V 5/3 ANS: TRANS DENWIED (2)
*¥SEND 5/3 REd: (CC) KIOOARKKARA

*4RCV 5/3 ANS: TRANS DENIED (2)
yOID YOID VOID VOID YOID VOI0 VOID VOID
End Trans: Void 13:29 017

T T A A )R A6 L AN O T R R mADE
wreevas 018 01/14/12 13:47

“lr_p [3058/01
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription ’ _01/:3' 1/2012
b6
b7C
ATTer beling advised oL the idents of the interviewing agencs anud
the nature of the interview,Ef:f:fﬁprovided the following
information: :
Store video surveillance for January 14, 2012 at
approx1mately 12:22 showed the attempted purchase of Microsoft Xbox
gaming conisole and a video gamé on register one. The pavment card
used was declined and the purchase was not completed. | |who bé
processed the order, tock the items off the sales countér once the” p7C
card was declined. Utilizing a heidght chart iri the store and a
nearby counter;l estimated the customer's height at 5 feet 3
inches to 5 .feef & imches. No other attempted purchase of an Xbox
Console and game occured hnedr that time in the vides.
A copy of theée video was not retirieivable due to a probléem
with the video recording system. SA did record a copy oOf b6
the video, including thrée still shots, utilizing his telephone. b7C
The videc recorded Has béen retained in the file.
Iwﬁﬁmmmm 1/30/2012 a Pittsburgh, Pennsylvania
File #_288A-PG-79713 Date dictated N/A
3 - b6
by | ' e | BIC

This documefit containg neither récommendations nor donciusions of the FBI.

. Ly _ It i the property-of the FBI and is loaned to your agency;
it dnd its conterits are riof to be distributed -outside your agericy. ’
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 02/02/2012

Oon bruary 2, 2012, a UPS envelope was received from
Fraud Investigator, Citi Security and Investigative

Services, 710 Riverpoint Court, West Sacramento, California. The
envelope beared UPS tracking number 1Z7148X70193363034 and
contained a compact disc entitled, "ATO - Citibank Paul Allen
A.T.0.V

The original has been retained in the file. A duplicate
was made of the original, labeled duplicate original, and retained
in the file.

Investigation on 2/2/2012 a Pittsburgh, Pennsylvania

File # 288A-PG-79713 Date dictated IN/A

by _|

This document containg neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to
File No.

Armed Forces Bank
Ft. Leavenworth, KS

via fax

In follow-up to a phone call on 2/1/2012 by SA
the Pittsburgh Division requests the following

Pittsburgh, PA 15203
February 1, 2012

voluntary intormation regarding a fraudulent transaction that has

victimized Armed Forces Bank:

-account numbér to which the transaction was applied
-account owner information {(name, date of birth,
address, phone number, email)

The details of the fradulent transaction are;

originating payment card number:

date: 1/13/2012
time: 13:26:57 CET
amount: $658.81

Please provide vour regsponse fo

D330Y, LR

b6

b7C
b6
b7C
b7E

Sincerely,

Michael A. Rodrigueg

Special Agent in Charge

By
=13

Supervisory special Agent b7C

3eAPE-1013 - B
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FEDERAL BUREAU OF INVESTIGATION

" Date of transcription 02/02/2012

|After being advised of the

identity of the interviewing agents and the nature of the

interview,

provided the following information:

A review of store surveillance video identified that at
approximately 07:46 on January 15, 2012, an individual attempted to
purchase a package of cookies at register two. transaction was
declined and the patron left without the item. noted that the
time on the store surveillance system was one hour off, making the
actual time of the transaction approximately 08:46. Video of the
transaction was captured along with a still image of the patron

exiting the store. SA

disc.

A copy of the video and a still image was created by
and burned onto two CD-Rs. A duplicate master CD-R of each was

created by SA

proceeded to label the hub of each

and retained in the file,

Investigation on

2/1/2012 at Pittsburgh, Pennsylvania

File # 288A-PG-79713

by

Date dictated N/A

.This dqcument contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 02/02/2012

bé
b7C
AFB records showed the following account details
regarding the $658.81 transaction on January 13, 2012:
bé
b7C
Addtional information on file was:
The aforementioned transaction paid off loan number i
with a past due balance of $658.81. e
contacted AFB on January 13, 2012 at approximately
14:25 CST requesting to pay off his charged off lcan. paid
by providing card number | |with an expiration date
of | |
had previously contacted AFB on December 5, 2011 zgc
that he had sent a wire to his checking account {number
in the amount of $11,000¢ from Wells Fargo Bank.
calle B again on December 6, 2011 inquiring about the wire. AFB
had no record of an incoming wired for the benefit of
The AFB Recruit Account signature card indicated the
following information:
b6
b7c
Investigation on 2/2/2012 at Pittsburgh, Pennsylvania (via e-mail)
File ¥ 288A-PG-79713 Date dictated IN/A
bé
¥ b7C

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned te your agency;
it and its contents are not to be distributed outside your agency,
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Continuation of FD-302 of

,0n 2/2/2012° JPage 2

A document labeled "Note

indicated an additional phone number of

charged to acount on January 13,

2012 at 13:26:57 CST,

A receipt COfﬁ was provided in the amount of $658.81

A document titled "workout loan application" with a date

September 13, 2010 indicated a home of

record of:

An additional contact was listed as:

An ETS {military) date was listed as January 19, 2013.

A printout of the emails and

attachments has been

retained in the file and a copy attached hereto.
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From:
Sent: Thursday, February 02, 2072 1.06 PM
To:
Cc:
Subject: Fraudulent Transaction/ Armed Forces Bank
Attachments: DOC020212_1.pdf

SA

Our records show the following information regarding the $658.81 transaction on 01/13/2012:

Also provided address of:

To pay off loan with a past due balance of $658.81.

called on 01/13/2012 at approximately 2:25pm (CT) requesting to pay off his

charged off loan with us in the amount of $658.81. He paid this by providing card

(Please see attached)

also called in on 12/05/11 stating that he had sent a wire to his checking account
lin the amount of $11,000.00 from Wells Fargo Bank. He called in again on
12/06/11 ingI‘(uiring about the wire. We have no receipt of an incoming wire for the benefit of

Please let us know if you have any other questions.

Thank you,

Armed Forces Bank

f ol
b7C
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Academy Bank . .
Armed Forces Bank of CA

Vice President

Customer Relations

1-888-744-3637 ext

Fax %q |

CONFIDENTIALITY NOTICE: The content of this e-mail, along with any attachiments, is covered by state
and federal law governing electronic communications and may contain confidential and legally privileged
information. The information is intended only for the use by the individual or entity named above. If you are
not the intended recipient, you are hereby notified that any disclosure, copying, distribution or the taking of
any action in reliance on the contents of this e-mailed information is strictly prohibited. If you have received
this e-mail in error, please contact the sender and delete the e-mail and any attachments from all computers.

CONFIDENTIALITY NOTICE: The content of this e-mail, along with any attachments, is covered by state and federal
law governing electronic communications and may contain confidential and legally privileged information. The
information is intended only for the use by the individual or entity named above. If you are not the intended recipient,
you are hereby notified that any disclosure, copying, distribution or the taking of any action in refiance on the contents
of this e-mailed information is strictly prohibited. If you have received this e-mail in error, please contact the sender and
delete the e-mail and any attachments from ali computers.
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Subjact' Regquest

1/25/2012 1:51:31 P

| -} GroupWise has restricted this webpage from running scripts or Actwex eontrols that could access your camputar, Click herg to allow accass,

Per our conversation, below is the transaction in question.
|I Date-13-Jan-12 l Time-132657 | $658.81 I ARMED FORCES BANK #1 FT.LEAVENWRTH KS
n“l’,:}.‘ ah lmf:__l_ﬂatnv Serwu:s —
Protectiag ém whert notsfod, a‘amm::#ed POCYEARSCIY

The information contsined in this electronic ressages and any attachments {the “Message") Is intendsd for one ot iriore

specific Individuals or entitles, and may he confidential, proprietary, or otherwise protected by law. If you are not the intendod

recipient, please notify the sender Immediately, defefe thfs Message and do not disclose, distribute, or copy i 16 any third party !
or otherwise use this Message. Electronfc messages are not secure or error free and can contein viruses or may be delayed, :
and the sender is not liable for any of these occurrences. The sender reserves the right to monitor, record, transfer cross
border and retain electronic messages.

Woednesday, Jan 25, 2612 02:04 PM




b6
p7C
From: le
Sent: L2071 2:04
To:
Subject: ~k. Fraudulent Transaction/ Armed Forces Bank
Attachments: DOC020212_3.pdf
I was able to search back and found a loan application that he had submitted. It does say breakthru.com. I apologize
for the error. I have aftached the application below.
b6
> 2/2f2012 12:35 PM >>> b7
b7E
~Thank vou for the information. Regarding the emai{ should that read
with ﬂn the domain name?
Thanks,
From: igc
Senf: [hursday, February 02, 2012 1:06 PM
To
Cc:

Subject: Fraudulent Transaction/ Armed Forces Bank

SA

Our records show the following information regarding the $658.81 transaction on 01/13/2012:

Also provided address of:




To pay off loan # with a past due balance of $658.81.
called on 01/13/2012 at approximately 2:25pm (CT) requesting to pay off his b6
charged off loan with us in the amount of $658.81. He paid this by providing card p7e
with expiration date of 12/2014. (Please see attached)
plso called in on 12/05/11 stating that he had sent a wire to his checking account
in the amount of $11,000.00 from Wells Fargo Bank. He called in again on
12/06/11 inguiring about the wire. We have no receipt of an incoming wire for the benefit of
Please let us know if you have any other questions.
Thank you,
b6
b7C

Armed Forces Bank
Academy Bank
Armed Forces Bank of CA
Vice President
Customer Relations
1-888-744-3637 ext

Fax#{ ]

CONFIDENTIALITY NOTICE: The content of this e-mail, along with any attachments, is covered by state
and federal law governing electronic communications and may contain confidential and legally privileged
information. The information is intended only for the use by the individual or entity named above. If you are
not the intended recipient, you are hereby notified that any disclosure, copying, distribution or the taking of
any action in reliance on the contents of this e-mailed information is sirictly prohibited. If you have received
this e-mail in error, please contact the sender and delete the e-mail and any attachments from all computers.

CONFIDENTIALITY NOTICE: The content of this e-mail, along with any attachments, is covered by state and federal
law governing electronic communications and may contain confidential and legally privileged information. The
information is intended onfy for the use by the individual or entity named above. If you are not the intended recipient,
you are hereby notified that any disclosure, copying, distribution or the taking of any action in reliance on the contents
of this e-mailed information is strictly prohibited. If you have received this e-mait in error, please contact the sender and
delete the e-mail and any attachments from all computers,

CONFIDENTIALITY NOTICE: The content of this e-mail, along with any attachments, is covered by state
2




and federal law governing electronic communications and may contain contidential and legally privileged
information. The information is intended only for the use by the individual or entity named above. If you are
not the intended recipient, you are hereby notified that any disclosure, copying, distribution or the taking of
any action in reliance on the contents of this e-mailed information is strictly prohibited. If you have received
this e-mail in error, please contact the sender and delete the e-mail and any attachments from all computers.

CONFIDENTIALITY NOTICE: The content of this e-mail, along with any attachments, is covered by state and federal
law governing electronic communications and may contain confidential and legally privileged information, The
information is intended only for the use by the individual or entity named above. If you are not the intended recipient,
you are hereby notified that any disclosure, copying, distribution or the taking of any action in reliance on the contents
of this e-mailed information is strictly prohibited. If you have received this e-mail in error, please contact the sender and
delete the e-mail and any attachments from all computers.




RECEIVED
SEP 13700

WORKOUT LOAN APPLICATION
e Forces Bank for existing customer

Submitied on: 2010-09-13 13:10:12.823
Amount Requested: § Openan account? No =
inciute Savings Component? No Reg E Overdraft Opu 34310

PRIMARY APPLICANT i ]

b6
b7C

Workeut Loan Foro 2010/03/04




CO-APPLIGANT

Last Name: First Nama: Ik Sosial Security Humben

Street
Addrass:

City: State: 2ip Code: County:

PHONE  Home: Business: Calfy

E-mail Address: Date of Birth:

U.8. Cllizen: Marital Status: '?.raach of Service: ETS Date (miltary):
RanlvPashion:

tMonthly or Annval Satary Driver's License Numben

§ per Siale:
Issue Oate:  Exp. Dale:

EMFLOYER Phong Ne.:

Narne:

Steel Address:
City: State: 21

AUTHORIZATION AGREEMENT FOR DIRECT PAYMENTS {ACH DEBITS) — FOR NON-CUSTOMERS

Amount to ba transferred: Payment Frequency:
Bank Name:
Account type: Routing Number: Aczourt Number:

Account Holder:

This autharizalion will rtemain in full force 2nd effect until maturity of the Joan. You may terminata {hss autherization by giving vz 15
days writtan nolico st the folicaing address: Armed Faroes Bank, N.A., PO, Box 3400, Fort Leavenwerth, K3 €5027, Nolice o any
one ofus is a notice to ab of us,

WORKQUT LOAN AGREEMENT WAS ACKNOWLEDGED ONLINE BY CLICKING ON A CHECKEOX NEXT
TO THE AGREEMENT

Warkout Loan Form 2010/03/04

e 3 s
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 01/30/2012

Fraud Investigator, ik i and
Investigative Servicesg, having a phone number ofi and
an email address ofl |was intexrviewed
telephonically. Aftexr being advised of the identity of the
interviewing agent and the nature of the interview, provided
the folliowing information:

Note: Information was obtained from emails sent by[:::] on January
' 27, 2012 and confirmed by follow-up phone call on this date.

On January 9, 2012, an imposter placed a phone call to
| the customer service department and successfully changed the
| address on Paul ALLEN's account. The address was changed from

ATLLEN'S Seattie, Washington address to

Subseqguently, the imposter made several attempts to order
a new ATM card and was declined twice. ©On January 12, 2012, the
imposter was able to successfully Txder a new card., Citibank
issued the new card bearing number and delivered
: it to the addre n record for the account,|
f ' On January 13, 20IZ, The card was

activated and activity on the card started. FedEx advised Citibank
that the signature for the package containing the card read

The following transactions were made or attempted:

Note: All times are listed in central standard time (CST).

Date Time Merchant Amount Status
! January 13, 13:26:57 | Armed Forces Bank, $658.81 | Approved
| 2012 Leavenworth, Kansas
January 13, 16:34:34 | Western Unicn - Denied
2012
January 14, 12:28:20 | Gamestop #3958, $278.18 | Denied
2012 Pittsburgh,
Pennsylvania
Investigation on 1/30/2012 at Pittsburgh, Pennsylvania (telephonically)
File # 2B88A-PG-79713 Date dictated N/A

by

This document contains neither recommendations not cenclusions of the FBL. 1t is the property of the FBI and is loaned to your agency,

I it and its contents are not to be distributed ouiside your agency.
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Continuation of FD-302 of

“FD-302a (Rév, 10-6-95)

288A-PG-79713

/On1/30/2012 _ ,Page _
| January 14, |12:29:15 |Gamestop #3958, | $278.18 | Denied
2012 - Pittsburgh,

- ‘ '_Pennsylvania S _
‘January 15, |07:46:59 |Family Dollar #5943, 1$1.00 |Denied
2012 . -East Liberty,

; . B . _ Pennsylvania _ .
| January 16, |11:58:49 |Domino's 4710 $23.53 | Denied
2012 Pittsburgh, =
| | Pennsylvania | L
January 16, |11:59:19 |Domino's 4710 '$23.53 | Denied
2012 .Pittsburgh,
“Pennsylvania

Four phone calls wéere noted relatlng to the fraudulent

account access:

Note:

January 3, 2012 13:46:06 Call was
wanted to obtain customer account

January 9, 2012 13:25:

wante

January 9, 2012 16:00:
wanted to order a new

check,

January'lé,

30 Call was
irm his new address

All ‘times are listed in central standard time (CST).

transfeérred internally and caller
numbex.

transferred intérnally and caller
and provmded a hew phone number

04 Call was transferred interrally and caller
card; but the ¢aller failed the security

2012 14:29:32 Call was transferred internally and

caller wanted to check on the status of his replacement card.
Customer service asked for his phone number, but instéad he

provided the name Paul Allen,
by phone and was able to provide thé account number;

and date of birth. 2A new card was sent. over night to

The emails received from

The caller wanted to ordexr the card
sther siapners,

_ have been printed and
retained in the file with a copy attached hereto.

bé
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 02/03/2012

Fraud Investigator, Citi Security and

Investigative Services, 7.0 Riverpoi Sacramento,
California, having a phone number of and an email

address of [was interviewed
telephonically. After being advised of the identity of the
intexrviewing agent and the nature of the interview, provided

the following infoxrmation:

The Citibank call recordings provided via compact disc
start once the call was transferred toc the handling customer
service representative. There is no recording of an early call in
which the caller attempted to gain the account number and it is
unknown if it was provided. There is no information on how the
account address was changed. In the third recording, the call was
routed through a call center in India, which resulted in the audio
becoming out ©of synchronization. The result is a delay in the
which the caller answers before the representative asks the
cquestion, The caller was able to provide the correct account
mumber during this call.

Investigation on 2/2/2012 a Pittsburgh, Pennsylvania {telephonically)
File # 288A-PG-79713 Date dictated N/A

by _|

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agenoy,

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 02/02/2012

On February 2, 2012 approximately 07:15, two
individuals were seen leaving] I i
[ into a silver vehicle bearing renusylvania bicC
license plate | The first individual appeared to be an
african american female, approximately 60 years of age. The second
individual appeared to be an elementary school aged girl.

Investigation on 2/2/2012 a Plttsburgh, Pennsylvania
File # 288A-PG-79713 Date dictated N/A
b6
by | b7C !
This document contains neither recommendations nor conclusions of the FBL 1t is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 02/09/2012

|Fraud Investigator, Citi Security and

Investigative Services, 710 Riverpoint Court, West Sacramento,
California, havin r of and an email

address of provided the following

information through email:

" The debit card issued in the last name Allen was shipped

to Pittsburgh, Pennsylvania on January 12, 2012, The pac
1 ] i 991375232962 to
The package was

NE.S

delivered on January 13, 2012 at 1:08 PM EST and signed by a person

providing the last name

A printout of the email message has been retained in the

file and a copy attached hereto.

Investigation on 2/8/2012 at Pittsburgh, Pennsylvania (via email)
File # 288BA-PG-79713 Date dictated IN/A
by ]

This document contains neither recommendations nor conclusions of the FBIL

it and its contents are not to be distributed outside your agency.

It is the property of the FBI and is loaned to your agency;
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From:
Sent:
To:
Subject:

Importance:

08, 2012 12:40 PM

V. Urgent Request for the FBI

High

Here is the delivery information for the card.

From [GCG-NAQT]

Sent: ebruary 08, 2012 9:31 AM
To CSIS]

Cc3 GCG-NAQT]

Subject: FW: Urgent Request for the FBI

Importance; High

Below is the tracking number for the order that was sent via UPS. | am still awaiting a response from our IVR technology
group on identifying a phone number for you.

As for the calls | will send you a separate email referencing the call details.

b6
p7C

f ol
b7C

1Z50E1991375232962 01/12/2012 ALLEN

PITTSBURGH




e

m&:@ﬁiﬂl fodp s
1250E1991375232962 Add Description
Updated

= T E

i |

Delivered On:

Left At:
Residential

Proof of Delivery

Friday, 01/13/2012 at 1:08 P.M.

o BEQUESL SEtus HpUAlES e

_Reporta Claim

T TRl e

§141372012 1:08 P.M.

Reference Number{s): (00018464460002000
1872995
120112PN1014000002
000380000073056
Shipped/Billed On: 017122012
Type: Package
NS HinmehgErogress s Toe?
Location Date Lozal Bctivity
Time
Pittsburgh, PA, United States Delivered

be
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription C2/09/2012

in the vicinity of
During the

surveillance activity, the following observations were noted:

note: all times are approximate and in eastern standard time (EST)

Time Activity
15:20 Surveillance initiated in the vicinity of
15:35 African American male exits residence at
wearing a gray Army wind breaker style jacket,
gray knit cap, dark colored backpack, baggy blue jeans
and tan work boots. Individual walks west on
15:44)
[
16:13 Still utilizing telephone
16:27 Still utilizing telephone
16:386 Still utilizing telephone
16:50 Still utilizing telephone
17:01 Still utilizing telephone
17ELg Surveillance discontinued

phone and had been retained in the file,

A phote of the individual was taken while at the phone

Investigation on

2/9/2012

at

Pittsburgh, Pennsylvania

File 4 2B8A-PG~-79713

Date dictated N/ZA

by

This document contains neither recommendations nor conclusions of the FBI,
it and its contents are not to be distributed outside your agency.

It is the property of the FBI and is loaned to your agency;
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FEDERAL BUREAU OF INVESTIGATION

Date of transctiption 02/10/2012

The phone number of the public payphone near the
intersection of Beatty and Eva streets in the East Liberty Section
of Pittsburgh, Pennsylvania was (412)361-9640.

Investigation on 2/10/2012 at Pittsburgh, Pennsylvania

File # 288A-PGE-79713 Date dictated N/A

by

This document contains neither recommendations nor conclusions of the FBI, It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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{Rev. 05-01-2008) . '

UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/15/2012 C’ '
To: Cyber Attn: SSA
SSA
CCU
Pittsburgh Attn: SS
SA

From: Cyber

Cyber Criminal Section/Cyber Initiative and Resource Fusion
Unit

Contact: SSA

Approved By:

Drafted By:

Case ID #:| |
VZBBE-PG-79713 (Pending) = \F

Title: FINANCIAL THREAT FOCUS CELL

Synopsis: To report Citi Bank fraud matter targeting the accounts
of Microsoft co-founders for Pittsburgh Division case initiation.

Rafaerence: 288A-PG-79713 Serial 1

: 6/2012, writer received a voice mail from
Fraud Investigator, Citi Security and
Investigative Services, telephone Sacramento,
California (CA}, in regards to a fraud matter that Citi Bank
{Citi) had identified.

On 01/27/2012, writer called back and was advised
that Citi had identified fraud involving the bank account of
Microsoft's co-founder, Paul Allen. The matter involved the
fraudulent mailing of an ATM card for Alien’sg Citi account. The
AIM card was sent via FedEx to

and individual named,
signed for the delivery. Tﬁfff]further advised that Citi began
investigating the matter and learned that several transactions
were attempted on Allen's ATM card after it was sent to
Pittsburgh, PA. One (1) successful transaction involving an
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To: Cyber From: Cvber
Re: 02/15/2012 b7E

online payment, for approximately $658.00, was_made with the
Armed Forces Bank (AFB), Leavenworth, Kansas. learned that
the AFB account that the payment was made on was for

b6
b7C

On 01/27/2012, writer met with Pittsburgh Division SA
| Writer provided the information that Citi b6
had furnished to Cyber Initiative and Resource Fusion Unit B
(CIRFU), including contact info for[ | Writer and s3] |
then conducted a guery, via a CLEAR public records check, of the
address, | he anjery
produced several names assoclated with the address of

On 01/30/2012, the Pittsburgh Division opened a
substantive case (2882-2G6-7971), based on the above listed
information and further contact with Citi investigator

CIRFU will continue to support Pittsburgh Division's
substantive investigation of this matter.

UNCLASSIFIED

2




o o
UNCLASSIFIED
To: Cvber From: Cvber ' ‘
Re: 02/15/2012 B

LEAD(S):

. Set Lead 1: (Info)

CYBER
AT CCUL

Read and Clear.
Set Lead 2: (Info)

PITTSEURGH

AT PITTSBURGH: PA

Read and clear.
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FD-302 (Rev. 10-6.95)

ol
FEDERAL BUREAU OF INVESTIGATION

Date of (ranscription 02/21/2012

The following are transcripts made £rom recordings

provided earlier by Citibank on a compact disc entitled, "YATO -
Citibank Paul Allen A.T.C.":

note:

C denotes Citibank customer service representative and S

denotes subject.

Calll 1 844697771 5 71.wav

|
|
i note: call on January 9, 2012
‘ C: «~order a new card?
‘ S: Yes
a2 Alright.um.. did the old one um did it expire, is it missing,
‘ or is it damaged?
| St I misplaced it and I could..I can’'t.I couldn’'t find it. I know
! it’s somewhere in my house somewhere. Ifve been looking for
| it for like a whole day now, so..
i C: Alright, well the good news is um it‘s still early enough to
| get vou a new card tomorrow, sc will that be fine?
|
| S: To get me a new card tomorrow?
! c Yeah. If we send it UPS you can have a new card tomorrow.
|
‘ s Would it be, would it be mailed to my address?
! c Yeah, that.we would have to mail it to your address on file or
| tc a branch.
|
| S You can have, vou can have it to my address on file the Egc
C Alright, uh, finish verifying the address.
]

Investigation on

2/21/2012 at Pittsburgh, Pemnsylvania

Fie # 288A-PG-79713 Date dictated IN/A
by
This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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288BA-PG-79713
Continuaticn of FD-302 of ,On 2/21 /2012 » Page 2
C Alright, thank you, just a moment. (Pause} Alright, well due

5

C:

to the fact that the address was just recently updated we have
to go through an additional identification process, OK? Can
you hold for a minute please? Hello?

Yes,

Mr. Allen, so.. because the address has actually recently
updated, what I'm going to have to do is, um, going to have to
do, uh, do an additional identification process, can you held
for a minute please?

Ok,

Alright, thank you.

<hold musics>

C:

0]

Mt 0

Alright, thank you so much for patiently waiting. Ok, so this
identification is multiple choice. I’'m going to read to you
the um..the questions and selections. You tell me what to
select , OK? Uh, please select the year that is closest to
your year of birth: 1850, 1953, 1960, 1972, 1981, or

none of the above,

You’re asking me what year I was born?

It’s, eh, this is what we’re asking you. Please select the
vear that is closest to the year of your birth.

I was born 1953.
You gsaid 1963 or 537
Fifty. Five Three.

Alright, thank you. Just a moment. Which of the following
corporations have you ever been associated with? A to Z
Consulting Firm LLC, Esometrics Corporation, Loan Star, Swuco
and I’1l spell that. W.. I'm sorry s-w-u-c-o, or I have never
been associated with any of the corporations listed.

I, I, I never..I don’t recognize none of thoge. Could you
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i o v o W

repeat those?

Thank vou. Which of the following people have you known?

I bé

or I don’t know any of the people listed. bic

Man, I could barely, I could barely hear you, man I can’'t even
hear vyou.

Alright, which of the following people have vou known?
Again

br I don’t know any of the people listed,

Hello. You know ig that what you're telling
me?
I know a I know a I don’t understand why I have to

answer. What are these guestions all about?

These questions are questions that only you should know the
answers to, based off of different records, um, so, I mean,
that’s why there is a none of the above so if you don’‘t
recognize any of these names you would select none of the
above,

I don't rec, I don’t recognize none of these names I can’t, I
just don’t remember them.

OK, that’s all I need, that’/s.alright, which of the following
corporations have you been associated with? Bexrdins,
Colorific Cards, International Food Incorporated, Vulcan?

What? Vulcan.

Vule.. so you’re saying you're familiar with Vulcan?
Yes, I'm familiar with Vulcan Capital.

Well this one is Vulcan Real Estate.

What?
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(@ Vulcan Real Estate.

g: I know, I'm, I‘m not, I'recognize Vulcan if you’re asking me
that.

(B4 That’s Vulcan Real Estate.

S I don’'t recognize..

Cs Or I have never been associated with any of the corporations
listed.

S: I have an association with Vulcan Capital.

C: QK, what about Vulcan real estate?

S: I don’‘t, I don't recognize Vulcan real estate.

C: Ok, thank vyou. Alright, so, so the verification was
unsuccessful , we can’t order a card to that address until
it’s been on file foxr at least 30 days or unless you can pass
this verification. Being that you’re private bank.. you have
one other option, that’s to give us a call during private bank
hours because they close at 5 pm eastern time, ah, if we can
speak with your private banker, um, then we may be able to get
it overrided that way. But, we won't, we won‘t be able to
order a card today.

S: Why not?

2] Because, the, you didn’t pass the verification.

=5 I didn't pass my verification. Are you serious?

C: Yes I am.

Six Wait, wait.. would I be able to go to the bank?

& If you go to the bank then yes, you would be able to have it

done that way. The reason why it’s like this 1s because it'’s
over the phone we have to take extra security precautions

But when you’re there in person then there’s not so much red
tape because you take physical ID and then they just send the
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Call

card to the new address, but because the address has just
recently updated we can‘t, um, Jjust send a new card out to
the new address without addition, without additional
verification.

Ok, I'll just... as long as I can just go to the bank, I'll
just do that.

Alright, well I do apclogize for the inconvenience do you have
any further questions or concerns I may address for you today?

No.
Alright, Well thank you for calling and you have a good day.
Alright.

ends.

Calll 2 843864064 5 7l.wav

ncte:

C:

S:

call on January 92, 2012
OK, it’'s..
Alright, it’s already updated?

Yeah, he gave me..you would.give me the account on the address
to make sure we have it correct?

My account number?

No, the address,

Ch, it‘s

Yeah, that is the one that we have, the one that he gave me
{unintelligible}.

OK, I just wanted to make sure everything was right. I also
have.. I also want to update my number too. Hello?

ke
b7c
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C: OK, give me one second. I'm here.

S: OK, it’s..

o What’s the number?

S:

&5 OK

S:

i That the only number you have?

S: Yeah, that’s, that’s my, that‘s my direct number.

& Alright, I’11 go ahead and update it to that, and
you should have everything updated, OK?

S: OK, I'1l just.. alright. I wanted to make sure this.. my, my
address, this number.. so it’s

C: Correct.

S: That’s what you have, right?

Cs That is what we, what I have, yes.

S OK, I was just making sure, alright, um I think that’'s about
v

2% Alright, well, we appreciate it your business, is there any
other questions or concerns that I might be able to assist
you?

S: No, that’s it.

G Well thank you so much for choosing Citibank for your banking
business Mr. Allen. Have yourself a great day.

S: Ok, thank you.

C: You’re welcome. Bye.

Call

ends.
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Calll_3_902807374_ 1 29%.wav

note: call on January 12, 2012

C:

S:

N nw 0 u o

€2}

Good afterncon and welcome to Citibank. My name is
[unintelligible] . How may I help you today?

Yes, I'm calling about a replacement card.

A replacement card. Alxright sir, uh, let me go ahead and get
your account number first and assist you on that better.

OK., Paul Allen. «pause>» Hello?
Yes sir, I'm here.

OK. Would you be able to tell me how long would a replacement
card take? Hello? Ah debit.

OK, so a replacement, if you are asking for a replacement
debit card or credit card.

Uh huh.

OK, =0, uh.what kind of replacement card are you asking for? I
mean if there is a card compromise on your account, then the
replacement card will be overnighted to you. I don’t know, I
mean if you are proactively asking for a replacement card we
can send it to you, we can overnight or..

Then that replacement card so it would be a fifteen dollar fee
if T wanted it overnight? '

If you want it without any pause then we can {unintelligible).
Alright, so that’s like, so that’‘s like 24 hours, right?

-3¢0 when you say replacement cost..

And it’s like 15 dollars,

What else do you want me to help you with?

OK, ah.. alright, would I be able to do the same thing at the
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bank?
C: Yes, 24 hours. Correct sir. 8o, at the bank you will be

N W i 0 n

getting a temporary card, so what I can do is I can order you
a card and I'1ll send the card to you by regular mail and in
the mean while when the card is coming at your mailing address
vou can go to the branch (unintelligible}..

Ok, alright, I‘il take the.If I can get my debit card in 24
hours the next day.. I’'11, I'1ll do that.

(unintelligikle) purchases, so while the card is on the way
you can very well use the temporary card at an ATM to withdraw
cash.

Yes, yes. That would be good if you could order another card
for me.

Alright sir.

(unintelligible) OK, so I can have the existing card number
or your account number?

Paul Allen.

Thank you, one moment please.
No.

January 21%¢, 1953.

And may I have your name please? Alright, Mr. Allen, do you
share this account with anybody else? And may I have your
date of birth please?

Yes.

Perfect Mr. Allen, you have been completely identified on this
account, I really appreciate that. Ok. And you want to oxderxr
a replacement card. OK.

bé
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n

QW O W 0

I, T, I misplaced it. Yeah I misplaced it yeah and I‘m calling
for a replacement card for the one I misplaced.

Ok sir. Sir {unintelligible).

I had it..I know it’s somewhere in my house somewhere.
{Unintelligible} you misplaced it. Alright, not a problem.
What? Ah, ok.

Alright sorry about that I‘'m going to cancel the card
(unintelligible).

I would like to overnight it. OK.

OK, and then, I'm gonna order a new card to you and you want
to overnight it or you want to send it by regular mail?
Overnighted will be 15 dollar charge I could bill you
{unintelligible).

Yes,

Alright sir, the billing address to which the card will be
sent out to you will be

Correct?

It will be.

Ck.

Alright. I ap?reciate Sk

Alright sir {(unintelligible}.

That’1ll be my debit card right?

And it is on the way {unintelligible).

Ok, alright., Well, I'll be waiting for it in the mail.. I'm uh
have to reactivate it at the (unintelligible}?

(Unintelligible) to make sure you receive the card, ok?
Alright sir.

be
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Continuation of FD-302 of .Oon 2/21/2012 JPage 10
S: OK
& Do you have any additional questions?
8= I should be receiving it tomorrow, xright?
C: Correct sir.
S Alright, well, that’s it. (unintelligible)
B4 Sixr you have to call and activate the card, ok?

Call ends.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 02/15/2012

Fraud Investigator, Citi Security and
Investigative Services, 710 Riverpoint Court, West Sacramento,
California, i | [and an email
address of provided the following
informatiol through email:

A signed statement dated February 14, 2012 was received
by Citibank fxrom attorney in fact for Paul

G. Allen. The statement included that, "I was charged for $658.81.

Neither I nor anyone authorized by me made this charge.®

The statement and email was printed with the original
retained in the file and a copy attached hereto.

Investigation on 2/15/2012 at Pittsburgh, Pennsylvania {via email)

File # 288A-PG-79713 Date dictated N/A

by ]

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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® ® citibank

Ciosed Card Number 5362188162719623 Case Number D-526055180112
WRITTEN STATEMENT OF UNAUTHORIZED USE

b6
“1 the undersigned, do hereby staste and
decl o b7C

1. “"This statement‘concerns the above Debit Card account number.®

2. "1 have indicated on my bank statement(s) thoese transactions that are
fraudulent or have provided the date, dollar amount and merchant name of the

tranﬁactions in dispute and included it with this Statement of Unauthorized
use.

3. "Neither I, nor anyone autherized by me, nor anyone with my knowledge or
consent received or expect to receive any benefit or value as a result of
this transaction(s)."”

4. My card was (circle one}: (You may continue on the back of this form if
additional space is needed.)
a) Lost/Stolen. Date: Location:
If Stolen, Police Report Filed? Y N
If Yes: City, Precinct Case #
b) Never Received.

"AT1 cards were in my possession at the time of fraudulent use”.
Otfter circumstances: i ' Wi

5. Listed below is the name on any card that was lest/stolen/never received

6. "I have reason to believe the following individual(s) utilized the
card(s) described above or had access to my sccount number without my
authorization": :
Name(s)
Address Phone $#( }
City .. State__ . _..Zip Code__.
Reasen:

7. "The signatures set forth below are the signatures of ALL AUTHORIZED

ESEﬁSlon this account (continue additional authorized user signatures on the
ack)".

PRINT NAME: SIGNATURE

PRINT NAME: SIGNATURE

8. I declare that I am the owner of the above referenced Debit Card account
and that the foregoing information is true and correct. I understand that
Citibank investigates alieged fraudulent or unauthorized card usage and may
refer the same to the appropriate Taw enforcement agencx. 1 agree to
cooperate in any prosecution of individuals charged with fraudulent eor
uhautherize ge.

b6

2‘/!"-{ ZfL b7C
v ) Cardhofder Signature Date
71t "y A faek 'ﬁyfoaufﬁ Alten 4 9 )
(A FALSE DECLARATION TO A FEDERALLY INSURED FINANCIAL INSTITUTION MAY BE A
VICLATION CF FEDERAL AND/OR STATE LAW.) Mail or fax this document and
identification of disputed charges to: Citibank N.A., Security Services P.0.
Box 6216, Sioux Falls, SD 57117-6216 Fax Number (605)330-6750C.

Cittbank, N.A provides cliont account services for Citibank, N.A. A member of Citigroup,




Citibank, N.A.

P.0. Box 6216

Sioux Falls, SD 57117-6216

’hl'hllI'|l|’il‘l|"'t‘"|“|I|"l"F"q‘ll‘l“'l’"i"i““!

00000008 BB CCC 024 BDPANDEN PBC

PAUL G. ALLEN

C/0 VULCAN INC. ATT FINANCE
SEATTLE WA

98104-3821

Dear PAUL G. ALLEN:

This i{s our second request regarding your inquiry about the transaction
dated 01/13/2012 in the amount of $658.81 made at ARMED FORCES BANK #1
09136822206 KS with account number 5362188162719623.

To date your letter and supporting documentation have not been received.
Please respond with all of the requested documents.

"1 was charged for $658.81. MHNeither I nor anyone authorized by me made this

charge."

Cardmember Signature__ |

® citibanl

January 24, 2012

ACCOUNT NUMBER
5362188162719623

v v CJ’ - bé
> ,/?"““/ ¢ pate 214 /12 b

We previously contacted you reguesty

order for you to receive a provisional credit for the disputed amount,
please respond with the reguested information and documentation within 5
business days to: P.0. Box 6216, Sioux Falls, SD 57117-6216, or you may fax

us. Our fax number is 605-330-6750.

correct and you are accepting responsibility, please contact our Customer

Service Center at 1-800-647-5344.
Sincerely,
Your Customer Service Team

Enc.

/ADVHMP2/1.0/SD/ER/2001/sdcp227 /D-526055180112//00100

LT

Citibank, N.A provides cllant account services for Cltibank, N.A, A member of Citigroup,

ng the details of your dispute. In

If this billing from the merchant is
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 02/10/2012

Fraud Investigator, Citi Security and ig
Investigative Services, 710 Riverpoint Conrt. West Sacramento, &
California, ' and an email
address of was Lnterviewed
telephonically. After being advised of the identity of the
interviewing agent and the nature of the interview, provided
the following information:
note: the following information was provided through telephone
calls on February 9 & 10, 2012 and an email dated February 9, 2012.
time note: all times listed are Eastern Standard Time (EST)
Date Time Note
12/28/11 | 1300 Call not captured
12/29/11 | 1309 Call not captured
12/29/11 | 2200 Caller trying to do on-line banking and does
not have hig card number with him. Caller knows
that the card ends in 28. Caller provides
checking account number 37257475, name, other
signers, last four digits of the social
security number. Caller informed that he would
need the card, personal identification number
(PIN}, and account number to get on-line
access. Caller stated he would go to branch
12/31/11 | 0012 Call not captured
12/31/11 (0031 Caller trying to do on-line account access,
doesn't have his card with him, wants to get
card number. Caller provided savings account
number 9986394464, name, date of birth, last 4
| of social security number. Agent provided
| customer identification number 62188062719628,
‘ which is used for on-~line banking.
1/9/12 1435 Caller updated_account address from Seattle.
Washington to
lnvestigation on 2/9/2012 s Pittsburgh, Pennsylvania {telephonically)
File # 288A-PG-79713 Date dictated N/A
bé
by | . b7C

This decument contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

it and its contents ate not 1o be distributed outside your agency.
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Continuation of FD-302 of

,0n 2/9/2012 ,Page __2__

i/9/12 1438 Call not captured

1/8/12 1500 Caller attempting to oxder new card. Failed
multiple choice security questions

1/12/12 1529 Caller wanted to order replacement debit card.

Caller provided account number, date of birth,
name and others on account. Agent had new card
isgsued and sent via UPS.

The card was embossed with the name Paul G. Allen. The
original mailing address for the account {used on statements)
included a reference to Vulcan Capital.

A Citibank debit card can be utilized as a credit card

which does not require the use of a PIN code.

A printout of the email message has been retained in the
file and a copy attached hereto.

bb
BIC
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 02/22/2012

On February 21, 2012, a UPS envelope was received from
Fraud Investigator, Citi Security and Investigative
services, /10 Riverpoint Court, West Sacramento, California. The
envelope beared UPS tracking number 1Z7148X70195001304 and
contained a compact disc entitled, *Paul Allen Citibank #2."

b6
b7C

The original has been retained in the file. A duplicate
was made of the original, labeled duplicate original, and retained
in the file.

Investigation on 2/21/2012 at Plttsburgh, Pennsylvania

File 4 288A-PG~-79713 Date dictated N/A
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This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 02/17/2012

Viulcan Tncorporated / b6
Paul G. A telephone number of| and fax g
number ofl bas interviewed telephonilcally. Alsc
present on the call wasL_E of Citibank. After being

of the Interv:

advised of the j tity Lewing agent and the nature of
the interview, | provided the following information:

Three seperate incidents were noted regarding the bank
accounts of Paul G. ALLEN:

Well Fargo - in early December 2011 a wire transfer was attempted
but was not successful. Requestor knew ALLEN's soclal security
number and year of birth.

JP Morgan Chase - January 5, 2012. The requestor knew ALLEN's
social security number,

Bank of America - on January 13, 20
Lhe address on an ALLEN account to be
The requestor knew ALLEN's name, soclal security b7C

number, and date of birth., The change failed when a confirmation
attempt was made by the bank.

Investigation on 2/16/2012 at Pittsburgh, Pensylvania {telephonically)

File # 288A-PG-79713 Date dictated N/A

5 b6
— b7C

This document contains neither recommendations nor conclusions of the FBL, It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transeription g2/21/2012

- bé
Armed Forces Bank (AFB), 320 Ransas Avenle. PFort leavenworin bi¢
Kansas, having a phcone number of : and
an email address of | | provided the following
information through email:
|applied online to open a checking
account at Armed Forces Bank. provided the following
information: '
. A printout of the account information has been retained
| in the file and a copy attached hereto.
Investigation on 2/17/2012 st Pittsburgh, Pemnsylvania (email)
File # 288A-PG-79713 Date dictated N/A
bé
b
i b7C

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
it and its contents are not te be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 2/29/2012
To: Pittsburgh Attn: NCIC Operator
FBIBEQ CID

From: Pittsburgh
Squad 16 / Cyber

Contact: SA Egc
Approved By: \Z@“i/’ b7E
Drafted By:

Case ID #: 288A-PGE-79713(Pending)

Title:

CITIBANK - VICTIM;
COMPUTER INTRUSION - CRIMINAL

Synopsis: Initial Submisgsion.
Details: Bank fraud / computer intrusion.

Caution: None

bo
Name: b7C

Sex: Race:

POB:

DOB: DOE: Height:
Weight ' Eyes: Hair{
FBI #: Skin:

Scars, Marks, Tattoos, and Other Characteristics: None.

NCIC Fingerprint Classification:

Passport Number:

VISA:

Social Security Number:

3..@53/1 I_L T vq%ms 4186\
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To: Pittsburgh I!!om: Pittsburgh I
Re: 288A-PG-79713 (Pending), 2/29/2012

Operator's Licenge Number: Egc
Operator's License State: Expires:
Offense Charge: Bank Fraud
| U.S. Code, Title and Section: 18, 1353/1354
F.Q0, File #: 288A-PGE-79713 OTHER Sealed Pursuant te Court Order

Bond Recommended: None

Miscellaneous:

Livcenge Plate Information
LIC: State:
Expires: Type:

Vehicle Information

VIN: Year:
Make: Model:
Style: Colozx:
Aliases:

Additional Identifiers:
LEAD (s):

Set Lead 1: (Info)

FETHO

AT WASHINGTON D.C.

For your information.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 02/27/2012

The following are transcripts made from recordings

provided earlier by Citibank on a compact disc entitled, "Paul
Allen Citibank #2.":

note: C and C2 denotes Citibank customer service representatives
and S denotes subject.

834532646 .wav

note:

(654

8:

call on December 28, 2011
Welcome to Citibank thisg is How may I help you today?
Yes, I'm trying to um, um, do my online banking, and this, and

um, it's telling me that I, I, need to have my debit card but
I don't have my debit card in front of me and I don't

memorize my numbers, but, and I was hoping that, would you be
able to retrieve my, my debit card number for me?
<unintelligibkle> I know that the last two numbers are I
just can't remember the rest.

C: OK, let me check what best I can do for you. So may I have
your, may I have your checking account number please?

S:

C: Thank you. Just give me a moment, let me retrieve your account
information. May I have your complete name as it appears on
the account?

S: Paul Allen,

Gz Mr. Allen, do you share this account with anyone?

S: No.

6 May I have the last four digit number of your social security?

S:

. Investigation on 2/27/2012 at Pittsburgh, Pennsylvania

File # 288A-PG-79713 Date dictated N/A

by |
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288A-PG~79713

Continuation of FD-302 of .,0n 2/27/2012 , Page 2

Thank you for the verification provided Mr. Allen. As I have
noted that this is a private bank account I have to get you
connected to a citi gold department. 0K? Before I connect your
call, would you like to write down the telephone numbexr?

2 Who are you connecting me with?

B I'm sorry.

S; Who, who are you connecting me with?

AL Ah, you have a private bank account, it's a Citi gold account
<unintelligible>, so I have to get you connected with the Citi
gold department and they can definitely help you.

S: OK.

C: OK, so, ah, may I just place your call on hold for a minute
or two while I go ahead and connect your call there. <pausex
Sir?

S: Yes.

G I'll just place your call on hold. Thank you. -

S: CK.

<pause>

B2 Thank you for holding. I appreciate your patience Mr. Allen.

I have the other associate who will assist you further on your
account. Thank you for chodsing Citibank we appreciate your
business. Good bye.

Thank vou,

Yes, hello Mr. Allen. My name is[:::::]I will be further
assisting you today. And How can I help you sizx?

Lock, I'm having trouble legging on, and I'm trying to, uh, do
my online banking and I'm trying to put my card in, and it
keeps, it keeps telling me that, it keeps knocking me back to
the home, home, uh, page. <pause> Hello?

bb
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288A-PG-78713
| |
i Continuation of FD-302 of ,On 2/27/2012 . Page 3
|
‘ C2: Ah, you won't be able to actually use the online access

Ccz2:

c2:

C2:

Cc2:

S
i

Call

because it doesn't look like you have an active PIN right now.

OK, so, how, what am I doing wrong? Do I have to sign up or
anything or?

Basically you, you reed an active card PIN and account number
to be able to create a user ID and password. Um, I don't show
that you have an active PIN right now. So you would basically
have to, I can mail you a PIN or if you can visit a branch,
you can pick your own PIN.

I'll, I'll just come into the branch.

OK. What I recommend is while you're there, ah, not that
they're trained specifically in the on-line access, but they
can help you to set it up while you are there also.

Yeah, I'll get it, I'll get it set up and everything.

CK sir, do you have any other questions <unintelligible> or
concerns?

No, that's, that's it.

Alright sir, well <unintelligible> Citibank Mr. Allen. I hope
you have a great day sir.

OX, thank you.
Youlre welcome,

ends.

893553206 .wav

note:

C:

call on December 31, 2011

Welcome to Citibank my name is <unintelligible». How may I
help vyou?
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Continuation of FI-302 of ,0n 2/27/2012  ,Page 4
S Yes, I'm on, eh, Citibank banking on-line and they're asking

me for my, uh, debit card number and I have I have a debit
card number but I don't memorize it and I was wondering if you
would be able to, uk, look it up for me, would you be able to
retrieve it?

May I please have your, uh, account number?

OK. I, I just want to know would you be able to retrieve it orx
not because I don't, I don't want to do all this and you won't
be able to retrieve it?

I need your information sir <unintelligible> I can be able to
help you.

OK, um, what information do you need?
Do you have your, uh, valid card number?

No, I have, I have my, uh, I don't memorize my card number. I
have, I have my account number and all that.

OK, go ahead.

S:

C:

Thank you and may I please have your first and last name toc be
verified?

Paul Allen

Thank you, well Mr. Allen a couple of security questions to
identify yourself on the account. May I please have your day
of birth to be verified?

January 21ist, 1853.

Thank vou and may I please have the last four digit of your
social?

:' he

b7C
Thank you so much. Do you share this account with anyone? :
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Continuation of FD-302 of ,0n 2/27/2012 » Page 5
S5: No.
Cx Thank you so much Mr. Allen you've been completely identified

on the account. So now you'd like to have the card number,
correct?

S: Yes, I, I remember the last two digits, I know it's but I
can't remember the rest,

i OK, what happened to your card? Do you, or did you lost the
card?

s: It's not, it's not lost , I don‘t want, I don't want to report
it stolen or anything I, I, it's in wmy wallet and I'm in front
of my computer, and I didn't and I don't have, and I don't my
wallet with me.

i Alright, um, not a problem. Let me keep on
<unintelliigible> time., So may I place you on hold while I
retrieve your account information.

S: oh, are you transferring me because I don't want to be
transferred, because I don't want..

& No, I'm not going to transfer your call, OK?

S: OK.

Cs Thank you.

<pause:x

C: Thank you so much for holding Mr. Allen I can able to help you
with the card number..

S: OK.,

C: ..your card numbexr, what, there some security gquesticns need to
be asked so that we can able to help you with that. Would that
be fine?

8; OK.

be
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C: Thank you. Just give me one moment. <pause> Ah, could you
please tell me that when did you make, uh, a reason, uh, the
last deposit on your account. And was the amount?

S: The last deposit?

C: Yes, and the amount.

S: It was, it was <unintelligibles.

<pause>

Gz I'm sorry gir, go ahead.

8: Yes, it.was, yes, it was around, it was around this month.

C: CK, what's the amount did you made, ah, the deposit sir,
amount?

S: In my checking?

e On your checking or on your savings, any one <unintelligiblex.

S The, the amount in my savings is, ah, a hundred seventy..

Cx No, how much you made of last deposit was the amount of the
deposit?

2 Oh, in my, in my checking?

2 When did you make a last deposit on your account, sir, the
deposit, you make ATM deposit?

S: Yes, I make, I make deposit?

O OK, could you tell me the las.. the recent deposit that you
made on your account and what's the amount?

S: It was, it was, ah, I know, oh, oh, er, it was well over, uh,
500, 500 dollars, well over. I can't remember exact.

Gz OK. I'll place you on hold while I review your information,

OK.
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Continuation of FD-302 of ,0n 2/27/2012  ,Page 7
C: Thank you.
<pause:>
2 Thank you so much for patientliy waiting on the line sir.
S; oK,
R Oh, I apology for the too long hold, OK, but I just wanted to

identify you so we that because it's for the security reason
we will not be able to disclo, disclose the card number just
like that, so we have some certain rules and regulations that
we need to follow, so the, the question that which I would
like to get from, uh, the answer is do you receive, uh,
electronic statement in regards to your account or the
statement is mailed to your mailing address?

Sometimes, sometimes I get both. <pause> But, mainly..

Do you receive the statements to your mailing address and
electronically as well?

Wait, could you repeat the question? I'm having a hard time
hearing. :

OK. Do you receive a statement to your mailing address or
electronically do you get the statements to online?

To um, um, my mailing, my wailing address.

Your mailing address. Alright. Could you please tell me which
branch that you had opened this account?

I <unintelligible> Could you repeat that again?
The branch. Where did you open your account? Which branch.

It's it's, it's Citibank. That's my, that's my, that's who I
bank with.

Yes, Citibank. I understand, sure. Which branch, where is it
located? The address of the branch that you had opened? Which..
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Continuatien of FD-302 of ,on 2/27/2012 , Page 8
S: The, the, you need the address?
C: Yes, where it's located. Which branch is that. I know it's a

Citibank branch, where it's located?

S: You need the state?

C: Yeah, the address of the branch.

S: See, I don't, I don't have that address, of that, of that
branch,

C: CK, which state that you have opened them?

S: Wha, what?

C: Which, which state that you had opened this?
S: Seattle, Washington.

C: | Washington, OK <unintelligibles>. <pause> Have you enrolled
yourself in the thank you rewards program. Do you know that
your, uh, account is enroclled in thank you rewards points, you
get points. Do you know that you have, uh, enrolled in that or

not?
S: I have what?
C: The thank you rewards program, you get rewards on your

account. Do you know that? Have you enrolled yourself into
the thank you rewards program or not?

S: Do I, do I have rewards program?

Bk Thank you. Thank you rewards program. Thank you points. Do
you get points?

<unintelligiblex

S I should have them. I'm not sure, I haven't been checking up
on them.
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Continuation of FD-302 of ,on 2/27/2012 . Page 9
s OK. Alright sir, thank you so much for all the information, I

appreciate that and could you tell me your mailing address?
Your mailing address?

My mailing address?
Yes,

6-4-5-1 West Mercer Way, Mercer <unintelligible>, Seattle,
Washington 9-8-0-4-0.

Thank you so much. You can make a note of your card numberx.

OK. I'm ready for it.

bé
b7C

n i 0o n o a n n

Correct.




FD-302a (Rey. 10-6-95}

288A-PG-79713

Continuation of FD-302 of ,On 2/27/2012 JPage _ 10

S: OK. Could you, I want a, I, I hope, could you, could you
repeat that one more time, the whole card number?
@z Sure zgc
S:
C: Yeah.
g:
C:
St You're going toc fast.
of OK, I'm going to start again,.
" s:  OK.
C: uuh hum.
S:

C. Uh hum.

S¢ what's the next?

What's, what's the next?

No,

Ch, <pause> What's the next?




£

-
A
.c.

FD-302a (Rev. 10-6-95)

288A-PG-79713
Continuation of FD-302 of ,on 2/29/2012 ,Page 11

S: QK, so it's Egc

£ uh-huh.

S

C: No,

S ch,

C: Correct.

S: Alright, so it's, uh

C: Correct.

S: OK.

<pauses

e Alright Mr. Allen, have I completely resclved your inguiry
Loday?

S; Yes, that's all I wanted to know. Thanks for your help.

C You're welcome. Thank you so much for calling Citibank. I
appreciate your business. If you need any assistance
<unintelligible> feel free to call us. We are available 24 by
7. And T would like to wish you a happy New Year.

S OK, you too.

Gi] Thank you, good bye.

3 OK, thank you.

C: Thank you, bye.

Call ends,




UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

@ Precedence: IMMEDIATE Date: 03/02/2012
? To: Pittsburgh Attn: NCIC Operator
From: Pittsburgh
Squad 16/Cyber
Contact: SA b6
b7C
Approved By: Z,t’L\{'Z—- Bk
Drafted By: 3]";“-
Case ID #: 288A-PG-79713 {Pending}
Title: | |
CITIBANK -~ VICTIM;
COMPUTER INTRUSION - CRIMINAL
Synopsis: REQUEST REMOVAL OF FROM NCIC.
_bet :I
OTHER Sealed Pursuant to Court Order
UNCLASSIFIED ; i G AV T
et i S S
iy P I . b6
sl . b7c
CAN G d
AOETLIA

[ bose

WPA-PE- AT — 2.7




ICR ® ®
w,.

UNCLASSIFIED

To: Pittsburgh From: Pittsburgh
Re: 288BA-PG-79713, 03/02/2012

LEAD{s):
Set Lead 1: {Action)}

PITTSBURGH

AT PITTSBURGH, PA

Please remove from

NCIC,

OTHER Sealed Pursuant te Court Order
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< 8-30-2010) Accomplishment Report Date Prepared _03/07/2012
bquad supervisar approval . {Accomplishment must be reported and loaded inte . Date Loaded ;%Lu
olease initial) ISRAA wilhin 30 days from date of accomplishment) : Date Loader's Inilials |

y Investigative Assistance or Technique Used 1:}.»6
Acf:h':gtsmﬁ:: ‘a";;:'}“: Fils Number 1. Used, but did not help 3. Helped, substantially -y
288 A-PG-79713 2. Helped, minimally 4, Absolulely essential
Drugs . ) b7E
A Fugiti Far Sub. Invest. Assist. by other FO(s} indicate A, B, C, D for corresponding FO
ugitive _Siai Anent Soc Sec N
Bankruptcy Fraud - IHate FOQ AT _Rata FO AT _Ralg FO 1AT _Ralz FO 1AT
Compuler FraudfAbuse Fln. Analyst | ab. Fleld Sup) ICO - NalBach brict-Witn Coor
Conruptian of Public Cffictal Slat Agent Name | Alrcraft Asst. Pen Registers LiCAVC! Vi-CAR O Wanted Flyer
Meney Laundering
< k o Myl o
Sub Invest Asst by FO(s) omputer ol Cover L i Intel Ass EBARs
Consen Mon. Polygraph [risis Meq.- Fe CART
RA Squad =
Asst. FO(s) 16 ELSUR /FISC Eearch Warran Prisis Neg.~ Local psset Ford Prog
A, B. C. D ELSUR{T.IN Ehow Maney ERT Asst. Far! Support Pro
Task Force | Assisting Agents Soc. Sec. No. X | Eng. Field Spt BOG Asst. Butis - 05¢ TFOSICTD
Eng. Tape Ex. veal Team kav.osc CX5/CTD
HTCTF y— 2
Legats Asst. ech. Ag/Equil boc - SC nizaGard/CyD
Evid. Purchass Fhone Toll Re lech Resp Linil IOFCICIO
InfiCW Info LICO - Group | For. Lang Asst. il
Lab. Diy. Exan PCO - Group || Non FBI Lab E3 Fusion Centers

F. Conviction

[l Federal [ JLocal

Cenvictlon Date:

A. Complaint / Informatlen{ Indlctment

[ZFederal  [Jlocat [ Jintemational
Complaint Date: 02/29/2012

Check if Civit Rico Complaint £]

} JInternational

Subject Description Code

- (_________)l

Information Date: For 6F, G, H-Includa Agency Code

J. Civil Rico Matters Date:
Also complete “Section G”

Other Civil Matters Date:

Judiclal Outeome________ ____ ____*X
Amount $
Suspension: Years

Judgment ____,

Months

Indictment Dates E_]Felony or [Cmisdemeanor
1 Plea ar 1 Trial
B, Locate { Arrest State: Judicial District:

Federal [ Jinternational

[ Local

G. U.B. Code Viclatlen

K. Administrative Sanction Date:

Subject Description Code — *

Type: Length:

g Suspension DPermanen!
Debarment or
Injunction Year Maonths

L.Asset Seizure Date:
Asset Forfeiture Date:
CATS # Mandatary
Circle below one of the three asset forfeiture:

Admin, Chil Judicial, or Cslminal
Do not indicate § value in Seclion D

M. Acquittalf Dismissall Pretrial Diversion

{Circle cne) Date:

Subject Pricrily: E]A E 8 [Kc Recuired for seclions A, B, F and J
Lacate Date: (Federat Only)
Arrest Date: 3 f al 2 Titls Section # Counts
; . 18 1343 1
] Subject Resisted Arrest
[ subject Arrested was Armed 18 1344 1
C. Summons Date:
] Federal [ Local
D. Recevery / Restitution { PELP X
[7lFederat  [JLocal  [international H. Sentence Date:
Recovery Date: Serlence Type: . s .
L ]
Code v Amount § In Jaii: Years. Maonths,
Code®*____ . Amount $
o Suspended: Years Menths,
Restitution Date:
Flcoun Ordered [TIpretiiat Diversion Probation:  Years Months
Code * v Amount $ Fines: $

PELP Date: 02/29/2012
Code*_24 , amount $.130,000,008

1. Bisruption/Dismantlement: v

M. Drug Seizures v~ Date:

Drug Code *
Weight
FDIN
Da not indicate § in Section D

Code ?

€. Hostages(s) Rel d Date:

Disruption Date:

Released by:) |Terroristf™ | Other
E] E] Dismantiement Date:

Number of Hoslages:

Completion of FD-515a Sida 2 Mandatory

0. Child Victim Information
Child located f identified Date:

El].iving D Deceased

P, Subject Information - Requlred for all blocks excluding hlock O {Recovery/PELP), blocks E, I,Land N

| Nams Race® | Sex | Date of Birth

I Social Security No. {if available)

For Indigimants/Conviclions only:

D Subject related 1o an LOH, Asian Organized Crime (ACC), ltalian Organzed Snme (IGC), R E: E Canbboan, or Nig Qg
Cemplota FD-8152, Swle 1 Blocks A-E mandatory, F-H as apprapriate.

Complele FD-515a, Side 1 Blocks A-C onty,

d Crimne Group -

Sublect ralated 1o an OG0 organizatlon, a VCMO Program Mationa! Gang Sirategy targel group, or @ VEMO Program Natianal Pdonty Initabive Larget group «

% Additional infermalion may be added by attaching another form or a plain sheet of paper for additional entries.
= Seo codes on reverse side,

Serial No. of FD-515

Rl )

¥ Requires that an explanation be atlached and loaded into ISRAA for recovery over $1 m and PELP over $5 m, disrupfion, dismantlement, and drug selzures.
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03/08/2012

Case Number: 28BA-PG-79713
Serial No.: 30

Does Accomplishment Involve
DIUGS « = o a o o = s o'« & & 5
A Fugitive. . . . . . « o+ .1
Bankruptcy Fraud., . . . . . . =
Computer Fraud/Abuse. . . . . :
Corruption of Public Officials:
Money Laundering. . . . . . . =

.
= E < ZE < E

083/08/12
kkkkkkkkakkddd COMPLAINT #wwwkkdkkkkkdkkd
—SENSHTEYE-/ UNCLASSIFIED
Stat Agent Hames: Report Date: 0370872012
Stat Agent SOC. 3 Accom Date.: 02/29/2012
Assisting Agents SOC Subject Name

j
| RA Squad Task Force
| SRR GERREAG G RRRE R
i HQ 16 HTCTF

Sub, Invest. Asst by Other FOs:

Investigative Assistance

or Technique Used

FINAN ANALYST]
R IRCRAFT ASST
COMPUTER ASST
CONSEN MONITR
ELSUR/FISC
ELSUR/ITT

ENG FIELD SUP
ENG TAPE EXAM]
| EGATS ASST.
EVIDNCE PURCH|
INECRMANT/CH

LAB DIV EXAHﬂ

LAB FIELD SU
PEN REGISTER
PHOTC COVERG
POLYGRAPH
|SRCH WAR EXEC
SHOW MONEY
S0G ASST
SWAT TEAM
TECH AG/EQUIR
TEL TOLL RECY
UCC-GROUP I
UCO-GROUP TI

- ———————

Complaint is for Federal/Local/Internaticnal
Civil Rico Complaint (Y/N)....

UCO ~ NAT BAC
NCAVLC/VI-CAP
CRIM/NS INTEL

ICT-WITN COOR
0 WANTED FLYR

CRIS MNEG-FED ART

CRIS NEG-LCC SSET FORF PRO
ERT ASST ORF SUPPORT P
UTTE OSC FOS/CTD

AV OSC S/CTD

oC sC NFRAGARD/CYD
T. MON-NRCSC FE/CID

OR LANG ASST PP

ON FBI LAB EX USION CENTERS

(F/L/1Y... o F
sibssRakssasse B
United States Code Violation
Title Section Counts
18 1343 1
18 1344 1

“SENSTTIVE—Y UNCLASSIFIED

1 = Used, but did not help
2 = Helped, Minimally

3 = Helped, Substantially
4 = Absolutely Essential

u

12:43:12
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03/08/2012

Case Number: 2BBA-PG-79713
Sertal No.: 30

FhFkh kR kbl ADPDEST R R e etk o e ek

“SENSITIVEY UNCLASSIFIED

Stat Agent Name:
Stat Agent $OC.:

Does Accomplishment Involve
Drugs . . . . . T |
A Fugitive. . . . . . . . . .2
Bankruptcy Fraud. . . . . . . ¢
Computer Fraud/Abuse, . . . . :
Corruption of Public Officials:
Money Laundering.

-

= = ==

L

Assisting Agents SCC

03/08/1%2

Report Date: 03/08/2012
Accom Date.: 03/02/2012

Subject Name

RA Squad Task Farce

HQ 16

12:44:25

bé
b7C
L7E

Sub. Invest. Asst by Other FOs: 1 = Used, but did not hetp
2 = Helped, Minimally
Investigative Assistance or Technigue Used 3 = Helped, Substantiaily
------------------------------------------ 4 = Absolutely Essential
FINAN ANALYST] AB FIELD SUH CO - NAT BACK FICT-WITH COOR
P IRCRAFT ASST] EN REGISTERS CAVC/VI-CA? O WANTED FLYR
COMPUTER AS§T HOTO COVERGH RIM/NS INTEL BARS
CONSEN MONITH OLYGRAPH RIS NEG-FED CART
ELSUR/F1SC RCH WAR EXE( RIS NEG-LQC RSSET FORF PRO
ELSUR/111 HOW MONEY RT ASST FORF SUPPORT P
ENG FIELD SUR 0G ASST UTTE OSC FFOS/CTD
ENG TAPE EXAM WAT TEAM AV 0SC CX8/CTD
LEGATS ASST. ECH AG/EQUIHR OC SC [ NFRAGARD/CYD
EVIDNCE PURCH EL TOLL RECY FT. MON-NRCSC DFC/CID
IHNFORMANT /CW CO-GROUP I FOR LANG ASST PPP
LAR DIV EXAM CO-GROUP 11 NOM FEI LAB EN FUSION CENTERS
Arrest is for Federal, Local, or International (F/L/I).. = F
Arrest Subject Priority (A/B/C).eriuicrvvcvavnnronernnnes -
bid Subject Resist (Y/N)..... R R S R R : N

Was Subject Armed (Y/N)...... wes : N




. Page 1 03708712 12:46:46
24
9370872012 Fhkkkkkkkkktkk DELP *Rkkkikikkhiokikk
RN TFRE—S UNCEASSIFIED
Case Number: 288A-PG-79713 Stat Agent Name: Report Date: 03/08/2012 b6
Serial No.: 30 Stat Agent S0C.: Accom Date.: 02/29/2012 b7C
b7E
Does Accomplishment involve Assisting Agents SOC Subject Name
DFugs . . . . . . . wow s o oM |
A Fugitive. . . . . R |
Bankruptcy Fraud. ., . . . . . : N |
Computer Fraud/Abuse, . . . . ¢ Y | RA  Squad Task Force
Corruption of Public Officials: N | SRS meemEE  RERMESame
Money Laundering. . . . . . . : N | HE 16 HTCTF

UCO-GROUP 11

NON FEI LAB EX

FUSION CENTERS

Sub. Invest. Asst by Other FOs: 1 = Used, but did not help
2 = Helped, Minimally

Investigative Assistance or Technique Used 3 = Helped, Substantially
------------------------------------------ 4 = Absolutely Essential

FINAN AMALYST LAB FIELD SUP CD - NAT BACK MICT-WITN COOR

IATRCRAFT ASST PEN REGISTERS CAVC/VI-CAP 1O WANTED FLYR

COMRUTER ASST PHOTO COVERGE RIM/NS INTEL EARS

CONSEN MONITR POLYGRAPH RIS NEG-FED CART

ELSUR/FISC SRCH WAR EXEC| RIS HEG-LOC ASSET FORF PRO

ELSUR/ITI SROW MONEY RT ASST FORF SUPPORT P

ENG FIELD sUP| SOG ASST UTTE 0OSC TFOS/CTD

ENG TAPE EXAM SWAT TEAM AV 03C CXS/CTD

LEGATS ASST. TECH AG/EQUIP] PCC SC INFRAGARD/CYD

EVIDNCE PURCH TEL TOLL RECY FT. MON-HRCSC OFC/CID

TNFORMANT /CW UCO-GROUP I FOR LANG ASST PPP

| LAB DIV EXAHﬂ

| Potential Economic Loss Prevented

PELP is for Federal, Local, or International (F/L/I).......: F
CODE AMOUNT CODDE AMOUNT
24 $ 130000000 %

FEDERAL PELP- $130,000,000
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Precedence: ROUTINE _ Date: 03/13/2012
To: Pittsburgh
From: Pittsburgh

Squad 16/Cybexr
Contact: E&A

Approved By: 3\§§\YZ/ ‘. Egc
Dr.aft,ed By: Ynfi- o

Case ID t: o8An _PR-_T79713 FR=V N alakkaled

Title:l _
CITIBANK - VICTIW;
COMPUTER INTRUSION - CRIMINAL

Synopsig: TO DOCUMENT .STATS TO DATE.

Details: Several statistics have Been réalized té date for the
above captioned matter.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/07/2012

A phvaical snrveillance wad condneted in the vicinity of

During the

surveillance activity, the following observations were made at the
approximate time noted;

The following personnel participated in the surveillance:

A
A
A

A

Note: All activity occurred on March 2, 2012.

Time

o7

o7

07

07:

07:

05:15

06

10

Event
Surveillance initiated

No activity

African American male exits rear ofl

lwalks to a silver Su i ing Pennsylvania
license plate numbexr appeared to retrieve an

15

H 212

: 35

item from the vehicle, and returned to the residence.
Individual wore a light colored hooded sweat shirt with
the hood covering his head.

African American female and elementary aged girl exit the
front door of | | The individuals

walk across Collins Street and wait at the corner of
Collins and Penn Circle North.

School bus stops at the corner of Collins and Penn Circle
North and picks up the school aged girl. Female walks
back across Collins towards Station Street.

Surveillance discontinued

Investigation on 3/2/2012 a Pittsburgh, Pennsylvania

File 4 288A-PG-79713 Date dictated N/A

by i

This deeument contains neither recommendations nor conclusions of the FBL Ti is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/06/2012

On March 2, 2012, described as: Item #8
Items, further described as 1B 5, barccde E03980509, was opened at
15:34 because it was determined this item contained both financial
documents and valuable evidence. The valuable evidence was removed
from this evidentiary item. This item was resealed at 15:38. The

valuable evidence consisted of three ATM/credit cards identified
asg:

Bank of America
Fifth Third Rank
Scottrade Bank

On March 9, 2012, SA and ETC | |
repackaged the valuable evidence into new packaging for
submission to the Evidence Control Room.

Investigation on ~~ 03/09/2012 w Pittsburgh, PA

File # 288A-PG-79713 ’ Date dictated N/A

by SA

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency,
it and its contents are not to be distributed outside your agency,
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/09/2012
To: Pittsburgh

From: Pittsburgh
Squad 16/Cyber

Contact: SAl bé
b7C
Approved By: wehit— b7E

Drafted By:

Case ID #: 288a-PG-792713 {Pending)

: Title:
f CITIBANK - VICTIM;
COMPUTER INTRUSION - CRIMINAL

Synopsis: Document submission of wvaluable evidence,

Details: 5a submitted three ATM/credit cards Egc
into valuable evidence on 3/2/2012. The three items are

identified as:
N

Bank of America
Fifth Third Bank
Scotbtrade Bank

The valuable evidence wag turned over to ECT
after she witnessed SAE::::::]seal evidence.

*
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/69/2012

On March 6, 2012, a UPS envelope was received from
| | Fraud Investigator, Citi Security and Investigative b
Sexvices, 710 Riverpoint Court, West Sacramento, California. The biC
envelope beared UPS tracking number 1Z7148X70195366402 and
contained an untitled Maxell compact disc.

The original has been retained in the file. A duplicate
was made of the original, labeled duplicate original, and retained
in the file.

Investigation on 3/6/2012 st Pittsburgh, Pennsylvania
File 4 288A-PG-739713 Date dictated IN/A

be
b
Fies p7C
This document contains neither recommendations nor conclusions of the FBI. 1t is the property of the FBI and is loaned fo your agency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

FE-302 (Rev. 10-6-95}

Date of transcription 03/08/2012

| IVulcan Incorporated /
Paul G. Allen, provided via email dated February 27, 2012, signed
consent to search forms for accounts belonging to Paul Allen.
Forms were provided to include activity between December 2011 and
January 2012 for the following banks:

Bank of America
Citibank

JP Morgan Chase
Wells Fargo

The consent forms wexe burned to a compact disc and
retained in the £ile. The originating email was printed and
retained in the file.

Investigation on 2/27/2012 at Pittsburgh, Pennsylvania {email)

File # 288A-PG-79713 Date dictated N/A

by

This document contains neither recomimendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency. ‘v-‘"j
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/09/2012

b6

Vulcan Incorporated / ol

Paul G. Allen, provided via email dated March 5, 2012, signed
consent to search forms for accounts belonging to Paul Allen.
Forms were provided to include activity in February 2012 for the
following banks:

Bank of America
Citibank

JP Morgan Chase
Wells Fargo

The consent forms were burned to a compact disc and
retained in the file. The originating emall was printed and
retained in the file.

Investigation on 3/05/2012 a Pittsburgh, Pennsylvania {email)

File # 288A-PG-79713 Date dictated N/A

bé
by
— b7¢

This document contains neither recommendations notr conciusiens of the FBI. 1t is the property of the FBI and is loaned to your agency:

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/09/2012

Cn March 1, 2012 at appr?ximazggx]l8:37, a silver Sugzuki
bearing Pennsvlvania license plate was paxked in the lot

behind
Investigation on 3/1/2012 at Pittsburgh, Pennsylvania
File # 288A-PG-79712 Date dictated N/A

by

This decument ¢ontains neither recommendations nor conclusions of the FBL Tt is the property of the FBI and is loaned to your agency;
it and its contents are not 10 be distribuied outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/08/2012

Cn February 7, 2012, Detective Directorate of };’ch
Emergency Services, Civil Liaison, AWOL Apprehension Division, Fort
Polk Louisiana p i rm 553. The form provided
documentation of AWOL/Deserter status.
The fax has been retained in the file.
t
Investigation on 2/7/2012 st Pilttsburgh, Pennsylvania {via facsimile}
File # 2B8A-PG-78713 Date dictaied IN/A
b6
by | b7C

This document contains neither recommendations nor conclusions of the FBI It is the property of the FB! and is loaned to your agency,

it and its contents are not to be distributed outside your agency.
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/09/2012
To: Pittsburgh

From: Pittsburgh

Squad 16/Cyber
Contact: Sa b6
b7C
Approved By: 3\1?;\\1/ b7E
Drafted By: LIPS

Case ID #: 288A-PG-79713 (Pending)

Title:
CITIBANEK - VICTIM;
COMPUTER INTRUSION - CRIMINAT,

Synopsgis: To document FBI and USMS processing of

Enclosure(s): booking sheets, fingerprint cards

Details: On 3/2/2012, wag arrested and ggc
processed at the FBI buillding in Pittsburgh and by the US
Marshals Service in Pittsburgh. The related booking information
generated has been retained in the file.
+
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The following investigation was conducted by SA

|in Pittsburgh, Pennsylvania on March 12, 2012:

' H
| telephone 1'11.11751.’t365:i:‘|__I
advised that he did not know or recall having met
was shown and did not recognize a photo of
d

checked his sales records going hack_hQ_QcthEﬁ or 2011, but dl
not have any sales attributed to noted that he
interacts with numercus customers daily and often does not get
mere than a first name from them,

2898 FR-797/3 - “F
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Precedence; ROUTINE Date: 03/13/2012
To: Pittsburgh

From: Pittsburgh

Squad 16/Cybexr
Contact: SA b6
. b7C
Approved By: b\‘g\ v b7E
Drafted By:
Case ID #: 288A-PG-797132 (Pending)

Title:

~ CITIBANK - VICTIM;
COMPUTER INTRUSICON - CRIMINAL

Synopsis: To document legal processs

Ennlosnrp(g)-l

Details:

QOTHER Sealed Pursuant to Court Crder
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FEDERAL BUREAU OF INVESTIGATION

e e

Date of transcription 03/12/2012

A search was conducted utilizing the Justice Network
(JNET) , a database containing Pennsylvania Department of
Transportation driver's license records, for | bé
The following information was obtained: k7cC

Name ;

Address:

City:

State:

Zip Code:

Date of Birth:

Photc Date:

Driver License Number:
Eyve Colox:

Height:

A printout of the JNET results will be maintained in a
1-2A envelope.

Investigation on 03/12/2012 aa Pittsburgh, PA

File # 288A-PG-79713 Date dictated 03/12/2012

b6
by IOA b7C
This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency,

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/12/2012

A search was conducted utilizing the Justice Network
{JNET), a database containing Pennsylvania Department of
Transportation driver's license records, for
The following information was obtained:

b6
Name: b7C

Address:
City:
State:
Zip Code:

Date of Birth:
Photo Date: ‘fﬂ\
Driver License Number: k

Eye Color:
Height:

A printout of the JNET results will be maintained in a
1-A envelope.

S uvalts/1 [ /0720507303,

Investigation on 03/12/2012 aa Pittsburgh, PA

File # 288A-PG-78713 Date dictated 03/12/2012

bé ,
by ICA) B7C

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FRBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAIU OF INVESTIGATION

Date of transcription

03/12/2012

A search was conducted utilizing the Justice Network
(INET}, a database containing Pennsylvania Department of

Transportation driver's license records, for
following information was cbtained:

Name :
Address:
City:
State:
Zip Code:

Date of Birth:

Photo Date:

Driver License Number:

Eye Color:
Height:

The

A printout of the JNET results will be maintained in a

1-A envelope.

03/12/2012 at

Investigation on

Pittsburgh, PA

File ¥ 288A-PG-79713

Date diclated

by ICA

03/12/2012

This document contains neither recommendations nor conclusions of the FBL

it and its contents are not to be distributed outside your agency.

It is the property of the FBI and is loaned to your agency;
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The following results were returned:

cd

FEDERAL BUREAU OF INVESTIGATION

03/12/2012

Date of transcription

A query of the National Crime Information Center (NCIC)

Social Security Number be

Name :

Address:

City:

State:

Postal Code:

Sex:

Date of Birxth:
Height:

SSAN:

Eyes:

Criminal History:
Registered Weapons:

Registered Vehicles

envelope,

Make:
Year:

Make:
Year:
Tag:

b7c

Regsults of the NCIC check will be maintained in a 1-A

Tnvestigation on 03/12/2012 a Pittsburgh, PA

File # 288A-PG-79713 Date dictated 03/12/2012

by IO o
N :

This document contains neither recommendations nor conclusions of the FBL It is the properiy of the FBI and is loaned to your agency;

0924509, 302

bé
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it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription

03/12/20312

A query of the National Crime Information Center (NCIC}

was conducted for|

205-40-0189.

|Social Security Number

Name:

Address;

City:

State;

Postal Code:

Sex:

Date of Birth:
Height:

S38AN:

Eves:

Criminal History:
Registered Weapons:

Registered Vehicles

envelope.

Make:
Year:
Tag:

The following results were returned:

Regults of the NCIC check will be maintained in a 1-A

Investigation on

03/12/2012 a Pittsburgh, PA

File # 28BA-PG-79713

Date dictated 03/12/2012

by I0A

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency,
it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription

03/15/2012

A search was conducted of the Allegheny County Property
Assegsment databage for informatrion onl ] bé

| b7C

1he rollowlng inrormatlon was obtained:

Address:
63 oy
State:
Zip Code:
Owner:

Municipality:

Use Code:

Address:
Chickyrs
State:
Zip Code:
Qwner:

Municipality:

Use Code:

Printouts of the Allegheny County property records will
be maintained in a 1-A envelope.

03/15/2012 at

Investigation on

Pittsburgh, PA

File # 288A-PG-79713

Date dictated 03/15/2012

by IOA

bé
b7C

'_I‘his document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency,
it and its contents are not to be distributed outside your agency.

2990 T8 1971 A 877




FD-302 (Rev. 10-6-95)

2

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/12/2012

A query of the National Crime Information Center {(NCIC)

was conducted for|

| social Security Number

envelope.

Name :

Address:

City:

State:

Postal Code:
Sex:

Date of Birth;
Height:

SSAN:

Eyes:

Criminal History:

Registered Weapons:
Gun License Issued:

Gun Permit Number:

Gun Permit Expiration:

The following results were returned:

Results of the NCIC check will be maintained in a 1-24

Investigation on

03/12/2012 a Pittsburgh, PA

Date dictated 03/12/2012

File # 28BA-PG-792713

by

I0A

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency,
it and its contents are not to be distributed outside vour agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/19/2012

Voice mail on mobile telephone number | | was
accessed and recorded. There were eight voice mail messages in the
mailbox which were recorded along with the date time stamp and
originating number. The following is a transcript created of the
recorded messages:

1) Message from | |
Sent: Thursday, February 23 at 9:12 AM

*This message is for[:::::::] This i#:::::]calling from
Scottrade. I've got notification that you've got your account

cpened up online so I just wanted to welcome you to Scottrade and
see 1f you had any questions about our web site, our, uh products
or services. Also wanted to invite you into the branch I'd be able
to go over the website with vou and answer any guestions you do

e to give me a ack in the branch. My number is
Again this is[fffi:ﬁcalling from Scottrade. Thanks

and have a great day."
<End of Messages>

2) Mesgage from
Sent: Friday, February 24 at 3:18 PM

“Hi[:::::::] This is | calling from Scottrade here in
Pittsburgh. It is Friday, February the 24th at 3:17. I saw that you
opened up another bank account, the interest checking today. ah,
wanted, ah to find out if you had any questions regarding that
account and if you got the other one, uh situated. o)
give me a call back at your earliest convenience ati |
Thank you and have a great day."
<End of Message>

3) Message from
Sent: Thursday, March 1 at 3:03 PM

"Hello. This message is for My name is from
HSBC Bank and this is regarding the application online. Please
return the call at| land we're open Mondays through
Fridays 8Am to 5PM eastern time. Thank you, good bye."

<End of Message:>

Investigation on 3/19/2012 at Pittsburgh, Pennsylvania

File # Z288A-PGE-79713 Date dictated N/A
by
This document contains neither recommendations nor conclusions of the FBI, It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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28BA-PG-79713

Continuation of FD-302 of ,on 3/19/2012 , Page 2

4) Message from[::::]

Sent: Thursday, March 1 at 3:34 PM

"Hello. This message is foro My name is from
HSBC Bank and this is regarding the application online. Please
return the call atl and we're open Mondays through
Fridays 8AM tc 5PM eastern ctime. Thank you, good bye."

<End of Message>

5) Message from
Sent: Monday, March 5 at 5:31 PM

"Good afterncon. This message is for| | This is [::::]
with Fidelity Investments in the Pittsburgh office. I was
ollowing up with a recent conversation you had with one of my
colleagues that you were looking to do some business with Fidelity
and add some money to the accounts that you opened up and go over
some different investment options on those portfollos If you could

please return my call at your earli ce. It's | |
| Adain. that's with FideIity

Thank you sc much and I will look

forward to speaking with you shortly. Thank you. Bye."
<End of Message>

6) Message from | |
Sent: Tuesday, March 6 at 5:05 PM

"Good afternoon[:::::::] My name isl I'm an

investment consultant at i in downtown Pittsburgh.
please give me a call at i iThank you so much

I look forward to your call.T
<End of Messages

7) Message from
Sent: Thursday, March 8 at 5:06 PM

"Hi. This message is for This isq::::::LmiLh_Clr
Bank. If you could pleagse give us a call back at

Again our number is | Thank you."
<End of Messages»

8) Message from k_
Sent: Thursday, Mazrch B at 6:59 PM

bé
b7C

bé
b7C
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288A-PG-78713

Continuation of FD-302 of

,0n 3/19/2012 JPage  _3

"Hi. This message is for |

| My name is| | T'm b6

calling from the East Side Neighborhood Employment Centex just B
calling you to see if you were, um, interested in the Microsoft
basic class that we'll be having coming on Tuesday, March 13, It

at

register. Thank you.”
<End of Message:

will be in East Liberty at the Carnegie Library and it will start

please give us a call back at
You can call us back so you can

The recording of messages was burned to a compact disc

and retained in the file.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/18/2012

be
b7C

bb
b7C

| obtained a Safelink/Tracphone phone for | |
sometime in Octoher or Nnvember of 2011, The phone had the number
often complained td | that
strange numbers were always calling the phone and she refused to
answer. The phone was never known to be lost or stolen,
did not believe her mother had voice mail capability let alone know
how to use it. The phone reported eight voice mail messages on
it's display. |attempted and successfully accessed the
voice mail with a personal identification number known to her.

A consent to search computers form was executed
voluntarily for an LG320G phone, serial number 107CQEA927836, IMEI
125760 8362 with SIM card 89014103254487073852 that was in
possesgion. The consent included access to veoice mail b6
stored by Tracphone. The consent form was signed byl | Bitsd

The phone was taken into evidence and a receipt for
property was completed and a copy provided to

The original consent to search and receipt for property
received forms have been retained in the file.

Investigation on 3/16/2012 at Plttsburgh, Pennsylvania

File # 288A~PG-78713 Date dictated 3/19/2012

bE

by b7C

This document contains neither recommendations nor conclusions of the F8L If is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed cutside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/22/2012

Vulcan Incorxrporated /
Paul G. ATIen, provided via emall dated March 16, 2012, signed
consent to search formg for accountes belonging to Paul Allen. The
forms were signed b authorized representative
for Paul G, Allen. orms were provided to include activity from
December 2011 through February 2012 foxr the following banks:

BNY Mellon
UBS

The congent forms and the originating email were printed
and retained in the file.

?\"A{y

Investigation on 3/16/2012 a Pilttsburgh, Pennsylvania {email)

File § 288A-PG-79713 Date dictated N/A

by _|

- . . - . . . o
This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;
it and its contents are nof to be distributed outside your agency.
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._Enmtf;ao-zo‘i 0
quad superviser approval

[please initial}

Accompllshment Report

{Accomplishment must be reporled and logded into
ISRAA within 30 days {rom date of accomplishment)

Date Prepared 03/27/2012
Date Loaded 24 [ 12

Data Loader's inllials

: - Investigative Assistance or Technique Used
Acf:h“;ﬁtsah}ﬁ:g: ?;;L‘;es‘ Fite Number 1. Used, but did not heip 3. Helped, substantially
Drugs 288A-PG-79713 2. Helped, minimaily 4, Absolutely essential
For Sub. Invest. Assist. by other FO(s) indicale A, B, C, D for corresponding FO
A Fugiti
ugitive i
Banknsplcy Fraud El AT —Bata EO AT Rale FO AT ~Ralo SO JAT
Computer Fraud/Abuse E] Fin. Analyst Lab. Fistd Sup CO - Nat.Bac| fict-Witn Coor
:&Ommrn of Public Official |3/ Stal Acent Niame [Aircraft Asst. Pen Registers CAVC! ViCA F Wanted Fiyer
sub T:veas?:ii?ﬁﬂ Foiss I3 Compee Eleto Liver A e e
= = Consen Man. Palygraph fisis Neg.- oy ART
ua
Asst. FO{s} T p; ELSUR / FIS{ Search Warran] tisis Heg.- Loty ksset Forl Prog
A. B C. D ELSUR/T. HI Show Monoy RT Asst. b1l Support Proj
Task Force L I@ SOG Asst. ulte - OSC COSICTD
HTCTF Eng. Tape Ex Swat Team av - OSC [XSICTD
Legats Asst. Tech. AgIEQuip. ot - 5C hlraGaniCyD
|Evid, Puschas Phone Toll Rec [ech Resp Uni DECICID
InffCW info UCO - Group ! For. Lang Asst e
Lab. Div. Exag UCO - Group Il fon FBI Lab § Fusion Centers
1
A. Complaint 7 Infermatien! Indictment F. Convictlen J. Civil Rico Matters Date:
ederal ELocaI Dlnlemaﬁonal [T} Federal ELocal Binlernalional Also complete "Seclion G”
Complaint Pate: Convlctlon Date?, Other Civil Matters Date:
»
Check if Civil Rico Complaint T Subject Descriplion Code () "”dg’:‘e'; ——
JudicialQuiceme ____ . _ "X
Irformation Date: For 6F, G, H-nclude Agency Codte Amount
Indictment Date: 03/27/2012 g?‘etony S gmmdeme&mr Suspension: Years Months
Plea or Triat
B. Locate { Arrest State: dudiciat District: K. Administrative Sanction Date:
; v .
[rederal [ Jrocal [ Jinternationai Subject Description Code
G. 1.5, Code Vinlatien Type: Length:
Subject Priority: |14 718 [T]C Required for sections A, B, F and J Suspension | _|Permanent
Locate Date: (Federal Oniy) Debarment or
Arrest Date: Title Section # Counts Injunction Year, Months
g 18 1344 4
[] Subject Resisted Arrest L. Asset Sefzure Date:
Il subject Arrested was Armed Asset Forfeiture Date:
CATS # Mandatory
C. Summons Date; Circle befow ane of ke three assel forfeiturs:
E:l Federal [ Local Admin, Civil Judicial, or Criminal
D.R 7 Restitation / PELP X Do not indicate § value in Seclion D
. Recovery / Restitution
: H. Sentence Date:
[Federal  [local  [Tintemational Sanfonceyoe: " M. Acquittal/ Dismissail Pretrial Diversion
Recovery Date: . .
{Circle one} Date:
Code®______, Amount $ in Jaik: Years Manths,
Code®__» Amount §
Restitution Dat Suspended: Years hanths, N. Drug Seizures «  Date:
itution Date:
] Court Ordered [ Prelriai Diversion Roohalionr  “yeEs hagriin Drug Code * .
Code * s Amounl § Fines: $ :ch;ght Code
el DA Do not indicate § in Section D
Code®*_____ ~ Amount § I Disruption/Dismantlement: v
E. Hostages(s} Rel I Date: Dissuption Date: O. Child Victim Information
Reteased by:[_| Terrorist[ ] Other Child located { identified Date:
Dismanliemnent Date:
Number of Hostages: Livi Deceased
Complelion of FD-515a Side 2 Mandatory F e |
P. Subject Information - Required for all blocks excludlng block D (Recovery/PELP}, blocks E, L Land N
| Name | Race® | Sex | Date of Birlh | Social Secusity No. {it available)
Faor indictmanisiConvctions onky:
D Subgect refated to on LCH, Asian Organized Snme (AGC), flafisn Org Crima {[OC), Canpbaan, ar H Orgamzod Crime Group -
Complets FL-515a, 5o 1 Blotks A-E mendatory, F-H as cpproprals.
g:ﬂ;i;:m:%:ns%w?gg‘o:;gﬁam;. = VCMO Program Mationa] Gang Strategy tergel grovp, or 3 VOMO Program National Prionty Iniistve targel group -
, =08 anly.

x Addifienal information may be added by attaching another form or a plain sheet of paper for addilional entries,

« Ses codes on reverse side.

Serial N%of FQR1S

¥ Requires that an explanation be altached and toaded info ISRAA for recovery over $1 m and PELP aver $5 m, disruption, dismanflament, and drug seizures.
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Case Humber: 28BA-PG-79713
Serial Ho.: &2

Drugs .

Dees Accemplishment Involve

A Fugitive, . . . . . . .. . :
Bankruptcy Fraud, .
Computer Fraud/Abuse. . . . . :
Corruption of Public Officials:

Money Laundering

.
=E = = = =

]
=

Sub. Invest. Asst by Other FOs:

03729712 11:19:07

Fodeke e ke ok ok R R R R e INDT CTMEHT & KRRk R R KR ek ke

—aEWeTEYE—7 UNCLASSIFIED

Stat Agent Hame:
S0C.:

Stat Agent

Report Date: 03/29/2012
Accom Date.: 03/27/2012

Assisting Agents SOC

Subject Name

Investigative Assistance or Technique Used

F1NAN AMALYST
NIRCRAFT ASST
COMPUTER ASST
CONSEN MONTTR
ELSUR/F1SC
ELSUR/IT!

ENG FIELD SUP
ENG TAPE EXAM
LEGATS ASST.
EVIDNCE PURCH
I NFORMANT /CW

LAB D1V EXAM

AB FIELD SUH
EN REGISTERY
HOTOD COVERGH
OLYGRAPH
RCH WAR EXE(
HOW MONEY
0G ASST

WAT TEAM
ECH AG/EQUIR
El. TOLL RECH
CQ-GROUP 1
CO-GROUP 11

ICO - NAT BAC
NCAVC/VI-CAP
CRIM/ANS INTEL
CRIS NEG-FED
RIS NEG-LOC
ERT ASST
BUTTE OSC

AV DSC

OC SC

T. MON-NRCSC
OR LANG ASST
ON FBI LAB E

ICT-WITH COOR
O WANTED FLYR
ARS

CART

RSSET FORF PRO
FORF SUPPORT P
i FOS/CTD
CXS/CTD
[NFRAGARD/CYD
DFC/CID

PPP

FUSION CENTERS

Indictment is for Federal, Local, or International ¢F/L/I1)...: F

Form FD-515a Side 2:

Subject’s Role =

Subject’s Criminal Activity :

If NON-LCH Member or Associate (M/A):
Name of NON-LCK Criminal Group. . .

If other, Specify

U. 8. Code Violation{s)

RA Squad Task Force

= Used, but did not help
= Helped, Minimally

= Helped, Substantially
= Absclutely Essential

o =

If La Cosa Nostra (LCN) Member or Asso {M/A):

Name of LCN Organized Crime Group (OCG)
Position in LCN OCG . . . .

Name of Unjon:

Union Affiliation:
If Other, Specify:

Section

Business Influenced/Affected:
If Other, Specify. . . . . . :

Name of Company Subject Connected with:

Elected/Appointed Public Official Position:
If Other, Specify. :
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}": Level of Unfon. . . . :
1f Local, Give Number:
Position in Unien.:
If Other, Specify:
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/28/2012

On March 28, 2012, photos of an LG320GB cell phone

bearing phone number | |]and IMEI number 012576-00-
927836-2 were taken, printed, and retained in the file. The phone
belonged to bé
b7cC
Investigation on 3/28/2012 at Pittsburgh, Pennsylvania
File ¥ 288A-PG-79713 Date dictated N/A
bé
by _ b7C

This document contains neither recommendations nor conclusions of the FBL 1t is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
e,
FE8A- .13 — 63




ZREA-PGE-39713

[~

On 3/28/2012, voice mail was accessed phone number
Ithrough an outside phone number. Five new messages bé

were retrieved and comprised of the following (in order bicC
received) :

Three text messages were noted on the phone:

Date/lime From |Message

bé

3/5/2012 5:36PM The PIN entered must be 15 digits ear

long. Please try again.

3/9/2012 3:55PM SAFELINK RULES HAVE CHANGED-Use ux
phone to call someone at least once
per month & stay active.

3/15/2012 8:22PM The PIN entered must be 15 digits
long. Please try again.

28807V 19NUE e L4
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FEDERAL BUREAU OF INVESTIGATION

Date of transeription 03/29/2012

Entering Internet Protocol {(IP} address 50.73.177.145
into a web browser pulled up the web site
http://main.pghconnects.org for the organization Pittsburgh

CONNECTS. The site states that it:

", . .provides residents of Pittsburgh with free access to
computers, high-speed internet, and free training in
technology.®

The project has geveral locations including the
Bloomfield Garfield Computer Center located in the same building as
the Bloomfield-Garfield Corporation and the Eastside Neighborhood
Empiloyment Center at 5321 Penn Avenue, Pittsburgh, Pennsylvania.
The center alsco provides computer training including one entitled,
"BE-mail with Gmail," that teaches the features of Gmall including
how to make free phone calls.

Two pages of the web site was printed and retained in the
file.

Investigation on 3/22/2012 a Pittsburgh, Pennsylvania

File # 288A-PG-79713 Date dictated N/A
by
This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/28/2012

A public payphone bearing the phone number (412)566-7595
was located in the lobby of 425 Sixth Avenue, Pittsburgh,
Pennsylvania.

A photo of the phone has been retained in the file.

Investigation on 3/21/2012 a Pittsburgh, Pennsylvania

File # 288A-PG-79713 Date dictated N/A

by

This document centains neither recommendations nor conciusions of the FBL, It is the property of the FBI and is loaned 1o your agency;

it and its contents are not to be distributed outside your agency. 1?_.
senf- [6-79713 - &
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 04/03/2012

| of Family Dollar Stores, Eg
| provided the following information g
W1l
On March 22, 2012,| brovided an electronic
journal listing for a transaction made on January 15, 2012 at
8:46AM.
On April 3, 2012, provided a detailed
electronic journal listing for a transaction made on January 15,
2012 at 8:46AM.
The items were printed and retained in the file.
Investigation on 4/03/2012 a Pittsburgh, Pennsylvania {via email)
File # 288A-PG-79713 Date dictated N/A
, bé
by _| b7C

This document contains neither recommendations nor conclusions of the FBL 1t is the property of the FBI and is loaned 10 your agency;

it and its contents are not to be distributed outside your agency,
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/30/2012

[ |having a mokhi 8 bé
| |and emall address of was b7C
interviewed telephonically. After being advised of Che jty of

the interviewing agent and the nature of the interview,
provided the following information:

The log files in CSV format previously provided on March
22, 2012 via email were in Eastern Standard time.

Investigation on 3/30/2012 2 Pittsburgh, Pennsylvania {telephonically)

File ¥ 288A-PG-79713 Date dictated N/A

by bé

This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned o your ageney;
it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/28/2012

bé

| having a mobile telephone number of

|was interviewed at his place of employment, the RS

Eastside Nelghborhood Employment Center, 5321 Penn Avenue,
Pittsburgh, Pennsylvania where he was an instructoxr., After being
advised of the identity of the interviewing agents and the nature
of the intexview, provided the following information:

was shown a surveillance photo taken from the
Family DGITIar store in East Liberty. E:f;:i:frecognized the
individual in the picture as a computer lab user that he saw in the
lab approximately three times over a month ago. The user wore a
black and gray windbreaker jacket with "Army" on the front and

carried a black back pack. The user typically sat in the lab area
located behind the reception desk.

Investigaticn on 3/22/2012 a Pittsburgh, Pennsylvania

File 4 288A-PE-79713 Date dictated IN/A

by

bé
b7C

This document contains neither recommendations nor conclusions of the FBI. It is the praperty of the FRI and is loaned to your dgency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/28/2012

having a telephone numbexr of

was 1lnterviewed at McConway and Torley (MT), 10¢% 48tEh Street,

Pittsburgh, Pepngvlvania where she was employed as

Algo present during the interview was |
| After being advised of the

identity of the interviewing agents and the nature of the
| provided the following informaticn:

interview,

was _emploved at MT f£rom March 17, 2006

through September 6,
up for work.

200¢6. was terminated after not showing

Investigation on 3/22/2012

at

Pittsburgh, Pennsylvania

File # 2B8A-PE-79713

by

Date dictated N/A

This document conjains neither recommendations nor conclusions of the FBL Jt is the property of the FB1 and is logned to your agency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of {ranscription 03/28/2012

Eastside Nelghborhood
Employment Center, 5321 Penn Avenue., Piffshurgh, Pennsylvania and
having a telephone number of was interviewed at his
place of employment. After being advised of the idenii he
interviewing agents and the nature of the interview,i

provided the following information:

The Eastside Neighborhood Employment Center {ENEC) and
the Neighborhood Learning Alliance are all part of the Bloomfield-
Garfield Corporation.

The ENEC housed an Internet computer lab that was free
for anyone to use. To gain access, an individual must first £ill
out a paper application vhich was then entered by ENEC staff into a
database. The registrant would then use a lab computer to £ill out
an online application to gain a computer account. Each user is
required to have their own computer account. The computer systems
did have a legal disclosure notice. In order register or obtain an
account, no identification was required ox checked. To access the
computer lab, a user would enter the center and sign in at the
reception area. The staff was supposed to insure that all visitors
signed in, but if a staff member was busy, a person could enter
without signing. Computer access required the use a login and
password during each session.

The ENEC registration database was a work in progress.
At some point, an additional field was created to denote the date
that an application was filled out as opposed to when it was
entered into the system. The new field was manually entered for
records that existed before the field was created.

handwritten application included the following

information:
Tadavis datre. ~-712-12
Investigation on 3/22/2012 at Pittsburgh, Pennsylvania
File # 288A-PG-78713 Date dictated N/A
by ]
This document contains neither recommendations nor conclusions of the FBL. It is the property of the FBI and is loaned to your agency,

it and its contents are not to be distributed outside your agency,
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be
Continuation of FD-302 of  __ | ,0n 3/22/2012 JPage 2 b7C

The ENEC Registration database noted additional contact
information for

Handwritten sign-in sheefs were pulled by ENEC staff
members that contained entries for

A copy of a handwritten application forl
sign-in sheets and three screens from the ENEC Registration
Database were provided and have been retained in the file.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/28/2012

I |having a mo

and email address of was

interviewed at his place of employment, the Neighborhood Learning
Alliance (NILA), 5429 Penn AvenueT_Bi;Labung, Pennsylvania. Alsoc
present during the interview was After being advised of

the identitf of the interviewing agents and the nature of the

interview, provided the fellowing information:

There are multiple computer centers operated by the NLA
and each one had its own externally facing Internet Protocol (IP)
address. The IP address 50.73.177.145 was assigned to the computer
center operated at the Eastside Neighborhood Employment Center,
5321 Penn Avenue, Pittsburgh, Pennsylvania. The NLA is part of the
Bloomfield-Garfield Corpoxration. The lab consisted of center owned
computers that were on a specific internal subnet with a separate
internal subnet for users who brought their own computer to use.

An outside computer would require a pass code to access the
wireless network.

To receive a computer labk network account and password, a
user would complete an on-line application. A user account for

was located that included the following information:

A log was maintained by the system of each login with an
update entry approximately every five minutes. There were no
loggoff entries but it can be assumed that log off occurred within
five minutes of the last update entry. The logs were only

Investigation on 3/22/2012 at Pittsburgh, Pennsylvania

File #_ 288A-PGE-79713 Date dictated N/A

by

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loapgd to your agency;
it and its contents are not to be distributed outside your agency, { 5
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Continuation of FD-302 of | | .On 3/22/2032 JPage _ 2

288A-PG-78713

available going back to February 2, 2012. The time and date on the
server was accurate.

The computers in the lab ran Windows 7 Professional.
Users had a roaming profile on the network with the Internet

history deleted upon logeff. Any files saved to the profile would
be retained.

Based upon a review of the logs and the internal IP
address used,[:::%::::]utilized a lab computer at the center.

The account was created in the system on January
10, 2012 at 12:;57.

A printout of the user account information screen has
been retained in the file.

Log files, a screen capture ¢of the registration

information, and th profile for |were provided via
emalil by The files were burned to a compact disc
and retained 1n the file,

be
b7C
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FEDERAL BUREAU OF INVESTIGATION

Date of ‘transcription 04 / O 2/2 01_2_ .

-

provided a consent to search computers
form for moblile phone LG 320G serial number lO?CQEA927836, IMEI
0125576009278362, SIM card 89014103254497073852, bearing phone
numbexr The £orm providéed consent to accéss
voicemalIl Stored on the Tracphone/Safelink serxrvérs and any stored

text messages on the phone ox SIM card. | |
signed the form along with| las a

witness. The form was dated March 25, 2012.

The LG 320G phone bearing serial number LO7COEAS27836 was
returned to A receipt for property réturned was
completed. :

‘The consent to search and receipt for property have been
retained in the file. -

Investigation. on 3/28/2012  a Pittsburgh, Pennsylvania -

File # 288A-PG-79713 o _ Dite dictated N/A )

by

This doéument contains -neither recommendations nor-conclusions of the FBL It is ‘ihie property of the FBI and I lodned. to. your :agenicy;

it and. iis contents are not to be distributed- outside youb agency.
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/27/2012
To: Pittsburgh

From: Pittsburgh
Squad 16/Cubex

Contact: l be
b7C
Approved By: 00-! 9-9/-“” X
Drafted By:
Case ID #: 288A-PG-79713 (Pending)

Title: UNSUB(S);
CITIBANK- VICTIM;
COMPUTER INTRUSION - CRIMINAL

Synopsis: To request case funds to pay for parking ticket issued
to government vehicle while conducting surveillance.

Reference: 288A-PG-79713 Serial 15
Enclosure(s): FD-794 Requesting $20.00 for parking ticket issued
while conducting surveillance. Parking ticket and receipt of

payment on 02/16/2012 of $20.00 is enclosed in a 1A.

Details: On 02/08/2012, physical surveillance was conducted in

the vicinity of | ] I b

During the survelllance activite. SA| | b7cC
b7E

Upon termination of the surveillance, SA his b6

vehicle and found a parking ticket issued at 5:24 PM. FD-/94 b7c

re sting $20.00 for the parking ticket which was paid by SA

| on 02/16/2012, Receipt and the parking ticket is enclosed

1l & 1A.

+¢
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/30/2012

United States Postal Inspector| |provided
copies of documents obtained previously from American Express
Global Security. The documents provide details regarding
frandulent credit card avolications in 2010 listing an address of

and emaill address

| Incoming phone numbers for the attempts

included

The report has been retained in the file.

Investigation on 3/30/2012 a Pittsburgh, Penngylvania

File # 288A-PG-79713 Date dictated N/A
by
This document contains neither recommendations nor conclusions of the FBI. [t is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed ouiside your agency,
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FEDERAL BUREAU OF INVESTIGATION

Date of transeription 04/02/2012

b6

|American Express
b7cC

Global SeCUrity, Daving = Telephone pumber OT | |and an
email address of com provided thie rollowing
information through emazl:

On April 2, 2012, provided two spreadsheets
regarding fraudulent credit card applications associlated with

’—Thmax&lmwg%mitted in the names of[ |
and they were asscciated with

| The applications were

supmlitted in January orf Z011.

; ; ; b6
?lxe_annl1gat;ons were submitted for PAUL —
ALITEN and and thew ere associated with I

The applications were submitied

1 December Or 2010,

All of the applications listed the emad
and the phone number
The email wasg printed and the attachments were burned to
a compact digc and retained in the file.

Investigation on 4/2/2012 aa Pittsburgh, Pennsylvania

File # 288A-P3E-79713 Date dictated N/A

bE

by
- b7C

This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transeription 04/02/2012

Fraud Investigator, USAA Bank,
having a phone number of | | and an email address of

| provided the following information

Through phone and emadil:

had calledl on March 28 or 29, 2012
looking to speak with]| | regarding his account at
USAA Bapk., On Maﬁch 30, 2012, received a call back from

asking what the call was about. stated that
| |[was in Afghanistan_and didn't know when he would be back.

| | inquired whyl |phone called inte the account to which

ne replied that would need more procf than that and hung
up.

an emall was ryeceived dated April 2, 2012 containing an
attachment. The attachment was burned to a compact disc and
retained in the file.

Investigation on 3/29/2012 at Pittsburgh, Pennsylvania

File # 288A~-PG-79713 Date dictated N/A

by i

This document contains neither recommendations nor conclusions of the FBL It is the property of the FRBI and is loaned to your agency;
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03/30/2012

Fraud Investigator, Citi Security and

Investigative Services, 710 Riverpoint Court, West Sacramento,

California,_ having a phone number of |and an email

address of com provided the rollowing b6
information through email: bic

An email was received dated March 28, 2012 containing an
attachment. The attachment was printed and attached hereto.

The attachment included the following information
regarding incoming number details for calls to Citibank on accounts
of PAUL ALLEN:

note: all times listed are in central standard time.

Date Time Number
12/29/2011 |20:56-21:01 i?c
12/3¢/2011 23:30-23:45
1/9/2012 16:00-16:12
1/12/2012 14:;29-14:35
2/20/2012 21:03
2/24/2012 08:57
2/27/2012 14:57
Investigation on 3/28/2012 s Pittsburgh, Pennsylvania (email)
File # 288A-PG-79713 Date dictated N/A
¥,
This document contains neither recommendations nor conclusions of the FBL 1t is the property of the FBI and is loancd to your agency;

it and its contents are not to be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 03 /30/2012

Fraud Investigator, Citi Security and
Investigative Services, 710 Riverpoint Coprt, West Sacramento,

California i | Iand an email
address of provided the following

information through email:

An emall was received dated March 29, 2012 containing an
attachment.

The attachment provided details regarding ACH requests
from USAA FSB processed by Citibank on February 13 & 14, 2012, On
February 13, 2012, a transfer o?_ﬁlzﬂhgggigﬂ_ﬂas;processed from
Citibank account 9987653917 foxr Onn February 14,
2012, twe additional transfers were processed for $800,000.00 and
394,000.00. The total of the three transfers totaled

$1,024,000.00. The transfers were rejected because the Citibank
account was closed.

The email and attachment were printed and retained in the
file.

Investigation on 3/29/2012 at Pittsburgh, Pennsylvania

File # 288A-PG-79713 Date dictated N/A
by
This document contains neither recommendations nor concfusions of the FBL It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your ageney,
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FEDERAL BUREAU QOF INVESTIGATION

Date of transeription 04/03/2012

does not recal

working on February 92, 2012,
banks from his phone on that

mobile phone was

ay -

11 hig whereabouts or if he was
did not make phone calls to any

did receive phone calls from USAA Bank in January

or February of 2012, but did not recall when they started. The

bank called asking for BP.

whild:::]was visiting his mother's house.

mother's house. thought
not know was in Pittsburg

[:]Ihas naver been to[:::] home.

has used

mobile phone on occasion

was staying at his

was still in the military and did
until the beginning of 2012.

doesn't even like

Investigation on 4/3/2012 at Pittsburgh, Pennsylvania

File &

by

This document contains neither recommendations nor conclusions of the FBI.
it and its contents are not to be distributed outside your agency.
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 04/17/2012
Teo: Pittsburgh

From: Pittsburgh
Squad 16/Cyber

Contact: "SA b6
b7c
Approved By: *-” ﬁl [Z- b7E
Drafted By: Uy
Case ID #: 288A-PG-79713 (Pending)

Title:

TITIBANR - VICTINM;
COMPUTER INTRUSION - CRIMINAL

Synopsis: PELP Information

- ' mation cobtained
and information available from Citibank,
UBS5, and BNY Mellon, | |had gained access to accounts valued
at over $262,000,000 belonging to Paul Allen. This includes
account numbers and phone and/or Internet access to the accounts.
OTHER Sealed Pursuant te Court Order
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (05/01/2012
To: Pittsburgh
From: Pittsburgh

Squad 6
Contacts: VS

Approved By:

Drafted By:

Case ID #: | [(PEnding)
288A-PG-79713 (Pending)

Title: VICTIM NOTIFICATION FORM
Synopsis: Citibank - Victim.
Reference: 288A-PG-79713 Serial 1
Details:

VnsCase#: 288A-PG-79713
CAgtName: |

PContact: Business
BusName : Citibank
BusEIN : 000000000
BusAcct
VicFirN :
VicMidN :
VicLastN:
SSAN a
VicDate : 20120130
VicDOD

VicMinor:

DOR

Race

Sex

Addr :

AddAx2 s

City s

State

Country :

Zip :

Email

HPhone

Fax
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b7C
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Re:

To: Pi ttsburghel-gm: Pittsburgh ' .

05/01/2012

VWrkaddr:
Vwrkadd?2 :
VWrkCity:
VWrkst
VWrkCtry:
VWrkzZip
WEmail
WPhone
WFax
VicPager:
NOKFirN
NOKM1dAN
NOKLastN:
NOKRel
NORAAdr -
NORKAddr?2 :
NOKCity -
NOKState:
NOKCtry :
NOKZip
NOKHEmal :
NOEKWEmal :
NOKHPho
NOKWPho
NOKHFax
NOKWFax :
NOKPager:
GrdFirN
GrdMidN
GrdLastN:
GrdRel
GrdAaddr
Grdaddr2:
GrdCity :
Grdstate:
GrdCtry
GrdZip :
GrdHEmal :
GrdWEmal :
GrdHEPho
GrdwPho :
GrdHFax :
GrdwWwFax :
GrdPager:
PropRet
TotLoss
Lang.
Disable
L 2

Citi Security & Investigative Services
710 Riverpoint Court

West Sacramento

CA

Us

95691
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/01/2012
To: Pittsburgh
From: Pittsburgh

Squad 6
Contact: VSI

Approved By:

Drafted By:

Case ID #: (PERAING)
4OBATPGR /T /LS . {Pending)

Title: VICTIM NOTIFICATION FORM
Synopsis: Paul G. Allen - Victim.
Reference: 288A-PG-79713 Serial 1
Details:

UnsCase#: 288A-PG-739713
CagtName: |
PContact: Person
BusName

BusEIN

BusAcct
VicFirN : Paul
ViceMidN : G.
VicLastN: Allen
SSAN -
Vichate : 20120130
VichOD

VicMinor: N

DOR :

Race ¢ U

Sex : M

Addr

Addxr2

City

State

Country

Zip

Email :

HPhone :

Fax
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To: Pittshurah
Re:

Pittsburgh .

05/01/2012

VWwrkaddr: c/o

VWrkadd2: Vulcan, Inc.,

VWrkCity: Seattle
VWrkSt : WA
VWrkCtry: US
VWrkZip : 98104
WEmail

WPhone {

WFax
VicPager:
NOKFirN :
NORKMidN :
NOKLastN:
NOXRel
NOKAddr :
NOKAGAr?2:
NOKCity :
NOXKState:
NOKCtxry
NOXZip
NOKHEmal :
NOKWEmal :
NOKHPho
NOKWPho :
NOKHFax :
NOKWFax :
NOKPager:
GrdFixrN
GrdMidN
GrdLastN:
GrdRel
GrdAddr :
GrdAddr?:
GrdCity :
GrdState:
GrdCtry :
GrdZip :
GrdHEmal :
GrawWEmal :
GrdHPho :
GrdWwPho
GrdHFax
GrdwWFax
GrdPager:
PropRet : Y
TotLoss : 000000000
Lang.
Disable
*"

505 Fifth Avenue S, Suite 9

00
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UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/01/2012
To: Pittsburgh

From: Pittsburgh

Squad 16/Cybexr

Contact: SAT Egc
Approved By: |9\'L\\’t/ b7E
Drafted By: T“h}
Case ID #: 288A-PG-79713 (Pending)
Title:

CITIBANK - VICTIM;
COMPUTER INTRUSLON - CRIMINAL

Synopsis: Communication with Army Judge Advocate.

Enclosure(s): Fax from Capt.

rngtails;_]On 4/24/2012, writer received a fax from Capt.[:::::::::] iﬁc

Office of the Staff Judge Advocate, Fort Polk, LA
requesting additi information on Writer
contacted Capt. to answer guestions 1lncluding when

[fif:ifrested, where he was held, and when I was notified that

was wanted by the Army.

Writer contacted A/CDC prior to the
discussion with Capt. to insure there were no issues
discussing the aforementioned information.
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| o 04/24/2012 @7:42 3375319420 (=13 PAGE

- OFFICE OF THE
STAFF JUDGE ADVOCATE
7090 Alabama Avenue
Bldg 1454
Fort Polk, LA 71459

FROM: £P] | TELEPHONE # |FAX: _

a1/82

1O: Fol-Pittbwy  TELEPHONE # — FAX: |

DATE: _QU AP 000 4 OF PAGES:  O\(Including Cover Sheet)

At LA
Rogest Lo Thfomebion
Re,

ATTENTION: Do not process, storc or transmit clagsified information on non-secure telecommunications sysiems. Official
DoD retecommunications systems, including facsimile machines, are subject to monitoring for telecommunications security
purpoaes at alt fimes. Use of DoD) telecommunications systems constitutes consent to telecommunications monitoring.

CONFIDENTIALITY NOTICE
This facsimile transmission and all documents which accompany it contain jnformation from the U.S. Army intended for the
exclusive use of the addressee. This message may cantain information tat is privileged, confidential, or otherwise exempt from
disclosure under applicable law. If you axe not the addressee, ity employes, or an agent responsible for delivering this messege,
you should reftain from examiningthis message; and any disclosure, distribution, copying ot other use is prohibited, If you have
received thls message erroneously, please call 1o arrange for its destruction of tetam.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 05/01/2012

The following are transcripts made from recordings
provided earlier by Citibank on an untitled Maxell compact disc:

note: C and C2 denotes Citibank customer service representatives
and $ denotes subject. U/I denotes Unintelligible. Ph denotes
Phonetic

895747801L.wav

note: call on February 20, 2012 21:01:03

(i Welcome to Citibank, wmy name is (U/I), and how may I help
you? . :

S: Hello?

G Yes sir?

S; Yes, I want to check my account balance.

C: Sure I‘ll be more than happy to check the balance for

you, may I please have your account number or your debit caxd
number?

S: 99592604560

2 Excellent, thank you very much. Could you please verify

your first and last name?

S Paul Allen.

Chis Thank you. Ok, and Mr. Allen, do you share this account

with anyone else?

S: No.

G Ck, and may I alsc have the last four digits of your

Social Security Number please?

S:

Investigation on

File # 288BA-PG-79713

2/27/2012 a Pittsburgh, Pennsylvania

Date dictated N/A

bo
by | \\4b7c
This document contains neither recommendations nor conclusions of the FBL It is the property of the FBI and is loaned to your agency. /
it and ils contents are not to be distributed outside your agency. t'q‘\
133602 .30) IR - B
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Continuation of FD-302 of

,O0n 2/27/2012 . Page 2

C:
Mzx .
account

S:

5:
uh, my

C:
that
numbers

Fantastic, thank you very much for that information. Ok,
Allen, the total availlable balance in your checking
ending with is 587,150.96.

Ok, I need, I need, I want my savings account balance.
Savings account balance?
Yeah,

Ok, just give me a minute. O©k, well, Mr. Allen T _do see
you have two savings accounts one is ending with the
is ending with

and I also have another one ending with

so you want to know the balance on right?

You can give me all three cause I'm tryin to keep track
uh, expenses.

0Ok. Please make a note of all three account information,

Yeah, I know. Could you, could you,_uh, alright, just,
account balance on, uh, account, uh,

Yeah sure, just give me a minute. Let me, let me see
information. 0Ok, soc Mr. allen I will just read the
please make a note of it,

Ck.

The total and available balance in your savings account
with is $50012406.26.

Ok.
Ok.
Uh could you give me the, uh..

and..

bé
b7C
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Continuation of FD-302 of

,On 2/27/2012 . Page 3

S:
Cause I'm

Uh, could you give me the whole account number too?
trying to keep track.

Ok, you require the entire full account number?
Yes, cause I'm tryin to keep track of all my expenses.

Ok, ok, please make a note of your savings account

Yeah that isg

Oh

Let me repeat that.

Ok, go ahead.

Mmm hmm...

Ok.

That’s correct.
Thank you, if you give me the next balance please?

Yes, now the total and available balance in your savings
account ending with is 50025088.22.

Ok, and what’s that account number?

Uh huh..

=1
b7cC
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r t» 0 W0

S

LB
account

S:

C:

Ul huh

So it’'s

That'’s correct sir.
Ok. And what..you give me the next one.

Ok. And the total available balance in your savings
ending with is $69587423 and 19 cents.

Ck, what’'s that..

2And the account number id

2]

Q n O

n

C That

S

C:

S
I can
cexXpenses.

64

That is correct.

Ok, so its

is correct sir.
Ok. Alright.
(U/1)

Ok, I'm just making (U/I).yeah that’s 1it, cause this way
keep better of all.l can keep better track of all my

Yeah, that 1is correct.

bb
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St I’'1l be making another deposit soon, so..
C: Ok, {U/1).
S: Alxright. {(U/I)
8- {U/I) did I answer all your questions today Mr. Allen?
S Yes, yes you did. You've been a very good help. That’‘s,
that’s all I needed.
C: Well thank you very much for calling Citibank, we
appreciate your {U/I) business. (U/I)
Sz Ok, alright thank you.
2 Thank you very much.
Call ends.

903336494 .wav

note:

C:

o L 0 W o m

call on February 24, 2012 08:57:37

Welcome to Citibank, my name is (U/I), may I have your name
please?

Paul Allen.

Hello, hi, how are you today?

Ok.

Let's make your day better. BHow may I help you?
Yes, I wanna check my uh account balance.

Well sure I will definitely assist you with that. May I have
the account number or the card number please?

Thank you. Let's go ahead and access your account. May I
have your name as it appears on the account?
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S B: 1 Allen,

Cs fggnk you and do you share this account with anyone else?

S: No.

C: Thank you. May I know the security word which could be your
mother's maiden name?

S: My what?

s The security word which could be your mother's maiden name.

S: My my mother's maiden name?

Ci Uh huh.

S: Hello {U/I) hello?

C: Yes sir, that's the question. That's right.

S: Oh, Fay (ph}, Fay (ph).

C: Thank you. May I have your date of birth please?

S: January 21st, 1953,

s Perfect, thank you so wuch for the verification. Your
checking account that ends with 60 currently has total and
available balance in the amount of (U/I) {pause)}. Oh, pardon me
while I see, Mr. Allen, this particular account is a private
bank account so I need to transfer you to the private bank
team.

S: No, I wanted to..I wanted to uh my uh balance on my uh savings
account ending with[:]that's gt b6

b7¢

C: Right, sure. But this is a private bank account so, for a
private bank, I do not have much access., I can only identify
vou for the account, so what I will do is I'1ll guickly
transfer you to the private bank team and they will be able to
provide you all the information. Ok?

S: What, what's the number to the uh direct?
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24 Sure, the direct number for private bank would be 888-
S: Uh huh.
€ 248
S: 248
(e 4465
S: 446...44657
s Yes, that's right.
S: Let me write this down..4465. Ok. Um, ok, would, would I be

able to c¢all them back?

s Yes, defiinitely if you want I can just transfer you over to
them right away.

S: I could, no, it's better.I could just call them s0..I'1l1l just
call them tomorrow somefime so that's no problem.

C: 0k, sure I'll repeat the number in that case 888-248-4465.
S Ck. Alright, thank vou.

s You're welcome, sir. Any other questions or concern that you
may have?

S Um, no.

4 Sure, thank you for calling Citibank, your business is
appreciated, have a wonderful day.

S: Ok, thank you,
(O Goodbye,

Call ends

905278183 .wav

note: call on February 27, 2012 14:57:32
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97 Welcome to Citibank, my name is (ph}, how may I help
you today?
S: Yes, I have a question. I had made, uh, two small um trial

x W O W

@]

o u 0 W

deposits in my savings account and it was less than a dellaxr
and I wanted to know what is that amocunt and I wanted to know
would I, would I be able to uh get the uh the amount of how
much was deposited intoc wmy account?

Certainly I'll help you with that information. Now obviously
I need to retrieve your account so if you can help me with the
account number or the card number.

My card number?

Either one.

Let me get my, uvh, alright. Um, I don't, ok

Thank you very much gir, let me pull up the account and help
you with this, ok? (Pause) Alright, may I have your name as it
appears on your account?

Paul Allen,

Thank you very much and do you share this account with anyone
else?

No.
And your date of birth?
January 21, 1953.

Thank you very much, you have been fully identified on this
account, and uh, let me take a look at the account and uh
you're talking about..

It was my account ending with uh

Yes, uh, I can pull up that account. I'll pull up that

bt
b7C
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account, ok?

S: Qk.

bé
b7C

C: Alright I just pulled up the account ending with and uh,
how may I help you on this account? You said that you wanted
to know certain deposit sum into your account right?

5% Yeah, yeah. I had made two uh trial deposits less than a
dollar.
O Mmm hmm. So you want to know the details of the two trial

deposits right?
S: Yes.

5 Certainly, I'll be more than glad to assist you with that and
uh, since I pulied up your account I see that you have a
private bank account right?

S Yes.

4 So let me just get you connected to the private bank unit
{U/1}...

S: I been, I been, see, I been transferred like four or five

times. I been waitin on the line all day.

e Oh I'm really.l do apologize about this inconvenience but at
this point in time let me assure you that I'1ll get you
connected to the right department and I'll stay connected on
the other line {(U/I) ok?

8; What's, what's, what's the uh, what's the direct number so I
can next time I call I can just call straight there,.

o Oh definitely, I'll give you that information. Do you have a
pen and a paper?

S: Yes, yes, I have a pen and paper I'm ready.

C: Qk, the number is 1-888-

= 1-888-
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C
5
B
S
c
S

@]

248

248

4465

Uh, 44.you said 44657
That's correct.

Ok, alright. I just, I just hate, you know, I, T been waitin
on the phone all day and I just want two simple, you know?

I do apologize for this inconvenience...

And I been transferred like four times that's, that's not
fair, you know? Especially that I want something like that
simple, you know? I shouldn't have to be getting transferred
like three four times, vou know? Then I waited on line for
like for like, like, like ten fifteen minutes..

(G/I) I'11 get you connected and I'll make sure that you get
this information at this point in time ok?

Ok,

Please stay connected and once again I do apologize for this
inceonvenience. But next time vou can just dial that direct
number {(U/I}.

Yeah, I'il just dial that direct number next time. It's
just.I, I that’'s just not fair. I just don't understand that,
you know? Especially when you want something so small.

(U/I} people pull up the account (U/I} this is a private uh
bank account that's the reason.

Yeah, yeah, I know that, but it shouldn't be a hassle, you
know? It should, it should be like, you should have one
person that would be able to give you all that information
instead of just doin.. you know I didn't want to go all the way
to the bank just to get something that simple you know?

Yes I understand bui sir, let me explain it to you.this is for
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your security. You are a privileged private bank customer and

{u/x).
S Yeah I understand all that but I mean geez.
C: Yeah that's the reason. OK, please stay connected, and don't

worry, it'll be guick enough. Ok? Please be on hold.

{Pause - Call placed on hold)

85 Thank you very much for your patience.
S: Hello.
Cr Yeg sir, I have a representative from the private

depart.private bank department so please go ahead and speak
with her she will be more than glad to assist you forward with
this, ok? Please speak with her.

{Call is transferred to representative from the Private Bank
Department)

s Hi, good afternoon. Welcome to Citibank. My name is[::::::]
{(ph} . For security purposes, I will need to re-verify you on
the account here. May I have your bank card number or the
account number please?

S: Umn,

O Thank you. (U/I) here. And may I have your complete name
please as it appears on the account,

S: Paul Allen.

C: Thank you. And Mr. Allen can you confirm for me please your

date of birth? *
S: January 21, 1953,

G2 Thank you. And I just need you to confirm your complete date
of birth please?

S: January 21, 189..

e Oh, I'm sorry, not your.sorry, I already got that. Your

bt
b7C
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n

n

Social Security Number, if you have your complete Social
Security Number.

n o » o W 0

nh n 0 0o L 0

Ok, thank you Mr. Allen. I appreciate you verifying that for
me. Ok, and how may I help you today with the account?

Yes, I had made two uh small trial deposits less than a dollar
and I needed, I needed the amounts.

And who where they coming from?

It was my E-tr.I also have a E-trade account.

I'm not showing that those have come through yet.
You sure?

Yeah, you sald they were for about a dollax?

Yeah, it was..they told me it would be for less, less than a
dollaxr,

Emm, I'm not showing that those have come through vet.

It, it..they told me that they would be sending trial deposits.
They told me that they'd be sending these like four or five
days ago, SO..

Yeah, well..

They told me to come check with my bank to see if they were
there.

No, I'm not showing those at all.

You don't see anything?

Umm mmm, bear with me for one second.

Well..

And from whom are they coming again for from?

It was for my E-tra.my E-Trade account, do you, do you see, do

bé
piC
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you see any deposits?

Cs Ok, just bear with me here for one second ok?

S: Ok,

61 Thank you. <pause> Let me take a look here for you if you
don't mind. You mind just giving me a minute or two please?

S: Ck.

C: Thank you.

(Message plays)You have reached (ph) with the Citi

private bank. I'm sorry I'm not available to answer your call
at this time, but if you leave me a detailed message I will
return your call as soon as possible.

{Another Citi representative is contacted)

C2:

Cc2:

C2:

C:

Thank you for calling Citi Gold Help Desk, my name is
how are you teday?

I'm doing fine how are you today?

Good, thank you for asking. How may I help you today?

Uh yes, my name is with Citi Gold in Florida. Um, just
a quick thing here. Um I have a private bank account with a
substantial amount of money in there, I'm talking about almost
about 70 million dollars. Um I have a gentleman on the phone
and I'm reading some notes here that he was transferred from
Citi phones. I already ID'd the gentleman on the account
gsince he's private bank um.

Ok.

Uh, the gentleman on the phone is wanting to find out if two
different deposits have come in from E-trade, like trial
deposits. Now I'm a little uncomfortable because whenever I
look at the trial deposits, they say Scott Trade, not E-trade,
and since previous accounts were closed because of fraud, um
I'm kind of like really uncomfortable with you know..

bé
b7cC
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C2:

C2:

C2:

c2:

cz2:

C2:

So, did you, so he..

Should I give him.cause I haven't told him. Because I told
him, cause like well he's buying this
from E-trade I was like I'm sorry..

Why don't you ask him what, what the amounts were, what the
amounts were,

Well he can't even give me the amounts because he says that uh
they said that they should have been like under a dollar so I
mean and his numb..the, whenever I locok at the phone numbers
that we have on file, there's only one and that phone number
is not even matching with the phone number that he's calling
in from and I just tried calling the private bank uh the
private bank his private, or whoever's the private banker that
handles this account and they're not, they're not picking up
their phone. So.

Uh huh. 8o the person that's on the line, you ID'd him
completely?

Yeah, he passed verification but the only thing is I'm not
comfortable you know giving him that information because the
trial deposits say Scott Trade, Scott's trade, nct E-trade and
he told me they're for E-trade, so..

Ok, so just..I mean, if it, ok let's just take the 70 million
out of the picture, if it was another customer that had ten
thousand in it..

I wouldn't..I wouldn't give him that information just because
he's so..cause I asked him two times I'm like and what was the
name of the whoever supposed.. he's like E-trade. I'm like are
you sure it's E-trade? He's like yeah yeah yeah it's E-trade,
SO..

Ck so then tell him there is none there for E-trade.

ck...

Cause that's what he was wanting to know right?
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C: Yeah., That's true.

C2: TIf you're uncomfortable with giv...something I mean don't let
him know there's some Scott trade ones, just don‘t even bring
those up. Just say no sir, I don't see any, I don't see any
transactions for E-trade.

C: Ok, alright. And I'm just going to try and contact somebody
at the private bank.

c2: Sure.

Cs I'm going to try contacting somebody else at the private bank
office to take a look at that.

C2: ©Uh, if you feel comfortable, sure. I mean if that makes you
more comfortable absolutely.

C: Ok ok, I'll just (U/I)..

C2: But as far as those two transactions are..yeah, just tell him
sir I apologize, I looked over the account there are no
transactions for E-trade and nothing's come through at this
point.

s Ok. Alright. Sounds awesome, thank you. Have a gocd day.
C2: You're welcome.
(Call resumes with subject)

Ly Um, Mr. Allen, thank you so much for patiently holding I
appreciate that. Ok, I could not find anything from E-trade

at all.

S: You don't.you didn't find anything less than a dollar that was
deposited into my account?

C: No sir, I'm not showing anything at all.

S: Well when was my last deposit? Cause it should of, they told

me it would be in my..

C: (U/I), what I would do is I would call them.




-
L]

FD-302a {Rev. 10-6-95)

Z88A-PG-79713
Continuation of FD-302 of ,0n2/27/20312  ,Page __ 16
Sis Yeah, um I yeah, I'm just gonna have to...

Call

Cause I'm not showing anything here for most recent deposit
for like anything at all (U/I).

Yeah cause they told me three bus..they told me three business
days so..

Yeah, I would just call them and double check with them.

Yeah unless it probably hasn't been three business days. I'l1
probkably just call them. I'1l call them. I'll call my other
bank and see what's goin on.

Ok.
So I'll probably just go inside Citibank so.

Alright did you have any other questions or concerns I may
address for you today?

Uh let me see what else. I always have a question when I
hang up..uh, not at this moment. If I have any, if I have any
cther guesticns, I'1l just call back or go inside the bank.

Alright; well thank you for banking at Citibank. We appreciate
your business. Have a dgreat day.

~You too. Thank you.

Thank you.

ends
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May 3, 2012

glo Alison G-vey,-Senior Corp Counsel
Vulcan Inch
505 Fifth ite 900

eattle, WA 98104

Re: Case Number: 288A-PG-T9713
Dear Mr. Allen:

As a Victim Specialist with FBI - Pittshurgh, m contacting you because we have identified you as a
possible victim of a crime.

This case is currently under investigation. A criminal investigation can be a lengthy undertaking, and,
for several reasons, we cannot tell you about its progress at this time. But we can do this: We have enclosed a
brochure about the FB!'s victim assistance program. The brochure will introduce you to this program and fo
available FBI assistance for victims. A victim of a federal crime is entitled to receive certain services, such as
information regarding available emergency medical and social services; available pubiic and private programs
for counseling, treatment, and other support; and notice of certain events in the progress of the case. The
enclosed brochure will discuss those services and others (for further details, please refer to Title 42 United
States Code Section 10607 and/or the brochure posted on www.notify.usde].gov).

The Victim Notification Systern (VNS) is designed to provide you with direct information regarding the

case as it proceeds ihrough the criminal justice system. You may obtain current mformatip_u_ab_o_uj_tmﬁ_mgnir
on the inte sdoj.gov or from the VNS Call Canter at 1-866-DOJ-4Y0OU

(TDDIT 'I'YJ llnternational In addition, you may use the Cail Center or
internet to update your contact informatien and/or change your decision about participation in the notification
program. if you update your information te include a current i ss, VNS will send information {o that
addr will use your Victim Identification Number {V [N@amﬁ Perseonal Identification Number
(PIN nytime you contact the Call Center and anytime you log on to the VNS web site, [f you are
receiving notifications with multiple victim ID/PIN codes please contact the VNS Call Center, In addition, the
first time you access the VNS Internet site, you wiil be prompted o enter your last name (or business name) as
currently contained in VNS. The name you should enter is Allen.

b7E

You can also use the Call Center arnd the Internet {o correct/update your contact information andfor
change your decision regarding participation in the notification system. Please remember however, that the
first time you access the VNS Internet site, you will be prompted to enter your last name {or business name)
and need to enter it as currently contained in VNS and spelled within this letter. Your participation in this
notification system is totally voluntary. You can choose not o participate or reactivate your access at any time.

if you have any concermn regarding the validity of this letter or would like to speak with me regarding
any questions you may have, please feel free to call me at the number listed above. When you call, sc that |
can assist you as promptly as possible, please provide me the file number listed at the top of the ietter.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE
Teo: Pittsburgh

From: Pittsburgh
' Squad 16/Cyber
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UNCLASSIFLIED

Date: 05/10/2012

Contacts anl

Approved By:

AN

Drafted By:

Srfi

Case ID #: 288A-PG-~79713

(Pending}

Title:

CILTIBANK - VICTIM;

COMPUTER INTRUSION - CRIMINAL

Synopsis: Prosecution Update.

Details: AUSA

lnotified writer on 5/9/12 that a

motion was filed declaring | |legally unavailable to answer
his charges. is currently under Army control and Federal
prosecution will resume once the Army's process is completed.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/05/2012
To: Pittsburgh
From: Pittsburgh

Squad 16/Cyber
Contact: SA

Approved By: [E\g\(t/

Drafted By: Qkh}’

Case ID #: r_

88A~-PG-79713 (Pending)
Title: CYBER STATS
Synopsis: To claim stats for case 288A-PG-79713.

Details: The following statistical accomplishments are being
claimed for case 288A-PG-79713:

UNCLASSIFIED

bé
BIC
b7E

—_ it Clin - “ mn*?ed_}q-lis"'—:ﬁ%-@




To:
Re:

.

om: Pittsburgh
06/05/2012
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Accomplishment Information:
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FEDERAL BUREAU OF INVESTIGATION

Date of transeription 02/11/2003

[ was interviewed at the United Staces

Attorney's Office. AlSo pres y, and Assistant
United States Attorney (AUSA) | | After being
advised of the ddentity of the interviewing Agent and the nature of
the interview, provided the following information:

Investigation on 01/30/2003 & St. Louisg, Missouri

Fie 4 UPLOMDED YO AGSEER f, g 02/05/2003
(VL0 W

r’) .
SA #@’—7&3 e et e

bé
b7C

by
043 U.302

‘This document contains neither recommendations nor conclusions of the EBL. It is the property of the EBI and jis joaned to your ageney,
it and its contents are not fo be distributed outside your agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 01/23/2003

On September 14, 2001, first became aware that
Charter had a large scale customer disconnect problem.

In December 2000,[:::::::]began to feel competitive
pressuire from satellite dish networks. This increased pressure was
the result of satellitesdish networks' ability to provide
subscribers with loc¢ in local broadcasting.

en had problems with Charter's decentralized
management stratture. reasoned that Allen was used to a more

understanding why Charter was slow to enact company-wide marketing
strategies.

Tavestigation on 11/7/2002 a4 St. Louls, Missgouri

e s T

File il

ctatéd n/a

i g
[12 037

o !
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o4f . 302

This docurhent comfains neither recommendations nor conclusions of the FBI, It is the property of the FBI
it and jts contenis are not fo be distributed ouiside your agency.
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Date of transcription 03/18/2003

was 1nterviewed at

LS ice. Present were her attorneys,

Stateg Attornev (AGGAY ]

Also present was Aggistant United

he interview was

conducted at |

After being advised of

the identity Of Che idterviewing Agent and

che nature of the

interview, | |provided the following information:

Investigation on 02/24/2003 = St. Louilsg, Missocuri

File # RPN T

SA

ate dictated  3/03/2003
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FEDERAL BUREAU OF INVESTIGATION

Date of transeription 03/25/2003

Panl G. Al¥en (Allen), a white male, born January 21,

1852, was intervig d gt the‘Law Qffices of Lewis $ice, 500 Noxth

b6
| [ATso precent were Assistant United states BIE 3
Attorneys . and United States :
Postal Inspector [ BAfter peing advaised of the identity

of the interviewing Agent and the nature of the interview, Allen
provided the following information:
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Investigation on 03/07/2003 =« gt. Louig, Missouri
F.ile#l I P U o . 4 Dapdictated 03/12/2003 Be
o b7C
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This document contains neither recommendations nor conclusions of the FBI. Ti is the property of the FBI and is ioaned fo vour apeney,
it and its contents are not to be distribuied outside vour agency.
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FEDERAL BUREAU OF INVESTIGATION

Date of transeription 06/10/2003

was
interviewed at the Unifred ObAares Artornevls Ofrftice. St. Tonis
Missonri. Present were

ATFSO present were Assisctant Uniced Scaces
ATCorneys | |wag previously
aware of the Identity /OL CLhe 1nCerviewling agenc provided the
following information:
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Tnvestigation on 8/29/2002 at St. Louis, Missouri

File # Date dictated 1) / a
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