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Subject: ALLEN , PAUL G

Dear Mr. Greenewald :

This is in response to your Freedom of Informat ion Act ( FOIA ) request . Please see the selected
paragraphs below for relevant informat ion specific to your request as well as the enclosed FBI FOIPA
Addendum for standard responses applicable to all requests.

Records responsive to your request have been processed . We made these records available in the
FBI’s elect ronic FOIA Library ( The Vault ) on the FBI’s public website , ht tp:/ / vault .fbi.gov. On the right -hand
side of the home page , under the heading � Vault Links " you can search for your subject alphabet ically ( click

on � A - Z Index � ), by category ( click on "Categories "), or by entering text into our search engine ( click on
" Search Vault "). For records responsive to this request , please enter Paul Allen as the search term .

The available documents represent a final Vault post ing of informat ion responsive to your FOIPA
request.

Please see the selected paragraphs below for relevant informat ion specific to your request.

Addit ional records potent ially responsive to your subject may exist. Please inform us by

emailing foipaquest ions@fbi.gov , faxing 540-868-4391, or standard mail i f you would like

the FBI to conduct a search of the indices to our Central Records System .

� Addit ional records responsive to your request were processed but are not current ly

available on The Vault . Please inform us if you would like to receive these records .

Please refer to the enclosed FBI FOIPA Addendum for addit ional standard responses applicable to
your request . � Part 1" of the Addendum includes standard responses that apply to all requests . � Part 2 "
includes addit ional standard responses that apply to all requests for records about yourself or any third party
individuals . "Part 3 � includes general informat ion about FBI records that you may find useful. Also
enclosed is our Explanat ion of Exempt ions .

For quest ions regarding our determ inat ions, visit the www.fbi.gov/ foia website under � Contact Us . "

The FOIPA Request number listed above has been assigned to your request. Please use this number in all
correspondence concerning your request .

Please be advised that if you are seeking a new search for records, you may wish to narrow the
scope of your request based on material that you have already received , e.g., t imeframe or locali ty.
Addit ionally , be advised that "unusual circumstances" may apply . See 5 U.S.C. $ 552 ( a ) ( 6 ) ( B ) (i i i ). These
"unusual circumstances� will delay our abili ty to make a determ inat ion on your request within 20 days . See 5
U.S.C. $ 552 ( a ) ( 6 ) ( B) . Addit ionally , the payment of pert inent fees may apply to your request. See 5 U.S.C. $

552 ( a ) ( 4 ) ( A ) ( vi i i ). The applicat ion of unusual circumstances� is not a determ inat ion of how the FBI will
respond to your substant ive request.

If you are not sat isfied with the Federal Bureau of Invest igat ion’s determ inat ion in response to this

request, you may adm inist rat ively appeal by writ ing to the Director, Office of Informat ion Policy (OIP) , United
States Department of Just ice, 441 G Street, NW , 6th Floor , Washington , D.C. 20530 , or you may subm it an



appeal through OIP’s FOIA STAR portal by creat ing an account following the inst ruct ions on OIP’s website:

ht tps:/ / www.just ice.gov/ oip/ subm it -and-t rack-request -or-appeal. Your appeal must be postmarked or

elect ronically t ransm it ted within ninety ( 90 ) days of the date of my response to your request. If you subm it

your appeal by mail , both the let ter and the envelope should be clearly marked "Freedom of Informat ion Act

Appeal." Please cite the FOIPA Request Number assigned to your request so it may be easily ident if ied.

You may seek dispute resolut ion services by contact ing the Office of Government Informat ion

Services (OGIS) . The contact informat ion for OGIS is as follows: Office of Government Informat ion
Services, Nat ional Archives and Records Administ rat ion , 8601 Adelphi Road -OGIS , College Park , Maryland

20740-6001, e -mail at ogis@nara.gov, telephone at 202-741-5770 ; toll free at 1-877-684-6448; or facsim ile
at 202-741-5769. Alternat ively , you may contact the FBI’s FOIA Public Liaison by emailing
foipaquest ions@fbi.gov. If you subm it your dispute resolut ion correspondence by email , the subject

heading should clearly state � Dispute Resolut ion Services ." Please also cite the FOIPA Request Number
assigned to your request so it may be easily ident if ied .

Sincerely,

m fn.e

Michael G. Seidel

Sect ion Chief ,
Record / Informat ion

Dissem inat ion Sect ion
Informat ion Management Division

Enclosure ( s )



FBI FOIPA Addendum

As referenced in our let ter responding to your Freedom of Informat ion /Privacy Acts (FOIPA) request, the FBI FOIPA
Addendum provides informat ion applicable to your request. Part 1 of the Addendum includes standard responses that apply
to all requests . Part 2 includes standard responses that apply to requests for records about individuals to the extent your
request seeks the listed informat ion . Part 3 includes general informat ion about FBI records, searches, and programs .

Part 1 : The standard responses below apply to all requests:

( i ) 5 U.S.C. � 552( c ). Congress excluded three categories of law enforcement and nat ional security records from the
requirements of the FOIPA [5 U.S.C. � 552 ( c ) ]. FBI responses are lim ited to those records subject to the
requirements of the FOIPA. Addit ional informat ion about the FBI and the FOIPA can be found on the www.fbi.gov/ foia
website .

(i i) Intelligence Records. To the extent your request seeks records of intelligence sources , methods , or act ivit ies, the
FBI can neither confirm nor deny the existence of records pursuant to FOIA exempt ions ( b ) ( 1), ( b ) ( 3 ) , and as applicable to
requests for records about individuals , PA exempt ion (i) ( 2 ) [ 5 U.S.C. S$ 552 / 552a ( b ) ( 1) , ( b ) ( 3 ) , and (i ) ( 2 ) ]. The mere
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exempt ion
( b ) ( 1) and / or would reveal intelligence sources, methods, or act ivit ies protected by exempt ion ( b ) ( 3 ) [ 50 USC �
3024 ( 1) ( 1) ] . This is a standard response and should not be read to indicate that any such records do or do not exist .

Part 2 : The standard responses below apply to all requests for records on individuals :

( ) Requests for Records about any Individual � Watch Lists. The FBI can neither confirm nor deny the existence of
any individual’s name on a watch list pursuant to FOIA exempt ion ( b ) ( 7 ) ( E ) and PA exempt ion (i) ( 2 ) [ 5 U.S.C. SS

552 /552a ( b ) (7) (E) , (1) ( 2 ) ]. This is a standard response and should not be read to indicate that watch list records do or

do not exist .

( i i ) Requests for Records about any Individual � Witness Security Program Records . The FBI can neither confirm
nor deny the existence of records which could ident ify any part icipant in the Witness Security Program pursuant to

FOIA exempt ion ( b ) ( 3 ) and PA exempt ion (i ( 2 ) [ 5 U.S.C.SS 552/ 552a ( b ) ( 3 ), 18 U.S.C. 3521, and (i)(2 )]. This is a

standard response and should not be read to indicate that such records do or do not exist .

( i i i ) Requests for Records for Incarcerated Individuals . The FBI can neither confirm nor deny the existence of records
which could reasonably be expected to endanger the li fe or physical safety of any incarcerated individual pursuant to
FOIA exempt ions ( b ) ( 7 ) ( E ), ( b ) ( 7) ( F ), and PA exempt ion (i ) ( 2 ) [ 5 U.S.C. S$ 552 / 552a ( b ) ( 7 ) ( E ), ( b ) ( 7 ) ( F ), and (i) (2 )].

This is a standard response and should not be read to indicate that such records do or do not exist .

Part 3 : General Informat ion :

( ) Record Searches. The Record / Informat ion Dissem inat ion Sect ion (RIDS) searches for reasonably described records by

searching systems or locat ions where responsive records would reasonably be found. A standard search normally
consists of a search for main fi les in the Central Records System (CRS) , an extensive system of records consist ing of

applicant, invest igat ive, intelligence, personnel, adm inist rat ive, and general fi les compiled by the FBI per its law
enforcement, intelligence , and adm inist rat ive funct ions. The CRS spans the ent ire FBI organizat ion , comprising records
of FBIHeadquarters, FBI Field Offices, and FBI Legal At tach� Offices (Legats ) worldwide; Elect ronic Surveillance
( ELSUR) records are included in the CRS . Unless specifically requested , a standard search does not include references ,

adm inist rat ive records of previous FOIPA requests, or civi l li t igat ion fi les. For addit ional informat ion about our record
searches, visit www.fbi.gov/ services/ informat ion-management / foipa/ request ing-fbi-records.

( ii ) FBI Records. Founded in 1908 , the FBI carries out a dual law enforcement and nat ional security m ission . As part of
this dual m ission , the FBI creates and maintains records on various subjects; however, the FBI does not maintain records
on every person , subject, or ent ity .

( i i i ) Requests for Crim inal History Records or Rap Sheets. The Crim inal Just ice Informat ion Services (CJIS) Division

provides Ident ity History Summary Checks - often referred to as a crim inal history record or rap sheet. These crim inal

history records are not the same as material in an invest igat ive � FBI fi le .� An Ident ity History Summary Check is a
list ing of informat ion taken from fingerprint cards and documents subm it ted to the FBI in connect ion with arrests,
federal employment , naturalizat ion , or m ili tary service. For a fee, individuals can request a copy of their Ident ity

History Summary Check . Forms and direct ions can be accessed at www.fbi.gov/ about -us/ cj is/ ident i ty-history

summary - checks. Addit ionally, requests can be subm it ted elect ronically at www.edo.cj is.gov. For addit ional
informat ion , please contact CJIS direct ly at ( 304 ) 625-5590 .

(iv) Nat ional Name Check Program ( NNCP) . The mission of NNCP is to analyze and report informat ion in response to
name check requests received from federal agencies , for the purpose of protect ing the United States from foreign and

domest ic threats to nat ional security. Please be advised that this is a service provided to other federal agencies.
Private Cit izens cannot request a name check .



EXPLANATION OF EXEMPTIONS

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

( b ) ( 1) (A) specifically authorized under cri teria established by an Execut ive order to be kept secret in the interest of nat ional defense or foreign
policy and (B) are in fact properly classified to such Execut ive order;

( b ) ( 2 ) related solely to the internal personnel rules and pract ices of an agency ;

( b ) ( 3 ) specifically exempted from disclosure by statute (other than sect ion 552b of this t i t le) , provided that such statute (A) requires that the

mat ters be withheld from the public in such a manner as to leave no discret ion on issue, or ( B) establishes part icular cri teria for withholding
or refers to part icular types of mat ters to be withheld ;

( b ) (4 ) t rade secrets and commercial or financial informat ion obtained from a person and privi leged or confident ial;

( b )(5 ) inter - agency or int ra- agency memorandums or let ters which would not be available by law to a party other than an agency in li t igat ion with
the agency ;

( b ) ( 6 ) personnel and medical fi les and sim ilar fi les the disclosure of which would const i tute a clearly unwarranted invasion of personal privacy;

( b ) ( 7) records or informat ion compiled for law enforcement purposes, but only to the extent that the product ion of such law enforcement records
or informat ion ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a
fair t rial or an impart ial adjudicat ion, ( C ) could reasonably be expected to const i tute an unwarranted invasion of personal privacy, ( D )
could reasonably be expected to disclose the ident ity of confident ial source , including a State , local , or foreign agency or authority or any
private inst i tut ion which furnished informat ion on a confident ial basis, and , in the case of record or informat ion compiled by a crim inal law
enforcement authority in the course of a crim inal invest igat ion , or by an agency conduct ing a lawful nat ional security intelligence
invest igat ion , informat ion furnished by a confident ial source, ( E ) would disclose techniques and procedures for law enforcement

invest igat ions or prosecut ions, or would disclose guidelines for law enforcement invest igat ions or prosecut ions if such disclosure could
reasonably be expected to risk circumvent ion of the law , or ( F ) could reasonably be expected to endanger the li fe or physical safety of any
individual ;

( b ) ( 8 ) contained in or related to exam inat ion , operat ing, or condit ion reports prepared by, on behalf of, or for the use of an agency responsible for
the regulat ion or supervision of financial inst i tut ions; or

( b ) ( 9 ) geological and geophysical informat ion and data, including maps, concerning wells .

SUBSECTIONS OF TITLE 5 , UNITED STATES CODE, SECTION 552a

( d ) ( 5 ) informat ion compiled in reasonable ant icipat ion of a civi l act ion proceeding;

(1)( 2 ) material report ing invest igat ive efforts pertaining to the enforcement of crim inal law including efforts to prevent , cont rol, or reduce crime
or apprehend crim inals;

( k ) ( 1 ) informat ion which is current ly and properly classified pursuant to an Execut ive order in the interest of the nat ional defense or foreign
policy, for example, informat ion involving intelligence sources or methods;

(k ) (2 ) invest igatory material compiled for law enforcement purposes, other than crim inal , which did not result in loss of a right, benefit or
privi lege under Federal programs, or which would ident ify a source who furnished informat ion pursuant to a prom ise that his / her ident i ty
would be held in confidence;

( k ) ( 3 ) material maintained in connect ion with providing protect ive services to the President of the United States or any other individual pursuant
to the authority of Tit le 18 , United States Code, Sect ion 3056 ;

( k )( 4 ) required by statute to be maintained and used solely as stat ist ical records;

( k ) ( 5 ) invest igatory material compiled solely for the purpose of determ ining suitabi li ty, eligibi li ty, or quali f icat ions for Federal civi lian

employment or for access to classified informat ion,the disclosure of which would reveal the ident ity of the person who furnished
informat ion pursuant to a prom ise that his /her ident ity would be held in confidence ;

( k ) (6 ) test ing or exam inat ion material used to determ ine individual quali f icat ions for appointment or promot ion in Federal Government service
the release of which would comprom ise the test ing or exam inat ion process ;

( k ) ( 7) material used to determ ine potent ial for promot ion in the armed services, the disclosure of which would reveal the ident ity of the person

who furnished the material pursuant to a prom ise that his / her ident ity would be held in confidence.

FBI/DOJ



The Black Vault
The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world.  The research efforts here are
responsible for the declassification of hundreds of thousands of pages

released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com

This document is made available through the declassification efforts 
and research of John Greenewald, Jr., creator of: 

http://www.theblackvault.com
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Instructions 
1. Entry - NCIC 

a. Supervisor stamp serial containing entry information, check entry, initial and route to NCIC operator. 
b. NCIC operator make local and/or NCIC checks including III for additional information, make entry, route serial and printout to rotor clerk. 

(NCIC operator may stamp jacket, insert NCIC Activity Log as top serial in file and complete "entry" line.) 
c. Rotor Clerk serialize printout, stamp jacket, insert NCIC Activity Log as top serial in file and complete "entry" line if not already accomplished by NC1C operator. Note: NCIC Activity 

Log is to be maintained as the top serial in the current volume of case file. 
2. Modify - NCIC 

a. Supervisor stamp serial containing modify information, check modify, initial and route to NCrC operator. 
b. NCrC operator modify record, route serial and printout to rotor clerk. (NCIC operator may complete "modify" line on NCIC Activity Log.) 
c. Rotor clerk serialize printout and complete "modify" line on NCIC Activity Log, if not accomplished by NCrC operator. 

3. Clear/Cancel - NCIC 
a. NCrC operator clearslcancels record upon notification by case agent or supervisor, routes printout to rotor clerk. (NCrC operator may complete "clear/cancel" line on NCIC Activity 

Log.) 
b. Rotor clerk serializes printout, completes "clear/cancel" line on NCIC Activity Log and makes slash marks (NCIC) through NCIC stamp of file jacket. 

4. Validation - NCIC ,. When validation printout is recei~ed from NCrC,. an agent (or clerk .if case is in closed sta~u~). will review the NCIC entry to insure that it is com~let~ an~ accurate. An~ discre~a. 
should be resolved by an appropnate agent and, If necessary, a modify message should be Imllated to update and/or correct the record. When validatIOn IS complete, reVIewer wIll' 
and initial NCrC Activity Log. 

Retention Periods 
Unless othelWise removed, records will be retained in file as foJlows: 

Article File 
Remainder of the year of entry plus one year. 

Boat File 
Remainder of the year of entry plus four years. 
Records entered without BHN or OAN will remain in the file 90 days. 

Deported Felon File 
Remains on file until such time as INS Headquarters takes action to remove it. 

Foreign Fugitives/Canadian Warrant File 
Retained indefinitely until entering agency removes record from file. 

Gun File 
Retained indefinitely until entering agency removes record from file. 
Recovered weapons are retained for the remainder of the year of entry plus two years. 

Interstate Identification Index 
Retained until the individual reaches the age of 99. 

License Plate File 
Retained in file for one year after the end of the plate's expiration year. 
Nonexpiring license plates remain in file for the remainder of the year of entry plus 
four years. 

Missing Person File 
Retained indefinitely until action is taken by the entering agency to clear the record. 
This includes unemancipated juvenile records. 

Protection Order File 
Active records - Retained until canceled or cleared by entering agency or expiration. 
Temporary records will remain active for a maximum of one year from the date of entry. 
Inactive records - Retained on-line for the remainder of the year in which cleared or 
expired plus five years. 

Securities File 
Retained for the remainder of the year of entry plus four years, except records for 
traveler's checks and money orders. These records will be retained for the remainder 
of the year of entry plus two years. 

U.S. Secret Service Protective File 
Retained indefinitely until action is taken by the U.S. Secret Service to remove it. 

Unidentified Person File 
Retained indefinitely or until removed by entering agency. 

Vehicle File 
Retained for the remainder of the year of entry plus four years. 
Records entered which do not contain VINs or OANs wi!! remain in file for 90 days 
after entry. 
Felony vehicles will remain in file for 90 days after entry. • 
Stolen parts (VIN plates, harrows, or boat motors) which contain an OAN or SER· . 
remain in file for the year of entry plus four years. 

Violent Gang and Terrorist Organization File 
GMC records ~ Automatically purged 5 years from the date of entry or when an entering 
agency removes its entry, providing that agency is the sole agency of interest for the 
group/subgroup. 
Only records entered by corrections agencies remain past five years. 
GRC records - Single interest - indefinitely or until removed by entering agency. 
Multiple Interests - indefinitely or until all agencies remove their records. 

Wanted Person File 
Retained until action is taken by the originating agency to clear/cancel the record. 
Temporary felony want records will be automatically removed from file after 48 hours. 



-"" 
~Rev. 05-01·2001) • • UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01 /30/2012 

To: Pittsburgh Attn: Victim Specialist 

Cyber CCU-1 

From: Pittsburgh Squad 16/Cyb~ ______________________________ --, 

Contact: SAl I 
Approved By: 1'\:;.0 \ I'~-

~---------------------~~ 
Drafted By: 1/30/11-

Case ID #: 288A-PG-NEW 

Title : UNSUB(S}; 
CITIBANK- VICTIM ; 

(Pending) 

CCMPUTER INTRUSION - CRIMINAL 

Synopsis: To request opening of case. 

Details: On 1/09/2012, FNU LNU phoned the Citibank customer 
service department and successfully changed the address on ex
Microsoft executive Paul Allen1s bank account. On 1/12 / 2012, FNU 
LNU successfully ordered a replacement debit card and had it 
FedEx1d to Pittsburg, PA. FNU LNU was able to provide the SSAN, 
date and birth, and other signers on the account. The card was 
activated on 1/13/2012 and several purchases were made in excess 
of $600.00. One trasaction appeared to be a c redit card payment 
for an account with the same address where the debit card was 
deleivered. 

A public records check of the Pittsb urgh address 
identified severa7 out of state addres ses associated with it 

b6 
b7C 
b7E 

b6 including that of I
L 
_______________________________________ -11 

, ____ ~--.::.b7C 
It is expected that t he personal information regardi ~r 

the Allen account was obtained vJ.a computer intrusion . 

Based on the aforementioned, writer r equests 
case be opened. 

UNCLASSIFIED 

b6 
b7C 



• UNCLASSIFIED 

To: Pittsburgh From: Pittsburgh 
Re, 288A-PG-NEW, 01/30/2012 

LEAD(s) , 

Set Lead 1: (Info) 

CYBER 

AT WASHINGTON, DC 

Read and clear. 

Set Lead 2: (Info) 

PITTSBURGH 

AT PITTSBURGH, PA 

Read and clear . 

•• 

UNCLASSIFIED 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 01/31/2012 

L,,,,,,,,,,,,,,,....,,,,,,!, I.After being advised of the identity of the ~ntervl.ewl.ng 
agents ana the nature of the interview I cl ____ ...JI.provided the 
following information: 

b6 
b7C 

The store's register showed a purchase on January 14, 
2012 at 13:26 in the amount of 278.18. The sale, which consisted 
of an Xbox g~mjDq con:O'f and M~dden NFL 2012 video game, war 
processed byl T _on regl.ster one. The payment card,_ b6 
was run twice and denled both times. The transaction was the~nn---...J b7C 
voided. A reprint of the voided register journal was made and has 
been retained in the file with a copy attached hereto. 

Investigation on -c1~/~3~OL/~2~0~1~2~ __ at Pittsburgh, Pennsylvania 

File 1# 288A-PG-79713 Date dictated cN"/,,A"-_______ _ 

by~L ___ r__-----
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 

b6 
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~.r. ~----------------------------------~ 

• 

-- "''- - '' .,.,o,JQ 

016 13:23 
l!'.mmmmm:D!JlII!DllIt!illf,fI'd'lIUlIIt1i!Ell1illlIllmmrmMV!l!D!Mlllli!lIQg! 

I B::;:R:NS: 01: ;~1I4112 13 :f6 
lcroso t ox 199.99 

SN:602113114105 
SHu.: 602113114705 
~ARRANTY NOT PURCHASED 

201004 Hadden NFL 2012 5~,99 
WIIRRAIlfY NOT PURCHASED 
--------------------------------------
SU8TDTAL: 
State 
TOTAL: 

259.98 
lB,20 

278 ,18 
································0·· . 
• *SEND 5/3 REO: (ee) xxxxXXXXXXX 
"RCV 5i3 ANS: TRANS DENIED (2) 
**SEIIO 5/3 REU: (ee) X'l:'l.XXXXXXXX 
"RCV 5/3 ANS: TRANS DENIED (2) 
VOID VOIO VOID 'I1JIo "(JIG VoJO WID VOID 
End Trans: Void 13:29 017 
----------------------------------------
~~rn~~mrnnrn~~r~~~)mr£n~ij~~~~~mm~ 

" TO"'", (J18 01/14/12 13:47 
03958/01 

• 
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'FEDERAL BUREAU OF INVESTIGATION 

Date oftranscription' 01/:jl/2012 

.&f"Cer DeJ.ng ~avJ.se,?- Or: tf:le J. n J.. Or: ~~e J.n~erVlewlng agencs' ana 
the nature of the int;:.erview,IL ___ -,IJprovided the following 
information: 

b6 
b7C 

-store video surveill;ance for January i4', 2012 at 
~pproximately i3: 22 showed the attempt;ed purchase of Microsoft Xb6x 
gamingcorl:1301e and a video game on register one . The ravment card 
used was declined a,nd the pur"chase was, not completed. _ I who b6 
process~d ·,theolrder, ,took the items off the sales counter -onq.e the ' b7C 
card was declined 'Util.i"zinga'h:eight 'chart iii the store and 'a 
nearby counte"r I ~ estimat~d the customer 1 s he-ight at 5 feet 3 
inches to 5 .fee~ches. No othe_r attempted purchase of an Xbox 
co:qsole and game occureq hear ,that ,time: in the v;ide6. 

, A copy of :the video -was nqt retrievable ,due to a problew 
w'ith the v:i:deo' re'cording sys,te:r,n. SAl I did recorda:, copy bf 
the vid,?o, including three still shots, utilizing his, tel,?,phone. 
The viaeo record~d lias been retained in the file. 

Investiga!ionon ~.l=. ,-1-=3-,0c.1.c2"o".=1.::2ec. __ at Pi',ttsburgh, PeI'msyl vania 

File #,r'2"8"-"8A"""P,,G;t.;:..L7.>9C/7CJ1'"3'-______ I-_~ ____ ~~ Date dicta\ed N fA 

by JL-___ ---'I~. --'---~~~~,-"---~ 
This document contains neither recommendations rior conclusions of the FBI: It iHlie .property' Of the ,Fin and is ioaried to your agency; 
it and its conteiiis are' rl<;.i to:be' dis\ributed ,outside' your ageticy. 

b6 
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b6 
b7C 
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FEDERAL BUREAU OF INVESTIGATION 

Date of IranSCTiplKln 02 / 02 / 2012 

I Fraud Investigator, Ci t i Security and Investigative b6 ~: 
Flbruary 2, 2012, a UPS envelope was received from 

serv~ces,Oiverpoint Court, West Sacramento, California. The b7C 
envel ope beared UPS tracking numbe r lZ7148X70193363034 and 
containe d a compact disc entitled, nATO - Citiba nk Paul Allen 
A.T. O .II 

The original has been retained in the file. 
was made of the original, labeled duplicate original, 
in the file. 

Investigat ion on ~2~/~2~/~2~0=1=2 _____ ,at Pittsburgh, Pennsylvania 

A duplicate 
and retained 

File # 288A-PG-79713 Date dictaled .::N"/..:A-=-_______ _ 

by ~L-___ ----.Jf------------
This document contains neither recommendations nor condusions of Ihe FBI. II is the propeny of the FBI and is loaned to your agency; 
it and its contenll: are nOI to be distributed outside your ~gency. 
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In Reply, Please Refer to 
FileNo. 

• • 
U.S. Department of Justice 

Federal Bureau of Investigation 

Pittsburgh, PA 15203 
February 1, 2012 

Armed Forces Bank 
Ft. Leavenworth, KS 

via fax 

, ______ "UU" follow-up to a phone calIon 2/1/2012 by SA I 
I the Pittsburgh Division requests the followlfn~g---~ 

L.vvoOJ~Tuunnt~aerr~Y~l~n~~ormation regarding a fraudulent transaction that has 
victimized Armed Forces Bank: 

The 

-account number to which the transaction was applied 
-account owner information (name, .date of hirth, 
address, phone number, email) 

details of the fradulent transaction afpe"-'.;-----------, 
originating payment card number: _ 
date; 1/13/2012 L-_______ --' 

time: 13:26:57 CST 
amount: $658.81 

Please provide your response to 

Sincerely, 

Michael A. Rodriguez 
Special Agent in Charge 

I 1 
:

v. 

c..,,'"u"p"e;:;r;;;v=l"S"'o"ry=-S"p=e"c"l"a'Irl~gent 

b6 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 02/02/2012 

After be~ng 
~dent~ty o~ 1nterv~ew~ng agents and the nature 
interview,~provided the following information: 

adV1sed or tne 
of the 

A review of store surveillance video identified that at 
approximately 07:46 on January 15, 2012, an individual attempted to 
purchase a package of cookies at register two. ~transaction was 
declined and the patron left without the item. ~noted that the 
time on the store surveillance system was one hour off, making the 
actual time of the transaction approximately 08:46. Video of the 
transaction was captured along with a still image of the patron 
e~iting the store. SAl Iproceeded to label the hub of each 
dlsc. .. 

A copy of the video and a still image was created byD 
and burned onto two CD-Rs. A duplicate master CD-R of each was 
created by SALI ________ ~land retained in the file. 

Investigation on -,2=-<-/.=1,,/-,2,,0,,1=2 ___ at Pittsburgh, Pennsylvania 

File II 288A-PG-79713 Date dictated N/A 

by ~L _____ J-----::~~----_ -_ 
• This document contains neither recommendations nor con~lusions of the FBI. It is the property of tbe FBI and is loaned to your agency; 
it and its contents are not to be distributed outside YOUT agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 02/02/2012 

AFB records showed the following account details 
regarding the $658.81 transaction on January 13, 2012: 

Addtional information on file was: 

I 
The aforementioned transaction paid off loan number 

L-______ ~. with a past due balance of $658.81. 

~contacted AFB on January 13, 2012 at a~proximately 
14:25 cS~sting to p'ay off his charged off loan. 1 Ipaid 
by providing card number I Iwith an expiratlon date 
ofl I 

I had previously contacted AFB on December 5, 2011 
st:~i:a th'~a~t-Ch~e~had sent a wire to his checking account (number I I in the amount of $11,000 from Wells Fargo Bank. I I 
ca e AFB again on December 6, 2011 inquiring about The wJrr. AFE 
had no record of an incoming wired for the benefit of IL _______ ~! 

The AFB Recruit Account signature card indicated the 
fOllOWing

l 
information, 

Investigation on ---'2"'1'-=2'-/"'2,,0,,1=.2=--__ at Pittsburgh, Pennsylvania (via e-mail) 

File # 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 

b6 
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288A-PG-79713 

COlllilluatiOIlofFD·302of -J{ _________ J---------- ,Oil 2/2/2012' ,Page ~ 

A document labeled lINotel,,,,...,,,,., _______ ,r-___ _ 
indicated an additional phone number or. I I 

charged 
A receirt coP] was provided 

to acount on January 13, 

L-___ ---' 

in the amount of $658.81 
2012 at 13:26:57 CST. 

A document titled Ilworkout loan application ll with a date 
September 13, 2010 indicated a home of record of: 

An additional contact was listed as: 

An ETS (military) date was listed as January 19, 2013. 

A printout of the emails and attachments has been 
retained in the file and a copy attached hereto. 

b6 
b7C 

b6 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

• 
!hurSdav, FebruaQ02, 20121;06 JM 

I I 
Fraudulent I ransaClJonl Armed Forces Bank 
DDC020212_1,pdf 

SALI ___ -' 

• 

Our records show the following infonnation regarding the $658,81 transaction on 01/13/2012: 

Also provided address of: 

10 pay ott loan '11..-__ --'!with a past due balance ot :1)658,81. 

I Icalled on 01/13/2012 at approximately 2:25pm (CT) requesting to pay off his 
charged off loan with us in the amount of $658,81. He paid this by providing card 

I I(Please see attached) 

lIalso called in on 12/05/11 stating that he had sent a wire to his checking account 
t:::==::jin the amount of$II,OOO,OO from Wells Fargo Bank, He called in again on 

I 
12/0611 1 inriring about the wire, We have no receipt ofan incoming wire for the benefit of 

Please let us know if you have any other questions, 

Thank you, 

Armed Forces lank 
1 

b6 
b7C 

b6 
b7C 

b6 
b7C 



, 

Academy Bank 
Armed Forces Bank of CA 
Vice President 
Customer Relations 
1-888-744-3637 extrl--~ 
Fax IIj I 

• • 
CONFIDENTIALITY NOTICE: The content of this e-mail, along with any attachments, is covered by state 
and federal law governing electronic communications and may contain confidential and legally privileged 
information. The information is intended only for the use by the individual or entity named above. If you are 
not the intended recipient, you are hereby notified that any disclosure, copying, distribution or the taking of 
any action in reliance on the contents otthis e-mailed information is strictly prohibited. If you have received 
this e-mail in error, please contact the sender and delete the e-mail and any attachments from all computers. 

CONFIDENTIAUTY NOTICE: The content of this e-mail, along with any attachments, is covered by state and federal 
law governing electronic communications and may contain confidential and legaUy privileged information. The 
information is intended only for the use by the individual or entity named above. If you are not the intended recipient, 
you are hereby notified that any disclosure, copying, distribution or the taking of any action in reliance on the contents 
of this e-mailed information is strictly prohibited. If you have received this e-mail in error, please contact the sender and 
delete the e-mail and any attachments from aU computers. 

2 
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• • 

r 

Per our conversation, below is the transaction in question. 

Oate-13-Jan-12 Tlme-1326S7 $658.81 ARMED FORCES BANK 111 FT.lEAVENWRTH KS 

:;. ..... ~'::~~·.~_~:.~_~I~'!?~~!.E_~::'.~ 
p""~,,,... ~i .... " ...... nI,'<I._'>W>1td 200Y:iARSCru 

The informB/ion contained in this electronic m8sSttge and any attachments (the "Messagq") Is Intended for one or moTtt 
specif1c Indlvldu~/s or entities; and may be confidential, proprietary, or otherwise protected by law. If you are not the Intendod 
reCipient, please notify the sender immedfatefy. delete this Message end do not disclose, distrIbute, or copy it to any third party 
or otherwIse use ihis Message. Elecironfc messages are not secure or error free and can contain viruses or may be delayed, 
and the sender fs not liable for any of these occurrences. The s(mdlJr r~serves the rfght to monitor, record, transfer cross 
border and retain electronic messages. . 

Wednesday, Jan 25, 2012 02:04 PM 

, .' 



From: 
Sent: 
To: 
Subject: 
Attachments: 

• 
I J 
I :":daV ~eb:~ry f' 2012 204 P 

: rau;;en Lransaction! Armed Forces Bank 
DOC020212_3.pdf 

• 

I was able to search back and found a loan application that he had submitted. It does say breakthru.com. I apologize 
for the error. I have attached the application below. 

»1 12/2/201212:35 PM »> 
~-----------r~----~ 

Thank YOII for the informatioq. Regarding the emaiIL;;m""' _______ ...J~hOUld that read I Jwith On the domain-name'? 

Thanks, 

D 

Fr~m:1 
~:t: I hursdav; Februa] 02, 2012 1:06 PM 

CC:~I;;~~~.~~~ 
Subject: Fraudulent Transaction/ Armed Forces Bank 

r-

Our records show the following infonnation regarding the $658.81 transaction on 01/13/2012: 

Also provided address of: 

1 

--------- ---- --
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c...., __ ,_Jicalled on 01113/2012 at approximately 2:25pm (CT) requesting to pay off his 
charged off loan with us in the amount of$658.81. He paid this by providing card 

I with expiration date of 12/2014. (Please see attached) 
r'-----,-----' 

Iso called in on 12/05/11 stating that he had sent a wire to his checking account 
,--:-==-:-,in the amount of $11,000.00 from Wells Fargo Bank. He called in again on 

12/06111 inriring about the wire. We have no receipt of an incoming wire for the benefit of 

Please let us know if you have any other questions. 

Thank you, 

b6 
b7C 

b6 
b7C 

I ~ Armed Forces nk 
Academy Bank 
Armed Forces Bank of CA 
Vice President 
Customer Relations 

1.8BB .... 7~44~.3~6~3~7~e~xt~pr-......J 
Fax #1_ _ 

CONFIDENTIALITY NOTICE: The content of this e-mail, along with any attachments, is covered by state 
and federal law governing electronic communications and may contain confidential and legally privileged 
information. The infonnation is intended only for the use by the individual or entity named above. If you are 
not the intended recipient, you are hereby notified that any disclosure, copying, distribution or the taking of 
any action in reliance on the contents of this e-mailed information is strictly prohibited. If you have received 
this e-mail in error, please contact the sender and delete the e-mail and any attachments from all computers. 

CONFIDENTIALITY NOTICE: The content of this e-mail, along with any attachments, is covered by state and federal 
law governing electronic communications and may contain confidential and legally privileged information. The 
information is intended only for the use by the individual or entity named above. If you are not the intended recipient, 
you are hereby notified that any disclosure, copying, distribution or the taking of any action in reliance on the contents 
of this e-mailed information is strictly prohibited. If you have received this e-mail in error, please contact the sender and 
delete the e-mail and any attachments from all computers. 

CONFIDENTIALITY NOTICE: The content of this e·mail, along with any attachments, is covered by state 
2 



• and federal law governing electr! communications and may contain co!entia! and legally privileged 
information. The information is intended only for the use by the individual or entity named above. If you are 
not the intended recipient, you are hereby notified that any disclosure, copying, distribution or the taking of 
any action in reliance on the contents of this e-mailed information is strictly prohibited. If you have received 
this e-mail in error, please contact the sender and delete the e-mail and any attachments from all computers. 

CONFIDENTIAUTY NOTICE: The content of this e-mail, along with any attachments, is covered by state and federal 
law governing electronic communications and may contain confidential and legally privileged information. The 
information is intended only for the use by the individual or entity named above. If you are not the intended recipientl 

you are hereby notified that any disclosure, copying, distribution or the taking of any action in reliance on the contents 
of this e-mailed information is strictly prohibited. If you have received this e-mail in error, please contact the sender and 
delete the e-mail and any attachments from aU computers. 

3 
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RECEIVED 

SEPl3W11 
Armed Forces Bank 

Submitlec! on: 201().(l9-131 3: 10:12.8~ 

Amounl ReQuested: $ 
Include Savings Component? No 

PRIMARY APPLICANT ' 

Open an account? No ~ 
RegEOvecdfaftOPl"'~ "l .\3'lO 

b6 
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• 

CO·APPlICANT 

~Name: 

Strl:d 
Addl1l'!ls: 

City: Stlt:e: 

PHONE Homo: 

U.S. Ciliun: 

Monthly or AM~al Salary 

"" 
EMFLOYeR 

N;me: 
Slmel Address: 
City: 

Marftal status: 

St:f.o: 

ArstNamo: ." 

Z1pCocfe: Cnunly: 

Zl;>: 

'aroach ofServiee: 

RankJPos/lion: 

OrM.>(~ UQ:l1lSe Number. 
Slare: 
Issue 03te: Exp. Dale: 

Phono No.: 

Soeia[$~eurity Number: 

OatcofBirth: 

ErS r:;.ll! (mmtl'lry): 

AUTHORIZATION AGREEMENT FOR DIRECT PAYMENTS (ACH DEBITS) - FOR NON-CUSTOMERS 

Amountto be trnnsf~l'l'ed: Payment Frequency: 

Bank Hame: 

Aocoont type: Routing Number: Accoum Number. 

Account Helder. 

Thls aUlhor!zalion will remain'" ",,1 10= ~nd effect unU! maturity of the Joan. You may termlnatelhls aulhoriUllion by giving tro 15 
dRYS wri\tlln Miial 3\ the fol1o-Mng address; AImed Fol'OllS Sank, NA, P.O. 60x 3400, Fort l<:!3Y01lWOrth, KS E5027. Notice to any 
or.e of us is a nelice to a" at" us, 

WORKOUT LOAN AGR=EMENT WAS ACKNOWLEOG:O ONLlNE BY CLICKING ON A CHECKElOX NEXT 
TO THE AGREEMENT 

WorltQUl Loan Foml 20101~ 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 01(30(2012 

r I. Fraud Investigator, li ~ i SeCllrit: jnd 
InvestigaE~ve Services. hav1ug a phone number of. _ _ _and 
an email address of I I was 1uterVl.ewe 
telephonically. After being advised of the identit~he 
interviewing agent and the nature of the interview, ~provided 
the following information: 

Note: Information was obtained from emails sent bY~I",~1 on January 
27, 2012 and confirmed by follow-up phone callan this date. 

On January 9, 2012, an imposter placed a phone call to 
the customer service department and successfully changed the 
address on Paul ALLEN1s account. The 1ddress was cbanged f,om 
ALLEN'S Seattle, Washington address to. J I I L-________ ~ 

Subsequently, the imposter made several attempts to order 
a new ATM card and was declined twice. On January 12, 2012, the 
imposter was able to successfully Citibank 
issued the new card bearing number and delivered 
it to the addres: on record for the account, '-::r:--,."""",,1'1'1-'''''''----' I I On January 13, 20T, e C 
actlvated and ac lVlty on the card started. FedEx advlsed Cltlbank 
that the signature for the package containing the card read 

I I 
The following transactions were made or attempted: 

Note: All times are listed in central standard time (CST). 

Date Time Merchant Amount Status 

January 13, 13,26,57 Armed Forces Bank, $658_81 Approved 
2012 Leavenworth, Kansas 

January 13, 16,34,34 Western Union - Denied 
2012 

January 14, 12,28,20 Gamestop #3958, $278_18 Denied 
2012 Pittsburgh, 

Pennsylvania 

Investigation on _1=(.=3..:0,,(..:2=-0=-=1.=2,-_at Pittsburgh, Pennsylvania (telephonically) 

File # 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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-COrilillUaI;onofFI).:J026f ~l ________ --.Jlr.~~~-~----+~ ;On.l/30/20i2 _ .. Page - ~ 

.Japuary 14, 1<,29,15 G~mestbp #3-9Sl:l, $278,18 Denied 
201 2 pittsburgh, 

p~nnsy+vania 

' Japuary 15, 07,46,59 Family Dollar #5943, $1. 00 ,m~hied 
2012 East Libe:r:ty I 

,Pennsylvania . . 

Janu~'ry :1:6', 11,58.,49 Domino's 4710 $23.53 Denied 
2012 pittsburgh, 

pennsylv~nia 

;)'anuary 16 ; 11·,59,19 .-Domino "s 4710 . $23 .53 Denied 
2012 . Pi-tt.sburgh" ' 

. ·pennsy.l v~i~ ... . . 

Four phone calls were Qoted r e l ating, to ~he fraudulent 
account ~ccess: 

Note: .~ll 'tim!=s qre listed .in cent-ral stap,<;lard- t ime (CST ) . 

, 

.. 

.. 

;Janua~ ~" 2'01.7- 13: 4'6': 06 'call was transferred· ~nbernally and -caller 
wanted ' t;::o 'Qbtain customer account· number . 

. Jan.ua.ry 9, 2'0-12, 13: ~5 :'30 Call was transfer·red -internally and caller 
want.ed ·tg cOnii,rm his new a,ddress aild providea ~: new phone number 
I I . 
JanUary 9, ,20'.],.'2 1,,6: 00': 04 Ca:ll was 't,r ansferred: ihteiIi-ally and call,er 
wa nted to orde:r a. new card;. but the c~l.le+ failed tpe '$ecurity 
check:: . 

.January '12 , 201 2- .14·; 29 ; 3'~ ·Call was traJlsfe"rred internally and 
calle'r 'wanted to check on ·the . . statl,ls of hi~ replacem~nt. card. 
Customer service asked for ,his 'ph9ne ilumber, but instead· ·he· 
prov:ided the name Paui .Allen. The call er wanted to order the card 
by .phone and was able t .O pro'Viqe the 'ac;coWlt number; ltber s ·igOei"s, 
and date of bir h, A new card ·.wa . ent. over night to _ I 

The emaiiS received frqm have been ~rihted' and· 
retain~a in th~ file with a copyat~ached hereto. 
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r I Fraud Investigator, Citi Security and 
Investigatl ve servlces I 710 Ri verpoiIf-'''''u.J:L...--'''''''''''',sacramento, 
California havin a hone number of and an email 
address of was lntervlewed 
telephonicah""'y;-.--ATI"t"e"r"""e"l"n;;g"'a"""v"'''s;;e''''~of the identi t~he 
interviewing agent and the nature of the interviewf~provided 
the following information: 

The Citibank call recordings provided via compact disc 
start once the call was transferred to the handling customer 
service representative. There is no recording of an early call in 
which the caller attempted to gain the account numbe~ and it is 
unknown if it was provided. There is no information on how the 
account address was changed. In the third recording, the call was 
routed through a call center in India, which resulted in the audio 
becoming out of synchronization. The result is a delay in the 
which the caller answers before the representative asks the 
question. The caller was able to provide the correct account 
number during this call. 

Investigation on ~2~(~2~(~2~0~1~2~ ___ al pittsburgh, Pennsylvania (telephonically) 

File # 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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individuals were seen leaving I I 
On February 2, 2012 ~t approximately 07:15. two 

,-""",,,,,,,,,,,,,,,,,,",,,~I rnd got j ute a S~ ver veh~cle bearlng pennsylvanla 
-Ilcense plate I The first individual appeared to be an 

african american female, approximately 60 years of age. The second 
individual appeared to be an elementary school aged girl. 

Investigation on ~2~/~2~/~2~0~1~2~ ___ ,at Pittsburgh, Pennsylvania 

File # 288A-PG-79713 Date dictated N/A 
"'-'-""-------

~JL ________________ ~---------------------------
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 
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I IFraud Investigator, Citi Security and b6 
Investigative Services, 710 Riverpoirt CQurt. West Sacramento, b7C 
California, having~ oho:e number of l land an email 
address of I _ I provided the following 
information throug~emal : 

The debit card issued in the last name Allen was shipped 
to Pittsburgh, Pennsylvania on January 12, 2012. The pac~as 

:
h~~DPed :V UPS wj tb trackjng Dllmber J ZSOEJ,991375232962 to L-J b6 

1 __ .... __ _ The package was b7C 
e lvere on January 13~at 1:08 PM EST and signed by a person 

providing the last name~ 

A printout of the email message has been retained in the 
file and a copy attached hereto. 

lnvestigation on _=2!.-/..::s"I-'2"-0=1,,2'--__ at Pittsburgh, Pennsylvania (via email) 

File # 288A-PG-79713 Date dictated ~N~/~A,,-________ _ 

~JL __________________ ~ ____________________________ __ 
This document contain5 neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside YOllr agency. 

It is the property of the FBI and is loaned to your agency; 
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I From: 

I :;Sda: Feb[!Jal 08, 2012 12:40 PM 

: : rgen Request or the FBI 

Sent: 
To: 
Subject 

Importa nee: High 

D 
Here is t he delivery information for the card. 

I[GCG-NAOl] 
ebruary 08, 2012 9:31 AM 
rrSIS] 
tGCG-NAOl] 

: iV\ : ~~gent Request for the FBI 
nee: High 

From 
Se 
Tot -Cc 
su,/ijr.e"" 
Importa 

I 

• 
I 

Below is 
group 0 

the tracking number for the order that was sent via ups. I am still awaiting a response from our IVR technology 
n identifying a phone number for you. 

As for th e calfs I will send you a separate email referencing the call details. 

1Z50E19 91375232962 01/12/2012 ALLEN PITTSBURGH 

1 
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" 

.r' r::--------=.=--------~."-------___, 
~~1'Jl 

1Z50E1991375232962 

Delivered On: 
Friday, 0111312012 at 1:03 P.M. 

Left At: 
Residential 

Proof of Delivery 

Reference Number(s): 

Shipped/Billed On: 
Type: 

Location Date 

Add Description 

Local 
Time 

000013464460002000 
1372995 
120112PM014000002 
000330000073056 
0111212012 
Package 

Activity 

Pittsburgh. PA. United States 01113/2012 1:08 P_M_ Delivered 

2 

Uj:dated 
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Physical surveillance was conducted tn the vicinity of 
_ During the 

surveillance activity, the following observations were noted: 

note: all times are approximate and in eastern standard time (EST) 

Time I Activity 

15,20 Surveillance initiated in the vicinity of I 
I 

15,3= African American male exits residence atl 
I wearing a gray Army wind breaker sLy~e JacKeL, 

gray. Knit cap, dark colored backpack, baggy blue jeans 
;nn"r"n work boots. Individual walks west onl I I 

15,44 

I 

16,1 Still utilizing telephone 

16,2, Still utilizing telephone 

16,3E Still utilizing telephone 

16,5C Still utilizing telephone 

17,0] Still utilizing telephone 

17,1E Surveillance discontinued 

A photo of the individual was taken while at the phone 
phone and had been retained iri the file. 

Investigation on __ 2~/~9~/~2~0~1~2~ ___ m Pittsburgh, Pennsylvania 

I 

I 

FII,' 288A-PG-79713 n,,, "et,,,, N/A 

by JL __________________________________________________ ~I---------------------------
This document contains neither recpmmendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not 10 be distributed outside your 1gency. 
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The phone number of the public payphone near the 
intersection of Beatty and Eva streets in the East Liberty Section 
of Pittsburgh, Pennsylvania was {412}361-9640. 

Investigation on _=2,-/=1~0~/,-2==0=1=2,-_at Pittsburgh, Pennsylvania 

File 1# 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 
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UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Cyber 

Pittsburgh 

From: 

Date: 02/15/2012 

Attn: SSA 
SSA 
CCUt:================~ 

Attn: SSA~I ________________ ~ 
SAl 
'----------' 

Unit 

Cyber 
Cyber Criminal Section/Cyber Initiative and Resource Fusion b6 

b7C 

Approved By: 

Drafted By: 

Case ID 
,..!=======::::!., 

#: k88A PG'I9713 (Pendlngj ~ 11-

Title: FINANCIAL THREAT FOCUS CELL 

Synopsis: To report Citi Bank fraud matter targeting the accounts 
of Microsoft co-founders for Pittsburgh Division case initiation. 

Reference: 288A-PG-79713 Serial 1 

:
etai::~ On OJ/2f/2012, write~ receive~ ~ voice mail from 

1_ __ ~ _Fraud Investlgator, Cltl Security and 
nves 19atlve Services, telephone I I Sacramento, 

California (CA) , in regards to a f~r~a~u~d~m==a"t"t~e~r~t~h~a~t Citi Bank 
(Citi) had identified. 

On 01/27/2012, writer calledl Iback and was advised 
that Citi had identified fraud involving the bank account of 
Microsoft's co-founder, Paul Allen. The matter involved the 
fraudulent mailing of an ATM c r frAIl n' Citi account. The 

ATM card was sent yia Fe,Ex tO~~~~~~~~~~~,, ________ -r--' 
.,.. ! ~ and individual named, 

~s~l~g~n~e~d-'f~o~r~t~h~e~d"e~l'i~v~e~r~y~.J ~further advised that ~C"i"t"i~b~e~g~an 
investigating the matter and learned that several transactions 
were attempted on Allen's ATM card after it was sent to 
Pittsburgh, PA. One (1) successful transaction involving an 

UNCLASSIFIED 
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To: Cyber From: Cyber 
Re: L-______ --'102/15/2012 

online payment/ for approximately $658.00, was~with the 
Armed Forces Bank (AFB) I Leavenworth, Kansas. ~learned that 
the AFB account that the payment was made on was fori I 

I I 
r-________ ~O~n~~0~lL/~2~7~/42012, writer met with Pittsburgh Division SA 

I Writer provided the information that Citi 
"ch~acd~f~u~r~n-l"s'h'e'd~7t-o~C~y~ber Initiative and Resource Fusion Unri~t~ ______ -, 

(CIRFU), including contact info fori I Writer and S~L __ ~~ __ ~ 
then conducted a query, via a CLEAR public records checkt of the 
address, I I ery 

roduced several names associated with the address of 

On 01/30/2012, the Pittsburgh Division opened a 
substantive case (288A-?G-7971), based on the above listed 
information and further contact with Citi investigatorlL-__ ~ 

erRFU will continue to support Pittsburgh Division's 
sUbstantive investigation of this matter. 

UNCLASSIFIED 
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UNCLASSIFIED 

'To.: 
Re: L1C_Y_b_e_r ___ F_r_Q_m_: ___ C_V-"hr~2/15/2012 

LEAD (5): 

. Set Lead 1: '(Info) 

CYBER 

AT ceUl 

Read, and Cl€!ar. 

(Info) 

PITTSBURGH 

AT PITTSBURGH, PA 

'Read andclea'T. 

UNCLASSIFIED 
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The following are transcripts made from recordings 
provided earlier by Citibank on a compact disc entitled, I1I1ATO -
Citibank Paul Allen A.T.O.I1: 

note: C denotes Citibank customer service representative and S 
denotes subject. 

Calll 1 844697771 5 71.wav 

note: callan January 9, 2012 

C: ... order a new card? 

s: Yes 

C: Alright ... um .. did the old one urn did it expire, is it missing, 
or is it damaged? 

S: I misplaced it and I could .. I can't ... I couldn't find it. I know 
it's somewhere in my house somewhere. I've been looking for 
it for like a whole day now, so ... 

C: Alright, well the good news is urn it's still early enough to 
get you a new card tomorrow, so will that be fine? 

S: To get me a new card tomorrow? 

c Yeah. If we send it UPS you can have a new card tomorrow. 

S Would it be, would it be mailed to my address? 

C Yeah, that ... we would have to mail it to your address on file or 
to a branch. 

You can have, you can have it to my address on file the~ 
I 

s 

C Alright, uh, finish verifying the address. 

s 

Investigation on -"2~(~2~1~(~2~0~1~2~ __ at Pittsburgh, Pennsylvania 

File # 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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Continuation of FD-302 of ______________________________________ ,0' 2/2l/20l2 , Page __ -,2"-__ 

C Alright, thank you, just a moment. (Pause) Alright, well due 
to the fact that the address was just recently updated we have 
to go through an additional identification process, OK? Can 
you hold for a minute please? Hello? 

s: Yes. 

C: Mr _ Allen, so ___ because the address has actually recently 
updated, what I'm going to have to do is, urn, going to have to 
do, uh, do an additional identification process, can you hold 
for a minute please? 

S, Ok, 

C: Alright, thank you_ 

<hold music> 

C: Alright, thank you so much for patiently waiting. Ok, so this 
identification is multiple choice. I'm going to read to you 
the um ... the questions and selections. You tell me what to 
select (OK? Uh, please select the year that is closest to 
your year of birth: 1950, 1953, 1960, 1972, 1981, or 
none of the above. 

s: You're asking me what year I was born? 

c, It's, eh, 
year that 

this is what we're asking you. 
is closest to the year of your 

s: I was born 1953_ 

C: You said 1963 or 53? 

s: Fifty. Five Three. 

Please 
birth_ 

select the 

C: Alright, thank you. Just a moment_ Which of the following 
corporations have you ever been associated with? A to Z 
Consulting Firm LLC, Esometrics Corporation, Loan Star, Swuco 
and I'll spell that. W ___ I'm sorry s-w-u-c-o, or I have never 
been associated with any of the corporations listed. 

S: I, I t I never ___ I don't recognize none of those _ Could you 
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COlltilluatioll ofFD-302 or ______________________________________ ,0' 2/21/2012 ,Page_23 __ 

repeat those? 

Thank ou. Which of the followin eo Ie have ou known? 

or I don't know any of the people listed. 
'-----' 

s: Man, I could barely, I could barely hear you, man I can't even 
hear you. 

AIr i g hflt",--, .WCId 'ho.' il.' r"" h_.Qno","-f .... j- h,,,,,-. P.,l;,j f', n,.. 11 .. 0Ql!w:J,iljn!!L,0.ill n'e"o"",n 'l"eLh""a:!,v",e"""", v,o,-,uL,lk"nl!o,cwn"",£,? 
Main I 

pr I don't know any of the people listed. 

Hello. You knowIL ________________ --'lis that what you're telling 
me? 

I know a I know al I I don't understand why I have to 
answer. What are ~t~h~e~s~eO-~qu~e~s~t"l~·ons all about? 

C: These questions are questions that only you should know the 
answers to, based off of different records, urn, so, I mean, 
that's why there is a none of the above so if you don't 
recognize any of these names you would select none of the 
above. 

s: I don't rec, I don't recognize none of these names I can't, I 
just don't remember them. 

C: OK, that's all I need, that's ... alright, which of the following 
corporations have you been associated with? Berdins, 
Colorific Cards, International Food Incorporated, Vulcan? 

S, What? Vulcan. 

C, Vulc ... so you're saying you're familiar with Vulcan? 

S, Yes, I'm familiar with Vulcan Capital. 

C, Well this one is Vulcan Real Estate. 

S, What? 

b6 
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c: Vulcan Real Estate. 

s: I know, I'm, I'm not, I'recognize Vulcan if you're asking me 
that. 

c: That's Vulcan Real Estate. 

s: I don't recognize ... 

c: Or I have never been associated with any of the corporations 
listed. 

s: I have an association with Vulcan Capital. 

c: OK, what about Vulcan real estate? 

S: I don't, I don't recognize Vulcan real estate. 

c: Ok, thank you. Alright, so, so the verification was 
unsuccessful, we can't order a card to that address until 
it's been on file for at least 30 days or unless you can pass 
this verification. Being that you're private bank ... you have 
one other option, that's to give ~s a call during private bank 
hours because they close at 5 pm eastern time, ah, if we can 
speak with your private banker, urn, then we may be able to get 
it overrided that way. But, we won't, we won't be able to 
order a card today. 

S: Why not? 

c: Because, the, you didn't pass the verification. 

s: I didn't pass my verification. Are you serious? 

c: Yes I am. 

S: Wait, wait ... would I be able to go to the bank? 

c: If you go to the bank then yes, you would be able to have it 
done that way. The reason why it's like this is because it's 
over the phone we have to take extra security precautions . 
But when you're there in person then there's not so much red 
tape because you take physical ID and then they just send the 
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card to the new address, but because the address has just 
recently updated we can't, urn, just send a new card out to 
the new address without addition, without additional 
verification. 

s: Ok, I'll just __ . as long as I can just go to the bank, I'll 
just do that. 

C; Alright, well I do apologize for the inconvenience do you have 
any further questions or concerns I may address for you today? 

S; No. 

C: Alright, Well thank you for calling and you have a good day. 

S; Alright. 

Call ends. 

Call1 2 843864064 5 71.wav 

note: call on January 9, 2012 

C: OK, it's ... 

S: Alright, it's already updated? 

C: Yeah, he gave me ... you would ... give me the account on the address 
to make sure we have it correct? 

S, My account number? 

C, No, the address. 

S, Oh, it's I 
C, Yeah, that is the one that we have, the one that he gave me 

(unintelligible). 

s: OK, I just wanted to make sure everything was right. I also 
have ... I also want to update my number too. Hello? 
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c: OK, give me one second. I'm here. 

s: OK, it's ... 

c: What's the number? 

D 
C, rO:::K=-___ --, 

c: That the only number you have? 

s: Yeah, that's, that's my, that's my direct number. 

Alright, I'll go ahead and update it to that, LI ____________ ~land 
you should have everything updated, OK? 

OK, If 11 just ... alright. 
address, this number ... so 

c: Correct. 

I wanted to make sure this ... my I my 

it'SL-1 ____ --'1 

s: That's what you have, right? 

c: That is what we, what I have, yes. 

s: OK, I was just making sure, alright, urn I think that's about 
it. 

c: Alright, well, we appreciate it your business, is there any 
other questions or concerns that I might be able to assist 
you? 

s: No, that's it. 

c: Well thank you so much for choosing Citibank for your banking 
business Mr. Allen. Have yourself a great day. 

s: Ok, thank you. 

c: You're welcome. Bye. 

Call ends. 
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note: call on January ~2/ 2012 

c: Good afternoon and welcome to Citibank. My name is 
[unintelligible]. How may I help you today? 

s: Yes, I'm calling about a replacement card. 

,Page ___ 7,-__ 

c: A replacement card. Alright sir, uh, let me go ahead and get 
your account number first and assist you on that better. 

s: OK. Paul Allen. <pause> Hello? 

c: Yes sir, I'm here. 

s: OK. Would you be able to tell me how long would a replacement 
card take? Hello? Ah debit. 

C; OK, so a replacement, if you are asking for a replacement 
debit card or credit card. 

S, Uh huh, 

C: OK, so, uh ... what kind of replacement card are you asking for? I 
mean if there is a card compromise on your account, then the 
replacement card will be overnighted to you. I don't know, I 
mean if you are proactively asking for a replacement card we 
can send it to you, we can overnight or ... 

s: Then that replacement card so it would be a fifteen dollar fee 
if I wanted it overnight? 

c: If you want it without any pause then we can (unintelligible). 

s: Alright, so that's like, so that's like 24 hours, right? 

c: ... so when you say replacement cost ... 

S: And it's like 15 dollars. 

C: What else do you want me to help you with? 

S: OK, ah ... alright, would I be able to do the same thing at the 



, 
FD·302a (Rev. 10-6-95) • • 

288A-PG-79713 

Continuation ofFD-302 of _______________________________________ ,0' 2/21/2012 ,Page __ --'8'--__ 

bank? 

c: Yes, 24 hours. Correct sir. So, at the bank you will be 
getting a temporary card, so what I can do is I can order you 
a card and I'll send the card to you by regular mail and in 
the mean while when the card is coming at your mailing address 
you can go to the branch (unintelligible) ... 

s: Ok, alright, I'll take the ... If I can get my debit card in 24 
hours the next day ... I '11 f If 11 do that. 

c: (unintelligible) purchases, so while the card is on the way 
you can very well use the temporary card at an ATM to withdraw 
cash. 

s: Yes, yes. That would be good if you could order another card 
for me. 

Alright sir. 

c: (unintelligible) OK, so I can have the existing card number 
or your account number? 

s: Paul Allen. 

c: Thank you, one moment please. 

s: No. 

s: January 21 at, 1953. 

c: And may I have your name please? Alright, Mr. Allen, do you 
share this account with anybody else? And may I have your 
date of birth please? 

s: Yes. 

C: Perfect Mr. Allen, you have been completely identified on this 
account, I really appreciate that. Ok. And you want to order 
a replacement card. OK. 
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s: I, If I misplaced it. Yeah I misplaced it yeah and I'm calling 
for a replacement card for the one I misplaced. 

c: Ok sir. Sir (unintelligible). 

s: I had it ... r know it's somewhere in my house somewhere. 

c: (Unintelligible) you misplaced it. Alright, hot a problem. 

S: What? Ah, ok. 

c: Alright sorry about that I'm going to cancel the card 
(unintelligible) . 

s: I would like to overnight it. OK. 

c: OK, and then, I'm ganna order a new card to you and you want 
to overnight it or you want to send it by regular mail? 
Overnighted will be 15 dollar charge I could bill you 
(unintelligible) . 

s: Yes. 

c: Al right sir r the b i 11 in¥~--"a"d",d"r""e",s"sLt"'QIL",w",h"i",C",hlL"t",h",e,-,c",a ..... r"duw"",,,' 1u1-ibe 
sent out to you will beL I 

'-__________ ---'1 Correct? 

S: It will be. 

c: Ok, 

S: Alright. I appreciate it. 

C: Alright sir (unintelligible). 

S: That'll be my debit card right? 

c: And it is on the way (unintelligible) 

S: Ok, alright. Well, I'll be waiting for it in the mail ... I'm uh 
have to reactivate it at the {unintelligible}? 

C: (Unintelligible) to make sure you receive the card, ok? 
Alright sir. 
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S, OK 

c: Do you have any additional questions? 

s: I should be receiving it tomorrow, right? 

C: Correct sir. 

S: Alright, well, that's it. (unintelligible) 

C: Sir you have to call and activate the card, ok? 

Call ends. 
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Date of transcription 02(15(2012 

.I",=",-"==,-,:="-~,,,,,I Fraud Investigator, Citi Security and 
Investigat~ve Services, 710 Riverpoint Court, West Sacramento, 
California I ::Ving a Pho:e Dumber of I. land an email 
address of. ~~ _ Iprovlded the following 
information rough emal : 

A Si90td stat:m:nt d:t:d :e:rjJary 14, 2012 was received 
by Citibank from _ _ attorney in fact for Paul 
G. Allen. The satemen lDclue ta, III was charged for $658.81. 
Neither I nor anyone authorized by me made this charge.!! 

The statement and email was printed with the original 
retained in the file and a copy attached hereto. 

Investigation on _,,2:L(-=1,,5,,(c.2""O,,1,,2'---_at Pittsburgh, Pennsylvania (via email) 

File # 288A-PG-79713 Date dictated ,N'!..L(~A~ ________ _ 

by~L ________________ ~---------------------------
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 

~ ________________________________ ~~~aB~A~·~~~~.7q713- .10 
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r • • citibank 

Closed Card "umber 5362188162719623 Case Number 0-526055180112 

r-__________ ~W~R~I~T~T~E~N_5~T~A,TEMENT OF UNAUTHORIZED USE 

III I L the undersigned. do hereby state and 
decTIle as lUi lOWS. 
1. "This statement concerns the above Debit Card account number." 

Z. "I have indicated on my bank statementCs) those transactions that are 
fraudulent or have provided the date, dollar amount and mer~hant n~me of the 
transa~tions in dispute and included it with this Statement of Unauthorized 
use." 

3. "Neither I,. nor anyone authorized by me, nor anyone with my knOWledge or 
~onsent received or expect to receive any benefit or value as a result of 
this transaction(s)." 

4. My card was (circle one): (You may continue on the back of this form if 
additional space is needed.) 

a) Lost/Stolen. Date:-;~~c<~~c;-Location:_-,,-____________________ ___ 
If Stolen, Police Report Filed? ____ Y ____ N 

If Yes: City.~~,, ____________ Precinct _________ ___ 
b) Never Received. 

Case #, ________ __ 

use" • At HAll cards were in mv 
~other circumstances: __ ~~~~~&lCLi4~t-~~CU~~~"-____________ _ 

S. listed below is the name on any card that was lost/stolen/never received 

6. "I have reason 
card(s) described 
authorization": 

to believe the following individual(s) utilized the 
above or had access to my account number without my 

Name;;,~)~~~~~~~~~~~~~~~~~~~~~~~~~~;;;;;;;;;; Address Phone #( ) 
Ci t.y State ".,Ztp .Code. 
Reason: 

7. "The signatures set forth below are the signatures of ALL AUTHORIZED 
USERS on this account (continue additional authorized user signatures on the 
back)". 

PRINT NAME: 

PRINT NAME: 

___________________ ,5IGNATURE 

________________ 5 I ONA TURE 

8. I declare that I am the owner of the above referenced Debit Card account 
and that the foregoing information is true and correct. I understand that 
Citibank investigates alleged fraudulent or unauthorized card usage and may 
refer the same to the appropriate law enforcement agency. I agree to 
cooperate in any prosecution of individuals charged with fraudulent or 

U"authorizer Debi;. aceo;, "'re. l I ).(1'1/11.._ 

I'''U!.,J'1 cJ.+rp Card older S,gnature Date 
v Qui r; tVIE'-""\ 

(A FALSE DECLARATION TO A FEDERALLY INSURED FINANCIAL INSTITUTION MAY BE A 
VIOLATION OF FEDERAL AND/OR STATE LAW.) Mail or fax this document and 
identification of disputed charges to: Citibank N.A •• Security Services P.O. 
Box 6216. Sioux Falls, SD 57117-6216 Fax Number (60S)330 p 67S0. 

eltlbank, N.A provides client account services for Cltlbank, N.A. A member of CltlgfoUp. 
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Citibank. N.A. 
P.O. Box 6216 
Sioux ratTs, SD 57117-6Z16 

PAUL G. ALLEN 
C/O VULCAN INC. AlT FINANCE 
SEATTLE WA 
98104-3821 

Dear PAUL G. ALLEN: 

January 24. 2012 

ACCOUNT NUMBER 
5362188162719623 

This 1s our second request regarding your inquiry about the transaction 
dated 01/13/Z012 in the amount of $658.81 mad, at ARMED FORCES BANK #1 
09136822206 KS with account number 5362188162719623. 

To date your letter and supporting documentation have not been received. 
Pleaso rospond with all of the requested documents. 

til WilS eharged for $6S;"r..aJl.....--'''''UJ ... ,~ 
charge."-

Cardmamber Signature 

nor anyone authorized by me made this 
''''':1'.rf.< J-d.~ 

f""",1 0: ~ Dat. '2.-( I'f /11..-

w. previously contacte you req n9 the details of your dispute. In 
order f~r you to receive a prOVisional credit for the disputed amount, 
please respond with the requested information and documentation within 5 
business days to: P.O. 80x 6216. Sioux Falls. SO 51111-6216, or you may fa. 
us . Our fax number is 605-330-6150. If this billtn9 from the merchant is 
correct and you are acceptin9 responsibility, please contact our Customer 
Service Center at 1-800-6~7-5344. 

Sincerely, 

Your Customer Service Team 

Ene. 
/ADVMMP2/LO/SD/ER/2001/sdcp227/D-526055180112//00100 

111111111111 II 
eltlbank, N.A provides client account services for Cltlbanll. N.A. A member of Cltl;l'Oup. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 02/10/2012 

~ I Fraud Investigator, Citi Security and 
Investiga He Services, 710 Riverpoint COllr: West Sacramento, 

California I :aVi ncr : Db:n: mlm:e: 0: I I and an email 
address of Iwas ~n erv~ewed 
telephonicaI y. Af ere~ng a Vlse of the identit~the 
interviewing agent and the nature of the interviewl~provided 
the following information: 

note: the following information was provided through telephone 
calls on February 9 & 10 1 2012 and an email dated February 9, 2012. 

time note: all times listed are Eastern Standard Time (ESr) 

Date Time Note 

12/28/11 1300 Call not captured 

12/29/11 1309 Call not captured 

12/29/11 2200 Caller trying to do on-line banking and does 
not have his card number with him. Caller knows 
that the card ends in 28. Caller provides 
checking account number 37257475, name, other 
signers, last four digits of the social 
security number. Caller informed that he would 
need the card, personal identification number 
(PIN) , and account number to get on-line 
access. Caller stated he would go to branch 

12/31/11 0012 Call not captured 

12/31/11 0031 Caller trying to do on-line account access, 
doesnrt have his card with him, wants to get 
card number. Caller provided savings account 
number 9986394464, name, date of birth, last 4 
of social security number. Agent provided 
customer identification number 62188062719628, 
which is used for on-line banking. 

1/9/12 1435 Caller update ,s fmm c, "".1 ~ 
Washinqton to 

Investigation on ~2~/~9~/~2~0=1=2 _____ ,at Pittsburgh, Pennsylvania (telephonically) 

File # 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency_ 

I 
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Continuation ofFD-302of ~L _________ j-I----------' On 2/9/20l2 ,Page --2-

1/9/12 1438 

1/9/12 1500 

1/12/12 1529 

Call not captured 

Caller attempting to order new card. Failed 
multiple choice security questions 

Caller wanted to order replacement debit card. 
Caller provided account number, date of birth, 
name and others on account. Agent had new card 
issued and sent via ups. 

The card was embossed with the name Paul G. Allen. The 
original mailing address for the account (used on statements) 
included a reference to Vulcan Capital. 

A Citibank debit card can be utilized as a credit card 
which does not require the use of a PIN code. 

A printout of the email message has been retained in the 
file and a copy attached hereto. 
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Date of transcription 02/22/2012 

I j Fraud Investigator, Citi Security and Investigative ~: 
~ebruary 21, 2012, a UPS envelope was received from 

~erv~ces, 0 Riverpoint Court, West Sacramento, California. The 
envelope beared UPS tracking number lZ7148X70195001304 and 
contained a compact disc entitled, npaul Allen Citibank #2_11 

The original has been retained in the file_ 
was made of the original, labeled duplicate original, 
in the file. 

Investigation on --,2=1.=2:;:1,,1-,2:.0=-.=1.=2,--_al Pi t tsburgh , Pennsylvania 

A duplicate 
and retained 

File # 288A-PG-79713 Date dictated "N~/~A,-,-________ _ 

by ~L _____ j-----------
It is the property of the FBI and is loaned to your agency; 
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This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 
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Date of transcription 02(17(2012 

Vlllcan ~;cQrp?rated / 
Paul G. e ep one nu er 0 [ ~ __ land fax 
number of d telephon~ca y. Also 
present on the call was of Citibank. After being 
advised of the~ity a e In erv~ewing agent and the nature 
the interview(~provided the following information: 

of 

Three seperate incidents were noted regarding the bank 
accounts of Paul G. ALLEN: 

Well Fargo - in early December 2011 a wire transfer was attempted 
but was not successful. Requestor knew ALLEN!s social security 
number and year of birth. 

JP Morgan Chase - January 5, 2012. 
social security number. 

The requestor knew ALLEN!s 

Bank of America - on January 13, 2012 a caller attempted to change 
the addres: :11 an ALLEN account to I ... 

I The requestor knew AhL~L'-E""Nr;'-;s"--'n;;-a""m:;e:-,---'s"o""c"l-:a"'lrs;:-e""'c"'u"r"l"" t"'y;;-------' 
'-"n"u"m"b"e=r'-,---'a"n""-~ate of birth. The change failed when a confirmation 
attempt was made by the bank. 

Investigation on ~2~(~1~6~/~2~0~1~2~ __ at Pittsburgh, Pensylvania ( telephonically) 

File # 288A-PG-79713 Date dictated N / A 
""-""----------

by ~L-___ _______1_--------
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your .gency. 

It is the property of the FBI and is loaned to your agency; 

__ ___ ---';£;8= Ii· "Pc;,. i q J I 3 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 02/21/2012 

Armed For~c~e~SS-IRar:nnR~~]1rr;-:r.ZU-'''a[nnE~':~5[[D~::E<lEE:~;a3U~~lEE]:::; 
Kansas f having a Ph.~:::~~~===J""1;rc'5V;:a:ecnrneTc5Tro:w;:ruJJand an email address ofl prov~ e e 0 OW1Ug 
information through emal 

~1~~~~~ ____ ~~lapplied online to open 
account at Armed Forces Bank. LI ____ ~Iprovided the 

a checking 
following 

information: 

A printout of the account information has been retained 
in the file and a copy attached hereto. 

Investigation on -c2~/~1~7~/~2~0~1~2~ __ at Pittsburgh, Pennsylvania (email) 

~~# 288A-PG-79713 Datc dictated "N~/~A:.:. ________ _ 

bY~L ____ r--------
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents arc not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 

J2:5A-~-797/3 - d? 
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Precedence: IMMEDIATE Date: 2/29/2012 

To: pittsburgh 
FBIHQ 

Attn: NCIC Operator 
CID 

From: Pittsburgh 
Squad 16 
Contact: 

Approved By: I r\z;9\,1/ 
Drafted By: I 

'------,------,:-:----:-' 
Case ID #: 288A-PG-79713 (Pending) 

Title: 
CITIBANK VICTIM; 
COMPUTER INTRUSION - CRIMINAL 

Synopsis: Initial Submission. 

Details: Bank fraud / computer intrusion. 

Caution: None 

Name: 

Sex: Race: 

POB: 

DOB: DOE: 

Weight Eyes: 

FBI #: Skin: 

Height:D 

HairiL-__ -' 

Scars, Marks, Tattoos, and Other Characteristics: None. 

NCIC Fingerprint Classification: 

Passport Number: 

VISA: 

Social Security Number: 
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To: 
Re: 

Pittsburgh ~m: Pittsburgh 
288A-PG-79713 (Pending) , 2/29/2012 • 

Operator's License Number: D 
Operator's License State: Expires: cl __________ ~ 
Offense Charge: Bank Fraud 

U.S. Code, Title and Section: 18, 1353/1354 

F.O. File #: 288A-PG-79713 OTHER Sealed Pursuant to Court Order 

Bond Recommended: None 

Miscellaneous: 
License Plate Information 

LIe: State: 
Expires: Type: 

Vehicle Information 

VIN: Year: 
Make: Model: 
Style: Color: 

Aliases: 

Additional Identifiers: 
LEAD (s): 

Set Lead 1: (Info) 

FBIHO 

AT WASHINGTON D.C. 

For your information . 

•• 
2 
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Date of transcription 02/27/2012 

The following are transcripts made from recordings 
provided earlier by Citibank on a compact disc entitled, lIPaul 
Allen Citibank #2.11; 

note: C and C2 denotes Citibank customer service representatives 
and S denotes subject. 

834532646. wav 

note: calIon December 29~ 2011 

Welcome to Citibank this is LI ___ J How may I help you today? 

S: Yes, 11m trying to urn, urn, do my online banking, and this, and 
urn, itls telling me that I, I, need to have my debit card but 
I donlt have my debit card in front of me and I don't 
memorize my numbers, but, and I was hoping that, would you be 
able to retrieve my, my debit card number for me? 
<unintelligible> I know that the last two numbers arec===Jr 
just can't remember the rest. 

OK, let me check what best I can do for you_ 
your, may I have your checking account number 

So may I have 
please? 

C: Thank you_ Just give me a moment, let me retrieve your account 
information. May I have your complete name as it appears on 
the account? 

S: Paul Allen. 

C: Mr. Allen, do you share this account with anyone? 

S,· No. 

C: May I have the last four digit number of your social security? 

. Investigation on ~2~/~2~7~/=2~O~1~2~ __ at Pittsburgh, Pennsylvania 

File /I 288A-PG-79713 

This document contains neither recommendations· nor conclusions of the FBI. 
it and its contents are not to be· distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 

.2&~P.~-797/3 -
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C: Thank you for the verification provided Mr. Allen. As I have 
noted that this is a private bank account I have to get you 
connected to a citi gold department. OK? Before I connect your 
call, would you like to write down the telephone number? 

S: Who are you connecting me with? 

c: Ilm sorry. 

S: Who, who are you connecting me with? 

C: Ah, you have a private bank account, itls a Citi gold account 
<unintelligible>, so I have to get you connected with the Citi 
gold department and they can definitely help you. 

S, OK. 

c: OK, so, ah, may I just place your calIon hold for a minute 
or two while I go ahead and connect your call there. <pause> 
Sir? 

S: Yes. 

c: 1111 just place your calIon hold. Thank you. 

s, OK. 

<pause> 

C: Thank you for holding. I appreciate your patience Mr. Allen. 
I have the other associate who will assist you further on your 
account. Thank you for choosing Citibank we appreciate your 
business. Good bye. 

s: Thank you. 

C2: Yes, hello Mr. Allen. My name isl II will be further 
assisting you today. And How can I help you sir? 

S: Look, I'm having trouble logging on, and 11m trying to, uh, do 
my online banking and 11m trying to put my card in, and it 
keeps, it keeps telling me that, it keeps knocking me back to 
the home, home, uh, page. <pause> Hello? 
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C2: Ah, you won!t be able to actually use the online access 
because it doesn't look like you have an active PIN right now_-

s: OK, so, how, what am I doing wrong? Do I have to sign up or 
anything or? 

C2: Basically you, you ~eed an active card PIN and account number 
to be able to create a user ID and password. Urn, I don!t show 
that you have an active PIN right now. 80 you would basically 
have to, I can mail you a PIN or if you can visit a branch, 
you can pick your own PIN. 

S: I!ll, I!ll just come into the branch. 

C2: OK. What I recommend is while you're there, ah, not that 
they!re trained specifically in the on-line access, but they 
can help you to set it up while you are there also. 

s: Yeah, I'll get it, I!ll get it set up and everything. 

C2: OK sir, do you have any other questions <unintelligible> or 
concerns? 

s: No, that's, that's it. 

C2: Alright sir, well <unintelligible> Citibank Mr. Allen. I hope 
you have a great day sir. 

8: OK, thank you. 

C: You!re welcome. 

Call ends. 

893553206.wav 

note: calIon December 31, 2011 

C: Welcome to Citibank my name is <unintelligible>. How may I 
help you? 
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s: Yes, 11m on, eh, Citibank banking on-line and theylre asking 
me for my, uh, debit card number and I have I have a debit 
card number but I donlt memorize it and I was wondering if you 
would be able to, ur., look it up for me, would you be able to 
retrieve it? 

C: May I please have your, uh, account number? 

s: OK. I, I just want to know would you be able to retrieve it or 
not because I donlt, I donlt want to do all this and you wonlt 
be able to retrieve it? 

C: I need your information sir <unintelligible> I can be able to 
help you. 

s: OK, urn, what information do you need? 

c: Do you have your, uh, valid card number? 

S: No, I have, I have my, uh, I donlt memorize my card number_ I 
have, I have my account number and all that. 

c: OK, go ahead. 

c: Thank you and may I please have your first and last name to be 
verified? 

s: Paul Allen 

Thank you, well Mr. Allen a couple 
identify yourself on the account. 
of birth to be verified? 

s: January 21st, 1953. 

of security questions to 
May I please have your day 

Thank you 
social? 

and may I please have the last four digit of your 

I· 
C: Thank you so much. Do you share this account with anyone? 
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S: No. 

c: Thank you so much Mr. Allen you've been completely identified 
on the account. So now you'd like to have the card number, 
correct? 

Yes, I, I remember the last two digits, I know it's Dbut I 
can't remember the rest. 

c: OK, what happened to your card? Do you, or did you lost the 
card? 

S: It's not, it's not lost, I don't want, I don't want to report 
it stolen or anything I, I, it's in my wallet and I'm in front 
of my computer, and I didn't and I don't have, and I don't my 
wallet with me. 

c: Alright, urn, not a problem. Let me keep on 
<unintelligible> time. So may I place you on hold while I 
retrieve your account information. 

S: o~, are you transferring me because I don't want to be 
transferred, because I don 1 t want ... 

c: No, I'm not going to transfer your call, OK? 

c: Thank you. 

c: Thank you so much for holding Mr. Allen I can able to help you 
wi th the card number ... 

S, OK, 

c: ... your card number, what, there some security questions need to 
be asked so that we can able to help you with that. Would that 
be fine? 

s, OK, 
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c: Thank you_ Just give me one moment. <pause> Ah, could you 
please tell me that when did you make, uh, a reason, uh, the 
last deposit on your account. And was the amount? 

s: The last deposit? 

c: Yes, and the amount. 

s: It was, it was <unintelligible>. 

C: I'm sorry sir, go ahead. 

S: Yes, it.was, yes, it was around, it was around this month. 

C: OK, what's the amount did you made, ah, the deposit sir, 
amount? 

S: In my checking? 

C: On your checking or on your savings, anyone <unintelligible>. 

S: The, the amount in my savings is, ah, a hundred seventy ___ . 

C: No, how much you made of last deposit was the amount of the 
deposit? 

S: Oh, in my, in my checking? 

C: When did you make a last deposit on your account, sir, the 
deposit, you make ATM deposit? 

S: Yes, I make, I make deposit? 

C: OK, could you tell me the las ... the recent deposit that you 
made on your account and what's the amount? 

S: It was, it was, ah, I know, oh, oh, er, it was well over, uh, 
500, 500 dollars, well over. I canlt remember exact_ 

C: OK. Il11 place you on hold while I review your information. 

S, OK, 
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C ; Thank yOU. 

<pause> 

C; Thank you so much for patiently waiting on the line sir. 

s, OK. 

C: Oh, I apology for the too long hold, OK, but I just wanted to 
identify you so we that because it's for the security reason 
we will not be able to disclo, disclose the card number just 
like that, so we have some certain rules and regulations that 
we need to follow, so the, the question that which I would 
like to get from, uh, the answer is do you receive, uh, 
electroni~ statement in regards to your account or the 
statement is mailed to your mailing address? 

S; Sometimes, sometimes I get both. <pause> But, ma,inly ... 

C; Do you receive the statements to your mailing address and 
electronically as well? 

S; Wait, could you repeat the question? I'm having a hard time 
hearing. 

C; OK. Do you receive a statement to your mailing address or 
electronically do you get the statements to online? 

S; To urn, urn, my mailing, my mailing address. 

C: Your mailing address. Alright. Could you please tell me which 
branch that you had opened this account? 

S: I <unintelligible> Could you repeat that again? 

C: The branch. Where did you open your account? Which branch. 

S; It's it's, it's Citibank. That's my, that's my, that's who I 
bank with. 

C: Yes, Citibank. I understand, sure. Which branch, where is it 
located? The address of the branch that you had opened? Which ... 
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s: The, the, you need the address? 

c: Yes, where it's located. Which branch is that. I know it's a 
Citibank branch, where it's located? 

s: You need the state? 

C: Yeah, the address of the branch. 

S: See, I don't, I don't have that address, of that, of that 
branch. 

C: OK, which state that you have opened them? 

s: What what? 

C: Which, which state that you had opened this? 

S: Seattle, Washington. 

C: Washington, OK <unintelligible>. <pause> Have you enrolled 
yourself in the thank you rewards program. Do you know that 
your, uh, account is enrolled in thank you rewards points, you 
get points. Do- you know that you have, uh, enrolled in that or 
not? 

S: I have what? 

The thank 
account. 
the thank 

you rewards program, you get rewards on your 
Do you know that? Have you enrolled yourself 
you rewards program or not? 

S: Do I, do I have rewards program? 

into 

C: Thank you. Thank you rewards program. Thank you points. Do 
you get points? 

<unintelligible> 

S: I should have them. I'm not sure, I haven't been checking up 
on them. 
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Continuation ofFD-302 of _______________________________________ ,0. 2(27(2012 > Page __ ~9,,---__ 

c: OK. Alright sir, thank you so much for all the information, I 
appreciate that and could you tell me your mailing address? 
Your mailing address? 

s: My mailing address? 

c: Yes. 

s: 6-4-5-1 West Mercer Way, Mercer <unintelligible>, Seattle, 
Washington 9-8-0-4-0. 

c: Thank you so much. You can make a note of your card number. 

OK. I'm ready for it. 

c: Correct. 

b6 
b7C 



• 
FD-302a (Rev. 10-6-95) • • 

288A-PG-79713 

Continuation ofFD-302 of ______________________________________ ,0' 2/27/2012 • Page lO 

s: OK. Could you, I want at I, I hope, could you, could you 
repeat that one more time, the whole card number? 

c, Sure I 

c: Yeah. 

s, 

c, 

s: You!re going too fast. 

c: OK, I'm going to start again. 

S, OK.I 
C , D i..U"'h-"h-u-m-.--...J 

s'D 
C:. Dh hum. 

s: So what's the next? 

c, 

s, What's, what's the next? 

c, 

s, 

c, 

s, 
No, I 
Oh,rll....---"--<-p-a-u-s-e...J> What's the next? 

c, 

s, 

c, 

b6 
b7C 
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Continuation ofFD-302 of _______________________________________ .0' 2/27/2012 ,Page ...ll 

S, OK, so it 1 s 

e, nUh-huh. 

s, I 
e, No, 

s, oh, 

e, Correct. 

S, I Alright, so it1s, Uhl 

e, Correct. 

S, OK. 

c: Alright Mr. Allen, have I completely resolved your inquiry 
today? 

s: Yes, thatts all I wanted to know. Thanks for your help. 

c: You1re welcome. Thank you so much for ca~ling Citibank. I 
appreciate your business. If you need any assistance 
<unintelligible> feel free to call us. We are available 24 by 
7. And I would like to wish you a happy New Year. 

S, OK, you too, 

e, Thank you, good bye-, 

S, OK, thank you. 

e, Thank you, bye. 

Call ends. 

b6 
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Stat Agent wame l 
Stat Agent SOC . i 
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Repor t Dat e : 03/OS/2012 
Atcorn Date.: 02/29/2012 

03/08/12 12:43:12 
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A Fugitive ••• • •. 

Bankruptcy Fraud ••• 

Computer Fraud/Abuse. 
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N 

Y 
Corruption of PubUc OHidals: N 
Money Laundering • ••• ••• : N 

Sub. Invest. Asst by Other FOs; 

Investigat i ve Assistance or Technique Used 

I NAN ANALYST LAB F!ELD SU co - NAT BAC 
I RCRAFT ASST PEl<{ REGISTER CAVC/VI'CAP 

MF'UTER ASST PHOTO COVERG FIM/ NS INTEL 
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EGATS ASST . TECH AG/EQUI oese 
VIONCE PURCH TEL TOLL REC T. MON ·NRCSC 
NFORMANT/C\.I UCO·GROlJP I OR LANG ASST 
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CompLai nt Is for Federal/Local/International (FILII)... F 
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ICT·WITN COOR 

o WANTED FLYR 

AR' 
ART 

SSfT fORF PRO 

OlI:F SUPPORT P 

fOS/CTO 

s/cm 
NfRAGARO/ CYD 

Fe/elD 
pp 

USI ON CENTERS 

United States Code VioLation 

Title 

18 
18 

Section 

1343 

1344 

Counts 

1 

7 %%%·· .. ·U· 

RA Squad Task Force 

" 16 flTCTF 

1 • Used, but did not help 
2 m Helped, Minimally 
3 ~ Helped, Substantially 
4 : Absol utely Essential 

-_ .. _ ... _-_ ... . _--_ .. ..... _--_ .. __ ._---_ ..... _ .......... _ .. __ ......... ... ... __ ._ .. . __ .. .. .... _--------------------------------. __ ... . 

ACCOIr.pl ish.-nent Narra t ive 
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• 
Page 

03/08/2012 

Case NUlIber: 

Serial No.: 
288A-PG-79713 

30 

• 
***************** ARREST **************** 

SENSI i l'l! J UNCLASSIFIED 

Stat Agent 
Stat Agent 

Name:1 
SOC.:~. ______ -' 

• 
Report Date: 03/08/2012 
Accom Date.: 03/02/2012 

03/08/12 12:44:25 
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Does Accempt ishment InvoLve Assisting Agents SOC Subject Name 

Drugs •••••• 

A Fugitive •••••• 
Bankruptcy Fraud ••• 

computer Fraud/Abuse. 

N 

Y 

N 

Y 

Ol 
I 
I 
I 
I 

corruption of Public OfficiaLs: N 
Money Laundering •••••••• N L __________ -' 

Sub. Invest. Asst by Other FOs: 

inves.tigative Assistance or Technique Used 

INAN ANALYS AB FIELD SU CO - NAT BAC ICT-\,nTN COOR 

lRCRAfT ASS EN REGISTER CAVC/VI-CA? o WANTED FlYR 

OMPUTER ASS HOTO COVERG RIM/NS INTEL ARS 
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lSUR/FlSC ReI! WAR EXE RIS NEG-lOe SSET FORf PRO 
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Was Subject Armed (yIN) .................................. : N 

United States Code VioLation 
==============z=zz========== 

TitLe Section Count 

18 
18 

1343 

1344 

AcccmpL ishment Narrative 

RA squad Task Force 

HQ 16 HTCTF 

1 = Used, but did not heLp 
2 = HeLped, Minimally 
3 = HeLped, Substantially 
4 = AbsoLuteLy Essential 
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Case Number: 288A-PG-79713 

Serial 1.10_:,30 

Ooes Accomplishment Involve 

Drugs • • • • • • 1.1 

A Fugitive. • • • • • Y 

Bankruptcy Fraud. • • N 

*************** PELP **************** 
"'"SI!M3ITlVli I UNCLASSIFIED 

Stat Agent Name:1 

Stat Agent SOC.: 

Assisting Agen 

Report Date: 03/08/2012 

Accom Date.: 02/29/2012 

ts SOC Subject Name 

---------------
I 
I 
I 

Computer Fraud/Abuse. y I RA Squad Task force 

Corruption of Public Officials: N 

Money Laundering •••••••• N 

Sub. Invest. Asst by Other FOs: 

Investigative Assistance or Technique Used 

FINAN ANALYST 

IRCRAFT ASST 

COMPUTER ASST 

CONSEN MONITR 
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ENG FIELD SUP 

ENG TAPE EXAM 
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SaG ASST 

SWAT TEAM 

TECH AG/EQUI 

TEL TOLL REC 
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UeO-GROUP II 

CO - NAT BAC 

CAVC/VI-CAP 

RIM/NS INTEL 

RIS NEG-FED 

RIS NEG-LOe 

RT ASST 

UTTE OSC 

AV OSC 

poe SC 

FT. MON-NRcse 

FOR LANG ASST 

NON FBI LAB E 

ICT-WITN eODR 

o WANTEO FL YR 

ARS 
ART 

SSET FORF PRO 

ORF SUPPORT P 

FOS/CTD 

XS/CTD 

INFRAGARD/CYD 

FC/CID 

pp 
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24 $ 130000000 $ 

Accomplishment Narrative 
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31!113ITI'f'E /UNCLASSIFIED 
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I HO 16 

1 = Used, but did not help 

2 = Helped, Minimally 

3 = Helped, Substantially 

4 = Absolutely Essential 
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Precedence; ROUTINE Date: 03!~3!20~2 

'J;o: Pittsburgh 

From: Pittsburgh 
.squad ~6/Cybp'1>r,,-_____________ ---, 
Contact: SA I I 

Approved By:. >\ \">\\-t/ 
r---------------~, 

,/n/[}-
Case ID #: 12881l PG 79 71 3 (Pending) 

Title: 
CITIBANK - VICTIM; 
COMPUTER INTR.USION " CRIMINAL 

S.ynopsi,s: TO DOCUMENT BTATS TO DATE. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/07/2012 

A phvsica l Sllr1rej ll a n ce was condllcter ~~ri~~ 

surveillance activity, the following observations were 
approximate time noted: 

vicinity of 
the 
made at the 

The following personnel participated in the surveillance: 

A 
A 
A 

~ ~ L-______________ ~ 

Note: All activity occurred on March 2, 2012. 

Time 
05,15 

Event 
Surveillance initiated 

No activity 

07:10 African American male exits rear ofl 
it-walks to a s i I ver SU2jJJk j bea ri ng pen~n=-=S~Y"l~v=a~n~l;-' a=-------...1 
~license plate numberl I appeared to retrieve an 

item f~om the vehicle, and returned to the residence. 
Individual wore a light colored hooded sweat shirt with 
the hood covering his head. 

07:25 

Investigation on 

African American female and elementary aged girl exit the 
front door ofl I The individuals 
walk across Collins Street and wait at the corner of 
Collins and Penn Circle North. 

School bus stops at the corner of Collins and Penn Circle 
North and picks up the school aged girl. Female walks 
back across Collins towards Station Street. 

Surveillance discontinued 

---,3,,-,-1.=2,,-1-=2=-0=-1=2 ___ at Pi t tsburgh , Pennsylvania 

File # 288A-PG-79713 Date dictated .::N"I-=A"--_______ _ 

b'JL _____ J----------

This document contains ncither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FB! and is loaned to your agency; 

f28Bfl -Id . -JC17 /. -
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FEDERAL BUREAU OF INVESTIGATION 

Date of trans~":iP:tiO:":...--=0::3==1=0=6==1=2=0=1~2,,--__ 

On March 2,' 2012, described as: Item #81 
Items, further described as IB 5, barcode E0398050~9~,~w=a~sC-o~p~e=n~e~d~at 
15:34 because it was determined this item contained both financial 
documents and valuable evidence. The valuable evidence was removed 
from this evidentiary item. This item was resealed at 15:38. The 
valuable evidence consisted of three ATM/credit cards identified 
as: 

Bank of America 
Fifth Third Bank 
Scot trade Bank 

.-___ ---,On March 9, 2012, sA!!:-;-::-c===:::-==--=-,-1 and ETC I 
Irepackaged the valuable evidence into new packag~'~·n==gc.f~o~r=--" 

~s~u~b~m~l"=s=s~i=o~n to the Evidence Control Room. 

lnvestigation on ---'0'-'3'-'1--:0'-'9'-'1-=2'-'0:.:1:.:2=----_"' Pitt sburg h , PA 

File # 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

b6 
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UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date, 03/09/2012 

To: Pittsburgh 

From: Pittsburgh 
Squad 16/cybe~':r~ ____________________________ -. 
Contact: SA I I 

Approved By: 

Drafted By: 

Case ID #: 288A-PG-797l3 

Title: I 
7C"iI"iT"iI"i'B;;AN""'K'""""=:-;-VnI"CC"iT"iI"M.-:-'; 

(Pending) 

COMPUTER INTRUSION - CRIMINAL 

Synopsis: Document submission of valuable evidence. 

Details: SAl I submitted three ATM!credit 
into valuable~e~v~i~d~e~n~c~e~o~n~3'7'9077~2012. The three items are 
identified as: 

Bank of America I 
Fifth Third Bank 
Scottrade Bank L. ______________________ " 

cards 

r----------.t'he valuable evidencew ~sa~s~t~uur~ned over to EeTI 
rfter she witnessed S~ Iseal evidence.L---------~ .. 

UNCLASSIFIED s, \DRAFTS\161L ____ ~~06D). ec 

if;), 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/09/2012 

r-------'QUI:DUM~irch 6, 2012, a UPS envelope was received from 
Fraud Investigator, Citi Security and Investigative 

c..,s~e~r~v'""i~c~e;;-;;s~,-7""1"orlRi verpoint Court I West Sacramento f California. The 
envelope beared UPS tracking number lZ7148X70195366402 and 
contained an untitled Maxell compact disc. 

The original has been retained in the file. 
was made of the original, labeled duplicate original, 
in the file. 

Investigation on -c3~/~6L/~2~0~1~2~ ___ at Pittsburgh, Pennsylvania 

A duplicate 
and retained 

File # 288A-PG-79713 Date dictated N / A 
""-'-'----------

byJL __________________ ~-------------------------
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency_ 

It is the property of the FBI and is loaned to your agency; 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03(09(2012 

Ivulcan Incorporated / 
Paul G. A'~l"l;-e=n-,--:p"r"o=v"i-:d;-'e:-d"v=i-::a---:e"m::-a::-Ti'"l---:d;-a"t""e::-:;d"F""e"b"'ruary 27, 2012, signed 
consent to search forms for accounts belonging to Paul Allen. 
Forms were provided to include activity between December 2011 and 
January 2012 for the following banks: 

Bank of America 
Citibank 
JP Morgan Chase 
Wells Fargo 

The consent 
retained in the file. 
retained in the file. 

forms were burned to a compact disc and 
The originating email was printed and 

Investigation on -c2~/~2~7~/~2~0~1~2~ ___ ,at Pittsburgh, Pennsylvania (email) 

File # 288A-PG-79713 

This document contains neitber recommendations nor conclusions of tbe FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of tbe FBI and is loaned to your agency; 

28619 -:J-? - 79713 -
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03(09(2012 

':c;-,--____ --,--,---,-_:-__ ...,.,,---,--,--....,.....,,;-...Jlvulcan Incorporated / 
Paul G. Allen, provided via email dated March 5, 2012, signed 
consent to search forms for accounts belonging to Paul Allen. 
Forms were provided to include activity in February 2012 for the 
following banks: 

Bank of America 
Citibank 
JP Morgan Chase 
Wells Fargo 

The consent 
retained in the file. 
retained in the file. 

forms were burned to a compact disc and 
The originating email was printed and 

Investigation on __ 3~(~0~5~/~2~0~1~2C-___ .at Pittsburgh, Pennsylvania (email) 

File # 288A-PG-79713 Dale dictated "N~/~A,---________________ _ 

bY~L-____ J------------
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency_ 

It is the property of the FBI and is loaned to your agency; 

?8BfI-/2/97/3 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/09/2012 

On March 1, 2012 at appr9ximately 18:37, a silver Suzuki 
bearin~ Pennsylvania license platel Iwas parked in the lot 
behindL_I ________________________________________ --"1 

Investigation on __ ~3~/~1~/~2~0~1~2~ ____ .m Pittsburgh, Pennsylvania 

File # 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 

b6 
b7C 

b6 
b7C 



FD-302 (Rev. 10-6-95) • • 
- 1 -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/09/20l2 

On February 7, 2012, Detectivel IDirectorate of 
Emergency Services, Civil Liaison, AWOL Apprehenslon Division, Fort 
Polk Louisiana P10Yided bv fax Dp FOrm 553. The form provided 
documentation of AWOL/Deserter status .. 

The fax has been retained in the file. 

Investigation on ---,2=1-,7.!-1-,2"O"l=2 ___ at pi t t~burgh r Pennsylvania (via facsimile) 

File # 288A-PG-79713 

It is the property of the FBI and is loaned to your agency; 
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This document contains ncithcr rccommendations nor conclusions of the FBI. 
it and its contents arc not to be distributed outside your agency_ 
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UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/09/2012 

To: Pittsburgh 

From: Pittsburgh 
Squad 16/Cyb~f'~·r ______________________________ -, 
Contact: SAl I 

Approved By: 

Drafted By: 

~\ \'1-'\"1./ 

1*1\" L-________________ ~ 

Case ID #: 288A-PG-79713 

Title: I 
7C"'I'l'T"'I"B"AN'Ril1K-::-oV'TI7C"'T'TI"Mr:-'; 

(Pending) 

COMPUTER INTRUSION - CRIMINAL 

Synopsis: To document FBI and DBMS processing OfLI ____________ ~ 
Enclosure(s): booking sheets, fingerprint cards 

Details: On 3/2/2012,1 Iwas arrested and 
processed at the FBI building in pittsburgh and by the US 
Marshals Service in Pittsburgh. The related booking information 
generated has been retained in the file . .. 

UNCLASSIFIED 
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I _ 
1 

r--------'T"'I:e following investigation was conducted by SALI ____ --' 
Jin Pittsburgh, Pennsylvania on March 12, 2012: 

telephone number 
';iaillv'Zi:~]slierthcaltn:eeC!l~ccr~nnoo",t'JCino;o3wwco>ir recall having metf-' _______ --.---' 
I Iwas shown and did not recognize a photo of 
checked his sales records going ~ack to Octobe: o""---..,,,,.rr-, ---'"'u~-,,-~"'·d 
not have any sales attributed toL Jnoted that he 
interacts with numerous customers daily and often does not get 
more than a first name from them. 

2ggA·ti},-797/3 - 4-to 
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UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2012 

To: Pittsburgh 

From: Pittsburgh 
Squad 16/cybe¥r ________________________________ , 

Contact: SA I 
Approved By: 

Drafted By: 

Case ID #: 288A-PG-79713 (Pending) 

Tit1e: rl ----------------, 
~C~I,..T"'I!'1B"'ANirN1K"....,=-'V"'IT;C"'T"InM,.,:-· --' 

COMPUTER INTRUSION - CRIMINAL 

Synopsis: To document legal proces~ 

Enclosure{s) • 

r=<Details: I 

OTHER Sealed Pursuant to Court Order 

++ 

UNCLASSIFIED 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/12/2012 

A search was conducted utilizing the Just-ice Network 
(JNET) , a database containing Pennsylvania Department of 
Transportation driver r s license records I for LI ___________ --' 

The following information was obtained: 
,--------------, 

Name: 
Address: 
City: 
State: 
Zip Code: 
Date of Birth: 
Photo Date: 
Driver License Number: 
Eye Color: 
Height: 

A printout of the JNET results will be maintained in a 
I-A envelope. 

Investigation on 03/12/2012 at _P=-=i~t~t~s=b~u=r~g=h~,_P~A~ __________________ _ 

File II 288A-PG-79713 Date dictated 03/12/2012 

~~I~O~ALI __________ ~ ________________________________ ___ 
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03(12(2012 

A search was conducted utilizing the Justice Network 
(JNET), a database containing Pennsylvania D~partment of 
Transportation driver1s license records, fort I 
The following information was obtained: L ___________ --' 

Name: 
Address: 
City, . 
State: 
Zip Code: 
Date of Birth: 
Photo Date: 
Driver License Number: 
Eye Color: 
Height: 

A printout of the JNET results will be maintained in a 
1-A envelope_ 

Investigation on -.:0'C30!...(=1::21-(-=2,"0e"1,,2,--_at fli t tsburgh, PA 

File 11 288A-PG-7971.3 

by IOP I 
This document contains neither recommendations nor conclusions of the FBI. 
It and Its contents are not to be distributed outside your agency. 

Date dictated 03/12/2012 

It is the property of the FBI and is loaned to yonr 3gency; 

286f1- t6-79713 -
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/12/2012 

A search was conducted utilizing the Justice Network 
(JNET), a database containing Pennsylvania Department of 
Transportation driver1s license records, for I The 
following information was obtained: . 

Name: 
Address: 
City, 
State: 
Zip Code: 
Date of Birth: 
Photo Date: 
Driver License Number: 
Eye Color: 
Height: 

r-------------~ 

A printout of the JNET results will be maintained in a 
I-A envelope_ 

Investigation on _0",3"'/L.1=2"'/L.2",0~1=2=-_" Pit tsburgh, PA 

File # 288A-PG-79713 Date dictated 03/12/2012 

• 

~ __ I~O~A11 ______________ ~ __________________________________ __ 

This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outs.ide your agency. 

It is the property of the FBI and is loaned to your agency; 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/12/2012 

was 
A query of the National Crime Information Center (NCIC) 

COnductej fori I Social Security Number 
_ The followlng results were returned: 

Name: 
Address: 
City: 
State: 
Postal Code: 
Sex: 
Date of Birth: 
Height: 
SSAN, 
Eyes: 
Criminal History: 
Registered Weapons: 

Registered Vehicles 

Make: 
Year: 

Make: 
Year: 
Tag: 

Results of the NCIC check will be maintained in a I-A 
envelope. 

Investigation on ~O~3~/~1~2~/~2~0~1~2~_'M Pittsburgh, PA 

File # 288A-PG-79713 Date dictated 03/12/2012 
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~~I~O~L-___________ r-I __________________________ ~ ~,~ 
'------,.-.!-> " This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 

it and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03(12(2012 

A query of the National Crime Information Center 
was conducted fori ISocial Security Number 
205-40-0189. The following results were returned: 

Name; 
Address: 
City: 
State: 
Postal Code: 
Sex; 
Date of Birth: 
Height: 
SSAN, 
Eyes: 
Criminal History: 
Registered Weapons: 

Registered Vehicles 

Make: 
Year: 
Tag: 

(NCIC) 

Results of the NCIC check will be maintained in a I-A 
envelope. 

Investigation on ---'0:::3:::/<-1=2!.../,,2,,0-'1,,2'---_31 Pit tsburgh I PA 

File # 28BA-PG-79713 Date dictated 03/12/2012 

by~I~O~All ________ j-----------------
This document contains neither re~ommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03(15(2012 

A search was conducted of the AIle hen Count Property 

e 0 OW1ng III orma lon was 0 alne 

Address: 
City: 
State: 
Zip Code: 
Owner: 
Municipality: 
Use Code: 

Address: 
City: 
State: 
Zip Code: 
Owner: 
Municipality: 
Use Code: 

Printouts of the Allegheny County property records will 
be maintained in a l-A envelope. 

Investigation on _0"-3::..L1,,1,,,5.!..(-,2,,0,,1,,2,-_at Pittsburgh, PA 

File # 288A-PG-79713 

by IOAI 
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents arc not to be distributed outside your agency. 

Date dictated 03/15/2012 

It is the property of the FBI and is loaned to your agency; 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/12/2012 

was A query rO~f~~t~h~e:;:N~a:=t~i~o~n~a~l~~C=1rime Information Center (NCIC) conducter for~ I Social Security Number 
_ The following results were returned: 

envelope. 

Name: 
Address: 
City, 
State: 
Postal Code: 
Sex: 
Date of Birth: 
Height: 
SSAN, 
Eyes: 
Criminal History: 
Registered Weapons: 
Gun License Issued: 
Gun Permit Number: 
Gun Permit Expiration: 

Results of the NCIC checK WU . .L De mal.ntalnea lO a I-A 

Investigation on ~0~3~/~1=2~/=2~0~1~2~_'M Pittsburgh, PA 

File II 288A-PG-79713 Date dictated 03/12/2012 

IOAI~~~~~~~~~~ ________________________________ _ 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 

by 

it and its cOntents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/19/2012 

Voice mail on mobile telephone number I I was 
accessed and recorded. There were eight voice mail messages in the 
mailbox which were recorded along with the date time stamp and 
originating number. The following is a transcript created of the 
recorded messages: 

1) Message from I I 
Sent: Thursday I ~F~e~b~r~u=a~r~Y~2""3"--=a.,Jt 9:12 AM 

IIThis message is fori I This i~ Icalling from 
Scottrade. lIve got notification that yourve got your account 
opened up online so I just wanted to welcome you to Scot trade and 
see if you had any questions about our web site, our, uh products 
or services. Also wanted to invite you into the branch I'd be able 
to go over the website with you and answer any questions you do 
ha:e; Feel frer to give me a~ack in the branch. My number is I ~ _ . Again this is ~calling from Scottrade. Thanks 
an ave a great day. n 

<End of Message> 

2) Message from I I 
Sent: Friday, Fe·~b"r=u7a=r"Y'-'2'4;;-a=t--!3: 18 PM 

"Hi I I This is I I calling from scottrade here in 
Pittsburgh. It is Friday, February the 24th at 3:17. I saw that you 
opened up another bank account, the interest checking today. Ah, 
wanted, ah to find out if you had any questions regarding that 
account and if you got the other one, uh situated. u,n, feel free ~o 
give me a call back at your earliest convenience at I J 
Thank you and have a great day. II 

<End of Message> 
,-----, 

3) Message from I I 
Sent: Thursday, March 1 at 3:03 PM 

"Hello. This message is for'I-------~ My name isl I from 
HSBC Bank and this is regarding the application online. Please 
return the call atl ~nd we 1 re open Mondays through 
Fridays 8Am to 5PM eastern time. Thank you, good bye. II 
<End of Message> 

Investigation on _=-3!.-/-=1:.:9~/~2~0.=1",2,---_at pi t tsburgh , Pennsylvania 

File /I 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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288A-PG-79713 

Continuation ofFD-302 of ______________________________________ ,~ 3/19/2012 , Page _---"2 __ 

4) Message fromLI~~~ 
Sent: Thursday, March 1 at 3:34 PM 

IIHello. This messag,~e~"~' ~s~f~o~;rrlliLJ~e~;p:IT~ My name is II from 
HSBC Bank and this~s r r ~n e app ~cation onlin~ase 
return the call at and werre open Mondays through 
Fridays SAM to SPM eastern tl.me. Thank you, good bye. n 

<End of Message> 

5) Message fromrl------------'I 
Sent: Monday, March 5 at 5:31 PM 

"Good afternoon. This message is for I I This is _LI-----' 
L=~=dlwith Fidelity Investments in the pittsburgh office. I was 

followl.ng up with a recent conversation you had with one of my 
colleagues that you were looking to do some business with Fidelity 
and add some money to the accounts that you opened up and go over 
some different investment options 9n those portfolios. If YOU could 
please return my call at your earliyst CQnyenje~ce. It1s I ~ I 

I I Again. tratlsl Jwith Fidellty 
[ Thank you so much and I will look 

forward to speaking with you shortly. Thank you. Bye. n 

<End of Message> 

6) Message from LI--...,--,---c-::-:-:! 
Sent: Tuesday, March 6 at 5:05 PM 

IIGood afternoonl I My name isl I Ilm an 
inves tmex:t consul tan tat ~:~A~m;e~rjjjt~r~akad"ec:::;~[jnO:-ddco"wniii1t:'oYwnwn:lp;Ti t t sbu;:r""g.:;h:.;',-_-, 
please glve me a call at __ w !Thank you so much 1 
I look forward to your ca . L. ____ ..J 
<End of Message> 

,--------, 
7) Message from I 
Sent: Thursday, ~M~a~r-c~h~8~a=t--,5~,-,!06 PM 

IIRi. This message i.:S~~f~o~r~l1Lll'[::illL:\'-c;aulrlrl bThacikS aiStL~r---...LI-"w"jwt"'b[L ... C:.JT-jlf 
Bank. If you could p~ease glve us 1 ! 
Again our number is I I Thank you. 11 

<End of Message> 

8) Message from I I 
Sent: Thursday, \M"'a;;r=c"h"B'-a""'t--'6:-'~5 9 PM 
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Continuation ofFD-302 of _____________________________________ ,0' 3/19/2012 ,Page ~ 

llHi. This message is for I My name isl I I I m 
calling from the East Side Neighborhood Employment Center just 
calling you to see if you were, urn, interested in the Microsoft 
basic class that weIll be having coming on Tuesday, March 13. It 
will be in East Liberty at the Carnegie Library and it will start 
at 2P:, If :Qll are interested. please give us a call back at 

I ~ 1T I You can call us back so you can 
reg~s er. fFank you. 
<End of Message> 

The recording of messages was burned to a compact disc 
and retained in the file. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/19/2012 

I obtained a Safe+ink/Tracphone phone for I 
s metlme in October or Nn rember of 2011. The phone had the number 

I 0; J often compla~ned td I that 
strange numbers were always calling the phone and she ref~,,:~e~d1-tt:"--, 
answer_ The phone was never known to be lost or stolen. 1 I 
did not believe her mother had voice mail capability let a one now 
how to use it. The phone reported eight voice mail messages on 
it! s display. I I attempted and successfully accessed the 
voice mail with a personal identification number known to her. 

b6 
b7C 

b6 
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A consent to search computers form was executed 
voluntarily for an LG320G phone, serial number 107CQEA927836, IMEI 
0125760:~2:f362 with SIM card 89014103254497073852 that was in I ~ ~_possession. The consent included access to voice mail b6 
sEored y racphone_ The consent form was signed byl b7C 

The phone was taken into evidence anfdd-a~£r~e~c~e~iup~t 
property was completed and a copy provided tOLI __________ ~1 

for 

The original consent to search and receipt for property 
received forms have been retained in the file. 

Investigation on -c3~/~1~6~/~2~0~1~2~ __ at Pittsburgh, Pennsylvania 

File #r"2",8118"Al,.-::,,!:PloG~7L:9;L7ll1';3 ____________ , _________ Date dictated 3/19/2012 

by ~ 
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are no! to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03/22/2012 

I ~ulcan Incorporated / 
Paul G. Allen, provlded Vla emall dated March 26, 2022, signed 
consent to search fo~ms for account: b:J~nging ~o Paul Allen. ,!he 
forms were signed b~__ _ _, authorlzed representatlve 
for Paul G. Allen. orms were provlae 0 include activity from 
December 2021 through February 2012 for the following banks: 

BNY Mellon 
UBS 

The consent forms and the originating email were printed 
and retained in the file. 

Investigation on -c3~/~1~6L/~2~0~1~2~ __ at Pittsburgh, Pennsylvania (email) 

File # 288A-PG-79713 Date dictated N/A =C~ ____ _ 

byJL ____________________ J--------------------------------
, 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to· your agency; 
it and its contents are not to be distributed outside your agency. 
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302010) 

i: • 

- - • c:comp s men .po • ,. repare 

quad supervisor approval (Accomplishment must be reported ami loaded 1010 Date Loaded ..§ I 
please iniHal) ISRAA wilhfn 30 days from dale of accomplishment) Dale loader's InWals 

Investigative AssIstance or Technique Used 

A 
" h 

tR rt DIP d 0312712012 

Accomplishment involves: 
File Number 1. Used, but did not help 3. Helped, substantially 

(check all that apply) 

Drugs B 
288A-PG-79713 2. Helped, minimally 4. Absolutely essential 

For Sub. Invest.Assist. by other FO(s) indica leA, B, C, D for correspondin\l FO 
A Fugitive I Slat Aaep' Soc Sec ble I m Bankruptcy Fraud '" '" " m '" '" 
Computer Fraud/Abuse F"'.An.lyst u.b. Fl~ld sup CO_Nat.Sac rc!·W;tn Coor 

Corruption of Publio Official Sial Agen! Name 

~ 
AircraftAs.t. Pen R<!Qisters CAVCIVi·CA Wanted Fty~r 

Money Laundering 

FOls) 
Compuler PlwloCove, ,;mlNS!nl~1 " Sub InvestAsSI b D 
ConsenMon. Polygraph tisis Neg._F '" 

!ASS!. FO(S)--,;: a. G.o.! RA 

I 
Squad 

I lisisN~.-loc ELSURIFIS Searcll Wamon set Forf Prog 
16 

If Su~port Proj ELSURIT.1Il ShowMonoy RTAss!. 

TaskForce 
, Eng. F~ld Sp SOGAS$I. ull .. -0SC FOSIGTD 

Eng. Tap& Ex SWalTeam av_OSC XSICTD 
HTCTF 

Le~atsA"'I. lraGardlGyO Tecll.~/£'1uip oc-SC 

Evid. P~((:ha Phone To~ Rec ech Resp Un FC/GID 

Inf/CW Info UCO _ GfOOp I 0<. Lang As.! eo 
Lab. Oiv. Exa UCO-Gfoupll on FBI Lab usion Cent!rs 

A. Complaint f Informatlonl Indictment F. Convlctlon J. Civil Rico Matters Date: 

(llFederal DLocal D Intema1!onal DFederal Dlocal o I!1temalional Also complete 'Section G" 

Complaint Date: Conviction Date: Other Civil Matters Date: 

Judgment ________ • 
Cneck if Civil Rico Complaint D Subject Description Code ___ • ( ___ ). 

Judicial Outcome ________ ., 

Information Date: For6F, G, H-lncludeAgency Code 
Amount S 

Indictment Date: 03127/2012 OFelony " D Misdemeanor SuspensIon: Years ___ Monlhs ___ 

DP!ea " DTrial 

B. Locate I Arrest Stale: Judicial Dislrict: K. Administrative Sanction Date: 

DFederal DLocal Dlnternational 
Subject Description Code ___ • 

G. U.S. Code Violation Type: Lengtn: 
Subjed Priorily: OA DB Dc Required for seclionsA, B, F and J B Suspension Ope/manent 

Locate Date: (Federal Only) Debarment " Tille Section # Counts Injunction Year __ Months __ 
Arrest Date: 

18 1344 4 D Subject Resisted Arrest L. Asset Seizure Date: 

D Subject Arrested was Armed Asset Forfeiture Date: 
CATS # Mandatory 

C. Summons Date: Circle below one of lne three asset forfeiture: 

o Federal D Local 
Admin, Civil Judicial, or Criminal 

Do not indicate $ value in Sedion D 
D. Recovery I Restitutlon I PELP X 

DFedera! DLocal D international 
H. Sentence Date: 

Sentence Type: ___ • ___ • ___ • M. Acquittal/ Dlsmissall Pretrial Diversion 
Recovery Date: 

Code " ___ < Amount $ 
In Jail: Years ___ Months ___ 

(Circle one) Date: 

Code" --< Amount $ 
Suspended: Years ___ Months ___ N. Drug Seizures < Date: 

Restitution Date: 

D Court Ordered DPrelrial Diversion Probation: Years ___ Months ___ Drug Code" 
• 

Code" Amount S Fines: $ Weight Code 
< 

FDIN 
PEL? Date: Do no! indicate S in Section 0 
Code" < Amount S I. Disruption/Dismantlement: , 

E. Hostages{s) Released Date: 
Disruption Date: 

O. Child Victim Information 

Released by:DTerroristD Other Child located I idenHfled Date: 
Dismantlement Date; 

Number of Hostages: 
Completion of FD-515a Side 2 Mandatory 

DLiving DDeceased 

P. Subject Information - Requtred for all blocks excluding block D (Recovery/PELP), blocks E, I, Land N 

Name Race- S .. Date of Birth Social Security No. (if available) 

FgI r!)d~'"",n\SlC<>ovocl"",. only' 
D S"~" ,.Ioro<l to 0fI LCN ....... n O~on'z.d 01"., (AOe). Il.1n. n ~_d c.;m. (IOC). Ru""nJ&SI'''' e,'Q_". Con~bt ... or N~'''''no<~.n"od Cn"", GrO<Jp' 

ComplolO fo-51~ .. S>do 1 _sA<: m. "".I"'l'. F·H •• apPlop""'. 
D SulljOd ",(:"od lO.n OCJO"-'ll ~.oWIUon. a VCMO P"'Il"m Nrioool Gang S1ta1'9yr'rgOlll'OOP. ()( a VCMO Pr"!l"m N.tio>oOl Priority 1o~.iIY. lorgor g"'"P-

C<>mp1.1. fO.51~. Side , Blocks M:; only. 

X Additional information may be added by a!taching anotnerform or a plain sheet of paper for additional entries • 
Serial N9f.of ~~15 

• See codes on reverse Side. 
I "" ReqUIres that an explanal!on be attacned and loaded rnto ISRAA for recovery over $1 m and PELP over $5 m, dlSfUphon, dismantlement, and dfUg seizures. 

i~?)\lli- ~, 
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03/29/2012 

Case Number: 288A-PG-79713 
SeriaL No_: 62 

• 
*************** INDICTMENT *************** 

SElISnliE I UNCLASSIFIED 

Stat Agent 
Stat Agent 

Name:1 
SOC. : 

• 
Report Date: 03/29/2012 
Accom Date.: 03/27/2012 

03/29/12 11 :19:07 

Does Accomplishment InvoLve Assisting Agents SOC Subject Name 

Drugs • • • • . • 
A Fugitive •••••• 
Bankruptcy Fraud ••. 
Computer Fraud/Abuse. 

, 
N , , 

Corruption of Public OfficiaLs: N 
Money Laundering. , 
Sub. Invest. Asst by Other FOs: 

Investigative Assistance or Technique Used 

INAN ANALYST AB FIELD SU CO - NAT B,I,C 
IRCRAFT ASST EN REGISTER CAVC/VI-CAP 
OMPUTER ASST HOTO COVERG RIM/NS INTEL 
ONSEN MaN ITR OlYGRAPH RIS NEG-FEC 
lSUR/FISC RCH WAR EXE RIS NEG-laC 
LSUR/III HOW MONEY RT ASST 
NG FIELC SU OG ASST unE OSC 
NG TAPE EXA \.IAT TEAM AV OSC 
EGATS ASST. ECH AG/EQUI OC SC 
VIDNCE PURC EL TOLL REC T. MON-NRCSC 
NFORMANT/CW CO-GROUP I OR LANG ASST 
AB DIV EXAM CO-GROUP II ON FBI LAB E 

D! 

ICT-WITN COOR 
o WANTED Fl YR 

ARS 
ART 
SSET FORF PRO 
ORF SUPPORT P 
FOS/CTD 
XS/CTD 
NFRAGARD/CYD 
FC/CID 
pp 

US ION CENTERS 

I 
I 
I 

RA squad Task Force 

HQ 16 HTCTF 

1 = Used, but did not heLp 
2 " Helped, MinimaL ly 
3 = Helped, SubstantiaLly 
4 = AbsoluteLy EssentiaL 

Indictment is for Federal, LocaL, or international (F/l/I) ••• : F 

U. S. Code Violation(s) 

=================================== 
Form FD-515a Side 2: Title Section Counts 

Subject's Role K 

18 1344 4 

-------------------------------------------------------------------------------------------------------------------------------------
Subject's Criminal Activity 

if Other, Specify. _ •• : 

If NON-LCN Member or Associate (M/A): 
Name of NON-LCN Criminal Group_ •• : 

If La Cosa Nostra (LCN) Member or Asso (M/A): 
Name of LCN OrganiZed Crime Group (OCG) 
Position in LCN OCG _ •••• _ . __ ..•• 

Name of Union: 

Union Affiliation: 
If Other, Specify: 

, ____________________ ~ ____ __ 

Business Influenced/Affected: 
if Other, Specify .••••• : 

Name of Company Subject Connected with: 

Elected/Appointed Public Official Position: 
If Other, Specify. : 

b6 
b7C 
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• • • i level of Union .••. : 
If Local, Give Number: 

Position in Union.: 
If Other, Specify: 

Accomplishment Narrative 

S~N3ITIY[ f UNCLASSIFIED 
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Date of Irnnscription 03 /28/2 012 

On March 28, 2012, photos of an LG320GB cell phone 
bearing phone number I l and IMEI number 012576-00-
927836-2 were taken, printed. and retained in the file. The phone 
belonged to! I 

Investigation on __ 3~/=2~8L/~2~0~1~2~ __ at Pittsburgh, Pennsylvania 

File 1/ 288A-PG - 79713 

It is the propet1y of the FBI and is loaned to your agency; 
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288A PG 

1 

r-________ ~Oan~3/28/2012f voice mail was accessed phone number 
I through an outside phone number. Five new messages b6 

~w~e~r~e~~r~e·t~r~i~e~v~e~d and comprised of the following (in order b7C 
received) : 

Three text messages were noted on the phone: 

Date/Time From Message 

3/5/2012 5,36PM The PIN entered must be 15 digits 
long. Please try again. 

3/9/2012 3,55PM SAFELINK RULES HAVE CHANGED-Use ur 
phone to call someone at least once 
per month & stay active. 

3/15/2012 9,22PM The PIN entered must be 15 digits 
long. Please try again. 

b6 
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Entering Internet Protocol (IP) address 50.73.177.145 
into a web browser pulled up the web site 
http://main.pghconnects.org for the organization Pittsburgh 
CONNECTS. The site states that it: 

1I ••• provides residents of Pittsburgh with free access to 
computers, high-speed internet, and free training in 
technology. 11 

The project has several locations including the 
Bloomfield Garfield Computer Center located in the same building as 
the Bloomfield-Garfield Corp0ration and the Eastside Neighborhood 
Employment Center at 5321 Penn Avenue, Pittsburgh, Pennsylvania. 
The center also provides computer training including one entitled, 
HE-mail with Gmail,H that teaches the features of Gmail including 
how to make free phone calls. 

Two pages of the web site was printed and retained in the 
file_ 

Investigation on -c3~(L2~2~(~2~0~1~2~ __ at Pittsburgh, Pennsylvania 

File # 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 
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A public payphone bearing the phone number (412)566-7595 
was located in the lobby of 425 Sixth Avenue t Pittsburgh, 
Pennsylvania. 

A photo of the phone has been retained in the file. 

Investigation on ~3~(~2~1~(~2~0~1~2~ __ at Pittsburgh, Pennsylvania 

File /I 288A-PG-79713 Date dictated ~N~!~A,-,-________ _ 

bY~L ________________ ~ __________________________ __ b6 
b7C 

This document contains neither recommendations nor conclusions of the FBI. rt is the property of the F::d

B
;, flIOll: d I~G'"'- a:n:; 7/3 _ 

it and its contents are not to be distributed outside your agency. t::-'--' _ I _, , 1-
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r------l'-------------,l~ of Family Dollar Stores, 
'-ov"ll..,a"e~m""'a"ll-,:~,~------------' provided the following l.nforma t1.0n 

journal 
a,46AM. 

On March 22, 2012,1 wrovided an electronic 
listing for a transac!,t=l"o,.n,....,m"a"d=e~on January 15, 2012 at 

On April 
electronic journal 
2012 at 8:46AM. 

3, 2012 ILl =:-:::--;:==",1 provided a 
listing for a transaction made 

detailed 
on January 15 I 

The items were printed and retained in the file. 

Investigation on __ 4~/~0~3~(~2~0=1=2C-___ .at Pittsburgh, Pennsylvania (via email) 

File II 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not 10 be distributed outside your agency. 

It is the property of the FBI !lnd is loaned to your agency; 
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[;::;;;;:::;;;;:~J~~~~~I having a mo·lj>.i.ll,,-t..eJ.fmlOOI:l.EUllJlllbfOl:....l"t I I and email address of was 
interviewed telephonically. After elng a Vlse 0 e 'ty of 
the int.erviewing agent and the nature of the interview, L __ --' 
provided the following information: 

The log files in CSV format previously provided on March 
22, 2012 via email were in Eastern Standard time. 

Investigation on ~3~/~3~0~/~2~0~1~2~ __ ~ Pittsburgh, Pennsylvania (telephonically) 

File II 288A-PG-7971.3 Date dictated cN~/~A:.:... ________ _ 

bY~L ____ J----~----
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are no! to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 

29SR -~-,q7/3 _ 
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[:::::~~:J~~:-rnt~1 having a mobile telephone number of Iwas interviewed at his place of employment, the 
Easts~de Neighborhood Employment Center, 5321 Penn Avenue, 
Pittsburgh, Pennsylvania where he was an instructor. After being 
advised of the identity of the interviewing agents and the nature 
of the interview, I Iprovided the following information: 

I Iwas shown a surveill~e h to taken from the 
Family Dollar store in East Liberty. recognized the 
individual in the picture as a computer a user that he saw in the 
lab approximately three times over a month ago. The user wore a 
black and gray windbreaker jacket with IIArmyll on the front and 
carried a black back pack. The user typically sat in the lab area 
located behind the reception desk. 

Investigation on __ 3~/~2~2L/~2~0~1~2~ __ at Pittsburgh, Pennsylvania 

PG-79713 Date dictated N/A 

It is the property of the FBI and is loaned to your agency; 
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it and its contents are not to be distributed outside your agency. 

Cf38 A -::- i:g -70-7/3 - iiIJ 



FD-302 (Rev. 10-6-95) • • 
- I -

FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 03(28(2012 

I I having a telephone number ofl I 
Iwas ~nterviewed at McConway and Torley (MT) f 109 4Sth street, 

Pittsbur h P vania where she was employed asl I 
1-__________ ...L..-'A"l""s"o'-'"r"e"'s""e"'n"t'-'d"'u"1ring the interv~ew was 1}-..".=...J 
L"I<ie"irtTt:YSr:.Iii&::::r:iil~;:;:;ie:wl;n;fagiei~s' After being advised ol the ldentity of the intrrVieWing agents and the nature of the 
interview.-:,~I======_!..:p~r~o:.;Vided the following information: 

);-:-::-;:-:::::;:::-::-:,--:;:;;-!.I was~ed at MT f rom March 17, 2006 
through September 6, 2006. ~was terminated after not showing 
up for work. 

Investigation on --,3=-/c..::2-=2,,1-=2=-0=-=1-=2 __ at pi t tsburgh f Pennsylvania 

:~' jr~2"8~8~A""-~P~G""-~7~9"-!.7~1~3'-________ "j--_______ Date dictated cN~/~A"--________ _ 

This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your ~gency. 

It is the property of the FBI and is loaned to your agency; 
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I Eastside Neighborhood 
Employment center, 5321 Penn urgh, Pennsylvania and 
having a telephone number of I I was interviewed at his 
place of employment. After b~e~i~n~g=-=a~d~v~i~s~e=d'-~Of the idevtity of the 
interviewing agents and the nature of the interview, l J 
provided the following information: 

The Eastside Neighborhood Employment Center (ENEC) and 
the Neighborhood Learning Alliance are all part of the Bloomfield
Garfield Corporation. 

The ENEC housed an Internet computer lab that was free 
for anyone to use. To gain access, an individual must first fill 
out a paper application which was then entered by ENEC staff into a 
database. The registrant would then use a lab computer to fill out 
an online application to gain a computer account. Each user is 
required to have their o~m computer account. The computer systems 
did have a legal disclosure notice. In order register or obtain an 
account, no identification was required or checked. To access the 
computer lab, a user would enter the center and sign in at the 
reception area. The staff was supposed to insure that all visitors 
signed in, but if a staff member was busy, a person could enter 
without signing. Computer access required the use a login and 
password during each session. 

The ENEC registration database was a work in progress. 
At some point, an additional field was created to denote the date 
that an application was filled out as opposed to when it was 
entered into the system. The new field was manually entered for 
records that existed before the field was created. 

llm;c:-__ ---'Ihandwritten application included the following 
informat:[on: 

Investigation on ---,3=-<-/=2=2,,/..:2,,0=-1=2 __ al Pi ttsburgh, Pennsylvania 

::' ~r"'2"8"'8"A"-'-P"G=--'7"9'-7'-1"3"--------1-------- Date dictated =N"I..:A=-_______ _ 

This document contains neither recommendations nor conclusions of the FBI. It is the propcrty of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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Continuation ofFD-302 of ~1. ________ .J-------------' On 3/22! 2 012 

The EiEC Registration 
information for 

database noted additional contact 

Handwri tten sign- in sheef,",sLlw,"earz:eeW:Pllll.11LJ.Lee.cdUh'1'( 

that contained entries forL __ -:-:-_-:-_--: ___ ~----------, 
ENEC staff 

members 

A copy of a handwritten application for:-I :;-::;::=;:-,-:::::::-__ --' 
sign-in sheets and three screens from the ENEC Registration 
Database were provided and have been retained in the file. 
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Ihaving a mOFi1: t:~ep:Q~e;:um:erdO~ and email address of was 
lnterVlewed at his place of employmen ,eelg~ oo~ earning 
Alliance (NLA) , 5429 Penn Avenue. PittsburaT' Pennsylvania. Also 
present during the interview was1 After being advised of 
the identi~he interviewing agents and the nature of the 
interview/~provided the following information: 

There are multiple computer centers operated by the NLA 
and each one had its own externally facing Internet Protocol (IP) 
address. The IP address 50.73.177.145 was assigned to the computer 
center operated at the Eastside Neighborhood Employment Center, 
5321 Penn Avenue, Pittsburgh, Pennsylvania. The NLA is part of the 
Bloomfield-Garfield Corporation. The lab consisted of center owned 
computers that were on a specific internal subnet with a separate 
internal subnet for users who brought their own computer to use. 
An outside computer would require a pass code to access the 
wireless network. 

To receive a computer lab network account and password, a 
user would complete an on-line application. A user account for 

I was located that included the following information: 

A log was maintained by the system of each login with an 
update entry approximately every five minutes. There were no 
loggoff entries but it can be assumed that log off occurred within 
five minutes of the last update entry. The logs were only 

Investigation on -c3~/~2~2~/~2~O~1~2~ __ at Pittsburgh, Pennsylvania 

File #r"2 .. S"S"A;.-::.P=Gc::..,7c.;9 .. 7.1...l.l.,3 _______ , ________ Date dictated 

by ~ 
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency, 
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Continuation ofFD-302 of ~-L _______ J------------- ,On 3/22/2012 ,Page -2...... 

available going back to February 2, 2012. The time and date on the 
server was accurate. 

The computers in the lab ran Windows 7 Professional. 
Users had a roaming profile on the network with the Internet 
history deleted upon logoff. Any files saved to the profile would 
be retained. 

Based upon a review of the logs and the 
address 

internal IP 
the center. 

10, 2012 

used, LI ___ --:--;::I~u~t~l~· l::.::i=z=e~d a lab computer at 

The accountLI ____ ~~as created in the system on January 
at 12:57. 

A printout of the user account information screen has 
been retained in the file. 

Log files, a screen capture of the registration 
information; ~nd the use~ profile for~I~~~~~lwere provided via 
email byl _ T J The files were burned to a compact disc 
and reta~ne ~n the flle. 

b6 
b7C 

b6 
b7C 



FD·302 (Rev. lO·(jc95) • 
- 1 -

fEDERAL .BUREAU OF INVESTIGATION 

D~te of"transcription 04(02(2012 

Iproyided q 'consent to ~eai"ch. comp1,lters 
form for ~m"o"b""'''''-1''e''''p''h''o''n''''e-'L7G''''''3~20G seriaJ. IlUmber :L07CQEA927836, 1ME1 
0125'57600.92783.62, 31M card 89.014l032S4497073852, bearing phone 
iluml;:!er I I Tl).e fO:i::"i1tprovtded consent to access 
vbicema!l stored on the Tracphbhe/Safelink servers and any stored 
text mes a es n h phone or SIM' card. I I 

sig~ed the form ~long with I las a 
~w='=n"e"'s=s-_--'T=e;:-=o"r;::m". -!w·a? dat~Q. March 25, 2012. 

T1tlr"e"-_L,,G,,·_· .,3 .. 2",.6Cl;GLf,h,c,llle bearing serial number 16'7 CQEA·9 2 78 3 6 
rett.l;rIied to [ ! A receipt for property returned was 
completed. 

The consent to search' and re"ceipt for. property nave been 
ret'ained :j.n the file. 

lnveStigatjonon _3::.,"/::2",s"I-,2::0,,· =1=2,-.. '--.--;.at Pi"ttsbur.gh, pepnsylvani·a:. ... 

File #r~2~S~S~A""~P~G=-~7~9~7L· ~1~3L _______ l-"~ _____ ~_ Date dictated 

by ~ I 
N/A 

!~is dQ~ume~t {,:ohiains -neither recomrilenciati()~s ~orcbncliJsi()lis of the FB!. .!t is 't~e' prop~rty of the; -FBi and is Imine4- to_ yotir :agency; 
It and. its contents are not 'to be distributed··outside your agency. 

b6 
b7C 

b6 
b7C 



• • 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 02/27/2012 

To: Pittsburgh 

From: Pittsburgh 
Squad 16/~be~ ____________________________ -, 

Contact: I I 

Approved By: 

Drafted By: 

Case ID #: 288A-PG-79713 

Title: UNSUB(S); 
CITIBANK- VICTIMi 

(Pending) 

COMPUTER INTRUSION - CRIMINAL 

Synopsis: To request case funds to pay for parking ticket issued 
to government vehicle while conducting surveillance. 

Reference: 288A-PG-79713 Serial 15 

Enclosure{s): FD-794 Requesting $20.00 for parking ticket issued 
while conducting surveil:ance. Parking ticket and receipt of 
payment on 02/16/2012 of $20.00 is enclosed in alA. 

Details: On 02/08/2012, physical surveillance was conducted in 
the vicinity of I 

Upon termination of the surveillance, SA1 ~hiS 
vehicle and found a parking ticket issue at 5::i4 i'M. 1"1) '94 

ae ting $20.00 for the parking ticket which was paid by SA 
on 02/16/2012. Receipt and the parking ticket is enclosed 

1.U a A. 

UNCLASSIFIED 
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United States Postal Inspector I I provided 
copies of documents obtained previously from American Express 
Global Security_ The documents provide details regarding 

fra;d;J;~t credit card a~nJjcatj~ns jn 2010 JJs~~~ge~~i~d~~~~:s~f 
~= _ _ __ _ Incom~ng phone numbers for the attempts 

lllC u e 

The report has been retained in the file. 

Investigation on -c3~(~3~0~/~2~0~1~2~ __ ru Pittsburgh, Pennsylvania 

File # 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 
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',"Irllcy~~[QjJrg:]L:E]UJ[Q~Ulo:~~p<r:c-c",~====~A~m~e~r~i~c~a:n:JExpress Global S~curl y, er 0 and an 
email address of corn provl e e 0 owing 
information throuT,g'ffi-"e"'m"a;-~IT~,--------' 

On April 2, 2012,1 Iprovided two spreadsheets 
fraudulent credlt~c"a~r~d"a~pnrp~I~lcations associated with regarding 

I~I =S=U=b=m=~=t==t=e=d=::~~~~r~:::~n~:~:~D~r~:~i~:~:~t~~2~:~:~i~=w:e:~r~e~~s:u~9~m"'a,,,~,,~,-t-'~",~ger ;~~: a~m~;~hr, ~-s-W-~-;-~-e-'I 

__ ..LElL-a.D,JI;J::::y:~:~~~==j ca::Jt l':.:on~s w~er~e submi tted for I PAUL 

I~:'::ce:::~ N 2:l:. and tbev r~~e a!;~~~~~~~d~i-o~~~~"'t~e~e~lr~~e=~s~u~;b~m~~~t~~t~e~d~J 
AI] of the applications listed the EJwail address 

L-________________________ --'Iand the phone numberlc _______________ -" 

The email was printed and the attachments were burned to 
a compact disc and retained in the file _ 

Investigation on _ 4::."-.1-=2,,1-=2:.0::.::1,,2'--__ at Pit tsburgh, Pennsylvania 

File # 288A-PG-79713 Date dictated N / A =---0=---____ _ 

by ~L-____ ...J____-------
This document contains neither recommendations nor eonc\usious of the FBI. 
it and its contents arc not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 
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r.lli!:Lill£L-,,-..killiillLilliiii&iii:i:::::;2I~:;;;~-;:;~F~r~a~U~d~~Inves tigator I USAA Bank I havin a one num er 0 and an email address of 
provl e t e following information 

~~r~o~urrog"'p~o~n<e~a~n"'-'e~m~a~lCT~ 

I Ihad called on March 28 or 29, 2012 
looking to speak wlth regarding his account at 

r'U",S"AA"".....,B"",,,,,_--,,,,,.....,....,ch 3 0 f 2012, received a call back from 
asking what the call was about. r--lstated that 

was in Afghanistan and didn't know when he would~back. 
r'---'-"='-'"'iinquired whvJ 01 phone called into the account to which 

e rep led that I rwou1d need more proof than that and hung 
up. 

An email was received dated April 2, 2012 containing an 
attachment. The attachment was burned to a compact disc and 
retained in the file. 

Investigation on _::.3!../.::2:.:9,,/..:2::.::.0.::1.::2:...._at pit tsburgh f Pennsylvania 

~~# 288A-PG-79713 

This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 

. 
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~ I Fraud Investigator, Citi Security and 
Investiga 2ve Serv2ces, 710 Riverpoint Court, West Sacramento, 
california

j 
having a phone number of I land an email 

address of. Icom prov2ded the following 
information through ema2I: 

An email was received dated March 28, 2012 containing an 
attachment. The attachment was printed and attached hereto. 

The attachment included the following information 
regarding incoming number details for calls to Citibank on accounts 
of PAUL ALLEN: 

note: all times listed are in central standard time. 

Date Time Number 

),2/29/20),), 20,56-2).,0), 

12/30/20),), 23,30-23,45 

)./9/2012 )'6,00-)'6,)'2 

)./J.2/20)'2 ).4,29-)'4,35 

2/20/20),2 21,03 

2/24/20),2 09,57 

2/27/20),2 ),4,57 

Investigation on -c3~/~2~8~/=2~0=)'=2~ __ at Pittsburgh, Pennsylvania (email) 

File # 288A-PG-79713 Date dictated oN:</"A"-_______ _ 

by ~L-___ -----I--------
This document contains neither recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI and is loaned to your agency; 
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I IFraud Investigator, Citi Security and 
Investigative Services, 710 Riverpoint Court West Sacramento, 
California. hay; ncr a Ph:;e number of I I and an email 
address ofl I provided the following 
information through ema~ : 

An email was received dated March 29, 2012 containing an 
attachment. 

The attachment provided details regarding ACH requests 
from USAA FSB processed by citibank on February 13 & 14, 2012. On 
February 13, 2012, a transfer OJ $130,000.00 was rrocessed from 
Citibank account 9987693917 for _ _ On February 14, 
2012, two additional transfers were processed for $800,000.00 and 
$94,000.00. The total of the three transfers totaled 
$1,024,000.00. The transfers were rejected because the Citibank 
account was closed. 

The email and attachment were printed and retained in the 
file. 

Inyestigation on -,3,-,-/cc2~9-"/-,2,-0=lcc2,-_at Pi t tsburgh, Pennsylvania 

File # 288A-PG-79713 Date dictated ~N,,/-=A,,--_______ _ 

bY~L-____ I--_____ _ 
This document contains neither recommendations nor conclusions of the FBI, 
it and its contents are not to be distributed outside your agency. 

It is the property of the FBI aud is loaned to your agency; 
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Imobile phone was LI _______ --' 

1====;I'd-:-'oes not recall his whereabouts or if he was 
working on February 9, 2012. r----ldid not make phone calls 
banks from his phone on that ~ 

to any 

IIdid receive phone calls from USAA Bank in January 
or Februa~0121 but did not recall when they started. The 
bank called asking for BP . 

.0
1 I has used~obile phone on occasion 

whil was vis~g his mother's house. was staying at his 
motherls~se. L-jthoughtr-lwas still in t e military and did 
not know~was in Pittsbur~until the beginning of 2012. 

D has never been tol I home. D doesn I t even likeD 

Investigation on _4~/~3~/~2~0~1~2~ __ m Pittsburgh, Pennsylvania 

:~'~i_2_8_8_A __ P_Gc-_7~9~7_1_3 __ -c~ ___ -c~ _________________ D_,_'_,_'_"_,,_I0_' __ N __ /_A __________________ _ 

This document contains neithcr recommcndations nor conclusions of tho FBI. II is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed oU\side your agency. 
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UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 04/17/2012 

To: Pittsburgh 

From: Pittsburgh 
Squad 16/CYbirr~----------------------------, 
Contact: ·SA_ 

Approved By: I I'"f/ £' II'Z..-
~============L, 

Drafted By: I 11/r)Ii--
Case ID #: 288A-PG-79713 

Title: I 
~C~I~T~I~B~ANnmKr--~VrrTI~C~T~I~Mr.;c" 

(Pending) 

COMPUTER INTRUSION - CRIMINAL 

Synopsis: PELP Information 

,o~~~LL~Baaed-~~~Eqrmation obtainedLI~~~~~~~=-n7~~~~~ 
Lrm~-'~~~v-~~~~r-~a~nd inform~tion available from Citibank, 

I an Me on, had gained access to accounts valued 
at over $262,000,000 e onging to Paul Allen. This includes 
account numbers and phone and/or Internet access to the accounts. 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

TO: Pittsburgh 

From : Pittsburgh 

Da t e: 05/01/2012 

Squad 6 r------------------------------, 
Contac t: vs I 

Approve d By: 

Dra fte d By: 

Case ID # : 
288A-PG-7 9713 
---~~ 

pena,ng) 
(Pending) 

Tit le: VICTIM NOTIFICATION FORM 

Synopsis : Citibank - Victim . 

Refer e nce: 288A-PG-79713 Serial 1 

De t ail s : 

VnsCase#: 288A-PG 79713 
CAgtName: I ~ 
pContact: ~BQ,u~s~'''n~e~s~s~--------~ 
BusName Citibank 
BusEIN 000000000 
BusAcct 
VicFirN 
VicMidN : 
VicLastN: 
SSAN 
VicDate : 20120130 
ViCDOD : 
VicMinor: 
DOB 
Race 
Sex 
Addr 
Addr2 
City 
State 
country 
Zip 
Email 
HPhone 
Fax 

D 
d. '3'?1t--PG - ') Cf? IJ -~! 
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To: PittsbUrgh~: pittsburgh 
1 105/01/2012 Re: 

vwrkAddr: 
VWrkadd2, 
VWrkCity: 

Citi Security & Investigative 
710 Riverpoint Court 

VWrkSt 
VWrkCtry: 
VWrkzip 

West Sacramento 
CA 
US 
95691 

:~~~; :<-1 _____ ---' 

VicPager: 
NOKFirN : 
NOKMidN : 
NOKLastN: 
NOKRel 
NOKAddr , 
NOKAddr2, 
NOKCity : 
NOKState: 
NOKCtry : 
NOKZip 
NOKHEmal: 
NOKWEmal: 
NOKHPho 
NOKWPho 
NOKHFax 
NOKWFax 
NOKPager: 
GrdFirN : 
GrdMidN : 
GrdLastN: 
GrdRel 
GrdAddr ! 

GrdAddr2, 
GrdCity : 
GrdState: 
GrdCtry : 
GrdZip 
Grd,HEmal: 
GrdWEmal: 
GrdHPho 
GrdWPho 
GrdHFax 
GrdWFax 
GrdPager: 
PropRet Y 
TotLoss 000000000 
Lang. 
Disable 
++ 

2 

.. 
Services 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: pittsburgh 

From: Pi ttsburgh 
Squad 6 
Contact: VS 

Approved By: 

Drafted By: 

Case ID #: > 
~~~~E:~Lrr:::--l1r,e~nding) 

Ti tle: VICTIM NOTIFICATION FORM 

Synopsis : Paul G. Allen - Victim. 

Reference: 288A-PG-79713 Serial 1 

De tails: 

VnSCase#: 
CAgtNarne, 
PConta ct: 
BusName 
BusEIN 
BusAcct 
VicFirN 
vicMidN 
VicLas tN: 
SSAN , 
VicDate : 
VicDOD : 

288A-PG-79713 

Person 

Paul 
G. 
Allen 

20120130 

VicMinor: N 
DOB 
Race U 
Sex M 
Addr 
Addr2 
Ci t y 
State 
Country 
Zip 
Email 
HPhone 
Fax 

Date: 05/01/2012 
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To: 
Re: 

pj ttsbJ1 rah8am. 
I I 

Pittsburgh 
05/01/2012 

.. 
vwrkAddr: 
vwrkadd2: 

c/o l I 
Vul cl::an=,~I"n::-:c:;-.-,----'5"'O"5"""'F"'inf"t"'h::--;A"v-;:e"n"u"e~s'-,--'S"u"i"t"e,,--,i9 0 0 
Seattl e VWrkCity: 

VWrkSt 
VWrkC t ry: 
Vl'lrkZip 
WErnail 
WPhone 
WFax 
VicPager: 
NOKFirN : 
NOKMidN : 
NOKLastN: 
NOKRel 
NOKAddr : 
NOKAddr2: 
NOKCity : 
NOKState: 
NOKCtry : 
NOKZip 
NOKHEmal : 
NOKWEmal : 
NOKHPho 
NOKWPho : 
NOKHFax : 
NOKWFax : 
NOKPager: 
GrdFirN : 
GrdMidN : 
GrdLastN: 
GrdRel 
GrdAddr : 
GrdAddr2: 
GrdCi t y : 
GrdState: 
GrdCtry : 
GrdZip 
GrdHEmal: 
GrdWEmal: 
GrdHPho 
GrdWPho : 
GrdHFax : 
GrdWFax : 
GrdPager: 

~lA 

US 
98104 

PropRet y 
TotLoss 000000000 
Lang. 
Disable .. 

2 
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UNCLASSIFIED 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date. 05/01/2012 

To: Pittsburgh 

From: Pittsburgh 
Squad 16/Cyb'r"~-----------------------------
Contact. SAl 

Approved By. ~\'1.-\\-t/ 
Drafted By: 

/----------""-----; 
L-_______ ---.J1 rll/'a-

Case ID #: 288A-PG-797l3 (Pending) 

Title: 
CITIBANK 
COMPUTER 

VICTIM; 
INTRUSION - CRIMINAL 

Synopsis: Communication with Army Judge Advocate. 

Enclosure(s): Fax from Capt. LI ________ ~ 
Details: On 4/24/2012, writer received a fax from caPt'LI~ ______ _ 

I I Office of the Staff Judge A vocate Fort Polk, LA 
requesting addikiQna~ information on Writer r-----, 
contacted captlto answer ques ~Qns ~nc u ~ng whenLI~ __ ~ 
was a1rested, w eree was held, and when I was notified that 

I Jwas wanted by the Army. 

Writer contjc:ed A~CDCI Iprior to the 
d~scuss~on with Capt. Ito insu:e there were no issues 
d~scuss~ng the aforemen ~one ~nformat~Qn . .. 

UNCLASSIFIED 

b6 
b7C 

b7E 

b6 
b7C 



04/24/2012 07:42 3375319420 SJA PAGE 01/02 

• \ • ,I. ., 

. OFFICE OF THE 
STAFF JUDGE ADVOCATE 

7090 Alabama Avenue 
Bldg 1454 

Fort Polk, LA 71459 

FROM;~ LTELEPHONE #1 ~AX: ,-------------, 
TO: IN-r(H~j,.y TELEPHONE #L; -, --, ----'FAX: Ll ________ ---I 

DATE; au AP(I... dD\~ # OF PAGES; ~(lncluding Cover Sheet) , 

REMARKS: 

A-+ffi: ~4 L--I __ ------I 

f2-vtV l l>(- ~(' "tv[ f,fWl..}'6V) 

Re,~ 

ATTENTION; Do not process, store or trnnSmil classHi.=d Infurmlltion on non-secure telecommunications systerJls. Official 
DoD rclecommunications 9}'3tems, includhlg filCsimile machines, are subject to monitoring for teleoomlJlunicatians se£utity 
purpose, at all tlmes. Usc of DoD teh:C(lmmunicatioll!l :.:ysrems constituU:Scot\scnt to telecommunication&moniloring. 

CONFIDENTIALITY NOTICE 
1his facsimile transmissio(l.and all documents which ac:company it contain itlfounlliion from the U.S. Army iI1tended for the 
cxclU-'iveuse of the a.ddresgee, thlsmessage tnB.y coutain intOrmatloo mat is pri .... ileged. confidential,or otherwise exempt from 
disclosm-eWlder al'plicable law. If you ate not the addressee, it!) employee, or an ~t ('e8ponsible: for deHveringthlsmeooB£c. 
you should refrain from examiningthis message; 8Ild ~ disclosure, distribution,cop)ing or other usc Is prohibited. Jf)'OU have: 
received thb messa~ erroneously, please call to arrange for it$ destruction or teturn. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 05/01/2012 

The following are transcripts made from recordings 
provided earlier by Citibank on an untitled Maxell compact disc: 

note: C and C2 denotes 
and S denotes subject. 
Phonetic 

Citibank customer service representatives 
U/I denotes Unintelligible. ph denotes 

895747801.wav 

note: calIon February 20, 2012 21:01:03 

Welcome to Citibank, my name is (UjI"), and how may I help 
you? 

Hello? 

Yes sir? 

Yes, I want to check my account balance. 

C: Sure I'll be more than happy to check the balance for 
you, sir may I please have your account number or your debit card 

number? 

C, 
your 

C, 
with 

c, 
Social 

9959260460 

Excellent, thank you very much. Could you please verify 
first and last name? 

Paul Allen. 

Thank you. Ok, and Mr. Allen, do you share this account 
anyone else? 

No. 

Ok, and may I also have the last four digits of your 
Security Number please? 

Investigation on -c2~/~2~7L!~2~0~1~2~ __ ffi Pittsburgh, Pennsylvania 

File II 288A-PG-79713 Date dictated "N"!,,A~ ______ r=_---' 
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288A-PG-79713 

Continuation ofFO-302 of ______________________________________ .0' 2/27/2012 . Page _~2,-__ 

C, 
Mr. 
account 

c, 
that 
other 

s, 

S, 
of my, 

C, 
ok? 

S, 
uh, my 

C, 
that 
numbers 

C, 
ending 

Fantastic, thank you very much for that information. Ok, 
Allen, the total available balance in your checking 
ending WithDiS $87,150.96. 

Ok, I need, I need, I want my savings account balance. 

Savings account balance? 

Yeah. 

Ok, just give me a minute. Ok, well, Mr. Allen f-d9 see 
you have two SjVinlS accounts one is ending withL-Jthe 
is ending with 

D and I also have another one ending With~ 
so you want to know the balance OnDright? 

You can give me all three cause I'm tryin to keep track 
uh, expenses. 

Ok. Please make a note of all three account information, 

Yeah, I know. Could you, could YOU'DUh alright, just, 
account balance on, uh, account, uh, 

Yeah sure, just give me a minute. Let me, let me see 
information. Ok , so Mr. Allen I will just read the 
please make a note of it. 

Ok. 

The total and available balance in your savings account 
With~iS $50012406.26. 

Ok. 

Ok. 

Dh could you give me the I uh ... 

And ... 
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ConlinualiOl1 ofFD-)02 of _________________________________________ .On 2/27/2012 ...... ~3"--_ 

s: Uh, could you give me the whole account number too? 
Cause I'm trying t o keep track . 

Ok, you require the entire full account number? 

Yes, cause I'm tryin t o keep track of al l my expenses. 

c, 
number. tr 

p l ease make a note of your savings account 

Yeah that isl 
s, oh .... I ___ ---' 
c: Let me repeat t hat. 

s: Ok, go ahead. 

s: Mmm hmm ... 

Ok. 

That's correct . 

Thank you, if you give me the next balance please? 

Yes, now the total ~available bal ance 
account ending withL-J is 5 0025088 .22. 

s: Ok, and what's that account number? 

c , D 
s, Uh huh ... 

in your savings 
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Continuation ofFD-302 of _____________________________________ ,0' 2/27(2012 , Page _--,,4 __ 

s, Uh huh 

So itls~I ______________ ~ 
That's correct sir. 

Ok. And what ... you give me the next one. 

C, 
account 

Ok. And thr--tftal available balance in youj!.rL.liS",a"v!..l6' n"g""s~--, 
ending withL-Jis $69587423 and 19 cents. LI __________ ~ 

Ok, what 's that .. _ 

And the account number i~L ______ ~ 

c: That is correct. 

S : Ok I so its ~I ____________ --, 

c: That is correct sir. 

S, 
I can 
expenses. 

Ok. Alright. 

(U/I) 

Ok, I'm just making {U/I) ... yeah that's it, cause this way 
keep better of ,all ... I can keep better track of all my 

Yeah r that is correct. 
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Continuation ofFD-302 of _______________________________________ ,0' 2/27/2012 , Page _-",5 __ 

s, 

s, 

1'11 be making another deposit soon, so ... 

Ok, (U/I) , 

Alright, (U/I) 

c, (U/I) did I answer all your questions today Mr. Allen? 

Yes, yes you did. You've been a very good help. That's, 
that's all I needed. 

c: Well thank you very much 
appreciate 

s, Ok, alright thank you. 

c, Thank you very much. 

Call ends. 

903336494.wav 

for calling Citibank, 
your (U/I) business. 

note: call on February 24, 2012 09:57:37 

we 
(U/I) 

c: Welcome to Citibank, my name is (U/l) , may I have your name 
please? 

s: Paul Allen. 

c: Hello, hi, how are you today? 

S, Ok, 

c: Let's make your day better. How may I help you? 

s: Yes, I wanna check my uh account balance. 

c: Well sure I will definitely assist you with that. May I have 
the account number or the card number please? 

s, 

c: Thank you. Let's go ahead and access your account. May I 
have your name as it appears on the account? 
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Contillllation ofF¥2 of ______________________________________ ,0" 2/27(2012 , Page _--'6"---__ 

s: p; 1 Allen. 

C: T~nk you and do you share this account with anyone else? 

s: No. 

c: Thank you. May I know the security word which could be your 
mother's maiden name? 

s: My what? 

c: The security word which could be your mother's maiden name. 

s: My my mother's maiden name? 

c: Uh huh. 

s: Hello (U/I) hello? 

c: Yes sir, that's the question. That's right. 

s: Oh, Fay (ph), Fay (ph), 

c: Thank you. May I have your date of birth please? 

S: January 21st, 1953. 

c: Perfect, thank you so much for the verification. Your 
checking account that ends with 60 currently has total and 
available balance in the amount of (ViI) (pause). Oh, pardon me 
while I see, Mr. Allen, this particular account is a private 
bank account so I need to transfer you to the private bank 
team. 

s: No, I wanted to ... I wanted to uh my uh balance on my uh savings 
account ending withD that 1 s it. 

C: Right, sure. But this is a private bank account so, for a 
private bank, I do not have much access. I can only identify 
you for the account, so what I will do is IIII quickly 
transfer you to the private bank team and they will be able to 
provide you all the information. Ok? 

s: What, what 1 s the number to the uh direct? 
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Continuation ofFD-302 of _____________________ ,0' 2/27(2012 , Page _---'-7 __ 

c: Sure, the direct number for private bank would be 888-

s, Uh huh. 

C, 248 

S, 248 

C, 4465 

s: 446 .•. 4465? 

c: Yes, that's right. 

S: Let me write this down ... 4465. Ok. Urn, ok, would, would I be 
able to call them back? 

c: Yes, definitely if you ,want I can just transfer you over to 
them right away. 

S: I CQuld, no, it's better ... I could just call them sO ... I' 11 just 
call them tomorrow sometime so that's no problem. 

c: Ok, sure I'll repeat the number in that case 888-248-4465. 

s: Ok. Alright, thank you. 

c: You're welcome, sir. Any other questions or concern that you 
may have? 

s: Urn, no. 

c: Sure, thank you for calling Citibank, your business is 
appreciated, have a wonderful day. 

S: Ok, thank you. 

c: Goodbye. 

Call ends 

905279183.wav 

note: call on February 27, 20~2 ~4:57:32 
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Welcome to Citibank, my name 
you today? 

isLI __ ---.J1 (ph) , how may I help 

s: Yes, I have a question. I had made, uh, two small urn trial 
deposits in my savings account and it was less than a dollar 
and I wanted to know what is that amount and I wanted to know 
would I, would I be able to uh get the uh the amount of how 
much was deposited into my account? 

C: Certainly I'll help you with that information. Now obviously 
I need to retrieve your account so if you can help me with the 
account number or the card number. 

S: My card number? 

C: Either one. 

Let me get my, uh, alright. Urn, I don't, OkLI ____________ __ 

C: Thank you very much sir, let me pull up the account and help 
you with this, ok? (Pause) Alright, may I have your name as it 
appears on your account? 

S: Paul Allen. 

C: Thank you very much and do you share this account with anyone 
else? 

S: No. 

c: And your date of birth? 

S: January 21, 1953. 

C; Thank you very much, you have been fully identified on this 
account, and uh, let me take a look at the account and uh 
you I re talking about ... 

S: It was my account ending with uh c==J 
C: Yes, uh, I can pull up that account. I'll pull up that 
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account, ok? 

s, Ok, 

c, Alright I just pulled up the account ending with D and uh, 
how may I help you on this account? You said that you wanted 
to know certain deposit sum into your account right? 

s: Yeah, yeah. I had made two uh trial deposits less than a 
dollar. 

C: Mmm hmm. So you want to know the details of the two trial 
deposits right? 

S: Yes_ 

C: Certainly, 1111 be more than glad to assist you with that and 
uh, since I pulled up your account I see that you have a 
private bank account right? 

S: Yes. 

c: So let me just get you connected to the private bank unit 
(U/I) '" 

s, I been, 
times. 

I been, see, I been transferred like four or five 
I been waitin on the line all day. 

C: Oh I I m really ... I do apologize about this inconvenience but at 
this point in time let me assure you that 1111 get you 
connected to the right department and 1111 stay connected on 
the other line (U/I) ok? 

S: Whatls, whatls, whatls the uh, whatls the direct number so I 
can next time I call I can just call straight there. 

C: Oh definitely, 1111 give you that information_ Do you have a 
pen and a paper? 

s: Yes, yes, I have a pen and paper 11m ready. 

C: Ok, the number is 1-888-

S, 1-888-
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c: 248 

s: 248 

C, 4465 

s: Uh, 44 ..• you said 446S? 

c: That1s correct. 

,Page _"I"O,--_ 

Ok, alright. 
on the phone 

I just, I just hate, you know, I, I been waitin 
all day and I just want two simple, you know? 

c: I do apologize for this inconvenience .... 

s: And I been transferred like four times that1s, that1s not 
fair, you know? Especially that I want something like that 
simple, you know? I shouldn1t have to be getting transferred 
like three four times, you know? Then I waited on line for 
like for like, like, like ten fifteen minutes ... 

c: (UjI) I'll get you connected and 1[11 make sure that you get 
this information at this point in time ok? 

S, Ok, 

c: Please stay connected and once again I do apologize for this 
inconvenience. But next time you can just dial that direct 
number (U/I). 

s: Yeah, I[ll just dial that direct number next time. It1s 
just ... I, I that's just not fair. I just don't understand that, 
you know? Especially when you want something so small. 

c: (UjI) people pull up the account (UjI) this is a private uh 
bank account that1s the reason. 

8: Yeah, yeah, I know that, but it shouldn[t be a hassle, you 
know? It should, it should be like, you should have one 
person that would be able to give you all that information 
instead of just doin ... you know I didn [t want to go all the way 
to the bank just to get something that simple you know? 

c: Yes I understand but sir, let me explain it to you ... this is for 
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your security. You are a privileged private bank customer and 
(U/I) , 

s: Yeah I understand all that but I mean geez. 

c: Yeah thatls the reason. OK, please stay connected, and donlt 
worry, it'll be quick enough. Ok? Please be on hold. 

(Pause - Call placed on hold) 

c: Thank you very much for your patience. 

s: Hello. 

c: Yes sir, I have a representative from the private 
depart ... private bank department so please go ahead and speak 
with her she will be more than glad to assist you forward with 
this, ok? Please speak with her. 

(Call is transferred to representative from the Private Bank 
Department) 

Hi, good afternoon. Welcome to Citibank. My name isl 
(ph). For security purposes, I will need to re-verify~L-~y~o~uC-o~n~ 
the account here. May I have your bank card number or the 
account number please? 

um,1 I 
Thank you, (U/I) here, 
please as it appears on 

s: Paul Allen. 

And may I have 
the account. 

your complete name 

c: Thank you. And Mr. Allen can you confirm for me please your 
date of birth? 

s: January 21, 1953. 

c: Thank you. And I just need you to confirm your complete date 
of birth please? 

s: January 21, 19 ... 

C: Oh, I I m sorry I not your ... sorry, I already got that. Your 
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Social Security Number, 
Security Number. 

if you have your complete Social 

s, 

c: Ok, thank you Mr. Allen. I appreciate you verifying that for 
me. Ok, and how may I help you today with the account? 

s: Yes, I had made two uh small trial deposits less than a dollar 
and I needed, I needed the amounts. 

c: And who where they coming from? 

S: It was my E-tr ... I also have a E-trade account. 

C: I'm not showing that those have come through yet. 

s: You sure? 

c: Yeah, you said they were for about a dollar? 

S: Yeah, it was ... they told me it would be for less, less than a 
dollar. 

c: Hmm, lim not showing that those have come through yet. 

S: It, it ... they told me that they would be sending trial deposits. 
They told me that theyld be sending these like four or five 
days ago, so ... 

c: Yeah, well ... 

s: They told me to come check with my bank to see if they were 
there. 

C: No, Ilm not showing those at all. 

S: You donlt see anything? 

C: Umm mmm, bear with me for one second. 

s: Well... 

C: And from whom are they coming again for from? 

S: It was for my E-tra ... my E-Trade account, do you, do you see, do 
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you see any deposits? 

C: Ok, just bear with me here for one second ok? 

s, Ok, 

Thank you. 
don't mind. 

<pause> Let me take a look here for you if you 
You mind just giving me a minute or two please? 

s, Ok. 

C : Thank you. 

(Message p l ays)You have reached I I (ph) with the Citi 
pri vate bank. I'm sorry I'm not available to answer your call 
at thi s time, but if you leave me a detailed message I will 
return your call as soon as possible. 

(Another Citi representative is contacted) 

C2: Thank you for calling Citi Gold Help Desk , my name is l 
how are you today? '--------' 

C: lim dOing fine D how are you today? 

C2: Good, thank you for asking. How may I help you today? 

C: Uh yes, my name isl I with Citi Gold in Florida. Urn, just 
a quick thing here. Urn I have a private bank account with a 
substantial amount of money in there, I'm talking about almost 
about 70 million dollars. Urn I have a gentleman on the phone 
and I'm reading some notes here that he was transferred from 
Citi phones. I already ID'd the gent l eman on the account 
since he's private bank unt .. 

C2, Ok. 

C: Uh, the gent l eman on the phone is wanting to find out if two 
di fferent deposits have corne in from E-trade, like trial 
deposits. Now I'm a little uncomfortabl e because whenever I 
look at the trial deposits, they say Scott Trade, not E-trade, 
and since previous accounts were closed because of fraud, urn 
I' m kind of like really uncomfortable with you know ... 
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C2 : SO, did you, so he_ .. 

C: Should I give him ... cause I haven't told him. Because I told 
him, cause like well he's buying this 
from E-trade I was like I'm sorry ... 

C2: Why don't you ask him what, what the amounts were, what the 
amounts were. 

C: Well he can't even give me the amounts because he says that uh 
they said that they should have been like under a dollar so I 
mean and his numb ... the, whenever I look at the phone numbers 
that we have on file, there's only one and that phone number 
is not even matching with the phone number that he's calling 
in from and I just tried calling the private bank uh the 
private bank his private, or whoever's the private banker that 
handles this account and they're not, theylre not picking up 
their phone. So .. , 

C2: Uh huh. So the person that's on the line, you ID'd him 
completely? 

c: Yeah, he passed verification but the only thing is I'm not 
comfortable you know giving him that information because the 
trial deposits say Scott Trade, Scott's trade, not E-trade and 
he told me they're for E-trade, so ... 

C2: Ok, so just ... I mean, if it, ok let's just take the 70 million 
out of the picture, if it was another customer that had ten 
thousand in it ... 

C: I wouldn't ... I wouldn't give him that information just because 
he's so ... cause I asked him two times I r m like and what was the 
name of the whoever supposed ... he I s like E.-trade. I'm like are 
you sure it's E-trade? He1s like yeah yeah yeah it's E-trade, 
so, .. 

C2: Ok so then tell him there is none there for E-trade. 

C, Ok .. , 

C2: Cause that's what he was wanting to know right? 
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c: Yeah. That's true. 

C2: If you're uncomfortable with giv .... something I mean don't let 
him know there's some Scott trade ones, just don't even bring 
those up. Just say no sir, I don't see any, I don't see any 
transactions for E-trade. 

c: Ok, alright. And I'm just going to try and contact somebody 
at the private bank. 

C2: Sure. 

C: I' m g oing to try contacting somebody else at the private bank 
office to take a l ook at that. 

C2: Uh, if you feel comfortable, s ure. I mean if that makes you 
more comfortable absolutely. 

c, Ok ok, I'll just (Uj l ) ... 

C2: But as far as those two transactions are ... yeah, just tell him 
sir I apologize, I looked over the account there are no 
transactions for E-trade and nothing's come through at this 
point. 

C: Ok. Alright. Sounds awesome, thank you. Have a good day. 

C2: You're welcome. 

(Call resumes with subject) 

C: Urn, Mr .. Allen, thank you so much for patiently holding I 
appreciate that. Ok, I could not find anything from E-trade 
at all. 

s: You don' t ... you didn't find anything less than a dollar that was 
depos ited into my account? 

C: No sir, I'm not showing anything at all. 

S: Well when was my last deposit? Cause it should of, they told 
me it would be in my ... 

C: (U/ I) , what I would do is I would call them. 
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S: Yeah, urn I yeah, I'm just gonna have to .... 

C: Cause 11m not showing anything here for most recent deposit 
for like anything at all (U/I). 

S: Yeah cause they told me three bus ... they told me three business 
days so ... 

C: Yeah, I would just call them and double check with them. 

S: Yeah unless it probably hasn't been three business days. 1111 
probably just call them. I'll call them. I'll call my other 
bank and see what's goin on. 

c: Ok. 

s: So 1'11 probably just go inside Citibank so ... 

C: Alright did you have any other questions or concerns I may 
address for you today? 

s: Uh let me see what else. I always have a question when I 
hang up ... uh, not at this moment. If I have any I if I have any 
other questions, I'll just call back or go inside the bank. 

C: Alright, well thank you for banking at Citibank. We appreciate 
your business. Have a great day. 

s: You too. Thank you. 

C: Thank you. 

Call ends 
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cl ~¥j Senior Corp Counsel 
Vulcan Inc. -,. 
505 Fifth ' ite 900 

eattIe, WA 8104 

~':'=-'-"-~\:-'-'-'--

Re: Case Number: 288A-PG-79713 

Dear Mr. AUen: 

U.S. Depa.nt of Justice 
Federal Bureau of Investigation 
FBI- Pittsburgh 

3311 East Carson Street 
Pittsburah, PA 15203 

Phone:LI ------' 

As a Victim Specialist with FBI - Pittsburgh, I'm contacting you because we have identified you as a 
possible victim of a crime. 

This case is currently under investigation. A criminal investigation can be a lengthy undertaking, and, 
for several reasons, we cannot tell you about its progress at this time. But we can do this: We have enclosed a 
brochure about the FBI's victim assistance program. The brochure will introduce you to this program and to 
available FBI assistance for victims. A victim of a federal crime is entitled to receive certain selVices, such as 
information regarding available emergency medical and social services; available public and private programs 
for counseling, treatment, and other support; and notice of certain events in the progress of the case. The 
enclosed brochure will discuss those services and others (for further details, please refer to Title 42 United 
States Code Section 10607 andlor the brochure posted on www.notify.usdoLgov). 

The Victim Notification System (VNS) is designed to provide you with direct information regarding the 
case as it proceeds through the criminal justice system. You may obtain current information about this matt:r 
on the Inte . sdo·. ov or lrom the \INS Cal! ~enter at 1-866-DOJ4YOU LI r:::;r;"",,,,,,,,,,,---lJ 
(TDDfTTY International lIn addition, you may use the Call Center or 
Internet to up a e your contact information and/or change your decision about participation in the notification 
program. If you update your information to include a currentrmajl add~ss, VNS will send information to that 
addr~ will use your Victim Identification Number (YIN _ Jand Personal Identification Number 
(P!NL--....P.nytime you contact the Call Center and anytime you log on to the VNS web site. If you are 
receivmg notifications with multiple victim ID/PIN codes please contact the VNS Call Center. In addition, the 
first time you access the VNS Internet site, you will be prompted to enter your last name (or business name) as 
currently contained in VNS. The name you should enter is AHen. 

You can also use the Call Center and the Internet to correcVupdate your contact information andlor 
change your decision regarding participation in the notification system. Please remember however, that the 
first time you access the VNS Internet site, you will be prompted to enter your last name (or business name) 
and need to enter it as currently contained in VNS and spelled within this Jetter. Your participation in this 
notification system is totaily voluntary. You can choose not to participate or reactivate your access at any time. 

If you have any concern regarding the validity of this fetier or would like to speak with me regarding 
any questions you may have, please feel free to cal! me at the number listed above. When you call, so that I 
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Contact. sAL 
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Title: I 
(Pending) 

c..,.C"I'lT"I'lSB"AN=K,""""='-"VRI7C"'T"'I'lOMf7, ;--' 
COMPUTER INTRUSION CRIMINAL 

Synopsis: Prosecution Update. 

Date: 05/10/2012 

Details: AUSAI I notified writer on 5/9/12 that a 
motion was filed declaring Illegally unavailable to answer 
his charges. r----lis currently under Army control and Federal 
prosecution w~ume once the Army!s process is completed . .. 
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To: Pittsburgh 

From: Pittsburgh 
Squad l6/CYb:~r~ ______________________________ -, 
Contact: SAl 

Approved By: I ~\~\lV 
By: ~'r========="---':"'I "HI} 
# I 

: 288A-PG-79713 (Pending) 

Drafted 

Case ID 

Title: CYBER STATS 

Synopsis: To claim stats for case 288A-PG-79713. 

Details: The following statistical accomplishments are being 
claimed for case 288A-PG-79713: 

, 
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rP~i~t ~t~s~b~ll~r~aUb~~F~r~om: Pittsburgh I 06 / 05 / 2012 

Accomplishment Information: 
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Date of transcription 02/11/2003 

I was interviewed at the United States 
'-;A"t"~"o"r=n"e".y",r:s""'O""f"f"l-'c"e"-. -'A"rr:S"o"""'presernt were his attornTY, and As~istant 

Unlted States Attorney (AUSA) t ~ ~ J After belng 
advised of the~ty of the lnterviewlng Agent and the nature of 
the interview, ~provided the following information: 

Investigation on 01/30/2003 at St. Louis, Missouri 

FH, L----. _____ ...J,==~lJ1l!.OA==Ij;;;l1D;:._TO=~"'T=d.'?iiJ..7T· rfa.·.t?:~~ 02/05/2003 

by SA t~ 
o 

This document cootains neither recommendations nor conclusions of the FBI. It is the property of the FBI and .is loaned to our a enc . 
it and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 

Date of transcription 01(23(2003 

On September 14, 2001,11 first became aware that 
had a large scale custom~onnect problem. 

In December 2000,1 Ibegan to feel competitive 
pressure from satellite dish networks. This increased pressure was 
the result of satellit dish networks' ability to provide 
subscribers with lac in local broadcasting. 

Paul ·en lad D,oblems with Charter's decentralized 
management str cture. reasoned that Allen was used to a more 
centralized nagement structure and he had difficulty 
understanding why Charter was slow to enact company-wide marketing 
strategies. 

Investigltion on ~i",1"'/L!..7L!.e2.\JO",0",2,---_at St. Louis , Missouri 

File Dp ~t -d n/ a " _ i~ /i2 __ 
~-L~~ __ ~~ ______________________ ~--~~-------------------

O't~ 1.30;L 
This document con illS neither recommendations nor conclusions ofilie FBI. 
it and its contents are oot to be distributed outside your agency. 

It ;, tho prop.rt, of tho PBll 
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was In erVlewe a 
~Oli:a:JIillE:;a::::1rr::iiI:e;;:li:iL;;;:'ii:i;;;:::;;:[J:lI:r;rccee~_:-J'~r~e~ssee~niE' were her at t 0 rneys I 
L1IT~~S-~to~~~Di-_-r-----l-l~~~~fent was Assistant United 

States Attar """"'-L __________ -'-The interview was 
conducted at After being advised of 
the identi;t1Y:.Jo~::!~eq2~~e~r~V~2~e~W~l~n~gr::"g~e~n~~a~n~::the nature of the 
interview, "1': _____ .... 1 provided the following information: 

Investigation on 02/24/2003 at St. Louis I Missouri 

File #L_r-________ J--"---"J.:.·~· "'"'~~-r,:___;f,;;:;_ atediclated 03/03/2003 
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FEDERAL BUREAU OF INVESTIGATION 

Paul G. Al en (Allen 
intervie d at the Law 

Date of transcription 03050003 

a white male, born January 21, 
Offices of Lewis Rice, 500 North 

A 0 resent wer A 1 tant Unlte States 
orneys and United States 

Postal Inspec or er elng a vlsed of the identity 
of the interviewing Agent and the nature of the interview, Allen 
provided the following information: 

Investigation on -c0~3~L~0~7LL~2~O~O~3~_M St. Louis, Missouri 

File # I - . ~. , D, dictated o3L12L2003 
'/ 

, 

,...h><-, SA 

V"·n. 
,\<:, II 18 

' . 

This document contains neither recommendations nor conciusioos of the FBl It is the property of the FBI and is loaned to your agency; 
it and its contents are not 10 be distributed outside your agency. I 

b6 
b7C 

bS 

b6 
b7C 

b 

b 

6 
7C 



, 
"PD-302 (Rev. 10-6-95) • • 

·1 . 

FEDERAL BUREAU OF INVESTIGATION 

/ Date of transcription 06/10 /20-,,0,,-3 __ 

I Iwas 
~~tervi",weCl ac cne um T. I 

I so resen were SSlS ant unl.cea. ::;ta~es 
1-1. L L 0 rney s !,;,,,.,.,"",,,,.,.,,..,..""'--Fh,,-,;,,,,.,,,,,,,,,,,,,,,,,,,,,....,,,,,,,,,..-1rw,,,a,,,,s-f Dlrev i au sly 
aware ~f t'','e wenc~cy/o" cne lncerVlewmg agenci I provided the 
followJ.ng l.nformatl.on: 

/ 

Investigation on 8/29/2002 . , at St Louis Missouri 

File # r Date dictated n/a 

by 
Ipi Z81 '& 

I 
Thi 
it a 

"~l 1". 307... ~ rJ~i:J",RfJJB s docu '1lS neither recommendations nor conclusi of e FBI. " nd its oontents arc not to be distributed outside your agency. 
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