U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
April 9, 2021

MR. JOHN GREENEWALD JR.
SUITE 1203

27305 WEST LIVE OAK ROAD
CASTAIC, CA 91384-4520

FOIPA Request No.: 1385180-000
Subject: Torres Advanced Enterprise Solutions

Dear Mr. Greenewald:

You were previously advised we were consulting with another agency concerning information
located as a result of your Freedom of Information/Privacy Acts (FOIPA) request.

This consultation is complete and the enclosed material is being released to you with the
appropriate exemption noted next to the redacted information pursuant to Title 5, United States Code,
Section(s) 552/552a as noted below. Below you will find checked boxes under statute headings indicating
the appropriate exemptions asserted to protect information which is exempt from disclosure. The checked
exemption boxes used to withhold the information are further explained in the enclosed Explanation of
Exemptions.
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159 pages were reviewed and 159 pages are being released.

The appropriate redactions were made by the Department of State (DOS) Office
of Inspector General (OIG)

Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to
your request. “Part 1” of the Addendum includes standard responses that apply to all requests. “Part 2”
includes additional standard responses that apply to all requests for records about yourself or any third party
individuals. “Part 3” includes general information about FBI records that you may find useful. Also
enclosed is our Explanation of Exemptions.

For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”
The FOIPA Request Number listed above has been assigned to your request. Please use this number in
all correspondence concerning your request.


http://www.fbi.gov/foia

If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this
request, you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United
States Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an
appeal through OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website:
https://www.justice.gov/oip/submit-and-track-request-or-appeal. Your appeal must be postmarked or
electronically transmitted within ninety (90) days of the date of my response to your request. If you submit
your appeal by mail, both the letter and the envelope should be clearly marked "Freedom of Information Act
Appeal." Please cite the FOIPA Request Number assigned to your request so it may be easily identified.

You may seek dispute resolution services by contacting the Office of Government Information
Services (OGIS). The contact information for OGIS is as follows: Office of Government Information
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland
20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-6448; or facsimile
at 202-741-5769. Alternatively, you may contact the FBI's FOIA Public Liaison by emailing
foipaquestions@fbi.gov. If you submit your dispute resolution correspondence by email, the subject
heading should clearly state “Dispute Resolution Services.” Please also cite the FOIPA Request Number
assigned to your request so it may be easily identified.

v

See additional information which follows.

The enclosed documents represent the final release of information responsive to your Freedom of
Information/Privacy Acts (FOIPA) request.

This release is being provided to you free of charge.

Please be advised that the Record/Information Dissemination Section (RIDS) is operating at
reduced staffing levels amidst the ongoing COVID-19 national emergency. The enclosed FOIPA release
represents a work product that could be generated for you under these unprecedented circumstances. We
appreciate your patience and understanding as we work to release as much information, to as many
requesters as possible, as this emergency continues.

Sincerely,

Michael G. Seidel
Section Chief
Record/Information

Dissemination Section
Information Management Division

Enclosure(s)


https://www.justice.gov/oip/submit-and-track-request-or-appeal
mailto:foipaquestions@ic.fbi.gov

FBI FOIPA Addendum

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA
Addendum provides information applicable to your request. Part 1 of the Addendum includes standard responses that apply
to all requests. Part 2 includes standard responses that apply to requests for records about individuals to the extent your
request seeks the listed information. Part 3 includes general information about FBI records, searches, and programs.

Part 1: The standard responses below apply to all requests:

@)

(ii)

5U.S.C. 8552(c). Congress excluded three categories of law enforcement and national security records from the
requirements of the FOIPA [5 U.S.C. § 552(c)]. FBI responses are limited to those records subject to the
requirements of the FOIPA. Additional information about the FBI and the FOIPA can be found on the www.fbi.gov/foia
website.

Intelligence Records. To the extent your request seeks records of intelligence sources, methods, or activities, the
FBI can neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to
requests for records about individuals, PA exemption (j)(2) [5 U.S.C. 88 552/552a (b)(1), (b)(3), and (j)(2)]. The mere
acknowledgment of the existence or nonexistence of such records is itself a classified fact protected by FOIA exemption
(b)(1) and/or would reveal intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC §
3024(i)(1)]. This is a standard response and should not be read to indicate that any such records do or do not exist.

Part 2: The standard responses below apply to all requests for records on individuals:

@)

(i)

(iii)

Requests for Records about any Individual—Watch Lists. The FBI can neither confirm nor deny the existence of
any individual's name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §8
552/552a (b)(7)(E), ()(2)]. This is a standard response and should not be read to indicate that watch list records do or
do not exist.

Requests for Records about any Individual—Witness Security Program Records. The FBI can neither confirm
nor deny the existence of records which could identify any participant in the Witness Security Program pursuant to
FOIA exemption (b)(3) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(3), 18 U.S.C. 3521, and (j)(2)]. Thisisa
standard response and should not be read to indicate that such records do or do not exist.

Requests for Records for Incarcerated Individuals. The FBI can neither confirm nor deny the existence of records
which could reasonably be expected to endanger the life or physical safety of any incarcerated individual pursuant to
FOIA exemptions (b)(7)(E), (b)(7)(F), and PA exemption (j)(2) [5 U.S.C. 88 552/552a (b)(7)(E), (b)(7)(F), and (j)(2)].
This is a standard response and should not be read to indicate that such records do or do not exist.

Part 3: General Information:

(i)

(i)

(iii)

(iv)

Record Searches. The Record/Information Dissemination Section (RIDS) searches for reasonably described records by
searching systems or locations where responsive records would reasonably be found. A standard search normally
consists of a search for main files in the Central Records System (CRS), an extensive system of records consisting of
applicant, investigative, intelligence, personnel, administrative, and general files compiled by the FBI per its law
enforcement, intelligence, and administrative functions. The CRS spans the entire FBI organization, comprising records
of FBI Headquarters, FBI Field Offices, and FBI Legal Attaché Offices (Legats) worldwide; Electronic Surveillance
(ELSUR) records are included in the CRS. Unless specifically requested, a standard search does not include references,
administrative records of previous FOIPA requests, or civil litigation files. For additional information about our record
searches, visit www.fbi.gov/services/information-management/foipa/requesting-fbi-records.

FBI Records. Founded in 1908, the FBI carries out a dual law enforcement and national security mission. As part of
this dual mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records
on every person, subject, or entity.

Requests for Criminal History Records or Rap Sheets. The Criminal Justice Information Services (CJIS) Division
provides Identity History Summary Checks — often referred to as a criminal history record or rap sheet. These criminal
history records are not the same as material in an investigative “FBI file.” An Identity History Summary Check is a
listing of information taken from fingerprint cards and documents submitted to the FBI in connection with arrests,
federal employment, naturalization, or military service. For a fee, individuals can request a copy of their Identity
History Summary Check. Forms and directions can be accessed at www.fbi.gov/about-us/cjis/identity-history-
summary-checks. Additionally, requests can be submitted electronically at www.edo.cjis.gov. For additional
information, please contact CJIS directly at (304) 625-5590.

National Name Check Program (NNCP). The mission of NNCP is to analyze and report information in response to
name check requests received from federal agencies, for the purpose of protecting the United States from foreign and
domestic threats to national security. Please be advised that this is a service provided to other federal agencies. Private
Citizens cannot request a name check.


http://www.fbi.gov/foia
file:///C:/Users/ANROBERTSON/AppData/Local/Temp/1/Letters/www.fbi.gov/services/information-management/foipa/requesting-fbi-records
http://www.fbi.gov/about-us/cjis/identity-history-summary-checks
http://www.fbi.gov/about-us/cjis/identity-history-summary-checks
http://www.edo.cjis.gov/
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EXPLANATION OF EXEMPTIONS
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign
policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the
matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding
or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with
the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records
or information ( A') could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a
fair trial or an impartial adjudication, ( C) could reasonably be expected to constitute an unwarranted invasion of personal privacy, (D)
could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any
private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could
reasonably be expected to risk circumvention of the law, or ( F) could reasonably be expected to endanger the life or physical safety of any
individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for
the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime
or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign
policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or
privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity
would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant
to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian
employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished

information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service
the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DOJ
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FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Opening EC Date: 01/11/2016

From: WASHINGTON FIELD

WF-CR12
b6
Contact: b7C
b7E

Approved By: SSA

Drafted By:

Case ID #: 205-WF-6804950 (U)
Torres Advanced Enterprise Solutions;
FCPA

Synopsis: (U) Opening EC

Full Investigation Initiated: 01/11/2016

Details:

In early January, 2015, |

bé
b7C
b7D

TORRES ADVANCE ENTERPRISE SOLUTIONS, which b6
b7C

is headquartered in Falls Church, Virginia.
According to DOS, TORRES AES has $75 Million in DOS contracts for

UNCLASSIFIED



205-WF-6804950 Serial 1

UNCLASSIFIED

Title: (U) Opening EC
Re: 205-WF-6804950, 01/11/2016

security guards and patrol services and $92 million in translation and

interpretation services.

FBI and DOS agreed to Jjointly investigate the allegations. The DOS
case file is: C2015-022.

This case was consolidated with case file 205-HQ-6117076.
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Torres Advanced Enterprise Solutions;
FCPA

Synopsis: (U) Open EC

Full Investigation Initiated: 02/10/2015

Enclosure(s): Enclosed are the following items:

1. (U) Torres AES Argentina RAllegation article

2 U/ Fresss A ti Websit be

. ( | | rgentina Website b7C

3. (U) Argentina Kickback Article

4. (U) Open Source Information.pdf

Details:

In early January, 2015,
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b7D
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b7D
TORRES ADVANCE ENTERPRISE SOLUTIONS, which
is headquartered in Falls Church, Virginia. :gc

On 02/04/2015, writer met with Department of

State (DOS) /0IG/Investigations to discuss the allegations regarding

TORRES. | | Assistant Special Agent in Charge

| stated that DOS had information on pé Per

an anonymous complaint alleging that TORRES bribed officials in b7C DOS-0IG
Argentina in order to grant authorizations to TORRESCO AES S.R.L for

security services in Argentina.

According to DOS, TORRES AES has $75 Million in DOS contracts for
security guards and patrol services and $92 million in translation and

interpretation services.

FBI and DOS agreed to Jjointly investigate the allegations. The DOS
case file is: C2015-022.
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Three senior employees of the Bursau for Private Recunty Managenes, during the term §n
which Minister Ricardo Casal holds office, are charged with an alleged corruption incident. The
criminal complaint suggests a fundraising operation {aking place at said government agené\,y
and it occurs under a "sscurity emargancy” situation which gives prominence to the esmpam@s
of the secior as “public security forces auxiliary back-up”.

The criminal complaint is based on an anonymous statement a;::cording to which in July ’?Om
Rodolfo Mario Gonzalez Arrascasta, finked to various securily agencies in the City and in me
Province of Buenos Aires, aftended the Bureau for Private Security Management, dependmg
on the Ministry of Justice and Securily to make the relevant proceedings in order fo be grantéd
the relevant authorization for the company "Torresco AES SR.LS Acdording to sald
anonymous report, the director of the govemment agency, Jorge Luis Cerulli, and “two
assistants” received a "$ 250,000 bribe" to grant the authorization for the agency in a weék
without completing the regulatory proceedings to be complied with therefor’. For example,
according to the complaint, the Secretariat of Human Rights did not issue itself on the case. |

The anonymous complaint, which was brought to a prosecutor's office last Aprit 11 by an
official of the Ministry, indicates that when the greatest part of the staff went out, the Bureqm
got changed. The employees charged with the alleged corruption incident, took the opportunﬁy
to "surnmon people {o attend the agency after 3 p.n" and one of them “took the k;ckbacks
from them”. According to the anonymous complaint received by Algjandro Inehaurreggss
Director of the Register of Missing Person, and submitted to the criminal courts, if the applying
agencies did not pay, their authorization proceeding was delayed during months while other
authorizations became due.

The file based on the anonymous complaint was submitted to the Prosecutors Office for
Complex Offenses No. 8 in charge of Jorgs Martin Paolini, who filed it resorting to a resolutidn
issued when Aftorney Eduardo Matias de la Cruz held office, and which allows fo dismiss
complainis based on anonymous allegations without any further proceedings being necessary.

\

\ v

,\‘\\-‘

e
s

3 S
& fewav ey
\\ RERRRRNN

////

/
%

\

At the time of the aflegations, Casal signed with representatwes of private security companigs,
"an agreement to streamiine the registration of the companies serving in the Province™ and
implemented the Sytem: Registry of Private Security Agencies, describing that it is fa
technological toal aimed at speeding up authorizations of new agencies, renswals,
cancellations and all kinds of proceedings linked fo the companies database”. "So far, trgis
activity was carried out manually, now making it easier for companies to access updated
information on their sfatus and on available human and logistics resources’, explained then
Casal, Minister of Justice and Security. .

The complaint occurs in a "security emergency” context, ordered by Governor Daniel Sci;mi
garlfier this month, with main focus on private security companies. "We want {o give tk}e
neighbors the securily they deserve and that is why we also move forward with this sector, in
order for it to play a central role and make a significant contribution”, said Minister Ae;antﬁ'o
Granados. The Bureau for Private Security Management is headed by Fernande Amarilia, son




of the president of Ezsiza Legislative Council and Granados official in the Ministry of Edgardo
Amarilia. In recent days they were aglenng inle sgreements with entrspmnswrs under e
‘emeraenoy” framework.

The decres states that “companies providing security services and the sis¥ thersof shall
perforn el duties in thelr capaadly as public seourily forces auxiliany backup and they %*zg}ii
immediately repont fo e police fome any siuation posihg s dsi for individuals’ ohysicat
wsqnty and for the rogsety thereot

Such prominence given 1o the sector resembies that granied thereto in 1880, during the
dictatorship, by a rule on qualification and operation teraof, which stated: "The Province Polige
Force shall be entitled {o require the cooperation of Private Security and Investigation Agencz@s
and they shall be obliged to render said cooperation as required, as well as fo submit the
reporis requested by said Force with respect to any matter relevant o their actwme$"

The entrepreneur Marip Gonzalez Arrascaeta is linked to several sector companies in the G;ry
of Buenos Aires and in the provincial territory, develeping his activilies as "C.R. Segumdad
8.A7, "Torresco AES S.RLY "Manufo Seguridad S.AY, and according o the Ministry ::)f
Security website, he also heads an institute devoted to " training” in private security qua!;ﬁéd
by the State in Malvinas Argentinas District, ruled by Jestis Cariglino, and on tast April 18,
Granados inaugurated the “first Communily Patrol Command (CPC) as a starting point of the

.

specific police performance on certain areas, which will cover over 40 districis”
in the book Ezeiza, by Horacio Verbitsky, reference is made to him in the chapter “Los fierrog”,
which deals with "one of the mysteries that persisted after 1973 slaughter”. "Where did the
weapons used there come from?" (page 64, Contrapunio, 1985 edition}.
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Home » Torres Page 1 of 3

1-888-608-9888Request a Consuligtian

Torres

« Rervices & Solutions
« Indusivies Served

« Dlations Served

» Uontagd

+ Information Technology — from Business Solutions to High Technology

The largest Bnterprise Resource Planning (ERP) System in history was delivered by Tomes; and
under hostile fire and hardship conditions. It doesn’ stop there; Torres led in the design ¢f the
next generation of earth station arrays for the National Radio Astronomy Observatory (NRAO)
and delivered the most complete biometrie identification system that targets international
criminals, extremists and terrorists, When your technology aspirations ave complex and
uncertain, choose Torres. For us, success is the only option.

« Language & Advisory Services

Whether ity political, diplaatio or business muki-Hngual communications, onr customers depend onus o deliver
avcurate language services.

Eenrn Mors

« Cyber Security Services

Protection of business, government and personad communications, messages, conversations, emails wnd dats ix eritical
to maintain peace of mind,

A

Lodn Marg

N

httpe/iwww torresco.com/ 28201
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Client Services
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« Bisrmeiries Solutions
» Border Meungsnent aud Contd Solationy
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« HBusineas and Tochuolosy Transfonmation Books and Methodoelogies
i

o {rittcal Sscuniiv Nerviges

o {vher Security Solutiom

» Demining and Explosives Detection
« Enterprise-Wide Informanion Techuology Solutions
« Humardtarian Add & Fhonan Righis
« IniedBeonee Solutions

« K-8 Sohations

¢ Laneuaes and Advisory Sepviges

+ Looal & Globel Conununivations

« Logisties & Supply Chain

» Maodia & Infrmation Oueratings

» Military & Polive Training

» Provvan Massesoent Selutions

» Seourity Salutiong
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Suhscribe below and receive the Latest News and Events.

Enter your Email Address
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Torres Takes Over Security of Australian Embassy in Argentina » Torres Page l of 3

1-888-608-9888Request & Lenzultating

Torres

« Nervices & Sclutions
« Irwhwiries Rerved
» Nations Ssrved

Yo st

Torres Takes Over Security of Australian
Embassy in Argentina

August 14th, 20141 Tomes
N

For the first time in over a decade a U.S. security firm has taken over security for an Australian
Embassy in South America, Torres Advanced Enterprise Solutions (Torres) was recently awarded a
two-year contract to protect the Australian Embassy located in Buenos Aircs, Argentina. The |
Argentine Embassy was impressed with the security that Torres provides at the U8, Embassy and
decided to change its security contractor. Under this contract, Torres will field security professionals
and mobile patrols to protect the Australian embassy and its diplomats assigned 1o Argentina. Torres
currently provides security and security-related services for U8, and B and NATO Embassies in

Asia, Africa, the Americas, Europe and the Middle East.
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MORTAY, BAY 8 2014
Argenting, Buanos Ares Complan "Kickbaoke™ in
the offics that enablss ::ss“w*@ securily agencies

QOTHER CIRCLES
Three senior employees of the Office for the Managemen of Privale

Security in the period Minister Ricardo Casal are charged with an Emifio
alleged episode of corruption. The criminal complaint suggests an

oiers, founding director of

operative collection and dependence ocour's when governing “security
emergency” that gives prominence o the companies in the industry
as “auxiliaries to the public secunty forces”.
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The criminal complaing is based on an anonymous lestimony that in
July 2013 Rodolfo Gonzaler Mario Arrascasta, lnked (o various
security agensies in the City of Buencs Alres and the Province. was
presented to the Bureau for Private Secunty Management Ministry of
Justice and Security to process enabling the firm Torrescn AES

SRLY, Depending on the version, the director of the governmeant
agency. Jorge Luis Cerulli, and "wo seconds” he charged "$ 250,060
bribe" to enable you in a week the agency without complating the
statutory proceduras for the field. For example, according to the
complaint, not the Ministry of Human Rights was issuad.

Yersion born on April 11 passed o a prosscutors office by an official
of the Ministry indicates that when the bulk of staff retired office waz
transformed. The accused took the opportunity o "summon the
agency after 3pm™” and one "gointeaba”. According 1o the anonymous
received by Alejandro inchaurregus, Director of Missing Person, and
preserted in the criminal courts, if the rating agencies applicants did
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MAXIMUM SECURITY SA - 16/04/2012

The are: Edgards Anibal Parez Famudar | Argenting, 10/12/41, 1D 80432683, Cont Public, married,
O'Higgins 27, Floor 2, of 10, Bahia Blanca;. César Garcla |, Argentinag, 8/18/60, DNI 1412:1?15,
businessman, married, November 24, 1278, 2nd floor, apariment. "B", CABA, Rodoifo Gm}maiez
Marte Arrascasts |, Argentina, 7/1U51, DN 10,202,508, Bachelor of Securily, married, Hurfsnbcicit
2357, 8th floor, apartment. "C", CABA, Alsjendra Vanessa Carreras , Argenting, 5!"181“6& DNI
20,044,566, employed, married, Maipd 701, house No. 4 Barrfo La Caleta, San Fernando, Buenos

Alres Province Deed No. 22.. 28/02/12 ©© 88, 1420 Registration CABA " Maximum Ssour

"Humboldt 2357, 8th floor, apartment. "C" CABA (Object perform by, or third parties,
association with others, the activiies of provider of private security services, namely:

1} Monitoring and protection of property;
2) Escort and prataction of persons;

gustody and any

{3) Transnortation,
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Security Contractor's Ex-CFO Ducks Stolen
Equipment Claims

By Aebra Coe

Lawla0, New York (October 31, 2014, 543 PM ET)Y « A D.C. federal judpe dismissed claims dgainst
the former chinf financial oificer of a 118 -based security contractor ihurs.day, tut declined to free the
company’s former vice president and CEQ from the suit brought by an Iragi company over two |
federal contracts,
LLS. Distriet Judge (ladys Kessler freed former Torres Advanced Enferprise Solutions LLEO CFD
Kathsyn Jones from the suit brought by Sabre International Security that originally alleged fraud,
ausappropriation and property conversion against its former business pariner. As of the ruling, dﬂer
several decisions trimming the case this year, the only remaining allegatiop is conversion and even
that does not stiek in the case of Jones, Kessler satd. :

Jones el the company in 2011 a year before Torres was alleged to have sokd equipment belonging ®©
Sabre, and there is no evidence of Sabre’s claims that the eguipment sale in 2012 was simply "the
final act” of a lopg-running scheme to convert its property, which Jones allegedly "inspived” duning
her tenre as CFO, the judge concluded. 5

Sabre's sole evidence of such a scheme was a series of emaily in 2010, in which CEO Jerry Torrgs,

vipe president Rebekah Dver and Torres’ program manager discossed the Hfe support equipment ad
tssue. The impetus for the email was that Sabre bad sent an inquiry regarding the removal of its
equipment frons the task order site, according to the opinion.

“Fhese emails, taken alone, sunply could not kead a reamnabl e jury 1o conclude that its participants
were engaged na schame fo convert Sabre's property,” Judge i\ ssler said, “Moreover, Jones had ne
role in this exchange of emails, other than the fact that she ways copied as a recipient.”

The remaining count of conversion still ands agaimst Torres, ity CEO and sols sharsholder Jon
Torres: and the com pany’s COO and vice presisent untif 2013, Rebekal Dyer. Because of their
intimate mvolvement in the business of Torres in 2012 when the equipment sale ocourred, thereiis a
genuing ssue of et and the matter will now head 1o trial, the judge said.

Sabre first lmnched the sult in Aprif 2011, in connection with two UL, government theaterwide
internal sevurity services mudtiple task order, or TWISS, contracts. The security company won gne
such vontract, TWISS 1| in September 2007, and Torres entered ito s subcontractor agreement ;\:iih
Sabre to provide workers. 5

However, beeause the LL8, changed the standards for TWISS I contracts in 2009, non-U.S Lompan}-'

Sabre mu}d not obtain the proper security cleavance to fulfill its contract. To avoid losing ihe_ contract,
Sabre and Torres ontered an asset purchase agreement in which Torres became the prime contragtor
and Sabre became the subcontractor. 5

That same year, the two compantes won a se-called TWISS H contract, for which Torres was the
prime contractor and Sabre the soboontractor, ?

'Z Q2015

hitpr/Awww Law 360 conmvarticles/ 392 202 scowrity -contractor-s-ex-clo-ducks-stolen-equipm... |
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Sabre accused Torres of breaching the asset purchm&‘ agreement by faling to pay tnvoices or isgue
Rub*a&:k orders for TWISS L The compary also alleges Torres breached a team agreement relfateg

TWISS I1, among other TWISS [related claims.

After Judge Kesslor srimmed the suit in October 2011, Sabre brought an amended complaint, wi
adited seven now claims against Torres and the individual defendants for frand, misappropriatio
PrOperty ConvErsion.

Judpe Kessler subsequently gramted Torres” bid we dismiss all of the amended complaint’s new ¢

against Torres iy Japuary, ‘.\L»..N for the conversion of property claim, and then dismissed thos
claims aganst the ndividual defendants i Augost, cowrt records state.

Attorneys for Torres, Jones, Dver and Sabre did not invmediately respond to requests for commaent

i

Jerry Torres is represented by Richard J. Conway of Dighsivin Mhapuwe LLE.

Katheyn Jones and Rebekah Dver are represented by Patricia Bruce of Caudking & Bruce PC.

Rabre s represented by Timothy B, Mills and Teunant David Magee of Maggs & MeDermot L
and by Michae! AL Gordon of Michael A, Gordon PLLL.

ey mi}i?h invthe U8, Distriet Court for the District of Columbia

- Additional reporting by Alliasa Wickham, Editing by Rebecea Flanagan,

The case ix Sabre {nternational Seeurity v, Torres Advanced Buterprise Selutions LLE, case noy
z 3
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Sabre International Security v. Torres Advanced Enterprise Solutions, LLC, Civil Actmn
Ne. 2011-0806 (D.C. 2014)

Siendn ap ronbvier o snvea fevarlin

gilick to dismiss)

Bistriet Court, District of Columbia
Filad: Janaary 30th, 2014

Stares: Precedentinl

Docket NurabenCivil Action No, 201 1-0805
Judgesihudge Gladys Ressler

Tatnee of suitdivil
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UNCLASSIFIED/7Fove

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U/7FSBe3 Torres AES Buenos Aires Date: 02/24/2015
Correspondence with DOS Contracting
Officer November 2014

From: CRIMINAL INVESTIGATIVE
D6-ICU
Contact:

bé
b7C
b7E

Approved By:

Drafted By: |

Case ID #: 205-HQ-6117076 (U)
Torres Advanced Enterprise Solutions;
FCPA

Synopsis: (U//Fe¥e) Torres AES Buenos Aires Correspondence with DOS
Contracting Officer November 2014

Full Investigation Initiated: 02/10/2015

Enclosure(s): Enclosed are the following items:

(U//To%e9 Argentina Frequency license CNC.pdf

U/ e85+ Argentina City Security License with Weapons.pd
U/ froves Argentina-Torres-Business license for Argentina.
U/JFe8ey Argentina Torres Provence License.pdf

U/7Fe8e) Argentina National Weapons License.pdf

U//Te8Q) Tax-ID Number.pdf

U/ /Tosa) Argentina Incorporation LLC License.pdf

; (U/7TO864 News article regarding Torresco AES and allegation of
kickback

9. (U//TOoBe+ November 2014 Letters between DOS and Torres Regarding
Kickbacks.pdf

O ~I oy U b W N

Details:

on 02/12/2015,] |Assistant Special Agent in Charge
I IDepartment of
State (DOS) /0IG/Investigations provided correspondence between[:::::::]

b6 Per
b7C DOS-0IG
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205-WF-6804950 Serial 4

UNCLASSIFIED//Ee¥C

Title: (U/+Be8T) Torres AES Buenos Aires Correspondence with DOS
Contracting Officer November 2014

Re: 205-HQ-6117076, 02/24/2015

|Contracting Officer, U.S. Department of State and TORRES

AFES dated 11/18/2014. The subject line is "Allegations of Kickbacks."
In summary, the letter requests that TORRES respond to the allegations
that TORRES provided kickbacks to the Minister of Security in exchange

for licenses to operate as a security service in Argentina. TORRES
responded via letter dated 11/19/2015 and signed by| | bé Per
Senior Program Manager and cc'd to| | (NFI). Attached to biC DOS=alG

[::::::::]letter were Torres licenses' to operate in Argentina which
were obtained in 2013. | denied the allegation of kickbacks and

stated that the law firm| |was hired to obtain the
necessary licenses. [:::::]provided contact information as follows:

b6 Per
b7C DOS-0OIG
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whern governing “securily emergancy” that gives
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Management of the Prvate Security Ministry of
Justice and Secunly o prdcess enatifing the firm
“Toreseo AES SRL”. Bepending ot the varsion;
the dirsetor of the govemmsnt agency, Joge
Luis Cendli, 2ad "wo seconds,” he charged "%
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apston Bora b Apal 11 tast 8t o prosecutor's offive By an officiad of the hinistry indicates that when the Bk of
thd ofiine staf reticad transformed, The accosed ook the oppodunity o "summon the sgensy after 3 ™ and
ong “coimentia”. Avcording o the anenymaus nchauregui received by Aecander, Direstor of Missing Person;
angl prasented in orminaf nases, if the rmiing agaencies appliosrte did nol pay. they el betind the proceeding
mignihs and were beating them ciber authorizgliong.

Raped on thejanenymous dostier wat refarrad to the prosecution of gifenses Camplex. Mo, 8§ by Jorge Martin
F‘a%!im, who fled using a resolution of the time the Altemey Eduardn Matias de fa Cruz allowing disniss
comglaints bdsed on ahonymous without fake any step,
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A the time ofiihe allegations, Casal signed with representatives-of pubvale seeudly cormpanies, "an agreement jo
strparmfing thd registiation of firms serving in the Piardnee and he siarted the regishy system Private Security
Agbncies, deseribing thal 1 is "a technolaginal tool that tends (o accelerats the smpowerment of high, renewals,
cagoelistions B all kinds of procedures linked o ihe datatiase of compantes.” "So {8y, this activity was camed
s msnually bse thad they are now [aoilialing business access in update their status and respest of hursan and
logiatioal reswirees that have infarmation.” safd Casal ien Minister of Justine and Sagurity.

Thi contexd of the prasent oomplain s the "emergency® seowity ordened by Governor Danisl Scioli sarfier this
sty {hat pads private sedwity companies i the center of the gcane. "We want to give the heighbors security
ihely daserve ind that too forvard with this sector to be the protagonistand riake & significant contiibution,” said

H
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Mi@is&er Algjahdro Granados. The Bureay for Private Security Management is headed by Ferrande &marilla,
sejéaf the prasident of th sl and Granados official in the Ministry Edgards vellow. In
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Suph promingnee given o the sector resembles that granted i 1880, during the dictatorship, & stardard for
sufhorization Brd operation of the e, which stated: "The State Police may regiire the coopearation of the

&iearch Agencizs and Private Securily and they You are obliged to tend it a3 well to provide tre reponts that
they seek disibution with respect W any aspetd of their activities, ™

The businesshran Mado Buizaler Arrastania is linked to several companies inthe indlsiny in the City of
Buknos Aresiand in the provines, as "CR 85 Security”, "Torresco AES SRLY "Security Mando 8A”" and
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United States Department of State

Washingion, D.C. 20580

Movember 1§, 2014

wres, ARS

T35 Hortdand l\;md H300
s Churel, VA 22043
i Jerry Torres

£ wg

N e
P

Subjeet: Allegations of “Kickbacks™
Cimtract: SAQMMAIZC0043 Logal Guard Services Buenos Adres
Dar Mr, Torres:

Adocal article published onlive April 24, 2014 which implicates Torres in a kickback scheme in ordir to
olftain its security loense in Srgenting was brought 1o our attention, The Hink is provided below:
idads

S AN H

Upder contract clause DOSAR 652 342-73 Autherization and Performance, the contractor warrants that it
will comply with all laws, decrees, fabor standards, and regulations of said country or countries during the
perfrmance of this contract. Department of State is concerned about these allegations, Based upon these
copeerns, please provide information converning the steps Torres has taken o investigate this matten
ingluding:

Y speciile timedrame of when the alleged condudd oceurred and when Torves learned of the donduct;
The individuals involved:

The status of Torres” Hicenses and #s ability to continue performance withoal interruption;
The status of the investigation and potential cuteome/eonsequences: and

The steps Torres is taking to address this conduct and safeguards to ensure that such conductidoes noy
Qeeur,

® * » @ @

We are requesting Torres respond no fater than $:00pm Tuesday November 25, 2014,

W%mhar these allegations are true or pot, the mere appearance of sueh allegations in a loca) publication

brings nto question Torres” satisfactory record of integrity and buginess ethics, We fook forward o your
response.

P g

g He

oy

ase ac!»;zwxx-iedue' recwipi of this letter, 1 you have any questions, please contact myself at (371 3457897

Sincerely,
e

T &

o~ o~
= RN WA
\~“ \.»-'&'-"“'%; TR Y ‘L‘.

Lo

" Michas! 2. Henderson
Contracting Qfficer
LLS, Department of State




Astvand

Now 19th, 2014

U.S] Department of State
ALMAQM/WWD/LGB
Attdntion: Mike Henderson, Contracting Officer

180

Arlington, VA 22209
Subject:  Allegations of “Kickbacks™
Contract Number:  SAQMMAI13C0043, LGF Buenos Alres, Argentina

Mr
The

anofymons source,  As for the licensing for the City of Bucnos Aries and the Buenos Aires
Province, Torres hired a law firm (Miguel Murray) to handle the entire process.  There were
kickbacks involved, all the Hcenses dre legal, lepally obtained and in full foree.

The

occtred, this is the first time Torres has heard about these allegations,

The
Invg

Uve attachied Torres' licenses.  The licenses wers obtained in 2013:  B/A license is good ungil

201
unti
The
uno

Giv

kickbacks, P'm of the mindset that it may be best to let time dictate our next step.  [f there arg
further reports, we take action.

The

If ydu have any questions or would like to discuss a plan of action please do not hesitate to ca

{cel

e

fiforiginal signed////f

Bru
Sen
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Singerely,

adf 'Enmwss Solutinns

2755 Hartland Moad, Suite 300 » Falles Ghuireh,
L{POR) BET-8088 » f {FO3) 3518144 o wwwwetoy

I North Lynn 8t., SA-20, 16th Floor

i
i

Tenderson,

se allegations are from a Political Blog against the Minister of Security, posted by an

e were no specific timeframes mentioned in the blog as to when the alleged conduct

¢ were no names provided in the blog, nor does Torres know anyone who was allegedly
fved in this matter.

R: B/A Provinee, no date but probably 2018 too; and the Tax I no date but probably goo
we're done using it

¢ is no investigation going on right now.  No one has contacted Torres officially or
ficially about the alleged incident, nor have we heard about these allegations before.

eny this is an anonymous pelitical blog discussing the Minister of Security accepting

ve atlegations are without warrant, without merit and seem politically motivated,

or e-mail me at

be Biddle
or Program Manager

Kevin Smallwood

b6 Per
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o

1

WA 22043
DECC. OO

DOS-0IG




205-WF-6804950 Serial 20

FD-1057 (Rev. 5-8-10)

UNCLASSIFIED//To8Q
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//Ae¥6+ U.S. Embassy Local Guard Force Date: 06/02/2015
Contract Documents: Panama, Peru,
Argentina and Paraguay

From: CRIMINAL INVESTIGATIVE

D6-ICU
Contact:
b6
b7C
Approved By:
PP Y bTE

Drafted By:

Case ID #: 205-HQ-6117076 (U)
Torres Advanced Enterprise Solutions;
FCEZ

Synopsis: (U/7FS89e U.S. Embassy Local Guard Force Contract Documents:

Panama, Peru, Argentina, and Paraguay awarded to TORRES AES.

Full Investigation Initiated: 02/10/2015

Enclosure(s): Enclosed are the following items:
1. (U//Fo8e) Documents Regarding Panama LGF Contract
2. (U//FoBe+ Documents Regarding Peru LGF Contract

3. (U//FTo8¥Q) CD provided by ASAC [::::::::]titled "TORRES Department
of State Contracts.”

Details:

On 05/07/2105, Assistant Special Agent in Chargel |
b6 Per

Department of b7C DOS-0OIG
State (DOS) /0IG/Investigations provided a compact disc that contained

documents pertaining to TORRES AES and U.S. Embassy Local Guard Force

(LGF) contract awards. A sampling of the documents is as follows:
Pertaining to U.S. Embassy Panama contract for Local Guard Force:

1. Standard Form 33 Solicitation, Offer, and Award, signed on

UNCLASSIFIED/ /FoUe



205-WF-6804950 Serial 20

UNCLASSIFIED/;FUUS

Title: (U/ P86+ U.S. Embassy Local Guard Force Contract Documents:
Panama, Peru, Argentina and Paraguay

Re: 205-HQ-6117076, 06/02/2015

01/31/2013 by]
(signed 01/02/2012 - which may be in error) awarding contract number bé Per
SAQMMA13C0033 to TORRES in the amount of $11,581,633.23. BTE Dog-OLg

2. Memorandum from U.S. Department of State, dated July

29, 2014, Subject: Pricing for reducing Weapons requirement." This
memo stated,in part, "at contract start—up,[::::::]stated it would take
longer than expected to obtain the weapons permits due to the local

weapons laws."

3. Standard Form 30 Amendment of Solicitation/Modification of Contract
dated 08/01/2014 and signed by |on behalf of the

contractor. This modification decreased the contract ceiling price by

bé

$74,009.41 to reflect weapons requirements. b7C

Pertaining to U.S. Embassy Peru contract for Local Guard Force:

1. Standard Form 33 Solicitation, Offer, and Award, regarding contract
number SAQMMA12C0103 issued on 03/08/2012, signed byl
on behalf of Torres AES. The contract amount is $36,018,190.09

Pertaining to U.S. Embassy Argentina contract for Local Guard Force:

1. Standard Form 33 Solicitation, Offer, and Award, issued on
02/14/2013, signed on behalf of TORRES AES by

awarding contract number SAQMMA13C0043 to TORRES in the amount of
$13,584,319.97.

Pertaining to U.S. Embassy Paraguay contract for Local Guard Force:

1. Standard Form 33 Solicitation, Offer, and Award, issued on
11/09/2011, signed on behalf of TORRES AES by | b6

|awarding contract number SAQMMAI2C00008 to TORRES in the b7cC

amount of $4,887,778.17. Additional documentation regarding this
contract spans from 2011 - 2014. Standard Form 30 Amendment of
Solicitation/Modification of Contract effective 03/01/2014 to the

UNCLASSIFIED//Foue
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205-WF-6804950 Serial 20

UNCLASSIFIED/7TFoua

Title: (U//FTo®ey U.S. Embassy Local Guard Force Contract Documents:
Panama, Peru, Argentina and Paraguay

Re: 205-HQ-6117076, 06/02/2015

attention ofl Iof TORRES extends TORRES' period of Z:
C
performance to 02/28/2015.

¢

UNCLASSIFIED//FOove
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United States Department of State

Washington, D.C. 20520

MEMORANDUM

DATE: July 29,2014

TO: File

FROM: Kelli Parker, A/LMAQM/WWIESE

SUBJECT:  Pricing for reducing Weapons reguivemnent, Mod # SAQMMAL3C0033-MO06

Due to the Contractor not being able to obtain weapons permits in the first year of
performance, it was decided by Post that the Exhibit A weapons requirement be reduced in the
contract. The Department requested Torres to provide consideration for the revised Exhibit A
reducing the amount of armed post. In response, Torres submitted a proposal dated {07/28/14)
reducing the base year clin 0023 weapons/ammunition for all incarred cost for weapons,
permits, ammunition, cleaning, maintenance and basic and annual refresher training, Torres
also proposed reducing each option vear clin. At contract start-up, Torres stated it would take
longer than expected to obtein the weapons permits due to the local weapons laws. Torres
conducted basic training along with an extra 16 hours of training for weapons. Post agreed to
allow Torres to start up the contract nnarmed until they received all the necessary permits.
Torres did not obtain the weapons permits until a year after stand up. Once Torres obtained all
the permits, post decided all post were no longer in need of being armed. Post revised the

Ixhibit A unarming more than half of the original armed post. The government has negotiated
a reduction to the Weapons/Armmunition Other Direct Cost (ODC) Contract Line Item
numbers (CLINS) listed below effective August 1 2014, For CLIN 0023, the government has
negotiated a lot amount of $50,334.97 and will instruct Torres to invoice for this CLIN in its
August or September invoice. All changes in the rates are listed in the table below.,

i

{higing

CLIN ODC t ] Negotated | Tomt CLIN
Lot Cost | Tanal Cogt Roduction
0023 $62,867.16 i $50,334.97 | (§12,532.19)
Weapons/Ammunition | 7 |
1023 $23.638.56 || $20.159.76 {$3.478.80)
Weapons/Amumunition ‘
2023 1182432544 | $20,742.72 | (§3,582.72)
Weapons/ Ammanition
3023 | §25,032.84 §f $21,343.20 | ($3,689.64)
| Weapons/Ammunition ‘
F023 $23,761.60 { §21,961.68 {$3,799.92)
| Weapons/Ammunition




Torres purchased all the number of weapons needed per the Exhibit A Post at conteact start-up.
The majority of the cost for weapons was wrapped up into the base year weapons/ammunition
clin. Due 1o the requirement of weapons decreasing, the government will not reimburse for
weapons not nesded for the contract. The total changes to the ODC weapon/ammunition
CLINs reduce the total ceiling of the contract by $74,009.41.

Attachments:
1. Torres Revised Pricing
2. Reviged Section B
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The purpose of this bitateral modification is to

1. Make changes to Bxhibit A to reflect weapans reguirements;

2. Reduce Sextion B base year CLIN {0023} Weapons/Ammunition in nesponse o Torres' proposal dated (07/728/14). The
new base year refling price is $50,334.87;

3. Reduce Section B clins {1023,2023,3023,4023)Weapons/Ammunition in mspanse to Torres' proposal dated (37/28/44),
Thze naw cefling prices for sach olin are as follows: 1023 {$20,150.78), 2023 (§20,742.72), 3023 (§21,343.20), 4023
{$21,961.66);

4. The total contract ceifing price has decreased from $711,571,062.98 by §74,008.41 to $11,497 053.57;

*See Contihualion Page®™

LGF Panama City, Panama N

Mmmmwutmstmm«dmmmmﬁtm%wimu % NS, R Rt Rnvd I Rt Sewoe wxt afecy.
i TRA, NARE AND TIELE O3 COMTRAETING IFFCER (Typa or pnt)
Michaed P. Handerson

TRE DATE BGRED  § 15 pret Ty
o3 ;!éi‘?‘ - 08/G1/2014
’ R 30 (REV. 10-83}
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SAQMMA13C0033
Page 2 of 2
Mod 006

Continuation Page

5. Revise Exhibit B Post Orders to reflect the revised weapons requirement in Exhibit A;

8. Obligate funds for performance in the amount of $337,319.00. The amount of funds
obligated are hereby increased from $2,451,911.00 by $337,318.00 to $2,789,230.00.

Therefore, Exhibit A, Exhibit B, Exhibit | and Section B are deleted in their entireties and
replaced with the attached Exhibit A, Exhibit B, Exhibit | and Section B. Changes are
highlighted in yellow.

DOSAR 652 .232-72 Limitation of Funds, paragraph {(c){1) is revised to read, itis
contemplated that funds now obligated under this contract will cover the work to be
performed untif funds are exausted.”

“*Contractor's Statement of Release™

in consideration of the modification(s) {o herein as complete equitable adjustments for
this modification, the Contracior hereby releases the Government from any and all
liability under this contract for further equitable adjustiments attributale to such facts or
circumstances giving rise to this modification.

LGF Panama City, Panama
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Section B
SAQMMAL3CO033

The contractor shall provide the gouard services shown below for the Base Year of the contract, starting on the date stated in
the Notice to Froceed and continuing for & period of twelve (12) months, The fixed hourly rate, estimated number of hours,
and ceiling for each category are:

U.5. Embassy Pasama City, Panama
B.1.1 Base Year {05/01/13 - 08/30/14)

‘ r’\‘l:igs;‘} Desgription {Labor Categary} 2;:::::5;? Unit: Price Total Cost (USD)
Standard Services
0001 |Guard Force Commander 2,080 hr $33.42 3&9,513.6{3I
002 |Supervisor ' 8,760 hr $11.87 $103,981.20}
0003 {Senior Guard 17,520  hr $10.11 $177,127.20}
0004 {Guard/Driver 35,040 hr $i0.11 5354,254.404
0005 [Guard 120,972 hr $8.47 $1,024,632.84
D006 |SO Supervisor 2,080 hr $13.09 $27,227.20}
0007 |50 Specialist 6,240 hr 811,15 £69,576.00}
192,692 53,826,312.44
Additional or Emergency Services
0008 iGuard Foree Commander 62 hr $33.42 82,072.04
G008 |Supervisor 263 b $11.87 33,131.81
0010 |[Senior Guard 528 hr 21011 45,317.86
0011  (Guard/Driver 1051  hr $10.31 | $10,625.61
0012 |Guard ' 3,667 hr - $8471 $31,059.49
0012 |{SD Supervisor 62 hr | $13,00 ~ $B11.58
0018 SO Specialist 187 hr $11.15 ~ $2,085.05
' 5,818 $55,093.94
Other Direct Costs
0015 [Mabiie Patrol Vehicles 12 me $10,410.41 $124,924.92
00156  |Uniforms/Equipment ‘ 1 lot $91,962.76 $81,962,76
0017  |SD Equipment ' 12 mo $3569.43 £4,433.16
0018  {SD Command Post 12 Mo £1,269.14 $15,229.88
0018  {GEMS B 1 Jot ' 514,970.96 $14,970.96
0020  {LGF Radio Network ' 12 o ~ $2,300.83 $27,609.96
0021  |Reimbursable Materials 1 NTE $2,000.00 $2,000.00
0022  iCell Phones 12 | mo £393.86 5472632
0023 |Weapons/Ammunition 12 fot $50,334.97 $50,334.97
0024  [SD Vehicle 1 12 mo  $1,166.25 $13,995.00
Base ¥ear Total Excluding DBA $2,231,5893.61
0025 |DEA | 14 lot | $115,808.57 $115,808.57
i _ t Base Year '}|’otal Including DBA $3,347,402.18
{
The Contractor shall notify the Contracting Officer in writing 60 days before the Contractor expects the total cost incurred to
exceed 75 percent of the ceiling price not to exceed the amount listed above. ‘
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Section 8
SAQMMALZC0033

The Government may extend the term of this contract by written notice to the Caontractor in accordance with FAR 52.217.9
COption to Bxtend the Term of the Contract. If exercised, Option Year 1 shall continue for a period of twelve {12} months. The
fixed hourly rates, estimated number of hours, and ceiling for each category are:

B.1.2

Option Year One (05/01/14 - 03/30/15)

el Description {Labor Category} Eatimpted Unit Pri Total Cast
35¢ 0 t ateg o g
No. {CLIN) Lo gory Quantity nit Price atal Cos

Standard Services
1001 iGuard Force Commander 2,080 hr $34.43} 371,614.dﬂl
1002 |Supervisor ' 8,760 | hy $12.23 ~ 4$107,134.80}
1003 |Senior Guard ' 17,520 hr $10.41 $182,383.20}
1004 {Guard/Driver 35,046 hr $10.41 $364,766.40}
1005  |{Guard 120,872 hr $8.72 $1,054,875.84
1006  |SD Supervisar 2,080 hr $13.48 $28,038.40}
1007  |SD Speciatist ' 6,240 hr ' $11.48 $71,635.20
192,692 $1,880,448,24

Additional or Emergency Services

1008  iGoard Force Commander 52 hr $34.43 $2,134.86
1009 {Supervisor 263 hr §12.23 53,216.49
1010 [Senior Guard 526 | hr ' 510.41 $5,475.66
1011 |Guard/Driver 1,051 hr 51041 $10,940.91
1012 |Guard ' 3,629 he $8.72 431,544.88
1013 IS0 Supervisor 62 tr 51348 $835.76
1014 {SD Specialist 187 hr $11,48 $2,146.76

) 5,780 ' $56,395.12

' Other Direct Costs

1015  {Mobile Patrol Vehicles 12 mo $2,606.83 $31,281.72 {
1016 {Uniforms/Equipment 1 ot $42,630.00 $42,630.00
1017 {SD Equipment 12 mo  5288.51 $3,222.12
1018  iSD Command Post 12 Mo $1,048.53 $12,582.36
1019 JGEMS 1 fot 542952 $429.52
1020 |LGF Radio Network 12 ma $304.25 | 83,651.00
1021  [Reimbursable Materials 1 NTE $2,000.00 | $2,000.00
1022  [Cell Phones 32 mo $346.27 $4,155.24
1023 {Weapons/Armmunitian ' 12 | mo $1,679.98 $20,155.76
1024 {SD Vehicle 12 mo 81,034,57 512,414.84
i Option Year One Total Excluding DBA $2,069,369.92
1025 |OBA ' | 14 lot | $119,282,82 $119,282.82
Qption Year One Total including DBA $2,188,652.74

The Contractor shall notify the Contracting Officer in writing 60 days before the Contractor expects the total cost incurred to
exceed 75 percent of the ceiling price not to exceed the amount lsted above.

Page 206 Panama City, Panama



Section B

SAQMMAL3C0033

The Government may extznd the term of this contract by writter notice to the Contractor int sccordance with FAR 52.217-9
Option to Extend the Term of the Contract, H exercised, Option Year 2 shall continue for a period of twelve (12} months. The
fixed hourly rates, estimated number of houss, and celling for sach category are;

B.1.3

Option Year TWO {05/01/15 - 04/30/16)

?‘i':i gj:} Description {Labor Categiory) E(;::;z:;d Unit. Price Total Cost
Standard Services |
2001 iGuard Force Commander 2,080 hr 535.86 $73,756.80{
2002 {Supervisor 8,760 hr $12.59 $110,288.40}
2003 [Senior Guard 17,520 | fr $10.73 $187,989.50}
2004 |Guard/Driver 35,040 hr 510,73 $375,979,20
2005 {Guard 120,972 hr $8.99 $1,087,538.28
2006 15D Suparvisor 2,080 hr $13.89 $28,891.204
2007  |SD Specialist 6,240 hr $11.83 $73,819.20
192,693 $1,938,262.68
Additional or Emergency Services
2008  {Guard Force Commander 62 hr $35.46 $2,198.52
2002 iSupervisor 263 br $12.59 53,313.17
2010  {Senior Guard 526 he $10.73 $5,643.98
2011  {Guard/Oriver 1,051 hr 510.73 | $11,277.23
012 |Guard 3,629 | hr 58.99 §32,624.71
2013 |SD Supervisor 62 hr $13.89 $861.18
2014 |SD Spedialist 187 hr $11.83 $2,212.21
5,780 _$58,129.00
Other Direct Costs
2015 |Mobile Patrol Vehicles ' 12 ma $2,685.90 $32,230.80
2016 [Uniforms/Equipment 1 fot $42,702.87 $42,702.87
2017 iSD Equipment 12 mo $274.98 $3,299.76
D18 {50 Commarnd Post 12 mo $1,075.41 £12,908.82
2018 {GEMS 1 lat 342952 $429.52
2020 {LGF Radio Network 12 mo 5307.05 $3,684.60
2021 [Reimbursable Materials 1 NTE $2,000.00 | £2,060.00
2022  |Celi Phones 324 mo £355.82 $4,271.04
2023 |Weapons{/Ammunition 12 mo 41,728.56 520,742.72
2024 SO Vehicle 12| ma $1,065.61 $12,787.32
Qption Year Two Total Excluding DBA §2,131,445.23
2025  {DBA 1] fot $122,861.31 $122,861.31
Option Year Two Total including DBA $2,254,306.54
The Contractor shall notify the Can&acting Officer in writing 60 days before the Contractor axpects the total cost incurred to
exceed 75 percent of the celling price not to exceed the amount listed above.
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Section B
SAQNMMAIICE033

The Government may extend the term of this contract by written notice to the Contractor in accordance with FAR
52.217-3 Option to Extend the Term of the Contract. If exercised, Option Year 2 shall continue for a period of twelve
{12} months. The fixed hourly rates, estimated number of hours, and cailing for rach category are:

B.13 Dtian Year Three {05/01/16 - 04/30/17)

Linte Hten . stimated
Description {Labor Category} Es o

2VE4 ]'.l'_‘ o : &
No. {CLING Quantity Unit Price Total Cost

Standard Services
01 |Guard Farce Commander ' 20801  hr ' $36.52 $75,961.60
3002 |Supervisor 8,760 hr 512.87 $113,617.20
3003  |Senior Guard 17,520 b $11,05% $193,596.00
3004  |Guard/Driver 35,040 hr $11.05 $387,192.00
3005  |Guard ) 120,972 br £9.25 $1,118,991.00
3006 {50 Supervisor | 2,080 hr $14.30| $29,744,00
3007  {SD Specialist 8,240 hr $12.18 $78,003.20
192,692 $1,995,105.00 |
Additional or Emergency Services
3008 |Guard Force Commander ' 627 he ) $36.52 $2,264.24
3009  {Supervisor ' 263 hr ' $12.97 $3,411.11 {
3010  iSenior Guard 526  br $11.05 $5,812.30
3011 |Guard/Driver 1,051 | hr $11.05 $11,613.55
3012 iGuard 3,629 hr ' $9.25 $33,568.25
3013 {SD Supervisor ) 621 he ~ $14.30 $886.,60
3014 {SD Specialist 187 hr $32.18 $3,277.66
5780 | - £59,833.71
Other Diract Casts
3015 |Mobile Patrol Vehicles 12 mo $2,767.42 $33,209.04
3016  jUniforms/Equipment ‘ 3 fot $42,777.92 442,777.82
3017 {SD Equipment . 12 mo $281.64 $3,379.68 |
3018  [SD Command Post 12 mo ' 41,103.09 413,237.08
3018 |GEMS 1 [ ' 542952 $429.52
3020 JLGF Radio Netwark 12 mo $309.93{ $3,718.16
3021 |Reimbursable Materials NTE fot $2,000.00 $2,000.00
3022 |Cell Phones 12 Mo $365.87  $4,390.44
3023 |Weagons/Ammunition 2 mo $1,778.60 $21,343.20
3034 {50 Vehicle 12 Mo $1,087.58 $13,170.96
Option Year Three Yotal Excluding DBA $2,192,595.71
3025 {DBA ' | 1 o { §126,547.15 5126,547.15
Option Year Three Total including DBA £2,315,142.86
| [ | i B
The Contractor shall notify the Contracting Officer in writing 60 days before the Contractor expects the total cost incurred to
excead 75 percent of the ceiling price not to exceed the amount listed above,
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Section B
SAGMMALICDO33

The Government may extend the term of this cantract by written natice to the Contractor in sccordance with FAR $2.217.9
Option to Extend the Term of the Contract If exercised, Option Year 4 shall continue for a period of twelve (12} months. The
fixed hourdy rates, sstimated number of bours, and celling for each category are:

B.1.5 Option Year Four (05/01/17 - 04/36/18)

Ling ften Estimatad

Na. {CLIN) Description {Labor Category} Gucartity Unit Uit Price Totad Cost
Standard Services
4001  |Guard Force Comemander 2,080 he $37.62 £78,249.60
4002  |{Supervisor 8,760 | hr $13.36 £117,033.60
4003 {Senior Guard 17,520 hr 511.38 $199,377.60
8004 1Guard/Driver 35,040 hr $11.38 $398,755.20
4005  |Guard 120,872 he $9.53 $1,152,863.16
4008 {SD Supervisor 2,080 hr $14.73 $30,638.40
aDG7 5D Specialist 6,240 hr £12.55 478,312.00
182,692 B $2,055,229.56
Additional or Emergency Services
4008  {Guard Force Commander 62 fr $37.62 $2.332.44
4008  [Supervisor 263 hr $13.36 $3,513.68
4010 [Senior Guard 526 fir $11.38 55985 88
4011  |Guard/Driver 1,051 he $11.38 '311,860.38
4012 |Guard 3,629 | hr $9.53 | $34,584.37
4013 {SD Supervisor B2 hr $14.73 £9313.26
40314  {SD Specialist 187 hr $12.55 52,346.85
' 5,780 561,636.86
Other Direct Costs
4015 [Vehicies 12 Mo $2,851.46 $38,217.52
A0L6  JUniformas/Eguipmant 1 fot 542,855.23 $42,855.23
4017 |5D Equipment 12 mo $288.50 $3,462.00
4018 18D Command Post 121 mo S1,131.61 $313,579.32 ¢
4019  {GEMS 1 ot 5429.52  $429.52
4020 |LGF Radio Network 12 mo $312.89 £3,754.68
4021  |Reimbursable Materials NTE fot £2,000.00 42,000.00
4022  |Cell Phones 12 mo $376.11 54,513.32
4023  |Weapons/Ammunition 12 mo 51.830.18 $21,961.68
4024  |SD Vehicle 12 mo $1,130.50 $13,566,00
Option Year Four Total Excluding DBA £32,257,205.69
4025  |{DBA 1 lot $130,343.56 $130,343.56
Option Year Four Total including D8A - $2,387,543.25
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B.1.6 Grand Yotals

Section B
SAGMMAL3C0033

Totals {Excluding DBA)

Base Year $2,231,593.61
Option Year 1 $2,068,369.92
Option Year 2 $2,131,485.23
Option Year 3 $2,192,595.71 |
Option Year 4 ' $2,257,205.68

Grand Total Price $10,882,210.16

Totals {including DBA)

Base Year

$2,347,402.18

Option Year 1 $2,188,652.74
Option Year 2 $2,254,306.54
Option Year 3 $2,319,142.86
Option Year 4 $2,387,549.25
Grand Total Price $11,487,053.57 |

Page Bofé

Panama {ity, Panama



Page j of 1

e SACGMMAT2C0103
' 1, THIS CONTRALT {5 A RATED ORDER UNDER DRAS %5 RATING
SOLICITATION, OFFER, AND AWARD {7, VRUER DRSSO J RA
2 CONTRAGT NUMBER 3. SOUCTTATION HUMRER STYRE OF SGUCTTATION 5. CATERBUED  § 6. MBS I PURLHASE NUMEER
SAQMMA12C0103 [} seaumsine® | g3ingi9012
NEBOTATEG(RFPY |
FARERE :N** DED . Ok UMAOM
SFRCE OF ACQUISITION MANAGEMENT (ALMKORT R RO R e AN
F’O BOK 9115, ROBSLYN STATION POBOX 8115, ROGBLYN STATION
U8 GEPARTMENT OF STATE UG DEPARTMENT OF 8TATR
ARLINGTON, VA 22218 ARLINGTON, VA 22218
NOQTE: I seabad bid seliRialons “ofier™ and "pifenx™ roe ¥ aid Hidder”
SCLGITATION
& Besles ofwes inonghtaland |3 oopies fov Saminbing the suppites o Sons in the Betndids Wik ba rauatved st s place spseiied i item B, o it hard conwxd, inthe Seposiry inaatesd LS|
unth a0l tocal e TS0
LCAUTION - LATE Submissions, MedifrBong, ane Withdrawnls: Sen Secfion i, Pravisian Nou 53,2187 or 52 2151, Al offurs sre aubiact 1o 3l b 3ndd il Jaad o this 10
15, FEOR NE B. TELEPHONE M40 COULECT TR AR AODRESS b6 Per DOS-OIG
INFORMATION CALLSY L I
E-RALL
11, TABLE OF CONTENTS (Bew Tsbt of Somysrie an page 23
o §88C | CESCRIPTICN T oRcEs) | 0o | SEc. | DESCRIPTION { macEs)
R § » SOHEDULE PSAT - CONTRACT GLAUSES
X L. wmmm FORW _ 3 % § i {oonrmacy GLAUSES t 5465
X g y 3-31 SRS W - LIKT OF DOCURENTS, EXHIGITS AND DTHER ATTACHMENTS
o P w ¥ : . =
x 1. ¢ tzes § % {5 d UST.OF ATTACHRENTS i..88
A 2 m&g&grm AND MARKING 25 PART I~ REFRESCNTATIONS AND ST RUCTIONS
X E LINSRECTION AND SUCERTONCE 2827 ] % { EPRESERTANONE CERTIFICATIONS AND DYHER
X _EF ) OSUVERES OR PERFORMANGE 1 2830 STATEMENTS OF DFFERORS
2 16§ onvescT aOMnSTRAYION DATA IR 1L P INSIRS, CONOS, AND NDBICES YO OFFERGHS
X LB | SPecist CONTRACT REQUISEMENTS i.34-83 8| EVALUATION PACTIRS FORAWARD
GEFER (Most 06 Rl vorplewed By Soror]
NCTE: o 12 doss not Spply f S soliviation § des. ited LrOVSIONS At 52.2‘147‘15. Birdrrism Bit Aocephancs Pavivd
2. 't coreptisnpe with tha stove, the uhdwsignod agress, if this uler is acospled witin salendsr duvs (80 calzar days wnss & diferent
o e dode for rancint uio?&ass specifiad sbove, to fumixh any or afl ifems uEn which RGNS R xﬁ\md at the prine 8@ apoosis pedod & nseried by the offvorn
wadh Reny, doi $ 7 e et poiiisy, wiltdn B B apecified i fhe schastis.

13, DISCOUNT FOR PROMPT PAYMENT (06 Secton & Liswsa Mo, | 10 CALENDER DAYS {5} (20 CALENDER DAYS RS} { SUCAUSNOEN GRYS (%} | CALTRUER UAYS {9
§2.232.8) .

T4, ACRNGW EOBEMENT OF SNENURENTA (Tos ofwer AMENDMENT 8, DRIE APAENDMENT MO, BATE
gox reseiat of i3 d fre SCLARTATION far elierass |

and radated daswrents sumbarad and datens);

TR

COMSHIT: B Buns 165272696 | 5 5 am‘, FHL TR OF PRHADN AUTFORZED 15 NE

TORAES ADVANCEDR ENTERPMRISE SOLUTIONS LLT

15A. NAME AND e
Alas SR 2111 WILSON BLVD
orrencR | SUTE 200 . R@Mh ﬁfar‘ P/ (ﬁ@

Arfingion, VA 22201-3052

T OFFER DATE

L3114 201

58, TELSPHNORE NUMBER

R, CHECH I REMITTANGE ADDRESE 1§ OIFFENENT FROW
ABGVE - ENTER SUOR ADDRESR 16 SUMEDULE.

SWARE {Ta be vompdsbnd by Gowmmm;)-

9. ACUEPTED AR TO ITEMS NURBERED] 20, AMOUNT ) } 21 ACCQURTING AND ARFROPRIATION
PEN3S,018,180.06 i See Line ftem Detall
- | - PENG.O0

22, SUTHORITY FOR USING CTHER THAN FULL AND GERN COMPETITION: T3 SUSRIT INVOICES TOADDRESS SHOWN IN {# copies wless SHEM
i e aER ¥ § offiervine speafeg)
m 16 USC US| § D STUSE 2}
23, RTMANISTERED BY (¥ wiher i o 7 OODE: 25 AYNENT, il RERARE 87 CORE URA_

AVENIDA ENCALADA, CUADRA 17, SONTERRILO

ATYN: G50

IXLUTN

DER)
25, NABE GF CONTRAS TING GFFICER {Tyg o ixint ATES oF mmm 8. DATE e K.» Ea
Kally Brace »«&3&6‘3}*2@’?@.‘ '

bor Y y T & S:“.&"":-"'\\
;&gr»}ﬁz»sr Risenng O\ e’j"_\ ¥

PFORTANT ~ Savars wik bt wcks oo this For, or on Sardar e 36 Jus by oler suthorzed ofice) writen agtice.

HORE, EPRODULTON e H i STANDARTS FORM 31 (REY, 907
mms Mfgﬂsgﬁ}ggi PRI h R Freirind by SN FAR 148 ERY §3.214g)




SAQMMAI12C0103
SECTION B
SUPPLIES OR SERVICES AND PRICES

B.1 PRICE SCHEDULE
See Exhibit S for Price Schedule
B.2 SERVICES

The Contractor shall provide local guard services in accordance with Section C, Performance
Work Statement, including all Exhibits. The Contractor shall be required to provide two types of
services: (1) Standard and (2) Additional or Emergency.

The Government may require the Contractor to supply additional materials or equipment when
ordering Additional or Emergency Services. The cost of the additional materials or equipment
shall be reimbursed in accordance with the terms and conditions of this contract.

B.3 TYPE OF CONTRACT

This is a Time-and-Materials (T&M) Contract as defined in Federal Acquisition Regulation
(FAR) 16.601. The contract also includes firm-fixed price and cost-reimbursement components.

B.4 OFFERS AND PAYMENT IN U.S. DOLLARS

A United States (U.S.) corporation desiring to be paid in U.S. Dollars should submit their offer in
U.S. Dollars. A U.S. corporation should not be confused with the definition of a U.S. person for
the purpose of applying U.S. preference in the proposal evaluation. (See Section K for U.S.
Person definition). Any firm that does not meet the definition of a U.S. corporation shall submit
its prices and receive payment in local currency.

B.S VALUE ADDED TAX

Value Added Tax (VAT) is not included in the rates for Standard Services, Additional or
Emergency Services, communications equipment, the estimated amount for materials, or DBA
Insurance. Rather, the Contractor shall include VAT as a separate charge in the monthly invoice
(see sample invoice in Exhibits I and S). The amount of VAT to be charged is 18 percent. Local
law dictates the portion of the contract price that is subject to VAT; this percentage is multiplied
only against that portion. It is reflected for each performance period. All portions of the
solicitation are subject to VAT.

B.6 PAYMENT, CEILING, AND WITHHOLDING

The Government will pay the Contractor for the number of hours worked. (See Section I, FAR
52.232-7)

The Contractor shall not exceed the ceiling prices, shown in pricing tables in Section B, either in
total or for any category, unless the Contracting Officer (CO) signs a written contract
modification to increase the ceiling. The Contractor shall notify the CO in writing 60 days

2



SAQMMA12C0103
before the Contractor expects the total costs incurred to exceed 75 percent of any ceiling
price/not to exceed amount listed above.

The Government will make no withholding/retainage pursuant to FAR 52.232-7(a)(7),
"Payments Under Time-and-Materials and Labor-Hour Contracts."

The Government shall impose a deduction from the amount of payment for each instance of
unacceptable performance or non-performance in accordance with Exhibit C, Quality Assurance
and Surveillance Plan (QASP).

B.7 EMPLOYEE SALARY BENEFITS

The Government shall have no responsibility or liability for payment of any wages or benefits to
Contractor's employees. The Government, its agencies, agents, and employees shall not be part
of any legal action or obligation regarding these benefits, which may subsequently arise. Where
local law requires bonuses, specific minimum wage levels, and premium pay for holidays,
payments for social security, pensions, severance, sick or health benefits, childcare or any other
benefit, the Contractor is responsible for these payments. The Contractor shall submit evidence
of compliance with this requirement upon request by the Government. The rates/prices in
Section B shall include all such costs.

B.8 LABOR CATEGORIES

Section C, Performance Work Statement, contains the specific tasks, and Section H contains
personnel requirements the Contractor shall be required to provide and/or adhere to in the
performance of this contract. All personnel requirements pertain to the labor categories
contained under Standard, Optional Standard and Additional or Emergency (A&E) Services.
The following Section J Exhibits provide additional information the Contractor shall use in
generating prices:

Exhibit A Guard Posts and Schedule of Guard Coverage
Exhibit B General Orders and Post Orders

Exhibit C Quality Assurance and Surveillance Plan
Exhibit D Contractor-Furnished Property

Exhibit E Government-Furnished Property

Exhibit F Holidays

Exhibit H Language Skill Level Descriptions

B.9 BASE YEAR, OPTION YEAR and OPTIONAL SERVICE PRICING

For the purposes of calculating premium pay, authorized holidays are shown in Section J, Exhibit
F. Contractor employees who are either U.S. citizens or hired in the U.S. shall be entitled to
premium pay for U.S. holidays only. Contractor employees who are neither U.S. citizens nor
hired in the United States shall be entitled to only those holidays recognized by the Government
of Peru. This includes other fringe benefits such as annual leave, sick leave and severance pay.

The Contract Line Item Numbers (CLINs) 0001 — 0030; 1001 — 1030; 2001 — 2030; 3001 —
3030; 4001 - 4030 prices in Section B shall contain only expenses associated with wages, fringe
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benefits, severance costs, overhead, G&A and profit involved in administering, managing and
providing services under this contract. Local labor laws may require bonuses, specific minimum
wage levels, and premium pay for holidays, payments for social security, pensions, severance
pay, sick or health benefits, childcare or any other benefit, the Contractor is responsible for these
payments. The rates/prices in Section B shall include the applicable costs necessary to comply
with local labor laws.

The Contractor shall not permit any employee to work more than 12 continuous hours in a 24-
hour period, except in emergency situations or as authorized by the CO or Contracting Officer's
Representative (COR). Supervisors and Surveillance Detection personnel must not work more
than 8 continuous hours in a 24-hour period. Each guard shall have a minimum of 12 hours off
duty between tours on this contract, except as authorized above. The Contractor shall provide a
15-minute break once every four (4) hours during an employee's tour of duty to allow for
comfort, personal needs, stress, or other required or requested absences from the Exhibit A
assigned post. The Contractor shall provide a minimum 30-minute meal break at an appropriate
time once during every tour of duty lasting eight (8) or more hours. Breaks shall not run
consecutively.

The Contractor shall obtain the prior written approval of the COR if any employee of the
Contractor performing under this contract: 1) intends to work for another firm or organization
in addition to the Contractor or 2) before assigning any guard performing under this contract to
work with another client of the Contractor. The Contractor shall not bill for employee hours that
exceed the 12-hour tour length.

In consideration of satisfactory performance, the Government will pay the Contractor each
month for the Standard and/or A&E Services rendered. Additional or Emergency Services shall
be requested by the Government. The Government may or may not need the maximum number
of hours stated in Section B. The Government reserves the right to revise the requirements stated
under this section as deemed necessary.

B.9.1 Standard Services

Section J, Exhibit A delineates the current work locations; functions; hours of coverage; days per
week and hours per day for the Standard Services required herein. The Contractor shall not
subcontract or lease Standard Services.

The fixed hourly rates for Standard Services are fully burdened rates and shall include all wages
(local labor law compliance, if applicable, and any premiums relating to overtime, holidays, or
night shifts), overhead, fringe benefits, severance costs, general and administrative expenses and
profit for each category of labor. Overhead costs may include administrative personnel,
transition costs, materials and supplies, training, or housing for example. Labor categories for
Standard Services are outlined below:

LIMA

-CLINs 0001, 1001, 2001, 3001 and 4001 — Guard Force Commander: See paragraph H.5.2.
-CLINs 0002, 1002, 2002, 3002 and 4002 — Supervisor: See paragraph H.53.

-CLINs 0003, 1003, 2003, 3003 and 4003 — Senior Guard: See paragraph H.5.4.

-CLINs 0004, 1004, 2004, 3004 and 4004 — Guard: See paragraph H.5.5 -

-CLINs 0005, 1005, 2005, 3005 and 4005 - Guard/Driver: See paragraph H.5.6.
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-CLINs 0006, 1006, 2006, 3006 and 4006 - CAMS Dispatcher: See paragraph H.5.7

CUSCO
-CLINs 0017, 1017, 2017, 3017 and 4017 — Guard: See paragraph H.5.5.

PUCALLPA

-CLINs 0019, 1019, 2019, 3019 and 4019 — Supervisor: See paragraph H.5.3.
-CLINs 0020, 1020, 2020, 3020 and 4020 - Senior Guard: See paragraph H.5.4.
-CLINs 0021, 1021, 2021, 3021 and 4021 - Guard: See paragraph H.5.5.

TINGO MARIA
-CLINs 0025, 1025, 2025, 3025 and 4025 - Senior Guard: See paragraph H.5.4.
-CLINs 0026, 1026, 2026, 3026 and 4026 - Guard: See paragraph H.5.5.

IQUITOS
-CLINs 0029, 1029, 2029, 3029 and 4029 — Guard: See paragraph H.5.5.

B.9.2 Additional or Emergency (A&E) Services

The A&E Services contained in this contract are for contingency purposes only. The Contractor
shall only provide A&E hours if requested by the COR.

Additional or Emergency Services are within the scope of this contract, but not specified in
Section J, Exhibit A. The performance of duties listed in Section J, Exhibit A does not constitute
A&E Services. The Contractor shall not subcontract or lease for the A&E Services. Materials
shall be reimbursed at cost in accordance with FAR 16.601 (except as provided for in FAR
31.205-26(e) and (f)).

The COR may request A&E Services to meet increased workload or temporary needs for
services arising from visitors to post or special events. The Contractor shall obtain the COR's
written approval for reimbursement of any non-expendable equipment or expendable supplies to
be supplied by the Contractor related to the A&E Services. The COR shall confirm any oral
request for A&E Services in writing within 48 hours of the oral request.

The Contractor shall include in its next regular invoice details of the A&E Services and any
materials provided. The Contractor shall also include a copy of the COR's written confirmation
for providing such services and the written approval for the reimbursement of materials billed.

The fixed hourly rates for A&E Services are fully burdened rates and shall include all wages
(local labor law compliance if applicable and any premiums relating to overtime, holidays, or
night shifts), overhead, fringe benefits, severance, general and administrative expenses and profit
for each category of labor. Materials shall be reimbursed at cost in accordance with FAR 16.601
(except as provided for in FAR 31.205-26(e) and (f)). Labor categories for A&E Services are
outlined below:

LIMA

-CLINs 0007, 1007, 2007, 3007 and 4007 — Guard Force Commander: See paragraph H.5.2.
-CLINs 0008, 1008, 2008, 3008 and 4008 — Supervisor: See paragraph H.53.

-CLINs 0009, 1009, 2009, 3009 and 4009 - Senior Guard: See paragraph H.5.4.
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-CLINs 0010, 1010, 2010, 3010 and 4010 - Guard: See paragraph H.5.5.

-CLINs 0011, 1011, 2011, 3011 and 4011- Guard/Driver: See paragraph H.5.6.
-CLINs 0012, 1012, 2012, 3012 and 4012 - CAMS Dispatcher: See paragraph H.5.7

CUSCO
-CLINs 0018, 1018, 2018, 3018 and 4018 — Guard: See paragraph H.5.5.

PUCALLPA

-CLINs 0022, 1022, 2022, 3022 and 4022 — Supervisor: See paragraph H.5.3.
-CLINs 0023, 1023, 2023, 3023 and 4023 - Senior Guard: See paragraph H.5.4.
-CLINs 0024, 1024, 2024, 3024 and 4024 - Guard: See paragraph H.5.5.

TINGO MARIA
-CLINs 0027, 1027, 2027, 3027 and 4027 - Senior Guard: See paragraph H.5.4.
-CLINs 0028, 1028, 2028, 3028 and 4028 - Guard: See paragraph H.5.5.

IQUITOS
-CLINs 0030, 1030, 2030, 3030 and 4030 — Guard: See paragraph H.5.5.

B.9.3 Optional Standard Services

The Government reserves the option to request the Contractor to provide Optional Standard
Services. Prior to the contractor providing the optional coverage the Contracting Officer must
issue a written modification specifying the type and duration of the additional coverage.

The fixed hourly rates for Optional Standard Services are fully burdened rates and shall include

all wages (local labor law compliance if applicable and any premiums relating to overtime,

holidays, or night shifts), overhead, fringe benefits, severance costs, general and administrative

expenses and profit for each category of labor. The Contractor shall not subcontract or lease

Optional Standard Services.

e CLINs 0013, 1013, 2013, 3013 and 4013 — Surveillance Detection Supervisor: See
paragraph H.5.9.

e CLINs 0014, 1014, 2014, 3014 and 4014 — Surveillance Detection Specialist: See paragraph
H.5.10.

B.9.3.1 Optional Additional and Emergency Standard Services

The Government reserves the option to request the Contractor to provide Optional Additional
and Emergency Standard Services. Prior to the contractor providing the optional coverage the
Contracting Officer must issue a written modification specifying the type and duration of the
additional coverage.

The fixed hourly rates for Optional Standard Services are fully burdened rates and shall include
all wages (local labor law compliance if applicable and any premiums relating to overtime,
holidays, or night shifts), overhead, fringe benefits, severance costs, general and administrative
expenses and profit for each category of labor. The Contractor shall not subcontract or lease
Optional Standard Services.
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e CLINs 0015, 1015, 2015, 3015 and 4015 — Surveillance Detection Supervisor: See
paragraph H.5.9.

e CLINs 0016, 1016, 2016, 3016 and 4016 - Surveillance Detection Specialist: See paragraph
H.5.10.

B.9.4 Other Direct Costs

These are items for which the Contractor shall be reimbursed at cost for all non-expendable
equipment and expendable supplies, related to performance of the contract.

B.9.4.1 Mobile Patrol Vehicles

CLINs 0031, 1031, 2031, 3031 and 4031 — Mobile Patrol Vehicles. The Contractor shall furnish
sufficient vehicles to provide Mobile Patrol operations during the days and hours specified in
Section J, Exhibit A. The mobile patrol units shall operate 24-hours per day, seven (7) days per
week.

The Contractor shall have sufficient spare vehicles to ensure no lapses in coverage due to
mechanical failure, regular maintenance or other unforeseen reasons (reference Section C.5.2.2
and Section J, Exhibit D). The Contractor shall be responsible for providing new 4-door, 4X4
air-conditioned SUV vehicles at the start of contract performance period. During contract
performance any vehicle exceeding 200,000 kilometers shall be replaced at no additional cost to
the government. In the event a replacement is required, the COR shall approve any vehicle that
differs from the existing model. (On average, 10,500 kilometers are driven by each Mobile
Patrol.)

The monthly rate for Mobile Patrol vehicles shall include all operating costs including, but not
limited to fuel, lubricants, oil, routine and special maintenance, care and cleaning, and insurance.
The Contractor shall take into account the residual value and only charge the Government for the
prorated cost applicable to this contract. The titles to all vehicles supplied by the Contractor will
remain with the Contractor. Local dealerships are available. Vehicles performing under this
CLIN shall be used only for Mobile Patrol purposes and shall display a COR-approved
logo on the driver's side and passenger side doors. The costs related to vehicles used for
other purposes in the performance of this contract shall be included in the Contractor's
overhead. The monthly rate for vehicles is firm fixed price.

B.9.4.2 Local Guard Force Radio Network

CLINs 0033, 1033, 2033, 3033 and 4033 — Radio Network: The monthly rate shall include all
costs associated with radio/communications equipment (see Section C.5.9), including
maintenance costs.

The Contractor is responsible for acquiring and paying for radios, all frequencies (UHF and
VHF), usage fees, licenses and permits that may be required for the operation of the
communications network throughout the life of the contract. It shall be an Embassy-dedicated
radio network, which shall not be shared with other company networks. The Contractor shall
provide to the Guard Force Commander and each Shift Supervisor a fully-enabled
Blackberry/smart phone device with camera and email capabilities. Radio requirements are
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indicated in Exhibit A. The Contractor is responsible for all maintenance and repair costs
associated with all communications equipment included in the communications network. (See
Exhibit D — Contractor-Furnished Property)

B.9.4.3 Central Alarm Monitoring System (CAMS)

CAMs equipment will be Government-Provided and maintenance and repair will be the
responsibility of the Government. (See Exhibit E)

B.9.4.4 Guard Electronic Monitoring Systems (GEMS)

CLINs 0032, 1032, 2032, 3032, and 4032 — GEMS: The Contractor shall furnish a new GEMS,
including the system and reporting software, sufficient numbers of hand-held data collection
devices, data points such as bar code labels, data strips, touch tags or electronic buttons, batteries
or recharging stations, computer, printer, and training and maintenance so the system can remain
in continuous use. Monthly rate shall include all costs associated with GEMS equipment (see
paragraph C.5.8), including maintenance costs.

B.9.4.5 Reimbursable Materials

CLINs 0034, 1034, 2034, 3034, and 4034 — Reimbursable Materials: In the event the
Government requests the Contractor to purchase Reimbursable Materials, the Contractor shall
provide two (2) competitive vendor quotes in support of the purchase as well as a written
justification if the Contractor selects other than the lowest priced quote. The quotes shall serve as
a determination of fair and reasonable pricing by the CO. However, the Contractor is not
required to obtain competitive vendor quotes if the total value of the purchase does not exceed
$3,000.00 USD The contractor shall receive COR written approval before procuring any
reimbursable materials.

The Contractor shall be reimbursed for all non-expendable equipment and expendable supplies,
related to the performance of A&E services. Reimbursable materials and equipment shall not
exceed US$3,000.00 per contract year. Contractor shall receive COR written approval before
procuring any reimbursable materials.

B.9.4.6 Defense Base Act Insurance (DBA)

CLINs 0035, 1035, 2035, 3035 and 4035 — DBA Insurance: The cost of DBA insurance is paid
on an annual basis. The period of performance of this contract may be extended beyond one (1)
year. If so, the Contractor shall contact the CO Officer, request the new rates, and be reimbursed
by the Government for the actual, documented DBA insurance costs.

The hourly rates and prices in the contract shall not include DBA Insurance. The Government
will retmburse the Contractor directly for DBA Insurance that is required and obtained in
accordance with Section I, DOSAR 652.228-71, "Worker's Compensation Insurance (Defense
Base Act) — Services (DEVIATION)" incorporated by full text and FAR 52.228-3, "Worker's
Compensation Insurance (Defense Base Act)" incorporated by reference.
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When the contract is awarded, the Contractor shall contact the Contracting Officer and request
the name of the insurance broker under contract to the Department of State. After paying the
DBA insurance premium, the Contractor shall include copies of the invoice from, and proof of
payment to, the insurance carrier as supporting documentation with any invoice submitted to the
Government requesting reimbursement for DBA insurance under this contract (Section G.2.1).
The Contractor shall submit the certification to the CO before the Notice-to-Proceed (see Section
F.2 Notice-to-Proceed).

DOSAR 652.216-71 - PRICE ADJUSTMENT (AUG 1999)

(a) The contract price may be increased or decreased in actual costs of direct service labor. The
changes result from laws enacted and effective during the term of this contract by Peruvian
Government. Direct service labor costs include only the costs of wages and direct benefits (such
as social security, health insurance, unemployment compensation insurance) paid to or incurred
for the direct benefit of personnel performing services under one of the categories listed in
Section B of this contract. Price adjustments will include only changes in direct service labor
costs incurred in order to comply with the requirements of law. No adjustment will be made
under this clause with respect to labor costs of personnel not performing direct service labor
under the categories of Section B, or for overhead, profit, general and administrative (G&A)
costs, taxes or any other costs whatsoever.

(b) For the contracting officer to consider any request for adjustment, the Contractor shall
demonstrate in writing:
(1) That the change in the law occurred during the term of this contract and subsequent
to the award date of this contract; and
(2) That the change in the law could not have been reasonably anticipated prior to
contract award; and,
(3) How the change in the law directly aftects the Contractor's costs under this contract.

(c) The Contractor shall present data that clearly supports any request for adjustment. This data
shall be submitted no later than 90 calendar days after the changes in the law have been made
public. This data shall include, but not be limited to, the following:

(1) The calculation of the amount of adjustment requested; and,

(2) Documentation that identifies and provides the appropriate portions of the text of the

particular law from which the request is derived.

(d) In order to establish the change between the requested adjusted rate and the original rate, the
Contractor shall support the appropriate data and composition of the original rate and the
requested adjusted rate. This shall include details regarding specific hourly rates paid to
individual employees. For contracts paid in U.S. dollars, the Contractor's request for price
adjustment shall present data reflecting:
(1) The exchange rate in effect on the date of the Contractor's proposal that was accepted
for the basic contract; and
(2) The current exchange rate and its effect on payment of workers in local currency.
The allowable adjustment shall be limited to the extent to which increases in direct
service labor costs due to host country law changes are not offset by exchange rate gains.
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(e) Only direct cost changes mandated by enacted laws shall be considered for adjustment under
this contract. Changes for purposes of maintaining parity of pay between employees at the
minimum mandated levels and employees already paid at levels above the newly mandated
minimums shall not be considered. Therefore, if the Contractor elects to increase payments to
employees who are already being paid at or above the mandated amounts, such increased costs
shall be borne solely by the Contractor and shall not be justification for an increase in the hourly
and monthly rates under this contract.

(f) Any request for adjustment shall be presented by signature of an officer or general partner of
the Contractor having overall responsibility for the conduct of the Contractor's affairs.

(g) No adjustment shall be made to the contract price that relates to any indirect, overhead, or
fixed costs, profit or fee. Only the changes in direct service labor wages (and any benefits based
directly on wages) shall be considered by the U.S. Government as basis for contract price
changes.

(h) No request by the Contractor for an adjustment under this clause shall be allowed if asserted
after final payment has been made under this contract.

(1) This clause shall only apply to laws enacted by the Government of Peru meeting the criterion
set forth above in paragraph (b). No adjustments shall be made due to currency fluctuations in

exchange rates.

(j) All requests that are not submitted timely, in accordance with paragraph (c) may result in the
Government rejecting the request for price adjustment.
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SECTION C - PERFORMANCE WORK STATEMENT (PWS)

C.1 PURPOSE AND OBJECTIVES

The United States Department of State (DOS) has a requirement for a qualified Contractor to
provide local guard services for the U.S. Mission Peru, e.g., U.S. Embassy Lima, U.S. Consulate
Cusco, and other locations, i.e., Tingo Maria, Pucallpa, and Iquitos. The Mission requires a
secure environment to conduct its mission. The Contractor shall provide the organizational
structure, management, and qualified staff at levels adequate to meet or exceed the requirement
contained in this PWS.

C.2 BACKGROUND

The DOS Bureau of Diplomatic Security (DS) plays an essential role in ensuring that foreign
policy missions are accomplished in a safe and secure environment. DS accomplishes this
objective by making the protection of people, information, and property its top priority. DS
develops and implements effective security programs to safeguard Foreign Service personnel as
they implement foreign policy and promote U.S. interests around the world. The protection of
life is the most critical element of the DS mission, and is an absolute requirement for the global
conduct of foreign affairs.

DS Special Agents that are assigned to U.S. diplomatic missions overseas serve as the Regional
Security Officers (RSO). The RSO provides the first line of defense for DOS personnel, their
families, U.S. diplomatic missions, and national security information. The RSO develops and
implement the programs that shield U.S. missions and residences from physical and technical
attack. The RSO receives valuable assistance in this effort from other Diplomatic Security
personnel, Marine Security Guards (MSG), local investigators, and security engineering officers,
and host government officials. The RSO serves as the primary liaison with foreign police and
security services overseas in an effort to obtain support for U.S. law enforcement initiatives and
investigations. The RSO also serves to monitor the performance of the local guard services as
the Contracting Officer's Representative (COR).

C.3 MISSION AND GOALS

The primary mission of the Local Guard Force (LGF) is to protect U.S. Government personnel,
facilities, and equipment from damage or loss. The LGF is one component of the Mission's
security apparatus and complements other physical, technical, and procedural security systems.
The LGF shall carry out specific actions as described in these General and Post Orders (See
Section J, Exhibit B). The local guard services shall prevent unauthorized access; protect life;
maintain order; deter criminal attacks against employees; dependents and property and terrorist
acts against all U.S. assets, and prevent damage to Government property.

C.4 LOCAL GUARD SERVICES

The Contractor shall be required to provide Standard and A&E local guard services. The
Contractor shall maintain a sufficient number of trained and qualified personnel in order to meet
the required hours of operation for each post. The Standard Services are set forth in Section J,
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Exhibit A. The Contractor local guard services shall act as an early warning signal to the
Embassy and RSO. The Contractor shall ensure that the local guard service personnel comply
fully with the General and Post Orders contained in Section J, Exhibit B.

The requirement for A&E Services may stem from such things as a Very Important Person (VIP)
visitor to the Embassy, information indicating a possible terrorist attack, or change in threat
environment. These changes form the basis for on-going analysis and review of the structure and
location of posts as well as the level of security in effect.

The Contractor shall provide both basic and annual re-certification training at no additional cost
to the Government. Contractor personnel are prohibited from providing guard services if they
have not successfully completed basic and/or annual re-certification training. Annual re-
certification training shall include any new material bearing on the performance of the local
guards that is deemed necessary by the COR. The Contractor is required to subject its personnel
to the U. S. Government's approval prior to their posting (Section H.2).

C.4.1 General and Post Orders

The General Orders provide directions and instructions of general application to the Contractor
personnel. Post Orders provide detailed instructions to persons assigned to a specific guard post.
The Contractor shall ensure that guard personnel are complying with these orders. These orders
will not be modified or revised without the written authority of the COR(s).

The Government may make changes to the General and Post Orders within the scope of the
contract. All changes and revisions to the orders shall be accomplished by issuance of contract
modification. The Contractor may submit to the COR(s) any request for changes to the orders.

The General and Post Orders will only be provided to the Contractor in English. The Contractor
shall be responsible for translating both General and Post Guard Orders into the local language.
The Contractor shall maintain a copy of the General Orders and the respective Post Orders in
both English and local language versions, as applicable, at each designated post listed in Section
J, Exhibit A, and shall ensure that all updates and revisions to the General and Post Orders are
maintained at each post. See Section J, Exhibit B for General Orders and Post Orders.

C.4.2 Types of Service

The Contractor shall provide Standard Services for the posts set forth in Section J.1, Exhibit A.
The Contractor shall provide A&E Services as requested by the COR. The Contractor shall
not subcontract or lease Standard Services, A&E services or Optional Standard Services.

The COR may orally request A&E services to meet increased workload or temporary needs for
services arising from visitors to post or special events. The COR will confirm any oral request
for A&E services in writing within 48 hours of the oral request. The Contractor shall obtain the
COR's approval for reimbursement of any non-expendable equipment or expendable supplies to
be supplied by the Contractor related to the A&E services.

The Contractor shall include in its invoice details of the A&E services, any materials provided,
and include a copy of the COR' s written confirmation to provide such services.
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C.5 SPECIFIC TASKS

In performing these services the Contractor shall be required to control access to the facilities;
protect human life; maintain order, and resist attacks against mission personnel, visitors, and
families under Chief of Mission authority. The Contractor shall provide roving foot patrols of
the Embassy compound in accordance with Section J, Exhibits A and B. The Contractor shall be
responsible for responding to intruder alerts, notifying the RSO and following instructions in
Section J, Exhibit B.

The Contractor shall be required to utilize a Central Alarm Monitoring System (CAMS),
vehicles, Guard Electronic Monitoring System (GEMS), radio network and equipment, and
cellular/mobile telephones in performing the services listed hereafter.

C.5.1 Entry Control

The Contractor shall deter and intercept unauthorized personnel or vehicular entry into areas
designated by the RSO/CORC(s) as a controlled area, including but not limited to office buildings
and official residences. The Contractor shall immediately report all serious or unexpected
incidents as defined in Section J, Exhibit B.

C.5.1.1 Office Building Entry Control

The Contractor shall intercept and identify visitors outside the secure premises. Guards shall
screen visitor identification. The guards shall screen visitors and their possessions using the
access control equipment to detect the presence of weapons or other prohibited items.

C.5.1.2 Residential Entry Control

The Contractor shall identify and maintain a log of visitors entering the residences. Guards shall
screen vehicles. Guards shall deny visitors whose arrival is not expected at the entrance until
cleared by authorized personnel inside the residence or the RSO Duty Officer (See Section J,
Exhibit B).

C.5.1.3 Vehicular Entry and Access Control

The Contractor shall examine all Government, commercial, and visitor vehicles entering an
official facility. Guards shall check vehicle passengers for proper identification and screen the
vehicle for explosives and suspect packages, following the procedures described in Section J,
Exhibit B. Guards shall admit only authorized vehicles.

C.5.1.4 Inspection

The Contractor shall physically examine all packages and mail carried by any visitor or local
employee who seeks access to official facilities or who seeks to leave or deliver such packages or
mail. The Contractor shall maintain a log of all screened packages or mail. Guards shall inspect
the perimeter of premises and report any suspicious vehicles or persons near the premises to the
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RSO, the RSO local investigator and the Contractor following procedures in Section J, Exhibit
B.

C.5.1.5 Explosive, X-Ray Inspection and Metal Detection Equipment

The Contractor shall provide personnel to operate the Equipment. The Contractor shall adhere to
the applicable Post Orders, See Section J, Exhibit B (Specific Post Orders to be provided after
award).

Contractor employees assigned to posts that utilize the equipment shall be adequately and
properly trained. The posts are set forth in Section J, Exhibit A. The Government will provide
the initial and refresher training to Contractor GFC and Supervisors. However, the Contractor
will train individual employees thereafter.

C.5.2 Patrols

The Contractor shall be required to provide both roving foot patrols and Mobile Patrols. The
Contractor shall implement patrol procedures that avoid establishing a set time and pattern for
each patrol round.

C.5.2.1 Perimeter Patrol

The Contractor shall be required to perform roving foot patrols in accordance with Section J,

Exhibit B. The Contractor shall make rounds within designated areas as directed by the RSO.
Guards shall change their course and pace while patrolling grounds to avoid establishing a set
time and pattern of perimeter rounds.

C.5.2.2 Mobile Patrol

The Contractor will provide Mobile Patrol services for residential and official facilities in
accordance with Exhibit A. There are approximately 250 residences and facilities located in six
(6) zones. Each Mobile Patrol unit drives approximately 10,500 kilometers per month. See
Section J, Exhibit A.

The Contractor shall provide a sufficient number of vehicles to assure continued availability for
the Mobile Patrol operations during the day and night hours as specified in Exhibit A. The
Contractor shall maintain the ability to accommodate mechanical failure, regular maintenance, or
any other foreseen or unforeseen event without having any lapse in coverage. All vehicles shall
be marked with a COR-approved company logo.

C.5.2.3 Response to Alarm Activation

The security dispatcher shall contact the Mobile Patrol on duty for response to activated alarms,
for accidents, criminal incidents and other exigent circumstances involving American mission
members. COSMOS shall dispatch a Mobile Patrol to the scene. The Mobile Patrol shall arrive
at the location within 20 minutes. The dispatched Mobile Patrol shall assess the cause for the
alarm, immediately advise the dispatcher on duty, and await further instructions. The Mobile
Patrol shall not enter a residence or a residential or facility compound unless directed by the
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RSO. If the resident is present and gives permission, the Mobile Patrol may enter the residence
or the resident' s compound to look for possible intruders. The Mobile Patrol will not depart the
residence without authorization of the RSO.

C.5.3 Escort Services

The Contractor does not normally perform escort duties; however, the COR may require the
Contractor to provide temporary escort services under special circumstances. The COR will
state the required duties when such services are directed.

C.5.4 Logs and Records

The Contractor shall be required to maintain all logs and records within the premises of the
Embassy as determined by the COR and make them available to the COR for immediate
inspection upon request. The Contractor shall submit all logs and records in a format mutually
agreed to by the COR. The Contractor shall keep any additional logs as instructed by the COR
for deliverable reports (See paragraph F.4).

C.5.4.1 Operational Records

The Contractor shall provide a log for each post, consisting of a bound ledger, with lined paper
and numbered pages. Section J, Exhibit B provides instructions for the posting of each log. In
addition, the Contractor shall provide the COR with Official Incident Reports pertaining to any
event involving the guard force or observations or anomalies detected or experienced by the
guard force at any post (see Section J, Exhibit B). Such reports may include but are not be
limited to: procedural security violations; intruders; accidents; suspicious activity, equipment
problems; lighting problems; and other incidents either not covered by or contradicting standing
orders. All incident reports shall be written or typed and submitted to the COR not more than 24
hours after the actual event. Serious incidents must be reported to the COR immediately via
telephone. The Contractor shall provide incident report forms for recording information
regarding any incident at a post. The Contractor shall submit the design of the incident
report form in draft for approval by the COR.

The Contractor shall maintain daily time and attendance records, which may be reviewed by the
COR as required. The Contractor shall maintain all operational records for the duration of the
contract, and shall make the records available for review by COR as required.

C.5.4.2 Individual Qualification Checklist (1QC)

The Contractor shall maintain the IQC and all supporting personnel and investigation records,
training records, certifications and licenses as well as the information required in the nomination
packages specified in Section H.2. The Contractor shall maintain daily time and attendance

records. The Government shall have full access to inspecting the records on a random basis.

C.5.4.3 Explosive, X-Ray Inspection and Metal Detection Equipment
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The Contractor shall keep equipment inspection records and maintenance logs as instructed by
the COR (See paragraph F.4 Deliverables). Equipment maintenance log books shall be provided
by the Contractor (See Section J, Exhibit D).

C.5.5 Surveillance Detection (SD) Operations-OPTIONAL

The Contractor shall provide SD operations as part of this contract, consisting of the following
requirements. Surveillance Detection Operations are overt and are not to be considered as a
replacement for ongoing efforts; they will only supplement activities already in place.
Surveillance detection operations are intended to be an early warning mechanism to detect rather
than protect. Since coordination and cooperation with host country police and/or security forces
will be required, it will be essential to recognize any political sensitivity that may arise. The
Contractor shall be able to adapt the program to accomplish its objectives while easing any
concerns by either the Embassy or the host country. The number of SD Specialists per shift,
their coverage assignments and scheduling will be determined by RSO assessment of threat, area
analysis and SD coverage priorities.

C.5.5.1 Surveillance Detection (SD) Operations

C.5.5.1.1 General The contractor shall provide SD operations as described in this section. The
objectives of the SD operations are to:

-identify and report suspected surveillance of official facilities, designated residences, routes of
travel and U.S. personnel to the COR;

-verify reported surveillance activity as directed by the COR,;

-assist the COR in evaluation of individual personal security practices;

-provide protective surveillance of U.S. personnel, upon direction of the COR; and,

-assist the COR in route planning and analysis.

C.5.5.1.2 Details

Surveillance Detection Coverage requirements: the COR will determine coverage locations and
requirements at Post based on existing threat, area analysis, and manpower availability.

Personnel: Employees shall work in civilian clothes. There is no minimum English language
proficiency requirement for SD Specialists and their supervisors. Work schedules for SD
Supervisors and SD Specialist will be determined by the COR based on coverage requirements,
priorities and manpower availability. SD personnel must accurately reflect the demographics
found in operational areas.

C.5.5.1.3 Methods

Appropriate methods include surveillance on foot, bicycles, or vendor carts. Fixed methods
include vantage points, planned and chosen to conceal or disguise the nature of the surveillance
detection activity. Specific methods shall be flexible, adapting to situational variables.

C.5.5.1.4 Training of SD Specialists and Supervisors

The Government will provide basic training in SD techniques for the SD specialists and
supervisors. The Government and the Contractor shall arrange a mutually agreeable time for the
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training (see Section H.7.9). If, as a result of the training course, the Contractor determines that
alternative approaches to SD would be advisable, the Contractor shall recommend such changes
to the COR. No changes will be effective unless the Government modifies the contract. The
Contractor shall provide annual refresher training.

C.5.6 CAMS Logs and Records

The CAMS Dispatchers shall provide a dedicated hardcopy record of individual alarm
activations and malfunctions to include the location (by code), the date and time of activation. In
addition, the CAMS Dispatchers shall be responsible for obtaining information as to the
resolution of the alarm from the responding Mobile Patrol unit, and shall provide the COR a
typed incident report explaining the resolution. The Contractor shall provide these reports to the
COR within 24 hours after an alarm activation/malfunction (See Exhibit B).

The Contractor shall provide the COR monthly statistics showing all incidents involving the
Mission properties, including but not limited to false alarms, trespassing, attempted burglaries,
assaults.

C.5.7 Closed Circuit Television (CCTYV)
RESERVED
C.5.8 Guard Electronic Monitoring System (GEMS)

In order to maintain the highest level of security for unmanned data points the Contractor shall
be responsible for completing a required number of security checks during each shift. In order to
ensure that inspections are maintained at the proper levels, the Contractor shall be required to
employ a Guard Electronic Monitoring System (GEMS). The GEMS shall be comprised of a
portable hand-held data collection device that scans each designated data point along a
designated route, completing the required number of visits to each post throughout the
daily/nightly tour. The Contractor shall use GEMS for monitoring the quality control of these
inspection services. Posts with scanner responsibilities are annotated in Section J, Exhibit A and
the duties described in the Post Orders in Section J, Exhibit B. During supervisory rounds, the
supervisor is required to report all incidents and follow up with written reports as determined by
COR. The Contractor is responsible for the acquisition, maintenance and repair of the GEMS
and for:

-Ensuring the correct use of the hand-held data collection device

-Maintaining the integrity of the system

-Ensuring that designated individuals scan all checkpoints in the route

-Ensuring that data is properly entered into the computer

C.5.8.1 GEMS Components
The Contractor shall provide a new complete GEMS, which shall include the system and
reporting software, hand-held data collection devices, data points such as bar code labels, data

strips, touch tags or electronic buttons, batteries or recharging stations, computer, printer. The
Contractor shall provide training to the employees who will be using the system. The Contractor
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shall be responsible for the maintenance, replacement and support of the system to ensure
continuous operation.

The GEMS shall be capable of collecting and downloading data to a computer in order to create
computer generated reports. The reports shall serve to document guard activities and supervisor
oversight. The system should have an archival capability so that historical information can be
accessed via the computer. The integrity of the system shall ensure that data collected cannot be
altered or modified. The Contractor shall utilize a scannable media assigned to individual
guards, supervisors, guard posts, and certain defined incidents or events that will be contained on
an incident card. The Contractor must obtain COR approval before making software
changes/revisions.

C.5.8.2 GEMS Reports

The Contractor shall use the data collected in the system to generate reports for use by the COR.
At a minimum, the Contractor shall prepare and furnish to the COR reports as instructed (Section
F.4). The daily report shall include as a minimum:

-Incident reports - including the date, time location and type of incident,

-Patrol summary - verification of supervisor rounds by checkpoint, time and date,

-Exception reports that display, for example, the failure to log checkpoint or complete the route
in the allotted time.

The system shall have additional reporting capabilities to include summarizing the daily reports
on weekly, monthly or annual basis. The software system shall have flexibility to develop
custom reports and modify standard report formats.

C.5.8.3 GEMS Responsibilities

The Contractor shall provide training to the employees who will be using the system and be
responsible for the maintenance, replacement and support of the system to ensure continuous
operation. The Contractor is responsible for ensuring the correct use of the scanner, for the
integrity of the system, ensuring that supervisors scan all identification tags/buttons for the route
and ensuring the data is properly entered into the computer. Any software changes and/or
revisions must receive prior COR approval.

C.5.9 Radio Network

The Contractor shall be responsible for furnishing a radio network that can receive and transmit
to all zones covered by Mobile Patrol units and to all facilities covered by this contract. The
Contractor shall be responsible for furnishing communications equipment necessary to provide a
reliable local guard force radio network that is fully functional and operable 24 hours per day, 7
days per week (Section J, Exhibit D).

The Contractor shall be responsible for obtaining the necessary radio frequency (UHF and VHF)
for operation of its radio equipment. The Contractor is solely responsible for acquiring and
paying for all licenses and permits that may be required for frequencies and the operation of all
communications equipment throughout the life of the contract to include all maintenance and
repair costs associated with all equipment included in the local guard force radio network.
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C.5.9.1 Blackberry/Smartphone

The Contractor shall provide to the Guard Force Commander and each Shift Supervisor a fully-
enabled Blackberry/Smartphone device with camera and email capabilities.

C.5.10 Post Hours

A detailed listing of posts and hours of coverage required, by guard category, is provided in
Section J, Exhibit A as a part of this contract.

C.5.11 Weekly Guard Post Schedule

The Contractor shall prepare and maintain a Weekly Guard Post Schedule for all guard posts that
lists the name of each previously approved guard to be assigned to each post for each shift. The
Weekly Guard Post Schedule shall show the post number and location, the name of the guard
assigned, and the shift assigned in terms of hours of the day. In addition, the schedule shall
include the hours for the relief guards as well as their name and post assignment or rotation
schedule.

The Contractor shall provide the COR and each Contractor employee affected a copy of the
Weekly Guard Post Schedule by 12:00 noon of the last day of the work week for the upcoming
work week. The Contractor shall notify the COR in writing three (3) days before any scheduled
change of a guard (specific individual) to a post and shall provide a copy of the written
notification to the resident (if a residential guard post). In the event the Contractor is instructed to
make emergency changes to any post schedule per COR instructions — to include the removal of
a guard from post for performance related issues — the Contractor shall update the schedule
reflecting all emergency changes employed within 24 hours of the changes and shall provide
written notification to the COR and a copy of the written notification to the resident (if a
residential guard post). In cases of medical or other emergency affecting a guard's ability to
provide services, the Contractor shall notify the COR as soon as possible of the change in guards.

C.5.11.1 Duty Hour Limits

No Contractor personnel shall be on duty for more than 12 consecutive hours in a 24-hour period
(Supervisors and SD personnel shall not be on duty for more than 8 hours per shift), except under
conditions of emergency or as authorized by the Contracting Officer or COR. At a minimum,
the Contractor shall provide a 15-minute break once during every four (4) hour period of an
employee's tour of duty to allow for comfort, personal needs, stress, or other required or
requested absences from the Exhibit A assigned post. The Contractor shall provide a minimum
30- minute meal break at an appropriate time once during every tour of duty lasting eight (8) or
more hours. Breaks shall not run consecutively.

C.5.11.2 Relief Guards

The Contractor shall provide the security personnel at the Section J, Exhibit A posts with COR-
approved, fully-trained and qualified, relief personnel to allow for comfort, personal needs,
stress, meals, or other required or requested absences from the assigned post. Relief personnel
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shall be at the same category of labor as specified on Section J, Exhibit A. The Contractor shall
provide this relief service to the Government at no additional charge. Relief personnel are not
required for the Guard Force Commander, Supervisors, Mobile Patrol or Surveillance Detection
(optional) personnel.

C.5.12 Organization Chart and Employee Listing

The Contractor shall maintain an up-to-date organization chart that includes the names of all
supervisors, shift organization for each post, and a listing of all current employees by name. A
copy of the organization chart shall be provided to the COR (See paragraph F.4). A current
employee listing shall be provided with each monthly invoice and include employee names, ID
numbers, and date of ID card issuance.

The Contractor shall also provide a corporate organizational chart that depicts how this local
guard program contract fits into the overall corporate structure. The organizational chart shall
include the names, e-mail addresses and telephone numbers for all layers of management that
preside over the division or organization directly responsible for performance of this contract.

C.5.13 Supervision

The Contractor shall provide adequate on-site supervision of all employees and inspection of
employees in accordance with Section J, Exhibit B. The Contractor shall inspect each post
during daylight hours at least twice and three times during night hours and as directed by the
COR. This inspection shall assure that:

-Post is properly manned and equipped;

-All guard and security equipment is operational;

-Assigned guard is fully familiar with the General Orders and Post Orders; and,
-Post log is properly maintained.

The Contractor shall conduct a muster of guards prior to going on duty for purposes of
attendance, inspection for proper uniform, review of current security problems, special
instructions, and training unless waived by the COR. The time required for this muster is in
addition to that required to provide a timely relief for guards on post. The Contractor shall
provide this muster at no additional charge.

The organizational structure of guard services consists of staff led by a Project Manager (PM).
The PM shall oversee operations in Lima, Cusco, Tingo Maria, Pucallpa and Iquitos. The PM
shall be the Contractor' s liaison with the Government. All locations outside of Lima shall be
visited on a quarterly basis and/or as determined by the COR.

The PM shall be available 24-hours per day, seven (7) days per week to receive and implement
orders or special instructions from the Contracting Ofticer or COR concerning the operation,
protection, and security of assigned areas. The PM position is a key position and is staffed in
accordance with the requirements described in Section H.5.1. The PM position is excluded from
Section J, Exhibit A and may be included in the overhead rate.
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The uniformed guard force is led by the Guard Force Commander (GFC) during hours
indicated in Exhibit A. The GFC's work hours are considered flexible and the COR may adjust
the GFC's daily work schedule to include assignment to evening, weekend and holiday periods
without a further equitable adjustment in the terms and conditions of the contract. Cumulative
adjustments to the daily work schedule shall not exceed the total weekly hours described on
Exhibit A for this post. The COR shall provide reasonable prior notification in writing of all
schedule changes. The GFC position is a key position and is staffed in accordance with the
requirements described in Section H.5.2. After the GFC ends his daily duties, the supervision of
the uniformed guard force is transferred to the Supervisors.

The GFC may have one or more supervisors reporting to him/her. The scope and size of the
guard services will determine the number of supervisor positions required. Normally supervisor
positions are manned twenty-four (24) hours a day, seven (7) days a week. A supervisor's
function shall be to supervise all guard personnel assigned during the shift.

The GFC and Supervisor positions are set forth in Section J, Exhibit A.
C.5.14 CONTINGENCY PLAN

The Contingency Plan shall address how the Contractor will deal with situations caused by direct
labor personnel, including but not limited to employee illness, employee family emergency,
strikes, labor unrest, and disruption of operations. Describe what management techniques will be
used to stay aware of and deal with disgruntled or unhappy employees, actions organized by
local unions, or local government labor actions. Describe what procedures will be in place to
deal with anticipated and unanticipated strikes, work slowdowns, organized failure of employees
to report for shift changes, or failure of employees to report for shift changes due to employee
illness, family emergency, failure of the transportation system or major natural disaster (i.e,
earthquake); maintaining coverage of Chancery, COMR, MSGQ (see Section J, Exhibit O).

The Contractor shall submit a Final Contingency Plan reflecting any revisions or changes to the
Preliminary Contingency Plan within 10 calendar days after contract award. Any proposed
revisions to the Contractor's Preliminary Contingency Plan shall not result in an increase in the
allotted 90-day transition timeframe. The Contracting Officer shall approve any changes shown
in the Final Contingency Plan within 10 calendar days of receipt.

C. 6 TRANSITION PLAN

The Contractor shall perform in accordance with the Preliminary Transition Plan submitted (see
Section L..11.2.3) and approved at the time of award. The transition period shall not exceed 90-
calendar days and full performance shall commence at the date specified in the Notice-to-
Proceed issued by the Contracting Officer (see Section F.2).

The Contractor shall submit a Final Transition Plan reflecting any revisions or changes to the
Preliminary Transition Plan at the Post Award Conference. (See Section F.4). Any proposed
revisions to the Contractor's Preliminary Transition Plan shall not result in an increase in the
allotted 90-calendar-day transition timeframe. The CO shall review any changes shown in the
Final Transition Plan within 10 calendar days of receipt.
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C.6.1 PHASE-IN PERFORMANCE (NEW CONTRACTOR)

The Contractor shall assume full responsibility for an orderly phase-in of operations that

minimize the impact to the Embassy. The Government will make all facilities and

equipment cited herein accessible to the Contractor upon contract award. During the

transition period the Contractor shall:

Complete staffing in accordance with the Contractor's Staffing Plan

Submit an Organization Chart

Prepare stafting nomination packages for COR review (Subparagraph H.2)

Conduct the required basic training (Subparagraph H.7.1)

Schedule and complete the GEMS Training (Subparagraph H.7 4)

Schedule and complete the Explosive Detectors and/or X-Ray Inspection Equipment

Operator Training with the Government (Subparagraph H.7.6)

e Schedule and complete the Chemical and/or Biological Awareness and Countermeasures
Briefing with the Government (Subparagraph H.7.7)

e Acquire all necessary equipment, licenses, permits, and insurance (Subparagraph H.9)

e Participate in a preliminary-joint inventory of all Government-Furnished Property
(Subparagraph H.15)

C.6.2 PHASE-IN PERFORMANCE (INCUMBENT CONTRACTOR)

If award is made to the incumbent, the Preliminary Transition Plan should address how the
Contractor will make the transition to the new contract, including any work requirements or
terms and conditions that did not appear in the incumbent's current contract. During the
transition period, the Contractor shall:
e Submit an Organization Chart;
e Acquire all necessary equipment, licenses, permits, and insurance (Subparagraph H.9);
e Participate in a preliminary-joint inventory of all Government Furnished Property
(Subparagraph H.15).
e Prepare staffing nomination packages for COR review (Subparagraph H.2);
e Conduct the required basic training (Subparagraph H.7.1);
e Schedule the Explosive Detectors and/or X-Ray Inspection Equipment Operator Training
with the Government (Subparagraph H.7.6);
e Schedule the Chemical and/or Biological Awareness and Countermeasures Briefing with
the Government (Subparagraph H.7.7); and,

C.6.3 PHASE-OUT PERFORMANCE

At the end of the contract, a follow-on competition shall be conducted by the Contracting
Officer. In the event the current Contractor is not awarded the follow-on contract, the
Contractor shall, within 30 calendar days of notice by the Contracting Officer, develop a
Phase-Out Plan for the orderly transition of the operations. The Contractor phase-out
procedures shall not disrupt or adversely affect the day-to-day operations of the Mission and
shall result in a smooth and orderly transfer of responsibility to the successor.
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The Phase-Out Plan is due to the Contracting Officer within 10-business days from the
request date. The Phase-Out Plan shall include when personnel records will be made
available for the new Contractor to review and facilitate offering the Right of First Refusal.

The incumbent shall follow FAR 52.237-3 CONTINUITY OF SERVICES (CSO) (JAN
1991) to ensure transition is accomplished without difficulty until the awardee can fully
provide services under the contract, which must be continued without interruption. Any
failure to fully implement the CSO, including attendance at all scheduled meetings and
timely submission of all required documents, may result in a negative past performance

evaluation and unfavorable responsibility determination.

C.6.4 COMPLETION OF TRANSITION PLAN

The Final Transition Plan will be discussed during the Post-Award Conference with the
Government providing input and recommendations to the Contractor. See Section F for the
due date and distribution of the Final Transition Plan.

C.7 DEFINITIONS

TERM

DEFINITION

General Orders

Instructions, directives and guidelines that apply to all guard
personnel

Government The Government of the United States unless specifically stated
otherwise.

Guard A contractor' s employee who performs routine guard services for
the protection of U.S. Mission facilities and personnel and their
dependents.

Guard/Driver Person who performs driver and guard duties as part of mobile

patrol unit.

Guard Force Commander

A contractor' s employee whose duty is to command/supervise the
local guard force and directly coordinate guard force operations
with the Regional Security Officer (RSO).

Guard Post

A site or location where a guard is assigned for a specific period of
time to perform prescribed functions. One location may have more
than one guard post. Thus, one site, such as an access point for the
Mission, could have several guards assigned during the same time.
The number of guard posts, therefore, is not the same as the number
of guards assigned.

Muster

Assembling the guard force in a single location.

Post Orders

Detailed instructions to persons assigned to a specific guard post

Semi-Annually

Means twice per calendar year, twice per Government fiscal year or
twice per contract year, whichever is applicable. The two events
should be conducted at a minimum of 165 but not more than 185
calendar days apart.

Senior Guard

A Contractor employee whose duty is to supervise other guards or
to perform special duties, such as detector operations or routine
operator maintenance.

Supervisor

A Contractor employee whose duty is to supervise guards on a
specific shift or at a specific facility.

Surveillance Detection

The act of determining whether surveillance is being conducted
against a particular target.

SD Supervisor

Under the direction of the RSO or an ARSO, commands,
coordinates and supervises the activities, schedules and
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interchanges of the SD unit on a day-to-day basis, assists in
identifying areas of potential threat and provides recommendations
regarding SD performance and operations.

SD Specialist

Under the direction of the SD Shift Supervisor or RSO observes
areas of assignment and provides discreet security services as part
of the Surveillance Detection unit.

United States Firm

A company which operates as a corporation incorporated under the
laws of a state within the United States.

Unmanned Post

A post is considered unmanned when it is either vacant during
normal post hours for guard coverage or when a guard on-duty is
found sleeping, not qualified or has not been approved by the
Government or exceeds the 12 working hours without COR
approval.
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SECTION D — PACKING AND MARKING

-RESERVED-
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SECTION E - INSPECTION AND ACCEPTANCE

CLAUSES INCORPORATED BY REFERENCE

The following clauses are incorporated by reference, with the same force and effect as if they
were given in full text. Upon request, the Contracting Officer will make their full text available.
Also, reference Section I for information on accessing the full text electronically.

FAR 52.246-3 INSPECTION OF SUPPLIES—COST REIMBURSEMENT (MAY 2001)
FAR 52.246-4 INSPECTION OF SERVICES—FIXED-PRICE (AUG 1996)
FAR 52.246-6 INSPECTION—TIME-AND-MATERIAL AND LABOR-HOUR (MAY 2001)

E.1 ACCEPTABLE LEVELS OF PERFORMANCE

When the Contractor fails to provide the services at the performance standards required by this
contract, the Government shall assess a negative incentive expressed as a deduction for each
instance of unacceptable performance and/or non-performance following Section J, Exhibit C,
Quality Assurance and Surveillance Plan (QASP). Unless the deficiencies were not reasonably
discoverable by the Government, the Government will notify the Contractor and assess
deductions as soon as practicable after the unacceptable performance and/or non-performance is
discovered by the Government.

If the Contractor believes that mitigating circumstances precluded the Contractor from meeting
the terms and conditions of the contract as it relates to performance or administration of the
contract, a request for waiver or reduction of the amount of the deductions may be requested.
This request should be submitted to the Government within five (5) calendar days from receipt of
notice of proposed deductions for noncompliant performance, unless otherwise approved by the
Contracting Officer.

The Contractor's request for relief should provide a detailed explanation as to why the
circumstances surrounding the contract noncompliance occurred and why this action could not
have been prevented. If the Contractor does not request that the proposed amount of the
deduction be waived in part or its entirety by the Government within the prescribed time period,
the Government will deduct the full amount of the proposed deduction from the next invoice
approved for payment. In those instances where the proposed amount of the deduction is
substantial, the Government may agree to a longer time period for excising deductions against
processed invoices in order to reduce the financial impact of such action in order to ensure
continued uninterrupted guard services.

The Contractor shall be required to submit a Quality Assurance Compliance Report (QACR)
with each invoice submission. This report shall be in narrative format and address any
noncompliant action for which a deduction could be assessed in accordance with Sections C and
H and Section J, Exhibit C.

The QACR shall serve as the Contractor's certification that all services included on the invoice
were rendered in accordance with the contractual terms and conditions. In the event that the
Contractor failed to deliver all the required services as well as meet the requirements, an

explanation shall be given in the QACR as to why the noncompliant action(s) occurred and what
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action will be taken during the next month to preclude the same and/or similar noncompliant
actions.

The Contractor shall also address why their Quality Control Plan (QCP) failed to prevent and/or
mitigate the noncompliant acts and what action has been taken or will be taken to modify the
QCP accordingly. Furthermore, the Contractor shall state whether any part of its Management
Plan was revised as part of its efforts to preclude the same and/or similar noncompliant actions in
the future.

The Contractor shall reduce the amount of each invoice submitted for payment by the amount of
work not performed in accordance with the terms and conditions of the contract per the amount
stated in Section J, Exhibit C (i.e., Negative Incentive for Not Meeting Performance Standards)
for each Desired Outcome, such as Unmanned Post, beyond the Maximum Allowable Deviation
from the Performance Standard unless the Contractor plans to submit a request for waiver or
reduction of the amount of the deductions. Should the Contractor elect to submit a request for
waiver or reduction of the amount of the deductions, the request should be submitted with the
invoice.

When calculating the amount of the self-imposed deduction for noncompliance beyond the
Maximum Allowable Deviation from the Performance Standard, the Contractor shall use the
hourly rates specified in Exhibit C as well as provide the Government with a Microsoft Excel
document depicting how the deducted amount was calculated.

The failure of the Contractor to provide a QACR along with supporting documentation to include

the deduct calculation sheet with each invoice will result in the invoice being rejected as being
improperly prepared.
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SECTION F - DELIVERIES OR PERFORMANCE
CLAUSES INCORPORATED BY REFERENCE

The following clauses are incorporated by reference, with the same force and effect as if they
were given in full text. Upon request, the Contracting Officer will make their full text available.
Also, reference Section I for information on accessing the full text electronically.

FAR 52.242-15 STOP-WORK ORDER (AUG 1989)
FAR 52.242-15 STOP-WORK ORDER (AUG 1989) ALTERNATE I (APR 1984)
FAR 52.242-17 GOVERNMENT DELAY OF WORK (APR 1984)

F.1 PERIOD OF PERFORMANCE

This contract contains a one (1) year Base Period and four (4) one-year Option Periods to be
exercised at the sole discretion of the Government. The Contracting Officer (CO) can extend the
term of the contract for an additional six (6) months in accordance with FAR clause 52.217-8
Option to Extend Services contained in Section I of this contract. In the event the Option to
Extend Services clause is exercised by the CO, the Contractor shall provide the services at the
same billable rates as the previous performance period.

F.2 NOTICE-TO-PROCEED

After receiving contract award, the Contractor shall begin the 90-day transition period. During
the transition period the Contractor shall complete the steps necessary to obtain all required
personnel, conduct training, and acquire all necessary equipment, licenses, permits, and
insurance (See Section H for details regarding Government assistance in this process). The
Contractor shall follow the tasks set forth in their Transition Plan.

At or before the end of the 90-day transition period the Contractor shall provide the CO
acceptable evidence that all required actions have been successfully completed. Upon
Contractor notification, the CO shall issue a Notice-to-Proceed.

On the date established in the Notice-to-Proceed, the Contractor shall assume full responsibility
for the performance of this contract. If the Contractor has provided evidence of licenses,
permits, and insurance as part of its proposal, the CO may issue a Notice-to-Proceed at time of
contract award.

F.3 PHASED TAKEOVER

The Government prefers that the Contractor begin full performance of the contract requirements
on a specific changeover date. If a phased take-over is required, the Government will pay only
for hours provided and accepted. Failure of the Contractor to complete transition either within
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90 days after contract award or by the start date stated in the Notice-to-Proceed, whichever is
later, is grounds for termination of the contract for default.

F.4 DELIVERABLES
The Contractor shall provide the following deliverables/submittals when required. Additional

deliverables mandated by statute or Federal Regulation may be required. The CO shall notify the
The

Contractor in writing of any additional deliverables with the required due dates.

deliverables shall be submitted in a timely fashion and at no additional cost to the Government.

Contractor deliverables (All days are calendar days unless otherwise stated):

SUBPARAGRAPH CONTRACTOR
REFERENCE DELIVERABLES DUE DATE
C541 Post Logs Daily
Cs542 Individual Qualification Within 5 days of any update or changes
Checklist occurring to the employees file
Cs543 Explosive Detectors, Metal Daily, Weekly, Monthly or as required
Detectors and/or X-ray by the COR
Inspection Equipment
Operation Reports
C.5.5 (Optional) SD Reports As required by Section J, Exhibit B or
COR
Cs6 CAMS Incident Report No later than 24 hours after an alarm
activation.
C5.11 Weekly Guard Post Schedule | Each Friday
C5.12 Organization Chart and 10 days after contract award. Current
Employee Listings employee listings shall be provided
with each monthly invoice
C58 Guard Electronic Monitoring | Daily, Weekly, Monthly
System Reports
Cs.14 Contingency Plan - Final 60 days after issuance of NTP
Co6 Final Transition Plan Post-Award Conference
C6.3 Phase-Out Plan Upon a 30-day notice from CO
G2 Electronic Invoice (Section J, | Not later than 30-calendar days after
Exhibit I) with Quality the end of the month
Assessment and Compliance
Report
H2 Nomination Package 30-business days before employee
being assigned to guard duties to the
COR
H7.1 Basic Training Program 10 days after contract award
H.72 Annual Refresher Training 90 days after issuance of NTP and on
Course Outline the first day of the new option year of
the contract
H.9 Licenses and permits Before issuance of NTP
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H.13 Insurance (including War- Before issuance of NTP
Hazard or DBA Insurance, if
required)
H.15 Preliminary Inventory Report | Prior to the end of the transition period
H.15 Final Inventory Report 10 days after receiving the NTP and
provided annually thereafter for the
duration of the contract
Exhibit B Official Incident Reports As required by Section J, Exhibit B

(typed)

Government Deliverables (All days are calendar days unless otherwise stated):

SUBPARAGRAPH CONTRACTOR
REFERENCE DELIVERABLES DUE DATE

C42 Request for Additional or At discretion of COR; if oral initial

Emergency Hours request, to be followed up in writing
within 48 hours

F2 Notice-to-Proceed TBD

G.3 (DOSAR Copy of COR designation After contract award and thereafter as

652.242-70) letter appropriate.

H2 Nomination Package Approval | 30-business days after receipt of
Letter properly prepared nomination package

Exhibit B Guard Specific Orders At/after contract award

Exhibit E Updated list of Government- At/after contract award
Furnished Property

Exhibit I Current Invoice Template At/after contract award
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SECTION G - CONTRACT ADMINISTRATION DATA

SECTION G - CONTRACT ADMINISTRATION DATA
G.1 DESIGNATION OF ADMINISTRATIVE CONTRACTING OFFICE

Primary Contracting Officer (CO):
Kelly Bracey, Branch Chief
Department of State
Office of Acquisition Management
A/LM/AQM/WWD/LGB
1701 N. Ft. Myers Street, 2" Floor
Arlington, VA 22209
Office: (703) 875-6298
Cell: (202) 340-2124
E-Mail: BraceviM@state goy

Authorized Department of State Alternate Contracting Officers:
Sharon D. James, Senior Contracting Officer
Jon R. Troyer, Contracting Officer

Administrative Contract Specialist:
Larry Pruitt
Department of State
Office of Acquisition Management
A/LM/AQM/WWD/LGB
1801 N. Lynn Street, 16™ Floor
Arlington, VA 22209
E-Mail: pruittla@state.gov

Designated Contracting Officer's Representative (COR):

TBD at/after award.
Name, Title and Location

Written communications regarding the administration of this contract shall make reference to the
contract number and modification number, if applicable, shall be submitted to the CO, ACS,
COR and alternate points of contact, as delineated herein.

G.2 INVOICING INSTRUCTIONS
The Contractor shall submit one original sisned and dated hardcopy invoice and an electronic

copy. The original invoice and electronic submission shall be submitted to the designated billing
office identified below:

U.S. Mission Peru
Financial Management Office
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SECTION G - CONTRACT ADMINISTRATION DATA

Avenida La Encalada Cdra 17
Monterrico, Lima

The Contractor shall also submit an electronic copy of the invoice with the documentation
specified in paragraph G.2 to the COR and to {pddatai@state gov. The electronic version shall
use the Excel spreadsheet format provided in Section J, Exhibit I. Submittal of an electronic
copy of the invoice to the COR and to {pddataisiate gov shall not be construed as delivery to
the designated billing office for purposes of FAR 52.232-25.

If the Government rejects an invoice, the Contractor shall submit a revised invoice to the
designated billing office and an electronic copy of the revised invoice to fpddata@state.gov.
Revised invoices shall be marked as “revised” with a sequentially assigned revision number.

G.2.1 Required Invoice Information

The invoice shall contain all the information required in Section G, Section I (including, FAR
52.232-7 and 52.232-25), and the Contractor's Quality Assessment and Compliance Report
(QACR). The invoice shall include each element of the services provided as listed within
Section B. The Government will pay U.S. firms in U.S. dollars, if requested.

The invoice format is defined in an Excel spreadsheet; reference Section J, Exhibit I. The
invoice spreadsheet contains the following sections or worksheets:

(a) Monthly Invoice Summary. This section contains the labor categories, hourly
rates, number of hours, and a total amount for each element billed.

(b) Cumulative Summary. This section shall include a cumulative summary for each
of the elements described under subparagraph (a) above for the contract year.

(©) Standard Services. This section for the invoice period shall include a detailed
listing of hours worked by individual post listed on Section J, Exhibit A. Invoices claiming
reimbursement for standard service hours worked in excess of 12 hours in a 24-hour period shall
include a copy of authorization given by either the CO or COR.

(d) Additional-Emergency Services. This section for the invoice period shall include
a listing by Post, labor category and the hours of all requests for Additional or Emergency
Services.

The Contractor shall provide the following documentation with each invoice.

(a) Individual time sheets to support the number of hours worked for the invoice
period. The total of all hours worked from the time sheets must match the summary of hours for
all guard posts.

(b) Invoices claiming payment for Additional or Emergency Services shall include
copy(s) of the COR's written confirmation of the request for services, (B.8.2).

(©) Invoices claiming reimbursement under (B.8.4.5), Reimbursable Materials,
relating the Additional or Emergency Services, shall include copies of paid receipts showing the
cost to the Contractor of the materials or equipment.
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SECTION G - CONTRACT ADMINISTRATION DATA

(d) Invoices claiming reimbursement under (B.8.4.6), Defense Base Act Insurance,
shall include copies of the invoice from, and proof of payment to, the insurance carrier.

(e) A completed QACR, reference Section E, Acceptable Levels of Performance.

(f) Invoices claiming reimbursement for standard service hours worked in excess of
12-consecutive hours in a 24-hour period shall include a copy of the CO or COR's authorization.

(2) Updated employee listing (C.5.12).

G.2.2 Invoice Format
A format for the Contractor' s invoice is shown at Section J, Exhibit .

G.3 FINAL INVOICE

The Contractor shall specifically identify its last invoice as the “final invoice.” The final invoice
shall include the remaining amounts claimed to be due under the contract. It shall include a
certification that all subcontractors, suppliers, and consultants have been paid (or will be paid
upon Contractor's receipt of payment), and that all Government-Furnished or Contractor-
Acquired Property has been disposed of in accordance with COR direction. This includes return
of all ID badges, keys, laptop computers and other Government property. A full and accurate
inventory, accounting for all lost, stolen or damaged property must also be furnished to the COR
before final payment is authorized. The final invoice shall include the Contractor' s Release of
Claims.

DOSAR 652.242-70 Contracting Officer's Representative (COR) (AUG 1999)

(a) The Contracting Officer may designate in writing one or more Government
employees, by name or position title, to take action for the Contracting Officer under this
contract. Each designee shall be identified as a Contracting Officer' s Representative (COR).
Such designation(s) shall specify the scope and limitations of the authority so delegated,
provided, that the designee shall not change the terms or conditions of the contract, unless the
COR is a warranted Contracting Officer and this authority is delegated in the designation.

(b) The COR is the Regional Security Officer, U.S. Mission Peru, as stipulated at
paragraph G.1 Designation of Administrative Contracting Office.

(¢) The COR is responsible for inspection and acceptance of services. These duties
include review of Contractor invoices, including the supporting documentation required by the
contract. The COR may provide technical advice, substantive guidance, inspections, invoice
approval, and other purposes as deemed necessary under the contract.
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SECTION H - SPECIAL CONTRACT REQUIREMENTS

This section is augmented by information contained in Exhibit B - General Orders and
Post Orders.

H.1 SECURITY

The Government reserves the right to deny access to U.S.-owned and U.S.-operated facilities to
any individual. The Contractor shall provide the names, biographic data, and police clearance
for all Contractor personnel who will be working under this contract before they report for duty.

The Government shall issue identity cards to approved Contractor personnel. The identity cards
must be approved by the COR. These personnel shall display their identity cards on the uniform
at all times while on duty. These identity cards are the property of the Government. The
Contractor shall maintain a record of the identity cards which have been issued and provide this
record to the COR upon request. The Contractor will notify the COR if an identity card is lost or
stolen. The Contractor shall retrieve issued identity cards when the contract is completed, a
Contractor employee leaves this contract, or at the request of the Government.

H.2 APPROVAL AND ACCEPTANCE OF CONTRACTOR EMPLOYEES

The Contractor shall subject its personnel to the Government's approval. All employees must
pass a COR approved suitability investigation conducted by the Contractor, including proof of
successful employment during the past three (3) years as well as recommendation(s) from their
respective supervisor(s). A police check covering criminal and/or subversive activities, a check
of personal residence and a credit investigation is also required. For employees who will operate
vehicles in performance of this contract, a Contractor review of the individual's driving record is
also required. For contractor personnel who are intended to be firearm qualified and who shall
be armed, the COR shall approve those personnel for suitability for an armed position in advance
of their performance in one such armed position.

The Contractor shall develop a Nomination Package for each employee proposed for duty under
this contract. The Nomination Package is comprised of the following:

Nomination Letter (Section J, Exhibit J),

Individual Qualification Checklist (Section J, Exhibit L),
Criminal Evidence Form,

Application for Employment,

Summary of all suitability investigative records, and

Physical examination report.

Designation of the function that the individual is proposed to fill.

The packages are to be presented to the COR for review within 30-business days prior to the date
the individual is to report for duty. The Nomination Packages shall be retained by the COR for

34



the life of the contract. The Contractor shall provide the COR with any updates or changes to the
information contained in the Nomination Package.

The Contractor shall continue to maintain the Individual Qualification Checklist (IQC) for each
employee throughout the life of the contract. The COR shall conduct random inspections of the
Checklist to ensure contract compliance. The IQC shall be stored in a manner that creates a
centralized repository of all the required certifications for all current or former employees.

The COR will approve or disapprove the Nomination Package within 30-business days after
receipt. In the event that the Nomination Package is rejected by the COR, the Contractor will be
given an opportunity to correct or supplement the original nomination package for a single
resubmission attempt. A second disapproval by the COR is final and not subject to further
discussion from the Contractor. The Contractor shall not use any employees under this contract
without Government approval. The Contractor shall not bill for employees who have not
received approval under this clause.

All documentation contained in the Nomination Package shall be submitted and approved no
later than 90 days after full performance begins for guards previously approved by the COR. For
all new employees, the Contractor shall submit the required nomination package for review and
approval before the guard is allowed to stand a position listed on Section J, Exhibit A.

H.3 HEALTH

All Contractor employees working under this contract shall be well proportioned in height and
weight. These employees shall be in good general health, without physical disabilities that
would interfere with acceptable performance of their duties, including standing for prolonged
periods in performance of guard duty. All employees shall be free from communicable disease.
They shall possess binocular vision, correctable to 20/30 (Snellen) and shall not be colorblind.
They shall be capable of hearing ordinary conversation. The Contractor shall have evidence of
physical fitness by a certification from a licensed physician, based on a physical examination
conducted prior to the employee's assignment to duty and annually thereafter. The Contractor
shall keep this certification with the Individual Qualification Checklist file required.

H.4 LANGUAGE/READING PROFICIENCY

Contractor employees assigned to certain guard posts must be able to converse in English and
Spanish with employees and visitors. The English language requirement shall be specified by
guard post in Exhibit A. Levels of language “speaking” and “reading” proficiencies are defined
in Exhibit H. The COR may interview guard(s) and/or specialist(s) to verify specified language
capability level as part of the approval process or at any time when an individual is performing
their duty.

Contractor employees shall be able to read and understand printed instructions, maps, orders, and
must demonstrate the ability to carry out instructions. All employees shall have sufficient
knowledge of the local language(s) to be able to perform the work required by the contract.

H.S PERSONNEL REQUIREMENTS
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The following delineates the minimum personnel requirements of for the Local Guard Force. The
Contractor shall provide trained guard personnel for posts designated and for the hours indicated
in Exhibit A. Listed below are the labor categories set forth under Standard and A&E Services.
The specific job duties for each position listed below are delineated in Section J, Exhibit B.

H.5.1 Project Manager

The Project Manager (PM) shall have experience and qualifications on a range of security-
related skills and a verified record of proven reliability and good conduct. The PM shall have a
minimum of five (5) years police, military, related security, or local guard force management
experience with half of the guard work experience being at supervisory or command levels. The
PM shall reside in Lima, Peru. Travel by the PM to all locations shall be accomplished on a
quarterly basis. In addition, the PM shall meet the following qualifications:

-English Speaking/Reading Skill Level S3/R3

-Able to use a computer and applicable administrative MS Office software (Word, Excel, Power
Point).

-Experience managing security staff;

-Be an expert in all areas of physical security and access control,

-Understand operational methods of all the guard force;

-Maintain a professional demeanor under highly stressful circumstances;

-Experienced in basic communications and radio use/procedures;

-Be a licensed driver; and,

-Meet with the COR and Local Guard Coordinator (LGC) at least weekly.

The PM shall be accessible and responsive to the CO or COR on all matters related to
performance of this contract 24 hours per day, seven (7) days per week. Should the PM require
personal or professional travel outside the country, or should he/she become otherwise incapable
of fulfilling his/her duties (such as in the case of a medical illness or injury), the PM must
designate the next senior member of the guard management team to assume responsibilities,
including 24 hours per day, seven (7) days per week availability. The designation of a
replacement is subject to COR approval.

H.5.2 Guard Force Commander

The Guard Force Commander (GFC) shall have completed high school and have a minimum of
five (5) years of police, similar military, or local guard force supervisory experience. He/she
shall demonstrate command of English at the S3/R2 level. He/she shall be computer literate to a
basic level (able to use a computer and applicable administrative MS Office software (Word,
Excel, PowerPoint), able to write basic reports, Standard Operational Procedures, and email.
Desirable but not mandatory qualifications include advanced security training. The GFC shall be
required to perform supervisory duties that shall include:

-Supervision of the guard force;

-Ability to prepare guard orders, deploy guards and weekly scheduling;

-Conducting regular inspections of guards and guard posts;

-Investigation of irregularities;

-Preparing reports and making recommendations regarding discipline and termination;
-Overseeing the refresher training program to ensure compliance and effectiveness;

-Overseeing guard program logistics including, e.g., explosive detection and x-ray equipment;
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-Acting as a point of contact with the RSO/Security Coordinator on operational guard force
matters; and,
-Be alicensed driver.

H.5.3 Supervisor

Supervisor shall have successfully completed high school and been issued a completion
certificate; shall have one (1) year of university or five (5) years of police, similar military or
security, or local guard force management experience. Desirable, yet not mandatory,
qualifications include advanced security training. In addition, Supervisor shall meet the
following qualifications:

-English Language S2/R2 proficiency

-Have experience managing security staff;,

-Have military, police or private security experience;

-Be proficient in all areas of physical security and access control,

-Be trained in the use of physical methods of control and restraint;

-Be experienced in basic communications and radio use/procedures; and,

-Possess a driver's license.

The Supervisor shall be required to perform supervisory duties that may include all or part of the
responsibilities set forth below:

-Supervising the guard force;

-Conducting inspections of guards and guard posts;

-Investigating irregularities or incidents;

-Supervising special function teams, such as mobile patrol units;

-Preparing reports and making recommendations regarding the discipline and termination
actions;

-Providing on-the-job training of subordinates;

-Deploying guards for a shift or at a facility per RSO/GFC instructions; and,

-Acting as a point of contact with the RSO or his/her designate on operational guard force
matters.

H.5.4 Senior Guard

The Senior Guard shall have successfully completed a 9™ grade education and been issued a
completion certificate and shall have three (3) years of police, similar military or security, or
local guard force management experience; OR Senior Guard shall have successfully completed a
6" grade education and been issued a completion certificate and shall have five (5) years of
police, similar military or security, or local guard force management experience. The Senior
Guard shall be required to perform duties that may include all or part of the responsibilities set
forth below:

-Supervision of access control points and special function teams such as mobile patrol units;
-On-the-job training of subordinates;

-Performing duties requiring special skills or increased responsibilities other than supervision;
and,

-See Exhibit A for English speaking/reading level required.

H.5.5 Guard
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The Guard shall have successfully completed a 6™ grade education and been issued a completion
certificate. The Guard shall be required to perform all or part of the responsibilities set forth
below:

-See Exhibit A for English speaking/reading level required.

-Performing security duties at fixed or walking posts;

-Performing access control duties to limit entry to authorized personnel or visitors; and,
-Operating of walk-through metal detectors, hand-held metal detectors, electronic hydraulic
barriers, and special monitoring devices.

H.5.6 Guard/Driver

The Guard/Driver shall have successfully completed a 6™ grade education and been issued a
completion certificate; must have a minimum of three (3) years driving experience; must possess
a valid driver's license and good vision. The Guard/Driver must attend a Contractor-
administered driving training and safety program and must attain a “satisfactory' performance
during practical examination prior to assuming Guard/Driver duties. The Guard/Driver shall be
required to perform all or part of the responsibilities set forth below:

-See Exhibit A for English speaking/reading level required.

-Observing a specific area for suspicious persons, vehicles, and activities;

-Recording and reporting observations;

-Questioning persons;

-Calling for police support;

-Responding to calls for assistance; and,

-Demonstrating competent driving skills under normal and high-stress circumstances.

H.5.7 CAMS Dispatcher

The CAMS Dispatcher shall monitor and control the Local Guard Command Center, which
includes the CAMS systems, mobile patrol units, and is the first point of contact for all
emergencies on or off compound. The CAMS Dispatcher shall have at least a 9™ grade
education and been issued a completion certificate, OR a 6™ grade education (and been issued a
completion certificate) with 5 years experience in a similar type of work.

The CAMS Dispatcher shall have

-Ability to operate the CAMS Computer system;

-Understands operational methods of all guard force units and zones for response;
-English Language of S3/R3 proficiency;

-Maintains professional demeanor under high stress circumstances; and,

-Be experienced in basic communications and radio use/procedures

Duties include:

-Monitoring all residential alarm activation;

-Provide interpretation and translation services in emergencies;

-Dispatches mobile units and Embassy compound guards to respond to alarms and other
emergencies;

-Acts as the communications link with all Embassy security elements;

-Acts as the first point of contact for Embassy personnel in emergency situations;
-Answers the Embassy phone lines after hours;

-Calls for police, fire and/or medical support;
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-Creates incident reports and updates all access rosters;

H.5.8 Surveillance Detection (SD) Supervisor-OPTIONAL

The SD team Supervisor is a contract employee whose duty is to command and supervise the SD
Specialists under the direction of the SD Coordinator and COR. The SD Supervisor shall have
completed high school and been issued a completion certificate and shall have five (5) years of
police, similar military, security, or supervisory experience under the Embassy contract and may
be responsible for:

-Changes to orders;

-Deployment of Specialists in coordination with the SD Coordinator and RSO

-Weekly scheduling;

-Reviews reports from Surveillance Detection Specialists for completeness and accuracy;,
-Conducting inspections, investigating irregularities;

-Making recommendations regarding discipline and termination actions;

-Report any suspicious activity;

-Must have technical competency to include ability to operate digital cameras, video cameras,
and other electronic equipment;

-Vision correctable to 20/20 with eye glasses provided by the Contractor;

-Report any findings, make oral and written reports;

-Cellular telephone operation function to provide the communication link between the SD unit
supervisors and SD team members;

-Overseeing logistical aspects; and

-Acting as point of contact with the RSO on operational SD Specialist matters.

H.5.9 Surveillance Detection (SD) Specialist-OPTIONAL

The SD Specialist is a contractor' s employee whose duty is to observe and report unusual or
suspicious activities directed toward the American Embassy or its personnel. The SD Specialist
shall have a 9™ grade education and been issued a completion certificate. The Specialist shall
have vision correctable to 20/20 with eye glasses provided by the Contractor.

Major Duties and Responsibilities: All SD Specialists shall be able to operate all special
equipment after relevant training. SD Specialist duties may include:

-Conducts Surveillance Detection within an assigned area

-Identifies suspicious activity or possible surveillance

-Report findings, makes oral or written reports of findings to the responsible supervisory security
personnel.

-Provides other surveillance services as assigned

-Cellular telephone operation function to provide the communication link between the SD unit
supervisors and SD team members; and,

-Operations clerk function to perform administrative operations for the SD unit.

H.6 KEY PERSONNEL
The Contractor shall assign the following key personnel to this contract:

Position/Function Name
Project Manager
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Guard Force Commander

During the first 90 days of performance, the Contractor shall make no substitutions of key
personnel unless the substitution is required due to illness, death, or termination of employment.
The Contractor shall notify the Contracting Officer within 15 calendar days after the occurrence
of any of these events and provide the information required below to the Contracting Officer at
least 15 days before making any permanent substitutions.

After the first 90 days of performance, the Contractor may substitute a key person if the
Contractor determines that it is necessary. The Contractor shall notify the CO/COR of the
proposed action immediately. Prior to making the substitution, the Contractor shall provide the
following required information to the CO/COR:

1) The Contractor shall provide a detailed explanation of the circumstances requiring the
proposed substitution, a complete resume for the proposed substitute, and any additional
information requested by the Contracting Officer.

2) The proposed substitute shall possess qualifications comparable to the original key
person and meet the minimum standards set forth in the contract.

3) The CO will notify the Contractor of its approval or disapproval of the substitution within
15 calendar days after receiving the required information.

The Government will modify the contract to reflect any changes in key personnel.
H.7 TRAINING REQUIREMENTS

The types of training required for this contract are basic training; firearms qualification; annual
refresher training; GEMS training; explosive detection and X-ray training ; chemical and/or
biological awareness and countermeasures training, and safe-driving training.

The Contractor shall develop a Training Program that addresses each course, instructor(s)
qualifications, measures the effectiveness of training (i.e. methods to test guards' understanding
of instruction/level of proficiency), proposed training facilities, training aids to be used by the
Contractor and what type of remedial training will be given for guards that fail to demonstrate
the requisite level of proficiency. The Contractor shall maintain employee-training records to
document the training each employee receives. These records shall be part of the files required
and shall be available for review by the COR upon request.

H.7.1 Basic Training

The training requirements listed below apply to all employees assigned to a position listed in
Section J, Exhibit A. Before assigning an employee, the Contractor shall have the employee
satisfactorily complete a program of basic training approved by the COR. This program shall be
a minimum of 80 hours and include the activities listed below. An additional 40 hours of
firearms training is required since this contract requires firearms. This Basic Training
requirement does not apply to employees who have already completed the training. All costs of
basic training, including labor, are the responsibility of the Contractor.
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Orientation: Introduction to the training program, training objectives, the role of the guard
force in the Mission Security Plan. The post Regional Security Officer (RSO) shall
participate in this block of instruction.

U.S. Government Assets: Description of U.S. assets to be protected, including name,
location, and function. The RSO shall provide this information.

Local Law and the Power of Arrest: The powers and legal limitations of the guard to use
force and arrest offenders, and the relationship of the guard force to the host government
security forces.

Terrorism and Criminality: Description of the nature of the threat to U.S. assets, with
examples.

Fires and Explosions: Description of the threat to assets of fire and explosions, with
examples.

Mission Emergency Plans: Role of the guard force in cases of fire, explosions, bomb search
and building evacuation. The RSO shall provide this information.

Physical Security Measures Employed by the Mission: Description of the access control
systems employed, including alarms used (anti-intrusion and fire).

Basic Guard Duties: General description of guard actions for protection of facilities and
residences. Denial of access to unauthorized persons, preparation and maintenance of guard
force records, logs, and reports.

Guard Force Communications: Procedures to be used in case of incident; notification of
others; use of radio equipment.

General Orders and Post Orders: Details of Exhibit B. Emphasis on guard responsibilities,
conduct, and penalties for violating orders.

Maintenance of Post Logs and Preparation of Incident Reports: Procedures for preparing
daily logs and official incident reports.

Unarmed Defense and Restraint of Disorderly Persons: Procedures for defending against
physical attack; procedures for restraining others; guidance on the use of force.

The Use of Personal Equipment: Procedures for the use of the baton, handcuffs, and Mace,
as applicable.

Use of Deadly Force: Review of the guidelines contained in Exhibit J (Policy on use of
deadly force).

Access Control Equipment Use and Procedures: Use of electronic body and package search
equipment; body search manually; vehicle search and building search for suspected bombs;
visitor control systems, including badge issuance and control. (Training shall include general
coverage of this subject for all guard personnel, with special hands-on training for those with
access control duties.)

Observation Techniques: Use of observation techniques for static guards, mobile patrol
units, and foot patrols to identify, report and record suspicious acts and persons, with special
emphasis on surveillance detection techniques for all guards.

Dealing with Government Employees and the General Public: Procedures to be used when
conversing with Government employees and the general public; actions to be taken when
confronted by hostile individuals and mentally disturbed persons.

First Aid/CPR: Dealing with medical emergencies at the scene of an injury or illness.
WMD Awareness and Counter Measures Briefing: Description of equipment usage. The RSO shall
provide this training.
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H.7.2 Annual Refresher Training

The Contractor shall have each employee successfully complete at least 16 hours of annual
refresher training, which may include an overview of all or some of the elements of the basic
training course (e.g. U.S. Government Assets, Local Law and the Power of Arrest, Use of Force,
Terrorism and Criminality, Fires and Explosives, Mission Emergency Plans, Physical Security
Measures, Basic Guard Duties, etc.). The Contractor shall submit to the COR a refresher course
outline within 90 days following the issuance of the Notice-to-Proceed (Subparagraph F.2) and
update quarterly or more frequently as required by the COR. The course outline shall
specifically address the refresher training requirements the Contractor deems important for the
current local guard staff.

The Contractor shall not provide services of employees unless they are certified on all required
training. The training shall include any new material affecting the performance of local guard
force duties, recertification in CPR, and refresher training in first aid. All costs of refresher
training, including labor, are the responsibility of the Contractor. Upon completion of annual
refresher training the Contractor shall notify the COR which guards have completed the required
training.

H.7.3 FIREARMS TRAINING

Firearms training requirements apply to all employees assigned to an armed guard post listed in
Section J, Exhibit A. The contractor shall maintain employee-training records to document the
training each employee receives. These records shall be part of the contractor's administrative
files (see C.54.2). The Contactor shall act in accordance with any firearms training
requirements mandated by host country law. The Government reserves the right to monitor all
firearms training conducted by the contractor.

H.7.3.1 Certified Firearms Instructor

All firearms training conducted by the contractor shall be performed under the direction of
certified Firearms Instructor(s). The Firearms Instructor(s) shall be of a qualification level
necessary to provide firearms instruction for the weapons described in Exhibit E. The Contractor
shall provide proof of the instructor's certification to the COR prior to conducting firearm
training.

H.7.3.2 Firearms Training

Basic Firearms Training shall be a minimum of 40 hours of training, and semi-annual refresher
training and qualifications shall be eight hours. This training shall be conducted in both a
classroom environment and at a suitable firing range. A syllabus for training must be submitted
and approved by the COR prior to commencement of training, and the COR has the right to be
present during any or all stages of training. Firearm training shall address the weapons described
in Exhibit E.
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The contractor shall furnish all necessary materials for the training including classrooms, firing
range, targets, ammunition, weapons, and any other miscellaneous supplies and equipment. This
program shall include the following activities:

-Classroom instruction shall include weapon nomenclature (to include safety features), safe
weapon handling and proper marksmanship techniques for the firearms described in Section J,
Exhibit E. Strict instruction shall be provided regarding the host country laws and regulations
that pertain to the carrying and use of weapons; the Section J, Exhibit B, General Orders and
Post Orders; Exhibit G, Firearm Qualification Standard; and Section J, Exhibit J, Policy on Use
of Deadly Force.

-Firing Range training shall include hands-on familiarization with the proper use of the weapon,
firing positions, firing, speed reloading, firearm safety, cleaning and maintenance of the firearm.
This aspect of the firearm training shall include familiarization firing of the weapon to ensure the
guard can successfully qualify with the assigned weapon(s) (see Exhibit D for required rounds of
ammunition).

The Basic Firearms Training requirement does not apply to employees who have been hired
under the right of first refusal of employment clause found at Section I, provided the employees
satisfactorily completed basic firearm training substantially the same as described above. Such
employees must have satisfactorily previously completed the Basic Firearms Training and
documentation of the satisfactory completion of basic firearms training course shall be subject to
the review and approval by the COR.

H.7.3.3 Weapon Certification

All Contractor employees who must be armed in the performance of their duties shall be
qualified using the qualification standards described in Section J, Exhibit G prior to assignment
to an armed guard post under this contract. Armed Contractor employees shall re-qualify semi-
annually thereafter. The Contractor shall have the employees satisfactorily complete both the
firearms training and achieve qualification standards at the Contractor's expense. Copies of
initial qualification and annual requalification scores must be submitted to the RSO and included
in each of the appropriate contractor's personnel files.

H.7.3.4 Firing Range

The Contractor shall be responsible for procuring/providing a safe firing range for instructional
purposes. Range use proposals should be discussed and an inspection of the facility made by the
COR or his/her delegate prior to the use of any facility to ensure the firing range is adequate to
handle the weapons described in Exhibit E, and has adequate space allowances for an instruction
area, and that Contractor transportation is available for transporting the guards to and from the
firing range.

H.7.4 GEMS Training
The Contractor, at its own expense, shall provide each supervisor and any other employee using

GEMS with training in the proper use, maintenance, replacement and support of the system to
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ensure continuous operation of the system. For these employees, GEMS training shall also be
part of their annual refresher training. The Contractor is responsible for ensuring the correct use
of the GEMS reader, for the integrity of the system, ensuring supervisors scan all GEMS points
for the route, and ensuring the data is properly entered into the computer.

H 7.5 CAMS Training

The Government will provide employees monitoring CAMS with training in its proper use and
maintenance to ensure continuous operation of the system. For these employees, CAMS
training shall also be part of their annual refresher training provided by the Contractor. The
Contractor is responsible for ensuring the correct use of the CAMS system. The contractor shall
maintain employee-training records to document the CAMS training. These records shall be
part of the contractor' s administrative files (see paragraph C.5.4.2).

H.7.6 Explosive Detectors, Metal Detectors and/or X-Ray Inspection Equipment Operator
Training

The Government will provide the Contractor with training for the explosive detector equipment
and system operation (see paragraph C.5.4.3) for a maximum of five (5) hours per year. Training
shall cover equipment operation, operator maintenance, log book procedures, and alarm
resolution guidance.

The Government will provide the Contractor with training for the metal detectors and x-ray
inspection equipment for a maximum of two (2) hours annually. Training for the metal detectors
and x-ray equipment will cover equipment operation and hazardous device recognition.

H.7.7 WMD Awareness and Counter Measures Briefing

The Government will provide an initial briefing about chemical and/or biological awareness and
countermeasures to the Contractor guard supervisory staff or local guard trainer. The Contractor
may use the materials provided in the Government briefing for the initial or recertification
training of the guard force or to develop their own curriculum which would need to be submitted
to the COR for review and approval prior to the commencement of the Contractor-provided
training sessions. For all guards assigned to the contract, an annual Chemical/Biological
Awareness and Countermeasures briefing will be included as part of the mandated 16 hours of
annual refresher training.

H.7.8 Closed Circuit Television (CCTV) Operator Training

RESERVED

H.7.10 Safe Driving Program

The Contractor shall maintain a COR approved safe driving program and annual refresher course
for all contract employees required to operate a motor vehicle as part of their
duties/responsibilities. The program will include both preventative and remedial measures to
promote safe driving. Preventative measures will include:
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-Restricting selection of drivers to those with satisfactory driving records;
-Ongoing driver safety awareness training;
-Special driver's training for adverse weather/road conditions prevalent in the region where the
contract is executed;
-Mandatory use of seat belts at all times — driver and passenger(s);
-Prohibition against driving while using any substance that impairs:
Sound judgment
Visual acuity
Motor skills
-Prohibition against using a cell phone in any way while driving;
-Limiting the number of hours driving without a break; and,
-Limiting maximum number of hours driving.

Remedial measures will include:

-After action reviews for any accident involving a contract employee working for the US
Mission;

-Mandatory driver safety re-training for any Contractor employee involved in an accident and
determined to be at fault.

H.8 AUTHORITY AND JURISDICTION

Authority of the Contractor's personnel to detain and/or make arrests shall be that of private
citizens as defined by host country law.

H.9 LICENSES, BONDS AND PERMITS

The Contractor shall provide and pay for any official bonds and/or licenses required for the
performance of this contract.

The Contractor shall obtain all permits, licenses, and appointments required for the execution of
work under this contract at no additional cost to the Government. The Contractor shall obtain
these permits, licenses, and appointments in compliance with host country laws. Failure to be
fully licensed by date planned for commencement of contract performance may result in contract
termination. The Contractor shall be responsible for application, justification, fees, and
certifications for any licenses required by the host government. Once the contract is awarded,
the Embassy may assist the Contractor to obtain permits and licenses as necessary. The
Contractor shall request any assistance in writing to the CO.

Contractor shall be solely responsible for maintaining all the required terms of any host country
labor law and security service law.

H.9.1 Duty Free Entry Permits - RESERVED

H.10 VEHICLES

The Contractor shall provide all vehicles necessary for the performance of this contract. The
Contractor shall be responsible for providing new 4-door, 4X4 air-conditioned SUV vehicles at
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the start of contract performance period. During contract performance any vehicle exceeding
200,000 kilometers shall be replaced at no additional cost to the government. Contractor
employees who operate vehicles in performance of this contract shall be properly licensed to
operate such vehicles. All operators shall have maintained a good operating record during the
preceding five (5) years and maintain that record during all periods of performance of this
contract. The Contractor will have proper insurance to operate in the host country and will not
operate vehicles without proper licenses and insurance.

The Contractor shall keep all vehicles in safe operating condition at all times with a valid safety
inspection sticker attached if required by local law. The Contractor shall further provide the
following:

e insurance premiums and deductibles

e costs of fuel, oil, and lubricants

e routine and special maintenance

e care and cleaning

The Contractor shall provide a price to the Government for vehicle operation as provided for in
Section B. The Contractor shall take into account the residual value and only charge the
Government for prorated cost applicable to this contract.

H.11 WEAPONS

Section J, Exhibit A identifies the posts manned by armed guards. Section J, Exhibit D lists the
types and quantities of weapons, ammunition, ancillary supplies and equipment to be furnished
by the Contractor. Section J, Exhibit E lists the types and quantities of equipment to be
furnished by the Government. Guards shall only use the weapons described in Section J, Exhibit
D and they are prohibited from carrying or using any other firearms in performance of this
contract.

The weapons used by the guards will be legally registered to the Contractor. In addition,
weapons will be individually issued to those guards who will use them. An armed guard is
subject to Peruvian law regarding the proper use of a firearm. If an incident occurs, the guards
involved can be subject to an investigation and prosecution by Peruvian authorities.

H.11.1 ARMED PERSONNEL

The Contracting Officers Representative (COR) shall approve in advance contractor personnel
who shall be armed. Prior to requesting approval, the Contractor shall, at the Contractor's
expense, have the employee satisfactorily complete Basic Firearm Training and qualify with the
weapons as described in H.7.3. The contractor shall ensure all armed personnel are and remain
properly licensed in accordance with local law. Under no circumstances shall a guard carry or
handle a firearm if not properly licensed or if the individual has not completed the required
firearm training. An armed guard will work a maximum shift of 12 hours (Supervisor labor
category a maximum of 8 hours) in order to remain alert and attentive to his/her duties.
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H.11.2 WEAPON CONTROL

The contractor is required to issue weapons to guards prior to each posting, assuring that all
weapons are clean and serviceable, and that each weapon is loaded with the appropriate type and
amount of ammunition. The contractor shall have an accountability program in place to account
for weapons at all times. The contractor shall provide and utilize a proper weapons storage
container and location approved by the COR. The Contractor shall provide containers or
cabinets that must meet applicable laws and regulations for the storage of weapons and
ammunition.

H.11.3 WEAPON MAINTENANCE

The contractor is responsible for providing all cleaning supplies and for cleaning the weapon.
Weapons shall be cleaned weekly at the contractor's headquarters, and the contractor will
maintain a log listing weapon make, model, serial number and the date on which it was cleaned.

H.11.4 FIREARMS MISUSE

The misuse, mishandling, or negligent discharge of any weapon by a contractor employee may
result in the requirement that the contractor, at COR direction, immediately remove the
individual from any further services provided under this contract. See also Exhibit C.

H.12 PERSONAL INJURY, PROPERTY LOSS OR DAMAGE (Liability)

The Contractor assumes absolute responsibility and liability for any and all personal injuries or
death and property damage or losses suffered due to:

1) Negligence of the Contractor's personnel in the performance of this contract; or
2) Any cause arising from accidental, careless or irresponsible discharge of any firearms
assigned to the Contractor's personnel.

The Contractor's assumption of absolute liability is independent of any insurance policies.

H.12.1 Insurance

The Contractor, at its own expense, shall provide and maintain during the entire period of
performance of this contract whatever insurance is legally required by the host country regarding
labor laws and special regulatory laws for security companies and their employees. The
Contractor shall carry the following minimum insurance:

Automobile Insurance-(SOAT) Personal injuries for all persons involved in a car accident
including pedestrians:

Coverage:
-Medical treatment expenses: up to 5 UITs

-Temporal disability: up to 1 UIT
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-Permanent disability: up to 4 UITs
-Death: up to 4 UITs
-Burial expenses: up to 1 UIT

[UIT (Unidad Impositiva Tributaria):= Soles/3,600 per UIT. Tax Unit is a reference value used
in the tax rules to determine a tax base, deductions and other aspect of taxes that the legislature
may deem appropriate. ]

SOAT (Seguro Obligataorio de Accidentes de Transito) is mandatory insurance of traffic
accidents.

Vehicle Insurance (Property damage) — Up to CIF price of vehicle per occurrence
|CIF (Cost, Insurance, Freight) price invoiced or quoted by a seller, which includes insurance
and all other charges up to the named port of destination.]

Social Security

Personal injuries insurance that includes accidental death

Life insurance — 42 percent of the monthly salary times 12 months
General Liability - $50,000

Dishonesty Insurance (theft against Embassy and/or employees) - $5,000

Private security companies are obligated to hold a Life and Accident Insurance Policy to
safeguard the physical integrity of operating personnel, resulting from its activities, with
coverage for accidental death, total and permanent disability, with a minimum of (US$50,000)
fifty thousand dollars of the United States of America; and medical insurance, with a minimum
of (US$20,000) twenty thousand dollars of the United States by event.

Employer's Liability

___ Statutory

_ X _Asrequired by host country law
Private Security Companies are obligated to hold a Third party liability-policy at the time of
signing a contract for the provision of private security and surveillance services.

Private Security Companies must provide proof that they have a policy of civil liability against
damage to third parties and/or users, to compensate anyone who may be harmed in the process of
services, with a minimum insured value of (US$100,000) one hundred thousand United States
dollars.

H.12.2 Workers Compensation

The Contractor shall provide workers' compensation insurance in accordance with FAR clause
52.228-3, "Worker's Compensation Insurance (Defense Base Act)" for those Contractor
employees assigned to this contract who are:
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a) Hired in the United States;
b) Residents of the United States; or
c¢) Citizens of the United States.

See also DOSAR 652.228-71, "Worker's Compensation Insurance (Defense Base Act) —
Services” and 652.228-74 “Defense Base Act Insurance Rates — Limitation (DEVIATION).”
The Contractor agrees to provide all other Contractor employees with worker's compensation
benefits as required by the laws of either the country in which the employees are working or the
employee's native country, whichever offers greater benefits, following FAR 52.228-4
“Worker' s Compensation and War-Hazard Insurance Overseas.”

H.13 VARIATION IN QUANTITY

(a) The Government reserves the right to increase or decrease the number of hours
required for each labor category of Standard Services shown in Section B.

(b) As long as the cumulative number of hours required due to increases or decreases
is not less than 75 percent or more than 125 percent of the number of hours specified for that
labor category in Section B at the time award, neither the Contractor nor the Government shall
be entitled to an adjustment of the hourly rates. The Government will modify the contract to
show any decrease or increase in the number of hours with a unilateral modification. The
contract modification may include revisions to Section B, Exhibits A and B, and any other
portion of the contract requiring revision to reflect the increase or decrease in the number of
hours.

(©) If the cumulative number of hours required as the result of any increases or
decreases is less than 75 percent or more than 125 percent of the number of hours required for
the labor category in Section B for Standard Services, the Government or the Contractor may
request adjustment of the hourly rates under the Changes clause or the Termination clause. The
allowable adjustment shall be based only on any increase or decrease in costs due to the variation
above 125 percent or below 75 percent. Requests for adjustments shall be made within 90 days
of the change in requirements that caused the hours to exceed the 25 percent variation. The
Contractor and the Government shall sign modifications adjusting the hourly rates. If an
agreement cannot be reached on the amount of the adjustment the Government shall prepare a
unilateral modification and the Contractor may assert its rights under the Changes clause or the
Termination for Convenience clause.

H.14 GOVERNMENT-FURNISHED PROPERTY
The Contractor shall physically inventory all Government-Furnished Property in its possession
at least annually or as requested by the COR. Physical inventories consist of sighting, tagging

or marking, describing, recording, reporting, and reconciling the property with written records.

The Contractor shall follow the inventory practices prescribed in FAR 52.245-1 Government
Property. The Contractor shall submit a Preliminary Inventory Report prior to the end of the
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Transition Period. Upon receiving the Notice-to-Proceed, the Contractor shall have 10 days to
re-inspect the property and issue a Final Property Report prior to acceptance.

A final inventory shall be conducted at the completion or termination of the contract as directed
by the CO. Unless approved in advance by the CO, personnel other than those who maintain the
property records or who have custody of the property shall conduct the inventory.

The Contractor shall establish and maintain a property management system that is in accordance
with FAR 52.245-1 Government Property clause. Government-furnished property, government
property, and Contractor-acquired property are all defined in FAR 45.101.

H.14.1 Pre-Inventory Meetings

The Government shall hold a pre-inventory meeting with the Contractor to discuss property
locations and review the layout of areas to be inventoried and establish an orderly movement
through locations to avoid property being overlooked. The meeting shall discuss property
condition codes used and how to apply them. The Contractor shall ensure that all property
record data remains current and accurate. The inventory process shall be conducted in
accordance with the requirements of the Foreign Affairs Handbook (FAH) 14-1 H-620, titled
Inventory Requirements for Department and Field Offices. A copy of the FAH can be provided
to the Contractor by request to the CO or COR.

H.14.2 Key Control

The Contractor shall receive, secure, issue, and account for any keys issued for access to
buildings, offices, equipment, gates, and similar controls for the purposes of this contract.
The Contractor shall not duplicate keys without the COR's approval. If the Contractor or
its agents have duplicated a key without permission of the COR, the Contractor shall
remove the individual(s) responsible from work under this contract. If the Contractor has
lost any keys used under this contract, the Contractor shall immediately notify the COR.
For lost or improperly duplicated keys, the Government shall deduct from the
Contractor' s next invoice the cost of re-keying any compromised system.

H.15 Technical Direction

a. Performance of the work hereunder shall be subject to technical instructions, whether oral or
written, issued by the Contracting Officer's Representative(s) specified in Section G of this
contract. As used herein, technical instructions are defined to include the following:
1. Directions to the Contractor which suggest pursuit of certain lines of inquiry, change
work emphasis, fill in details or otherwise serve to assist in the Contractor's
accomplishment of the Statement of Work.
2. Guidance to the Contractor which assists in the interpretation of drawings,
specifications or technical portions of work description.

b. Technical instructions must be within the general scope of work stated in the contract.
Technical instructions may not be used to:

1. Assign additional work or reduce work under the contract.
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2. Direct a change as defined in the "Changes" clause of this contract.

3. Increase or decrease the contract price or estimated contract amount (including fee), as
applicable, the level of effort, or the time required for contract performance.

4. Change any of the terms, conditions or specifications of the contract.

c. If, in the opinion of the Contractor, any technical instruction calls for effort outside the scope
of the contract or is inconsistent with this requirement, the Contractor shall notify the
Contracting Officer in writing within five working days after the receipt of any such instruction.
The Contractor shall not proceed with the work affected by the technical instruction unless and
until the Contractor is notified by the Contracting Officer that the technical instruction is within
the scope of this contract.

d. Nothing in the foregoing paragraph shall be construed to excuse the Contractor from
performing that portion of the contractual work statement which is not affected by the disputed
technical instruction.

H.16 Safeguarding of Information

The Contractor, its employees, and subcontractors shall exercise the utmost discretion in regard
to all matters relating to their duties and functions. They shall not communicate to any person
any information known to them by reason of their performance of services under this contract
which has not been made public, except in the necessary performance of their duties or upon
written authorization of the Contracting Officer.

a. All documents and records (including photographs) generated during the performance of work
under this contract shall be for the sole use of and become the exclusive property of the U.S.
Government. Furthermore, no information, article, book, pamphlet, recording, broadcast, speech,
television appearance, film or photograph concerning any aspect of work performed under this
contract shall be published or disseminated through any media (including the internet) without
the prior written authorization of the Contracting Officer.

b. These obligations do not cease upon the expiration or termination of this contract. The
Contractor shall include the substance of this provision in all contracts of employment and in all
subcontracts hereunder.

H.16.1 Restricted Distribution of Documents

a. The Contractor, its employees, and subcontractors may be provided access to documents
deemed Sensitive by the Government. Access to these documents shall be limited to members
contract team on a need to know basis. The Government may limit the number of hard copies
and prohibit electronic copies of such Sensitive documents. These documents shall be used on
this contract only and shall not be used on any other contract or given or sold to another
company person(s) or entity.

b. The Contractor, its employees, and subcontractors shall exercise the utmost discretion in
regard to all matters relating to these documents. They shall not communicate to any person any
information known to them because of their access to the above referenced documents. These
documents are for use on this contract and are the exclusive property of the U.S. Government.
Furthermore, no information, article, book, pamphlet, recording, broadcast, speech, television
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appearance, film or photograph concerning any aspect of these documents shall be copied,
reproduced, published or disseminated through any media or the internet.

c. The above does not cease upon submission of the contractor's proposal, notice of being an
unsuccessful offeror, or the expiration or termination of the contract which is the result of this
solicitation. The Contractor shall include the substance of this provision in all contracts of
employment and in all subcontracts hereunder.

d. The documents referenced in this section shall be stored in a separate locked, secured
container.

e. Within 20 days of the expiration or termination of this contract, the above referenced
documents shall be returned to the Department of State, Bureau of Diplomatic Security, Office of
Overseas Protection, SA-20, 16" Floor, 1801 N. Lynn Street, Arlington, VA 22209. ATTN:
Chief, Contracts Support Branch. The package shall reference the contract number as indicated
on this document. Furthermore, the Contractor shall certify it has not made any copies or
distributed this information to any person or entity.

H.16.2 Media Relations

The Contractor shall advise all employees and subcontractors of its established policy and
guidelines for dealing with media, press and other inquiries about the company's customers,
business, and other information deemed important and/or business sensitive. A copy of the
company's media relations policy as well as that of any subcontractor shall be provided as part of
the proposal. The Contractor shall update this document within 10 days after contract award. The
Contractor shall provide a copy of their media policy to the CO and COR anytime it changes.

H.17 Standards of Conduct

The Contractor shall maintain satisfactory standards of employee and subcontractor competency,
conduct, cleanliness, appearance, and integrity. The Contractor shall take any necessary
disciplinary action for its employees and subcontractors. Each Contractor employee is expected
to adhere to standards of conduct that reflect credit on themselves, their employer, and the
United States Government. Guards must at all times use politeness and courtesy when dealing
with visitors to the Government's offices and residences.

The Contractor shall notify the COR of proposed disciplinary actions 24 hours in advance.

In addition, the Government reserves the right to direct the Contractor to remove an employee or
subcontractor from the work site for failure to comply with the standards of conduct. The
Contractor shall immediately replace such an employee or subcontractor to maintain continuity
of services at no additional cost to the Government. Additional standard of conduct provisions
can be found at Exhibit B.

H.18 POST-AWARD CONFERENCE

Approximately 10 calendar days after contract award, the Government will hold a post-award
conference. The Government will provide the location, date, and time of the conference when
the contract is awarded. At the beginning of this conference, the Contractor shall present a
detailed transition plan.
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DOSAR 652.204-70
DEPARTMENT OF STATE IDENTIFICATION CARD PROCEDURES (MAY 11)

(a) The Contractor shall comply with the Department of State (DOS) Personal Identification
Card Issuance Procedures for all employees performing under this contract who require frequent
and continuing access to DOS facilities, or information systems. The Contractor shall insert this
clause in all subcontracts when the subcontractor' s employees will require frequent and
continuing access to DOS facilities, or information systems.

(b) The DOS Personal Identification Card Issuance Procedures may be accessed at

bt /hwww state govim/dalralrpt/e 21664 him.
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SECTION I - CONTRACT CLAUSES

CLAUSES INCORPORATED BY REFERENCE

52.202-1
52.203-3
52.203-5
52.203-6

52.203-7
52.203-8

52.203-10
52.203-12
52.204-4

52.204-7
52.204-9

52.209-6

52.215-2
52.215-8
52.216-7
52.216-29

52.222-19

52.224-1
52.224-2
52.225-13
52.225-14

52.228-3
52.228-4
52.228-5
52.229-6

52.232-1
52.232-7

DEFINITIONS (JUL 2004)

GRATUITIES (APR 1984)

COVENANT AGAINST CONTINGENT FEES (APR 1984)

RESTRICTIONS ON SUBCONTRACTOR SALES TO THE GOVERNMENT
(SEP 2006)

ANTI-KICKBACK PROCEDURES (OCT 2010)

CANCELLATION, RESCISSION, AND RECOVERY OF FUNDS FOR
ILLEGAL OR IMPROPER ACTIVITY (JAN 1997)

PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER ACTIVITY
(JAN 1997)

LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL
TRANSACTIONS (OCT 2010)

PRINTING/COPYING DOUBLE-SIDED ON RECYCLED PAPER (MAY
2011)

CENTRAL CONTRACTOR REGISTRATION (APR 2008)

PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL
(JAN 2011)

PROTECTING THE GOVERNMENT' S INTEREST WHEN
SUBCONTRACTING WITH CONTRACTORS DEBARRED, SUSPENDED,
OR PROPOSED FOR DEBARMENT (DEC 2010)

AUDIT AND RECORDS — NEGOTIATION (OCT 2010)

ORDER OF PRECEDENCE -UNIFORM CONTRACT FORMAT (OCT 1997)
ALLOWABLE COST AND PAYMENT (JUN 2011)
TIME-AND-MATERIALS/LABOR-HOUR PROPOSAL REQUIREMENTS —
NON-COMMERCIAL ITEM ACQUISITION WITH ADEQUATE PRICE
COMPETITION (FEB 2007)

CHILD LABOR — COOPERATION WITH AUTHORITIES AND REMEDIES
(JUL 2010)

PRIVACY ACT NOTIFICATION (APR 1984)

PRIVACY ACT (APR 1984)

RESTRICTIONS ON CERTAIN FOREIGN PURCHASES (JUN 2008)
INCONSISTENCY BETWEEN ENGLISH VERSION AND TRANSLATION
OF CONTRACT (FEB 2000)

WORKERS' COMPENSATION INSURANCE (DEFENSE BASE ACT) (APR
1984)

WORKERS' COMPENSATION AND WAR-HAZARD INSURANCE
OVERSEAS (APR 1984)

INSURANCE - WORK ON A GOVERNMENT INSTALLATION (JAN 1997)
TAXES - FOREIGN FIXED PRICE CONTRACTS (JUN 2003)

PAYMENTS (APR 1984)

PAYMENTS UNDER TIME-AND-MATERIALS AND LABOR-HOUR
CONTRACTS (FEB 2007)
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52.232-8 DISCOUNTS FOR PROMPT PAYMENT (FEB 2002)

52.232-11  EXTRAS (APR 1984)

52.232-17  INTEREST (OCT 2010)

52.232-24  PROHIBITION OF ASSIGNMENT OF CLAIMS (JAN 1986)

52.232-25  PROMPT PAYMENT (OCT 2008)

52.232-33  PAYMENT BY ELECTRONIC FUNDS TRANSFER—CENTRAL
CONTRACTOR REGISTRATION (OCT 2003)

52.233-1 DISPUTES (JUL 2002) ALTERNATE I (DEC 1991)

52.233-3 PROTEST AFTER AWARD (AUG 1996) ALTERNATE I (JUN 1985)

52.233-4 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM (OCT 2004)

52.237-2  PROTECTION OF GOVERNMENT BUILDINGS, EQUIPMENT, AND
VEGETATION (APR 1984)

52.242-13  BANKRUPTCY (JUL 1995)

52.243-1 CHANGES--FIXED PRICE (AUG 1987) - ALTERNATE II (APR 1984)

52.243-2 CHANGES—COST-REIMBURSEMENT (AUG 1987)

52.243-3 CHANGES - TIME AND MATERIALS OR LABOR HOURS (SEP 2000)

52.244-6 SUBCONTRACTS FOR COMMERCIAL ITEMS (DEC 2010)

52.245-1 GOVERNMENT PROPERTY (AUG 2010)

52.245-2 GOVERNMENT PROPERTY INSTALLATION OPERATIONS SERVICES
(AUG 2010)

52.245-9  USE AND CHARGES (AUG 2010)

52.246-25  LIMITATION OF LIABILITY - SERVICES (FEB 1997)

52.248-1 VALUE ENGINEERING (OCT 2010)

52.249-2 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED
PRICE) (MAY 2004)

52.249-6 TERMINATION (COST-REIMBURSEMENT) (SEP 1996) ALTERNATE IV
(MAY 2004)

52.249-8 DEFAULT - FIXED PRICE SUPPLY AND SERVICE (APR 1984)

52.249-14  EXCUSABLE DELAYS (APR 1984)

I.L1 TRAVEL AND SUBSISTENCE COSTS

The Government will reimburse the Contractor for travel and subsistence costs when the
Government requires the Contractor' s services outside specified contract locations. All travel
under this clause must be approved by the COR.

.2 RIGHT OF FIRST REFUSAL OF EMPLOYMENT

The Contractor shall give those guards under contract employment who are terminated as a result
of a change in Contractors the right of first refusal for employment openings under this contract

in positions for which they are qualified.

1.3 CONTRACT CHANGES

1.3.1 Temporary Changes
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The COR may orally request changes on a temporary basis to meet revised security needs.
These temporary changes shall not exceed the ceiling price in the contract for Additional or
Emergency (A&E) Services. The Government will pay for these temporary changes at the rates
stated in Section B for A&E Services. The COR shall confirm each oral request in writing
within 48 hours of the oral request. If the Contractor has not received this written confirmation
within 72 hours, the Contractor shall immediately notify the Contracting Officer.

1.3.2 Other Changes

The changes in Subparagraph 1.3.1 above shall not result in changes to Section J, Exhibit A,
because they are only temporary services. The Government will modify the contract (Exhibit A)
for any non-temporary need for location changes. If the Contractor has reason to believe that it
has been directed by the COR to perform work that is not a temporary change, the Contractor
shall immediately notify the Contracting Officer in writing.

FAR CLAUSES INCORPORATED IN FULL TEXT

FAR 52.209-9 Updates of Publicly Available Information Regarding Responsibility Matters
(JAN 2011)

(a) The Contractor shall update the information in the Federal Awardee Performance and
Integrity Information System (FAPIIS) on a semi-annual basis, throughout the life of the
contract, by posting the required information in the Central Contractor Registration database at
http://www.ccr.gov.

(b)(1) The Contractor will receive notification when the Government posts new information to
the Contractor's record.

(2) The Contractor will have an opportunity to post comments regarding information that has
been posted by the Government. The comments will be retained as long as the associated
information is retained, i.e., for a total period of 6 years. Contractor comments will remain a part
of the record unless the Contractor revises them.

(3)(1) Public requests for system information posted prior to April 15, 2011, will be handled
under Freedom of Information Act procedures, including, where appropriate, procedures
promulgated under E.O. 12600.

(1) As required by section 3010 of Public Law 111-212, all information posted in FAPIIS on or
after April 15, 2011, except past performance reviews, will be publicly available.

(End of clause)
FAR 52.217-8 Option to Extend Services (NOV 1999)
The Government may require continued performance of any services within the limits and at the

rates specified in the contract. The option clause may be exercised more than once, but the total

extension of performance hereunder shall not exceed 6 months. The Contracting Officer may
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exercise the option by written notice to the Contractor within the performance period of the
contract.

FAR 52.217-9 Option to Extend the Term of the Contract (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor
within the performance period of the contract or within 30 days after funds for the option year
become available, whichever is later.

(b) If the Government exercises this option, the extended contract shall be considered to
include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause,
shall not exceed a base year plus four option years (60 months).

FAR 52.222-20 Combating Trafficking in Persons (FEB 2009)

(a) Definitions. As used in this clause --

"Coercion" means--

(1) Threats of serious harm to or physical restraint against any person;

(2) Any scheme, plan, or pattern intended to cause a person to believe that failure to perform an
act would result in serious harm to or physical restraint against any person; or

(3) The abuse or threatened abuse of the legal process.

"Commercial sex act" means any sex act on account of which anything of value is given to or
received by any person.

"Debt bondage" means the status or condition of a debtor arising from a pledge by the debtor of
his or her personal services or of those of a person under his or her control as a security for debt,
if the value of those services as reasonably assessed is not applied toward the liquidation of the
debt or the length and nature of those services are not respectively limited and defined.

"Employee" means an employee of the Contractor directly engaged in the performance of work
under the contract who has other than a minimal impact or involvement in contract performance.

"Forced Labor" means knowingly providing or obtaining the labor or services of a person --

(1) By threats of serious harm to, or physical restraint against, that person or another person;

(2) By means of any scheme, plan, or pattern intended to cause the person to believe that, if the
person did not perform such labor or services, that person or another person would suffer serious
harm or physical restraint; or

(3) By means of the abuse or threatened abuse of law or the legal process.

"Involuntary servitude" includes a condition of servitude induced by means of --

(1) Any scheme, plan, or pattern intended to cause a person to believe that, if the person did not
enter into or continue in such conditions, that person or another person would suffer serious harm
or physical restraint; or

(2) The abuse or threatened abuse of the legal process.
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"Severe forms of trafficking in persons" means --

(1) Sex trafficking in which a commercial sex act is induced by force, fraud, or coercion, or in
which the person induced to perform such act has not attained 18 years of age; or

(2) The recruitment, harboring, transportation, provision, or obtaining of a person for labor or
services, through the use of force, fraud, or coercion for the purpose of subjection to involuntary
servitude, peonage, debt bondage, or slavery.

"Sex trafficking" means the recruitment, harboring, transportation, provision, or obtaining of a
person for the purpose of a commercial sex act.

(b) Policy. The United States Government has adopted a zero tolerance policy regarding
trafficking in persons.

Contractors and contractor employees shall not --

(1) Engage in severe forms of trafficking in persons during the period of performance of the
contract;

(2) Procure commercial sex acts during the period of performance of the contract; or

(3) Use forced labor in the performance of the contract.

(¢) Contractor requirements. The Contractor shall --

(1) Notify its employees of --

(1) The United States Government's zero tolerance policy described in paragraph (b) of this
clause; and

(i1) The actions that will be taken against employees for violations of this policy. Such actions
may include, but are not limited to, removal from the contract, reduction in benefits, or
termination of employment; and

(2) Take appropriate action, up to and including termination, against employees or
subcontractors that violate the policy in paragraph (b) of this clause.

(d) Notification. The Contractor shall inform the Contracting Officer immediately of --

(1) Any information it receives from any source (including host country law enforcement) that
alleges a Contractor employee, subcontractor, or subcontractor employee has engaged in conduct
that violates this policy; and

(2) Any actions taken against Contractor employees, subcontractors, or subcontractor employees
pursuant to this clause.

(e) Remedies. In addition to other remedies available to the Government, the Contractor's failure
to comply with the requirements of paragraphs (c), (d), or (f) of this clause may result in--

(1) Requiring the Contractor to remove a Contractor employee or employees from the
performance of the contract;

(2) Requiring the Contractor to terminate a subcontract;

(3) Suspension of contract payments;

(4) Loss of award fee, consistent with the award fee plan, for the performance period in which
the Government determined Contractor non-compliance;

(5) Termination of the contract for default or cause, in accordance with the termination clause of
this contract; or

(6) Suspension or debarment.

(f) Subcontracts. The Contractor shall include the substance of this clause, including this
paragraph (f), in all subcontracts.

(g) Mitigating Factor. The Contracting Officer may consider whether the Contractor had a
Trafficking in Persons awareness program at the time of the violation as a mitigating factor when

determining remedies.
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Additional information about Trafficking in Persons and examples of awareness programs can be
found at the website for the Department of State's Office to Monitor and Combat Trafficking in
Persons at http://www.state. gov/g/tip.

(End of clause)

FAR 52.237-3 Continuity of Services (JAN 1991)

(a) The Contractor recognizes that the services under this contract are vital to the
government and must be continued without interruption and that, upon contract expiration, a
successor, either the government or another Contractor, may continue them. The Contractor
agrees to (1) furnish phase-in training and (2) exercise its best efforts and cooperation to effect
an orderly and efficient transition to a successor.

(b) The Contractor shall, upon the contracting officer' s written notice, (1) furnish phase-in,
phase-out services for up to 90 days after this contract expires and (2) negotiate in good faith a
plan with a successor to determine the nature and extent of phase-in, phase-out services required.
The plan shall specify a training program and a date for transferring responsibilities for each
division of work described in the plan, and shall be subject to the contracting officer's approval.
The Contractor shall provide sufficient experienced personnel during the phase-in, phase-out
period to ensure that the services called for by this contract are maintained at the required level
of proficiency.

(©) The Contractor shall allow as many personnel as practicable to remain on the job to
help the successor maintain the continuity and consistency of the services required by this
contract. The Contractor also shall disclose necessary personnel records and allow the successor
to conduct on site interviews with these employees. If selected employees are agreeable to the
change, the Contractor shall release them at a mutually agreeable date and negotiate transfer of
their earned fringe benefits to the successor.

(d) The Contractor shall be reimbursed for all reasonable phase-in, phase-out costs (i.e.,
costs incurred within the agreed period after contract expiration that result from phase-in, phase-
out operations) and a fee (profit) not to exceed a pro rata portion of the fee (profit) under this
contract.

FAR 52.252-2 Clauses Incorporated by Reference (FEB 1998)
This contract incorporates one or more clauses by reference, with the same force and effect as if
they were given in full text. Upon request, the Contracting Officer will make their full text

available. Also, the full text of a clause may be accessed electronically at this/these address(es):

http/rwww aroet gov/far or, http//farsite hill af mil/search btm

*These addresses are subject to change. If the Federal Acquisition Regulation (FAR) is not
available at the locations indicated above, use the Dept. of State Acquisition Website at
htipo//wwwe statebuv. state g/ to see the link to the FAR under "References' section. The
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Contractor may also use an Internet “search engine” (e.g., Yahoo, Google, MSN, etc.) to obtain
the latest location of the most current FAR.

DEPARTMENT OF STATE ACQUISITION REGULATIONS
DOSAR 652.206-70 Competition Advocate/Ombudsman (AUG 1999)

(a) The Department of State' s Competition Advocate is responsible for assisting industry in
removing restrictive requirements from Department of State solicitations and removing barriers
to full and open competition and use of commercial items. If such a solicitation is considered
competitively restrictive or does not appear properly conducive to competition and commercial
practices, potential Offerors are encouraged to first contact the contracting office for the
respective solicitation. If concerns remain unresolved, contact the Department of State
Competition Advocate on (703) 516-1680, by fax at (703) 875-6155, or write to: U.S.
Department of State, Competition Advocate, Office of the Procurement Executive (A/OPE),
Suite 603, SA-6, Washington, DC 20522-0602.

(b) The Department of State's Acquisition Ombudsman has been appointed to hear concerns
from potential Offerors and Contractors during the pre-award and post-award phases of this
acquisition. The role of the ombudsman is not to diminish the authority of the contracting officer,
the Technical Evaluation Panel or Source Evaluation Board, or the selection official. The
purpose of the ombudsman is to facilitate the communication of concerns, issues, disagreements,
and recommendations of interested parties to the appropriate Government personnel, and work to
resolve them. When requested and appropriate, the ombudsman will maintain strict
confidentiality as to the source of the concern. The ombudsman does not participate in the
evaluation of proposals, the source selection process, or the adjudication of formal contract
disputes. Interested parties are invited to contact the contracting activity ombudsman, Lisa L.
Million, at 703-875-5230. For an American Embassy or overseas post, refer to the numbers
below for the Department Acquisition Ombudsman. Concerns, issues, disagreements, and
recommendations which cannot be resolved at a contracting activity level may be referred to the
Department of State Acquisition Ombudsman at (703) 516-1680, by fax at (703) 875-6155, or
write to: Department of State, Acquisition Ombudsman, Office of the Procurement Executive
(A/OPE), Suite 603, SA-6, Washington, DC 20522-0602.

DOSAR 652.225-71 Section 8(a) of the Export Administration Act of 1979, as Amended
(AUG 1999)

(a) Section 8(a) of the U.S. Export Administration Act of 1979, as amended (50 U.S.C.
2407(a)), prohibits compliance by U.S. persons with any boycott fostered by a foreign country
against a country which is friendly to the United States and which is not itself the object of any
form of boycott pursuant to United States law or regulation. The Boycott of Israel by Arab
League countries is such a boycott, and therefore, the following actions, if taken with intent to
comply with, further, or support the Arab League Boycott of Israel, are prohibited activities
under the Export Administration Act:
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(1) Refusing, or requiring any U.S. person to refuse to do business with or in Israel, with
any Israeli business concern, or with any national or resident of Israel, or with any other person,
pursuant to an agreement of, or a request from or on behalf of a boycotting country;

(2) Refusing, or requiring any U.S. person to refuse to employ or otherwise
discriminating against any person on the basis of race, religion, sex, or national origin of that
person or of any owner, officer, director, or employee of such person;

(3) Furnishing information with respect to the race, religion, or national origin of any
U.S. person or of any owner, officer, director, or employee of such U.S. person,;

(4) Furnishing information about whether any person has, has had, or proposes to have
any business relationship (including a relationship by way of sale, purchase, legal or commercial
representation, shipping or other transport, insurance, investment, or supply) with or in the State
of Israel, with any business concern organized under the laws of the State of Israel, with any
Israeli national or resident, or with any person which is known or believed to be restricted from
having any business relationship with or in Israel;

(5) Furnishing information about whether any person is a member of, has made
contributions to, or is otherwise associated with or involved in the activities of any charitable or
fraternal organization which supports the State of Israel; and,

(6) Paying, honoring, confirming, or otherwise implementing a letter of credit which
contains any condition or requirement against doing business with the State of Israel.

(b) Under Section 8(a), the following types of activities are not forbidden [compliance with
the boycott," and are therefore exempted from Section 8(a)'s prohibitions listed in paragraphs
(a)(1)-(6) above:

(1) Complying or agreeing to comply with requirements:

(1) Prohibiting the import of goods or services from Israel or goods produced or services
provided by any business concern organized under the laws of Israel or by nationals or residents
of Israel; or,

(i1) Prohibiting the shipment of goods to Israel on a carrier of Israel, or by a route other
than that prescribed by the boycotting country or the recipient of the shipment;

(2) Complying or agreeing to comply with import and shipping document requirements
with respect to the country of origin, the name of the carrier and route of shipment, the name of
the supplier of the shipment or the name of the provider of other services, except that no
information knowingly furnished or conveyed in response to such requirements may be stated in
negative, blacklisting, or similar exclusionary terms, other than with respect to carriers or route
of shipments as may be permitted by such regulations in order to comply with precautionary
requirements protecting against war risks and confiscation;
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(3) Complying or agreeing to comply in the normal course of business with the unilateral
and specific selection by a boycotting country, or national or resident thereof, of carriers,
insurance, suppliers of services to be performed within the boycotting country or specific goods
which, in the normal course of business, are identifiable by source when imported into the
boycotting country;

(4) Complying or agreeing to comply with the export requirements of the boycotting
country relating to shipments or transshipments of exports to Israel, to any business concern of or
organized under the laws of Israel, or to any national or resident of Israel,

(5) Compliance by an individual or agreement by an individual to comply with the
immigration or passport requirements of any country with respect to such individual or any
member of such individual's family or with requests for information regarding requirements of
employment of such individual within the boycotting country; and,

(6) Compliance by a U.S. person resident in a foreign country or agreement by such
person to comply with the laws of that country with respect to his or her activities exclusively
therein, and such regulations may contain exceptions for such resident complying with the laws
or regulations of that foreign country governing imports into such country of trademarked, trade
named, or similarly specifically identifiable products, or components of products for his or her
own use, including the performance of contractual services within that country, as may be
defined by such regulations.

DOSAR 652.228-71 Worker's Compensation Insurance (Defense Base Act) — Services (JUN
2006)

(a) This clause supplements FAR 52.228-3. For the purposes of this clause, covered
Contractor employees includes the following individuals:

(1) United States citizens or residents;
(2) Individuals hired in the United States or its possessions, regardless of citizenship; and

(3) Local nationals and third country nationals where contract performance takes place in
a country where there are no local workers compensation laws.

(b) The Contractor shall procure Defense Base Act (DBA) insurance pursuant to the
terms of the contract between the Department of State and the Department's DBA insurance
carrier for covered Contractor employees, unless the Contractor has a DBA self-insurance
program approved by the Department of Labor. The Contractor shall submit a copy of the
Department of Labor's approval to the contracting officer upon contract award, if applicable.

(c) The current rate under the Department of State contract is $3.60 per $100 of
compensation for services.
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(d) The Contractor shall insert a clause substantially the same as this in all subcontracts.
The Contractor shall require that subcontractors insert a similar clause in any of their
subcontracts.

(e) Should the rates for DBA insurance coverage increase or decrease during the
performance of this contract, the contracting officer shall modify this contract accordingly.

(f) The Contractor shall demonstrate to the satisfaction of the contracting officer that the
equitable adjustment as a result of the insurance increase or decrease does not include any
reserve for such insurance. Adjustment shall not include any overhead, profit, general and
administrative expenses, etc.

(g)(1) Section 16 of the State Basic Authorities Act (22 U.S.C. 2680a), as amended,
provides that the Defense Base Act shall not apply with respect to such contracts as the Secretary
of State determines are contracts with persons employed to perform work for the Department of
State on an intermittent basis for not more than 90 days in a calendar year. Persons includes
individuals hired by companies under contract with the Department. The Procurement Executive
has the authority to issue the waivers for Contractor employees who work on an intermittent or
short-term basis.

(2) The Contractor shall submit waiver requests to the contracting officer. The request
shall contain the following information:

(1) Contract number;
(i1) Name of Contractor;

(111) Brief description of the services to be provided under the contract and country of
performance;

(iv) Name and position title of individual(s);

(v) Nationality of individual(s) (must be U.S. citizen or U.S. resident);

(vi) Dates (or timeframe) of performance at the overseas location; and,

(vit) Evidence of alternative workers' compensation coverage for these employees (e.g.,
evidence that the State workers' compensation program covers workers on short-term foreign

assignments).

(3) The contracting officer shall provide to the Contractor the original of the approved or
disapproved document and maintain a copy in the contract file.

DOSAR 652.228-74 Defense Base Act Insurance Rates - Limitation (JUN 2006)
(a) The Department of State has entered into a contract with an insurance carrier to provide

Defense Base Act (DBA) insurance to Department of State covered Contractor employees at a
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contracted rate. For the purposes of this provision, "covered Contractor employees' includes the
following individuals:

(1) United States citizens or residents;
(2) Individuals hired in the United States or its possessions, regardless of citizenship; and

(3) Local nationals and third country nationals where contract performance takes place in a
country where there are no local workers' compensation laws.

(b) In preparing the cost proposal, the bidder/offeror shall use the following rates in computing
the cost for DBA insurance:

X Services @ $3.60 per $100 of employee compensation; or
Construction @ $4.95 per $100 of employee compensation

(c) Bidders/Offerors shall compute the total compensation (direct salary plus differential, but
excluding per diem, housing allowance and other miscellaneous allowances) to be paid to
covered Contractor employees and the cost of DBA insurance in their bid/proposal using the
foregoing rate. Bidders/Offerors shall include the estimated DBA insurance costs in their
proposed fixed price or estimated cost. However, the DBA insurance costs shall be identified in a
separate line item in the bid/proposal.

DOSAR 652.229-71 Personal Property Disposition at Posts Abroad (AUG 1999)

Regulations at 22 CFR Part 136 require that U.S. Government employees and their families do
not profit personally from sales or other transactions with persons who are not themselves
entitled to exemption from import restrictions, duties, or taxes. Should the Contractor experience
importation or tax privileges in a foreign country because of its contractual relationship to the
United States Government, the Contractor shall observe the requirements of 22 CFR Part 136
and all policies, rules, and procedures issued by the chief of mission in that foreign country.

DOSAR 652.232-72 Limitation of Funds (AUG 1999)

(a) Of the total price in Section B (or the "Prices" section), only the amount stated on
the contract award document or subsequent modifications is now available for payment and
obligated under this contract. It is anticipated that from time to time, additional funds will be
obligated under the contract until the total price of the contract is obligated.

(b) The Government is not obligated to pay or reimburse the Contractor more than
the amount obligated pursuant to this clause. The Contractor agrees to perform the contract up to
the point at which the total amount paid and payable by the Government (including amounts
payable for subcontracts and settlement costs if this contract is terminated for convenience)
approximates but does not exceed the total amount obligated.

(c)(1) Itis contemplated that funds now obligated under this contract will cover
INSERT INFORMATION AT CONTRACT AWARD.
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(2)  If the Contractor considers the funds obligated under this contract to be
insufficient to cover the work to be performed until that date, or another date agreed to by
the parties, the Contractor shall notify the contracting officer in writing and indicate the
date on which it expects expended funds to approximate 75 percent of the total amount
obligated. The notice shall state the estimated amount of additional funds required to
continue performance through the date specified in paragraph (c) (1) of this clause or
another date agreed to by the parties.

(3) If, after notification is provided pursuant to paragraph (c) (2) of this
clause, additional funds are not obligated, or an earlier date than the date in paragraph (c)
(1) of this clause is not agreed to, the Contractor shall not be obligated to continue
performance under this contract (including actions under the termination clause of this
contract) beyond the funds obligated for contract performance.

(d) When additional funds are obligated from time to time for continued performance
of this contract, the contract shall be modified to increase the funds obligated and to indicate the
period of performance for which funds are applicable. The Contractor may notify the
contracting officer as provided in paragraph (c) (2) of this clause regarding any additional funds
obligated.

(e) If the Contractor incurs additional costs or is delayed in the performance of work
under this contract, solely by reason of the Government's failure to obligate additional funds in
amounts sufficient for the timely performance of this contract, an equitable adjustment may be
made to the price, or time of delivery, or both.

® This clause shall become inoperative upon obligation of funds sufficient to cover
the full price stated in the contract, except for rights and obligations then existing under this
clause.

(g)  Nothing in this clause shall affect the Government's right to terminate the contract
for convenience or default.

DOSAR 652.237-72 Observance of Legal Holidays and Administrative Leave (APR 2004)

(a) The Department of State observes the following days as holidays:

New Year's Day

Martin Luther King's Birthday
Washington's Birthday
Memorial Day

Independence Day

Labor Day

Columbus Day

Veterans Day

Thanksgiving Day

Christmas Day
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Any other day designated by Federal law, Executive Order, or Presidential Proclamation.

(b) When any such day falls on a Saturday or Sunday, the following Monday is observed.
Observance of such days by Government personnel shall not be cause for additional period of
performance or entitlement to compensation except as set forth in the contract. If the
Contractor's personnel work on a holiday, no form of holiday or other premium compensation
will be reimbursed either as a direct or indirect cost, unless authorized pursuant to an overtime
clause elsewhere in this contract.

(c) When the Department of State grants administrative leave to its Government employees,
assigned Contractor personnel in Government facilities shall also be dismissed. However, the
Contractor agrees to continue to provide sufficient personnel to perform round-the-clock
requirements of critical tasks already in operation or scheduled, and shall be guided by the
instructions issued by the contracting officer or his/her duly authorized representative.

(d) For fixed-price contracts, if services are not required or provided because the building is
closed due to inclement weather, unanticipated holidays declared by the President, failure of
Congress to appropriate funds, or similar reasons, deductions will be computed as follows:

(1) The deduction rate in dollars per day will be equal to the per month contract price divided
by 21 days per month.

(2) The deduction rate in dollars per day will be multiplied by the number of days services are
not required or provided.

(e) If administrative leave is granted to Contractor personnel as a result of conditions stipulated
in any “Excusable Delays” clause of this contract, it will be without loss to the Contractor. The
cost of salaries and wages to the Contractor for the period of any such excused absence shall be a
reimbursable item of direct cost hereunder for employees whose regular time is normally
charged, and a reimbursable item of indirect cost for employees whose time is normally charged
indirectly in accordance with the Contractor's accounting policy.

DOSAR 652.242-73 Authorization and Performance (AUG 1999) Alternate I (AUG 1999)

(a) The Contractor warrants the following:

(1) That it has obtained authorization to operate and do business in the country or
countries in which this contract will be performed, or will obtain such authorization before
performance of this contract begins;

(2) That it has obtained all necessary licenses and permits required to perform this
contract, or will obtain such licenses and permits before performance of this contract begins;

(3) That it shall comply fully with all laws, decrees, labor standards, and regulations
of said country or countries during the performance of this contract.

(b) If the party actually performing the work will be a subcontractor or joint venture
partner, then such subcontractor or joint venture partner agrees to the requirements of paragraph

(a) of this clause.
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DOSAR 652.243-70 Notices (AUG 1999)

Any notice or request relating to this contract given by either party to the other shall be in
writing. Said notice or request shall be mailed or delivered by hand to the other party at the
address provided in the schedule of the contract. The contracting officer must make all
modifications to the contract in writing.
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SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER
ATTACHMENTS

J.1 LIST OF EXHIBITS

EXHIBIT A GUARD POSTS AND SCHEDULE OF GUARD COVERAGE
EXHIBIT B GENERAL ORDERS AND POST ORDERS (Post Orders added at award)
EXHIBIT C QUALITY ASSURANCE AND SURVEILLANCE PLAN
EXHIBIT D CONTRACTOR-FURNISHED PROPERTY

EXHIBIT E GOVERNMENT FURNISHED PROPERTY

EXHIBIT F HOLIDAYS

EXHIBIT G FIREARM QUALIFICATION STANDARDS - RESERVED
EXHIBIT H SPEAKING AND READING SKILL LEVEL DESCRIPTIONS
EXHIBIT I MONTHLY INVOICE (SAMPLE) (final version provided at award)
EXHIBIT J POLICY ON USE OF DEADLY FORCE

EXHIBIT K NOMINATION LETTER

EXHIBIT L INDIVIDUAL QUALIFICATION CHECKLIST

EXHIBIT M — RESERVED, SOLICITATION ONLY

EXHIBIT N — RESERVED, SOLICITATION ONLY

EXHIBIT O CONTRACTOR CONTINGENCY PLAN (final incorporated after Post Award
Conference)

EXHIBIT P — RESERVED, SOLICITATION ONLY

EXHIBIT Q — RESERVED, SOLICITATION ONLY

EXHIBIT R SEXUAL HARRASSMENT

EXHIBIT S — RESERVED, SOLICITATION ONLY
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Date of entry 06/29/2015

Financial Specialist, U.S. Embassy Lima, Peru,

| |provided the attached Department of State COAST
Reporting Voucher Summary Reports for TORRES SOLUTIONS from 02/07/2013 to b7C DOS-OIG

The reports contain the voucher reference number, disbursement

check number and other information.
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b6 Per
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*

UNCLASSIFIED/ /Feto



U.S. Department of State

Office of Inspector General Information of Record Form

CASE NUMBER: (2015-022 Activity
Date Prep

Interview

DateMay 26, 2015
arediune 2, 2015

b6 Per
b7C DOS-0OIG

On May 26, 2015, at approximately 10:20 am, RA and FBI Supervisory Special Age
an interview of Assistant Regional Security Ofﬁceyljht US Embassy Lir
the former Contracting Officer's Representative {COR) on the Torres Advanced En
tocal guard fores t:mtract| konsented to the interview and provided the f
information

| |expl

m] |ccaraducted
a (Frobassy)| fvas

arprise Solutions (Torres)
Howing pertinant

ined that in Uima, ARSOs

rotate portfolios every six months in order to gain experiance in all programs, but] [requasted that he
absess |

[ for one year on the local guard force contract in order to better
narforming on the contract.

I:lrecaﬂed that for eight months after the contract was enacted, Torres did n
licanses, The licenses were obtained approximately three or four months ago. He
Peruvian government transitioning between agenciss responsible for issuing the

how well Torres was
b6 Per
b7C DOS-0IG

ot have the proper weapons
sated this was due to the
CENSes. caid 999 of

the ?uards did not have the licenses authaorizing them to carry a weapaon, but they still carvied weapons.

recalled specifically that for the Pucalpa region, Torres did not sven apply
and they were given monetary deductions,

¥or the necessary licenses

I:logﬁined that Torres was likely unwilling to bribe the Peruvian government tor the issuance of the

Heenses, because if they had, the weapon licenses would have been issued sooner

I:lsaid Tarres had not been licensed as a business in Peru prior to obtaining
contract with the Embassy and, tharefore, had no infrastructure to operate in coun
from not existing in Peru to handling a 250 member guard force contract,

b6 Per

b7C DOS-0IG
the tocal guard fores

try. In essence, Torres went

[ Jdentified bs the former Torres Prec%ram Manager (PM) an as the

temparary PM who worked out of the Virginia office, identified a female
guasi PM that worked in Panama but was tasked with solving problems for the Pe
identiﬁed:as the current PM was the PM with former focal guard fo

éh’aad NUasa
U location {NFD). He furthee
e contractor G4S, but was

re-hired by Totras Tor the same paosition, stated Torres was able to obtai:igthe contract due to the

company submitting a lower bid than the other offers, but they then submit chan
total contract amount,

e orders that increase the

| ljgaidl |owner of Tarres, flew put 1o the Embassy a few times,l |be§ieved thaD
made most of the business decisions and would not delegate to his staff dde to a lack of trust.

nteractions with| hvere potite and ;::rof&gsimnaij saiml_ |fc>rms«r Depuity

b7C DOS-0IG

RSO, had nigative interactions witii is currently posted in Libe Tl b6 Per
Sensitive But Unclassified WARNING
This document iv the property of the QUG and is loanel to you for official purposes aaly,

—baerErndercementSensitive ft ond ity corsents ase nat to be distributed witd

ol permission of the AR
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i rervi*ew::l May 26, 2015

b6 Per
b7C DOS-0OIG

C2015-022

I:lstataaﬁi Torres is constantly firing employees and has a lot of turnover within the local guard force.

The Tarres business office is located across the street from the Embassy. Only ong or two employees work

out of that office,

[ stated that the same Peruvian government agency that issues weapon lics
itcense and all weapon licenses are issued/registered under the business licensee.

Nses issues the business
The prior agency was called

DESCAMEC {phonetic) but was recently changed to SUCAMEC, both undet the Midistry of Interior.

DESCAMEC was Qﬁ erated by police/military and SUCAMEC is operated by civilian

attorneys. advised SUCAMEC stopped issuing licenses for some tima as a
the applicants.
Prioy i‘ci:l‘fhe COR way is currently posted in Seatt

:Isairj Torres had several attorneys, and he knew that one (NFI) had provide

weapon licensing issue, but he did not recall any namaes) belisved ¢ e
obtained from Torres en‘rpEdeeI:lm Contracting Officer

pmployees, mostly
way to axert influence over

&, WA,

d a fegal opinion on the
:_mi of the opinion could be

b6 Per

Post ‘Entef\»'isaw.:lprovid@d a Hat of his Torres points of contact,

The interview ended at approximately 11:00 am.

b7C DOS-0IG

Report Prepared By: Report Apprdved By

Robert J

Smolich

Robert Smoligh

- X N < i 3 c oy . b6 Per
Assistant Special Agent in Charge Spacial Agert in Charge BT BOS-GTE
Sensitive But Unclassified WARNING
This documen &5 the property of the OIG ond & loaneg to you far officil purpases only
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U.S. Department of State

Office of Inspector General Information of Record Form

CASE NUMBER: (2015-022 Activity

Date:May 26, 2015

Date-Pregaredilune 2, 2015

Interview

b6 Per
b7C DOS-0OIG

~—+

On May 26, 2015, at approximately 3:45 amy, RA and FBI Supervisory Special Ager Elmtewiewed
is the

Assistant Regional Security Officeq| fat U5, Embassy Lima {(Embassy

Contracting Officar’s Representative (COR} on the local guard force contract awar@ed to Torres Advanced

Enterprise Solutions (Torres), ~onsented to the interview and provided ¢
information:

& following pertinent

The following individuals have been assigned as CORs. in order.of assimnmenﬂ

I:lrecaiied Torres having issues in Peru will the issuance of weapons licensey, and axplained that it was
during the Peruvian govéernmment transition from DESCAMEC {(phonetic) to SUCAMEC. This organization is
responsible for issuing the guard idemification cards, known as carnets, and the wiapon licenses. DESCAMEC

|expiained that if 3

was replaced by SUCAMEC one year ago; SUCAMEC had stricter requiraments, bu
security company had the proper paperwork filed with DESCAMEC, it was "grandf

thered” into SUCAMEC and

compliance with new SUCAMEC procedures was not required. Torres's attorneys Randled the necessary | o o

SUCAMEC filing requirements.

b7C DOS-0IG

point of contact with Tarres is current Pragram Manager (PM]

|has bean assighed as
the PM since Spring 2014, Priortd___ |the PM wad] |Towe§sSe%anNﬁntheUSﬁif%::]

| frecalled that Torres sent Fred Meade to Peru to check up on issu

s such as radios, improper

payments to guards and contract perfarmance.,:aisa recalfed an instancatin which a PM (NFD) left

Peru for Panama and/or Argentina.

[ Jidentified ks Torres's Local Guard Force Coordinator and

ks the

Embassy's Local Guard Force Commander. He further identified Foreign Servica
[ s the SUCAMEC POC for the Embassy regarding any weapon licensing issu

The Torres business office is located across the street from the Embassy.

| |~said had not been employed by Torres in Peru since Fels
not been amployad on the Peru contract since Feb, 15, 2013,

rovided a copy of the Torres employes list dated February 2013, a SUC/
identifying what the SUCAMEC acronym stands for and a printout outlining the 84

The interview concluded at approximately 10:15 am.

tional Investigatol] |

b6 Per
b7C DOS-0OIG

014, ana|:| has

MEC wehbsite printout
CAMEC process,

Sensitive But Unclassified WARNING

Thiy dacurnent & the prapenty of the OIG and s leaniel to you for official purposes aniy
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Interview. May 26, 2015 £2015-022
b6 Per
Repost Prepared By: Report Apprdved By: b7C DOS-0IG
Robert J
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Robert Smoliph
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LLS. Department of State

Office of Inspector General Informption of Record Form
CASE NUMBER: (2015-022 Activity Pate:May 29, 2015

Date Prepiaredijune 10, 2015

Interview b6 Par
| | b7C DOS-0IG
On May 29, 2015, at approximately 11:05 a.m. RA and FBI Supervisory Special Age rtl It:onducted
an interview of former Torres Advanced Enterprise Solutions (Torres) employved [at the 3W
Marriott Hotel in Lima, Peg vas advised he was being interviewed in régards to his previous
employment with Torres. consented to be interviewed in Spanish and provided the following
pertinent information;
| fwas born ol | His cell phone number i | He currently

warks for 15eq Company. His address is] | His
amail i

waorked for Torres between Agril 2012 and March 2014, Between luly 2812 and December 2013, ha

was the Project Manager {F’Ni}.|:p_|was replaced as the PM 'byluiddl b6 Per
. b7C DOS-0IG

Torres Senior PM |foered|:|a job in the commarcial contractiside, but Torres would not
accepy |demands for a company car and a percentage of the contract velue for any new contracts
signed. Therefore, they mutually agreed to cancel his employment contract. His salary was 5,300 Peruvian
Soles per month; he received a saverance payout of 30,000 Peruvian Soles upon cpntract termination. The
payout equated to 1.5 times the salary he was due for the remainder of the contraet term. The negotiation for
the commercial position was handled by Senior | | Torres Senior PMs were in constant
tumover;lilr&calied the namas of in that role.

SUPEIVISOr was|:|whc:) worked out of the Virginia office. idéntiﬁec}:
s a Torres employee that transferred from Panama to Peru to run the Torr

5 office there,
I:lduties at Torres included coordinating with the attorneys, making vengor payments, accounting,
f:!afroﬂ, and obtaining the SUCAMEC weapon ficenses] [dentified the atforney ag| |

nd stated that as the legal represgntative name appearad on gl documents and he sighed
all %:sa%aarwc:rk as owner of the company, Hice was located in San si

o, Miraflores, Lima,
id not recall how much harged Torres for their services, butthe apined the fees were

within normal range. b6 Per
b7C DOS-0IG
identified Torres office employees| | Administrative Assistant in charge of finance
and other administrative duties] JHuman Resources;| |LNL;| |ass§stant U LNLE
and Training Instructor.

Whert asked if I:I.vas familiar with the namd ktated that he worked with] |

for approximately three months in Pery, but she was relocated to Panama in earlyi2013. :
Administrative Assistant and worked directly foy Ingram Manager.§ Both were

Sensitive But Unclassified WARNING
‘ This document is the property of the QIG ond & foanel o you for official purposes anly.
—tawrinforcement-Sensitive— 1t and its cortents are not to be distributed without permission of the AIGI
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b6 Per
b7C DOS-0IG

interview: May 29, 2015 C015-022

in Panara together, was sent to Panama to help establish Torres as a busigess there. While in Pery,

was the point of contact for the attorneys, and the point of contact for obtaining all licenses from the
Ministry of Labor, SUCAMEC, Municipality and radio iiceznses.:was able to optain the contacts by cold
calling the ministries.

I:Iacivi'sed that when he began working for Torres, the licenses were already in process and be was not
nvolved in obtaining them in Peru.f:i]did obtain the required ficenses froft municipalities but said
these were much asier to get than obtaining them from the Lima office. b6 Per

b7C DOS-OIG

|coordinated with SUCAMEC to obtain the w

apon hcenags in Peru,
described [as an older male, former military man with tots of edpeti never
witnessed talk to anyone within SUCAMEC about the licenses, but said ften satd he knew

people working for SI.JCAMEC;:ldescribedl_:las a reserved persong that mostly spoke to

and | He did recall that initially the SUCAMEC ficenses were obtained faster, {but later on were more
delayed) |recalied that Torres requested assistanca from the embassy ingxpediting the licenses, but
they were notable to help[__ Jfurther recalled that it was more difficult to bbtain the licenses once
Iilcc)ntact was No longer working for SUCAMEC.

I b6 Per

SUCAMEC was under the Ministry of Interior and the current director i BT DO

Regarding the security license fees) [managed the finances in Perg. Wheneve

needed funds, he would request the money from| | Torres maintaingd a bank account at the
Banco Continental, which was located one block from the office. | id nek know the amount charged
per license and did not witness any conversations on the topic. He recalle |often

held private conversations.

I:la‘(piained that whanever Torres needed funds, they would requast mongy fron{ |Fm&nce

Manage; in Virginia, and a wire transfer was sent. A business check made out it [weouid
s cashed. In general, the Torres employees that handlad the funds were| |
The money was maintained inside the safe in the Torres business offi

As PM,:hever pracessed any weapon ficense paperwork and said his stritegy focused on retaining
the employees so that no new guards would need to get hired and no new licensds would need to be

c ¥ b6 Per
obtained.

b7C DOS-0IG

ecalled tha was hired by Torres in March 2017 and left his job in December 2013,
believed vas fired because Torres was trying to cut down theif expenses and terminated
him when his contract was up for renewal. epiaced:land was responsible for abtaining

the weapon licerses[___— Hid not befev had a point of contact insidg SUCAMEC that could assist
with abtaining the licenses.

stated left her job with Torres in 2014, but he did not know why and has no contact with her.

heard of anyone at Torres soliciting or paying a bribe in order to obtain the Hcensgs, but said he had heard

rurnars of this occurring with bigger companies like G45, never solicited or paid a bribe when

abtaining ficenses from the municipalities. Nevertheless stated it was plossible that:Ipaid

b6 Per
Sensitive But Unclassified WARNING b7C DOS-OIG
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interview,

May 29, 2015

bribes to obtain the licenses and would not be surprised if someone from Torres ¢

them.

The interview ended at approximately L15 p.m,

Report Prepared By:

C2015-022
ad paid a bribe to obtain

b6 Per
b7C DOS-0IG

Report Appraved By:

Robert J
Smolich

Rabert Smoligh

Assistant Special Agent in Charge

Special Agentin Charge
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U.S. Department of State

Office of ;nspectnr General Information of Record Form

CASE NUMBER: (2015-022 Activity
Date Prep

Interview

DatesMay 26, 2015
aredidune 2, 2015

b6 Per
b7C DOS-0OIG

On May 26, 2015, at approximately 11:50 a.m., RA and FBI Supervisory Special Ag
an interview of| [at .S, Embassy Lima {Embaasy}.l__Lp_Iwas a

n{:lcandu cted

ised he was being

interviewed regarding his former employment with focal guard force contractor Tgrres Advanced Enterprise
Solutions (Torres) |cans‘ented 1o be interviewed in Spanish and provided the following pertinent

infarmation:

| He was previousty

emiployed with Torres between February 2012 and February 2015, Between Marc
traveled to Panama 1o conduct new guard training, His supervisorin P
fraveled to Argentina with Torres between June 2013 and February 201
Alarm Installer. The Program Manager (PM} in Argentina was

While in Pery, he was a local guard force instructor and his supervisor was PM

F1aina Wwasg

2013 and June 2013

as-a Security Instructor/

b6 Per

i b7C DOS-0IG
Prior to|:|his

supervisor was PM was fired from Torres, bui did not know the
circumstances for the termination | also identified as the former guard force
mmmander;l:i«fas fired byl bohier fwas in Peru ds the In-country manager.,
He astimated was terminated in February 2013 because between Februgey 2013 and February 2014,

was the guard force commander in Pery. Jdentified

|as a Totres

employes that traveled from Pery to Panama, ot request, to help
because too many invoices were past due, is a current Torres employe

| as the Torres employee that handled the finances in Peru. S
[was transterred to Paraguay with Torres|  Jhas since quit her

| [id not know why,

I:lstated in March E‘O‘ldl |hi’re::i a new attorney and accountant in Pery
attorney’s name dbl |LNU, but he had no further information.

In addition to[___Jrorres employees in Panamawere[________ Jand FNU]

ith time sheets and invoices
[ Jidentified
mietime int October 2012,

b with Torres, but

I:l{ecakied the

b6 Per
b7C DOS-0IG

|was in Paru but

transferred to Panama in' Decamber 2012 as the HB Assistant, While in Panama]

land

| Jlived in the same apartment, buf — ]described their relatio
as nends.

1ship as co-workers and not

recalled fhat:kraveied to Colombia Witi‘l

did not travel to

Colombia as he was no longer employed with Torres, | did not know if|

was fired or if he quit

his job.| Jwas] |replacement]| kiid not know [role in C
rautinely took care of all the paperwork needed to stand up a contract and Torres
an interpreting contract in Cotombia, Shontly after arriving in Colombia____ |
returned to Peru but would not discuss the crcumstances surrounding her depart

fombia but stated she

had recently been awarded
¥ harjob with Torres s
e withy

Sensitive But Unclassified WARNING
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b6 Per
b7C DOS-0IG

interview| |may 26, 2015 C2015-022
I:Idid not know wherg was currently working, but was aware she wa attending school.
lost all contact wit] —— Jwhed [returned to Pepifrom Arren'us:wa,l |ideﬁtified
wife's name ag] | Becauss]  lare friand leatned thmug}i |that

had been hired as the director of a hospital somewhere in the US.

Regarding weapon ficenses in Panamal_______ |stated although:ldoes not §peak Spanish, he was the
Torras employee familiar with the process and would :‘outinei% inform the office pgrsonnet of any updates.

Torres attorneys were responsible for abtaining the licenses; did not recpll the names of the
attorneys but said one male and one female attorney were assigned to work on the Torres licensing issue.
The attorneys were not able to obtain the licenses before the contract was stood gp. Since the licenses wer
not obtained, Torres began working on the contract without having the proper weapon licenses,

said he knew the attorneys tried to get the licenses for Tarres and recaiiecét assuring themthe b6 Per
attarneys knew what they were doing and that everything would be fing. Becausejthe licenses were not b7C DOS-0IG
obtained by the attorneys in a timely manner, Torres purchased Corteseg, a shell gompany that already had

the required weapon and business licenses. Purchasing Corteseg enahled Tarres § have the proper licenses

in place as required by the Em%&ct |di'd not know how much Torres paid for Corteseg or

whorn they paid the money to. said the name of the company in Pananja was Corteseglorres.

£

|:|did not have any information regardingl fneeting with thembers of the Panamanian
government to discuss the weapon licensing issue. He was aware of] [once meating with the
Panamanian metre company to discuss Torres's interest in obtaining the security dontract with the metro
company. b6 Per

b7C DOS-0IG

:ladvised he was only in Panama for four months and during that time wifnessed two or three
convarsations refated to security licenses. These conversations normally took place at the end of the manth.

| spent approximately two hours daily at the Torres office as he was usualy out in the field
conducting training. He typically arrived at the office around $:00 p.m. or 6:00 p.nd. and would leave around
7,00 p.m. Individuals that worked out of the Torres office include LN, and

[ TJassistant (NFI). recalied that[___Jauit his job with Torres aftet undergoing eye surgery,
Whed:]departed; began doing the payroll for the company.l gssistant is still employed by
Torres.

N . b6 Per
was not familiar with the names b7C DOS-0IG

|:|w:as not familiar with the process for Torres obtaining funds in Panama, but he knew that all
gxpenses were paid byl fecalied overhearing the attorney telling [ Jwhat expenses she
needed to pay,| Jexplained that the attorney's office was located next to the Torres business office,
but he did not know if Torres rented the office space from the attorneys. The expgnses the attorney advised
|__|_13E3y_ixlwciuded expanses such as official government payments, legal invoiges, business licenses, taxes,
el did not know if this included payments for weapon licenses, but redalled overhearing the
attorney once tell| fto pay the business ficense tax and the radio station ficenge foe. | iexpfained
they did this because all invoices were addressed to the attorney and they procesged all the mail] 1
naver saw lgive the attorneys cash for them to pay the expenses, He did recpl |taking] ko
differsrd places to pay expenses and would normally see with cash on him, § |had business
expenses to pay, he would request funds through[_____Jas she oversaw the petty fash.

Sensitive But Unclassified WARNING
This document is the property of the QIG gnd is foanel fo you for afficial purpases only.
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Interview] |May 26, 2015

I:lidentiﬁedl las the former Torres employee responsib
licenses in Peru. | [is currently a SUCAMEC instructor. Afte Jieft

respponsible for obtaining the licenses, | kiescribed s a trusted
person” within Tm'res.| |$aid it was likely that becaus vas prig

within SUCAMEC as it used to be run by military officials and that was why he was
’1 |t(}5d hif

the licanses far Torres, :Iadvised that sarmetime in 2014
problams olttaining the weapon licenses.

b6 Per
b7C DOS-0OIG

C2015-022

i¢ for obtaining the weapon

mployes or a "confidence
military, he had contacts
entrusted with abtaining

n Tarres was still having

I:lwzss paid by Torres via direct deposit. Torres maintained a bank accountin Peru with Continental

Bank,

:ladvised| fwould be able to provide furthe
Torres’s busingss practices.

said as a Peruvian, he has na confidence in the Peruvian government as
in Pery, and that bribes are routinely solicited/paid in order 1o get anything done.

The interview ended at approximately 135 pan,

b6 Per
b7C DOS-0IG

information regarding

Yhere is a lot of corruption

Post intew'ewl |pravi‘ded contact information for |

| (attomey identified earlier aslIl

Report Prepared By: Repart Apprd

Robert J
Smuolich

Assistant Special Agent in Charge Special Agent

ved By:

b6 Per
b7C DOS-0IG

Robert Smoligh

in Charge
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U.S. Department of State
Office of Inspector General Informption of Record Form

CASE NUMBER: (C2015-022 ‘ Activity PatetMay 28, 2015
Date Preparediune 10, 2015

interview b6 Per
| | b7C DOS-0IG

On May 28, 2015, at approximately 7:55 p.m,, RA and FBI Supervisary Special Ages | leonductad
an interview of former Torres Advanced Enterprise Solutions (Torres) employeq [at the Jw
Marriott Hotel in Lima, Peru| Jvas advised he was being interviewsd in refjards 1o his previous
employmeant with Torres. |mnsemed fo be interviewed in Spanish and privided the following
partinent information:

[ fwas born <:m| | His telaphone number §s I |Hi5 address
is| Wworkad for Torres
between May 2012 and February 2014 and was assigned to four different countries. His monthly salary was
1,350 Peryvian Sales per month.

b6 Per

b7C DOS-0IG
PERLL

began working for Torres in May 2012 in Peru. His supervisor was Regiogal M.anager:lij\iu.
also identified s a Torres employee in Pery.

In May and lune 2012] |,insta¥led antennas with:h‘erres‘s DWNE rI:lbmther:l

and Torres employeq [throughout six embassy owned locations in Lima, Peru. They
also installed and removed cable at the embassy. explained that although he is a trained elactrical
technician, Tarres hired him to be a guard because he had experience as a guard i Irag between 2008 and
2018 and in Afghanistan in 2005. Nevez’thelass:}was fater assigned to do jogistics for Torres. This
duty included purchasing uniforms, equipment, conducting nventary, etc. He wotked at the Torres office
tocation until his security guard identification card, known as a carnet, was issued.} Once the identification

card was issued, he was employed as a guard at the embassy between Fabruary and March 2013, bé Per
b7C DOS-0OIG
In Pery, the weapon licenses were obtained byl [The normal process for obtaining a license

was 30-45 days, The Torres attorney signed all documents as the Torres legal repgesentative, but he then

gave Power of Attorney (POA} td lwas never identified as thé owner of the company.
kngw tha{_:lwcmid ask for money in order to pay for the hcenses gnd he witsw&ssedl_L:l

O give him money to pay the license faes id not know how much money was given to

for the license fees. had a conversation twice in which| kol |
that he bribed a Colonel in order to facilitate the issuance of the licenses, but he did not know how much
mangy he paid the Colonel or the name of the Colonel, Oncy| [the licenses, he was fired
from Torres, Around the time tiwat‘:lwa:s fired, the Peruvian governmant agency responsible for
issuing the licenses was changing from DESCAMEC o SUCAM Ec‘ilopinec that SUCAMEC had stricter
regulations and it was more difficult to process the licenses after the change was gffective. Accarding to what

| Forres terminated [because they argued regardirg how fong it was taking to
ohtain the licenses)| |t it was taking a fong tirne because he nd longer had a contact

inside the agency that could assist him with obtaining the %Ecanses,:lwas ypically at the office about

Sensitive But Unclassified WARNING
This dacument is the groperty of the OIS and is toaned to you for official purposes onls
—rerEnforcenrert-SersTtrer it and its conterts gre nob (o be distributed witfout permission of the AIGH

Page 1 of 3




Interview] [May 28, 2015

b6 Per
b7C DOS-0IG

C2015-022

one or two hours per day and withessed the conversations that took place only ddring the time he was there,

In lune 2013':|¥3€~came the Torres Program Manager in Pery, but ther

PANAMA:

|moved to Panama after] feas ¢

transferrad to Panama.

ansferred o take care of

the logistics for that contract and was respansible for purchasing urdforms, equipthent and maintaining the

vehicle books. He relocated with Torres to Panama from March to Jung 2013,

was told that Torres

would pay him a bonus, whict:Ipaid with his own personal funds. The mont

identified| [and as other Torres empl

My bonus was $500/month.

. b6 Per
vees in Panama. b7C DOS-0IG

In Panama, Torres contracted a shooting range to obtain the required weapon licgnses. After the range was
not able to secura them, Torres's attorpey F‘Nul Isuggestad Tarres purchasg a shell company, Corteseg,

that already had the reguired licenses. agreed to purchase
did not know how much they paid for the company] [represented Torres on
was typically at the office about one to two hours per day and was a witness 1o th
place only during the time he was there.

the campany, althouagh he
the transaction,lj

conversations that took

[The rent

While in Panamal:ltived in an apartment in Via Argentina with|
was paid by Torres and the apartment was close to the office. The Torres vehicle

TINA:
|was posted in Argentina from July through September 2013 to take care
responsibilities were purchasing and distributing the uniforms,

vas driven by| |

b6 Per

of togistics, His
b7C DOS-0IG

In Argenting, Torres obitained the weapon licenses by paying a facilitator maoney fgr each license. chict

not know how much the facilitator charged per license, The facilitator was not a T

orres employee, but being

in the office he overheard conversations that the money was to speed up the licering process. The PM in
Argentina way N fpent approximately one hour each day at the office and was 3 witness to

the conversations that took place during this time only.

LIGANDA:

was posted in Uganda from September to November 2013, also Tor logis

s purposes where he was

responsible for uniforms. In Uganda, the local guard force was unarmed, thereforg they did not obtain any

weapon licenses,

remained the same Peruvian rate as when he got hired
bank account in Peru,

salary was paid

met once in Lima.

said he is personal friends wit'hI:|but has no contact with any To

brated he never solicited or paid a bribe when purchasing uniforms or any equipment,

returned to Peru in January 2014 and quit his job with Torres on Februang 12, ,2014]_ quit his

;0;3 wet;*: Torres because he felt he was due additional pag for the time he was pos

ed out of Pery, but his pay
via direct deposit to his

b6 Per
b7C DOS-0IG

res employees.

H
b
i
£
i
i
¢
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Interview: May 28, 2015 {2015-022
b6 Per
. . g b7C DOS-0IG
The interviewed ended at approximately 9:30 pam.
Report Prepared By: Report Appraved By:
Robert J
Smolich
Robert Smoligh
Assistant Special Agent in Charge Special Agent in Charge
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U.S. Department of State
Office of Inspector General Informpation of Record Form

CASE NUMBER: (2015-022 Activity PateiMay 27, 2015
Date Prepirediune 10, 2015

Interview b6 Per
| | b7C DOS-0OIG

On May 37, 2015, at approximately 2:00 p.m. RA and FBI Supervisory Special Ages congucted
an interview of former Torres Advanced Enterprise Solutions (Tomres) employee h;
interview took place inside a vehicle neatlhame also present was|

| was advised he was being interviewed in regaiﬂﬁ to his previous

employment with Torres, | nsented to be interviewed in Spanish and plovided the following
pertinent information;

bvas bom onz| —| His address is
I | His celt number i5| |He was emploved with Torres between Magch 2012 and March 2013,

supervisor at Torres was Project Manager M) [ His titte was
Administrativa Coordinator and his monthly salary was 2,400 Peruvian Soles. His E}t:es included obtaining

the necessary documents and filing the proper paperwork with SUCAMEC to abtain the necessary
identification cards {known as carnets} and weapon licenses for the {ocal guard fo | boted that

Torres was also required to obtain a business license in Peru. bé Per

b7C DOS-0IG
as not able to estimate how many licenses Torres applied for, but explgined that the licenses were
obtained from four different offices within the Peruvian government: SUCAMEC fgnr the approval and issuance

of identification cards and weapon licenses; Civil Defense for the approval of the Husiness’s contingancy plans;

Labor Ministry for the approval of the business's payroll, health and security planst benefit compensation plan,
retiremant plan, social security plan and also verification that a business was registered with the Peruvian

government; and the Municipality for the approval and issuance of the business ligense.

I:__’Tlsaid the process to obtain a license from SUCAMEC was troubleseme angd time consuming and

usually took two to three months for the issuance of ong licensa. To expedite theprocess, Torres requested
assistance from the embassy. The Ambassador reached out to the Minister of Intdrior, who facilitated the
procass for Torres employees, but the oni%' steﬁ that went faster wags the time it tobk for the guards to attend

the rangs for qualification purposes. identified as befg in charge of SUCAMEC.
b6 Per
:lidentiﬁ@d the following Torres office personneb| |Operations;|:|LNU: b7C DOS-0IG

Accountant; and an Assistant, name unknown, vas later sent to Panama and Argentina and is the only
employee that still works for Torres,

I:lexg)%ained the SUCAMEC process for licenses as follows: Once an applicint completes the basic
training courses of firearms, defensive tactics, customer service, ethics, morals, prcection, ete, the paperwork
for the licanse is submitted. Once it is approved, an identification card is issued identifying the applicant as a
security guard. The applicant then goes to tha range 1o quahfy with a weapon and undergoes a verbal exam.
QOnce a passing score on both tests is received, the license s issued and the guardimay begin work. Every
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interview: May 27, 2015 C2015-022

b6 Per
employee assigned as a locsl guard must undergo this process, b7C DOS-0IG

|:Iwas the only Torres employee responsible for obtaining the SUCAMEC lipenses. The SUCAMEC fees
for obtaining each Heense were 6.20 Peruvian Soles for the identification card, 2.24 Peruvian Soles for the
range fee and 84 Peruvian Soles for the issuance of the license. The fees were paigl directly to Banco La
Naaion.:houid normally request the funds from the PM and would eithqr obtain the funds in cash
or with a business check.

I:lsaid no one from Taorres, including himself, met with Peruvian government officials to discuss the
license process or request it be facilitated, and if they did want a meeting, it woulg have to be scheduled
between Torres’s attorneys and the SUCAMEC General Manager. Whembvemt t0 SUCAMEC, which
he said he did daily, he merely dropped off documants for the licenses. Whenevef licenses were ready for

: : : b o N e b6 Per
pickup; it would get published on the website and he would go pick them up.
b7C DOS-0IG
vas not aware of Torres employees soliciting or paying bribes to Peruvign govemment officials and

said if they had, the timing to obtain the licenses would have been shortened andiwould not have taken the

30-45 days it normally took.[______ |stated it was possible that larger companies did pay a bribe and would

raceive the Heenses within seven days, but this was not the case for Torres applicafions.

When Tarres began work on the LGF contract, they did not have the proper Heensis.

I:I'ecaﬂedl:lmwner of Tarres, visited Peru two or three times angl inquired as to why the
licenses were taking a fong tme to get issued.[_____ Jresponded that he shoulil talk to the embassy about
[ [believed Tores met with security personnel at the embassy {NFI). b6 Per
b7C DOS-0IG
kat&r advised that as a former military man, he knew threg SUCAMEC emp!oyeesl |
[aithough he alleged He did not know them very
' weii,l isaid Fie was not personal imends with g was not closeRo his cousit]______ Jand
he was merely a business acquaintance of | All correspondence sent to SULCAMEC was addressed to
| Henied that hie ever discussed Torres or the Torres ficenses with[_____ |who left his
amployment with SUCAMEC two years ago.:tﬂeﬂied that he ever discusspd the licenses with
explaining that the General was not someone who was gasily accessibig,

said he did receive ethics training when he was hired by Torres,

b6 Per
believed Torres's attorney’s name wa;:h.i‘\iu. b7C DOS-0IG

stated it took approximately twenty days to obtain the business license §nd it cost 14,600 Peruvian
Sales; the fee was paid directly to the bank,

s currantly emiployed as an independent SUCAMEC instructor. He obtaied his license while
employed with Tarres. As a SUCAMEC instructor, he is able to train security guargs for any contracior and is
constantly traveling around the country. He has been an instructor for three yearg his instructor license is
renewed ot an annual basis.lZitated SUCAMEC has strict procedures in glace for instructors. The
instructor licenses are issued by the Department of Instruction of SUCAMEL, It to% bout two
months to abtain the instructor license, He charges contractors approximately 10P to 200 Peruvian Soles per
trainee that attends his training class.

Sensitive But Unclassified WARNING
This document is the property of the OIG and s loane to you for official purposes only,
—LrwrEnforcermentSensitive {t and its contenis are not to be distributed witfout permission of the AlGH,

Page 2 of 3




interview: May 27, 2015 C2015-022

b6 Per

The interview ended at approximately 3:07 p.m, b7C DOS-0IG

Report Prepared By Report Appraved By:

Robert J
Smolich

Robert Smotigh
Special Agentin Charge

Assistant Special Agent in Charge
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LLS. Department of State
Office of Inspector General Inform

ation of Record Form

CASE NUMBER: (2015-022 Activity

Datedune 4, 2015

Date Prepprediune 10, 2015 b6 Per

Interview

b7C DOS-0IG

On June 4, 2015, at approximately 8:45 am. RA conducted a telephonic interview g‘ farmer Torres Advanced

Emterprise Solutions {Torres) empk}yeel fvas advised she was b

ing interviewed in regards

to her previous employment with Torres. consented to be interviewed in Spganish and provided the
following pertinent information:
I ] was borm in Pery on| | Her| [cett phone number is
| hnd her address is naved to
in December 2014 to further har English language studies and plans to reside in at least one more
Y b6 Per
b7C DOS-0IG
I:L\forked for Torres between April 2012 and April/May 2014, She was hired ‘Shc Was
assigned to the Lima, Peru office between Aprit 2012 and January 2013; 1o Panamg from the end of fanuary
2013 untit May 2014, but during the month of April 2014 she worked in Colombiad She returnad to Panama
for one month before feaving her job to pursue her st‘udies,: returned to Linga in June 2014,
in Perul lwas har direct supewimr and later on it way [was the South

America Manager for Torres. Wher departed] Jwas gomg 10 take %ﬂ\rer his position, but she

decided to move to anather country and yemained as the supenviso
Qcrober 2012 to stand up the embassy contract.

PERU:

responsibilities in Peru were 1o provide fogistics assistancs, recruitment, m
interact with vendors, accounting, banking, and support all operations, administra
Manager. Torres tater hired| [to oversee the Human Resources
at‘imwed:lto no longer oversee that area.

stated when she began working for Torres) [had atread
ficense. She did not have any information on that matter.

Regarding the weapon licenseslzlstateﬁ this was a continuous process. She g
started the weapon license process, but identified as the Torres emy
tated she was not involved with obtaining the weapon licenses.

Whiart RA asked bbmutL lrecalied his name and stat
that obtained the weapon licenses at the beginning, but was no longer employed
his job wherizlliﬁfft.

departed 1o Panama in

b6 Per
b7C DOS-0IG

pintain employes files,
ive and the Program
asponsibilitias which

obtained tha business

id not know who initially

loyee who oversaw tham,
b6 Per

b7C DOS-0IG

pd that he was the person
Dy I:ltook over

stated Torres management often had meetings that she was not a part of afd did not know any details
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Interview: e 4, 2015 C2015-022

of how the licenses were thained.lzlstated she assumed:'nad contgets within the weapon

icensing agency but she never heard any specific comments or names. bé Per

b7C DOS-0IG

PANAMA:
helped stand up the contract in Panama. Her respopsibilities included supppriing the attorneys,

obtaining weapon licenses, accounting and payroll. When Rrrived in Panam al__Llhad already hired

attorneys and rented the office space. Torres's attorney in Panama was LCGroup, § law firm comprised of

thres attorneys] luas responsible fodall labor issues|__ Jwas

listed as the legal representative and was responsible for obtaining the licenses argd other administrative

matters] isaid she was not involved with abtaining the weapon licenses as ﬁge attorneys handled this.
often met with the attorneys an was not invited to those meetings therefore she did not know if

weapon licenses or the process was discussed among]____and the attorneys. b6 Per

b7C DOS-0IG

xpiained the weapan license process as follows: the attorneys would send the required paperwark that

needed to be filled out for each applicant; the paperwork, medical clearance, psyckological exam, firearm

gualification score and a picture for each applicant, plus the required fee paymant} was submitted for each

applicant back to the attorneys. The attorpeys would take the paperwork to the Ministry and handie the

entire process. The Torres legal representative was|

b6 Per
b7C DOS-0IG

[ |said| [was not Torres’s attorney, and she did not recall what his law firmy's role was
(After the interview sent RA an email 5tating|t|roie at Torres was ovprsesing Torres's purchase
of Corteseg.} recatled that faw firmowas trying to sign Torres as a ghent and she and

met with an attorney (NFI} to obtain guidance such as what type of uniforms wereineeded. The law firm did

not charge for the services, but after a few months when they found out that Tor‘r%s already retained a law

firm and was not planning on hiring them, they informed Tarres they would be chigrging for future services
rendered. At this point] fequested they stop consulting w&thriliaw i m.l_g:lstated although
the law firm was named| himself never dealt with Torreg An agsodiate in the law

firm was Torres's point of contact] flid not recail his name stated tha |initially met with
both:land LCGroup, but decided to hire LCGroup id not know thedeciding factory

considerad before making this decisien.:lstat&d sha an consulted with LCGroup on the same
issues thay did withl_l__LErd were merely trying to make sure they were doingieverything in accordance
with Panamanian laws explained that some law firms specialize in security fompanies, which she

beliave |was, and this is why she consulted both law firms,

I:lstated aw firm did not help Torres obtain the weapon Hcenses ang never attemptead to get
tham for Torres. did not recall Torres discussing the weapon licenses witt] faw firm.

stated she never met with____Jand any Panamanian government official t¢ discuss the weapon

" : p . b6 Per
licenses and naever met with Panamanian government officials for any other reason.

b7C DOS-0IG

I:liater recalled that

I:linitiatﬂy stated she never went with| k@ any Panamanian ministry offica
she attended a meeting witl] [law firm at a building which she believed wis the Mindstry of Justice in
which the weapaon licanses was discussed, The meeting was held because Torres Wanted to know how to
expedite the Hcenses.:ktated she did not talk during the meeting and the pgrson doing most of the
talking, which she later identified as attorney [was not friendly towards| Jald

that the paperwork had been filed and they just needed to wait for the pap%work to go through the
|stated|:|was very negative during his interaction withithem, The meeting was

antirg process.
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Inz‘erv’iew::lfm:e 4, 2015
attended b|  |two attorneys) |

2015-022
b6 Per
b7C DOS-0IG

RA asked%individuai referenced in the meeting way |bu§)5he said m},I:|

recognized namae as he is the Panamanian government official that app
but said she never met him or any other ministry employees,

I:expla§ned thail:was requesting to expedite the paperwork because it y
three months for the issuance of a license| did not know H__Joffered to

ved the weapon licenses,

ras delayed and took about
bribe them o expedite the

licenses, but doubted he had attempted to bribe them because the papenvork hag already been submitted.

[Isaid she never heard that a bribe was offerad.

I:denied being prasent in meetings between:and Minigte:land further denied witnessing

bribe paymeants from| |

denied witnessing bribe payments fr(:srr:l to any Fanamanian govearnm

I:expiained thad:lattended meetings without her being present and she
transpired in any other meetings.

|::|da=:nied aver hearing that Torres employees made any bribe payments,
I:denied ever witnessing bribe payments made to any government official ong

[ Teid she does not keep in contact with[___Jor any Torres employees.

b6 Per
b7C DOS-0IG

vt official.

did not know what

denied having any knowledge of any bribe payments made on behalf of Togres. b6 Per

b7C DOS-0IG

behalf of Torres.

stated Torres did obtain the weapon licenses, but only because the attorneys were parsistent with the

ministry and ARSQ/COR| | deadtine extension.

I:lidentiﬁ&d:m U as the Torres accountant in Panama.

b6 Per
b7C DOS-0IG

I:lsaid she was responsible over petty cash, which typically had between $300nd $500.

supervisar i country.

was Torres's accountant in the US and was responsible for sendingithe payroll wire transfers,

!departed Panama September 2013; she did not know why he teft. After his :ieparmre,:lwas

stated the attorneys should be able to further explain the weapon licensing process/issues since thay

were responsible for obtaining them.

|__—|exp!ained the reason why she was sent to Panama from Peru was, as. a resul
knew what to do operationally and logistically to stand up the contract in Panama

b6 Per
b7C DOS-OIG
of working in Pery, she

| |stated| |was very reserved and never discussed with her if he paid bribgs to government officials.
Nevertheless, she stated she did not believe he paid any bribes because he left Tofres before the licenses ware
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interview dunie 3, 2015

obtained. [ Fecalled was the supervisor when the licenses were obtaind
embassy kept extending the due date for the licenses and[___ Jcontinued workiss
the licenses were received.

b6 Per
b7C DOS-0OIG

C2015-022

d. She further stated the
g with the attarneys until

the phone bill, Expenses

[ Istated vendor invoices were received at the Torres office address even if th% were addressed to the

legal rapresenmtiva,:lstated the only invoice sent directly to the attorney w
such as rent, electricity, ete, were paid with wire transfers,l |denied that the a
bills, other than the phone bill, were due or what bills to pay. She did state the To
LNU, would advise her when bills were due; the bills were paid in person or via wir
"outsourced” by Torres and was not a Torres employee,

advised she was available for future contact.

The interview concluded at approximately 10:01 a.m,

orneys advised her when
res accountant,
v transfer. ARG

b6 Per
b7C DOS-0IG

Report Prepared By: Report Appraved By:

Robert J

Smolich

Robert Smolith
Assistant Special Agent in Charge Special Agentin Charge
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U.S. Department of State
Office of Inspector General - Information of Record Form

CASE NUMBER: (2015-022 Activity Date:April 20, 2015
Date Prepared:April 28, 2015

b6 Per
b7C DOS-0OIG

Interview

On April 20, 2015, at approximately 9:45a.m., RA and FBI Supervisory Special Agent (SSA)I:'

interviewed Foreign Service National Investigator (FSNI) at U.S. Embassy Panama. RA advised
| bf her identity as a special agent of the U.S. Department of State (Department), Office of Inspector

General, Office of Investigations (OIG/INV) and the identity of FBI SSA| RA advised]| he

was being interviewed regarding the Local Guard Force (LGF) contractor Torres.| konsented to be

interviewed and provided the following pertinent information: bé Per
b7C DOS-0OIG
[ fecalled that ARSO| |FsNI] nd possibly FSNIIZlmet with
1 lat La Esquinita, the embassy coffee shop; the meeting date was not recalled. (Agent Note:

Between 2009 and 2014| |was an employee of the Panamanian Ministry of Public Securitv) During
the meetlng| |:omp|a|ned that the Panamanian security companies were upset that was
awarded the embassy LGF contract.[_____ Jstated thai goal was to warn the embassy that there

would likely be a lapse in security because Torres's licenses would be delayed. According tq;l if a
Panamanian company had been awarded the LGF contract, no other local companies would have complained.

I:ldld not recal|:|speaf|cally using the word bribe, but recalled that it was implied that the

company (Torres) waT attempting to bribe him in order to expedite the issuance of the weapon licenses.
|__p_|d|d not recall aying the amount of the bribe offered or the name of the_involved parties. He

also did not recalll saying that they were visiting or caIIing:Iat his office. xplained

that in Panama, it is normal for an attorney to advise a client that a bribe is an acceptable business practice.
urther explained that per Panamanian law, a security company needs two years of operational

experience, which Torres did not have, and that was why the attorneys likely attempted to bribe

[ Tlopined that the attorneys likely advised Torres that they knew individuals that would accept a bribe in

exchange for obtaining the required licenses. stated that in Torres's case, it did not work with b6 Per

Ijbecause he did not accept the bribe. b7C DOS-OIG

I:ldoes not know anyone that works in|:|ofﬁce.
I%entliﬁed FNUI:las an individual that bid on the contract and complained when it was awarded to
Torres)|

owns Zeteca/Wackenhut.

advised that due to Torres’s labor disputes, the company owes $55,000 to ten former employees.
s Torres's attorney handling the labor lawsuits.

| |had no additional information, but recalled hearing that Torres's attorney tried to go tg

(Agent Note:|______lvas the Minister of Public Security. )| |sa|d ||s a tough guy and a_"big fish"
and opined the LGF contract was too small of a contract for him to get in trouble over (Agent Note

b6 Per
b7C DOS-0OIG
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Interview. April 20, 2015 C2015-022

was referring to|:laccepting a bribe.). bé Per
b7C DOS-0OIG

The interview concluded at approximately 10:10 a.m.

Report Prepared By: Report Approved By:

Tamara Yoder

Tamara Yoder

Special Agent Special Agent in Charge (Acting)
Sensitive But Unclassified WARNING
This document is the property of the OIG and is loaned to you for official purposes only.
Taw Enforcement-Sensitive It and its contents are not to be distributed without permission of the AIGI.

Page 2 of 2



U.S. Department of State
Office of Inspector General Information of Record Form

CASE NUMBER: (2015-022 Activity Date:April 17, 2015
Date Prepared:April 28, 2015

Interview b6 Per
b7C DOS-0IG

On April 17, 2015, at approximately 9:20a.m., RA and FBI Supervisory Special Agent (SSAj
interviewedlj Foreign Service National Investigator (FSNI), at U.S. Embassy Panama. RA advisec:l

of her identity as a special agent of the U.S. Department of State (Department), Office of Inspector General,
Office of Investigations (OIG/INV) and the identiy of FBI SS RA advised[___]he was being
interviewed regarding the Local Guard Force (LGF) contractor Torres. consented to be interviewed and
provided the following pertinent information: b6 Eer

b7C DOS-OIG

I |
| |portfolio includes obtaining the

proper Panamanian licenses to carry firearms from the Ministry of Public Security (Ministerio de Seguridad

Publica) for all 1811s posted in Panamazlexplained that between 2009 and 2014, the Director of the

DIASP (Bireccion Institucional en Asuntos de Seguridad Publica) office, which issues the licenses, was
as appointed to this position by former President| Regarding licenses for
contractors explained those are obtained by the employing contractor, notl_lor the embassy.

6 Per
b7C DOS-0IG

I:lexplained he and|:|were acquaintances prior to|:|being assigned as the DIASP Director.
I:lrecalled contactind:lto obtain four or five permits (date unknown) and:ladvising him that

the Panamanian security companies were complaining about U.S. company Torres being awarded the
embassy LGF contract and using a shell company, Corteseg, as a partner. tlexplained that Corteseg was
not operational and that it is common practice in Panama to file documentation and open companies that are
not operational in case foreign companies require a Panamanian company’s licenses/documents to legally
operate in Panama. For the LGF contract, Panamanian law required that foreign companies partner with a
local security company. According toIZlone of the stipulations of the contract was for the LGF to be
armed, but Torres was not able to purchase weapons without the proper licenses that should have been
issued by the Ministry of Foreign Affairs andl_:l In order to obtain the licenses, Torres purchased
Corteseg, a shell company.

b6 Per
b7C DOS-0OIG

I:lrecalled that|:|met him, ARSO FSNIs| |at La

Esquinita, a coffee shop inside the embassy, about one to one and a half years ago, after Torres began work
on the LGF contract. Although:lis an attorney, he was new to the position of DIASP Director and was
concerned with Torres's business practices and the embassy contract. Specifically:advised RSO
personnel that Torres representatives were going to his office repeatedly to check the status of the weapon
permits.lIlsaid he advised the Torres employees that the paperwork had been submitted and they
needed to let the process run.lZlfeIt pressured by Torres to obtain the permits. Torres, in turn, was
being pressured by the embassy to obtain the weapons licenses because if the guards were not armed, the
company would receive monetary deductions from their invoice.:lrecalledl Istating that Torres
representatives (NFI) offered to bribe him to expedite the issuance of the licenses, butl |dec|ined the
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b6 Per
b7C DOS-0IG

interview| ______ Aprit 17, 2015 €2015-022

bribe. I:Iexplained that is not only an attorney, but his family is wealthy and he knew his
government position would only last during the then current administration, therefore it was not worth
accepting or soliciting bribes.l |did not tell them how much they offered or how often they offered a
" bribe. The bribe was not discussed Wiﬂ’l |again and|:|did not hear about this from other sources.
I:ldid not recall the name of the Torres employee that worked out of the embassy, but described him as a
40-45 year old Caucasian male] |said he routinely saw the Torres employee at the embassy, but never
discussed the bribe with him. never discussed the topic either.

provided focal cell phone number as

The interview concluded at approximately 10:25am.

b6 Per

Report Prepared By: Report Approved By: b7C DOS-0IG

Tamara Yoder

Tamara Yoder
Special Agent Special Agent in Charge (Acting)
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U.S. Department of State
Office of Inspector General Information of Record Form

CASE NUMBER: (2015-022 Activity Date:April 21, 2015
‘ Date Prepared:April 30, 2015

Interview b6 Per
| | b7C DOS-0IG

On April 21, 2015, at approximately 2:50 p.m., Reporting Agent (RA) and FBI Supervisory Special Agemi:
I:linterviewed |a former Torres Advanced Enterprise Solutions (Torres) employee, outside
Grand Deli Gourmet, Costa del Este, Panama, Panama. RA advise of her identity as a special agent of
the U.S. Department of State (Department), Office of Inspector General, Office of Investigations (OIG/INV) and
the identity of SSAI:' RA advised| |he was being interviewed regarding his former employer

and Local Guard Force (LGF) contractor at U.S. Embassy Panama, Torres. consented to be interviewed
and provided the following pertinent information: b6 Per
b7C DOS-OIG
advised his date of birth is] | He was employed by Torres between March and August

2013; his title wad |
[recalled finding out about the Torres
vacancy through a newspaper advertisement, which he replied to and had a five minute interview wit
| INU] |was offered the job immediately after the interview. On May 2, 2013
was in a boating accident. The accident caused him to not be able to work out of the office and telework the
majority of the time, for which Torres ended up terminating him. said he did not challenge the

termination as he just wanted to fully recover from the acciden did not recover eyesight to his g%htp
er
eye.

b7C DOS-0OIG
identified| as |assistant] land two employees from Peru,lZlLNU
and| [LNU, were the only Torres office employees in Panama.| |did not recall the name of the
Torres accountant or attorneys, but stated the accountant was actually an employee of Torres's attorneys.
identified LNU as current Torres employees in Panama.

stated when hiring guards, Torres was hiring inexperienced guards and not conducting full
background investigations. Eventually, Torres sent the guards to a 15-20 day training program in Panama.

Regarding wire transfers into Panama:ladvised I:lwould email the U.S. based Torres office when
funds were needed. Funds would get transferred from the U.S. bank account to the Panama bank account via

an interbank transfer with Citibank. |was the person that withdrew the funds at the bank. The guards’
payroll and all administrative office expenses were paid in cash. Towards the end oflzlemployment,
the guards were paid via direct deposit. b6 Per

b7C DOS-0OIG
advised he was not involved in the weapon permit process. Nevertheless, being in the Torres office,

he overheard several conversations pertaining to the topic.:lwas aware that| |had
several, possibly four or five, meetings wit Director of Security (identified ad |
|specifically recalled overhearing tha did not attend the first meeting, which upse

Before the second meeting, which he believed took place sometime in April 2013; he overheard the comment
"looks like everything is in place."I:|stated he interpreted the comment to mean they had paid a bribe

Sensitive But Unclassified WARNING
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b6 Per
b7C DOS-0OIG

Interview: April 21, 2015 C2015-022

to somebody to expedite the issuance of the weapon permits. Based on What|:|observed, he further
stated he believed that] |had an established friendship with members of the Panamanian
government. While Torres awaited the issuance of the permits, they were also in the process of purchasing a
company, Corteseg, which already had the required weapon permits. The purchase of the company was
finalized after the weapon permits were not obtained said the purchase of the company cost Torres
$15,000|:|did not recall the name of the individual that owned Corteseg.

was aware] |were meeting with| |because he recalled them specifically saying
ame. was not familiar with| |secretary‘s name. b6 Per
b7C DOS-OIG

I:ldid not know how much Torres paid but recalled overhearing the comment "we have to meet
with him and provide him X amount.' said he overheard this comment three or four times
said the meetings with:hook place in restaurants and not at his office recalled that he once
saw a yellow envelope about one inch thick on top of [desk, which picked up and placed in his
shirt front pocket then left the office to meet wit |did not see the contents of the envelope
and said the outside of the envelope had no markings.

said he was not sure how involved Torres attorneys were with the weapon permits process, but

recalled overhearing the attorneys ask both| |on three separate occasions if they had met

witH lexplained |maintained the office calendar and reminded of the upcoming
meetings.l |recalled that becausel |had missed the first meeting, picked him up at his

apartment for the second meeting and drove him to the meeting place (NFI). b6 Per

b7C DOS-OIG

Although did not attend any meetings, he said both| lacted very suspicious and
secretive. '

recalled| |asking| |to make a call "to you know who" but no hame was mentioned.

overheard the phone call betweer| Jand the unknown party in which:hsked the other partﬁ wh%

it was taking so long if he had already been paid, then demanded to know when they would be ready.

believed the conversation was in reference to the weapon licenses and tha was speaking t

because he was the only individual able to sign the weapon permits recalled the tone of the
conversation being respectful, but eventuallyl__Joecame angry, hung up the phone and walked out of the
office with lestimated that every two weekd fhad the same conversation

regarding them already meeting With:l wondering when it (permits) would be ready, anDsaying
it would be ready in one week's time.

Because] Jvas the HR representative, he was concerned with the guards not being armed, but said that

| |[told him not to worry about the weapons issue. b6 Per
b7C DOS-OIG

I:mlexplained that the Torres offices were located within the attorney's office space in Via Argentina. The
monthly lease rate was $400 whid:ladvised was cheap for the area and said a typical office would have
cost $700/month.

| |did not believe anyone else attended the meetings betweenl stated
at

he believe is currently in Peru working for Torres, but said th was terminated by Torres.
y g y

I:lrecalledl were friends prior to them working in Panama as they all
Sensitive But Unclassified WARNING
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b6 Per
b7C DOS-0IG

Interview: April 21, 2015 C2015-022

worked for Torres in Peru; all four lived in the same home close to the Torres office in Panama
estlmatedIZI\Nas in her early 30s andlleas in his mid 40s. ald outinely carried $500
in cash with him and the office maintained a petty cash balance of § fo!mtlmamtamed
the receipts.

recalled meetingl |once in Panama when I:Ivisited the office and

showed employees photos of Torres's operations in Iraqg and Peru.

provided his email address as his local home telephone number as
and personal cell phone number a

The interview concluded at approximately 3:50 p.m.

b6 Per
b7C DOS-0OIG

Report Prepared By: Report Approved By:

Tamara Yoder

Tamara Yoder

Special Agent Special Agent in Charge (Acting)
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I:ladvised that Torres has approximately one hundred employees in the Panama office - three office

U.S. Department of State
Office of Inspector General Information of Record Form

CASE NUMBER: (2015-022 Activity Date:April 16, 2015
Date Prepared:April 28, 2015

b6 Per
b7C DOS-0OIG

Interview

On April 16, 2015 at approximately 3:30p.m., Reporting Agent (RA) interviewed| |
| lat U.S. Embassy Panama. RA advisedlZlof her identity of as a special agent of the U.S.

Department of State (Department), Office of Inspector General, Office of Investigations (OIG/INV). RA advised
Ii"\e was being interviewed regarding his previous employer and current Local Guard Force (LGF)

contractor, Torres.lj:lconsented to be interviewed, in Spanish, and provided the following pertinent

information: b6 Per
b7C DOS-0IG
provided his full name as| | He has been employed by numerous contractors

providing local guard services at the embassy for over thirty years. Of those thirty years, he was the

| lincluding with Torres between May 2013 and December 2014. On
December 2014, he was hired at the embassy in the newly create position. His supervisor is Assistant
Regional Security Office( | As th{ |he supervises the contractor's (Torres) Local Guard
Force (LGF) and the Guard Force Commander (GFC). The Torres contract start date was May 1, 2013.

identified |as the owner of Torresl |rre1| lonce in Panama in 2013 when
he visited the embassy to share the company's expansion plans| |did not recall who visited Panama

with him but believed it was the vice president (NFI). b6 Per
b7C DOS-0IG

employees and approximately ninety-seven local guards. The three administrative office emplo%ee ?ositions

are payroll| timesheets | |and the Project Manager (PM)

| | Prior tdf was the PM, but he passed away.

| baid| fold him it was impossible for Torres to obtain the required weapon licenses in the
thirty days that they claimed to be able to get them. He also said Torres representatives (NFI) had met with
DIASP Directol lon numerous occasions and attempted to bribe him in order to expedite the
issuance of the weapon licenses) fecalled meeting once at the embassy with previous
Regional Security Officer| | b6 Per

b7C DOS-OIG
tated the LGF did not obtain the weapons licenses for one year after the contract start date. He

explained that as a result of Torres's attorneys not being able to obtain the licenses, Torres hired a different

law firm. Their new attorney was|:|and she was able to obtain the required Iicenses.l opined

thaDobtained the licenses in a legal manner because she followed proper procedures when filing

paperwork and fulfilled all re?uired steps. The licenses were issued by the DIASP office at the Ministry of

Justice.:ecalled tha called the Torres business office to advise them that the business licenses
had been received.

explained that the previous LGF contractor, G4S, was bankrupted by one of the local labor unions.

Sensitive But Unclassified WARNING
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b6 Per
b7C DOS-0OIG

Interview.]| |aprit 16, 2015 €2015-022

Because of this, Torres employees| bttempted to educate Torres about the local labor
laws and the unions, but they were not interested| |advised Torres was sued by sixteen former
employees due to illegal terminations. The judgment was made in favor of the employees, but Torres did not
want to pay the judgment. The Panamanian government then attempted to seize their bank accounts, but
neither Torres nor Corteseg had funds available. The Torres office was then raided in an attempt to seize
assets, something he learned after it was publicized by the media. Accordingtd____|during the legal
proceedings, Torres stated they did not have a security company in Panama, but he was not able to provide
an official court document with this testimony:lexplained that Torres purchased the shell company of
Corteseg in order to legally operate in Panama.

Eladvised [ Jwould be able to provide information as she routinely dealt with Torres attorneys.
f r

ecently relocated to Peru and he did not her contact information. b6 Per
b7C DOS-0IG

The interview concluded at approximately 4:00pm.

Post interview:lprovided the following information (not attached electronically):

1| |Facebook profile printout and local telephone number is Torres's
former Accountant.

2.| ':acebook profile printout; he is a former Torres employee in Panama, but is currently
posted to the motorpool section at U.S. Embassy Lima, Peru.

BIZFacebook profile printout; she is a former Torres employee in Panama, but recently relocated

to Peru. bé Per
b7C DOS-0IG
4. Names of former Torres employees:|NFI, and| |Senior Program Manager.

was previously assigned to Lima, Peru and also allegedly attended meetings between| |
b and the Panamanian government.

5. Copy of the Panama Embassy identification badge for| |a member of the LGF who allegedly
attempted to obtain the required licenses for Torres. After he was unsuccessful, he was re-assigned to the
mobile patrol unit.

6. Copy of the Panama Embassy identification badge for | current Torres PM.:lwas
one of the employees that assisted with establishing Torres in Panama. 86 B
er
7. Printout of an email with contact information. b7E Dos-ore

8. The name od:lsecurity company ig lstated he assumed
[bid for the embassy LGF contract because he was upset that Torres won it. (Verbal comment, no related
attachment.)
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Interview:| | April 16, 2015 C2015-022
b6 Per
b7C DOS-0IG

Report Prepared By: Report Approved By:

Tamara Yoder

Tamara Yoder

Special Agent Special Agent in Charge (Acting)
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U.S. Department of State

Office of Inspector General Information of Record Form
CASE NUMBER: (2015-022 Activity Date:April 16, 2015
Date Prepared:April 28, 2015
b6 Per
Interview b7C DOS-0IG

On April 16, 2015, at approximately 10:15a.m., FBI SSAl |and RA interviewed Assistant Regional
Security Officer (ARSO) and Contracting Officer's Representative (COR)| lat the Regional

Security Office (RSO) in Panama City, Panama. SSAIiland RA advised| [he was being interviewed in
regards to a Federal Corrupt Practices Act (FCPA) violation involving Torres, the Local Guard Force (LGF)
contractor in Panama, a contract for which he serves as the COR. RA provided[_____Jwith OIG/INV

Warnings and Assurances Form (Garrity - Employee) dated 11/09 (Attachment 1).|IFonsented to the
interview and provided the following pertinent information: b6 Per

: . . : b7C DOS-0IG
arrived at post in May 2012 and was assigned as the COR for the LGF contract shortly thereafter.

received his COR certification in July 2012 and he also chaired the technical evaluation panel (TEP) for

the Panama LGF contract. According to| |zero qualified proposals were received in response to the
LGF solicitation. From chairing the TEP learned Torres had been awarded about nine LGF contracts in
a short amount of time.| |opined that because Torres previously held canine training contracts, but
then evolved into LGF contracts, the company was not able to absorb additional business. The Torres LGF
contract in Panama began on May 1, 2013.

During the solicitation process, Panama was proposing the implementation of two new laws - Law 56 and Law
57. Law 56 dealt with what: |described as "4159 partnerships” while Law 57 dealt with weapons.
Although the laws had not been passed, they were being loosely enforced by the Panamanian government.
As a result, Torres was not able to import weapons and was required, per Panamanian law, to have a
Panamanian company as a business partner. The local security company would either already have weapon
permits or weapons for Torres use as the Panamanian government was not allowing new/foreign companies
to import weapons. Torres did not have a local security company as a partner, but eventually purchased a
shell company named Corteseg. It was alleged that Corteseg was a shell company because it had no assets,
had not conducted any business in Panama and appeared to exist in paper only.

recalled the Torres proposal stated they would have the proper weapon licenses in place prior to the

contract initiation date. b6 Per
b7C DOS-0IG

As the COR,IZ}equested that the Contracting Officer (CO) issue two letters to Torres. The first one was
a deduction notice for approximately $367K. And the second one was a corrective action plan because Torres
had been non-compliant since the day the contract started. After the deduction notice was received by
Torres, Torres Executive Vice Presidenﬂ:lmet WithIZIand merely stated the deduction was
“not right.”

explained that Torres recently received the proper weapon permits but up until then the LGF had not
been armed. Pe||:|recollection, the Panamanian government agreed to issue the licenses in May
2014, but by this time, the Ambassador rescinded the authority for all LGF to carry weapons and approved
that only up to fourteen (14) guards be armed.lIlbeIieved Torres was still getting compensated as if
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b6 Per
b7C DOS-0IG

Interview:| |April 16, 2015 C2015-022

the entire LGF was armed. I:Idid not know how Torres was finally able to obtain the proper licenses, but
believed the licenses were obtained after the new administration took over in July 2014.|i|stated the
new administration was not requiring foreign security companies to partner with Panamanian companies.
Fuﬂhermore,:lstated that up until recently the LGF uniforms did not identify the LGF company as
Torres, instead the LGF contractor was identified as Corteseg.

| |provided Contract Specialist

| b6 Per
b7C DOS-0IG

IElrecalled an instance in which he and:lForeign Service National Investigator (FSNI), met with
fi

riend at La Esquinita, a coffee shop inside the embassy. (Note] |did not recall the individual's
name but called Jon speakerphone to obtain this information.) During the callf |identified the
individual ag| [the former Director of the Panamanian agency that oversees the security
companies in Panama| |held that position between 2009 and 2014, during President Martinelli's
administration[_____|did not recall exactly when the meeting happened, but estimated it took place
between January and May 2014. During the meeting understood[_____]to say that an unidentified
Torres representative had offered P bribe in order to facilitate and/or expedite the issuance of the
weapon permits. The amount of the bribe was unknown.

I:lexplained:loversaw the four security companies in Panama and that the same four companies
attempted to "box out” Torres by purchasing all the in-country weapons. The local companies did this to
ensure no weapons were available for Torres to purchase.IJ__ldid not know if the contract required new

or used weapons. bé Per
b7C DOS-0IG
recalled the names of FNU| s former Torres
employees. Both| fwere hired as program managers (PM), but fired before they arrived in
Panama. The former PM] |passed away from a heart attack and the current PM sl ]
| |said| Jwas formerly employed in Peru, but was promoted and relocated to Panama.
The former Torres Guard Force Commander (GFC) |is currently the Embassy/RSO GFC and has

thirty (30) years experience in the field.

I:ladvised Torres has not received payment since October 2014 and further advised he was still holding
onto the November 2014 invoice as it contained errors.lIlstated that the Office of Acquisitions
Management requested that all CORs closely inspect the November invoices | Jidentified
as the Torres employee responsible for invoicing |was not sure what officq [worked out of, but
believed she worked in both Peru and Panama said it was difficult for American companies/
individuals to obtain a local bank account, and therefore Torres was paying the employees in cash.

As a result of local labor issues Torres is having due to approximately seven lawsuits with former employees,
the ministry seized some of Torres assets because the company bank account had no funds. As part of the
official process, Torres stated that they have no security guard offices in country. No official documentation

verifying this statement has been received by the embassy. BE B
er

dvised he will be returning to a domestic assignment in September 2015, but has a scheduled P7C DOS-0IG
meeting with AQM and the follow on COR on May 13, 2015, where he plans to propose a show cause
termination for the Torres LGF contract.

did not know what the process to obtain a security license entailed, but stated
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Interview: April 16, 2015 C2015-022

. . . . b6 Per
Foreign Commercial Services, would be able to assist. b7C DOS-OIG

was asked if he was familiar with witnesses| kunrelated), but he was not
familiar with the names and did not have these individuals contact information.

I:lprovided a copy of the Torres Contract Award Meeting presentation dated February 6, 2013. This
document will not be electronically attached to this IRF. Subsequent to the interviewJ:LIprovided
copies of the weapons licenses (Attachment 2). Twenty-nine of those licenses are dated April 16, 2014 and
eighteen are dated June 25, 2014.

The interview concluded at approximately 11:50 a.m.

Report Prepared By: Report Approved By:

Tamara Yoder

Tamara Yoder

Special Agent Special Agent in Charge (Acting) b6 per
b7C DOS-OIG

The digital copy of this file contains the following attachments:

1
| fodf
2.
Security Licenses.pdf
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205-WF-6804950 Serial 29

FD-1057 (Rev. 5-8-10)

UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) TAES DOS Contracts 2-1-2016 Date: 02/02/2016

From: WASHINGTON FIELD

WE-CR12
Contact:
b6
A d By: SSA b7c
pprove Y : b7E
Drafted By:
Case ID #: 205-WF-6804950 ) |
Torres Advanced Enterprise Solutions;
FCEA
Synopsis: (U) sSA |requested contract information from the is
Department of State on TAES. ¢
Full Investigation Initiated: 01/11/2016
Enclosure(s): Enclosed are the following items:
1. (U) Spreadsheet
Details:
On or around January 12, 2016, SAl requested
information from the Department of State (DOS) regarding contracts
awarded to TORRES ADVANCED ENTERPRISE SOLUTIONS (“TAES”). DOS Special
Agent provided a draft spreadsheet
b6 Per
containing the DOS contracts awarded to TAES. b7C DOS-0IG

Below is a summary of the spreadsheet:

1. Contract Number: SAQMPD06C0084

Award Amount: $832,192.46

UNCLASSIFIED



205-WF-6804950 Serial

UNCLASSIFIED

Title: (U) TAES DOS Contracts 2-1-2016

Re: 205-WF-6804950, 02/02/2016

Start Date: 4/8/2006 End Date: 9/30/2011

Location: Baghdad, Irag

2. Contract Number: SAQMMA10C0186

Award Amount: $3,801,448.56

Start Date: 10/29/2011 End Date: 10/28/2015

Location: Bujumbura, Uganda

3. Contract Number: SAQMMAl12C0008

Award Amount: $3,536,692.75

Start Date: 2/29/2012 End Date: 2/28/2016

Location: Asuncion, Paraguay

4. Contract Number: SAQMMA12C0103

Award RAmount: $28,255,704.14

Start Date: 7/1/2012 End Date 6/30/2015

Location: Lima, Peru

UNCLASSIFIED

2
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205-WF-6804950 Serial

UNCLASSIFIED

Title: (U) TAES DOS Contracts 2-1-2016

Re: 205-WF-6804950, 02/02/2016

5 Contract Number: SAQMMA13C0033

Award Amount: $2,789,230.00

Start Date: 5/1/2013 End Date: 4/30/2018

Location: Panama City, Panama

6. Contract Number: SAQOMMAl12C0107

Award Amount: $5,028,679.67

Start Date: 7/10/2012 End Date: 7/9/2017

Location: Amman, Jordan

7. Contract Number: SAQMMA12C0086

Award Amount: $6,729,630.58

Start Date: 5/22/2012 End Date: 5/21/2017

Location: Maputo, Mozambique

8. Contract Number: SAQMMA12C0113

Award Amount: $1,652,782.91

Start Date: 6/1/2012 End: 5/31/2017

UNCLASSIFIED

3

29



205-WF-6804950 Serial

UNCLASSIFIED

Title: (U) TAES DOS Contracts 2-1-2016
Re: 205-WF-6804950, 02/02/2016

Location: Willemstad, Curacao

9. Contract Number: SAQMMA12C0109

Award Amount: $51,176,478.85

Start Date: 7/1/2012 End Date: 6/30/2017

Location: Islamabad, Pakistan

10. Contract Number: SAQOMMA12C0021

Award Amount: $6,070,475.00

Start Date: 4/1/2012 End Date: 3/31/2017

Location: Lusaka, Zambia

29

A copy of the spreadsheet provided by SA

¢

UNCLASSIFIED

4

is attached.

b6 Per
b7C DOS-0OIG
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