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From: Ross, Alec 3 
To: Steinberg, James B; Rivkin, Charles H; Mills, Cheryl D; Kennard, William E; Sullivan, Jacob 3; Slaughter, Anne-Marie; 
Hormats, Robert D; Otero, Maria; Burns, William 3; Cohen, Jared A 
Sent: Tue May 18 17:40:17 2010 
Subject: B. KOUCHNER in Le Monde re Internet freedom 

The below by Kouchner is worth reading if you haven't seen it. 

The Internet: a critical international policy issue, by Bernard Kouchner (May 10, 2010) 

In 2015, three and a half billion people - half of mankind - will have access to the Internet. There has never been 
such a revolution in the freedom of communication and the freedom of expression. But how will this new medium 
be used? What new distortions and obstacles will the enemies of the Internet come up with? 

Modern technology leads to the best and the worst. Extremist, racist and defamatory websites and blogs 
disseminate odious opinions in real time. They have made the Internet into a weapon of war and hate. Websites 
are attacked and Internet users are recruited through chatrooms for destructive plots. Violent movements are 
infiltrating social networks to spread propaganda and false information. 

It is very hard for democracies to control them. I do not subscribe to the naive belief that a new technology, 
however efficient and powerful it may be, is bound by nature to advance liberty on all fronts. 

Yet, all the same, the distortions are the exception rather than the rule. The Internet is above all the most 
fantastic means of breaking down the walls and boundaries that close us off from each other. For the oppressed 
peoples, who have been deprived of their right to self-expression and the right to choose their own future, the 
Internet provides power beyond their wildest hopes. In minutes, news and images recorded on a telephone can 
be disseminated worldwide in cyberspace. It is increasingly difficult the hide a public demonstration, an act of 
repression or a violation of human rights. 

In authoritarian and repressive countries, mobile telephones and the Internet have given rise to public opinion 
and civil society. They have also given citizens a critical means of expression, despite all the restrictions. 

However, the temptation to repress free expression is always present. The number of countries that censor the 
Internet, that monitor web users and punish them for their opinions, is increasing at an alarming rate. The 
Internet can be used against citizens. It can be a formidable intelligence-gathering tool to spot potential 
dissidents. Some regimes are already acquiring increasingly sophisticated surveillance technology. 

If all of those who are attached to human rights and democracy refused to compromise their principles and used 
the Internet to defend freedom of expression, this kind of repression would be much more difficult. I am not 

UNCLASSIFIED U.S. Department of State Case No. F-2014-20439 Doc No. C05770593 Date: 08/31/2015 



UNCLASSIFIED U.S. Department of State Case No. F-2014-20439 Doc No. C05770593 Date: 08/31/2015 

talking about absolute freedom that opens the door to all sorts of abuses. Nobody is promoting that. Instead, I'm 
talking about real freedom, which is based on the principle of respecting human dignity and human rights. 

In the last few years, multilateral institutions, such as the Council of Europe, and non-governmental 
organisations, such as Reporters Without Borders, along with thousands of individuals around the world, have 
made a strong commitment to these issues. This is proof, if proof were needed, that this issue does not pit the 
West against the rest of the world. No fewer than 180 countries meeting for the World Summit on the 
Information Society acknowledged that the Universal Declaration of Human Rights applies fully to the Internet, 
especially Article 19, which establishes freedom of expression and freedom of opinion. And yet, some fifty 
countries fail to live up to their commitments. 

For the occasion of World Press Freedom Day, I have brought together experts, NGO leaders, journalists, 
business people and intellectuals this week. Their discussions have confirmed my conviction that the path we 
want to take is the right one. I think that we should create an international instrument for monitoring the 
commitments that governments have made and for calling them to task when they fail to live up to them. I think 
we should provide assistance to cyberdissidents, who should get the same support as other victims of political 
repression, and of the need to show our solidarity with them publicly, in close collaboration with the NGOs 
working on these issues. I think that we should also discuss the wisdom of adopting a code of conduct regarding 
the export of technologies for censoring the Internet and tracking web users. 

These issues, along with others, such as the protection of personal data on the Internet and the right of digital 
amnesty for everyone promoted by my colleague Nathalie Kosciusko-Morizet, should be addressed within a 
framework that brings together government, civil society and international experts. 

Another project is close to my heart. It will be a long and difficult task to implement it, but it is critical. It is to 
give the Internet a legal status that reflects its universality. One that recognizes it as an international space, so 
that it will be more difficult for repressive governments to use the sovereignty argument against fundamental 
freedoms. 

This is a critical issue. I think that the battle of ideas has started with, on one side, the advocates of a universal 
and open Internet, based on freedom of expression and freedom of association, on tolerance and respect for 
privacy and, on the other side, those who want to transform the Internet into a multitude of spaces that are 
closed off from each other to serve the purposes of a regime, propaganda and all forms of fanaticism. 

Freedom of expression is "the foundation of all other freedoms". Without it, there are no 'free nations", 
Voltaire said. This spirit of the Enlightenment, which is universal, should run through the new media. The 
defence of fundamental freedoms and human rights must be the priority for governance of the Internet. It is 
everyone's business. 

Bernard Kouchner, Minister for Foreign and European Affairs 
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