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July 18, 2019

VIA U.S. Postal

John Greenwald

The Black Vault

27305 W. Live Oak Road Suite 1203
Castaic, CA 91384-4520

Re: Freedom of Information Act Request: NGC15-053

Dear Mr. Greenwald:

This is in response to your Freedom of Information Act (FOIA) request dated November 26,
2014, and received in our office on the same day. Your request was assigned our internal
tracking number NGC15-053. In your request, you stated that you were seeking the following:

I respectfully request a copy of the Records Management Self-Assessment (RMSA)
report for the National Security Agency (NSA) for the years 2009-2013.

We conducted a search and located the RMSA forms for 2009 to 2013 totaling 72 pages. Ina
letter dated December 18, 2014, we informed you that the responsive documents contained some
information that was provided by the National Security Agency (NSA) and it was being referred
to NSA for review. Following NSA’s review, we are releasing the documents in part with
redactions pursuant to FOIA Exemption 3, 5 U.S.C. § 552(b)(3). In this instance, the applicable
statute is 50 U.S.C. § 3605 (Public Law 86-36, Section 60). The enclosed document consists of
NSA’s 2009 to 2013 RMSA forms. The NSA’s FOIA unit reviewed the documents and applied
the (b)(3) withholdings.

If you are not satisfied with our action on this request, you have the right to file an administrative
appeal within ninety (90) calendar days from the date of this letter via regular U.S. mail or email.
By filing an appeal, you preserve your rights under FOIA and give the agency a chance to review
and reconsider your request and the agency’s decision. If you submit your appeal in writing,
please address it to the Deputy Archivist of the United States (ND), National Archives and
Records Administration, 8601 Adelphi Road, College Park, Maryland 20740. Both the letter and
the envelope should be clearly marked “Freedom of Information Act Appeal.” If you submit
your appeal by e-mail please send it to FOIA@nara.gov, also addressed to the Deputy Archivist

NATIONAL ARCHIVES.and
RECORDS ADMINISTRATION

8601 ADELPHI ROAD

COLLEGE PARK, MD 20740-6001

www.archives.gov



of the United States. Please be sure to explain why you believe this response does not meet the
requirements of the FOIA. All correspondence should reference your case tracking number
NGC15-053 and your FOIAOnline tracking number.

If you would like to discuss our response before filing an appeal to attempt to resolve your
dispute without going through the appeals process, you may contact our FOIA Public Liaison
Gary M. Stern for assistance at the address below:

National Archives and Records Administration
8601 Adelphi Road, Room 3110

College Park, MD 20740-6001

301-837-1750

garym.stern@nara.gov

If you are unable to resolve your FOIA dispute through our FOIA Public Liaison, the Office of
Government Information Services (OGIS), the Federal FOIA Ombudsman’s office, offers
mediation services to help resolve disputes between FOIA requesters and Federal agencies. The
contact information for OGIS is:

Office of Government Information Services
National Archives and Records Administration
8601 Adelphi Road—-OGIS

College Park, MD 20740-6001

ogis(@nara.gov

ogis.archives.gov

202-741-5770

1-877-684-6448

Thank you for contacting the National Archives and Records Administration, and please feel free
to also contact me directly if you have any questions about this FOIA request.

Sincerely, ;

Jodi Foor
Deputy FOIA Officer
National Archives and Records Administration

Office of General Counsel
(301) 837-2099
jodi.foor@nara.gov
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This document is made available through the declassification efforts
and research of John Greenewald, Jr., creator of:
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The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world. The research efforts here are
responsible for the declassification of hundreds of thousands of pages
released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com
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1. Has your ugeney formally designated a ueonh omufwlth responsibility for urrylng out Ih records
management program?

Yes

1. Please provide the Records Officer's name, e-malil _ldduu. and phom numlm

1. Does your agency have a notwo;k of designatad neom MIMOII_Q llalsom throughout the agency{

| Yes

1. Has your agency bwed a ncordo management directive(s) nﬁl;lbmng program objectives,
responsibliities, and authorities for the creation, maintenance, and disposition of agency records?

Yes

1. Please provide the title(s) and dau(s) of Inuanodpubllcaﬁon of the dlncﬁv-(n).
Records Management Palicy 18, hwad on Feb 2004:md reissued March 2009

1. Does your agency dlsumlm policies and pracedures to gmﬁr; mordl are protected against
unlawful/accidental removal, defacing, alteration and delstion/destruction?

Y_ea

1. Please add the tﬂlo(s) lnd dm(oj of the current pouda lndlcr procedures.
RoeordsMamgunentPoiq 18, luuodeebMandtdmdMuehzoos

oracticas tn maasum tha affactivanass of racards manacamant nrnaramas and nracticas. and to ansura that

1. Does your agency pododiédly conduct formal |nhmai evaluations ofyou‘r lgoncy's neonl: management

urveyMonkey - Survey Results ) : Page | of 6
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they comply wlth NARA regulations?

Yes ) _
1. Ploase provide the year of the latest records management evaluation.
2000

1. Doa your agency provide regular training to all agoncy pomnnel on thelr records mamnomom
responsibilities, Includlng identification of Federal rbconls. inall foﬂnab and media?

Yes .

1. Does your agency specifically bmf senior oﬂlelalo and political appointees on the importance of
appropriately managing records under his or her immediate control?

No
Mhmhﬂwuﬂ,bmnqw

1. Please provide the n;onth and fonr of the last briefing.
No Response '

1. As required by youf agency ] NARA-nppmod schedule, has your agency transferred any eligible
permanent non-electronic records to the National Archives via a SF-258 in Fiscal Year 20097

Yes _ - \

1. As required by your agency’s NARA-approved jchedule, has your agency transferred any eligible
permanent electronic records to the National Archives via a 8F-288 in Fiscal Year 20097

No

1. Whon was the last time your agency cubmmed.. SF-115 to the Nnﬂonll Archives?
Less than 3 years ago

| 1. Does your agency disseminate every approved disposition authorlty (Including new SF-118s and GRS
items) to agency staff within six months gf approval? ~

Yes

Y o sl

1. Has your agency ldenﬂﬁod its vital records, 1.¢., its amnrgancyeponﬁngnoonil and legal ﬂgmi_ M?

Yes

1. Please pwvldotm n;onﬁ\ and ynrthatyour.u&oncy created or last updated its vital records phn.

11/5/2009
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OQ_ober 2009

1 Hu your agency taken measures to ensure M Iu vlhl monll are ldoquataly protected, pmlblo. and
immediately usable?-

Yes

" —

1. Does records management staff actively participate in your agency's IT systems design processes to
integrate records management and archival requirements into the design, development, and irhplementation
of electronic information systems? Activities might include participating In Capital Planning aud Investment
Control (CPIC), Systems Development Life Cycle (SOLC), Business Process Design (BPD) promu. or
similar formal processes.

1 Dou youf agency periodically review its lnvomoq of elocu'onlc information systems to dowmlna if
electronic records have been properly tdwdul«l?

Yes o

1. PIunpmvldethtmonﬁmdymyomagoncylnteonducudthbmlu o -
September 2009

1. What percentage of your agency’s electronic information systains are scheduled?
More than 75% ,
Our Schedules are media neutral. We cumently do not have and electronic recordkeeping system.

1. If your agency maintains program records on its website(s), are they specifically scheduled by a SF-1157 ¢
NOTE: Please keep in mind that program records maintained on the web are not scheduled unless your
agency has approved SF-115s that specifically cover the web version of the records. Media neutral records
disposition authorities do hot apply to web records unless they explicitly say they do. )

No
MyAcmdoesnolkapns{aqordsonmeweb.

1. Please provldo the NARA authority number(s) for ochodulc(s) (The authomy number is the NARA job
number and item number).

No Response B o

1. Does your agency hm; pélley for managing neoﬁilweplng copies of e-mail?

Yes

| 1. Please provide the titie and date of the e-mail policy. . |

11/5/2009 |
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Emailiutooltodminlormalbnnhnolsd{omledindepmdmly.Weamusingthe180mlepe?NARAguidance
and we have media neutral retention scheduleg so we are looking at the information in the email, not the email as a
whole. . '

1. Does your agency e-mall pollcy explain how to manage e-mall in an electronic mall iyaﬁm?
S . .

1. Does yoﬁf agency e-mall policy explain hc!w to capture Federal o-mali records sent or received by your
agency’s employees via non-Federal (e.g., personal) e-mall accounts to conduct Federal business?
No ‘ '

1. Does your agency é-mall policy ohnﬂuﬂ-mnﬂ attachments that rise to the level of records should be
preserved as part of the e-mail record? -

Yes

1. Are your agency’s omployoa n;ullmly trained on how to manage o-mull—ne;cdc?

Yes . o -

1. Please explain hawo:mau records manageinent training Is pmvld;db employees in your agency, and how
often. .

We provide monthly classes on Records Manageinent and as part of that course employees are reminded of their
réspondblﬂtiestomamtahrowdsrogardmoﬂwmdiatoinddoemﬂ So if an employee got an emall and took
mmummwunmwmmmmmwmtommm it for the proper amount of fime
buodonmesubjadandnﬂonum

1. An your agency'u high-level executives and political appointees routinely trained on how to mmoo thelr
e-mail?

Yes

Same as every employu )

1. Pleage oxplaln how e-mall records mmgmnt tnlnfnu h pnwldod to hlnh-hvol executives and polmal
appointees, and how often.

MpmmmwmmRmmuMmdastmebmdeﬂnk

" | responsibilities to maintain records regardiess of the media to include email. So if an employee got an emall and took
action on it they would be required wmm-ummwmumnmm proper amount of time
baudonlhemdmdawonmn

1. Are you the Records omem
No

]! 1/5/2009
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1. 1f you are not the records officer, please pyovide your name.
No Response ) "

1. What is your position title?
Chief, Records Management Policy

1. What is your parent agency? (For;xamplo. Dopanmcﬂt of Interior or Department of Defense)
Department of Defense .

2. What is your component or office? (Fof"oxilﬁplo". Bm.uu of Land Management or Department of the Ahny)
National Security Agency . :

1. Please provide your eomut information:
Agency, Bureau, or Office: - National Security Agéncy
Address: - 8800 Savage Rd .
Cily/Town: - Fort Geoige G. Meade

State: - MD

ZIP/Postal Code: - 20755

Email Address: 4
Phone Number:

|1 1/5/2009
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custom3

| Tlme‘ Taken 2814 seconds )
) TR customd :

| Weight 810
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Sourco Idontlﬁer ' S e

| ‘Email Address - ]
. Email List  jLIST4 T

o o T - Geo Coding &1
: Country S
 Region

Questions marked with a * are required

Has your agency formally designated a records officer with responS|b|hty for carrymg out its records management program? (36 CFR 1220.34(a))

8 ® ) o

.» 9

»Yes °

A records liaisan I1s a person responsible for overseeing a tecords management program in a headquarters or field office in cooperation with the agency
records management officer. (A Federal Records Management Glossary, 1993 Second Edition),

A'program area Is responsible for mission-related actwltne.s An administrative area is responsible for actities not specific to the mission of the agency
(36 CFR 1220 34(d))

o souereo ev  (JIgIOSU JOINIFRT

6/9/2010
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Are records management responsibilities explicitly stated in the position descriptions of records liaisons?

*

» Yes

. Federal agencies are required to i1ssue a directive(s) that establish records management program objectives, responsibilittes, and authonties for creating,
‘ maintaining, and disposing of agency records. (36 CFR 1220.34(c))

Does your agency have a records management directive(s)?.
*

» Yes -

(b) (3)-P.L. 86-36 PageZoflS

When did your agency last review or validate its records management directive to ensure it includes current guidance?
* »
» FY 2008-present

e. If you have more than one directive, e-mail them to rmselfassessment@nara gov

Please upload a copy of your records management directiv:
If the directive is at your agency website, please e-mail the.web link to rmselfassessment@nara gov

B :

¥ -
N

Comments on the Records Management Program Section (Optional)
¢ [NSA/CSS will send the Records Management Policy separately to Stephante Fawcett, as it does not link to this system.

applicable laws and regulations. It includes recommendations for correcting-or improving records management practices, policies, and procedures, and:
follow-up activities, including reporting on and implementing the recommendations. Evaluations may be comprehensive (agency-wide) or specific to a

‘program area or organizational unit (36 CFR 1220.18) .

A program area Is responsible for mission-related activities. An administrative area 1s responsible for activities not specific to the mission of the agency
(36 CFR 1220.34(d)) .

Does ydur agency conduct evaluations of the records management practices of any of its program and administrative areas? .
* . .

An evaluation 1s an inspection, audit, or review of one ormore Federal agency records management programs for effectiveness and for comphance with

6/9/2010
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» Yes

Who conducts the evaluations?
*x

» RM staff
» Inspector General

«mowowonom o

» Other, please specify Records Management Staff conduct informal records reviews to assist offices with refention decisions.

-

Records management program staff includes employees and/or contract staff with full-time records management responsibilities.

How often does your records management program staff evaluate the records management practices of one or more program and administrative areas?
E3

» Annually

Are written reports prepared for each evaluation?
*

» Yes

Senior officials are the heads of departments and independent agencies, their deputies and assistants, the heads of program offices and staff offices
including assistant secretarnes, administrators, and commissioners, directors of offices, bureaus, or equivalent, principal regional officials, staff assistants

to those aforementioned officials, such as special assistants, confidential assistants, and administrative assistants; and career Federal employees, political
appointees, and officers of the Armed Forces serving in equivalent or comparable positions. (GRS 23, 5a)

.
o

o ¢
Are senior officials briefed-on the findings of the records management evaluation?
*

)

»Yes

Does the records management program staff follow up to determine iIf the office(s) have implemented necessary corrective action(s) or recommendation(s)
for improvement? -
%

» Yes

A records inventory Is a survey of agency records and nonrecord materials conducted pnmarily to develop records sehedules and to identify various
records management problems. (Basic Records Operations Workshop, Key Terms; revised August 2009)

6/9/2010
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Does your agency regularly inventory its records?
b 3

» Yes

Page 4 of 15

When was the last records inventory conducted?
*

» 0-2 years ago

Afileplanisa document containing the identifying number, title or description, and disposition authonty of all paper, electronlc and other special media
files held in an office (Basic Records Operations Workshaop, Key Terms, revised August 2009)

A program area Is responsible for mission-related activities. An administrative area is responsible for activities not spegific to the mission of.the agency.
(36 CFR 1220 34(d)) .

P

Does your agency require that every program and administrative area maintain a file plan for organizing its records?
*

» Yes

Does your agency allow employees to use non-federal e-mail systems to conduct agency business? (36 CFR 1236.22(b))

0 o s a

»No

Does your agency block employees' access to non-federal e-mail systemé to conduct agency business?
*

» No

?

Does your agency ensure that e-mail Federal records are preserved in the appropriate agency recordkeeping system? (36 CFR 1236 22(b))

»No

-
.
.

a2

-
-
.
.
.
-

6/9/2010
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Does your agency regularly review staff compliance with the agency's e-mail preservation policies?
*

S

»No

' 3+
.

Records management program staff includes employees and/or contract staff with full-time records.management résponsibilities.

How often does your agency’s records management program staff participate in design, development, and lmplementatuon of new electromc information
systems? »
- 3

» Occasionally

Does your agency ensure that records management controls are incorporated into the design, development, and implementation ofits electronic
information systems? (36 CFR 1236.12 and OMB A-130)
*

»Yes

OMB Exhibit 300, Capital Asset Plan and Business Case Summary, is required for major information. technology investments (OMB Circular A-11)

Does your agency’s records management program staff approve the OMB Exhibit 300 or other business case(s) for:al! new electronic information
systems? "
*

» No

Agencies must design and implement migration strategies whenever records must be maintained and used beyond the life of the information system in
which they were onginally created or captured. This includes planning for the migration of records to a new system before the current system is retired,
implementing hardware and software upgrades in such a way as to retain the functionality and integrity of the records, retaining-the records in a usable
format until therr disposition date, the conversion of storage media to-be compatible with current hardware and software, and maintaining the link between
records and their metadata through conversion or migration (36 CFR 1236.14)

.| Does your agency have established policies and procedures requiring that its electronic records are preserved In a Usable format until their authorized
dlsposmon date?

» Yes

) 6/9/2010
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A NARA-approved records schedule is onethat has been signed by the Archivist of the United States.

Of the total number of your agency'’s electronic information systems that contain records, what percentage of'the records are covered by a NARA-
approved records schedule?

Do not include the following in your answer draft schedules and/or schedules that have been submitted to NARA but have not yet been signed by the
Archivist of the United States.
*

» More than 75%

When was the last time your agency submitted a SF-115 to the National Archives?
x 5
» FY 2008 - 2009

Pending SF 115s are those that have been accepted by NARA for processing, assigned a job number, but have-not been signed by the Archivist of the
United States

Does your agency currently have any pending SF 115s at the National Archives?
*
» Yes

As required by your agency’s NARA-approved schedule, did your agency transfer any permanent non-electronic records to the National Archives via a SF-
258 in Fiscal Year 20097 (36 CFR 1235.10)
* s

»No

.
.
& z ¢
.

As required by your agency’'s NARA-approved schedule, did your agency transfer any permanent electronic recordé to the National Archives via a SF-258
in Fiscal Year 20097
*

» No

Where does your agency store its inactive Federal records?

Choose all that apply and indicate if each 1s compliant with the standards for records storage facilities as proscribed by 36 CFR 1234

Compliant * Not compliant
I o i R i .

6/9/2010
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Agency storage facility

Federal Records Center (FRC)

Commercial storage provider

7of 15

The disposition of temporary records includes the use of off-site storage facilities, records destruction, and unauthonzed disposals.

Does the records management program staff monitor the disposition of the agency's temporary records?
k3

»Yes

Senior officials are the heads of departments and independent agencies, their deputies and assistants, the heads of program offices and staff offices
including assistant secretaries, administrators, and:commussioners, directors of offices, bureaus, -or equivalent, principal regional officials, staff assistants
to those aforementioned officials, such as special assistants, confidential assistants, and administrative assistants, and career Federal employees, political
appointees, and officers of the Armed Forces serving in equivalent-or comparable positions. (GRS 23, 5a)

Does the records management program staff conduct exit briefings for senior officials on the appropriate disposition of the records, including e-mail, under
their mmediate control?
*

» Yes

Are the exit briefings documented?
*

» Yes

a v 9 U J L]

Upon separation, are senior officials required to obtain approval from records management program staff or other designated official(s) before removing
personal papers and coples of records? -
%k

» Yes

Comments on the Records Disposition Section (Optional)
]NSAICSS has been working towards a comphiant records center since 2008 and 1s making great strides. ] k

Vital records are records needed to meet operational responsibilities under national éeoumy emergencies or other emergency conditions (emergency

(b) (3)-P.L. 86-36

-6

9/2010
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operating records)-or to protect the legal and financial nghts of the Government and those affected by Government bctivmes‘(legal and financial nghts
records). (36 CFR 1223. 2)

Al program area Is responsible for mission-related activities An administrative afea Is responsible for activities not specuﬁc to the mission of the agency.
(36 CFR 1220.34(d))

Has your agency identified the vital records ofall its program and administrative areas? i )
ok

(b) (3)-P.L. 86-36 ’ Page 8 of 15

-
v

Is the records management program represented on the agency's Continuity of Operation (COOP) program team?
*

» Yes

Is your vital records plan part of the Continuity of Operation (COOP) plan?
*

» Yes

How often does your agency review its vital records program?
b3

» Annually

eole s Po s ahoosans

Agencies are required to provide guidance and training to all agency personnel regarding their records management nesponsublhtles including
identification of Federal records, n all formats and'media (36'CFR 1220.34(f))

Does your agency provide records-management information to new employees as a part of their introduction to your dgency?
*

» Yes
Which of the following methods do you use to provide records management information to new employees? (Choose &ll that apply)
*

6/9/2010
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» Part of agency orientation
» Information on web site(s) B
» Information packet "
» Broadcast e-mail(s) .

» Other (Please specify) Adhoc bnefings, Records Managément briefi ngsr

'

] Celebration of Records Management
month in April, Celebration of Archives month in October, Records Management brochures and posters, Regords Management displays, Archives
.displays, monthly records management newsletters and brown bag discussions.

For the following questions, formal records managemént training 1s the communication of standardized information that improves the records management
knowledge, skills, and/or attitudes of agency employees Training can be either classroom or distance-based, but it must
*‘Be regular (occurring more than just once)

.

* Be repeatable and formal (aII instruétors must prowde the same message, not.n an ad hoc way), and
« Communicate the agency’s vision of records management

Does your agency require its contractors to o:t')mplete formal records management training?
k3 .
»No

g

.

The term staff includes full-time and ;3'an-t|me employees, temporary workers, interns, and contractors

Does your agency provide formal records management training for staff other than the records haisons, records officer, and senior officials about records
management responsibilities, IngJliding the dentification of Federal records in all media and formats? .

.
» Yes

M)

o

3 0
My agency does not proyde formal records management training to staff because (Choose all that apply) *

What percentage of your agency's staff receives formal records management training?
* .

Is formal records management training-mandatory for all agency staff?
*

»No

6/9/2010
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Which of these ways do you use to provide formal records management training to your staff? (Choose all that apply)
*

» Classroom/in-person by agency's own staff

» Customized NARA records-management training classes
» Self-directed, computer-based training

» Video-conferencing

» Other (please specify) Records Management training 1s mandatory for all new hires as part of new employee mandatory training.

Page 10 of 15

Regularrmeans that the training occurs more than just once

Does your agency provide regular, formal records management training to all agency staff? *
» Yes

How often does your agency provide regular, formal records management training to all agency staff? *
» Quarterly or more often

-

Do you use an-evaluation system to determine the effectiveness of your formal training program?
*

»Yes

How do you evaluate your records management training program? (Choose one) *
» Completion of evaluation forms

o e a G

Informal records management training is a training activity that does not meet the definition of formal records management training.

Does your agency provide informal records management training to its staff?
*

» Yes

Which of the following informal ways does your agency provide records management training to its staff? (Choose all that apply)
- '

» Information on website(s)
» Broadcast e-mails

(b) (3)-P.L.

86-36

6/9/2010
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Whether informal communication or formal training, what top.ics'are covered in your agency's records . management training? (Choose all that apply)

*

» Records management roles and responsibilities . }
» Identifying Federal records and non-records in all media
» Maintenance and use of records:n all media S
» Records schedule implementatton \ .
» E-mail records .
» Vital records S

» Records retention .

» Records disposition for records in all media .

e

» Records storage .

Does your agency have a way for staff to ﬁnd.answers to regords management questions? *

% -

» Yes R :

Please describe the ways that yoyir agency's staff can find answers to their records management questions.
Records Management webpage, Records Management ahas, Records Management classes, Records Management newsletter and

Records Management reponds to phone calls as well.  *

.
-

Formal records management traiming ts the communicatien of standardized information that improves the records management knowledge, skills, and/or
attitudes of records liaisons. Tra.mmg can be either classroom or.distance-based, but it must -

* Be regular (occurring more than Just once) .
* Be repeatable and formal (all instructors must provide the same message, not in an ad hoc way), and

+ Communicate the agency's*vision of records management

Laisons receive formal records management training?

Do your agency's records
*

» Yes .

.

What percentage of ydur agency's records hiaisons receives

formal records management training? *

6/9/2010
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Is formal records management training mandatory for all records liaisons? *
» Yes

Which of the following, ways do you provide formal records management training to your records liaisons? (Choose all that apply) *
» Classroom/in-person by agency’s records management staff

» Customized NARA records management training classes

» Self-directed, computer-based training

» Video-conferencing

» On-site leader-led workshops

» Teleconferences -

» One-on-one

Regular means that the training occurs more than Just once
Do you provide regular, formal records management training to your records liaisons?
»*

» Yes

How often does your agency provide formal records management training to your records liaisons? *
» Quarterly or more often

Informal records management training 1s a training activity that does not meet the defintion of formal records management training.
. p] b} 9

Do your agency's records liaisons receive informal records management training? *

» Yes

u o

How'does your agency provide
» Information on website(s)
» Broadcast e-malls

informal records management training to yoer records hiaisons? (Choose all that apply) *

Whether informal communication or formal training, what topics are covered in your agency's records management training for records haisons? (Choose
all that apply) *

» Records management roles and responsibilities -

(b) (3)-P.L. 86-36 |-

6/9/2010
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» ldentifying Federal records and non-records in all media
» Maintenance and use of records in all media

» Records schedule implementation

» E-mail records

» Vital records

» Records retention

» Records disposition for records in all media

» Records storage

Senior officials are the heads of departments and |ndepe_ndenl agencies, their deputies and assistants, the heads of program- offices and staff offices
including assistant secretanes, administrators, and commissioners; directors of offices, bureaus, or equivalent, principal regional officials, staff assistants
to those aforementioned officials, such as special assistants, confidential assistants, and administrative assistants, and career Federal employees, political

appointees, and officers.of the Armed Forces serving m-equwalent or comparable positions. (GRS 23, 5a)

Does the records management program staff conduct qamlrfg for senior officials on the importance of appropriately managmg records under their

immediate control?

*

» Yes

.
.
=
.
-
L3
T
-
-

What topics.are covered in senior briefings? (Choose all that apply) *
» ldentification of Federal Records .
» Government.ownership of Federal Records ;
» Government accountability .
» Legal requirements

» E-mail

' Comments on the Training for Senior Officials Section (Gptional)
[Prowde annualinformation and secunty training-for certajn senior officials and advise them of their records management responsibilities ]

Please provide your name. :

|

6/9/2010
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N\
Are you the Records Officer? *
» No

What is your position title?

|Cheif, Records Management Policy NSA/CSS

.
g .

What is the name of your agericy/organization?

[National Secunty Agency. © . * .

How many full=t.inle employees arg on your records fnanagement staff? Please include full-time government and contract
employees.ih your total. . .

.

1 A : : |

‘How maﬁy locations does your agency/organizatiorj's records management program staff serve?

.
»

% .

. -

How many full-time employees (FTE) are in your agency/organtzation (Choose one) *

Agency, nBureau, or Office:
@paﬂment of Defense
Address:
|9800 Savage Road, Surte 6886
Address 2:
Cgity/T own:
fFon George G. Meade
State:

IMaryland
ZIP/Postal Code:

-

6/9/2010
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(b) (3)-P.L.

86-36

E-Mail Address:

ll'ione Number:

Page 15 of 15
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1 . CORE QUESTION. Has your agency assigned records management
responsibility to'a person with appropriate authonty within the agency to coordinate and
oversee im plementation of the agency’s cam prehensive records and inform non
management ;mu:m? (36 CFR 1220 34(5))

T N

f{‘? “7"!'1-\ I "Ariswer.
 Yes
2 X No

3 X Danotknow

LA R A

Total '

I 2. Comments (Optional)

R ToRe T
tRes onse ..
2 5 »rastdir e

s R AN -cu}y 0

BT h.__»,__,,

TR

1 RN . &

WG i

338, X ; T T Ty

TextPespmse X : PH g b . ";‘
Mrs. Elizabeth R. Brooks, Auwabbimmrfcrcunmumty Integraton, Pdlqmdnm
‘4. Comments (Optional) .

I f'l" ‘
LToxt Pcspnnso ”

W,

T e I
RLEE SR

R T

TR IR

WU

5. Information management indudes responsibllibes over one or many of the
following areas: Pnvacy Act. Freedom of Information Act (FOIA), web end sodal media
programs, and/or inform ation secunty. |s this indiv.dual responsible for inform ation
management es well as m mmanemenl In ycur agsnoﬂ

A LT

TeXtREspONSe s iy

7. Does this individual have primary responsibility for carrying out your agency’s
records management program? This individual 1s often called the Records Officer,
though Utles may vary (36 GFR 1220.34(b))

L1 E T i |
| Answord¥
=)

1 | Yes

2 ] No 0 |
3 1 Da not know 0 L ]
| Tou [ 1 :
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8. Comments (Optional) V .

1 0. Commaents (Optonal)

1 . Whal delegated autharity does the person with operational responsibility for your
Bgency’s records management program have?

Ty W, et VI
Answer,.,

e C R % .

1 Coordinate and oversee implementation ) : 0

2 | Operational responsibility only 0

3 | Nodelegated authority 0

4 . Do not know ‘ 0 A 0%
0

ST Tmrroe] TN ol e U
s e Vit o - Bar

Other (Please be spedfic)
Total

M TR R E N L &Yy S G s "—""4“%

A, T - SR
foq\erv(Pl?aseuc -SPC-E'.QE,_ % o oo Y 9 g on. AR ARG o 33 “weny

Ila . ‘Is the operational responsibility for your agency’s records management program
a :

T ) g A :
S Answer SR T ey

Fulltme duty’
Collateral duty

Other (Piaue be spadfic)

Veen,

yC be specific) X

E4. Cm\m:ls (Ouu‘ond_;r
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1 5 How many FTEs (Full-Time Equivalents) in your agengy’s records management
program cffice are assigned records management responsibilitgs? NOTE. Please
combine percentages of time to equal a full-tme equivalent emgloyee where necessary.
For example, If you have 2 full-ome employées, each of whom records
management work 50 peruentolthenme they would equel 1

1 7 CORE QUESTION. Does your agency have a recoras managem ent
direchve(s)? (36 CFR 1220.34(c) °

' ;'j_riAAnswer % Response
6 b #amik

1 9 When wes your lwnw's dlredwe(s) last urnled’

l-.r\,.. -~
Pcsp(nsL

« FY 2010 - present
2 | o FY2007-2000 0
3 | FY2004-2008 4 0 )
4 -XFYzmarwﬁw - . 0 . )
"5 | X Donatknow I I R T o
Toal . ’ JE

20 Commaents (Optional)

21. Comments (Optonal)

. e

',TcnResponsc M

NSA mll hx o Swhama Flwtlll
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22 A program area is responsible for missionvelated achviies. An administratve .
area 18 respons:bie for achvilies not speafic to the mission of the agency. (36 CFR .
1220.34(d)) CORE QUESTION. Does your agency have a netwark of designated .
emplayees within each program and administrabve area who are assigned records L
management responsibilites? These individuals are dften called Records Liaison *
Oﬂlm (RLOs)thmgh hua may vary (36 CFR 1220.34(6); *

o i th : I A 3 ? . At fs TR 20 e B I Vil
Sahd Y e 1Y Lo e A BB | LT 2 e ponsey T TS

~

H 5
j_; «:t-«..-

=

' You wigl

1 L TIRMES = WIA bdor s 55w ) 2. e BUTLAT S TR 1 1m
| 2 0 %
3 0 0%
l 1
| 23 . Comments (Optional) ' . '

- . - . S . o - eilonm, ot s, 4 AT o e N e A S W & s e T SR, 3

24. How many FTEs (Full-Time Equivgients)in your agency’s program and
administrative offices are assigned racords m anagement respons:bilities? NOTE:
Please combine percentages of time equal to a full-ime equivalent employes where
necassary. For example, If you have 2 fullome em ployeas. each of whom perform
records management wark 50 percent of the time, they would equal 1 FTE.

TLTR & AL 5 we =% R S vt 3
Numbardagmc, FTExw*h‘& AT Bt 3 LIRS R m‘ NumLer dﬁmvaml—ﬂs_s ¢nrg .?‘

"“'4'7\ e e

.

T d A

i S R

b 2oL

,'i:"-’-‘zy

o & 4 » Ve &
PSSR b B A R e L g

26 . What records management dubes are essigned to these designated em ployees?
B (Choase all tnat apply)

:. # A”S‘Ve" e alos S T B, D 5t oo o AL v Bt B
Develop file plans

Inventory records in al formats

Draft SF 118s for unscheduled records in all formats

Establish paper and electronic file symms

vanda rdnlng and mdlng o program stﬂﬁ'

Reuramawve records

s»m SF 258; o mslu permanent records to NARA

Monitor records management compliance within their program or administrative area

‘Other (Please be spedific)

) -

1

D A W N

w oo N o

; Other (Please be'specific)
e ) < ol e

27. comments (Optiondl)

30 x5 vt g o
STextResponsey ' “® > %
e e .- “~
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28 . Formal records management trtning i the com munication of standardized o .
information that tm proves the records management knowledge, skills, and/or atbtudes $ .
of agency em ployees. Training can be either dassroom or distance-based, but it must « - .
Be reguiar (ooouimng more than justonce)* Be repestable and formal (all instructors .
must pravide the same message, not in an ad hoc way). and= Communicate the .
egency's vision of records management.Has your agency developed agency-speafic, .
formal records management training for em ployees assigned records management .
responsibilities? (36 CFR 1220.34(f)) .
Sty Jumg B . . - . . oo & e centive o M, SR N = —
Gt l An.‘s.v;e‘v; 1
 Yes
2 X No 2 0 0%
3 % Do nol know . 0 0%
Td‘ .. N 1 0
T ) L
.
I 29 Comments (Optional) .

30. How many employees assigned records managem ent responsihilibes did your
agency train dunng FY 20107 L

—an e e o —— e e i e i - Pl e e e S e

(BT, T O T LI ey TN e
& Y. WML ¥ sl i B )
TextResponse 4% it i B o

I 31. comments (Optonal)

32. Formal records management training Is the communication of standardized : ' # : '
information that improves the records management knowledge, skills, snd/or attitudes -

of agency employees. Training can be either dassroom or distance-based, but it must: »

Be regular (ccoumng more than just once) Be repeatable and formal (all instructors

must provide the sam e message, not In en ad hocway). and* Communicate the

egency’s vision of records management. CORE QUESTION. Has your agency

develaped agency-spedfic, formal records management training for ell agency

employees? (36 CFR 1220.34(0)

ST

I 33. comments (Optional)
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34 How often doagmo/ em;!ayeas renelve nemms mmagemem tranlng"

REETIER ;\,-b,»i”

b N )-.\

Annually
Every 2 years
Onty when they are newly hired

Only when they request it
Other (Please be specfic)

"”q“"hula

STk

I 35 Comments (Optional) . *

36. How many u'nplw'aa sttended your agency's records management training
duning FY 20107 .

B e - ey (B e g me Borapne e SRR (ST i e e =—

tResponse’ s "‘:\'ﬁ"j P

I37 Comments (Optional)

38. Senior officals are the heads of departments and independent agences; therr *

deputies and assistanis; the heads of program offices and staff offices induding assistant L ) : R \
searetanes. administrators, and commussioners; directors of offices. bureaus, or :

equivalent; pnndipal regtonal officals- staff assistants to those eforementioned officels,

such as speaal assistants, confidential assistants. and adm nistratve assistants: and

career Federal em ployees, political appointees, and officers of the Armed Farces serving

in equivalent or com parable positions, (GRS 23, 5a) Does your agency. &s 8 matter

of standard procedure, provide training to all senior officals end appointed officals,

Induu‘mg those incoming and newly promoted, on the im portance of appropriately

mmaomg m undar their lmmedlala wnvol? (36 CFR 1220 34(1‘))

Ao An-..Nﬂ

'2 X No 0%

3 I,/ Some, but notall, officials receiva records menagement training 1 100%

4 ' x Do not know 0 0%
Tota o o T , ]

I 39 Caomments (Opbcnd)

40. Please indicate why all senior offidals in your agency do not receive records
management training.

" " o
-rTex‘g Respons
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41. comments (Optional)

42 » How do the senior offidals in your agency receive records management
training? (Choose all that apply)

.’l" b
L YAnswer.
A R

4
{

3 G
Online briefings

'Fm Meﬁnph

E-mail messages

-lnfmﬁ_nm posled on the agency's m;emul website
Other (Please be specific)

PRI AN S %
(Pl8asc bo specific) _ ..
Jige s

ES. Comments (Optionel)

1 | Idenbficabon of Federal records 1. ;
é Govemment ownership of Federal records 1 100%
) 3 Government acocountability o ‘1 R '1@%
—47 Legal reqwrunmubFeﬁd records 1 o 1m%
5 E«na:lrew’rds o T+ h 100% ’
Aer Alienation of records 0 0%
"7 | Personal papers ) T e Y S 1 100%
8 Other (Please be speafic) . 0 ‘ | 0%

SR ol LT s Wb
Other (Pleasc be specific) Thdg o
R TN el e N .

P Lizdn" i T
bl s % s oo WG R g e W

€A

R

BUALES
“TextResponse

46 « Whoin your agency airectly trains senior offidals and appointed offidals,
induding thase incoming and newly pramotea, on the imporanae of appropriately
managing records under their immediate control? (Choose all that apply)

IR T
3 :"3'& ik 'Rc";arm"s_&'
'.{'L:Lu —Er. _I_L\A’;‘E
Office of the General Counsel stafl
Adm|nistrative support staff

Information technology staff

Other (Please be speafic)
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48. COREQUESTION Does your agency’s records managament program have ’
established metncs that assess the effectiveness of the program?

 Yes
2 | XNo
3 ,/ Currently under development
4

1 100% |
¥ Donot know 0 0%

L [rom | ' 1 o

150. Cémments (Opbonal)

51 « How does your agency ensure that its em ployees and contractors who are
assigned records managem ent respansibilities -either in the headquarters recoros
management program office or in program or administrative areas - comply with the

cy’s records management pol.aes and procedures? (36 CFR 1220.34(i)and 36
CFR 1222.32(a)2) (Choose all that apply)

R
Audits and/or inspections
F;rogrﬁn reviews .
y OMita vls.i!s
Reqﬁrod submission of quarterly and/or annual reports
O!fw.r (Please be spedfic)

1
bk TR

¥Other.(Please be specific) B malag o

2

RW assistance and training

52. Camments (Optionst)

Ty i T o
:iTextResponse i
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53 How does your agency assess the effectiveness of the records manegement
Taning it provides to its employees and contractors? (Choose all that apply)

e

R NP i v

e Rswer, 15T A i

1 | Caurse evaluations i . 100%
2 | Perhapentinterviews ’ 0%

3 | Inspectons andior audits - C100%
4 | Feadback frun supervisors end managers 100%

5 |Perform ance eveluabons 100%

6 | My agency does not have a records management traming program 0% ’
7 | Other (Please be spadfic) 0%

T ST ) aety
«TextResponse .7,
Sare 3 .

55. Doss your agancy’s records management program have policies end procedures ) ' . o ‘ ’ ' :
that instruct staff on how your agency’s permenent records in &l formats must be - ' -3
managed and stored? (36 CFR 1222.34(e)) i it . ‘ :

R

"loylpcsfforis:o

NSA wil fax a copy to Stephanie Fawoatt.

Atk o TR ES
TextResponse’ | . ; 1"2% 3

58 Has your agency’s records management program established contrals to enaui'e
that afl eligible permanent records in all media that are created by your agency are
vansferred to NARA acooraing to your agency's approved records schedules? (36 CFR
1222.26(e))

Response cbar®
i W )

3 n ; "Answer ' ’ .
' 1 Vv Yes 0 0%
| 2 [xN 1 100%
3 ¢ Donot know 0 %
N 1 1

I 59 Comments (Opbonal)




Doc ID: 6672292

60 Please descnbe the controls your agency's recards management program has
estabhished to ensure that all eligible permanent records in all media are transferred to
NARA acoording to your agency's records schedules.

6 1 Cu-nmems (Omond)

62. CORE QUESTION. Has your agency estanlished controls to ensure thet
Federal records are not destroyed before the end of their retention period? (36 CFR
1222.26(e))

0
3 X Do not know 0

Total

63. Comments (Opbonal)

Ho ' e
-TmrtRe>ponse‘l Wieas

T e ‘4 w, ..‘

64. Pisase describe the controls your agengy has implemented to ensure that : o ¢ - ) ' ;
Federal records are not destroyed before the end of therr retention period. : - ; i

,vw}

'Thxth X dogt ffie SERH R R e ' . o’ G D s Ay e
sponse e A S i ' \ 3 s

I cnﬁod Records Mmqarnn( Omxn vilu mnst mmm NARA a:pmvod rearm ruenﬂnn -mdulas o vuliy dspmnlm of the int:rmm In |he m lnd me@dmommﬂd

65. comments (Optonal)

‘;‘A ;"N .
*Text Response
[ e

66 . An evalustion is an inspaction, audit, or review of one or more Fedsral agency

records management programs for effectiveness and for com pliance with applicable laws

and regulatons. It indudes recommendatons for correcing or im proving records

managemeni practices, polices and procedures, and follow-up acovities. induding . 2 e =
reporung on and implementing e recommendations. Evaluatons may be . . 5 . '
com prehensive (agency-wide) or spadfic 1o a program area or organizational unit. (36 : . Y
CFR 1220.18) A program erea is responsible for mission-related activites. An

administrative area is responsible for adtivities nol specific 10 the mission of the agency.

(36 CFR 1220.34(d)) Records management program stafl induces employees and/or

contract staff with full-bme records management responsiblites. CORE
QUESTION. Does your agency conduct evaluations of the records managemant
practioes of its program and administrative areas? (36 CFR 1220.34()))




(b) (3)-P.L. 86-36

Doc ID: 6672292 _ } . _ _ _
67. comments (Opmanai) B . - o o : B

-
68 When was the most recent records management evaluationénspection B
condudied by your uaeno,? . .

o e s e e . SR ¥ Se e e g

JFV2011
2 | FY2010
3 | Fr2mm .
4 | 3 Eater than FY 2008 .
[ Tol o .

-

G PR 17 Ao
il R v"il. 7 S B
< e R A UL 09 I

e

Response

2 PJ"‘-,‘

leradm or Conlultam
Inswdn' Gma-d
Other, uuse be spedific

‘Other, please be specific'™

|_73 Comrnants (Opuond)

N AT o
Text Response
o :
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74. Sénior officals are the heads of departments and independent egendies, thelr
deputes and assistants, the heads of program officas and staff offices induding assistant
secetaries. administrators, and commissioners; directors of offices. bureaus, or
equivalent: prinapal regona offidals. siaff assistants to those aforementioned officals.
such as spedal essistants, confidential assistants. and administrative essistants; and
career Federal employees, politcal appointees, and officers of the Armed Forces serving
in equivalent or comparable pasitions. (GRS 23, 5a) Were senior offidals
responsible for the evaluated office or program briefed on the findings of the records

. evaluation/insp 1?7

A, ‘, s by
I 'RESPONSE 4wy 4 ‘EIL Bwlta e, g ol
Pitim e Sl

75 Comments (Optional)

;.TcxtResp_qn

76 Was aiumd report med aﬂer ma avaiuamfmapamm was muehcn

Tt il ianSwors J N Y pAlis L e B R M=y
i Y T 5 \ o : e '

l 77. Cunmems (Opuonal)

Thae inopewon are pertmed by the Inspector General O!ﬁca end ndasalled.

79. What follow-up actions dia your agency take to ensure that the program or
administrative area Im plemented ine recommendations from the evaluation/inspecion?
(Cnoosa all that apply)

! Emﬂuhod mpaﬂmq ngnnmenb

‘ Ccndmd regularly scheduled site visits
Established records managem ent metrics
Established training requirements
Omer. please be spooﬁe

mey m management nlmng was hkm
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80 Comments (Optional)

e 'R'esponse_

81. Vital records are records needad to mest operational responsibilies under
natonal security emergendies or other emergency condibons (emergency operating
records) or to protect the legal and finanaal nghts of the Govemment and these affected
by Government actvities (legal and finanaal nghts records). (36 CFR 1223.2) A
program area 1s responsible for mission-related activities. An administrative area s
responsible for adivities not speafic to the mission of the agency. (38 CFR 1220.34(d))

CORE QUESTION. Has your agency ldentfied the vital records of all its program
and administrative areas? (36 CFR 1223.16)

Phied &, 10 4L

82 Comments (Optional)

83 Does your agency’s records management program conduct the vital records
inventory for your agency? ) o - . ;

0 ‘ %
0 0%
Towl J 1
84. comments (Optional) ' . “ ; ' ECR b

| 85 Who in your agency conducts the vital records inventory?

|86'. Comments (Optionel) . o T 3

PSS C e 5 ¥ o 3 @ AN s o e e e c i ————— e i i b St L il eeeererad ccre i bl L

R G T TagRon

Yoy

T "
g X TR R ey ; gt} P it P
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87. How ofien does your agency update its witsl records inventory? (36 CFR
1223.14)

E—
b e TS A

i1 | o Annually
2 ‘JEvg-y*leym
3 | X Eveyss years
-4 3 Never

5 |3 Donotknow

I T ‘ £E .

TR T
v

N R SRR | ¥

PREES
nswer
Wby

I 88. Comments (Optional)

89. Is the records managem ent program represented on the agency's Continuity of
Operations (COOQP) program team?

X Donat know

Tolat

|90 Comments (Optional) '

I 91. s your vitat records plan pert of the Continuity of Opersbons (COOP) pian?

BiE oSSR Vas i AW Y | P 2
Gacfsspatser :

g

192 Comments (Optional)
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93. When was the last tme your agency submrited a records schedule (e.g.. 8 SF
115°) that was acoepted (regrstered and assigned a Job Number) by NARA? (36 CFR
1224.10(c)and 36 CFR 1225.12(1) *Standard Form 115: Reques! for Records
Dlspcslﬂm Authonty

I .
“# i Answer

 FY2010-2011
2 | / FY 2008 -2009
3 | o FY2006 -2007
4 xFYza)Sa'euher
5

6

i ,/Myagmnyhab-gwdceud\ewluwveﬂngdl mmawuwwedbyNARAm FY 2005 or later
X Do not know
iTou S .

95. Please provide tha Job Number of the maost recent SF-115 submtted to, and
regstered by, NARA. This num ber can be found on the monthly status report sent to
your agency's records officer by your NARA eppraisal archivist.

. T 5 AU DO T b : R PN Y Nl TS MI A
Tclecsnonse Gt 3 on T b S AR K PN ? W B S 6O T o g "m., T, iy 4
A 0 LI <

1 4.

Job numberN 14570701, was submitted on 1 June 2007, worked by for 4 years by the National Ardwu and Rm Administration and innlly slmod by the Archivist of the Umtnd Stales on
13 April 2011, t was 297 items long.

96. Commarm (Omond)

N e L R
»;TutPospmse =AY

AR TR

97. A NARA-gpproved records schedule is ane that has baen'signed by the Archivist . - * . sy 2T
of the United States. CORE QUESTION. As required by your agency's NARA- ) A
approved schedule, did your agency transfer any eligibie permanent non-aledronic . TR
reconds o the National Archives via a SF-258" in FY 20107 (36 CFR 1235.12)
*Standard Form 258. Agreement to Transfer Records to the National Archives of the
United States

X
ERATR)
EAC fooy

1 0%

2 X No 1 100%

3 ./ Noneofmy Qenoy s psrmenam non-dammlcm wndwuobmmdzmmn FY2010 . B ) 0 o 0%

v4 ,/Allmygmc/sdpguommmlnm-deamncm are under a records hold or freeze » T ~ 'O. .0*

5 | % Other (Please be spedific) v - 0 | o%
Total . !
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99. Please provide the Natianal Archives Accession Number (field #17 on the SF-
258 or in ERA") of the most recent SF-258 for parmanent non-electronic records signed
by NARA and your agency in FY 2010, indicating @ completed trensfer. “Electronic
Records Archives

fTextResponse 4wt .
. AN AT A LA

1 00 Canmmts (Opuonal)

DN

#Text Response
A 0 ek N

v ; x
i VR [ B S - Sk E ER R R 3 - LIS 7 LT Rheigl Gt ST S

101. "CORE QUESTION. As required by your agency's NARA-approved
schedule, did your agency transfer any eligible permanent electronic records to the
National Archives via a SF-258" orin ERA™ in FY 20107 (36 CFR 1235.12)
*Standard Form 258: Agreement o Transfer Records to the Nalional Archives of the
Umtad States **Eledironic Remtds Ard'nves

o Yes
X No : 0

2

3| Noned my agency’s parmanent electronic records ware eligible to be transferred in FY2010 1 100%

4 | / Allmy agenoy’s elignble parmmmldewuucm are under a records hddam X 0 :0%;

5 xoma(PIcsebupeuﬁc) v T T T e T o
I_Ta_d_ _____ e o % e e =] i i i o ot e s i S, i o 1 .__A1 i I

5 TR 2 A VI M W S S 1 . R Y UL g
“Other (Please be specific)u: e et Wa o ke e e ¥ ! TR SRS L
it A v . 5 2en - . ey 3 - ' & RGN

i 18 4

M v g, T LR e S
o L » Vi el g

103. Piease provide the National Archives Accession Number (field #17 on the SF- ' o Ty
258 or in ERA)of the most recent SF-258 for permanent electronic records signed by
your agency ana NARA ln FY2010 Indiumng lmplmmsh'

o ra T 4N T ] R e A e
sText Response: 'k &a i AU e g 4 AL - g WA

05 My agency did not transfer eligible permanent dectronic records because:
(Chcme dl mn apply)

Thofmnn dmqu nota:mpahue with NARA lyshms
é The records contain sensitive m'u'mahcn
:l 1 Trmsf- Mm are undear
4 |Thmunousywlyb.qmpummcnlm temporary data
i Other (Please be spadific) ) : [

FRERCIEIEY

A A e My o S0 £ o
.Other (Please be specific) =" =
s Llwvi L TN TNy oty
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107 Senior officals are the heads of departments and independent agendes, therr ]
deputies and assistants, the heads of program offices and staff offices induding assistant ' . |
secretanes. administrators, and commissioners, directors of offices, bureaus, or . Ry
equivalent; principal regiangl offidals; staff assistants to those aforementoned officals,

such as speaal assistants, confidental assistants, and administrative assistants; and

career Federal employees, political appointees, and fficers of the Arm ed Forces serving

In equivalent or comparable positions. (GRS 23, 5a) CORE QUESTION. Does the

recards management program staff 8s a matter of standard procedure condud exit

briefings for senior officals on the appropnate disposition of the records, Induding e-

mail, under their Immed:ate control?

* 4

R o e TR L AR '
FTAnswariitr b £

ety 1% iy

R oy o e b e Bart a,, .
i 1 : V Yes N Y
2 X No 0
3 3¢ Donotknow 0
Tota! 1

v, T LA 5 g VAT 5 Roiew e :
! FOU Y ey o S & e Exr 2 VI

Management Offices provide records Information prior to check out, it s mandatory the Individual must abtain approvel fror the récords managerhent office prior to

R DTy

B I R e L T
C R R
ARk . 5

S et %

‘,T'.'cxl Res pt.)nse'w'
NSA will fax this documentaton to Stephanie Fawcett.

110. CORE QUESTION. Are the ex:t brefings documented for purposes of
acoountability? \

1 100%

0 . 0%

3 % Donatknow 0 . %
Towal 1

1_ 1 .1 . ;Commmh(owmd)
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112. COREQUESTION Upon separstion., are senior officils required to cbrzin
gpproval from recoras managem ent program staff or other designatad offiaal(s) before

removing personal papers and copies of records?

113. comments (Oponal)

e

U

e Ca T, ST, T 3
‘TextResponse . LR T "

Referred to Pnvacy Ad/Freadom of Information Ad/D:

edassificalion offices for reviews.

114. CORE QUESTION. Has your agency established contrdis, through palicy
and procedures, to ensure the reliatulity, authenbaity, integrity, and usability of agency
electronic records maintained in electronic information systems?

R fo Ay Pty
2T A swere g
Al | O Y Bl

1  Yes
2 X No
3 X Donat know

Total

|'1 16. Comments (Optional)

e e e e L M s chs e e e —————————

117. 'CORE QUESTION. Doss your agency have procedures to enable the
mgration of records and assoaated meladata lo new storage media or formats so that
records are refrievable and usable as long as needed to conduct agency business and to
meel NARA-epproved dispos'tions? (36 CFR 1236.20(b)6))

X Donotknow
Total

L1 :I_Bi.‘ Cﬁmgﬂ._s (Optional)

iy - T
.‘Tclecspogsc-

S e e S e e o s et b e . s W o (9 e 0 s it s S

bt

Y g,
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1 19. Comments (Optonal)

Mwna\ Mmmdmxﬁedmdnn ndbaprwkhd.

AR S

120. COREQUESTION. Does your agency maintzin an inventory of eledranic
mhn'nauon sys«ms? (36 CFR 123626 (a))

e O, L -_n-un .
-r‘\ RLSp onse Tt

TS W
Rl X -

1 22 « Does yﬁur agency's inventary of electronic systems indicate whether each
system is, or 1S not, covered by 8 NARA-approved dispositon authority? (36 CFR
lzaezs(bm;

T B I . o o - -

Dondknaw
| ‘Toru

I S

| 123 Comments (Opuond)

The mvanuy of NSA'o eladmmc!nbmnm aysl-m lro dmuﬁed and can not ba prwldld.

125. CORE QUESTION. Does your egency ensure that records menegement
fundiionality. induding the captura, retneval, ana retention of records according to
agency business needs and NARA-approved records schedules. is incorporatsd into the
design, development, and implementation of its electronic informebon systems? (36
CFR 1236.12)

|
| N iz
] X No 1 1 100% A
3 | x Do not know ! 0 ; ) 0%
L [ro | ! [
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1 26. Comments (Optonal)

T T

ot Hado MR 5 z ‘ P
axtResponsely i1 v S A i

127. COREQUESTION How often does your agency's records management

program staff partidpate in the design, devel t, and impl laton of new
dedmmc mlarmﬂim systuns? (36 CFR 1236 12)
T PR 5 R i i, T -Rcspon§e 17"!5!!\%'.“”“Jl:}j‘\‘n"in“.-\ o :

) o 3 i
gl S 2 {

128. Comments (Optonal)

xtResponsa

1 29 Does your agency provide training on the retenton and management of
m aued and mantanedin dewmmbrm'i (38 CFR 1220. 34(0)

o YR A A g T g R ek N 2
S ’:! Fiir iy ANSWerss,. . v Ly g S Rar

Py SRR Y VAL A AR &

No

Do not know
] Total

b i ATy
LEREARGAR

1 All agency staff
2 | Contractors 1
3 | Records Liaison Officers or similer 1 400% .
‘4 | SeniorOficais T 100%
" 5 | Information Technalogy Staff 1. 100%
6 Other (Please be speafic) 1 100%

!
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1 33 An demmlcrwus management system (ERMS), often referred to as a
records managem ent applicabon (RMA), is an electronic management system in which
any agency records. regardless of format (paper, electronic, micoform, etc), are
eallected. organized. and categonzed to fadlitate their preservahon, retrieval, use, and
disposition. (NARA'Ss records management training course, Electronic Records
Management, module 1, lesson 2 (May 2010)) Does your agency, or any

office/com ponent unit within your agency, ourmently have — even as a pilot projed — a
fully funchoning Electronic Records Management System (ERMS)Records
Management Application (RMA) for maintaining and preserving electronic rer.m!s?
NOTE Backup tapes. document management sy case

data marts, and email vaults are not considered to be fully funchonal ERMS or RMAs
andgendwqanae for records retention.

" o ) R i
e TR R e
e e b A

1 - 100%
Do not know ! _ 0 - 0%
Total ' 1

l 134 Commenh (Optlcnal)

Currently a pilot project
Used agency-wide
Used in mdﬂaﬂmfmmt units only

[1 36. Comments (Optonal)

—— et —————— -~ —_— - e- e e e s wmiie= = —— e —— e 4 5 s e - D |

1 37. Autometic capture or dassification systems are applications that can help
people create taxonomies (the organization of a particular set of information for a
particular purpase) end place documents in categones, although the amount of
gutomabon can vary. (hitp /Awww .searchtools.com/info/dassifiers.html) Does your

ERMSIRMA have wmauc Mrddasuﬁman capability? S . .

Total

0
3 Do not know ' 0
' 0

138. Comments (Optonal) ' !

"Text Response .
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139. isyour ERMS/RMA used for (Choose all that apply)

e e
¢ Sl oS
e TR

4 h
Al o
el -
v | e

Elednilicdwmenu

E-mal'messages
Mdnh’ning records maintained outside the ERMS/RMA

Other (Please be specfic)

5 AL
TR, otz v

T € g e St
Ry ey
e et e 5 e Wl S o C————, (6 — " — il - !
I141. Is your agency in the process of developing an ERMS/RMA? - A

v.c.,n,,-‘_,"‘,u%,-- -
.iResponse® sy =

143. Wnen dees your agency plan to deploy an ERMS/RMA?

FY2014
Other (Please be spedific)

| Te - i Pp— -- I ‘_T"f' 5

|1 44, Gomments (Optonal)
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1 45 Web 2 0 and sonal media are umbrella terms used to define the vanous
acuvites integrabng web technology, sodal interaction, and user-generated content.
Through soaal media, individuals or collaborations of individuals, create, organize, edit
comment on, combine. and share content. Facebook, Twitter, Second Life, Blogs, and
wikis are examples of soaal media. (NARA Bulletin 201102) Does your agency or

X o

ro - tResponse: g L LYIRS ]
- = g
2 No 0 0%
3 |- Da not know - . ) . o 0* ]
Total _ !

Tamgeih

o
! Text Response
AT T

147. Has your agency developed palicies and procedures for capturing and -
managing Federal records that are created on sodal media? -
Yes 0 %
No 1 100%
i 3 Do not know 0 0%
. Totad : 1 '
148. comments (Optional) _

sy oy
.TextResponse

149. Cioud computng:s a tachnology that alows users to acoess and use shared o : oo
data and com puting services via the Intsmet or & Virtual Private Network. It gives users : . S " :

acoess o resources without having to build infrastructure to support these resources : s .

within their own environments or networks. (NARA Bullatin 2010-05) , Does your -
sgency or any officeicomponent unit within your agency use doud computing . -
technologies? '

Ridilgansver s,

1 1

2 |No 0 o%

3 No, but my agency 1s exploring the use of doud computing technologies 7 T . Ei '_ -_6%—_

4 |Donctknow ' N 0 o%

5 | Other (Please be speatic) ‘ " T B
1

150. comments (Optional)
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1 51 Has your agency established records management palicies and procedures for
managmg Federal rwrus n adoudmpuhng mwrunmmﬂ

st o] ansher
1 Yes ]
2 No 1
3 Do not know 1 0 0%
Total i !
Se— — o =y -

152. comments (Ophond)

1 53 An electronic mal system is a computer application used to create, recaive,
and transmit messages and other aocuments. Exduded from this definit.on are file
transfer ublies (software that ransmits files between users but does not retain any
fran: data). data systems used to collect and process data that have been
onganized into data files or databases on either personal computers or mainframe
computers, and word processing documents not transmitted on an evnail system. (38
CFR 1236.2) CORE QUESTION. Does your agency have polices and procedures

in place to hande email records that have a retenton penod longer than 180 days? (36
CFR 12:!6.22(5))

b g
Response

1 54 Commenu (Opnnni)

L L <
-TextResponse’s v

YO i

l1 55 Comments (Opuond) _ - . )

Tr-rlPMnmsn o) X5 o

NSA's four, NARAWMdispwhm schedules mmedaneunl mdf\mwcnd oolheywybmocmmtdmmal
four schedules.

1 56 » NOTE. : A recordkeeping system may be manua or electronic. How does
your agency ensure that e-mail messages that are Federal records are preserved In the
appropniate agency recordkeeping system? (36 CFR 1236.22(b)) (Choose all that
apply)

1 Pdlo/mdpm"w 1.

2_ ) Rm&mngmulmm 1 1009(

3 | Tealning T o
4 Staff bnefings 1 ) 100%

§ | Office visits 1 ' 100%

6 E-mal reminders 1 i - 100%

7 | Other (Please be spedic) 0 0% |

e fuy bR
r.(Rlease be specific) ¢
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157 Comments (Optonal)

that apply)

A (W,
ooa v

o SO,
T,
WATIN e

1

2 | Saveas .PDF

3 | Storage as .PST (or other format) in Shared Network folders (Local Area Network) 1 100%

4 sﬁq’p n m Electronic Records Management System/Records Management Application ' 70 0%

5 | Maintain in original e-mail system - ) - 0 ] 0%

8 | Email Archving System 0 | o

7 | Backup tapes T 100%
L 8 | Other (Plusobesﬁﬁc) 0 0%

[1‘59_ Cu'mr!m (Optional)

160. CORE QUESTION. Does your agency sudit or review stafl compliance with _ .
the agency's email preservation polides? -, N -

)
{

o
¥y 1 Answer
.Y sllos ta

i

P

| 2 X No

. 3 X Do notknow 0 0%
| 1

T a

hoealTh A
xtResponse
M T e

162. coREQUESTION. How often does your agency audit or review staff
compliance to the agency's email preservation policies?

# A;lwzv/e"r“.ﬁ.‘! % . B s ; el : i 3 ; ‘:'f':’:s;:prixl‘s‘e‘ ;M;"’;.:’“}m |

1 + Every 6 months . 0 0%

2~./Evuyyea -7‘--0-—> 0%

3 | Every2years ' ST 1 0 %

4 xLusﬁwmlymmwcyzym o . 0‘ h 0%

et xDonmkncm - . : e . B " Yo nis "
U [toa . ' | ' 0

'

163. comments (Optona)

Text Rc::ponsc Sl
e '
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164. CORE QUESTION. Does yur agency provide trining on the retention and
management of email records? (368 CFR 1220.34()) -

166. ‘CORE QUESTION. Is this treining mendatory for all staff, iInduding
contractor staff and senior officels? =

.f‘.'k-'.n',.i;‘.i?.']‘"AH;Wer',H_L_‘:-”V R A i, O R T SRR ol _"___" Response; ,« T e
1 v Yes 1 100%
2 ¥ No 0 0%
3 ¥ Donat know 0 ) %
Total 1

167. (;ornme;tn(Optmd) - - . : : Y

;i'.e"x( Rg:.ponsl. ?,Q;G_ 2

1 68 . E-mail archiving generally refers to applicat.ons that remove e-mail from the

mail server and manage it in a central location also known as an archive. Informat.ion

technology professionals use the term *areniving” 1o mean the copying or transfer of

files for storage. In general, these applications collect in & cantral repository the email

(which may induce attachments, calendars, task lists. etc.) of some or all agency users.

E-mal archiving applications typically require little to no action on the part of the user to

store or manage the e-mail records. Once messages are stored, authonzed users are

gble to search the repository.  (NARA Bulietin 201103, December 22, 2010, Guidance

Conceming the use of E-mail Archiving Applications to Store E-mail)  Has your

agency, or any office/com ponent unit within your agency, adopted an email archiving g = S ol
applicaton? =

AR AR RS

| el
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1 70 Has your agency taken steps to adapt or deploy an e-mail archiving
applicabon?

i TR P

171. commens (Optonal)

SR = s SN — . N S mmacs)

172. When does your egency plan to adopt or deploy an email archiving
spplication”? o L o )

FY 2011
Fr2o12
FY2013
FY 2014
Other (Please be spedfic)

Libgpagt s s

i

1 74 Does your agency or off. ca/component unit use its email archiving application
for offiaal dkeeping of electroni | messages?

XIS TR
A ‘Responk;e.i 4

kY

175. comments (Optianal)
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1 76 What sleps does your agency take to manage the retention and disposition of
Federal records in current emall archiving applicabons? (NARA Bullebn 201103,
Decamber 22, 2010. Guidance Concerning the use of E-mail Archiving Applications to
Store E-mail). (Choose all that apply)

$ L

i Pdliaes and procedures
User training
Monitoring records stored in the system
Other (Please be speafic)

g ‘!tAnswrr

0o sy
‘10v{er_(ﬁl‘qasq _rze sp‘gcngc)

|177 Comments (Optional)

1 79 Has your agency or any offioe/com panent unit within your agency adopted an
esmail archiving application for & purpose other than for omul recordkeeping of
dmmu: mlﬂ messages?

0%
2 No 0 0%
3 Donat know 0 0%
Total 0
| 180.  Comments (Optianal)

TextRespmsc

1 81 What is the purpose of your agency's or offica‘com ponent unit's emal
uauvlng nq:uauonv Pleae be speuﬁr.

= T

Teleesponse( .;'
5

3 - s i vl . P L : o Kb 2 Coad

TeKlResponsei {,
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1 83 . How many FTEs are in your agency/organization? ) .

; |
2 .| 100,000-499,999 FTEs ' -,
3 | 10,000-99,999 FTEs
4 |1000-9,999 FTEs .
5
6
7

1-99 FTEs
Not available .

0

1

0

100999 FTEs ’ . ' 0
, x B8

0

Total . 1

184. V\Malmdﬁoasormmddywmsdllwhmymmumd\his .
self-essessment? (Choose al thet epply) .

7 7 AP

AR l Answor T
Joun A g LA v

1 |Officecithe General Counsel

2 Prug’nrn Managers 1 ) 100%

3 | Information Technology staff 1 100%

4 | Records Lisison Officers or similar .. K 100%
5 |Adminisrativestt ' ' S T T e

6 |Nane ‘ ' N 0 T o%

" 4 Other (Please be spedfic) . 0 0%

:Omcr_(EIr;;x'sc be spe

-
185. How much time did It take you to gather the Inform ation to complete tHis salf-
assessment? .' ,

R -

e
G ;
LR B

Il'f\nsxw.(r‘ ; ik K Ly ":4".‘?' '.Fg:}b.()[l;b"f.‘j :
1 | Under3 hours e
2 More than 3 hours but less than 6 hours .
3 Mare than 6 hours but less than 10 hours .
4 | Over10hours Y
T B . B B K
.
.
I 186. Please provide your contactinformation. Name:*
it Srsiion 4 s 55 SSmerm o o fvemnad 85 8 gy By _ ST PO

S T .

:fe;thespbr\sc T BN g 4

;Text Response ».\'_A

National Secunty Agency : WESA

5

I e b
sTextResponse v ok
s iy 2, s

Chief, Records Management Policy
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“ e
Response
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“TextResponse @
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| 198. « Records Officer's EMail Address

I 199. Records Officer's Phone Number

- il TR - P
; .
sledtReypodtes

: s g T “ m_oﬂt»‘:, L3 T

At CL RS A WP TR o A% S DTVEL 4 5 S0 E, e ¢ v L LAl

Score Standard Deviation
Weighted Mean of tems
Standard Deviahon of tems

¥

ltems
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6/28/12 SurveyMonkey - Survey Results
| PR : -
. " . DesignSurvey Coflect Responises | Analyze Results
. - * .
View Summary { Default Report[+] o . -
_ . . e
Browse Responses ' o . . .
Filter Responses . .. . .
Crosstab Responses Active Filter: Completed Responsgs’ ; . ;
Download Responses .. .
Share Responses .'
ponse Type: ,.Colncw: : :
Normal Response « FY 2012 Records Management Self-Assessment
« (Email Inutaton) , ;
Email: * Name: .
Response Started: . Response Modified:
Monday, June 4,2012 2 09 58 PM & Tuesday, June 26.:2012 15125PM

1. Has your agency assigned records management nspc'pnsiblmy to a person with appropriate

a.uthomy within the agency to coerdinate and oversee implementation of the agency’s
comprehensive records and information management pgrogram? 36 CFR 1220.34(a)

Yes

1. Please provide the person's name, their position title, and office.

Elizabeth Brooks, Associate Director Policy and Records (ADPR), NSNCS'§ Federal Records Officer

1. Does your agency have a records management directive(s)? 36 CFR 1220.34(c)

\ Yes

-

1. When was your agoncy.’s directive(s) last updated?

R LN L

FY 2009 - 2010 .
1. Does your agency navo a network of designated omployees within each program and
administrative area who are asslgnod records managemept responsibilities? These individuals
are often called Recerds Liaison Officers (RLOs) though their titles may vary. 36 CFR 1220.34(d)

Yes . .
1. Does your agoru:y have an internal training curriculum, Basod on agency policies and
directives, for émployees assigned records management responalbllmn? These individuals
are often called Records Liaison Officers (RLOs) though thelr titles may vary. 36 CFR 1220.34(f)

Yes .

1. Please statq the number of employees assigned neordrmanagement responsibilities
trained during FY 2011.

Note: Do ngt.lnclude the number of employees who attended NARA’: records management
training workshops, whether the workshops were part of NARA's standard or customized

training ¢usriculum for your agency, in your answer.

1. Has your agency developed internal, staff-wide formal training - based on agency policies
and directives - which helps agency employees and contractors fulfill their recordkeeping
f responsibilities? 36 CFR1220.34(f) .

¢ Yes

ned durina FY 2011.

>
.
’
0
IR R U
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. '. Note: Do pot include the number of employees who attended NARA's records management
' . training workshops, whether the workshops were part of NARA's standard or customized

training curriculum for your agency, in your answer.

1. Does your agency require that all senior officials and appointed officials - including those
incoming and newly promoted - receive training on the importance of appropriately managing

records under their inmediate control? 36 CFR 1220.34(f)

Yes '

_1. Please explain.

No Response

1. Additional comments (optional).

. In additi [:
schedules, has your agoncy s rocords mamgomo nt progmm dovolopod and Implementod
internal controls to ensure that all eligible permanent records in all media that are created by
your agency are transferred to NARA according to your agency’s approved records schedules?

36 CFR 1222.26(e)

Y. o

1. Describe in detail the internal controls your agency’s m:ords management program has
implemented to ensure that all eligible permanent records in all media are transferred to NARA

according to your agency’s records schedules.
Include in your description how these controls are tested for effectiveness as well as how,

frequently they are tested.

has your agency

1. T i -
developed and implemontnd intomal controls to ansuro that Federll rocords are not
destroyed before the end of their retention period? 36 CFR 1222.26(e)

Note: These controls must be internal to your agency. Reliance on information from external
agencies (for example, NARA's Federal Records Centers) or other organizations will not be

considered an affirmative response for this question.

Yes

1. Describe in detail the internal controls your agency’s records management program has
implemented to ensure that Federal records are not dostroyod before the end of their

retention period.
Include in your description how these controls are tested for effectiveness as well as how

frequently they are tested.
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SurveyMonkey - Survey Results

1. Does your agency conduct evaluations/inspections/audits of its records management
program, or an element of the program (e.g, records scheduling, records management
training) to ensure that it is efficient, effective, and compliant with all applicable ncords
management laws and regulations? 36 CFR 1220.34(j) &

Yes .

1. When was the most recent evaluation/inspection/audit conducted?:

Less than 1 year ago

2. Was a written report prepared after the evaluation/inspection/audit was completed?

Yes . N

1. Has your agency established performance goals for its records m#nagement program? _

Yes

1. Has your agency’s records management program identified 3 or more performance
measures for records management activities such as training, tecom scheduling, permanent

records transfers, etc.?

Yes .

1. Does your agency’s records management program have policies .and procédures that
instruct staff on how your agency’s permanent records in all formats must be managed and
stored? 36 CFR 1222.34(e)

Yes

LR A

1. Has your agency identified the vital records of all its program and administrative areas? 36
CFR 1223.16 .

Yes

1. How often does your agency review and update its vital rocordi:inventory? 36 CFR 1223.14

Annually : -

{
.

2. Is your vital records plan part of your agency's Continuity of Opérations (COOP) plan?

Yes ;
1. Additional comments (optional). .
No Response ' .

1. As required by your'agency’'s NARA-approved schedule, does §our fge ncy transfer eligible
permanent non-electronic records to the National Archives via a signed SF-258 or approved

for transfer in ERA? 36 CFR 1235.12 i

Yes

1. Please explain why your agency does not transfer its pormune:nt non-electronic records to

No Respornise

1. As required by your agency’s NARA-approved schedule, doesyour agency its transfer
eligible permanent electronic records to the National Archives via a signed SF-258 or
annrnvad far tranefar in FRA? 3R NFR 1238 12 .
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No

1. Please explain why your agency does not tm;sfer its pennan;nt electronic records to NARA.

NIMNSNCSS hgible el ! ds are stll classdied, aven after declassificaton réwew and NARA is unable to

pt classf atthis tme . .

1. Are records management program staff requited to conduct oxlt briefings for senior officials
on the appropriate disposition of the records - fncluding email - under their immediate
control? 36 CFR 1230.10(a & b)

Yes

1. Are the exit briefings documented for purpos®s of accounta

lity?

Yes ’ .

e o b o] afa o

2. Upon separation, are senior officials required to obtain appro'\ml from records management
program staff or other designated official(s) befbre removing pérlonal papers and copies of
records?

Yes {

1. Additional comments (optional).

No Response

w f sls s n p s]e

1. Has your agency incorporated/integrated controls to ensure the reliability, authenticity,
integrity, and usability of agency electronic records maintained in electronic information
systems?

7 " No

P )

1. Does your agency have procedures for mlgraﬂng records and'. associated metadata to new
storage media or formats so that records are refrievable and usable as long as needed to
conduct agency business and to meet NARA-approved dispositions? 36 CFR 1236.20(b)(6)

Yes ® .

1. Does your agency maintain an inventory of eléctronic information systems that indicates
whether or not each system is/is not covered by an approved NARA disposition authority? 36
+CFR 1236.26 (a)

Yes

1. Does your agency ensure that records managément functionality - including the capture,
retrieval, and retention of records accarding to &gency bullnul needs and NARA-approved
records schedules - is incorporated into the des'lgn, devolopme nt, and implementation of its
olectromc Informatlon systems? 36 CFR 1236. 12

Yes

1. Describe in detail how your agency ensures that records management functionality is
incorporated into the design, development, and -Implemenutlon'of electronic information
systems.

1. Does your agency’s records management program staff participate in the design,
development, and implementation of new electronic information.systems? 36 CFR 1236.12

Yes ’ .

1. Please explain why your agency's records management prodrq'm staff does not participate in
the design, development, and implementation of new electronic systems.

No Response - .

!4, Has' your agency developed internal, staff-wide, formal training based on the agency’s




/

(b) (3)-P.L. 86-36
Doc ID: 6672292
6/28/12

SurveyMonkey - Survey Résults » *

policies and directives, on the retention and management of records crelhd and malntainqd
in electronic formats? 36 CFR 1220.34(f)

Note: This training must be internal to your agency. NARA’s records manageme nt training '_
workshops, whether the workshops were part of NARA's standard currlcu!um or customized by
NARA far your agency, should fot be considered internal training.

Yes

L L Y

1. Does your agency have policies and procedures in place to handle email records that havc a
retention period longer than 180 days? 36 CFR 1236.22(c), and GRS 23 (7)

Yes

1. Does your agency audit staff compliance with the agency’s email pr“'prvatlon policies?
No B

-
.

1. How often does your agency audit staff compliance to the agency’s o'hlail preservation
policies?

No Response

1. Has your agency developed internal, staff-wide training based on lgency policies and
directives, on the retention and management of email records?

Nota: This training must be internal to your agency. Reliance on NARA's records management
training workshops, whether the workshops were part of NARA's stardard curriculum or

customized by NARA for your agency, should pot be considered lntorhll training. 36 CFR
1220.34(f)

Yes

1. Is this training mandatory for all staff, including contractor staff and sonlor officials?:
Yes

1. Additional comments (optional).

A
-
T
-
"

1. What internal challenges do you face managing and Implemenbng your agency’s records
management program?

No Response

1. Have you undertaken any changes or initiatives to improve records management in your
agency that are not covered by the questions or your responses to this self-assessment?

NSA/CSS has undertaken the following inihatives Automated the hardcopy and mult-media process for records
mmuqhom the records hfecycle Gained programmed funding for electronic records mangement for NSANSA/CSS
I on R

Man t Activbes dunng Apnl to promote Records Management Month Actvties dunng

October to promote Amhlvu month Presenta 1 hour Records Management smm all new NSA/ICSS employees on
the responsibilibes of records management

1. Do you have any suggestions for how we can improve futufn self-assessments?

Please place the question in the same order they are when pnnted out and pl ber th tic
electronic survey

the q in the
1. How many FTEs are in your agency/organization? (Choose 'one) ;
10,000 - 99,999 FTEs ;
2. What other offices or nroaram areas did vou consult whn'n vou completed this salf-
I 57
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Cmee of the General Counsel
Piygram Managers

infgtmaton Technology staff
Reterds Liaison Officers or similar
Mmmsnn\e lhﬂ - \

Omw(plnse spwm N.bonal Ctypbloqlc School operntad by NSNCSS

3. rlow much time did it take you to gather the information to complete this self-assessment?

Ovar‘l_ohoura

1. What is your job title?

Chmf,-ﬂlmm: Management Policy, NSAICSS
~ o
2. Phgso provide your contact information.
Namel: . J
AqenqlB-roqulOﬂica NSACSS
Address 9800 Savage Rd. -
é.ma&r{&'p&na;aee Meage
Sllm-m - V . T
ZIP 20766 m— © T T
EmulAddms o

Phone Num !_mr

3. Are you the Records Officer?

No .

1. Please provide the name of your agency's Records Officer and his/her contact information.

Name - Elizabeth Brooks

Email Address

Phone Number
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COMPLETE

Collector: 2013 RMSA 1 - Cabinet Agencies (Email)

. Started: Fnday, January 17, 2014 10:31:21 AM

Last Modifled: Friday, January 17, 2014 11:41:24 AM
« Time Spent: 01:10'02

4 First Name: David

- Name: Shemman
T Emall:
] Custom : Department of Defense National Security Agency

L N

PAGE 2: Section |. Records Management Program - Activities

Q1: CORE QUESTION. Is there a person in your agency who is
responsible for coordinating and overseeing the
implementation of the records management program? (36
CFR 1220.34(a))

Yes

PAGE3

Q2: Please provide the person’s name, position title, and
office.

Q3: Additional Comments (Optional)

Dr. David Shermanm Director of the Associate Directorate for
Fblicy and Records NSA/CSS

Respondent skipped this question

Q5: When was your agency's directive(s) last reviewed
and/or revised to ensure it includes all new records
management policy lssuance: lnd guldanee?

Qs: Additional Comments (Optlémal)

/

PAGE4
Q4: CO;_Q_I;';';C—)P—{—D:QS you_r—a;e—ncy rvoarecords Y_es 1
management directive(s)? (36 CFR 1220.34(c))
PAGES5 -
o FY 2010 - 2012 ‘}

Respondent skipped this question

PAGE 6

e

Q7: CORE QUESTION. Does your agency have a network of
designated employees within each program and
administrative area who are assigned records management
responsibilities ? These Individuals are often called Records
Liaison Officers (RLOs) though their titles may vary. (36 CFR
1220.34(d))

S

Yes

PAGE7

1/13



(b) (3)-P.L. 86-36

gement Self-Assessment .,

Doc ID: 6672292 2013 Records .Mana

L

Q8: CORE QUESTION. Does your agency have internal records” Y©S .
management training*, based on agency policies and .
directives, for employees assigned records management ‘ '
responsibilities ? (36 CFR 1220.34(f))"Includes NARA’s records

management training if it was customized specifically for
your agency.

PAGES

~

Q9: Please provide the number of employees assigned

records management responsibilities that your agency \
trained during FY 2013. **Do not include the number of .
employees who attended NARA's records management
training workshops unless such training was customized .
specifically for your agency.

Q10: Additional Comments (Optional)

PAGES

Q11: CORE QUESTION. Has your agency developed Internal, Yes
staff-wide formal training*, based on agency policies and

directives, which helps agency employees and contractors .
fulfill their recordkeeping responsibilities ? (36 CFR .
1220.34(f))*includes NARA's records management training if it *

was customized specifically for your agency. .

‘e oo - .
.

PAGE 10 :

\

Q12: Please provide the number of your agency's employees
and contractors who were trained during FY 2013. ** Do not
include the number of employees who attended NARA’s
records management training workshops unless such
training was customized specifically for your agency.

Q13: Additional Comments (Optional)

Responde\utskipped this question

\

PAGE 11

A e SN
Q14: CORE QUESTION. Does your agency require that all sénior Yes
and appointed officials, including those incoming and newly
promoted, receive training on the importance of
appropriately managing records under thelr inmediate
control? (36 CFR 1220.34(f))

|

Q15: Additional Comments (Optional)

Respondent skipped.this question

PAGE13

2/13
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—

Q16: CORE QUESTION. In addition to your agency’s established Yés
records management policles and records schedules, has

your agency's records management program developed and
implemented internal controls to ensure that all eligible
perimanent records in all media that are created by your

agency are transferred to NARA according to your agency’s
approved records schedules? (36 CFR 1222.26(e))

PAGE 14

prm———- Ty - e T SRR e e aee, c e e

Q17: Please describe the control activities your agency performs to ensure that all eligible permanent records in all
media are transferred to NARA according to your agency’s records schedules. “*Control activities described must be in
addition to your agency's records schedules and directives.

PAGE 15

Q18: CORE QUESTION. In addition to your agency’s established Yes
policies and records schedules, has your agency developed

and implemented internal controls to ensure that Feéderal

records are not destroyed before the end of their retention
period? (36 CFR 1222.26(e))* These controls must be internal

to your agency. Reliance on information from external

agencies (for example, NARA’s Federal Records Centers) or

other organizations will not be considered an affirmative

response for this question.

-

PAGE 16 <

( S

Q19: Please describe the control activities your agency performs to ensure that Federal records are not destroyed
before the end of their retention period. These control activities must be in addition to your agency’s records
schedules and directives.

- Q20: Additional Comments (Optional) Respondent skipped this question

PAGE17

3713
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Q21: CORE QUESTION. Does your agency evaluate - by .
conducting inspections, audits, or reviews - its records P .

management program to ensure that it is efficient, effective, & .

and compliant with all applicable records management laws -

and regulations ? ** For this question, your agency's records .

management program, or a major component of the .
program (e.g., vital records identification and management, .
the records disposition process, records management -
training, the management of your agency's electronic
records) must be the primary focus/target of the .

Yes

inspection/audit/review.

PAGE 18

Q22: CORE QUESTION. How often is your records management Every 1-2years

program, or a major component of the program, evaluated ~
for compliance with agency records management policies '
and procedures?

Q23: Was a written report prepared after the most recent

Yes

inspection/audit/review was completed?

Q24: Additional Comments (Optional) Respondent skipped this question »
L = .
PAGE19 .

Q25: Has your agency established performance goals for its  YeS

records management program?

PAGE 20

l Q26: What are your agency's records management program’s performance goals?

A — _—

PAGE 21

Q27: Please describe the progress your agency has made Respondent skipped this question
towards identifying performance goals for its records

management program. Include the time frame for

completion in your remarks.

PAGE 22

Q28: CORE QUESTION. Has your agency’s records
management program identified three or more performance
measures for records management activities such as

training, records scheduling, permanent records transfers,
etc.? ‘

Yes

PAGE 23

'

; 4/13
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Q29: What are your records management program'’s performance measures? Please state how they are linked to your
‘agency’s records management program's performance goals.

NSA/CSS performance measures: 100% compliance w ith Records Management Mandatory training by all employees annually;
information Assurance Records Disposition Schedule approved by NARA in 2014; and transfer at least 100,000 pages of records

quarterly to NARA. _J

T T T . - & e e e e — = e ——

PAGE 24

Q30: Please describe the progress your agency has made Respondent skipped this question
towards identifying performance measures for its records

management program. Include the time frame for

completion in your remarks.

PAGE 25

> ( Q31: Additional Comments (Optional) Respondent skipped this question

PAGE 26

7

Q32: Doés your agency's records management program have Yes
polic!os and procedures that instruct staff on how your

agency’s permanent records in all formats must be

mnnagod nnd stored? (36 CFR 1222 34(0))

( . ; .
Q33: Additional Comments (Optional) Respondent skipped this question

\ . —

PAGE 27

e = R N 5 % o e emimm e e e e

Q34: CORE QUESTION. Has your agency identified the vital Yes
records of all its program and administrative areas? (36 CFR ) ’ 2
1223 18)

Q35: CORE QUESTION. How often does your agency review - Annually
and update Its vltal rocords |nvontory? (36 CFR 1223 14)

Q36: Additional Comments (Optional)  Respondent skipped this question

et e e ———— - -

PAGE 28

Q37: CORE QUESTION. Is your vital records plan part of the Yes -
Contmuity of Operations (COOP) plan?

Q38: Additional Comments (Optional) Respondent skipped this question

PAGE 29: Section lll. Records Managemeqt Program - Records Disposition

Q39: Does your agency have permanent non-electronic Yes
records?

5/13
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Q40: CORE QUESTION. Did your agency transfer permanent
non-electronic records to NARA during FY 20137 (36 CFR
1235.12)

PAGE 30 ' !

2013 Records Management Self-Assessment

Yes

Q41: My agency did not transfer permanent non-electronic
records to NARA during FY 2013 because:

PAGE 31

Respondent skipped this question

Q42: Please explain why your agency did not transfer its
permanent non-electronic records to NARA during FY 2013.

PAGE 32

Respondent skipped this question

Q43: Has your agency transferred, or does it plan to transfer,
permanent non-electromc records to NARA in FY2014?

Q44: Additional Comments (Optional)
i .

Respondent skipped this question

PAGE 33

Q45: Does your agency have permanent electronic
records/systems?

Q46: CORE QUESTION. Did your agency transfer permanent
electronic records to NARA during FY 20137 (36 CFR 1235.12)

\

Yes v

PAGE 34

Q47: My agency dld not transfer permanent electronlc
records to NARA during FY 2013 because:

/
No electronic records/systems w ere eligible for transfer
during FY 2013

PAGE 35

Q48: Please state why your agency did not transfer its
permanent electronic records to NARA during FY 2013.

Respondent skipped this question

PAGE 36

Q49: Has your agency transferred, or does it plan to transfer,
permanent electronic reeorde to NARA during FY 2014?

Q50: Additional Comments (Optional)

Respondent skipped this question

PAGE 37

6/13
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Q51: Does your agency track when its permanent records —

electronic and non-electronic - are due to be transferred to
NARA?

Yes: '

b -

PAGE 38

Q52: Please describe how your agency tracks when its permanent records - electronic and non-electronic - are due to
be transferred to NARA.

M PP IR R

L Q53: Additional Comments (Optional)

Respondent skipped this question

PAGE 39

s

Q54: Where does your agency store its inactive Federal records? (Choose all that apply) ** Indicate if each type of facility
your agency uses complies - or does not comply - with the standards for records storage facilities found in 36 CFR
1234.

Q55; Additional Comments (Optional)

Respondent skipped this question
L &

PAGE 40

Q56: CORE QUESTION. Are records management program
staff required to conduct exit briefings for senior officials on
the appropriate disposition of the records, including e-mail
under their imnmediate control? (36 CFR 1230.10(a & b))

Yes

PAGE 41

po e ————— -

Q57: CORE QUESTION. Are the exit briefings documented for
purposes of aoeountabillty?

Yes

T

Q58: CORE QUESTION. Upon separation, are senior officials
required to obtain approval from records management
program staff or other designated official(s) before
removing personal papers and copies of records?

| S

Yes

PAGE 42

Q59: Please explain why senior officials are not required to
obtain approval from records management program staff or

other designated official(s) before removing personal
papers and copies of records.

Respo ndf;nl skipped this question

Q60: Additional Comments (Optional) Respondent skipped this question

PAGE 43: Section IV. Records Management Program - Hectronic Records Management
717113
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Q61: CORE QUESTION. Has your agency Yes
incorporated/integrated internal controls to ensure the

reliability, authenticity, integrity, and usability of agency

electronic records maintained in electronic information

systems? (36 CFR 1236.10)

Q62: Additional Comments (Optional) Respondent skipped this question

| S = s oees e . -

PAGE 44

Q63: CORE QUESTION. Does your agency have procedures to Yes
enable thé migration of records and associated metadata to

new storage media or formats so that records are

retrievable and usable as long as needed to conduct agency
business and to meet NARA-approved dispositions? (36 CFR
1236.20(b)(6))

PAGE 45

Q64: Are records management staff involved in developing Yes
procedures to ensure that records are properly migrated
from retired systems?

Q65: Additional Comments (Optional) Respondent skipped this question

PAGE 46

Q66: CORE QUESTION. Does your agency maintain an inventory Yes
of electronic information systems that indicates whether or

not each system is covered by an approved NARA

disposition authority? (36 CFR 1236.26(a))

PAGE 47 -

Q67: Please explain why your agency does not maintain an Respondent skipped this question
inventory of electronic information systems that indicates

whether or not each system is covered by an approved

NARA disposition authority.

Q68: Additional Comments (Optional) ' Respondent skipped this question

\

PAGE 48

/

\

proombn L.t e e e e o

Q69: CORE QUESTION. Does your agency ensure that records  YeS
management functionality, including the capture, retrieval,

and retention of records according to agency business

needs and NARA-approved records schedules, is

incorporated into the design, development, and

implementation of its electronic information systems?(36
CFR1236.12) -

.

PAGE 49 )
8/13




Dbty o

.

2013 Records Management Self-Assessment

Q70: Please explain why your agency does not ensure that
records management functionality, including the capture,

business needs and NARA-approved records schedules, is
incorporated into the design, development, and

implementation of its electronic information systems

-. retrieval, and retention of records according to agency
" PAGE50

Respondent skipped this question

information systems.

Q71: Please describe in detail how your agency ensures that records management functionality, including the capture,
retrieval, and retention of records, is Incorporated into the design, dovelopment and implementation of its electronic

L

PAGE 51

Q72: CORE QUESTION. Does your agéncy's records

Yes

management program staff participate in the design,
development, and implementation of new .Ioetromc
information systems?

PAGE 52

Q73: Plcase explain why the records management program

staff does not participate in the design, development, and

Respondent skipped this question
im plementahon of new electronic information systems ‘

Q74: Additional Comments (Optional)

Respondent skipped this question
PAGE 53

7

Q75: Has your agency developed internal, staff-wide, formal
*

Yes
training*, based on agency policies and directives, on the
retention and management of records created and
maintained in electronic formats? (36 CFR 1220.34(f)) *
Includes NARA's records management training workshops
that were custom lzed spoclfically for your agoncy

Q76: Additional Comments (Optional)

Respondent skipped this question
PAGE 54

9/13
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Q77: CORE QUESTION. Does your agency have policies and
procedures in place to handle emall records that have a
retention period longer than 180 days ? (36 CFR 1236.22)

PAGE 55

2013 Records Management Self-Assessment

Yes

Q78: Please explain why your agency does not have policies
and procedures in place to handle email records that have a
retention period longer than 180 days.

Respondent skipped this question

7

PAGE 56

Q79: Do employees in your agency have more than one Yes
agency-administered email account? (NARA Bulletin 2013.02)

PAGE 57 2
Q80: Does your agency have policies that address tl.\e'se Yes

types of accounts and that state that email records must be
preserved in an appropriate agency recordkeeping system?
(36 CFR 1236.22(b))

Q81: Additional Comments (Optional)

\

Respondent skipped this question

PAGE 58

Q82: Does your agency allow employees to use personal Yes
email accounts to conduct official business? (36 CFR
1236.22(b))
PAGE 59
Q83: Does your agency have pollcio§ that address the use of Y€s

personal email accounts and that state that email records
created and recelved using these accounts must be
preserved in an appropriate agency recordkeeping system?
(36 CFR 1236.22(b))

Q84: Additional Comments (Optional)

Respondent skipped this question

PAGE 60

Q85: Does your agency's email system(s) retain the
intelligent full names on directories or distribution lists to
ensure identification of the sender and addressee(s) for
those emails that are Federal records ?(36 CFR 1236.22(a)(3))

10713

Yes
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Q86: What method(s) does your agency employ to capture Print and file,

' and manage email ré_eords? (Choose all that apply) Captured and stored in an electronic records management
system

Captured and stored in an email archiving system

Q87: Additional Comments (Optional) _ Respondent skipped this question
PAGE 61
Q88: CORE QUESTION. Does your agency audit staff Yes

compliance with the agency’s email preservation policies ?

PAGE 62

Q89: CORE QUESTION. How often does your agency audit staff Every year
- ¢ompliance with the agency’s email preservation policies?

Q90: Additional Comments (Optional) ~ Respondent skipped this question

PAGE 63

;o - v 7 - L] - - S isme lm——eE - £x - — -——
Q91: CORE QUESTION. Has your agency developed internal, Yes

staff-wide training*, based on agency policies and directives,
on the retention and management of email records? (36 CFR
1220.34(f)) *Includes NARA’s records management training
workshops that were customized specifically for your
agency.

PAGE 64

{ Q92: CORE QUESTION. Is this training mandatory for all staff,  Yes
including contractor staff and senior officials ? o

o —— . ————— e = mees e . - h ammee s e o aceem b s 95 e Wovy e ST S a4 s @ Sem— —— =

Q93: Additional Comments (Optional) Respondent skipped this question

PAGE66-

Q94: Has your agency identified for transfer its permanent Yes ]
records that have been in existence for more than 30 years? J

PAGE 67

(Q95: Additional Comments (Optional)
Spreadsheet w as submitted to NARA.

_ PAGE68

f————— e

11713
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Q96: Please explain why your agency has not yet identified
for transfer its permanent records that have been in
existence for more than 30 years.

Q97: Additional Comments (Optional)

PAGE 69

Q98: Has your agency identified all of its unscheduled
records, including those that are stored at NARA and/or at
your agency's records storage facilities?

-

2013 Records Management Self-Assessment

Respondent skipped this question

Respondent skipped this question

— e = — — Ry —

Yes

PAGE70

Q99: Additional Comments (Optional)
Spreadsheet w as submitted to NARA

PAGE 71

e s e o e o S & 28 e o i  — ———— e em

Q100: Please explain why your agency has not yet identified
all of its unscheduled records, including those that are
stored at NARA and/or at your agency's records storage
facilities.

Q101: Additional Comments (Optional)

N

Respondent skipped this question

Respondent skipped this question

PAGE 72: Demagraphic information

Q102: How many FTEs are in your agency/organization?

Q103: What other staff, offices, or program areas did you
consult when you completed this self-assessment?
(Choose all that apply)

N =

10,000 - 99,999 FTEs

Senior Agency Official, Office of the General Counsel,
Information Technology staff,
Records Liaison Officers or similar, Administrative staff

PAGE73

prcmcem - . = s [ — i (it

1

Q104: How much time did it take you to gather the
information to complete this self-assessment?

Over 10 hours

Q105: Did your agency’s senior management review and
concur with your responses to the 2013 Records
Management Self-Assessment?

Yes

PAGE74

12/13
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Q106: Please provide your contact information.

Name
Agency/Bureau/Division/Office:

Address:
City/Tow n:

State:

ZP.

Email Address: :
, Phone Number:

Q107: What is your job title?

Q108: Are you the Records Officer?

2013 Records Management Se

rf-Assessment.

(b) (3)-P.L. 86-36

.
»

National Securfty Agency, .c.hief Records Management

Policy

9800 Savage Rd.

Fort George G. Meade
MD

20799

Chief, Records Management Policy NSA/CSS

No

PAGE75

Q109: Please provide the following information for your agency's Records Officer.

Name:
Email Address:
Phone Number:

( Dr. David Sherman

PAGE 76

Q110: Final Comments, Suggestions, and/or Recommendations (Optional)
Please number the survey questions in the electronic survey, for ease of responding. Th:s survey mkes months to gather the data for

and w ith all 5 actions due at the same tirme it made it difficult.
Thanks!!

13713





