
MR. RUSS KICK 

Dear Russ Kick: 

NATIONAL SECURITY AGENCY 
FORT GEORGE G. MEADE, MARYLAND 2075!H>000 

FOIA Case: 84993B 
4 March 2021 

This responds to your Freedom of Information Act (FOIA) request of 15 July 2016 
stating "The Federal Agency Data Mining Report Act requires any department or agency 
engaged in data mining to submit an annual updated report on this activity to Congress 
and to make the reports available to the public. I request the last two such reports created 
by the NSA." A copy of your request is enclosed. As previously provided, your request has 
been processed under the FOIA, and the documents you requested are enclosed. Certain 
information, however, has been withheld from the enclosures. 

Some of the withheld information has been found to be currently and properly 
classified in accordance with Executive Order 13526. The information meets the criteria 
for classification as set forth in Subparagraph (c) of Section 1 .4 and remains classified TOP 
SECRET as provided in Section 1.2 of Executive Order 13526. The information is 
classified because its disclosure could reasonably be expected to cause exceptionally grave 
damage to the national security. Because the information is currently and properly 
classified, it is exempt from disclosure pursuant to the first exemption of the FOIA (5 
U.S.C. Section 552(b)(l)). 

In addition, this Agency is authorized by various statutes to protect certain 
information concerning its activities. We have determined that such information exists in 
these documents. Accordingly, those portions are exempt from disclosure pursuant to the 
third exemption of the FOIA, which provides for the withholding of information specifically 
protected from disclosure by statute. The specific statutes applicable in this case are Title 
18 U.S. Code 798; Title 50 U.S. Code 3024(i); and Section 6, Public Law 86-36 (50 U.S. 
Code 3605). 

Since these withholdings may be construed as a partial denial of your request, you 
are hereby advised of this Agency's appeal procedures. 

You may appeal this decision. If you decide to appeal, you should do so in the 
manner outlined below. NSA will endeavor to respond within 20 working days of receiving 
any appeal, absent any unusual circumstances. 

~ The appeal must be sent via U.S. postal mail, fax, or electronic delivery (e
mail) and addressed to: 



NSA FOIA/PA Appeal Authority (P132) 
National Security Agency 
9800 Savage Road STE 6932 

FOIA Case: 84993B 

Fort George G. Meade, MD 20755-6932 

The facsimile number is 443-479-3612. 
The appropriate email address to submit an appeal is FOIARSC@nsa.gov. 

~ It must be postmarked or delivered electronically no later than 90 calendar 
days from the date of this letter. Decisions appealed after 90 days will not be 
addressed. 

~ Please include the case number provided above. 
~ Please describe with sufficient detail why you believe the denial of requested 

information was unwarranted. 

You may also contact our FOIA Public Liaison at foialo@nsa.gov for any further 
assistance and to discuss any aspect of your request. Additionally, you may contact the 
Office of Government Information Services (OGIS) at the National Archives and Records 
Administration to inquire about the FOIA mediation services they offer. The contact 
information for OGIS is as follows: 

Encls: 
a/s 

Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Rd. - OGIS 
College Park, MD 207 40 
ogis@nara.gov 
877 -684-6448 
(Fax) 202-741-5769 

Sincerely, 

~~ 
RONALD MAPP 

Chief, FOIA/PA Office 
NSA Initial Denial Authority 



From: 
Sent: 
To: 
Subject: 

Title: Mr. 

Full Name: Russ Kick 

email:  

Postal Address: I 

Postal City: 

Postal State-prov: . 

Zip Code: 

Country: United States of America 

Home Phone: 

donotreply@nsa.gov 
Friday, July 15, 2016 9:02 AM 
donotreply@nsa.gov 
FOIA Request (Web form submission) 

Records Requested: The Federal Agency Data Mining Reporting Act requires any department or agency engaged in data 
mining to submit an annually updated report on this activity to Congress and to make the reports available to the public. 

I request the last two such reports created by the NSA. 

Further, I request that these files be sent to me in any digital formats in which they exist (PDF, Word, etc.). Under the 
terms of the E-FOIA Amendments of 1996, Section 5, if a document exists in electronic format, it must be released in 
that format upon request. 
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National Security Agency/Central Security Service 

Federal Agency Data Mining Report for Fiscal Year (FY) 2017 

Introduction. 

The National Security Agency/Central Security Service (NSA) has prepared this report in 
response to Section 804, Public Law 110-53, Federal Agency Data Mining Reporting Act of 
2007 (the Act), which requires "the head of each department agency of the Federal Government" 
to provide a report "not less frequently than annually . .. to include any activity to use or develop 
data mining," as defined by the Act. This report covers the data mining activities of all elements 
ofNSA, has been produced in coordination with the Civil Liberties and Privacy Officer ofNSA, 
and reflects a comprehensive review of NSA ' s data mining activities, as defined by the Act, for 
FY 17. 

For the purposes of this report, ''data mining" is defined as a NSA program involving pattern
based queries, searches, or other analyses of one or more electronic databases where: 

(A) NSA is conducting the queries, searches, or other analyses to discover or locate a 
predictive pattern or anomaly indicative of terrorist or criminal activity on the part of any 
individual or individuals; 

(B) the queries, searches, or other analyses are not subject-based and do not use personal 
identifiers of a specific individual, or inputs associated with a specific individual or group of 
individuals, to retrieve information from the database or databases; and 

(C) the purpose of the queries, searches, or other analyses is not solely: 

(i) the detection of fraud, waste, or abuse in a Government agency or program; or 
(ii) the security of a Government computer system. 

This report does not include NSA queries, searches, or analyses of telephone directories, news 
reporting, free publicly-available information, or databases of judicial and administrative 
opinions or other legal research sources. 

For details on NSA data min;ng activUies, see the classified Annex included in this report. 

Background. 

Pursuant to its mission, NSA uses and develops communications data mining techniques for 
foreign intelligence purposes including detection of terrorist activity. 

NSA is researching the use of commercial and academic data mining techniques to advance its 
authorized foreign intelligence mission through the science of discovery, which uses the patterns 
of a target group's activity to discover previously unknown members of the group. The goal is to 
identify previously unknown foreign terrorists, foreign intelligence officers, etc. within legally 
gathered foreign intelligence information. 

Approved for Release by NSA on 03-04-2021, FOIA Case t84993 
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National Security Agency/Central Security Service 

(U) Federal Agency Data Mining Report for Fiscal Year (FY) 2017 
Classified Annex 

(U) Introduction. 

(U) The National Security Agency/Central Security Service (NSA) has prepared this Annex in 
compliance with Section (c)(3)(A) of Section 804, Public Law 110-53, Federal Agency Data 
Mining Reporting Act of 2007 ( the Act), to address the classified data mining activities 
conducted at NSA during Fiscal Year (FY) 2017. This Annex will be made available to those 
entities required under Section (c)(3)(B) of the Act. 

(U) Background. 

(U) Pursuant to its mission, NSA uses and develops communications data mining techniques for 
foreign intelligence purposes including detection of terrorist activity. 

(U) NSA researches the use of commercial and academic data mining techniques to advance its 
authorized foreign intelligence mission through the science of discovery. The goal is to use the 
patterns of a target group 's activity to identify previously unknown foreign terrorists, foreign 
intelligence officers, etc. within legally gathered foreign intelligence information. 

(U;I/F@~@) This report was completed by the NSA Civil Liberties and Privacy Office (CLPO), 
the Legislative State and Local Affairs Office, the Directorate of Operations, and the office of 
the General Counsel. The data mining activities in this 2017 report are the same activities that 
were in the previous year's report, and NSA's civil liberties and privacy assessment process is 
also unchanged. Therefore, there have been no substantive changes to NSA's assessments of 
these activities. As noted in last year' s report, NSA's civil liberties and privacy assessment 
process describes the relevant facts using four categories of questions to assess the level of 
impact on individuals: 

• How intrusive/comprehensive is the activity based on the data type(s)? 
• How intentionally broad is the activity based on the scope of persons in the data? 
• How unspecified/expansive is the activity based on the operational purpose and use of the 

data? 
• How imprecise/inaccurate is the activity' s methodology to achieve the operational purpose? 

(U1,'f@l9i,i The assessments then describe the safeguards that NSA implements to mitigate and 
reduce these impacts. 

(U,'i'F8U~) NSA took steps to implement Presidential Policy Directive No. 28 (PPD-28) in FY 
2014, such as revising its retention policy and factoring PPD-28 into its reviews of signals 

T9P !Hi 0Mif!;\101: ;~ tOF8fU f 
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intelligence programs. In January 2015, NSA adopted written supplemental procedures to 
formally implement PPD-28. Continuing its implementation, the assessments contained in this 
report assess impacts on all individuals, regardless of nationality, in keeping with PPD-28. 

6'8P Qf!IOOOif:1;1Qt;I:ij IOPOiRiJ I 
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(U) NSA Classified Report for FY2O17 

NSA Classified Data r•v1ining Acti,·ity # I 

Description: 

Technology 
Used: 

Data Sources: 

Efficacy 
Assessment: 

This table is classified ;· :;,-- :;:.-: ·:::.-: ·; : , .. 
.,, 
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Privacy Impact 
Assessment: 

(b) (1) 
(b) (3) -18 USC 7 98 

118P f!lil!!@Mff:!IQiiij JOPQRH (b) (3) - 50 USC 3024 (i) 

(b) (3) - P . L . 86- 36 

. . . 

(U) Given that there are no changes to the activity, the 2016 a~sessrnent 
remains valid: : : 

' 

. . . .. 
(U) Using the civil liberties and privacy assessment process de~cribed in ; 
the Background section, this activity has the following impacts:and ::~ 
employs the following safeguards: • ·~-: . ., .. . . .. ~ 
(U) This data mining activity is not intended to uncover patterns known to:; 
be engaged in by U.S. persons. : :~~ 

,a::s uswnm ,2 uortt, 17:FBY)I 

I -- , , _ ... , ....... -- "'T"\ - "I' - --

. . , . 
. 
,, 

• 
lo . . . . . . . . . ' . . . . . . . . . . . . . . . . . . . . . 

I . . . . . . . 

. . . . . . . 
(TS 11£ IsHRiiik iiQ UO \, 17:fl!iY) Purpose: The specified use of the analyt~ : 
is to discover possible targets for a variety of foreign intelligence or : . 
counterintelligence missions. : : 

(lif ((l31,!f:Qik i8 UO,\, jiil;l!Y~I 
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. . . . . . . 

I bl SLCl&l))JLJICbl b@C 

(b) ( 1) 
(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024 (i) 
(b) (3)-P . L . 86-36 

. . ... _______ . ....,,. _____________________ ...., . . 

Governing Laws 
and Regulations: 

·.• (U/,iji8:W9) Safeguards:..,1---------------i~-.:1 

~ .. ____________________ _.INSA also 

protects the privacy rights of U.S. persons through its minimization : 
procedures. Section 2.3 of E.O. 12333, as amended, specifies that element~ 
of the Intelligence Community are authorized to collect, retain, or • 
disseminate information concerning U.S. persons only in accordance with : 
procedures established by the head of the agency concerned and approved : 
by the Attorney General, after consultation with the Director of National : 
Intelligence. NSA adheres to the limitations that are contained within thos~ 
procedures and abides by the restrictions in its Attorney General-approved: 
procedures specifically designed to provide protection to the privacy of : 
U.S. persons. Pursuant to PPD-28, NSA implemented supplemental . 
procedures extending comparable safeguards to all individuals, regardless : 
of nationality. : 

c.:s us f"P m re II£ a , FJ wx; I 

(U) Section 1.7(c) of E.O. 12333 authorizes the Director, NSA to collect, 
process, analyze, produce, and disseminate signals intelligence for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions. The Secretary of Defense issued required 
procedures known as DoD Regulation 5240.01-R (Procedures Governing 
the Activities of DoD Intelligence Components That Affect United States 
Persons) and its Classified Annex.1 Furthennore, NSA's signals 
intelligence activities must comply with the Fourth Amendment to the U.S. 
Constitution. The primary purpose of these requirements is to protect the 
rights and privacy of U.S. persons. The sum of these requirements is 
captured in NSA's Legal Compliance and Minimization Procedures, 
USSID SP00 18, which governs the collection, retention, and dissemination 
of signals intelligence. 

1 (U) Note that, effective 8 August 2016, the Secretary of Defense, in coordination with the Director of National 
Intelligence and with the approval of the Attorney General, issued DoD Manual 5240.01 to govern the conduct of 
DoD intelligence activities. DoD\I 5.:!-to.o I s1m..:1 ,...:de• Pro1:1..d11r~ 1-1 o 111 DoD 5240.01-R. Pro1:cdure;s 11-15 of 
DoD ,2-to.o 1-R mnain inc ncct. The Classified Annex remains in effect until updated or superseded. 

T8f Ofl@M!fl) 9tHCOI mm 
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Applicable 
Policies, 
Procedures, and 
Guidelines: 

'18P Ofi@Mifi:1:'Qtil;JI lOf OfY T 

(U) NSA incorporated the laws, regulations and guidelines listed above 
and other related procedures in an internal document, "Legal Compliance 
and U.S. Persons Minimization Procedures," also referred to as "U.S. 
Signals Intelligence Directive SP00 I 8" or "USSID SP00 I 8." These 
minimization procedures govern the entire process NSA follows when 
collecting, processing, retaining, and disseminating foreign intelligence 
that may contain U.S. person information. All NSA employees working 
with signals intelligence data are required to complete training to keep 
them abreast of legal requirements. 

(U) In addition to the laws, regulations, and guidelines that are 
implemented via USSID SP00 18, the NSA adheres to Presidential Policy 
Directive No. 28, (PPD-28), which provides further policy direction for the 
United States ' conduct of signals intelligence activities. Among other 
things, PPD-28 requires that the United States' signals intelligence 
activities "include appropriate safeguards for the personal information of 
all individuals ... To the maximum extent feasible consistent with national 
security, these policies and procedures are to be applied equally to the 
personal information of all persons, regardless of nationality." 

tbi scuarnst:HorottN 
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Description: 

Technology 
Used: 
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Data Sources: 

Efficacy 
Assessment: 

Privacy Impact 
Assessment: 

(b) (1) 

(b) (3) - 18 USC 798 

T6f O@@ft@lfjj Ot,1 fOi emf (b) (3) - 50 USC 3024 ( i ) 
(b) (3) -P . L . 86-36 
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'Jiliii1/1iiii illi1MI!! 118 ~f!!l,1,. liitlil!J.fli ,i . I• . . . . .. . . .. . . .. . . . . . . .. . . .. . . . . . . . . . . . . . . . . . . . . .. 
- - ·•--- · - -- T •- > -· ,.,..., " I .. 
' . . .. . . . . . . . . . . . . 
(U) Given that there are no changes to the activity, the 2016 assessment .. . . 
remains valid: .. . . . . 
(U) Using the civil liberties and privacy assessment process described in 

. . .. 
the Background section, this activity has the following impacts and . . . . 
employs the following safeguards: . . . ' . ' . 
(U) This data mining activity is not intended to uncover patterns known to: 
be engaged in by U.S. persons. 
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I (b) (3)-P . L . 86-36 I 
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(b) (1) 

(b) (3) -18 USC 798 
(b) (3) - 50 USC 3024 (i) 

(b) (3)-P . L . 86-36 

I, , . , . 
' " " .. 
' . .. 
' "' .. .. . . . . . . 
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I ~ (0;!:IOWMls T8 l!Ji81\, T;"3Y) Purpose: The purpose ofthis activity is to•· 
discover individuals who are potentially involved in terrorism human :· 
traffick.inQ cvber.attacks and narcoterrorisml . . 

11ne purpose and use for this activity is general foreign 

I 
intelligence valuel 
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(U' '-'-1 illi~ Safeguards: I 

I NSA also 
protects the privacy rights of U.S. persons through its minimization 
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Governing Laws 
and Regulations: 

Applicable 
Policies, 
Procedures, and 
Guidelines: 

2 (U) See footnote I . 
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prC,s::edu.res. Section 2.3 of E.O. 12333, as amended, specifies that elements 
of tlt~ Intelligence Community are authorized to collect, retain, or 
dissert}inate information concerning U.S. persons only in accordance with 
procedtiJes established by the head of the agency concerned and approved 
by the Al]Orney General, after consultation with the Director of National 
Intelligenc.e. NSA adheres to the limitations that are contained within those 
procedures ·~d abides by the restrictions in its Attorney General-approved 
procedures sP.ecifically designed to provide protection to the privacy of 
U.S. persons. ·pursuant to PPD-28, NSA implemented supplemental 
procedures exte"Q.ding comparable safeguards to all individuals, regardless 
of nationality. •. 

(i'6 H6iHliWiL i'Q I~ 0; 5? If}$~ In order to further reduce the tivil liberties 
and privacy impacts a~sociated with this activity, key safeguards include: 

controlled access to us~s ;it'Yompleted training, documented 
justification for queries auditing, dissemination restrictions to only 
that which is relevant for oreign intelligence or counterintelligence 
purposes, and retention limited to five years unless it has been specifically 
detern1ined to be relevant for foreign intelligence or counterintelligence. 
The impact of this activity is also mitigated by the masking of U.S. and 
Second Party person results whenever they can be identified. 
(U) Section 1.7(c) of E.O. 12333 authorizes the Director, NSA to collect, 
process, analyze, produce, and disseminate signals intelligence for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions. The Secretary of Defense issued required 
procedures known as DoD Regulation 5240.1-R (Procedures Governing the 
Activities ofDoD Intelligence Components That Affect United States 
Persons) and its Classified Annex.2 Furthermore, NSA's signals 
intelligence activities must comply with the Fourth Amendment to the U.S. 
Constitution. The primary purpose of these requirements is to protect the 
rights and privacy of U.S. persons. The sum of these requirements is 
captured in NSA's Legal Compliance and Minimization Procedures, 
USS ID SP00 18, which governs the collection, retention, and dissemination 
of signals intelligence. 

(U) NSA incorporated the laws, regulations and guidelines listed above and 
other related procedures in an internal document, "Legal Compliance and 
U.S. Persons Minimization Procedures," also referred to as "U.S. Signals 
Intelligence Directive SP00 18" or "US SID SP00 18." These minimization 
procedures govern the entire process NSA follows when collecting, 
processing, retaining, and disseminating foreign intelligence that may 
contain U.S. person information. All NSA employees working with signals 

TOf f!lii0fti1T:':1Bi'a mroru I 
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intelligence data are required to complete training to keep them abreast of 
legal requirements. 

(U) In addition to the laws, regulations, and guidelines that are 
implemented via USSID SP0018, the NSA adheres to Presidential Policy 
Directive No. 28 {PPD-28), which provides further policy direction for the 
United States' conduct of signals intelligence activities. Among other 
things, PPD-28 requires that the United States' signals intelligence 
activities "include appropriate safeguards for the personal information of 
all individuals . .. To the maximum extent feasible consistent with national 
security, these policies and procedures are to be applied equally to the 
personal information of all persons, regardless of nationality." 

r 01 !!l!!@fMJif" rn;;1 mroru r 
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Data Sources: 

Efficacy 
Assessment: 

Privacy Impact 
Assessment: 

(b) ( 1 ) 

(b) (3 ) - 18 USC 798 
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(b) (3 )-P . L . 86 - 36 
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I 'I, 

I 'I, 
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(U) Given that there are no changes to the activity, the 2016 assessment~! 
remains valid: ' , 

I 'I, 

I 'I, 

(U) Using the civil liberties and privacy assessment process described i1' ! 
the Background section, this activity has the following impacts and ~ ~ 
employs the following safeguards: ~ ! 

I ._ 

(U) This data mining activity is not intended to uncover patterns known'.t;: 
be engaged in by U.S. persons. ~ ~ 

I 'a ______________ __,.,. .. 
(a:£ 11£i''JiWiii. 118 uortt, FYl!Y) I 1: ~ 

{o£"£I''&liik iQ UOr\, fl fliiY)I 

{110#01!';'.Mifs Jl8 UOt't, fl:Fl!lY) Purpose: The purpose and use of these 
analytics is broadly defined to include any patterns to discover possible 
targets for any foreign intelligence or counterintelligence mission. As 
noted below, the purpose and uses are controlled through documented 
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foreign intelligence/counterintelligence justifications f,or queries andr. I . .__ .. 
auditing. : . . 

-
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·(U/,IF8~) Safeguards:f I 
I ·, f NSA also 
protects the-privacy rights of U.S. persons through its minimization 
procedures. Section 2.3 ofE.O. 12333, as amended, specifies that elements 
of the Intelligence Community are authorized to collect, retain, or 
disseminate information concerning U.S. persons only in accordance with 
procedures esta.blished by the head of the agency concerned and approved 
by the Attorney',General, after consultation with the Director of National 
Intelligence. NS~ adheres to the limitations that are contained within those 
procedures and a~ides by the restrictions in its Attorney General-approved 
procedures specifically designed to provide protection to the privacy of 
U.S. persons. Pursuant to PPD-28, NSA implemented supplemental 
procedures extending comparable safeguards to all individuals, regardless 
of nationality. • . 

. 
@if0;"8LIML if8 '901\, PJ;ifffi9 In order to further reduce the civil liberties 
and privacy impacts as~ociated with this activity, key safeguards include: 
controlled access to users with completed training, documented 
justification for queries.'! lauditing, dissemination restrictions to only 
that which is relevant for foreign intelligence or counterintelligence 
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purposes, and retention limited to five years unless it has been specifically 
determined to be relevant for foreign intelligence or counterintelligence. 
(U) Section l .7(c) of E.O. 12333 authorizes the Director, NSA to collect, 
process, analyze, produce, and disseminate signals intelligence for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions. The Secretary of Defense issued required 
procedures known as DoD Regulation 5240.1-R (Procedures Governing 
the Activities ofDoD Intelligence Components That Affect United States 
Persons) and its Classified Annex.3 Furthermore, NSA's signals 
intelligence activities must comply with the Fourth Amendment to the U.S. 
Constitution. The primary purpose of these requirements is to protect the 
rights and privacy of U.S. persons. The sum of these requirements is 
captured in NSA's Legal Compliance and Minimization Procedures, 
US SID SP00 18, which governs the collection, retention, and dissemination 
of signals intelligence. 

(U) NSA incorporated the laws, regulations and guidelines listed above and 
other related procedures in an internal document, "Legal Compliance and 
U.S. Persons Minimization Procedures," also referred to as "U.S. Signals 
Intelligence Directive SP00 18" or "USS ID SP00 18." These minimization 
procedures govern the entire process NSA follows when collecting, 
processing, retaining, and disseminating foreign intelligence that may 
contain U.S. person information. All NSA employees working with signals 
intelligence data are required to complete training to keep them abreast of 
legal requirements. 

(U) In addition to the laws, regulations, and guidelines that are 
implemented via US SID SP00 18, the NSA adheres to Presidential Policy 
Directive No. 28 (PPD-28), which provides further policy direction for the 
United States ' conduct of signals intelligence activities. Among other 
things, PPD-28 requires that the United States' signals intelligence 
activities "include appropriate safeguards for the personal information of 
all individuals ... To the maximum extent feasible consistent with national 
security, these policies and procedures are to be applied equally to the 
personal information of all persons, regardless of nationality." 
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(U) Given that there are no changes to t~•activity, the 2016 assessmeni-" 
remains valid: • : : ;: : : . . :-· . . . ..... 
(U) Using the civil liberties and privacy:a~sessment process described i~: 
the Background section, this activity has the following impacts and ~:: . ~ 

employs the following safeguards: : • : ~: : 
• : • ::■ • 

(U) This data mining activity is not int~ded to uncov~r patterns know~:io: 
be engaged in by U.S. persons. : : : ;:: : 
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: .. 

{ffO,';'OI:I;M@ T0 WOA, PifWI'} Purpose: The use of this activity is to ~ : : 
track targets and discover new targets in support of a variety of foreign ~ : : 
intelligence and counterintelligence needs. : • : .. 

: .. 
1
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(b) ( 1) 

(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024 (i) 
(b) (3) - P.L . 86- 36 

INSA 
also protects the pnvacy rights of U.S. persons through its minimization 
procedures. Section 2.3 of E.O. 12333, as amended, specifies that 
elements of the Intelligence Community are authorized to collect, retain, 
or disseminate information concerning U.S. persons only in accordance 
with procedures established by the head of the agency concerned and 
approved by the Attorney General, after consultation with the Director of 
National Intelligence. NSA adheres to the limitations that are contained 

•within those procedures and abides by the restrictions in its Attorney 
G·et:\eral-approved procedures specifically designed to provide protection 
to the privacy of U.S. persons. Pursuant to PPD-28, NSA implemented 
supplerheptal procedures extending comparable safeguards to all 
individuals,.regardless of nationality . . . 
{T8/:10t':ML SJ.ii. WOA, fl:IEJJ9 In order to further reduce the civil 
liberties and privacy impacts associated with this activity, key safeguards 
include: controlled ac~ess to users with completed training, documented 
justification for queries! !auditing, dissemination restrictions to only 
that which is relevant for foreign intelligence or counterintelligence 
purposes, and retention limited to five years unless it has been specifically 
determined to be relevant for foreign intelligence or counterintelligence. 
In addition, all queries conducted by analysts under this activity are 
subject to auditing and review to validate both the appropriateness of the 
query conduced and the foreign intelligence or counterintelligence need. 
(U) Section l.7(c) of E.O. 12333 authorizes the Director, NSA to collect, 
process, analyze, produce, and disseminate signals intelligence for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions. The Secretary of Defense issued required 
procedures known as DoD Regulation 5240.1-R (Procedures Governing 
the Activities of DoD Intelligence Components That Affect United States 
Persons) and its Classified Annex.4 Furthermore, NSA's signals 
intelligence activities must comply with the Fourth Amendment to the 
U.S. Constitution, and must be conducted in accordance with FISA and 
FAA. The primary purpose of these requirements is to protect the rights 
and privacy of U.S. persons. The sum of these requirements is captured 
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in NSA's Legal Compliance and Minimization Procedures, USSID 
SP00 18, which governs the collection, retention, and dissemination of 
signals intelligence. 
(U) NSA incorporated the laws, regulations and guidelines listed above 
and other related procedures in an internal document, "Legal Compliance 
and U.S. Persons Minimization Procedures," also referred to as "U.S. 
Signals Intelligence Directive SP00 18" or "US SID SP00 18." These 
minimization procedures govern the entire process NSA follows when 
collecting, processing, retaining, and disseminating foreign intelligence 
that may contain U.S. person information. All NSA employees working 
with signals intelligence data are required to complete training to keep 
them abreast of legal requirements. 

(U) ln addition to the laws, regulations, and guidelines that are 
implemented via USSID SP00 18, the NSA adheres to Presidential Policy 
Directive No. 28 (PPD-28), which provides further policy direction for 
the United States' conduct of signals intelligence activities. Among other 
things, PPD-28 requires that the United States' signals intelligence 
activities "include appropriate safeguards for the personal information of 
all individuals . .. To the maximum extent feasible consistent with national 
security, these policies and procedures are to be applied equally to the 
personal information of all persons, regardless of nationality." 
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(b ) (1 ) 

(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024 (i) 

(b) (3) - P . L . 86- 36 

(U) Given that there are no changes to the activity, the !2016 assessme,,t 
remains valid: ~ r. 
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(U) Using the civil liberties and privacy assessment pri>cess describec(•'i.ri 
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the Background section, this activity has the following, impacts and .:• •. 
employs the following safeguards: :: ::: • . 
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(U) This data mining activity is not intended to uncov~r patterns kno;O:to
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1

:(U/:~~- iij Safegururds: I I 
. l NSA 
1.a-ls_o_p_r_ot_~-c-ts_t_h_e_p-ri-v-ac-y-ri-g-ht_s_o_f_U ___ S_. -p-er_s_o-ns-thr-ou_g_h-it-s _m_i_m_· mization 

procedure1,. Section 2.3 of E.O. 12333, as amended, specifies that 
elements ot the Intelligence Community are authorized to collect, retain, 
or disseminate information concerning U.S. persons only in accordance 
with procedures established by the head of the agency concerned and 
approved by 11].e Attorney General, after consultation with the Director of 
National lntellrgence. NSA adheres to the limitations that are contained 
within those pro~edures and abides by the restrictions in its Attorney 
General-approv~ procedures specifically designed to provide protection 
to the privacy of lJ.S. persons. Pursuant to PPD-28, NSA implemented 
supplemental proc@dures extending comparable safeguards to all 
individuals, regardfiss of nationality . . 
(1iiJ:':'iJi4'iWJL •0 W0ih, fil:iETJ) In order to further reduce the civil 
liberties and privacy idJpacts associated with this activity, key safeguards 
include: controlled acc,ss to urrs with completed training, documented 
justification for queries, uditing, dissemination restrictions to only 
that which is relevant for foreign intelligence or counterintelligence 
purposes, and retention limited to five years unless it has been specifically 
determined to be relevant for foreign intelligence or counterintelligence. 
(U) Section 1.7(c) ofE.O. 12333 authorizes the Director, NSA to collect, 
process, analyze, produce, and disseminate signals intelligence for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions. The Secretary of Defense issued required 
procedures known as DoD Regulation 5240.l-R (Procedures Governing 
the Activities ofDoD Intelligence Components That Affect United States 
Persons) and its Classified Annex.5 Furthermore, NSA's signals 
intelligence activities must comply with the Fourth Amendment to the 
U.S. Constitution. The primary purpose of these requirements is to 
protect the rights and privacy of U.S. persons. The sum of these 
requirements is captured in NSA's Legal Compliance and Minimization 
Procedures, US SID SP00 18, which governs the collection, retention, and 
dissemination of signals intelligence. 

(U) NSA incorporated the laws, regulations and guidelines listed above 
and other related procedures in an internal document, "Legal Compliance 
and U.S. Persons Minimization Procedures," also referred to as "U.S. 
Signals Intelligence Directive SP0018" or "USSID SP0018." These 
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minimization procedures govern the entire process NSA follows when 
collecting, processing, retaining, and disseminating foreign intelligence 
that may contain U.S. person information. All NSA employees working 
with signals intelligence data are required to complete training to keep 
them abreast of legal requirements. 

(U) In addition to the laws, regulations, and guidelines that are 
implemented via US SID SP00 18, the NSA adheres to Presidential Policy 
Directive No. 28 (PPD-28), which provides further policy direction for the 
United States' conduct of signals intelligence activities . Among other 
things, PPD-28 requires that the United States' signals intelligence 
activities "include appropriate safeguards for the personal information of 
all individuals ... To the maximum extent feasible consistent with national 
security, these policies and procedures are to be applied equally to the 
personal information of all persons, regardless of nationality." 
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(U) Given that there are no changes to the activity, the 2016 assessment 
remains valid: 

(U) Using the civil liberties and privacy assessment process described in 
the Background section, this activity has the following impacts and 
employs the following safeguards: 

. 
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(U) This data mining activity is not intended to uncover patterns known to : 

I 

be engaged in by U.S. persons. 
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(b) (1) 
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('10,';'.0t\ML f}J@ WOA, FI/Eit'} Purpose: The use ofthis activity is to 

. •, . · . 
discover possible targets in support of countert~rrorism. . •, . · . . . . . . . . 
'
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I 
INSA 

also protects the privacy rights of U.S. persons through its minimization 
procedures. Section 2.3 of E.O. 12333, as amended, specifies that 
elements of the Intelligence Community are authorized to collect, retain, 
or disseminate information concerning U.S. persons only in accordance 
with procedures established by the head of the agency concerned and 
approved by the Attorney General, after consultation with the Director of 
National Intelligence. NSA adheres to the limitations that are contained 
within those procedures and abides by the restrictions in its Attorney 
General-approved procedures specifically designed to provide protection 
to the privacy of U.S. persons. Pursuant to PPD-28, NSA implemented 
supplemental procedures extending comparable safeguards to all 
individuals, regardless of nationality. 
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(b) ( 1 ) 
(b) (3) -18 USC 798 
(b) (3) -50 USC 3024 (i) 
(b) (3) - P . L . 86-36 

.. 

!fl~l_u~~:. C,0!11:Qll.e<;I ~~cess to users with completed training, documented 
justification for queries,I ~uditing, dissemination restrictions to only 

I 
that which is relevant for foreign intelligence or counterintelligence 
purposes, and retention limited to five years unless it has been specifically. 
determined to be relevant for foreign intelligence or counterintelligence. : 
With respect to this activityt 

(U) Section l.7(c) ofE.O. 12333 authorizes the Director, NSA to collect, 
process, analyze, produce, and disseminate signals intelligence for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions. The Secretary of Defense issued required 
procedures known as DoD Regulation 5240.1-R (Procedures Governing 
the Activities ofDoD Intelligence Components That Affect United States 
Persons) and its Classified Annex. Furthermore, NSA' s signals 
intelligence activities must comply with the Fourth Amendment to the 
U.S. Constitution. The primary purpose of these requirements is to 
protect the rights and privacy of U.S. persons. The sum of these 
requirements is captured in NSA's Legal Compliance and Minimization 
Procedures, USS ID SP00 18, which governs the collection, retention, and 
dissemination of signals intelligence. 

(U) NSA incorporated the laws, regulations and guidelines listed above 
and other related procedures in an internal document, "Legal Compliance 
and U.S. Persons Minimization Procedures," also referred to as "U.S. 
Signals Intelligence Directive SP00 18" or "US SID SP00 18." These 
minimization procedures govern the entire process NSA follows when 
collecting, processing, retaining, and disseminating foreign intelligence 
that may contain U.S. person information. All NSA employees working 
with signals intelligence data are required to complete training to keep 
them abreast of legal requirements. 

(U) In addition to the laws, regulations, and guidelines that are 
implemented via USSID SP0018, the NSA adheres to Presidential Policy 
Directive No. 28 (PPD-28), which provides further policy direction for the 
United States ' conduct of signals intelligence activities. Among other 
things, PPD-28 requires that the United States' signals intelligence 
activities "include appropriate safeguards for the personal inforn1ation of 
all individuals . . . To the maximum extent feasible consistent with national 
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security, these policies and procedures are to be applied equally to the 
ersonal information of all ersons, re ardless of nationali . " 
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National Security Agency 

(U) Federal Agency Data Mining Report for Fiscal Year (FY) 2018 

(U) Introduction. 

(U) The National Security Agency (NSA) has prepared this report in response to Section 
(c)(3)(A) of Section 804, Public Law 110-53, Federal Agency Data Mining Reporting Act of 
2007 (the Act) to address the data mining activities conducted at NSA during Fiscal Year 2018. 
This report will be made available to those entities required under Section (c)(3)(B) of the Act. 

(U) Background. 

(U) Pursuant to its mission, NSA uses and develops communications data mining techniques for 
foreign intelligence purposes, including detection of terrorist activity. 

(U) NSA researches the use of commercial and academic data mining techniques to advance its 
authorized foreign intelligence mission through the science of discovery. The goal is to use the 
patterns of a target group's activity to identify previously unknown foreign terrorists, foreign 
intelligence officers, etc. within legally gathered foreign intelligence information. 

(l 1 HEAi ]9) This report was completed by all Directorates at NSA and compiled by the NSA 
Office of Civil Liberties, Privacy and Transparency, the Legislative, State and Local Affairs 
Office, and the Office of the General Counsel. The data mining activities in this 2018 report are 
the same or similar to activities that were in the previous year' s report; however, due to 
consolidation of efforts and changing requirements, some analytics are scheduled to transition to 
other programs and/or will be decommissioned. These changes have been noted in this year' s 
report. NSA's Civil Liberties and Privacy Assessment (CLPA) process remains consistent. As 
noted in the 2017 report, NSA's CLPA process describes the relevant facts using four categories 
of questions to assess the level of impact on individuals: 

• How intrusive/comprehensive is the activity based on the data type(s)? 
• How intentionally broad is the activity based on the scope of persons in the data? 
• How unspecified/expansive is the activity based on the operational purpose and use of the 

data? 
• How imprecise/inaccurate is the activity's methodology to achieve the operational 

purpose? 

(U/,Qi30U8) The CLP As then describe the safeguards that NSA implements to mitigate and 
reduce these impacts. 

(U/,1F0UO' In January 2015, NSA adopted written supplemental procedures to formally 
implement Presidential Policy Directive No. 28 (PPD-28). NSA CLP As contained in this report 
assess impacts on all individuals, regardless of nationality, in accordance with PPD-28. 
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National Security Agency 

(U) Federal Agency Data Mining Report for Fiscal Year (FY) 2018 
Classified Annex 

(U) Introduction. 

(U) The National Security Agency (NSA) bas prepared this Annex in compliance with Section 
(c)(3)(A) of Section 804, Public Law 110-53, Federal Agency Data Mining Reporting Act of 
2007 (the Act) to address the classified data mining activities conducted at NSA during Fiscal 
Year 2018. This Annex will be made available to those entities required under Section (c)(3)(B) 
of the Act. 

(U) Background. 

(U) Pursuant to its mission, NSA uses and develops communications data mining techniques for 
foreign intelligence purposes, including detection of terrorist activity. 

(U) NSA researches the use of commercial and academic data mining techniques to advance its 
authorized foreign intelligence mission through the science of discovery. The goal is to use the 
patterns of a target group's activity to identify previously unknown foreign terrorists, foreign 
intelligence officers, etc. within legally gathered foreign intelligence information. 

(U/,1f0l!!Ji0' This report was completed by all Directorates at NSA and compiled by the NSA 
Office of Civil Liberties, Privacy and Transparency, the Legislative, State and Local Affairs 
Office, and the Office of the General Counsel. The data mining activities in this 2018 report are 
the same or similar to activities that were in the previous year's report; however, due to 
consolidation of efforts and changing requirements, some analytics are scheduled to transition to 
other programs and/or will be decommissioned. These changes have been noted in this year's 
report. NSA's Civil Liberties and Privacy Assessment (CLPA) process remains consistent. As 
noted in the 20 I 7 report, NSA 's CLP A process describes the relevant facts using four categories 
of questions to assess the level of impact on individuals: 

• How intrusive/comprehensive is the activity based on the data type(s)? 
• How intentionally broad is the activity based on the scope of persons in the data? 
• How unspecified/expansive is the activity based on the operational purpose and use of the 

data? 
• How imprecise/inaccurate is the activity' s methodology to achieve the operational 

purpose? 

(U//P0l98' The CLP As then describe the safeguards that NSA implements to mitigate and 
reduce these impacts. 

(b) (3) -P . L . 86-36 I 

11er 0B0MT1:10111• rormu t 
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(U/fli9Ui~ In January 2015, NSA adopted written supplemental procedures to fonnally 
implement Presidential Policy Directive No. 28 (PPD-28). NSA CLP As contained in this report 
assess impacts on all individuals, regardless of nationality, in accordance with PPD-28. 
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(U) NSA Classified Report for FY2018. 

Description: 

Technology 
Used: 

Data Sources: 

Efficacy 
Assessment: 

T0:':'Otl4'l W 

TO;l;'Oll~'Mts T8 WOh FV!!llf 

T0;l;'Qt,I;1 W 

?if IHii@MlWQiliJ rororu f 

(b) ( 1) 

(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024 (i) 
(b) (3) -P. L . 86- 36 

. ~-______ _J ., . ., 
• -I 

• • I . ' .,, .,, . ... , . . "•' .. . . .. \ . .. ' .. •• 'I, 
•• 'I, .. •, 'I, .. •• 'I, .. • • 'I, .. . . • . .. • . . . • . .. . • . . • . . • . .. . • . 
• . .. •. 
•. .. • . .. .. • . .. • . 
• . •. . . • . 
•. 
• . . . • . .. . . .. -. .. • . . . . . .. . . .. . . . . . . . . 
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Privacy Impact 
Assessment: 

I 

(bl ( l l 
(bl (3l -18 USC 798 

,or Of!@M,J;;'Ot,!;1 tOfORH (bl (3l - 50 USC 3024 (i) 
(b) (3) - P .L . 86-3 6 

I ... 
. . . . . . . . 

I 

~ . 
(U) Given that there are no changes to the activity, thi 2017 assessrr(ent 
remains valid: ~ . . 

~ . .. . 
(U) Using the CLPA process described in the Backgr~und section, this .. 
activity has the following impacts and employs the fQl.lowing safeguards: 

... . 

... . 
(U) This data mining activity is not intended to uncoier patterns kno'wn to . . 
be engaged in by U.S. persons. .. 

:--
. . 

:• . 
~iililii , lliii' liliWiii! iilii T Tlii • Iii iiliiiil r))I 

. . I : II ~ . U , I .. . 
-. . -. 
--. ---.. -. . . . -.. , (iililii "Iii l!lliliWii! iilii T T lii • jil iiiH~ ;· II I U ! 

:: .. 
(TO;l:IOWEUUs T8 TJOtt, Jiii;ij!ll)) Purpose: The specifi~d use of the analytic 
is to discover possible targets for a variety of foreign:!ntelligence or 
counterintelligence missions. . . . 
T9 : 191,· 'Mis T8 il!!fi8 • r• 1@11 I ;; ! U I 11 I . . . . . . . . . . . 

' . . . 
("!!l!li'9t,~1Mls If!@ il!!Ji9,,,, Jii;ijgiii) I . 

I Ci Ol!!CM!,n'Qt;~ IOfOIU I 
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.. .. .. .. 
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. (b) (3 ) - P . L . 86- 36 

. . . . . . . . . 

T@r 0fl@M'fdOtn1 mroru, 

(VI - -~- Safeguards:! 

(b) ( 1) 
(b) (3) - 18 USC 798 
(b) (3) -50 USC 3024 (i ) 

(b) (3)-P . L . 86-36 

fNSA 
protects the privacy rights of U.S. persons through its minimization 
procedures. Section 2.3 of E.O. 12333, as amended, specifies that elements 
of the Intelligence Community (IC) are authorized to collect, retain, or 
disseminate information concerning U.S. persons only in accordance with 
procedures established by the head of the agency concerned and approved 
by the Attorney General (AG), after consultation with the Director of 
National Intelligence (DNn. NSA adheres to the limitations that are 
contained within those procedures and abides by the restrictions in its AG-
approved procedures, which are specifically designed to provide protection : 

• I 

I 
I 
I 
I 
I 

' 
' ' ' ' ' 
' 
' ' .. .. .. .. .. 

i-. 

" ~. 
~. . . . . 
" 

to the privacy of U.S. persons. Pursuant to PPD-28, NSA implemented . . 
supplemental procedures extending comparable safeguards to all . 
individuals, regardless of nationality. 

. 

. . 
(itii81f1fl!,l,l1fMt!! iiti8 ~8!1f, liifl"J!i" . 

Governing Laws (U) NSA activities must comply with the Fourth Amendment to the U.S. 
and Regulations: Constitution. Section l.7(c) ofE.O. 12333 authorizes the Director, NSA to 

collect, process, analyze, produce, and disseminate SIGINT for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions. The Secretary of Defense issued required 
minimization procedures known as DoD Manual 5240.01 (Procedures 
Governing the Conduct of DoD Intelligence Activities) and its Classified 
Annex. 1 The sum of these requirements is captured in an internal 
document, "Legal Compliance and U.S. Persons Minimization 

1 (U) Note that, effective 8 August 2016, the Secretary of Defense, in coordination with the Director of National 
lntelligence and with the approval of the Attorney General, issued DoD Manual 5240.01 to govern the conduct of 
DoD intelligence activities. DoDM 5240.0 1 supersedes Procedures 1-10 in DoD 5240.01-R. DoDD 5148.13 
subsequently superseded DoD 5240.01-R Procedures 14 and 15 Procs. Procedures I 1-13 of DoD 5240.01-R remain 
in effect. Additionally, the Classified Annex remains in effect until updated or superseded. 

261 31!!Ci&iB9£JIJOP©Mf 
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Procedures," also referred to as "U.S. Signals Intelligence Directive 
SP00 18" or simply "US SID SP00 18," which governs the collection, 
processing, retention, and dissemination of SIG INT. The primary purpose 
of these requirements is to protect the rights and privacy of U.S. persons. 

Applicable (U) NSA incorporated the laws, regulations, and guidelines listed in the 
Policies, Governing Laws and Regulations portion of this table and other related 
Procedures, and procedures in USSID SP0018. These minimization procedures govern the 
Guidelines: entire process NSA follows when collecting, processing, retaining, and 

disseminating foreign intelligence that may contain U.S. person 
information. All NSA affiliates working with SIGINT data are required to 
complete mandatory training to keep them abreast of legal requirements. 

(U) In addition to the laws, regulations, and guidelines that are 
implemented via USSID SP00 18, NSA adheres to PPD-28, which provides 
further policy direction for the United States' conduct of SIG INT 
activities. Among other things, PPD-28 requires that the United States' 
SIGINT activities "include appropriate safeguards for the personal 
information of all individuals .. . To the maximum extent feasible, consistent 
with national security, these policies and procedures are to be applied 
equally to the personal information of all persons, regardless of 
nationality." 

TSf !!l~@ft!!if;; 9t 11' 81 SM, 
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(b) (1) 
(b) (3) - 18 USC 798 
(b) (3)-50 USC 3024 (i) 
(bl (3)-P . L . 86- 36 

·' ., .... 
. ~ . .. .-.. . ... ·.. . ... 

1------+-u-:ijiiiiji~iii~iii:::::::::::t:::::::~J:.~ • ••• Description: IJ 111Jl:1'1W!ik liQ UBA fl:liY • . . ::: .. . .. 

Technology 
Used: 
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Data Sources: 

Efficacy 
Assessment: 

Privacy Impact 
Assessment: 

~•81~i81J~Mh iii@ ~@Wt, lilflt!11r) I 

181 !1181,l;Mh iili8 WO!'t Ii_ I@_ -,1 I I 

~•iii ''liii~'tiil 
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: 

• . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
. . . . 
. . . . . . . . . . . 
. 
. . . 
. . . . . . 
. . 
-

(b) ( 1) 
(b) (3l -1 8 use 798 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P . L . 86-36 

(U) Using the CLPA process described in the Background section, this 

! . . ,, 
:. 
:. 
;. 
;. ~· .. .. 
~ .. ~·· 
-: 11• 

-: ,. . 
-: , . .. .. 
; -. 
.; I'' 

·=:1·. ·: .. . ·: . 
·: . 
·: 
·: .. 
·: 
;1 . . 
·: 
·: 
•: 
•: 
·: . : . : . : . : . : . : 
.. 
·[ .. . . . . . . . . . . . . . . . . .. . . 
- . 
- . 
I : 

activity has the following impacts and employs the following safeguards: 

(U) This data mining activity is not intended to uncover patterns known to 
be engaged in by U.S. persons. 
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(b) (1) 
(b) (3) - 18 USC 798 
(b) (3) -50 USC 3024(i) 
(b) (3)-P . L . 86- 36 

., ... . : . . 

I (b) (3) - P . L . 86- 36 1 . . . . . 

(b) (1) 
(b) (3) - 18 use 798 

iJiQP 8iOftiiT ':iOl:fiHQFQiUi (b) (3) - 50 USC 3024 (i) 
(b) (3) - P . L . 86 - 36 
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, ..... ,., /Jr,y I "" - , I .. . .. .. . . . . . . . . . . 
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\ t,,lf!iHWRt!~ IJl8 lfO!'t, FYtrt, Purpose: The purpose of this activity i~ to 
discover individuals who are potentially involved in terrorism, human: 
. tr..affickin2:. cyQe_r au:a,_cks_, and narcoterrorism1 . . 
. . . . . . . -

11· .purpose and use for tlus activity 1s general foreum . . 
intelligence value) . . . . . . . . . 
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Governing Laws 
and Regulations: 

Applicable 
Policies, 
Procedures, and 
Guidelines: 

2 (U) See footnote I. 

T8P OE!CMfli,;10t;l;it mreru i 

I • •. l'JSA also 
protects the povacy nghts of U.S. persons through 1ts mm1m12at1on 
procedures. Section 2.3 of E.O. 12333, as amended, specifies that elements 
of the IC are authori~ed to collect, retain, or disseminate information 
concerning U.S. perso;s•anly in accordance with procedures established 
by the head of the agency c·obcerned and approved by the AG, after 
consultation with the DNI. NSA ·ac1peres to the limitations that are 
contained within those procedures and ~bides by the restrictions in its AG
approved procedures specifically designed !O provide protection to the 
privacy of U.S. persons. Pursuant to PPD-2~ l'{SA implemented 
supplemental procedures extending comparable saf~guards to all 
individuals, regardless of nationality. • • . 

. 
(iliM'Ql;!;liWik ii UO t ; fl fJiil q In order to further reduce the CLP impacts 
associated with this activity, key safeguards include: controlled ace~ 
users with completed training, documented justification for queries,L._J 
auditing, dissemination restrictions to only that which is relevant for 
foreign intelligence or counterintelligence purposes, and retention limited 
to 5 years unless it has been specifically determined to be relevant for 
foreign intelligence or counterintelligence. The impact of this activity is 
also mitigated by the masking of U.S. and Second Party person results 
whenever they can be identified. 

(U) NSA activities must comply with the Fourth Amendment to the U.S. 
Constitution. Section l.7(c) ofE.O. 12333 authorizes the Director, NSA to 
collect, process, analyze, produce, and disseminate SIGINT for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions. The Secretary of Defense issued required 
minimization procedures DoDM 5240.01 and its Classified Annex.2 The 
sum of these requirements is captured in US SID SP00 18, which governs 
the collection, processing, retention, and dissemination of SIG INT. The 
primary purpose of these requirements is to protect the rights and privacy 
of U.S. persons. 

(U) NSA incorporated the laws, regulations, and guidelines listed above 
and other related procedures in USSID SP0018. These minimization 
procedures govern the entire process NSA follows when collecting, 
processing, retaining, and disseminating foreign intelligence that may 
contain U.S. person information. All NSA affiliates working with SIGINT 
data are required to complete mandatory training to keep them abreast of 
legal requirements. 

,er 31!!@M!! rn Ot'iit wretu t 
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(U) In addition to the laws, regulations, and guidelines that are 
implemented via USSID SP00 18, NSA adheres to PPD-28, which provides 
further policy direction for the United States ' conduct of SIG INT 
activities. Among other things, PPD-28 requires that the United States' 
SIGINT activities "include appropriate safeguards for the personal 
information of all individuals ... To the maximum extent feasible 
consistent with national security, these policies and procedures are to be 
applied equally to the personal information of all persons, regardless of 
nationality." 
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Description: 

Technology 
Used: 
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Data Sources: 

Efficacy 
Assessment: 

Privacy Impact 
Assessment: 

I 

(b) (1 ) 
(b) (3) -18 USC 798 

ibl Std&l))JbJNOf &GQ 
(b) (3) - 50 USC 3024 (i) 

(b) (3)-P . L . 86-36 

w • :, 
:, . . , 
:, 
:, 
:, 
:, . .,. . .. . .. . 

,!ii!,I1I!iilt1~MI! Ille ~!iil;I,, ,111@•,1,1 .. 
- . . . . . . . . . 
: . 
: . . 

~iii , '" ii' iWiil i'i T Tiii • jili liiiH) I -,_ - u ! . 

: 
(U) Given that there are minimal changes to the actitity, the 2017 
assessment remains valid: : 

: 
: 

(U) Using the CLP A process described in the Backg~ound section, this 
activity has the following impacts and employs the following safeguards: . 

: 

. . . 

.• ' 
I 
'S 
'I 
:: . . .. 
•' .. .. .. .. . . .. . . .. . . . . . . . . . . . . . . . . . 
. . 

. . . . 
. . 

. . . . . 
.· . . . . . . . . . . . . . . . . . . ~· . . . 

' . . . . . . . . . . 
~ . 
~ . 

(U) This data mining activity is not intended to unco}'er patterns known to . 
be engaged in by U.S. persons. . . . . : . 
''"" ""~M~ •e ""111, , , E ,.~ 

. I : . . . ' . . . . . . . . 
!I lilir ~, 

I . 
£!!1111!!111! I!!! I!! ! !!1111 I : l!!I 

I 
(lfli!M1!ii!MMe ,e "!iii; 1, Ii¾ Et) Purpose: The purpose and use of these 
analytics is broadly defined to include any patterns to discover possible 
targets for any foreign intelligence or counterintelligence mission. As 
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Dr li I.'· 621 !);Iii 

1 r Of erst!RE'f,fBtn mrom, 
(b) (3) - 18 USC 798 

_ (b) (3) - P . L . 86- 36 . 

: . . . . . . . . . . . . . . . . . . . . 
(b) (3) - 50 USC 3024 (i) 

(b) (3) - P . L . 86-36 

: •. noted, the purpose and uses are controlle"d"through-docWQepTd foreif 
: .intelligence/counterintelligence justifications for queries and 
• auditing. 

. .. . .. . .. . .. . .. . . -. 
/ 'r"!r"'l, / r, y , ........,~.,.. -

·- . - - - - .... ... , ..... ,i...,;.1. 'JI l . . . . . . . . . . . 
. 

: @ifBXBL','Mts if8 .@iBrti, if'l;flft) I I 

(U// _ _ -_: _, Safe!ruards:I 

,._--------_.. ........ ___ • _____ _...a\ NSA 
protects the privacy rights of U.S. persons th.J;ough its minimization 
procedures. Section 2.3 of E.O. 12333, as ame9ded, specifies that elements 
of the IC are authorized to collect, retain, or dis~tminate information 
concerning U.S. persons only in accordance with.procedures established by 
the head of the agency concerned and approved by"the AG, after 
consultation with the DNI. NSA adheres to the limitihions that are 
contained within those procedures and abides by the restrictions in its AG
approved procedures specifically designed to provide protection to the 
privacy of U.S. persons. Pursuant to PPD-28, NSA imple~~nted 
supplemental procedures extending comparable safeguards tq all 
individuals, regardless of nationality. • . 

. 
(iifi:h'liiUtik T~ \!IBrli , :PJ;iil§Y) In order to further reduce the CLP.impacts 
associated with this activity, key safeguards include: controlled ace~ 
users with completed training, documented justification for queries, L__J 
auditing, dissemination restrictions to only that which is relevant for 
foreign intelligence or counterintelligence purposes, and retention limited 
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to 5 years unless it has been specifically determined to be relevant for 
foreign intelligence or counterintelligence. 

Governing Laws (U) NSA activities must comply with the Fourth Amendment to the U.S. 
and Regulations: Constitution. Section l .7(c) ofE.O. 12333 authorizes the Director, NSA to 

collect, process, analyze, produce, and disseminate SIGINT for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions. The Secretary of Defense issued required 
minimization procedures DoDM 5240.01 and its Classified Annex.3 The 
sum of these requirements is captured in US SID SP0018, which governs 
the collection, processing, retention, and dissemination of SIG INT. The 
primary purpose of these requirements is to protect the rights and privacy 
of U.S. persons. 

Applicable (U) NSA incorporated the laws, regulations, and guidelines listed above 
Policies, and other related procedures in US SID SP00 18. These minimization 
Procedures, and procedures govern the entire process NSA follows when collecting, 
Guidelines: processing, retaining, and disseminating foreign intelligence that may 

contain U.S. person information. All NSA affiliates working with SIG INT 
data are required to complete mandatory training to keep them abreast of 
legal requirements. 

(U) In addition to the laws, regulations, and guidelines that are 
implemented via USSID SP0018, NSA adheres to PPD-28, which provides 
further policy direction for the United States' conduct of SIG INT activities. 
Among other things, PPD-28 requires that the United States' SIGINT 
activities "include appropriate safeguards for the personal information of 
all individuals ... To the maximum extent feasible consistent with national 
security, these policies and procedures are to be applied equally to the 
personal information of all persons, regardless of nationality." 

3 See footnote 1. 
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(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86- 36 

L6 

,: 
/. 
/. 
/. 



Doc ID: 6719288 

Data Sources: 

Efficacy 
Assessment: 

. 

Privacy Impact 
Assessment: 

(b) (1) 
(b) (3) - 18 USC 798 

TOP SEGPGTil0i\UOF91Uf 
(b) (3) - 50 USC 3024 (i) 
(b) (3) - P . L . 86- 36 

.. . ·& . J . J 
• A . • .t 

I . ~ 

- - - - - ..... ..... _, I • t . 
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. . . . . . . . . . . . . . . . . . . . . . . .. 
-~ - . ~ ~·)I I .. 

... - · -~ ~ ... ___ .._ ... .... . . . . . . . . 
(U) Given that there are no changes to the activity, the 2017 assessment .. 
remains valid: 

. . . . . . . . 
(U) Using the CLPA process described in the Background section, this . . . . 
activity has the following impacts and employs the following safeguards: . . . . . . . . 
(U) This data mining activity is not intended to uncover patterns known to• . 
be engaged in by U.S. persons. 

. . . . . . 
- . 
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(b) (3) -18 USC 798 
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(b) (3)-P . L . 86 - 36 

( l v TTua, ,i ) I I "' 
• 
• .. 
~ 

... 
(fa,1'3MML iJil@ '9BA, PVE'i'j Purpose: The use of this activity is to 

.. . ... • 
track targets and discover new targets in support of a variety of foreign -~ . 

• 
intelligence and counterintelligence needs . .. • .. . -. 

J L· 
. 

· ~ ~ •- - - - - - • . . . . . . . . . . . 
. 
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. . 

r U'llliiUii! SafellJlards: I 

fNSA 
l 

also protects the privacy rights of U.S. persons through its minimization 
procedures. Section 2.3 of E.O. 12333, as amended, specifies that 
elements of the IC are authorized to collect, retain, or disseminate 
information concerning U.S. persons only in accordance with procedures 
established by the head of the agency concerned and approved by the AG, 
after consultation with the DNI. NSA adheres to the limitations that are 
contained within those procedures and abides by the restrictions in its 
AG-approved procedures specifically designed to provide protection to 
the privacy of U.S. persons. Pursuant to PPD-28, NSA implemented 
supplemental procedures extending comparable safeguards to all 
individuals, regardless of nationality. 

(T8;';10t';1ML •~ UOA, fl:liEU~ In order to further reduce CLP impacts 
associated with this activity, key safeguards include: controlled access to 

T6F 0l!@f~W0t:1 fOf6fU f 
18 



Doc I 6119288 
_ (b) (3) - P . L . 86- 36 

Governing Laws 
and Regulations: 

Applicable 
Policies, 
Procedures, and 
Guidelines: 

4 (U) See footnote I. 
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users with completed training, documented justification for queries, I I 
auditing, dissemination restrictions to only that which is relevant for 
foreign intelligence or counterintelligence purposes, and retention limited 
to five years unless it has been specifically determined to be relevant for 
foreign intelligence or counterintelligence. In addition, all queries 
conducted by analysts under this activity are subject to auditing and 
review to validate both the appropriateness of the query conduced and the 
foreign intelligence or counterintelligence need. 

(U) NSA activities must comply with the Fourth Amendment to the U:S. 
Constitution, and must be conducted in accordance with FJSA. Section 
1.7(c) ofE.O. 12333 authorizes the Director, NSA to collect, process, 
analyze, produce, and disseminate SIGINT for foreign intelligence and 
counterintelligence purposes to support national and departmental 
missions. The Secretary of Defense issued required minimization 
procedures DoDM 5240.01 and its Classified Annex.4 The sum of these 
requirements is captured in USSID SP0018, which governs the collection, 
processing, retention, and dissemination of SIGINT. The primary purpose 
of these requirements is to protect the rights and privacy of U.S. persons. 

(U) NSA incorporated the laws, regulations and guidelines listed above 
and other related procedures in USSID SP0018. These minimization 
procedures govern the entire process NSA follows when collecting, 
processing, retaining, and disseminating foreign intelligence that may 
contain U.S. person information. All NSA affiliates working with SIGINT 
data are required to complete mandatory training to keep them abreast of 
legal requirements. 

(U) In addition to the laws, regulations, and guidelines that are 
implemented via USSID SP00I8, the NSA adheres to PPD-28, which 
provides further policy direction for the United States' conduct of 
SIGINT activities. Among other things, PPD-28 requires that the United 
States ' SIGINT activities "include appropriate safeguards for the personal 
information of all individuals ... To the maximum extent feasible 
consistent with national security, these policies and procedures are to be 
applied equally to the personal information of all persons, regardless of 
nationality." 
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Technology 
Used: 

Data Sources: 

Efficacy 
Assessment: 

Ter Ol!!@M!'fl,, otnmrem, 

0 HOili:H&ifil ii USA FJ;if3if 

B,munuL 1Ji8 e'Btr PZ.SEil 

iii P O i (jf\Eif: Ulm ij IOf Qft) f 

.. 
:. 

,• 

.. 
. . . . . . . . . . . . 

(b) (1) 
(b) (3) - 18 USC 798 
(bl (3 ) -50 USC 3024 (i) 
(b) (3) - P . L . 86-36 

'I, 

'Ii 

:: 
•°: 
,": 
•°: .:-.. .. .. .. .. . . .. . . .. .. . . . . . . . . . . . . . . . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

... . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

20 



Doc ID: 67 I 9288 
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Assessment: 
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(U) Using the CLPA process described in the Bacqround section; ibis 
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(U) This data mining activity is not intended to un~ver patterns lolo)vn to 
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Governing Laws 
and Regulations: 

Applicable 
Policies, 
Procedures, and 
Guidelines: 

5 See footnote 1. 

.. . . 
Q/ :-~ ~ ~ Safeguards: J 

. 
• I NSA 

als" protects the privacy rights of U.S. persons through its minimization 
procedures. Section 2.3 of E.O. 12333, as amended, specifies that 
elertients of the IC are authorized to collect, retain, or disseminate 
infotmation concerning U.S. persons only in accordance with procedures 
estal,lished by the head of the agency concerned and approved by the AG, 
after:consultation with the DNI. NSA adheres to the limitations that are 
contained within those procedures and abides by the restrictions in its 
AG-approved procedures specifically designed to provide protection to 
the pf1vacy of U.S. persons. Pursuant to PPD-28, NSA implemented 
suppl~mental procedures extending comparable safeguards to all 
indivi~uals, regardless of nationality. 

(ijiQ:f;'.0i\100L fliO t9B/t, fi:ls'rF5 In order to further reduce the CLP 
impacts. associated with this activity, key safeguards include: controlled 
access tt) users with completed training, documented justification for 
queries,t:::]auditing, dissemination restrictions to only that which is 
relevant for foreign intelligence or counterintelligence purposes, and 
retention limited to 5 years unless it has been specifically determined to 
be relevant for foreign intelligence or counterintelligence. 

(U) NSA activities must comply with the Fourth Amendment to the U.S. 
Constitution. Section l.7{c) of E.O. 12333 authorizes the Director, NSA 
to collect, process, analyze, produce, and disseminate SIGINT for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions . The Secretary of Defense issued required 
minimization procedures DoDM 5240.01 and its Classified Annex.5 The 
sum of these requirements is captured in USSID SP0018, which governs 
the collection, processing, retention, and dissemination of SIG INT. The 
primary purpose of these requirements is to protect the rights and privacy 
of U.S. persons. 

(U) NSA incorporated the laws, regulations and guidelines listed above 
and other related procedures in USSID SP0018. These minimization 
procedures govern the entire process NSA follows when collecting, 
processing, retaining, and disseminating foreign intelligence that may 
contain U.S. person information. All NSA affiliates working with SIGINT 
data are required to complete mandatory training to keep them abreast of 
legal requirements. 
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(U) In addition to the laws, regulations, and guidelines that are 
implemented via USSID SP00 18, the NSA adheres to PPD-28, which 
provides further policy direction for the United States ' conduct of SIG INT 
activities. Among other things, PPD-28 requires that the United States' 
SIGINT activities "include appropriate safeguards for the personal 
information of all individuals .. . To the maximum extent feasible 
consistent with national security, these policies and procedures are to be 
applied equally to the personal information of all persons, regardless of 
nationality." 
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'.\JS/\ Classified Data Mining Activity #6 
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Description: 

Technology 
Used: 

Data Sources: 

Efficacy 
Assessment: 

Privacy Impact 
Assessment: 
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remains valid: 

T8f Ol!CM'F1 J'.O1! 11 f0f81U ( 

• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• .. 
• 
• 
• .. .. 
• .. 
• ... 
... ... ... .. .. .. .. .. .. .. .. .. .. 

24 



Doc IDI 6 719288 I _ (b) (3 ) - P . L . 86 - 36 

(b ) ( 1) 
(b ) (3 ) -18 USC 798 

TOP Ofl@M)lf;l;IQt;'.;OOFORH (b ) (3) - 50 USC 302 4 (i) 

(b) (3 )-P . L . 86- 36 

',(U) Using the CLPA process described in the Bac~round section, this 
~ctivity has the following impacts and employs th~ following sa~guards: 

i 
({J) This data mining activity is not intended to uniover pattern;known to 

• I • 
be-engaged in by U.S. persons. i 
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(T£ U£1'iPFF iO I I£ a, Fl fFl') Purpose: The use ef this activity is to .. 
discover possible targets in support of countertermrism . .. 
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(U,'/iiOW03 Safeguards: 

NSA 
L,..--~~--.--"""""!""~~~:---~~---:--:-----:--:-
a so protects t e pnvacy rights of U.S. persons through its minimization 
procedures. Section 2.3 of E.O. 12333, as amended, specifies that 
elements of the IC are authorized to collect, retain, or disseminate 
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(b) (1) 
(b ) (3) -18 USC 798 
(b) (3) - 50 USC 3024 (i) 

(b) (3)-P . L . 86- 36 

information concerning U.S. persons only in accordanc~•with procedurei 
established by the head of the agency concerned and aJ1proved by the AO., 
after consultation with the DNI. NSA adheres to the ltmitations that are :: 
contained within those procedures and abides by thf restrictions in its AG-
approved procedures specifically designed to prov/de protection to the :: 
privacy of U.S. persons. Pursuant to PPD-28, N~A implemented :: 
supplemental procedures extending comparabl~'safeguards to all :: 
individuals, regardless of nationality. . • . : 

s•B1';'.0t';'M!L ,o iMI9ft, F el! i }I • • r : 
I J include: controlled access to • 
users with completed training, documented justification for queries,D 
auditing, dissemination re~t~i~t!o.n~ to.OJ1ly.tbat which 'i~rHevant for • 

. . . . . . for.ei.gn 4ntelngellte· or "counterintelligence purposes, and retention limited : ---------
1 

(b) ( 3 ) _ P . 1 . 8 6_ 3 6 I to 5 years unless it has been specifically determined to be relevant for • 
fnrP1on 1ntP11ioPnr+P nr t"':n11ntPrlntPllif"'rorH"P With to thi~ activitv • 

Governing Laws 
and Regulations: 

Applicable 
Policies, 
Procedures, and 
Guidelines: 

6 (lJ) See footnote l. 

(U) NSA's activities must comply with the Fourth Amendment to the U.S. 
Constitution. Section 1.7(c) ofE.O. 12333 authorizes the Director, NSA 
to collect, process, analyze, produce, and disseminate SIGINT for foreign 
intelligence and counterintelligence purposes to support national and 
departmental missions. The Secretary of Defense issued required 
minimization procedures DoDM 5240.1 and its Classified Annex.6 The 
sum of these requirements is captured in USS ID SPOO 18, which governs 
the collection, processing, retention, and dissemination of SIG INT. The 
primary purpose of these requirements is to protect the rights and privacy 
of U.S. persons. 

(U) NSA incorporated the laws, regulations and guidelines listed above 
and other related procedures in USSID SP0018. These minimization 
procedures govern the entire process NSA follows when collecting, 
processing, retaining, and disseminating foreign intelligence that may 
contain U.S. person information. All NSA affiliates working with SIGINT 
data are required to complete mandatory training to keep them abreast of 
legal requirements. 
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(U) In addition to the laws, regulations, and guidelines that are 
implemented via USSID SP00 18, the NSA adheres to PPD-28, which 
provides further policy direction for the United States' conduct of SIG INT 
activities. Among other things, PPD-28 requires that the United SIGINT 
activities "include appropriate safeguards for the personal information of 
all individuals ... To the maximum extent feasible consistent with national 
security, these policies and procedures are to be applied equally to the 
personal information of all persons, regardless of nationality." 
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