Request ID: 0001102715

UNCLASSIFIED

TRANSMITTAL OF MATERIAL

Type: OMAL

Submitted: 20211130

TO

MR. JOHN GREENEWALD
27305 W. LIVE OAK RD
SUITE 1203

CASTAIC, CA 91384-4520

FROM (RETURN ADDRESS)
DEPARTMENT OF DEFENSE

9800 SAVAGE ROAD

NATIONAL SECURITY AGENCY

FORT MEADE MARYLAND 20755-6000

enclosure(s).

enclosure(s).

This transmittal may NOT be downgraded upon removal of the

This transmittal may NOT be declassified upon removal of the

ATTN: RAMSEY,VICKI LYNN WRAPPED COMSEC SUBMITTED
SUITE: 6881
u Os Oo | [vyes NO | 20211130
SHIPPING MODE PACKAGE CT
USPS - First Class 1 Of 1
LN# UNCLASSIFIED TITLE/DESCRIPTION OF ITEM QTy TOT COST MFG SERIAL# BARCODE CLASS. OF ITEM
1 SERIAL: MDR-103586, DATED 29 NOVEMBER 1 0 UNCLASSIFIED
2021
DESIG |ACCT |TYPE |PAS STATEMENT APPROVAL
CPOENP |[NO NA Not Applicable
SPECIAL HANDLING INSTRUCTIONS (UNCLASSIFIED)
REQUESTED BY SIGNAT RE ORG PHONE
RAMSEY,VICKI LYNN (VLRAMSE) m W P133 (667)812-8002

Request ID: 0001102715

UNCLASSIFIED
DO NOT STAMP RECEIPT PORTION WITH CLASSIFICATlON

RECEIP

(Please sign and return immediately. Avoid tracer action)

Type: OMAL

RETURN TO
DEPARTMENT OF DEFENSE
NATIONAL SECURITY AGENCY
9800 SAVAGE ROAD
FORT MEADE MARYLAND 20755-6000
ATTN: RAMSEY,VICKI LYNN
SUITE: 6881

FROM
MR. JOHN GREENEWALD
27305 W. LIVE OAK RD
SUITE 1203
CASTAIC, CA 91384-4520

this Request ID

Receipt is hereby acknowledged for the material or documents listed under

SID (Typed or Printed)

DATE RECEIVED

NAME (Typed or Printed)

SIGNATURES




This document is made available through the declassification efforts
and research of John Greenewald, Jr., creator of:

The@BIaCioVatlt

The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world. The research efforts here are
responsible for the declassification of hundreds of thousands of pages
released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com


http://www.theblackvault.com

NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

Serial: MDR-103586
29 November 2021

Mr. John Greenewald
27305 W. Live Oak Rd.
Suite 1203

Castaic, CA 91384-4520

Dear Mr. Greenewald:

This responds to your request of 8 February 2018 to have the enclosed document,
“Final Report of the Audit on the FISA Amendments Act 702 Detasking Requirements”,
24 November 2010 reviewed for declassification. The material has been reviewed under
the Mandatory Declassification Review (MDR) requirements of Executive Order (E.O.)
13526. We have determined that some of the information in the material requires
protection.

Some information deleted from the enclosed document remains currently and
properly classified in accordance with E.O. 13526. The information being withheld
meets the criteria for classification as set forth in Section 1.4 subparagraph (c) and
remains classified TOP SECRET, SECRET, and CONFIDENTIAL, as provided in
Section 1.2 of E.O. 13526.

Section 3.5 (c¢) of E.O. 13526, allows for the protection afforded to information
under the provisions of law. Therefore, the names of NSA employees and information
that would reveal NSA functions and activities have been protected in accordance with
Section 6, Public Law 86-36 (50 U.S. Code 3605, formerly 50 U.S. Code 402 note).

Please be advised that the document responsive to your request includes
information from other government agencies or departments. We have redacted that
information and marked it using the Other Government Agency (OGA) code.

Since your request for declassification has been denied you are hereby advised of
this Agency’s appeal procedures. Any person denied access to information may file an
appeal to the NSA MDR Appeal Authority. The appeal must be postmarked no later
than 60 calendar days after the date of the denial letter. The appeal shall be in writing
addressed to the NSA MDR Appeal Authority (P133), National Security Agency, 9800
Savage Road, STE 6881, Fort George G. Meade, MD 20755-6881. The



Serial: MDR-103586

appeal shall reference the initial denial of access and shall contain, in sufficient detail and
particularity, the grounds upon which the requester believes the release of information is
required. The NSA MDR Appeal Authority will endeavor to respond to the appeal
within 60 working days after receipt of the appeal.

If you have any questions regarding this action, please contact me at 301-688-

7785.
Sincerely,
W//%mh
Jacqueline M. Amacher
Chief
Declassification Services
Encl:
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(U) NSA OFFICE OF THE INSPECTOR GENERAL

(U) The NSA Office of the Inspector General (OIG) conducts audits, investigations, inspections, and special
studies. Its mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, provide
intelligence oversight, protect against fraud, waste, and mismanagement of resources, and ensure that NSA
activities are conducted in compliance with the law. The OIG also serves as an ombudsman, assisting Agency
employees, civilian and military, with complaints and questions.

(V) Intelligence Oversight

(U) The OIG Office of Intelligence Oversight reviews NSA’s most sensitive and high-risk programs for
compliance with the law.

(V) Audits

(U) The OIG Office of Audits within the OIG provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess whether NSA
operations comply with federal policies. Information Technology audits determine whether IT solutions meet

customer requirements, while conforming to information assurance standards. All audits are conducted in
accordance with standards established by the Comptroller General of the United States.

(V) Investigations and Special Inquiries

(U) The OIG Office of Investigations administers a system for receiving and acting on requests for assistance
and complaints about fraud, waste, and mismanagement. Investigations and special inquiries may be
undertaken as a result of such requests and complaints (including anonymous tips), at the request of
management, as the result of questions that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) Field Inspections

(U) The Office of Field Inspections conducts site reviews as part of the OIG’s annual plan or by management
request. Inspections yield accurate, up-to-date information on the effectiveness and efficiency of field
operations and support programs, along with an assessment of compliance with federal policy. The Office
partners with Inspectors General of Service Cryptologic Components and other Intelligence Community
Agencies to conduct joint inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

24 November 2010
[G-11226-10

TO: DISTRIBUTION

SUBJECT: (U) Audit of the FISA Amendments Act (FAA) §702 Detasking
Requirements (AU-10-0023) — ACTION MEMORANDUM

1

(U) This report summarizes the results of our audit of the FISA

Amendments Act (FAA) §702 Detasking Requirements (AU- 10-0023) and
incorporates management’s response to the draft report.

2.

(U/ | me¥g@mAs required by NSA/CSS Policy 1-60, NSA/CSS

Office of the Inspector General, actions on OIG audit recommendations are
subject to monitoring and follow-up until completion. Therefore, we ask
that you provide a written status report concerning each planned corrective
action categorized as “OPEN.” If you propose that a recommendation be
considered closed, please provide sufficient information to show that
actions have been taken to correct the deficiency. If a planned action will
not be completed by the original target completion date, please state the
reason for the delay and provide a revised target completion date. Status
reports should be sent tol iAssistant Inspector General
for Follow-up, at OPS 2B; Suite 6247, within 15 calendar days after each
target completion date.’

3.

(U/ @@=\ e appreciate the courtesy and cooperation

extended to the auditors throughout the review. For additional

information, please contact| Jon 963-0957 or via e-mail at

PL 86-36/50 USC 3605

/ EDard

George’Ellard
Inspector General
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PL 86-36/50 USC 3605

. (U) EXECUTIVE SUMMARY
(U) OVERVIEW
(Ommm—————————) Scction 702 of the Foreign Intelligence Surveillance Act

(FISA) Amendments Act of 2008 (FAA), has strengthened Signals Intelligence
(SIGINT) collection, particularly against terrorist targets. From September 2008 to
March 2010, the number of SIGINT reports that incorporated FAA §702 sourced
collection grew

(i) Under the law, collection under FAA §702 must cease in certain
circumstances, potentially resulting in a gap in coverage. To regain coverage, NSA
must transition to another authority for continued collection, such as a FBI FISA
Order. The Agency does not have a consistent process to ensure a seamless

transition from FAA §702 authority to FBI FISA Orders. EO 1.4. (c)

(U) HIGHLIGHTS PL 86-36/50 USC 3605
(U) Gaps mD.target coverage exist i
(W} Analy31s of detasking for FAA §702 compliance .

revealed that collection onf[ ™~ + . . g |ceased for a significant period, y

|examined during the audit Were not put back
on coverage aiter the FAA 8702 collection ceased.

PL 86-36/50 USC 360¢

(U) Significance off Foeeeeeniinii N
e wnccrmmacal |
The strict rule on automatically detasking { vas

reviewed in July 2010 by the Intelligence Community and the Department of Justice,

which proposed changes to procedures that subsequently were not accepted by the
FISC.

(SrSmE—eeeere—mmy ) Need for standardized process for handoff to FBI
(‘Temeamimees) The Agency lacks a standardized process for transitioning to FBI FISA

coverage,|
(Unmtmedes®) Management Response - .
(U ey The recommendation is being addressed by management. . o

SRR | E0 1.4. ()
iii s
PL 86-36/50 USC 3605
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(U) Background . P

O O R T O NN OO RN- AU-10-0023

1. (U) INTRODUCTION

EO 1.4. (c)
PL 86-36/50 USC 3605

TTSTesmeieey Scction 702 of the Foreign Intelligenge Surveillanc‘c‘Act

(FISA) Amendments Act of 2008 (FAA), enhances surveillance against
foreign nationals outside the United States. By enabling more * °,
flexible U.S. carrier assisted tasking, §702 effectively broadened -« °,
access to critical targets of interest, particularly terrorists. From . -
September 2008, when FAA was implemented, to.March 2010, the * .
number of Signals Intelligence (SIGINT) reports that incorporated -«

.

§702 sourced collection grew| i

eniiimimbiinimeiisy Collection under FAA §702 must cease under certain

circumstances. Detasking is required when a tgrget is determined to °
be entering or to have entered the United Statesl

Collection also must cease when a target is found to be a U.S. person

USP

To regain coverage of such a target, collection

must transition to another authority, for example, a Federal Bureau
of Investigation (FBI) FISA Order. The transition from FAA §702 to
another authority may not be seamless, thereby creating a gap in
coverage and potentially causing a risk to U.S. security. This audit
assessed the circumstances and extent of the FAA §702 coverage gap
by examining tasking and detasking records, FBI FISA data, traffic
collected and purged, and SIGINT reporting.

(U) FAA §702

iR Smimadmebibae ' AA §702 allows NSA to use the assistance of U.S.
telecommunications and Internet service providers to target non-
USPs outside the United States. After the Attorney General and the
Director of National Intelligence file a joint certification that certain
statutory requirements have been met and the certification is
approved by the FISA Court (FISC), NSA may conduct foreign
intelligence surveillance of the content of communications. The
certification includes an affirmation that the surveillance targets only
non-USPs reasonably believed to be outside the United States. The
certification is submitted to the FISC and typically is approved for
one year. Acquisition under a certification must adhere to targeting
and minimization procedures approved by the Court. As of August

P s e s S
1



EO 1.4. (c)
PL 86-36/50 USC 3605

AU-10-0023 T R O i

2010 _NSA was author1zed to conduct FAA §702 collection under g
certifications. .

(U/ pma¥e@y Other, FISA authorities provide alternative means to
obtain collection against foreign intelligence targets when NSA must
stop collection (detask) pursuant to FAA §702.

e (U)FAA §704
(Uymsiniaelmi@dy Other Acquisitions Targeting USPs Outside the
United States. A FISC Order is required, but surveillance
techniques are not reviewed by the court.

e (U) FAA §705b
(U pmelnidd®) Joint Applications and Concurrent Applications.
When a FISA Order that authorizes surveillance of a target
inside the United States is in place, the Attorney General can
authorize targeting while the USP is reasonably believed to be
outside the United States.

e (U) FBI FISA Order
(SyerSmanEReuns) The FBI is authorized under a FISC

Order to perform searches and electronic surveillance against
agents of a foreign power. Under FISC docket number?
(known as the Raw Take Sharing Order) dated July 2002, NSA
is able to receive most FBI FISA collection.

(U) Increased use of FAA §702 Authority .
Skl iEelsiSkdmiaiiig) According to analysts in the Signals:
Intelligence Directorate (SID), collection under FAA §702 authority] is
productive and grew in the 19 months between September 2008 and
March 2010. Increased tasking under FAA §702 authority has
resulted in increased SIGINT reporting. The Agency has also
experienced an increase in compliance-related detaskings of
selectors.

. e S e B

2 PL 86-36/50 USC 3605
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PL 86-36/50 USC 3605

., '.e  (U)Tasking
e S |2 sk ing by selector |

. increaseE'

* » (U) Detasking
p i eulaiminlai (Compliance-related detasking

significantly increased|

«* (U) SIGINT reporting
. (EnimaSinmsiniaeiamminiiid) Reporting based on collection
* under FAA §702 authority increased|

:W

e M R et
(U) NSA oversight of FAA §702 collection
PSR eSS [ addition to the analysts’ obligation to

review the status of their selectors, the SID Oversight and
Compliance Office (SV) is responsible for monitoring compliance with

FAA 8702 and tracking detasking. SV monitors selectors through
special tools to ensure compliance (e.g.] |

When a compliance problem exists, SV contacts the .
Targeting Office of Primary Interest (TOPI) and requests that its
personnel researqh the selector before detasking. SV is also
responsible for mamtammg a Protect America Act (PAA)/FAA
Incident database to redo.rd and track incidents and provide that -
information for external over31ght by the Department of Justice (DoJ)
and the Office of the Director of" Nat10nal Intelligence.

PL 86-36/50 USC 3605
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Il. (U) FINDING AND RECOMMENDATIO

AU-10-0023

PL 86-36/50 USC

3605

(U) FINDING: Gaps in|  [Target Coverage, Exist

ESnEheidik Although FAA §702 has provid ‘irﬁﬁortant SIGINT
collection, the Agency has experienceq coverage gaps when

transitioning from FAA §702 to another authority.

The Agency does not have a consistent process to ensure a

seamless transition from FAA §702 authority to FBI FISA Orders.

(U) FAA §7(I.2 Implementation

8O 1.4. (c)
PL 86-36/50 USC 3605

(U) FAA §702 procedures
SSmmbiSinimiiaia ' AA §702 requires that NSA adopt procedures to

‘ensure that its collection targets are non-USPs reasonably believed to
‘be outside the United States and to ensure that the Agency does not
.intentionally acquire communications known to be purely domestic.

* NSA must also establish minimization procedures that reasonably

. balance its foreign intelligence needs against the privacy interests of

. USPs with respect to the collection, retention, and dissemination of

: information.

(U) FAA §702 detaskings for compliance

(U/ pinigiadaum]n certain circumstances, NSA must detask selectors to
maintain compliance with FAA §702 and approved targeting and
minimization procedures. There are three broad reasons for

detasking.

*. ¢ (U)Roamers

seimdnilllialkisviriviiiis The foreign target is initially

*.  believed to be overseas, but it is subsequently determined

+ that the target has entered the United States

¢ (U/M&=6s USP status determined after tasking

PSR GuiSmiiinee T he target is overseas and
believed to be foreign, but NSA subsequently determines that

the target is a USP overseas.

B —
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EO 1.4. (c)
PL 86-36/50 USC 3605

.*, compliance reasons

~from collection under

"a

* particuldrly those

. related to oses a
* risk when transition to
- alternative coverage is
. not seamless.

PL 86-36/50 USC 3605

e (U
S | e target is foreign and
overseas,l

NSA must detask the account from FAA §702 collection.

Once NSA determines that a target is a USP, is
roaming in the United States, or |
NSA must detask associatéd selectors from collection under
. FAA §702 authority and, ptirge related SIGINT holdings from all
databases To avoid a break in coverage, other authorities must
- be sought if the target remains of interest and is an agent of a
forelgn powe‘r (e.g., 8704, 8705b, and/or FBI FISA).

N (G-)‘Compllance detaskings few in context, but potential risk is great
[ e s e e . : -
Wiy The number of (Umim@diiam £ A A 702 detasked
selectors that are Selectors compared to all FAA
. . detaskedfor . . . . tasking and total SIGINT Selectors

‘FAA §702 authority is
$mall compared with
ali SIGINT selector
taskln as of March
2010
howeyer, loss of FAA
§702 eollectlon on
potentially high-
interest selectors,

. (U) Defining the FAA §702 gap in coverage
. WSSy The gap in coverage is the collection lost in the time
- between destasking selectors from FAA §702 collection authority and

. initiation of collection under another authority (e.g., §704, §705b, or

* FBI FISA). For non-FAA §702 coverage, a higher legal standard,

- individualized probable cause, is required to secure a FISA order. In
. some cases, the Government may not be able to assemble facts

- sufficient to satisfy the probable cause standard. The gap in

. coverage often entails lost collection because access to the target’s

*communications is interrupted|
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PL 86-36/50 USC 3605

EO 1.4. (c)
PL 86-36/50 USC 3605

(U) Audit universe of FAA §702 detaskings .°

shinmbiimmidiis) To determine the extent of the coverage gaps, we
identified every Digital Network Intelhgence (DNI) and Dialed
Number Recognition (DNR) selector that was detasked to comply
with FAA §702 after enactment of,the FAA in July 2008. By
examining asking records and SV’s
ncidents database, we identifie elevant detasked

. FAA §702 certiﬁcations |

. (U/#=&e87 Contribution of collection under FAA §702 authority toI

. reportmg
: From September 2008 to March

2010, FAA §702 collection contributed to an increasing percentage
of eporting. Overall, the increase was from| ercent to]j
percent. Py >

. .
N .

. *
A A A .
0

|

S -

Percentage of DReports with Contrlbutlons from FAA
. (September 2008 - March 2010y

S& dp Qr d& é% d& éb d@ éb d@ S@ d& éb dﬁ.§§ éb 49 AS 49

K ep“ P \;é‘. %z. v@ ) Q'o* ¥ W & & &

&
. W
¥ .

EQO 1.4.(e)

PL 86-36/50 USC 3605
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(U/=eis@) Audit sample focuses o DNI selectors
(S//SI//REL TO USA, FVEY) From the universe of Idetasked
DNI and DNR selectors, we identified NT selectors for
detailed selector-by-selector gap analysis, (s¢e Appendix B for
scope and methodology). DNI-selectors represented the large
majority of FAA §702 detaskln.gs in the sample (93 percent). In
addition, Iselectors accounted forgpercent of tasked FAA
8702 DN " PN FAA '§702 Selectors by Certification
selectors as‘ . .

mdlcat.ed in the (as of March 2010)

ad acerrt dxagram :

A The farge quantity
EO 1.4. (c) of taskings and
PL 86-36/50 USC 3605 detaskings

« + .coupled with the
" .mgmﬁcan-t.r €0 .

* FAA §702 on|
feporting, as well .
as the high-rjsk
that a gap ini:
coverage poses,
prompté
focus o NI
detaskings.

(U) Effective

Collection Priority

e (S
PL 86-36/50 USC 3605

forwardlhg of eolleetion for theseDselectors we obtained the
.- E‘ffectwe ‘Collection .Priority (ECP) of the]jselectors under review.
" E(}P Isr derlved from two vdlties: national SIGINT priority and

colleétion precedencel -----

i l . [ECP values range Irom
.one throug’h nme w11h one being the highest priority. For thd
‘selectors that we 1dent1ﬁed the average ECP was 2.52, indicating
that these selector§ are of High prlorlty

.
b .

(U) Effect of Gaps on SIGINT Collectlon and Reportmg

W) To determine the' effects of FAA §70'2 detasking on
SIGINT collection and reportinig, we analyzed the Dselectors
durin 13-month period (February 009 to March 2010). Of
thesq were put back on cover and femained off cover. The
followmg table shows the results of our analysis by key data
points. The selectors are grouped by time lag between detasking
and retasking, with some having FBI FISA coverage applied before
detasking (no gap) and others not being put back on cover during

TOP SECRET//COMINT//NOFORN
8
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EO 1.4. (c)
PL 86-36/50 USC 360°¢

the review. The results are presented by tasking and reporting as .

well as collection volume. The table shows the number of selectors
in each group that transitioned to FBI FISA coverage. The total
number of SIGINT reports to which FAA §702 or FBI FISA
collection contributed is listed. Although raw traffic totals do not

_indicate 1l lity of | I |

| The total projected collection loss by

selector group was obtained|

| Traffic purged from the system after

collection are also detailed.
ssssanesssssnssnsnannsas]| PL 86-36/50 USC 360F

(UDollection Coverage Gap Analysis

detasking as well as pieces of traffic obtained using FBI FISA

e mcommaa
Tasking and Reporting Collection Volume
Gap after TR
Detaskin S0 i
i No. of Selectors 'Igt:'f (T:?)tlzcEt?;Lm:;‘;g Purge FBI FISA
Selectors Transitioned & < Totals | Collection
to FBI FISA Reports | While off Cover

EO 1.4. (c)
oGA
PL 86-36/50 USC 3605

e
T T—————
L :
e e T K AL el s :
(U/m = Time delay poses risk on productive selectors -
T A YT i e
R P S 55 o .
9 EO 1.4. (c)

PL 86-36/50 USC 3605
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OGA

AU-10-0023 e RGO PIORMs | PL 86-36/50 USC 3605

.
.
.

(U) Minimal delay on some high-interest selectors

msacemncmsasal|

(U) Projected lost FAA §702 collection

3

EO 1.4. (c)
PL 86-36/50 USC 3605

----- . ‘ could

result in risk to the nation from these high—inter@argets.

(U) Majority ofr—lselectors dropped from collection
A s i T |

PL 86-36/50 USC 3605

10



EO 1.4.(c)
OGA

PL 86-36/50 USC 3605

Ao, v oy A e s s sa B y/aa s mesava AU-10-0023
(U) Selectors not Retasked
" s s i
s No. of Percentage
. Reason Selector Was not Retasked Detaskings of Total
Total | I | [ 100.00%
s s 3

(U) Lack of Systematic Process for Handing off Selectors to FBI

EO 1.4. (c)
PL 86-36/50 USC 3605

EO 1.4. (c)
OGA
PL 86-36/50 USC 3605

. orders P,

(V) Relationship with the FBI

|Productior1 Center has faced

challenges in achieving seamless coverage of targets while
by ~mam.tammg compliance with FAA §702 requirements, in part
0becau<m ‘r.he need to turn to other guthorities. suuch as FBI FISA

for tpllection when NSA*no, fonger has the authori

selectors has been problematic! | .

Ly to cover the
Production

. Center personnel expressed ‘Coneern about the handoff to
* the FBIand the lack of a systematic process|

(Usmowey

OGA
PL 86-36/50 USC 3605

————

(U) Need for consistent process

wiiSeimiinmididas Through questionnaires and interviews with
analysts, and review of data regarding FBI FISA Orders, we

determined that the Agency lacks a consistent process for

transitioning to FBI FISA Orders.|
1

2/

3
*

PL 86-36/50 USC 3605

11
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EO 1.4. (c)
OGA

PL 86-36/50 USC 3605

(U) FBI FISA Tasking Time Gap

RSy iyimisiiy—

_____ Gap S:llgc.:t%frs Percentage
i R | Total || [ 00% ]
B ‘. (i |

| - (ewiwd) Hapdoff to the FBI

(it [

2. (i) TOPIs can directly notify

EQO 1.4. (c)
OGA

PL 86-36/50 USC 3605

3.

(Tnimmimiimimibi@®) After normal duty hours, NSA’s

‘e
s e
.I

"4, () Agency analysts can send |

- e

il [ addition, in September 2009, at the request of

the NSA Director, an Emergency Authorization Concept of

Operations was developed by themand the Office of
General Counsel (OGC) to outli

maintaining coverage

| L T S R AT

ne a detailed process for

12 EO 1.4. (c)

PL 86-36/50 USC 3605
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PL 86-36/50 USC
AllsTo=v0z>

360

(U/imnime@ | ack of understandin

i) NS A

improved.

told us that the handoff process
was not consistent, was olten not well understood, and could be

g of the handoff process

0 1.4. (c)
)GA

L 86-36/50 USC 3605

(U/ i@ Case studies
| esmeasepuesmen

Lﬂm

1 . iiiSnimbiSimimsiinimiieuiaineisbinid |[nformal, but nearly seamless:

0 1.4. (c)
)GA
’L 86-36/50 USC 3605
3 |
1
%
%
LY
Y
*
"
.. (Wew@wse Selectors Associated withf |
'_ Selectors v

A i T S 8 S A O S S
13
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0 1.4. (c)
JGA
°L 86-36/50 USC 3605

EQ 1.4. (c)
PL 86-36/50 USC 3605

EO 1.4. (c)
OGA
PL 86-36/50 USC 3605

wihiammaindmmebidsy N SA, the Central Intelligence Agency, and the FBI

2. iisiiininiin iy |_carning experience:

!
s |

VL S o
These selectors had been placed

WI pnalysts initially did not know who to contact
. about obtaining alterhative coverage and were not clear about
What could be obtained frem FAA §705b tasking and how this

tasking|

B3

.

AT o AT SEEE. |

| Ultimately, the analysts

14

PL 86-36/50 USC 3605




EO 1.4. (c)
OGA
PL 86-36/50 USC 3605

were provided guidance internally

O SrCRT T CONIIN L NOTOR

AU-10-0023

| s |

.
.

3. (Semiinmeiinimieuiammi ) |imited feedback and a long

delay:
R il

lector Associated with

(PEmmageime®) Shortly after tasking on the selector had been

* +  injtiated,
O 1.4. (c)
GA
'L 86-36/50 USC 3605
" ( nabnkielte bbb S\ 115

compliance with the law.

PL 86-36/50 USC 3605

to monitor tasked selectors to ensure foreignness and

15
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(v e
EO 1.4. {c)
OGA
PL 86-36/50 USC 3605
YGA
L, 86-36/50 USC 3605 (U) Isuggest improvements
- = l( )I
agreed that a'standardized process would improve the timeliness
I o IThey also concluded that the
. process should be strengthened and suggested other
* improvements to the current system. |
EO 1.4. (c)
OGA BL

PL 86-36/50 USC 3605

A e

°| (PSymkSinnidR) Establish a standardized process for
| ~ when it is determined that
coverage should continue after selectors are detasked
from FAA §702 collection.

(ACTION: SID with OGC)

PL 86-36/50 USC 3605

----- . . (U) Management Response

CONCUR. (U/ / kideiia and OGC concur with OIG’s

recommendation. Corrective action is under way and will be
completed as soon as possible, but no later than 7 February 2011.

16
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.
.
.
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". Successful completion within this timeframe is contingent upon
‘direct involvement from SV and S1 as they are owners of mission
cogmponents that are directly tied to the transition process (see
Appendix C for full text of management comments).

(U) Loss of Collection ’

.

’ (U) OIG Comment

.
.
.

(U) Planped actions meet the intent of the recommendatign,

.
.

EO 1.4. (c)
PL 86-36/50 USC 3605

e i Circumstances of Detasking

(EvmiSinmiE@uEimiiniie | c also grouped the :Eelectors

reviewed by the reason for detasking.

EO 1.4.(c) caswaccsmmacs

OGA p
PL 86-36/50 USC 3605

. (V) Significance o!l |

PL 86-36/50 USC 360

17
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(Umme=®) Strict guidance on detasking
(S, TV ) Strict guidance from DoJ and OGC

G wazymeasd]

EO 1.4. (c)
OGA
PL 86-36/50 USC 3605

(U) Action taken

(PESinimiiis) On 16 July 2010, the DIRNSA, along with the
Attorney General and the acting Director of National Intelligence,
filed with the FISC FAA 8702 certification renewal documents
related to targeting and minimization procedures for the

(it [ carly August, NSA learned that the FISC was

concerned with the proposed changes to the minimization g
procedures. DoJ and NSA are exploring alternatives to address "
the matter while continuing to operate under the existing .
procedures. .

EO 1.4. (c)
PL 86-36/50 USC 3605

18
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-

’.(U) ACRONYMS AND ORGANIZATIONS

9] I
CIA (U) Central Intelligence Agency
(U bbb | |
(U ]
DIRNSA  (U) Director, NSA
DNI (U e Digital Network Intelligence
DNR (U) Dialed Number Recognition
DoJ (U) Department of Justice
ECP (U) Effective Collection Priority
FAA (U) Foreign Intelligence Surveillance Act of 1978 (FISA)
Amendments Act of 2008
FBI (U) Federal Bureau of Investigation
FISA (U) Foreign Intelligence Surveillance Act of 1978
EISC (U) Foreign Intelligence Surveillance Court
(U)
T OGC (U) Ottice of General Counsel
- PAA (U Protect America Act
. SID () Signals Intelligence Directorate
+ SIGINT (U) Signals Intelligence
.« SV (U/ /madia@y Signals Intelligence Directorate, Oversight and
.Compliance
Sv4 {U/ /#eis@mSignals Intelligence Directorate, Oversight and
.Compliance, FISA Authorities
TOPI J(U/ pmais@imTargeting Office of Primary Interest
USP * (U) United States Person
OGA

PL 86-36/50 USC 3605

19
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(U) ABOUT THE AUDIT

(U) Objectives

AU-10-0023

(U) The audit objective was to document the circumstances and the
extent of dropped Signals Intelligence (SIGINT) collection as a result
of Foreign Intelligence Surveillance Act of 1978 (FISA) Amendments

Act of 2008 (FAA) §702 restrictions.

(U) Scope and Methodology

PL 86-36/50 USC 3605

(U) Conducted from February to August 2010, the audit examined
the gaps in coverage when a selector is required to be detasked for
compliance with FAA §702 and the measured effect of the lost

coverage.

(U/ /"™ae@ We reviewed current policies and laws pertaining to FAA
§702. We obtained access to the Protect America Act (PAA)/FAA
Incident database and reviewed reported incidents from 10 July
2008 (when the FAA became law) through 4 March 2010 and
documented actual instances when SIGINT collection was stopped
to comply with §702. See Appendix C — Data Analysis for our data

sources.

@PWe interviewed representatives from the following organizations:
Signals Intelligence Directorate (SID) Oversight and Compliance

" (8V], Federal Byureau of Investigation (FBI) liaison. Office of General

Counsel (OGC), and
| In

addition, we met with ersonnel and documented the

collection transfer from NSAtoFBI. -~ """ """ """ "~ e

(U) SID Oversight and Compliance

PL 86-36/50 USC 3605

(U/ /=maieday To gain an understanding of the Agency’s process for
documenting and reporting incidents and violations, we met with the
SV staff. We obtained for our analysis information from SV’s
PAA/FAA Incidents database on selectors that were detasked

because of FAA §702 restrictions.

(U) Office of General Counsel

(U/ /indaieiiay We met with the OGC FAA liaison to gain the overall legal
perspective of the implementation of FAA §702. We also met with the
Acting General Counsel to discuss the nature of collection
restrictions that are inherent in NSA'’s legal authorities. In addition,
we discussed whether the current law is sufficient for NSA to achieve

its mission goals.

5 i e
3
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AU-10-0023
PL 86-36/50 USC 360"

(U) . 3
U/ ) We met with technical 1eadersh1p A ‘the .
. 0 gain an understanding

of the legal, policy, and cornphanee constramts in the
Analytic enviro ment, specifically related to
FAA §702. Case sfudies regardin electors tha
because of BEAA 8702 restrictions were conducted. I

st hen a selector was detasked was discussed with
nalysts. We obtairted the anglysts’ oplmons about the effect of
collection on their work, including specific benefits and obstacles of
the FAA §702 authority.

OGA
PL 86-36/50 USC 3605

(U) FAA implementation leads

(U/ /imais@y We met with the Analysis & Production FAA leads who
10 1.4. (c) are charged with overseeing working groups, which are addressing
eA problems with carrying out work under the FAA. They outline efforts
L 86-36/50 USC 3605 | on analytic training and coordinate with the Department of Justice,
OGC, and SV.

. S ShReesSimiiine FBI FISA coordination
iEnimimmeiisy e met with personnel in

We obtained historical records for all data routed to NSA from FBI
FISA tasking.

(U) Tasking tool and data repository personnel
(U / /iias@s We met with personnel i |
o discuss the and .
2 tasking databases. We obtained extractions frojn these °
*. databases to assist in our review. In addition, we met with the S2 -
< metrics team, | .| 5
| personnel, and a representative from SIGINT Strategy and, . *
L 86-36/50 USC 3605 | Governance to gather additional data concerning tasking gaps, .
collection prioritization, and qualitative measures related to,the FAA
8702 selectors of interest.

PL 86-36/50 USC 3605

(U) Training *
(U/ /iniaisiay We took the Legal Compliance and M1nim1zat10n
Procedures (USSID 18) training to obtain ace€ss to certain
databases. In addition, we attended raining.

(U) Government auditing standards

(U) We conducted this performance audit in accordance with
generally accepted government auditing standards. Those
standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions according our audit objectives. We believe
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o
L4

&

- thdt.the evidence obtained provides a reasonable basis for our
. findings ‘and conclusions according to our audit objectives.

(U) Prior Coverage o

Y

. .
% .

* (U) The Office of the.I‘nspecto'rGeneral has not performed any
. previous audits or inspeetions on FAA §702.

. .
. .
. .
.
.
.

(U) Use of.Computer-Processed Data *. . "

* (U) To perform this audit, we used data that originated from th
the SV4 PAA/FAA Incidents,]jand
atabases. We used the data to conducta gap analysis on selectors

that were detasked for FAA §702 compliance reasons. We did not
determine the validity of these databases; however, we validated the
data across multiple sources to ensure an accurate depiction of the
data as used for our analysis.

D

(U) Management Control Program

(U/ pimadim@y As part of the audit, we assessed the organization’s
control environment pertaining to the audit objectives, as set forth
in NSA/CSS Policy 7-3, Internal Control Program, 14 April 2006. We
found that SV4’s 2010 statement of assurance reported that a lack
of upgrades of Information Technology systems and software
application and lack of training and staffing could impede the SV4
mission.
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PL 86-36/50 USC 3605

. (U) DATA ANALYSIS

(U) Identification of Detasked Selectors

(U We used the SV PPAA/FAA incidents database and the
as sources of selectors that were detasked to maintain

compliance with FAA §702.

(U/ /=@ SV4 PAA/FAA Incidents database
(U/ mavmay We examined the SV4 PAA/FAA Incidents database,
which contains a record of reportable incidents under the PAA/FAA.

A reportable incident under PAA/FAA is one of the following:

(U / /e The conduct of any SIGINT activity (collection,
processing, retention or dissemination) using PAA collectors in a
way that contravenes the terms of the PAA or the terms of the
specific certification under which you are operating.¢ This includes
any activity that runs counter to the Director’s affidavit or the
associated exhibits that describe the process for determining
foreignness, the minimization procedures, or the targets authorized

for collection under the certification.

(U / ineeie@% The conduct of any SIGINT activity using PAA
collectors without having a certification in place to cover the

target being collected.

(SrnSinmdnRReuEaummRRg e reviewed the records in the SV

PAA/FAA Incidents database from 10 July 2008 (the inception of
FAA) to 4 March 2010 and determined that there were a total of

incidents. :

(U/ /ima¥s@mThe records in the database are categorized by incident
type. This allowed us to determine those that met the criteria for
our review of detaskings related to compliance. The relevant
incident types for further review are:

o HSuimhSinmniEuiEimiianii Roamers into the US

. Imﬁﬂﬁiargets identified as a USP after

tasking under §702 . :

i

Uy ,bﬁeﬁﬂjl Incident types such'as ‘analyst error’ ’and “tasklﬁg
error” did not relate to detasking to ‘maintain compliance with §702;

therefore, we eliminated these types of records from our revieyv.

.
.
. a L
.
- -

EO 1.4. (c)
PL 86-36/50 USC 3605

¢ (U) PAA was the predecessor to FAA.

e o A B AR
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(U /i
Sty | |is the targeting tool used to

submit ghd manage Digital Network Intelligence (DNI) targeting
requests. To ensure that we obtained records of all detaskings
related to §702 co.mphance we requested from Itaskmg records
a recard of d_etésklngs for any of the, three following reasons?:

.

.’ s+ " 1] Userisa USP
PL 86-36/50 USC 3605 2. User is entering the United States
3. User is in the United States

Sl Eipiisniis The main purpose for requesting

detasking records from as to search for selectors that were
detasked citing a reason “user is entering the United States” and
that were not captured as incidents in the SV PAA/FAA Incidents
databage because they were detasked before the user actually
roamed into the United States.

(U) Audit universe

(U/ pimaiss@y \We compared the results of the query with the selectors
identified in the review of the PAA/FAA Incidents database and
identified afditional selectors that were detasked for compliance
purposes.

: From our review of the SV PAA/FAA

Incidents and detaskmg records, we identified a total universe
of| unique selectors that were detasked for compliance reasons.
The detaskings covered thel FAA §702 certifications: |

~ [we Were able to identify both detasked DNI and
" Dlaled Number Recognmon (DNR) selectors from the SV PAA/FAA
*  Incidents database and detasked DNI selectors from
. detgsking records The breakout of the selectors are deta;led in the
. following table

EO 1.4. (c)
PL 86-36/50 USC 3605

PL 86-36/50 USC 3605

7 (U//W)Dild not formallt inclyde a *detask reason” field until an upgrade was performed in February

2009; therefore, our search within detasking records was performed for the date range February 2009 to
March 2010.

ke o g sy a5 5
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(c) ST S R SN S e e AU-10-0023
PL 86-36/50 USC 3605
Tel (UllﬁOUl)!Qetasked Selectors by Source and Type
R §702 LRy Time No. of
Source Type Selector Description® * = . ., « Frame Detasked
& Type *» . | Selectors
SV4 PAA/FAA Incidents Compliance-related b Soarg
DNI . : to March
database detaskings since July 2008 2010
SV4 PAA/FAA Incidents Compliance-related duby 2000
DNI ; . to March
database detaskings since July 2008 2010
SV4 PAA/FAA Incidents DNR Compliance-related ‘iglx/é?g:
database detaskings since July 2008 2010
SV4 PAA/FAA Incidents _— Compliance-related ‘:g'm?g:
database detaskings since July 2008 2010
Compliance-related February
detasking record DNI detaskings since February 2009 to
2009 March 2010
.' Compliance-related February
o D:ietasking record DNI detaskings since February 2009 to
. 2009 March 2010
' Total |
* s
R oS e NS 8

PL 86-36/50 USC 3605

(U) Audit Sample for Gap Analysis

The focus of our gap analysis was on

FAA DNI selectors that were detasked for collection for compliance

reasons under the

ertification from February
2010. We concenfrated on the selectors from the
because of the signifance of the FAA §702 colleet

2009 to March

certification

on, including the

number of FAA §702 taskings, and the key tole it plays in
SIGINT productlon We also basedo‘ur decisions regarding the time
frame for'review and the focus ¢ bn DNI selgctors’ on of the availability

of recotds necessary {o COnduct the a‘nalys1s and t
§702 detaskmgs were of, DNI'Seiectors. There were|
DNI selectors. We ~were unable to cqnduct an a,n,lysxs- of] B
'becauSe -of a lack of trafﬁc Or -taskxng’ ihfermation ‘ot bof]

.u--l-l""

EO 1.4.
PL 86-36/50 USC 3605

(c)

DI selectors

he majority of the
detasked
selectors

.

WOur analysis covered both time gaps

(gaps in coverage in days) and collection coverage gaps (projected
s missed callection. as.a result of the Joss.of coverage) for the+ I

PL 86-36/50 USC 3605

e T 3 JECR §702 Selectors Reviewed
Database *«[.Type | "Selector (February 2009 to
WL Type  *[* . . March 2010)
SV4 PAA/FAA Incidents database DNI
I Eetasking records DNI
. Total
S B A S SRS S
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(U// mighadas Records reviewed

(U/ pimevis=@™ To measure the extent of the gaps associated with

detasked §702 selectors, we evaluated multiple sources of

information. This information was requested from SV |
| and the S2 Metrics Team. .We also reviewed the

following databases:| ..+ *""

.. .- Iwere evaluated as the potential sources for the traffic
records for the selectors l)vas selected as the source for
'L 86-36/50 USC 3605 o s s g = s s s 2 a s s = = s &

. " selector within the[ Jrecords would provide an
- accurate count of the traffic generated by that selector. In addition,

“the purge requests that we reviewed referred to the purging of

ﬁrecords; therefore, we were comparing information from
the same database.

o (U/Mim@is@m§702 tasking history
(U/ /eimiiariaiian ecords were used to determine the dates of

coverage.for the selectors. The data included the dates the
selectOrs were tasked and detasked 1nI for Executive Order

PL 86-36/50 USC 3605 Umigge.){ |data

= (U f /?OUO) Data were'requested from the? on the tasking

» and detasklhg of the,sglectors. This allowed us to draw a

". comparison between information in. the SV4 PAA /FAA Incidents
*.database and the tasking records from We also used the
| |data to determine the Effective Collection
Priority of each of the selectors.

o (U//inaiaen|
b e A ST ata were requested for
determindtion of the numbes of pieces of traffic. or “traffic hits,”
collected per day related to,§702 This
traffic allpwed us to deterfhine how active the selectors, were in
regard to‘traffic collected*under §702 authority .
From this information, _we were able to project the potential .
collectiorj that was lost during gaps in coverage related to §702 "
compliance. It also prov1ded us the ability to determme how .

3
.
3

o (U/dmigigipy Purged records . .
(U/ /ey Purge requests from SV4 to database managers were - .
evaluated for. records related to the group of ;I;electo'rs in the

database. The purged recor:d-s it ‘effect represent a gap

. n colleetlon coverage. R
. EO 1.4. (c)
PL 86-36/50 USC 3605 OGA
: PL 86-36/50 USC 3605




°L 86-36/50 USC 3605

EO 1.4. (c)
OGA
PL 86-36/50 USC 3605

.
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(/i) eporting
(U/ /™% We requested from the S2 Metrics Team counts of
serialized-SIGINT reporting that cited §702 data as the source
artial or sdle;source). The records were extracted from the
database and provided us the ability to determine the effect
of §702 collection on serialized SIGINT reporting.

(U//m@aes FBI FISA data  ° -,

: We' requested FBI FISA data from
the FBI ., .

(U/ iimi@an 5704/§705b tasking ’
EnneSinmenRauSmiiahEe Rcports were generated from
and records requested from SV regarding §704/705b

authorizations to determine if any of the detasked §702

selectors were subsequently approved under those
authorizations. .

EO 1.4. (c)
PL 86-36/50 USC 3605
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(U) SID and OGC Management Responses

-
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SF‘CUR!TY CLASSIFICATION

;\JSA STAFF PROCESSING FORM

EXREG CONTROL NUMBER

. J KCC CONTROL NUMBER

J0 .

0IG . » 2010-8956

«THRU . g ACTION EXREG SUSPENSE
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«SUBJECT . KCC SUSPENSE
«(U// g S| Response to Draft Audit Report on the (] sionature - EENT SUSPERSE
*FISA Amendmepts Act 70 Detasking Requirements INFORMATION

N DISTRIBUTION . .

“SUMMARY . .

:PURPOSE: (U/ il To prgvide the SID response to the draft report on FISA Amendments Act
* (FAA) 702 Detasking Requiremen{s (AU-10-0023).

.
* .

BACKGROUND: (U/;M The Audit was initiated at the request of DIRNSA. The Audit
objective was to documeht the circumstances and the extent of dropped SIGINT collection as a result

of FAA 702 restrictions. The draft Audit 1 report was provided to SID/S2|
| and Office of General

Counsel (OGC) to review for factual accuracya.nd respond to the assigned recommendation listed

below, .
Mecommeﬂdation: Establish 'a,processl Icoveragc for
accounts de-tasked from‘fAA 702 collectiore. Lead Actionee: ) wit :

.
.

tached document (TAB A) is the conslidated SID/S2 and OGC
eferred t for their response to this tasker.

DISCUSSION: (U/mmanigiamThe 3t
response to the subject report. Tha%

EO 1.4. (c)
PL 86-36/50 USC 3605
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I. (U) SUMMARY

PL 86-36/50 USC 3605

ind Otnce of General Counsel” :s (OGC) statjements of

concurrence (or non-concurrence) with the recommendation contained in the Office
of Inspector General’s (OIG’s) draft audit report on the transition gap NSA

encounters when targets of Foreign Intelligence Surveillance Act (FISA)
Amendments Act (FAA) §702 collection must be de-tasked from thi collection

authority. This memorandum also provides OIG with tHe results of] and
OGC’s review of the draft report for factual accuracy.
I1. (U) CONCURRENCE WITH RECOMMENDATION.
mefisiiiniriiian R ecommendation: Establish a process for NSPI
Icoverage for accounts de-tasked from FAA 702 ‘.
collection. T Tt rreeeeeaaa., e X
EO 1.4. (c)
OGA

(U) Lead Actionee: SID with OGC.

PL 86-36/50 USC 3605

(U) Concur/Non-Concur & Estimated Completion Date] and OGC concur with
OIG’s recommendation. Corrective action is underway and will be completed as
soon as possible, but NLT 7 February 2011. Successful completion within this

timeframe is contingent upon direct involvement from SV and S1 as they are
owners of mission components that are directly tied to the transition process

hsmsimiis Comment: Although there is a current process.for the Signals: -,

EO 1.4. (c)
OGA
PL 86-36/50 USC 360

Intelligence Directorate (SID coverage, af targefs of 1mterest
OGC does not dispute OIG'’s substantive ﬁndmg that the current process does not
appear to be umversally understood by’ S'ID' Ipersormel In]

includq . - érsormel are working on 1mp‘rovmg the current p‘rocess

coverage of bargets that must be dropped from FAA 702
collection. OGC and SID ersonnél have already injtiated discussions to
establish a clearet process for NSA» 1-:overage for selectors de-

tasked.from FAA702 collectlon .OGC and personnel have begun drafting a
comprehenswe standard operatmg proce’dure (SOP) for analysts to follow when
transmomng coverage from.FAA 702°to FBI FISA, as appropriate. The SOP will
also include a qu1ck neference gmde and checklist for analysts. OGC will engage

with the Department of.]ustlce (Do)

las

o e
. *
. .

LT

R oo

EO 1.4. (c) 4

PL 86-36/50 USC 3605

.

OGA
PL 86-36/50 USC 3605
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necessary to ensure that the new process addresses OIG’s finding and
recommendation.

AU-10-0023

wielsiptiisintens [ 1 the short term, has initiated a series of training sessions for
members of the division and branch leadership teams to raise awareness of the
process for transitioning targeting from FA'A 702 to FBI FISA. The purpose of the
training is to establish branch and division level Points of Contact (POCs) who will
be able to assist analysts through the transition process. Additional Video

Teleconferencing Center (VTC) sessions will be scheduled to incliide the extended

enterprise.

EO 1.4. (c)
PL 86-36/50 USC 3605

wEhyielidsy Finally, an e-mail alias.has beerr created that fncfudes technical and
policy experts in The purpose of this group is to assist the division and branch
POCs as they work with the analysts on the transition process. Members of the
group will also ensure that timely resolution is reached for selectors de-tasked from

FAA 702.

II1. (U REVIEW FOR FACTUAL ACCURACY

(U/Mieaa DIG Comment: The OIG does not agree with the Ithat

all suggested

changes were due to inaccuracies or misleading statgments.’ In most cases, these
suggested changes were based on 1nt-erpretat10ns of the report and new

mformat10n We made > the appfoprlate changes to update and clarify
report. e a

PL 86-36/50 USC 3605

he following lists areas of the report where| [identified

areas of the

factual

inaccuracies or misleading statements that should be corrected in the final version

of OIG’s report on the transition gap NSA encounters when'targets of

FAA 702

collection must be de-tasked from this collection authority. These factual
inaccuracies do not affect concurrence with the report’s recommenda’uon that

SID and OGC establish a new grocess, .

following constitutes specific suggested corrections:

(U) Correction 1 .. < .

targets that must be dropped from FAA 702 collectlon .The

.

EO 1.4. (c)
OGA
PL 86-36/50 USC 3605

il Highlights Section (page 1) On page oy, in the ”nghhghts” section, the

report contains a sentence that says .

examined

during the audit were not put back on coverage after the TAA 702 collection

ceased.” .o,

EO 1.4. (c)
PL 86-36/50 USC 3605
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(SProrE) Comment: This statement implies that NSA would have been able to
obtain probable cause on all of those selectors and would have been able to
transition to another authority. Believe we should clarify that we cannot transition
all selectors in all circumstances.

(U) Correction 2

(i) Gaps inDTarget Coverage Exist (page 5): Under the FINDING (top
of the page), it states ”..'.t'he.Agency has experience coverage gaps when
transitioning from FAA702 to 51’1@th?r authority.” .
(ki) Comment: This statement impfiés that NSA should be able to transition
to another authority in all instances. This is not the case. Believé.we should clarify
that we cannot transition all selectors in all circumstances: W hlle the need for a
“higher legal standard” is mentioned on the bottom of page 6, believe-we need to be
up front with the fact that some selectors will not transition. e

.
.

EO 1.4. (c)
PL 86-36/50 USC 3605

(U) Correction 3

.y
‘.

(Swisbiils) Effective Collection Priority (ECP) (page 8): This section statgs that the
average ECP was 2.52 indicating that “the average ECP was 2.5.2,'indi€'atii1g that
these selectors are of high priority.” . -

.
.
.

(Srehady Comment: Believe we need to add contexk fo this staterhent We would

.

imagine that most if not all . has an
ECP that falls into the 1-3 range. Probably alll selectors are of. hlgh priority based
on the ECP. ;

L]

(U) Correction 4

]

(st Selectors not retasked (page 11): The table at the top of the page
indicates tha

(i Comment: We think it is important to add a footnote that indicates
that the analysts were told that they did NOT have to perform thorough research to
try to recall why the selector was not retasked. Below is an excerpt from an email
exchange between OIG and| [|indicating that the analyst did not have to perform
research if they did not remember why thé selector-was.not refasked.

EO 1.4. (c)
PL 86-36/50 USC 3605
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ety el AU-10-0023
PL 86-36/50 USC 3605

W We agree with your assertion that the analysts simply note that they do
not recall-what happened to the selectors if they cannot remember. Our intention

was not to reguire people to spend hours trying to recall information to answer our
survey, which'js why there is a “don't recall” option in the first question.

(U) Correction 5.

hielyipas COoOmment:

(U) Correction 6

* (@i Need for consistent process (page 11): The document states that,

bl Comment: We think it is important to note that some selectors will
take longer to transition compared to others based on the circumstances. The
probable cause standard is higher than the standard associated FAA 702 tasking.
This statement implies that we should always be able to transition quickly. It may
take time and a lot of back and forth between| QOGC, FBI and Do]J before we
reach the probable cause standard. We realize this is addressed in the Case Studies
on page 13 but we think it should be stated up front. “*.

EO 1.4. (c)
(U) Correction 7 PL 86-36/50 USC 3605

oSy Footnote 3 (page 14): States that

hioyistidae Comment:

PL 86-36/50 USC 3605
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.. (U) Correction 8

- Syt First Paragraph (page 15): “The analysts also may not have been

:mComment: Even if the analysts had bee

| Believe this should be noted (after

coordination with OGC to ensure accuracy).
EO 1.4. (c)
PL 86-36/50 USC 3605

(U) Correction 9

e n
L3

wlGisliindsn A ction Taken (page 18): This section discusses the‘r’}é\‘/v. protedures

which are supposed to provide relief on some slenarios. *
wehSriibiddis Comment: Unfortunately rovisions were
removed from the new procedures so we will not see any relief

based on the new procedures. OGC would have details on exactly what occurred
and where we stand.

II1. (U) OGC - REVIEW FOR FACTUAL ACCURACY

(U// iy O1G Comment: The OIG does not agree with the OGC that all
suggested changes were due to inaccuracies or misleading statements. In most
cases, these suggested changes were based on OGC’s interpretations of the report
and new information. We made the appropriate changes to update and clarify
areas of the report.

wiipiiesailine| he following lists areas of the report where OGC identified factual

inaccuracies that should be corrected in the final version of OIG’s report on the
transition gap NSA encounters when targets of FAA 702 collection must be de-
tasked from this collection authority. These factual inaccuracies do not affect
OGC’s concurrence with the report’s recommendation that SID and OGC establish
anew processL targets that must be
dropped from FAA 702 collection. The following constitutes OGG’ s spec1f1c
suggested corrections:

EO 1.4. (c)
B e OGA

8 PL 86-36/50 USC 3605
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EO 1.4. (c)
(U) Correction 1 PL 86-36/50 USC 3605
meSpnemiy Highlights Section (page i); .On pég’e"i" in the “Highlights” section, the

report contains a sentence that ays the issue of a
is currently under review by Do]. This statement is

factually incorrect. In July 2010, DoJ attempted to persuade the Foreign Intelligence
Surveillance Court (FISC) to allow tasking to continue under one version of the

[but the FISC
refused to accept the proposed change to NSA’s FAA targeting and minimization
procedures that the Government proposed to address this problem. OGC’s :
understanding is that the FISC concluded such a change would conflict with -
statutory restrictions contained in the FAA legislation itself. Therefore, DoJ is no
longer reviewing this issue in the manner mentioned in the draft report. Instead,

Do] is reviewing two different draft legislative proposals that attempt to close the
transition gap. One proposal was drafted by NSA and the other proposal was
prepared by Do]’s National Security Division.

(U) Correction 2

syl [ntroduction: On page 2, the “Introduction” section of the draft report
contains the following sentence:

wiiSysiaeiniiene “ Under FISC docket number] (known as the Raw Take
Sharing Order) dated July 2002, NSA js able to receive FBI FISA collection.”

.

(U) As drafted, this sentence is factually, inaccurate. The sentence should be revised
to read: o

.
.

Sl U cler FISC gic;cket numbexl (known as the Raw Take
Sharing Order) dated July 2002, NS4 is able to receive most FBI FISA

collection directed against the FBI's counterterrorism targets.”

.
.
.
* .
.

OGA
PL 86-36/50 USC 3605
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EO 1.4. (c)

(U) Correction 3

PL 86-36/50 USC 3605

e Finding that Gaps in| |Target Coverage Exisfe. Page 6 of this section
of the draft report contains the following sentence: *

-

.

wmislmlean T0 avoid a break in coverage, other authorities must be sought if
the target remains of interest and is an agent of-a foreign power (§704, §705b,
and/or FBI FISA).” .

]

e This sentence is inaccurate as drafted since it implies that the listed
authorities are the only possible authorities available to resume coverage. The
sentence should be revised to read: .

.
.

sl “ To avoid a break in coverage, other authorities must be sought if
the target remains of interest and is an agent of a foreign power (e.g., §704,
§705b, FBI FISA, etc.).” .

(U) Correction 4 .

wiSShiimel inding that Gaps in Ilarget Coverage Exist: Page 6 of this section
of the draft report contains the following statement:

NSl ‘' For non-FAA §702 coverage, a higher legal standard,
individualized probable cause, is required to secure a FISA order. The gap in
coverage often entails lost collection because access to the target’s

communications is interrupted

weSiimaieidie A [though the statement is accurate as drafted, for completeness OIG
may wish to note that, in some cases, the Government may simply not be able to
assemble facts sufficient to satisfy the probable cause standard.

(U) Correction 5

RSyl Discussion of lack of process to On pages
15 to 16 of this section of the draft report, there is a discussion of the deIaLy
experienced in regaining coverage of selectors associated with

| Since the report says -

A N N LA L B o R EO 1.4. (

10 OGA

e)

PL 86-36/50 USC 3605
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)

PL 86-36/50 USC 3605 syl AU-10-0023

NSA had to de-task the account once the Agency learned that

(U) Correction 6

Sy Discussion of “Strict guidance on detasking : On
pages 17 to 18, the draft report states that DoJ and OGC have provided “strict
guidance” to de-task] | Although accurate, as drafted the report
implies that DoJ and OGC have discrefipn to alter the guidance. Therefore, the
draft report’s discussion of the legal advice provided by DoJ and OGC on the de-
tasking of| lis extremely nijsleading. Although this section.of the
draft report notes that the FISC has expresied “concern” about the modifications
the Government proposed in July 2010 to NSA’s FAA 702 targeting and -
minimization procedures, the report fails to note that the Court’s concern was with
theI issue. OGC's understandmg is that the Court concluded that
even the modest chahges proposed in ]uly to address one aspect of the|

.

. . P o were

incompatible with the curre’nt’statutory framework. Moreover, for completeness,
the report should also note that,.even if the statutof.y language is changed, : thére
may be Fourth Amendment probléms with mamtammg electronic survell}ance of a
U.S. person or a person located inside’ the Umted States on anything less than a

formal probable cause determination. . “
EO 1.4.(c)
PL 86-36/50 USC 3605
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