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Serial : MDR- 103586

29 November 2021

Mr. John Greenewald

27305 W. Live Oak Rd .

Suite 1203

Castaic , CA 91384-4520

Dear Mr. Greenewald :

This responds to your request of 8 February 2018 to have the enclosed document ,

� Final Report of the Audit on the FISA Amendments Act 702 Detasking Requirements � ,

24 November 2010 reviewed for declassificat ion . The material has been reviewed under

the Mandatory Declassificat ion Review (MDR) requirements of Execut ive Order (E.O.)

13526. We have determ ined that some of the informat ion in the material requires

protect ion .

Some informat ion deleted from the enclosed document remains current ly and

properly classified in accordance with E.O. 13526. The informat ion being withheld

meets the criteria for classificat ion as set forth in Sect ion 1.4 subparagraph (c ) and

remains classified TOP SECRET, SECRET, and CONFIDENTIAL, as provided in

Sect ion 1.2 of E.O. 13526 .

Sect ion 3.5 (c ) of E.O.13526 , allows for the protect ion afforded to informat ion

under the provisions of law. Therefore, the names of NSA employees and informat ion

that would reveal NSA funct ions and act ivit ies have been protected in accordance with

Sect ion 6 , Public Law 86-36 ( 50 U.S. Code 3605 , formerly 50 U.S. Code 402 note ).

Please be advised that the document responsive to your request includes

informat ion from other government agencies or departments. We have redacted that

informat ion and marked it using the Other Government Agency ( OGA) code.

Since your request for declassificat ion has been denied you are hereby advised of

this Agency’s appeal procedures. Any person denied access to informat ion may fi le an

appeal to the NSA MDR Appeal Authority . The appeal must be postmarked no later

than 60 calendar days after the date of the denial let ter . The appeal shall be in writ ing

addressed to the NSA MDR Appeal Authority (P133 ), Nat ional Security Agency , 9800

Savage Road, STE 6881, Fort George G. Meade, MD 20755-6881. The



Serial: MDR - 103586

appeal shall reference the init ial denial of access and shall contain, in sufficient detai l and

part iculari ty, the grounds upon which the requester believes the release of informat ion is

required. The NSA MDR Appeal Authority will endeavor to respond to the appeal

within 60 working days after receipt of the appeal .

If you have any quest ions regarding this act ion , please contact me at 301-688

7785 .

Sincerely,

Garzubri 1.
Senacker

Jacqueline M. Amacher

Chief

Declassificat ion Services

Encl :

a / s
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( U) NSA OFFICE OF THE INSPECTOR GENERAL

( U ) The NSA Office of the Inspector General ( OIG) conducts audits , invest igat ions, inspect ions, and special

studies. Its m ission is to ensure the integrity , efficiency, and effect iveness of NSA operat ions , provide

intelligence oversight , protect against fraud , waste , and m ismanagement of resources , and ensure that NSA

act ivit ies are conducted in compliance with the law . The OIG also serves as an ombudsman , assist ing Agency

employees , civi lian and m ili tary , with complaints and quest ions .

( U ) Intelligence Oversight

( U) The OIG Office of Intelligence Oversight reviews NSA’s most sensit ive and high - risk programs for

compliance with the law .

( U) Audits

(U) The OIG Office of Audits within the OIG provides independent assessments of programs and organizat ions.

Performance audits evaluate the effect iveness and efficiency of ent it ies and programs and assess whether NSA

operat ions comply with federal policies . Informat ion Technology audits determ ine whether IT solut ions meet

customer requirements , while conform ing to informat ion assurance standards . All audits are conducted in

accordance with standards established by the Comptroller General of the United States .

( U) Invest igat ions and Special Inquiries

( U) The OIG Office of Invest igat ions adm inisters a system for receiving and act ing on requests for assistance

and complaints about fraud, waste , and m ismanagement. Invest igat ions and special inquiries may be

undertaken as a result of such requests and complaints ( including anonymous t ips ) , at the request of

management, as the result of quest ions that surface during inspect ions and audits , or at the init iat ive of the

Inspector General .

( U ) Field Inspect ions

(U) The Office of Field Inspect ions conducts site reviews as part of the OIG’s annual plan or by management

request. Inspect ions yield accurate , up - to- date informat ion on the effect iveness and efficiency of field

operat ions and support programs, along with an assessment of compliance with federal policy . The Office

partners with Inspectors General of Service Cryptologic Components and other Intelligence Community

Agencies to conduct joint inspect ions of consolidated cryptologic faci li t ies

TOISEENGUR
ansvanumTJANNADA
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24 November 2010

IG- 11226-10

TO: DISTRIBUTION

SUBJECT: ( U ) Audit of the FISA Amendments Act (FAA ) 8702 Detasking

Requirements (AU- 10-0023 ) ACTION MEMORANDUM

1 . ( U ) This report summarizes the results of our audit of the FISA

Amendments Act (FAA) 8702 Detasking Requirements ( AU - 10-0023 ) and

incorporates management ’s response to the draft report .

2 .
( U / / POVOTAs required by NSA/ CSS Policy 1-60 , NSA / CSS

Office of the Inspector General,act ions on OIG audit recommendat ions are

subject to monitoring and follow - up unt i l complet ion . Therefore, we ask

that you provide a writ ten status report concerning each planned correct ive

act ion categorized as � OPEN . � If you propose that a recommendat ion be

considered closed , please provide sufficient informat ion to show that

act ions have been taken to correct the deficiency. If a planned act ion will

not be completed by the original target complet ion date, please state the

reason for the delay and provide a revised target complet ion date . Status

reports should be sent to
Assistant Inspector General

for Follow - up , at OPS 2B , Suite 6247, within 15 calendar days after each

target complet ion date .

3 .
( U / Savon We appreciate the courtesy and cooperat ion

extended to the auditors throughout the review . For addit ional

informat ion , please contact on 963-0957 or via e- mail at

Meorge Ellard
PL 86-36 / 50 USC 3605

George Ellard

Inspector General

TORSDEN - 7VCOM
ana TINIC

Verona
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PL 86-36 / 50 USC 3605

( U ) EXECUTIVE SUMMARY

( U) OVERVIEW

( T/ OINDU JOUR,IVYT) Sect ion 702 of the Foreign Intelligence Surveillance Act

( FISA) Amendments Act of 2008 (FAA ), has st rengthened Signals Intelligence

( SIGINT) collect ion , part icularly against terrorist targets . From September 2008 to

March 2010 , the number of SIGINT reports that incorporated FAA $702 sourced

collect ion grew

( TS / / SIN ) Under the law, collect ion under FAA 8702 must cease in certain

circumstances , potent ially result ing in a gap in coverage. To regain coverage , NSA

must t ransit ion to another authority for cont inued collect ion , such as a FBI FISA

Order . The Agency does not have a consistent process to ensure a seam less

t ransit ion from FAA 8702 authority to FBI FISA Orders . EO 1.4 . ( c )

PL 86-36 / 50 USC 3605
( U) HIGHLIGHTS

( U ) Gaps in target coverage exist

(TSIISWILOLLANLUND Analysis of detasking for FAA 8702 compliance
revealed that collect ion on ceased for a significant period ,

exam ined during the audit were not put back

on coverage after the FAA 3702 collect ion ceased .
PL 86-36 / 50 USC 3605

( U ) Significance of

TOLLTA

jasThe st rict rule on automat ically detasking

reviewed in July 2010 by the Intelligence Community and the Department of Just ice ,

which proposed changes to procedures that subsequent ly were not accepted by the
FISC.

(GUITA O ,TVDI) Need for standardized process for handoff to FBI

( TOJHRT) The Agency lacks a standardized process for t ransit ioning to FBI FISA
coverage,

(UT- OVO) Management Response

(U POVO The recommendat ion is being addressed by management.

Tor OLUNCTCONNINT/ NOTONORK

iii

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605
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1. ( U) INTRODUCTION

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

( U) Background

ID /TI / AR Sect ion 702 of the Foreign Intelligence Surveillance Act

(FISA) Amendments Act of 2008 (FAA ), enhances survei llance against

foreign nat ionals outside the United States . By enabling more

flexible U.S. carrier assisted tasking , 8702 effect ively broadened

access to cri t ical targets of interest , part icularly terrorists . From

September 2008 , when FAA was implemented , to March 2010 , the

number of Signals Intelligence (SIGINT) reports that incorporated

8702 sourced collect ion grew

.

.

1o7/ OLARCollect ion under FAA 8702 must oease under certain

circumstances . Detasking is required when a target is determ ined to

be entering or to have entered the United States

Collect ion also must cease when a target is found to be a U.S.person

(USP)

To regain coverage of such a target , collect ion

must t ransit ion to another authority, for example, a Federal Bureau

of Invest igat ion ( FBI ) FISA Order . The transit ion from FAA 9702 to

another authority may not be seam less , thereby creat ing a gap in

coverage and potent ially causing a risk to U.S. security. This audit

assessed the circumstances and extent of the FAA 8702 coverage gap

by exam ining tasking and detasking records , FBI FISA data , t raffic

collected and purged , and SIGINT report ing.

( U ) FAA 9702

119,79T/ NR,FAA 8702 allows NSA to use the assistance of U.S.

telecommunicat ions and Internet service providers to target non

USPs outside the United States . After the At torney General and the

Director of Nat ional Intelligence fi le a joint cert i f icat ion that certain

statutory requirements have been met and the cert i f icat ion is

approved by the FISA Court ( FISC) , NSA may conduct foreign

intelligence survei llance of the content of communicat ions . The

cert i f icat ion includes an affirmat ion that the survei llance targets only

non - USPs reasonably believed to be outside the United States. The

cert i f icat ion is subm it ted to the FISC and typically is approved for

one year . Acquisit ion under a cert i f icat ion must adhere to target ing

and m inim izat ion procedures approved by the Court . As of August

TOT SLENDIJCOMINJAVORONA

1



EO 1.4 . ( c )

PL 86-36 / 50 USC 3605
AU-10-0023 TOT SLENGTCONMVT/ Noron

2010.NSA was authorized to conduct FAA 9702 collect ion under

cert i f icat ions.

( U / / TOVO Other , FISA authorit ies provide alternat ive means to

obtain collect ion against foreign intelligence targets when NSA must

stop collect ion ( detask ) pursuant to FAA 8702 .

( U ) FAA 8704

( UPOVO Other Acquisit ions Target ing USPs Outside the

United States. A FISC Order is required , but survei llance

techniques are not reviewed by the court .

. ( U ) FAA $ 705b

( U OVO) Joint Applicat ions and Concurrent Applicat ions.

When a FISA Order that authorizes survei llance of a target

inside the United States is in place, the At torney General can

authorize target ing while the USP is reasonably believed to be
outside the United States .

IN
( U ) FBI FISA Order

(ST70117RDU O NAV) The FBI is authorized under a FISC

Order to perform searches and elect ronic survei llance against

agents of a foreign power . Under FISC docket number

(known as the Raw Take Sharing Order ) dated July 2002 ,NSA

is able to receive most FBI FISA collect ion .

( U ) Increased use of FAA 9702 Authority

01/ 01/ RELTO USA,NRV) According to analysts in the Signals .

Intelligence Directorate ( SID) , collect ion under FAA 9702 authority is

product ive and grew in the 19 months between September 2008 and

March 2010. Increased tasking under FAA 8702 authority has

resulted in increased SIGINT report ing . The Agency has also

experienced an increase in compliance - related detaskings of
selectors .

TODDSTADTTICOMIATIAIAI.
OTORA7 OGA

PL 86-36 / 50 USC 3605
2
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PL 86-36 / 50 USC 3605
HOD

ananna ENTILATADANT
V -GD vammuruan AU - 10-0023

( U ) Tasking

DORIANDUTO USA,NEY Tasking by selector

increased

DYNYT
( U) Detasking

( 9 / 7/ SIIRELTO JOAN

significant ly increased

Compliance -related detasking

( U ) SIGINT report ing

( 170 / RDUTO VOA, NYAY) Report ing based on collect ion

under FAA 9702 authority increased

LIAA RICA
STRUTO

� � � � 100

( U ) NSA oversight of FAA $ 702 collect ion

PI / PINDOTOON , AVD . In addit ion to the analysts’ obligat ion to

review the status of their selectors, the SID Oversight and

Compliance Office ( SV) is responsible for monitoring compliance with

FAA 8702 and t racking detasking. SVmonitors selectors through

special tools to ensure compliance (e.g.,

When a compliance problem exists , SV contacts the

Target ing Office of Primary Interest ( TOPI) and requests that its

personnel research the selector before detasking. SV is also

responsible for maintaining a Protect America Act (PAA ) / FAA

Incident database to record and t rack incidents and provide that :

informat ion for external oversight by the Department of Just ice ( DOJ)

and the Office of the Director of Nat ional Intelligence .

PL 86-36 / 50 USC 3605

FORSERH / CONA
TIATA
TH con
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II . ( U ) FINDING AND RECOMMENDATION,

PL 86-36 / 50 USC 3605

( U) FINDING: Gaps in Target Coverage.Exist

TOWOWIN Although FAA $ 702 has provided.important SIGINT

collect ion , the Agency has experienced coverage gaps when

transit ioning from FAA $ 702 to another authority .

The Agency does not have a consistent process to ensure a

seam less t ransit ion from FAA $ 702 authority to FBI FISA Orders .

( U) FAA $ 702 Implementat ion

( U ) FAA 9702 procedures

787/ I/ ANALFAA 8702 requires that NSA adopt procedures to

ensure that its collect ion targets are non - USPs reasonably believed to

be outside the United States and to ensure that the Agency does not

intent ionally acquire communicat ions known to be purely domest ic.

: NSA must also establish m inim izat ion procedures that reasonably

. balance its foreign intelligence needs against the privacy interests of

USPs with respect to the collect ion , retent ion , and dissem inat ion of

informat ion .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

( U ) FAA 8702 detaskings for compliance

(U / ROVA In certain circumstances, NSA must detask selectors to

maintain compliance with FAA 8702 and approved target ing and

m inim izat ion procedures. There are three broad reasons for

detasking.

( U) Roamers

VARELTO USA, NYRA The foreign target is init ially

believed to be overseas , but it is subsequent ly determ ined

that the target has entered the United States

.
( U / TOVOUSP status determ ined after tasking

IOITTADLOUSARVEYThe target is overseas and

believed to be foreign , but NSA subsequent ly determ ines that

the target is a USP overseas .

ATLIDO
(PS:/ / EL Touc ,ngu

AT
TORSECRETICON MNOHON
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PL 86-36 / 50 USC 3605

. (U

ANVEL, The target is foreign and

overseas ,

NSA must detask the account from FAA 8702 collect ion .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

.

TOY SIROnce NSA determ ines that a target is a USP, isa ,

roam ing in the United States , or

NSA must detask associated selectors from collect ion under

FAA 8702 authority and purge related SIGINT holdings from all

databases . To avoid a break in coverage , other authorit ies must

be sought i f the target remains of interest and is an agent of a

- foreign power ( e.g. , 8704 , 8705b , and / or FBI FISA ).

( C ) *Compliance detaskings few in context , but potent ial risk is great

SORSHOVA,

(U OVFAA 702 detasked
NDH) The number of

selectors that are Selectors compared to all FAA

detasked for tasking and total SIGINT Selectors

compliance reasons

from collect ion under

FAA 9702 authority is

small compared with

all SIGINT selector

tasking as of March

2010

however , loss of FAA

8702 collect ion on

potent ially high

interest selectors ,

part icularly those

related to Tposes a
risk whent ransit ion to

alternat ive coverage is

not seam less .

.

.

.

( U ) Defining the FAA 9702 gap in coverage

TANS,The gap in coverage is the collect ion lost in the t ime

between destasking selectors from FAA 8702 collect ion authority and

init iat ion of collect ion under another authority (e.g., $ 704 , 8705b , or

: FBI FISA) . For non -FAA 8702 coverage , a higher legal standard ,

individualized probable cause , is required to secure a FISA order . In

some cases , the Government may not be able to assemble facts

� sufficient to sat isfy the probable cause standard . The gap in

.coverage often entai ls lost collect ion because access to the target ’s

communicat ions is interrupted

TOPSHORT/ COMINI/ NOTONN
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PL 86-36 / 50 USC 3605

( U) Audit Focus on

( U ) Audit universe of FAA 9702 detaskings

TO / AL /NE) To determ ine the extent of the coverage gaps , we

ident if ied every Digital Network Intelligence ( DNI ) and Dialed

Number Recognit ion ( DNR) selector th� t was detasked to comply

with FAA $ 702 after enactment of the FAA in July 2008. By

exam ining tasking records and SV’s

PAA / FAA Incidents database,we ident if ied relevant detasked

DNI and DNR selectors . These selectors were drawn from

FAA 8702 cert i f icat ions
EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

DITY

( U / rovo Contribut ion of collect ion under FAA 9702 authority to

report ing

170117.OOM ,- From September 2008 to March

2010 ,FAA 9702 collect ion cont ributed to an increasing percentage

of report ing. Overall, the increase was from � ercent to

percent.

--
DITINDE

Percentage of Reports with Contribut ion’s from FAA

.(September 2008 - March 2010

Jul-
09

Aug-
09

Jun-
09

Apr-
09

May-
09

Jan-

09

Feb-
09

Mar-
09

Sep-

08

Nov-

08

Jan-

10

Oct-
09

Nov-
09

Dec-
09

Feb-
10

Mar-

10

Oct-
08

Dec-
08

Sep-
09

IDNI
1917 / ABLOUCA,NINY

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

Tor SLENGT / COMINI NOFONN
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( U / FOUE) Audit sample focuses on DNI selectors

( S / / SI / / REL TO USA, FVEY) From the universe ofOdetasked

DNI and DNR selectors , we ident if ied RNI selectors for

detai led selector - by - selector gap analysis.(s� e Appendix B for

scope and methodology ). DNI selectors represented the large

majority of FAA 9702 d� taskings in the sample ( 93 percent ) . In

addit ion ,
selectars’accounted for percent of tasked FAA

8702 DNI

selectors as
DNI FA� $ 702 Selectors by Cert i f icat ion

( as of March 2010 )
indicated in the

adj � cerrt diagram :

in the large quant ity

of taskings and

detaskings

coupled with the

significant role of

..FAA $ 702 on

report ing, as well

as the high � risk

thaf a gap in

coverage poses ,

prompted our

focus on DNI

detaskings .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605 � � � � �
11

( U ) Effect ive

Collect ion Priori ty

(ST7ONDUTO

O , Y To understand bet ter the priori ty of tasking and

forwarding of collect ion for these selectors ,we obtained the

*Effect ive Collect ion.Priori ty (ECP) of the selectors under review .

EOP. is derived from two values: nat ional SIGINT priori ty and

collect ion precedence

ECP values range from

one through nine,’with one being the highest priori ty. For the

’selectors that we ident if ied, the average ECP was 2.52 , indicat ing

that these selectors are of high priori ty .

(U ) Effect of Gaps on SIGINT Collect ion and Report ing.

COL/ / ) To determ ine the effects of FAA 8702. detasking on

SIGINT collect ion and report ing,we analyzed the selectors

during a 13 -month period (February 2009 to March 2010 ). Of

these were put back on cover and Tremained off cover . The

following table shows the results of our analysis by key data

points . The selectors are grouped by t ime lag between detasking

and retasking, with some having FBI FISA coverage applied before

detasking ( no gap ) and others not being put back on cover during

TOP SECRET/ / COMINT/ /NOFORN
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EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

the review . The results are presented by tasking and report ing as

well as collect ion volume . The table shows the number of selectors

in each group that t ransit ioned to FBI FISA coverage . The total

number of SIGINT reports to which FAA $ 702 or FBI FISA

collect ion cont ributed is listed . Although raw traffic totals do not

indicate the quali ty of lost collect ion .

The total projected collect ion loss by

selector group was obtained

Traffic purged from the system after

detasking as well as pieces of t raffic obtained using FBI FISA

collect ion are also detai led .

PL 86-36 / 50 USC 3605

(UDCollect ion Coverage Gap Analysis

SIE

Tasking and Report ing Collect ion Volume

Gap after
Detasking

No. of

Selectors

No. of
Selectors

Transit ioned

to FBI FISA

Total

No. of

Reports

Total Est imated

Collect ion Loss
While off Cover

Purge
Totals

FBI FISA

Collect ion

VALIDNL TAULA TATINIZI

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605 SISLARDLSO JOANNE

(UIFODOTTime delay poses risk on product ive selectors

10/ 13
� � � MN

.

TOPSEROTYCOMATAOTORA

9 EO 1.4 . ( c )

PL 86-36 / 50 USC 3605
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( U ) Minimal delay on some high - interest selectors

Tel / A

( U ) Projected lost FAA $ 702 collect ion

197/ STARDSTABLOUSA,SUDE

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

result in risk to the nat ion from these high - interes

could

targets.

selectors dropped from collect ion( U ) Majority of

* S / SITE

PL 86-36 / 50 USC 3605

ann TOMATO
TOPSEGISACONIN NOTONN7I
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EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

( U ) Selectors not Retasked
TALLA LININ

Reason Selector was not Retasked
No. of

Detaskings
Percentage

of Total

Total 100.00 %
ALLALLINN

(U ) Lack of Systemat ic Process for Handing off Selectors to FBI

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

( U ) Relat ionship with the FBI

TOLLALLINN Product ion Center has faced

challenges in achieving seam less coverage of targets while

maintaining compliance with FAA 8702 requirements, in part

� � ecause of the need to turn to other authorit ies, such as FBI FISA

orders

for collect ion when NSA’no,longer has the authority to cover the

selectors has been problemat ic : Product ion

� Center personnel expressed concern about the handoff to

the FBI and the lack of a systemat ic process

OGA

PL 86-36 / 50 USC 3605

(UTOVO

1977SL/ N

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

( U ) Need for consistent process

4797 / / ANN ,Through quest ionnaires and interviews with

analysts, and review of data regarding FBI FISA Orders, we

determ ined that the Agency lacks a consistent process for

t ransit ioning to FBI FISA Orders .

>

2
( U / Tove

TONSZERETICOMANTNOFON

11
PL 86-36 / 50 USC 3605 EO 1.4 . ( c )

PL 86-36 / 50 USC 3605
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( U ) FBI FISA Tasking Time Gap

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

Gap
No. of

Selectors Percentage

Total 100 %

(AS / / SIA

(UFOVO) Handoff to the FBI

(ToTOLAN

1. (GSHOLAA ) After the Agency detasks an FAA 8702 selector ,

2 . ( TOLSILANE TOPls can direct ly not i fy

3 . VILA After normal duty hours , NSA’s
.EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

4. TO(TSIUSTINE Agency analysts can send

(TS / ISILINN) In addit ion , in September 2009 , at the request of
� � �

the NSA Director , an EmergencyAuthorizat ion Concept of

Operat ions was developed by the and the Office of

General Counsel (OGC) to out line a detai led process for

maintaining coverage .

3
USHTUVAT

Tur JLLAL17/ LUIVITNI/ / NUIU

12
EO 1.4 . ( c )

PL 86-36 / 50 USC 3605
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( U /FOVO) Lack of understanding of the handoff process

1497791/ AAT NSA told us that the handoff process

was not consistent , was often not well understood , and could be

improved .

.
.

CO 1.4 . ( c )

GA

’L 86-36 / 50 USC 3605

( U / FOJO) Case studies

TC / SHANG,

maLLI � � ma � � � � H
TOVALNA Informal,but nearly seam less :

STAOTATO
TO UOMEDY

CO 1.4 . ( c )

DGA

? L 86-36 / 50 USC 3605

LAILANI

1

Conown Selectors Associated with

( 1MI PUT

Selectors

TOPSEGRETICOMTALTIALOCODA

13
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1G / MOL / , NSA, the Central Intelligence Agency , and the FBI

2.44/ !/MRL OUSAND, Learning experience:
an

CIST
ALLINN

20 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

Tonown Selectors Associated with

TAULALININ

1

ITALIALINDEO 1.4 . ( c )

PL 86-36 / 50 USC 3605
17

(

(197 / 01/ ARELTO USA, I These selectors had been placed

under FAA 8702 coverage

because they were used by several persons associated with

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605 � � � � analysts init ially did not know who to contact

about obtaining alternat ive coverage and were not clear about

What could be obtained from FAA 9705b tasking and how this

tasking Ult imately, the analysts

4. CUCUDTNTILTOUS

FORSEORETICORNTJAOTORN

14
PL 86-36 / 50 USC 3605
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were provided guidance internally

( TOOINT
EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

� � � � � � � � � � � � � �).3 D) Lim ited feedback and a long

delay:

( TSAISIIN

(TOUCUNS Selector Associated with

( 017 JANT) Short ly after tasking on the selector had been

init iated ,

O 1.4 . ( c )

GA

’ L 86-36 / 50 USC 3605

5
(CIALIDUDD TOUCA PRVI SV uses to monitor tasked selectors to ensure foreignness and

compliance with the law .

TorstenT/ COMIN WNOFORM

PL 86-36 / 50 USC 3605 15
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(Tetor

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

GA

? L 86-36 / 50 USC 3605 ( U) suggest improvements

agreed that a standardized process would improve the t imeliness

They also concluded that the

process should be st rengthened and suggested other

improvements to the current system .

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

Recommendat ion

( HOTNF) Establish a standardized process for

when it is determ ined that

coverage should cont inue after selectors are detasked

from FAA 9702 collect ion .

(ACTION : SID with OGC)

PL 86-36 / 50 USC 3605

( U ) Management Response

CONCUR . (U / / NOVOU and OGC concur with OIG’s

recommendat ion . Correct ive act ion is under way and will be

completed as soon as possible , but no later than 7 February 2011.

TanaramTCOMINTIAaraDNI

16
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Tur SLUNL1/ LUNIINI/ /NURUNN AU - 10-0023

Successful complet ion within this t imeframe is cont ingent upon

direct involvement from SV and Si as they are owners of m ission

components that are direct ly t ied to the t ransit ion process ( see

Appendix C for full text of management comments ) .

( U) OIG Comment

( U) Planned act ions meet the intent of the recommendat ion .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

(U ) Loss of Collect ion

selectorsCOITARLTON,12Wealso grouped the

reviewed by the reason for detasking.

TAL UN
Circumstances of Detasking

.EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

PL 86-36 / 50 USC 3605

( U ) Significance of
LOL LINDI

I

Forsen / CONNTAVOFONI

nama

17
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� � � �

(UTOVO) Strict guidance on detasking

SMALLTOSA,IVLY) Strict guidance from DoJ and OGC)

( TOIMINT

1

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605
.

.

( U) Act ion taken

( 1977 ) On 16 July 2010 , the DIRNSA, along with the

At torney General and the act ing Director of Nat ional Intelligence,

fi led with the FISC FAA 8702 cert i f icat ion renewal documents

related to target ing and m inim izat ion procedures for the

( TS / ISLANE, In early August , NSA learned that the FISC was

concerned with the proposed changes to the m inim izat ion

procedures . DoJ and NSA are exploring alternat ives to address

the mat ter while cont inuing to operate under the exist ing

procedures .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

Tur LUNL1/ LUNIIN1/ NUIU
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PL 86-36 / 50 USC 3605

(U) ACRONYMS AND ORGANIZATIONS

CIA

DIRNSA

DNI

DNR

DoJ

ECP

FAA

FBI

FISA

FISC

( U )

( U) Cent ral Intelligence Agency

(UHPOLO

(U)

( U) Director,NSA

(Uroog Digital Network Intelligence

( U) Dialed Number Recognit ion

( U) Department of Just ice

(U) Effect ive Collect ion Priori ty

(U) Foreign Intelligence Surveillance Act of 1978 ( FISA)

Amendments Act of 2008

(U) Federal Bureau of Invest igat ion

(U) Foreign Intelligence Surveillance Act of 1978

(U ) Foreign Intelligence Surveillance Court

(U)

(U’Oifice of General Counsel

(U) Protect America Act

(US) Signals Intelligence Directorate

( y) Signals Intelligence

( U / / POVA Signals Intelligence Directorate , Oversight and

Compliance

fU / / POLO Signals Intelligence Directorate, Oversight and

Compliance, FISA Authorit ies

:(U / Over Target ing Office of Primary Interest

: (U) United States Person

.

OGC

PAA

: SID

SIGINT

SV
.

SV4

TOPI

USP

OGA

PL 86-36 / 50 USC 3605

TORCECRITICOMITIALOCODA

19



AU - 10-0023 TORSTADTHCOMIAITZ OTORAL

( U) This page intent ionally left blank .

TOIJLENL1/ 1

20

IATA
7NoorORN



nanana � � � � � � � � � � � �
Tor

ANATANGATINAIOVAI
AU - 10-0023

( U) APPENDIX A

( U) About the Audit

� �
TOT SLENSTJCOMINTINOoron

1



AI- 10-0023 TOP SLENGT/ COMINTINOPORN

( U) This page intent ionally left blank .

TOPSHORTICOMAN /NOFORY

2



� � � � � � � �
TOISEGNCT|| CONNT/ UTONIV

AU-10-0023

( U ) ABOUT THE AUDIT

( U) Object ives

( U) The audit object ive was to document the circumstances and the

extent of dropped Signals Intelligence ( SIGINT) collect ion as a result

of Foreign Intelligence Surveillance Act of 1978 ( FISA) Amendments

Act of 2008 (FAA) 8702 rest rict ions.

(U ) Scope and Methodology

( U) Conducted from February to August 2010 , the audit exam ined

the gaps in coverage when a selector is required to be detasked for

compliance with FAA 8702 and the measured effect of the lost

coverage.

( U / / rove We reviewed current policies and laws pertaining to FAA

8702. We obtained access to the Protect America Act (PAA ) / FAA

Incident database and reviewed reported incidents from 10 July

2008 (when the FAA became law) through 4 March 2010 and

documented actual instances when SIGINT collect ion was stopped

to comply with 8702. See Appendix C - Data Analysis for our data

sources .

PL 86-36 / 50 USC 3605 We interviewed representat ives from the following organizat ions:

Signals Intelligence Directorate ( SID) Oversight and Compliance

(SVJ, "Federal Bureau of Invest igat ion (FBI) liaison , Office of General

Counsel ( OGC), and

In

addit ion ,wemet with personnel and documented the

collect ion t ransfer from NSA to FBI.
OGA

PL 86-36 / 50 USC 3605

( U ) SID Oversight and Compliance

( U / / POVO) To gain an understanding of the Agency’s process for

document ing and report ing incidents and violat ions , we met with the

SV staff. We obtained for our analysis informat ion from SV’s

PAA / FAA Incidents database on selectors that were detasked

because of FAA $ 702 rest rict ions.

( U ) Office of General Counsel

( U / / PAU ) We met with the OGC FAA liaison to gain the overall legal

perspect ive of the implementat ion of FAA 8702. We also met with the

Act ing General Counsel to discuss the nature of collect ion

rest rict ions that are inherent in NSA’s legal authorit ies . In addit ion ,

we discussed whether the current law is sufficient for NSA to achieve

its m ission goals.

TONSEG
� � � � � � TRIAL

OPONN
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AU - 10-0023 TOTSLENDIJCOMINTATOFOR

PL 86-36 / 50 USC 3605

( U )

(U / ROVO) Wemet with technical leadership.in the .

to gain an understanding

of the legal, policy, and compliance const raints in the

analyt ic environment, specifically related to

FAA 9702. Case studies regarding selectors that were detasked

because of FAA $ 702 rest rict ions were conducted .

when a selector was detasked was discussed with

analysts . We obtained the analysts’opinions about the effect of

collect ion on their work , including spec�fic benefits and obstacles of

the FAA $ 702 authority .
OGA

PL 86-36 / 50 USC 3605
( U ) FAA implementat ion leads

( U / / SOVO We met with the Analysis & Product ion FAA leads who

are charged with overseeing working groups , which are addressing

problems with carrying out work under the FAA. They out line efforts

on analyt ic t raining and coordinate with the Department of Just ice ,

OGC, and SV.

CO 1.4 . ( c )

GA

L 86-36 / 50 USC 3605

TOWOWIRELTOJGA, FVC FBI FISA coordinat ion

07/ SITAE We met with personnel in

We obtained historical records for all data routed to NSA from FBI

FISA tasking

L 86-36 / 50 USC 3605

( U ) Tasking tool and data repository personnel

(U / Love,Wemet with personnel in

to discuss the and

tasking databases . We obtained ext ract ions from these

databases to assist in our review . In addit ion , wemet with the S2

metrics team ,

personnel , and a representat ive from SIGINT Strategy and

Governance to gather addit ional data concerning tasking gaps,

collect ion priori t izat ion , and quali tat ive measures related to,the FAA

8702 selectors of interest .
PL 86-36 / 50 USC 3605

( U ) Training

( U / Pue, We took the Legal Compliance and Minim izat ion

Procedures ( USSID 18 ) t raining to obtain access to certain

databases . In addit ion , we at tended t raining.

( U ) Government audit ing standards

( U) We conducted this performance audit in accordance with

generally accepted government audit ing standards. Those

standards require that we plan and perform the audit to obtain

sufficient , appropriate evidence to provide a reasonable basis for our

findings and conclusions according our audit object ives. We believe

aa
TOP SECRLIJCOMTATOTORN
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TOPSE
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that.the evidence obtained provides a reasonable basis for our

findings and conclusions according to our audit object ives .

(U ) Prior Coverage

(U) The Office of the Inspector �General has not performed any

previous audits or inspect ions on FAA 8702 .

( U) Use of.Computer - Processed Data

(U ) To perform this audit , we used data that originated from the

the SV4 PAA / FAA Incidents , and

databases.We used the data to conduct a gap analysis on selectors

that were detasked for FAA $ 702 compliance reasons . We did not

determ ine the validity of these databases ; however , we validated the

data across mult iple sources to ensure an accurate depict ion of the

data as used for our analysis .

( U) Management Control Program

( U / / SOUS As part of the audit , we assessed the organizat ion’s

cont rol environment pertaining to the audit object ives, as set forth

in NSA/ CSS Policy 7-3 , Internal Cont rol Program , 14 Apri l 2006. We

found that SV4’s 2010 statement of assurance reported that a lack

of upgrades of Informat ion Technology systems and software

applicat ion and lack of t raining and staffing could impede the SV4

mission .

TOPSE
mana� aa

UOLA -CON
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PL 86-36 / 50 USC 3605

( U) DATA ANALYSISU

(U ) Ident i f icat ion of Detasked Selectors

(U / ROUG, We used the SV PPAA / FAA incidents database and the

as sources of selectors that were detasked to maintain

compliance with FAA 8702 .

( U / TOVO SV4 PAA /FAA Incidents database

( U / / TOVO) We exam ined the SV4 PAA / FAA Incidents database ,

which contains a record of reportable incidents under the PAA / FAA.

A reportable incident under PAA / FAA is one of the following:

( U / / SALA The conduct of any SIGINT act ivity ( collect ion ,

processing, retent ion or dissem inat ion ) using PAA collectors in a

way that cont ravenes the terms of the PAA or the terms of the

specific cert i f icat ion under which you are operat ing.6 This includes

any act ivity that runs counter to the Director’s affidavit or the

associated exhibits that describe the process for determ ining

foreignness , the m inim izat ion procedures , or the targets authorized

for collect ion under the cert i f icat ion .

(U / / The conduct of any SIGINT act ivity using PAA

collectors without having a cert i f icat ion in place to cover the

target being collected .

( 1707ADD TO GON ,IVDT,We reviewed the records in the SV

PAA / FAA Incidents database from 10 July 2008 (the incept ion of

FAA) to 4 March 2010 and determ ined that there were a total of

incidents .

(U / / zovor the records in the database are categorized by incident

type. This allowed us to determ ine those that met the criteria for

our review of detaskings related to compliance . The relevant

incident types for further review are :

( 1707 TO HOA ,HOT
Wo Roamers into the US

110
KILALLIDNI TAULA

WINDEROJA

DZIE

DIDV

SIDEZ
0770TTADDRGO , Targets ident if ied as a USP after

tasking under 8702 .

( U / PAVOIncident types such as � analyst error � and � tasking

error " did not relate to detasking to’maintain compliance with 8702 ;

therefore, we elim inated these types of records from our review .

6

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605
(U) PAA was the predecessor to FAA.

TORSDENBT / CO
eren - TULOVRACTOR
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PIALA ITINI
(UNFAWA

U /

Jis the target ing tool used to

subm it and manage Digital Network Intelligence ( DNI ) target ing

requests. To ensure that we obtained records of all detaskings

related to 8702 compliance, we requested from tasking records

a record of det � skings for any of the three following reasons :

PL 86-36 / 50 USC 3605

1. User is a USP

2. User is entering the United States

3. User is in the United States

VDTThe main purpose for request ing

detas� ing records from was to search for selectors that were

detasked cit ing a reason"user is entering the United States � and

that were not captured as incidents in the SV PAA / FAA Incidents

database because they were detasked before the user actually

roamed into the United States .

( U ) Audit universe

(U / / FOvo We compared the results of the query with the selectors

ident if ied in the review of the PAA / FAA Incidents database and

ident if ied a� dit ional selectors that were detasked for compliance

purposes .

04 / 01 RESTO ,N. From our review of the SV PAA / FAA
Incidents and detasking records , we ident if ied a total universe

of Junique selectors that were detasked for compliance reasons .

The detaskings covered the FAA $ 702 cert i f icat ions :

We were able to ident ify both detasked DNI and

Dialed Number Recognit ion (DNR) selectors from the SV PAA / FAA

Incidents database and detasked DNI selectors from

detasking records. The breakout of the selectors are detaj led in the

following table :

.EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

PL 86-36 / 50 USC 3605

7
( U / / COCO) Hid not formally includea " detask reason � field unt i l an upgrade was performed in February

2009 ; therefore, our search within detasking records was performed for the date range February 2009 to
March 2010 .

TOP SECRET/ COMANTINOPORN
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PL 86-36 / 50 USC 3605

aLLa

Type
.

Frame.

No. of

Detasked

Selectors

(UNFOG .Detasked Selectors by Source and Type

SUSILDELT UND

$ 702
Time

Source Selector Descript ion

Type

SV4 PAA /FAA Incidents Compliance- related
July 2008

DNI to March
database detaskings since July 2008 2010

SV4 PAA /FAA Incidents
July 2008

Compliance - related
DNI to March

database detaskings since July 2008 2010

SV4 PAA /FAA Incidents Compliance - related
July 2008

DNR to March
database detaskings since July 2008 2010

SV4 PAA / FAA Incidents Compliance - related
July 2008

DNR to March
database detaskings since July 2008 2010

Compliance -related February
detasking record DNI detaskings since February 2009 to

2009 March 2010

Compliance - related February
detasking record DNI detaskings since February 2009 to

2009 March 2010
Jotal

LINDT ATTALA MITEN

PL 86-36 / 50 USC 3605

(U ) Audit Sample for Gap Analysis

DIRE
(07/ 01/ ARBL TO JOA, 4The focus of our gap analysis was on

FAA DNI selectors that were detasked for collect ion for compliance

reasons under the cert i f icat ion from February 2009 to March

2010. We concent rated on the selectors from the
cert i f icat ion

because of the signifance of the FAA 8702 collect ion , including the

number of FAX 8702 taskings, and the key role it plays in

SIGINT product ion. We also based -our decisions regarding the t ime

frame for review and the focus on DNI selectors’on of the availabi li ty

of records necessary to conduct theanalysis, and the majority of the

8702’detaskings were of.DNI’selectors. There were detasked

DNI selectors.We were unable to conduct an anlysis.of selectors

because of a lack of.t raffic.or’taskirg’informat ion or both .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

CIJOITTADUROUSANAYOur analysis covered both t ime gaps

( gaps in coverage in days) and collect ion coverage gaps (projected

m issed collect ion as.a result of the.less.of coverage ), for the

DNI.selectors .

SINDI ,

Database
.Type

$ 702

Selector

Type

Selectors Reviewed

( February 2009 to

March 2010 )

SV4 PAA /FAA Incidents database DNI

detasking records DNI

Total

TYDZ
SIDE TOUCH

PL 86-36 / 50 USC 3605 � � � � � � � �
oronTOPSDERLYCOMAN
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( U / / FOUA Records reviewed

( U / ove To measure the extent of the gaps associated with

detasked 8702 selectors , we evaluated mult iple sources of

informat ion . This informat ion was requested from SV.

and the S2 Metrics Team .We also reviewed the

following databases:

’L 86-36 / 50 USC 3605 .

.. were evaluated as the potent ial sources for the t raffic

records for the selectors . was selected as the source for

t raffic records because it was determ ined that a search for the

selector within the records would provide an

accurate count of the t raffic generated by that selector . In addit ion ,

the purge requests that we reviewed referred to the purging of

records; therefore, we were comparing informat ion from

the same database .

PL 86-36 / 50 USC 3605

(UFSVO+ $ 702 tasking history

( U / SOVO records were used to determ ine the dates of

coverage for the selectors . The data included the dates the

selectors were tasked and detasked in for Execut ive Order

.1-2333 and 970 ? .coverage.

(UIFQUA data

(U / /FOO Data were requested from the on the tasking

and detasking of theselectors. This allowed us to draw a

comparison between informat ion in the SV4 PAA / FAA Incidents

database and the tasking records from We also used the

data to determ ine the Effect ive Collect ion

Priori ty of each of the selectors .

1

ITALIAA NE
(U / FOVO !

CLINI data were requested for

determ inat ion of the number of pieces of t raffic , or � t raffic hits ,"

collected per day related to.8702 This

t raffic allowed us to determ ine how act ive the selectors were in

regard to t raffic collected under 8702 authority

From this informat ion ,we were able to project the potent ial

collect ion that was lost during gaps in coverage related to 9702

compliance. It also provided us the abili ty to determ ine how

( U / CQUA, Purged records

( U / / SOLO Purge requests from SV4 to database managers were

evaluated for records related to the group of � electors in the

database. The purged records in effect represent a gap
in collect ion coverage .

1

PL 86-36 / 50 USC 3605

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605
17TOP SCENCHYCOUNTYAOrom
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(UFOVE report ing

(U� Too We requested from the S2 Metrics Team counts of

serialized.� IGINT report ing that cited 8702 data as the source

( part ial or sole :source). The records were ext racted from the

database and provided us the abili ty to determ ine the effect

of 8702 collect ion on serialized SIGINT report ing .

.
( U / ROUG, FBI FISA data

OPALTO BOA,
the FBI

DIDIT
We requested FBI FISA data from

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

(UIFUO $ 704/ 9705b tasking

COASoun,HD Reports were generated from

and records requested from SV regarding $704 / 705b

authorizat ions to determ ine if any of the detasked 8702

selectors were subsequent ly approved under those

authorizat ions .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605
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( U) SID and OGC Management Responses

SERVIRONINTTNOTORINVEGI

SECURITY CLASSIFICATION

NSA STAFF PROCESSING FORM

KCC CONTROL NUMBER� �
OIG
THRU

EXREG CONTROL NUMBER
2010-8956

ACTION

APPROVAL

EXREG SUSPENSE
15 Nov 2010

KCC SUSPENSE, SUBJECT
SIGNATURE

(U /MSID Response to Draft Audit Report on the
"FISA Amendments Act 702 Detasking Requirements

ELEMENTSUSPENSE
XINFORMATION

DISTRIBUTION

SUMMARY

� PURPOSE: (UToprovide the SID response to the draft report on FISA Amendments Act

( FAA) 702 Detasking Requirements ( AU- 10-0023 ) .

BACKGROUND: ( U / / meve, The Audit was init iated at the request of DIRNSA. The Audit

object ive was to document the circumstances and the extent of dropped SIGINT collect ion as a result
of FAA 702 rest rict ions. The draft Audit report was provided to SID / S2

and Office ofGeneral

Counsel (OGC) to review for factual accuracy and respond to the assigned recommendat ion listed
below .

SULAIS ) Recommendat ion : Establish a process Jcoverage for

accounts de-tasked from FAA 702 collect ion . Lead Act ionee: SID with OGC.

DISCUSSION : (U / The at tached document (TAB A ) is the consolidated SID / S2 and OGO

response to the subject report . The deferred to for their response to this tasker .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

This SPF may be downgraded and marked SECRET/ ICOMINT / / NOFORN upon removal of encl (s).

COORDINATION / APPROVAL
SECURE OFFICEPHONEOFFICE NAME AND DATE NAME AND DATE SECURE

PHONE

SID DIR
vizo

Holio
S02

S2 11/ 12/ 10 963-3335

OGC 963-3121email / / 1 110/ 10

/ email /11/ 10 / 10 963-4093

ORIGINATOR ORG . PHONE ( Secure ) DATE PREPARED

S023 966-5590 11/ 15/ 2010

FORM A6790TREV FEB 2005 (Supersedes A6796 NOV 96 which is obsolete) SECURITY CLASSIFICATIONNSN : 7540 - EM - 001-5465
Derived From NSA /CSSM 1-52

Dateg 20070108
Declassify Oje: 20320108
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PL 86-36 / 50 USC 3605
I. (U ) SUMMARY

(U / Toto As requested this correspondence provides the Office of

hnd Office of General Counsel’s ( OGC) statements of

concurrence ( or non - concurrence) with the recommendat ion contained in the Office

of Inspector General’s ( OIG’s ) draft audit report on the t � ansit ion gap NSA

encounters when targets of Foreign Intelligence Surveillance Act (FISA )

Amendments Act (FAA) S702 collect ion must be de- tasked from this collect ion

authority . This memorandum also provides OIG with the results of land

OGC’s review of the draft report for factual accuracy .

II. (U ) CONCURRENCE WITH RECOMMENDATION

� �

SJCIA ,Recommendat ion : Establish a process for N� A

coverage for accounts,de- tasked from FAA 702

collect ion .

(U) Lead Act ionee: SID with OGC.

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

( U) Concur /Non -Concur & Est imated Complet ion Date: band OGC concur with

OIG’s recommendat ion . Correct ive act ion is underway and will be completed as

soon as possible, but NLT 7 February 2011. Successful complet ion within this

t imeframe is cont ingent upon direct involvement from SV and S1 as they are

owners of m ission components that are direct ly t ied to the t ransit ion
EO 1.4 . ( c )

process .
OGA

PL 86-36 / 50 USC 360

( TSHSHAT, Comment: Although there is a current process for the Signals ...!

Intelligence Directorate (SID coverageof targets of interest,

OGC does not dispute OIG’s substant ive finding that the current process does not

appear to be universally understood -by-SID’S personnel.In

responsetothis finding and recommendat ion ,OGC and individuals from SID),to

include personnel ,are working on improving the current process

coverage of targets that must be dropped from FAA702

collect ion . OGC and SID personnelhave already init iated discussions to

establish a clearei
process for NSA coverage for selectors de

tasked from FAA :702 collect ion..OGC and personnel have begun draft ing a

comprehensive standard operat ing procedure (SOP) for analysts to follow when

transit ioning coveragefrom.FAA 702* to FBI FISA, as appropriate . The SOP will

also include a quick reference guide and checklist for analysts .OGCwill engage

with the Department of Just ice (DOJ ) as

ToroTOROLLACAT/ Cout TYNOPONN
EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

OGA

PL 86-36 / 50 USC 36054
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necessary to ensure that the new process addresses OIG’s finding and

recommendat ion .

SCHICHT a
In the short term has init iated a series of t raining sessions for

members of the division and branch leadership teams to raise awareness of the

process for t ransit ioning target ing from FAA 792 to FBI FISA. The purpose of the

t raining is to establish branch and division level Points of Contact (POCs) who will

be able to assist analysts through the t ransit ion process . Addit ional Video

Teleconferencing Center ( VTC) sessions will be scheduled to include the extended

enterprise. EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

SUCHAT) Finally ,an e -mail alias.has been created that includes technical and

policy experts in The purpose of this group is to assist the division and branch

POCs as they work with the analysts on the t ransit ion process . Members of the

group will also ensure that t imely resolut ion is reached for selectors de- tasked from

FAA 702 .

III . ( U) REVIEW FOR FACTUAL ACCURACY

( U / FOVE DIG Comment : The OIG does not agree with the that all suggested

changes were due to inaccuracies orm isleading statements. In most cases, these

suggested changes were based on interpretat ionsof the report and new

informat ion. We made the appropriate changes to update and clari fy areas of the

report .

O

PL 86-36 / 50 USC 3605

The following lists areas of the report whereident i f ied factual

inaccuracies or m isleading statements that should be corrected in the final version

of OIG’s report on the t ransit ion gap NSA encounters when targets of FAA 702

collect ion must be de-tasked from this collect ion authority . These factual

inaccuracies do not affect
concurrence with the report ’s recommendat ion that

SID and OGC establish a new process

targets that must be dropped from FAA 702 collect ion . The

following const i tutes specific suggested correct ions :

( U) Correct ion 1

EO 1.4 . ( c )

OGA

PL 86-36 / 50 USC 3605

� � � �
(SHCHAT, Highlights Sect ion (page i ) : On page 1.in the � Highlights � sect ion , the

report contains a sentence that says exam ined

during the audit were not put back on coverage after the FAA 702 collect ion

ceased ."

TOPSLENCIJICOMINI/ /NOFOI
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PIRIN Comment : This statement implies that NSA would have been able to

obtain probable cause on all of those selectors and would have been able to

t ransit ion to another authority . Believe we should clari fy that we cannot t ransit ion

all selectors in all circumstances .

( U) Correct ion 2

(SUSKAIS ) Gaps in Target Coverage Exist (page5):Under the FINDING ( top

of the page) , i t states � ...thre.Agency has experienced coverage gaps when

transit ioning from FAA702 to another authority .�

( SUSTINE) Comment : This statement implies that NSA should be able to t ransit ion

to another authority in all instances . This is not the case.Believ� .we should clari fy

that we cannot t ransit ion all selectors in all circumstances: While the need for a

� higher legal standard" is ment ioned on the bot tom of page 6, believewe need to be

up front with the fact that some selectors will not t ransit ion .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605
( U) Correct ion 3

(CHSHAF) Effect ive Collect ion Priori ty ( ECP) ( page 8 ) : This sect ion states that the

average ECP was 2.52 indicat ing that � the average ECP was 2.52,indicat ing that

these selectors are of high priori ty .�

has an

(CUCINE Comment : Believe we need to add context to this statement. Wewould

imagine that most i f not all

ECP that falls into the 1-3 range . Probably all selectors are of high priori ty based

on the ECP.

( U) Correct ion 4

( TSJCIJA ) Selectors not retasked (page 11): The table at the top of the page

indicates that

TSJCLINIC) Comment : We think it is important to add a footnote that indicates

that the analysts were told that they did NOT have to perform thorough research to

t ry to recall why the selector was not retasked . Below is an excerpt from an email

exchange between OIG and indicat ing that the analyst did not have to perform

research if they did not remember why the selector -was.not ret � sked.

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605� �
TORSDARTICOLENTIALOTODN
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PL 86-36 / 50 USC 3605
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To We agree with your assert ion that the analysts simply note that they do

not recallwhat happened to the selectors if they cannot remember . Our intent ion

was not to require people to spend hours t rying to recall informat ion to answer our

survey, which is why there is a � don’t recall � opt ion in the first quest ion .

( U) Correct ion 5 .

( TCUCHA

( TS / / SHATComment :

.

( U) Correct ion 6

TSISIJAT, Need for consistent process (page 11) : The document states that,

� �

( TCCIAT,Comment : We think it is important to note that some selectors will

take longer to t ransit ion compared to others based on the circumstances. The

probable cause standard is higher than the standard associated FAA 702 tasking .

This statement implies that we should always be able to t ransit ion quickly . It may

take t ime and a lot of back and forth between OGC,FBI and DoJ before we

reach the probable cause standard . We realize this is addressed in the Case Studies

on page 13 but we think it should be stated up front .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605( U) Correct ion 7

SUSHINGS Footnote 3 (page 14) : States that

( TSJCIAIS ) Comment:

ADANANDOAIAD
FORSCONCTICON
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U.
I. ( U) Correct ion 8
I.

UNIT

TOASIAT, First Paragraph ( page 15 ) : � The analysts also may not have been

( TOUCHAT )ATSISUALComment : Even if the analysts had been

Believe this should be noted ( after

coordinat ion with OGC to ensure accuracy ).
EO 1.4 . ( c )

PL 86-36 / 50 USC 3605

( U) Correct ion 9

)
( TSHSIAT,Act ion Taken (page 18 ) : This sect ion discusses thenew pro� edures

which are supposed to provide relief on some Scenarios.

� � � �
TOISIATComment : Unfortunately, provisions were

removed from the new procedures so we will not see any
relief

based on the new procedures . OGC would have detai ls on exact ly what occurred

and where we stand .

III. (U ) OGC - REVIEW FOR FACTUAL ACCURACY

( U / / FOUG) OIG Comment : The OIG does not agree with the OGC that all

suggested changes were due to inaccuracies or m isleading statements . In most

cases , these suggested changes were based on OGC’s interpretat ions of the report

and new informat ion . We made the appropriate changes to update and clari fy

areas of the report .

IO

SHSYAT, The following lists areas of the report where OGC ident if ied factual

inaccuracies that should be corrected in the final version of OIG’s report on the

t ransit ion gap NSA encounters when targets of FAA 702 collect ion must be de

tasked from this collect ion authority. These factual inaccuracies do not affect

OGC’s concurrence with the report ’s recommendat ion that SID and OGC establish

a new process targets that must be

dropped from FAA 702 collect ion . The following const itutes OGC’s specific

suggested correct ions:

EO 1.4 . ( c )

TOP STORIT / COMMON AOFONY
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EO 1.4 . ( c )

PL 86-36 / 50 USC 3605( U) Correct ion 1

a

TIOMNT Highlights Sect ion ( page i ): .On p� ge ’i’in the � Highlights � sect ion ,the

report contains a sentence that says the issue of a

is current ly under review by DoJ. This statement is

factually incorrect. In July 2010 , DoJ at tempted to persuade the Foreign Intelligence

Surveillance Court ( FISC) to allow tasking to cont inue under one version of the

but the FISC

refused to accept the proposed change to NSA’s FAA target ing and m inim izat ion

procedures that the Government proposed to address this problem . OGC’s

understanding is that the FISC concluded such a change would conflict with

statutory rest rict ions contained in the FAA legislat ion itself . Therefore, DoJ is no

longer reviewing this issue in the manner ment ioned in the draft report . Instead ,

DoJ is reviewing two different draft legislat ive proposals that at tempt to close the

t ransit ion gap . One proposal was drafted by NSA and the other proposal was

prepared by DoJ’s Nat ional Security Division.

(U) Correct ion 2

(SICIAT,Int roduct ion : On page 2, the � Int roduct ion " sect ion of the draft report

contains the following sentence:

� �
SISTAT � Under FISC docket number ( known as the Raw Take

Sharing Order ) dated July 2002, NSA is able to receive FBI FISA collect ion . "

( U) As drafted , this sentence is factually, inaccurate. The sentence should be revised

to read :

TUNITA
( CHSHAUS � Under FISC � � cket number |(known as the Raw Take

Sharing Order ) dated July 2002, NSA is able to receive most FBI FISA

collect ion directed against the FBI’s counterterrorism targets."

OGA

PL 86-36 / 50 USC 3605

TOISEENDIJCONTATOFORA
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EO 1.4 . ( c )

PL 86-36 / 50 USC 3605
( U) Correct ion 3

(SISTAT Finding that Gaps in Target Coverage Exist : Page 6 of this sect ion

of the draft report contains the following sentence :

SHSIAT� � To avoid a break in coverage, other authorit ies must be sought if

the target remains of interest and is an agent of� foreign power ( 8704, 9705b ,

and /or FBI FISA)."

SICINC) This sentence is inaccurate as drafted since it implies that the listed

authorit ies are the only possible authorit ies available to resume coverage . The

sentence should be revised to read :

(SISINIC) � To avoid a break in coverage, other authorit ies must be sought if

the target remains of interest and is an agent of a foreign power (e.g., 9704,

$ 705b, FBI FISA, etc.).�

(U) Correct ion 4

TOHSHAT,Finding that Gaps in Target Coverage Exist : Page 6 of this sect ion

of the draft report contains the following statement:

ITSTATY’For non -FAA 8702 coverage, a higher legal standard ,

individualized probable cause, is required to secure a FISA order . The gap in

coverage often entai ls lost collect ion because access to the target ’s

communicat ions is interrupted

UOTIINIT
11SIAMTAlthough the statement is accurate as drafted , for completeness OIG

may wish to note that, in some cases, the Government may simply not be able to

assemble facts sufficient to sat isfy the probable cause standard .

( U) Correct ion 5

On pagesTOJSIAT,Discussion of lack of process to

15 to 16 of this sect ion of the draft report , there is a discussion of the delay

experienced in regaining coverage of selectors associated with

Since the report says

TOP SECRET COMAATYAOFONU EO 1.4 . ( c )
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NSA had to de- task the account once the Agency learned that

( U) Correct ion 6

1: On
SHOHAT,Discussion of � St rict guidance on detasking|

pages 17 to 18 , the draft report states that DoJ and OGC have provided � st rict

guidance" to de-taski Although accurate, as drafted the report

implies that DoJ and OGC have discret ion to alter the guidance. Therefore, the

draft report ’s discussion of the legal advice provided by DoJ and OGC on the de

tasking of is ext remely m isleading . Although this sect ion of the

draft report notes that the FISC has expressed � concern " about the modificat ions

the Government proposed in July 2010 to NSA’s FAA 702 target ing and

m inim izat ion procedures,the report fai ls to note that the Court ’s concern was with

the
issue. OGC’s understanding is that the Court concluded that

even the modest changes proposed in July to address oneaspect of the

were

incompat ible with the current statutory framework.Moreover, for completeness,

the report should also note that,eeven if the statutory language is changed , there

may be Fourth Amendment problems with maintaining elect ronic survei llance of a

U.S. person or a person located insidethe United States on anything less than a

formal probable cause determ inat ion .

EO 1.4 . ( c )

PL 86-36 / 50 USC 3605
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