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I. Introduction to 
FAA section 702 

1 . Compel Providers 
a. Non-US persons 

b. Outside the United 
States 

c. FAA 702 = an 
exception 

2. Court Orders 
a. FISA section FI-F4 

did not change 
b. Non-US persons & 

persons inside the 
United States need a 
FISC order 

c. FISC orders need a 
probable cause case. 

3. FAA 702 - for: 
a. fast targeting and 
b. a high volume of 

targets 

4. The means: 
a. AGIDNI 

certifications (certs) . 
approved by FISC 

b. Directives to 
providers 

5. Certs 
a. DNI & AG approve 
b . . At NSA - DIRNSA 

approves 
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Introduction to FAA section 702 

Compel Providers 
As described in the briefing accompanying this training, in July 2008, 
Congress enacted the "Foreign Intelligence Surveillance Act of 1978 
Amendments Act of2008" (FAA.) One of the primary purposes in 
. enacting the FAA was the creation ofa new way for the US 
Government to compel providers of electronic communications 
services to assist the Government in acquiring foreign intelligence 
information concerning non-US persons located outside the United 
States. This process is described in Section 702 of FAA. Almost all of 
the 1978 law remained intact, and Section 702 of FAA is best 
understood as an exception to FISA for such targets. 

FISC orders for US persons or persons located 
inside the United States 
The definitions of "electronic surveillance" in FISA were not changed, 

. so any collection that uses methods that fall wi thin them and is directed 
at anyone inside the United States or at US persons abroad still requires 
a court order. The Government must give the court probable cause to 
believe that each target is a foreign power or agent of a foreign power· 
before the court will issue an order compelling a communications 
service provider to assist with the targeting. 

Time sensitive targets and high volume of targets 
Under section 702 of FAA, however, the Government may compel the 
same type of assistance in a way that is much more time-sensitive and 
more suitable fo r collection directed at a higher volume of targets. 

The means used: 
The means used by the Government to compel this assistance is in the 
form of "certifications" issued jointly by the Attorney General and the 
Director of National Intelligence that 'are approved by the Foreign 
Intelligence Surveillance Court (FISC) and "directives" to the 
providers ordering them to assist the government. 

Certification details 
In a "certification", the DNI and AG certify that specific requirements 
oflbe law bave been met, and describe how this has been done. When 
the collection is being done by NSA, DIRNSA also makes 
representations to support the certification. If the court determines that 
the statutory requirements for a certification have been met, it issues an 
order to this effect, and the collection may begin. . 

T9P SB@ftt!T:\'@9h1HIT:\118F8iMl:';'283;}8180 3 



troduction to FAA l. Ln 
sect ion 702 cont'd 

c 

d. AGIDNI have 
issued topical certs 

. . 
A.(c) ,I 
-36/50 USC 3605 

EO 1 
PL 86 

6. An a1ysts concern: 
. . . . 

a. Authorized targets 
(Exhibit F) 

b. Foreignness 
procedures 
(Exhibit A) 

c. Minimization 
procedures 
(Exhibit B) 

d. Trained to know 
when a target fits 
the cert 

TQP illi\5J;YST:I'\5Qt Mot rT:\'trQFQ~ 1:':'98328188 I PL 86-36/50 USC 3605 [ 

Although Section 702 of the FAA provides a framework of r.equirements 
for issuance of a certification, it does not say how that framework must 
be used. To date the AG and DNI have issued certifications that are 
topically based: I 

Day to day Analysts' 
attention 
As described in the briefing, on a day-to-day basis, most analysts will 
need to be particularly concerned with: 

the portions of the certifications that describe which 
foreign intelligence targets have been authorized for 
collection in general1.erms by the Attorney General 
and DNI (typically, "Exhibit F" toa certification), 
the procedures for determining that there is a 
reasonable belief that a particular target is a non-US 
person located outside the United States (typically 
"Exhibit A" to a certification) and 
the minimization procedures that govern handling of 
US person (USP) information acquired in the course 
of collection directed at non. US persons reasonably 
believed to be located outside the US who fit within 
the terms of the authorization (typically "Exhibit 8" 
to a certification.) 

Thus, at the end of this training, NSA personnel should know how to 
find out whether a proposed target fits \\~thin the terms of a certification, 

T8P Btl8MlT;\'881,HIIT;\~ 18F81lt 1:\'~W!818Q 4 
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know where" iO find the rules for targeting, and know where to find the rules for handling the 

1.: DIRNSA's 
ffidavit 

a. Non-US person 
b. Outside of the 

United States 

c. Using US 
electronic 
communications 
carriers 

d. Purpose 
1. Foreign 

intelligence 
11. 

" " US person information they acquire. Because the certifications and the 
" " "associated rules are subj ect to change, understanding where to find 

NSA's responsibilities and restrictions is every bit as important as 
bec0!lling familiar with the specifics of their terms at the current time. 

" 
DIRNSA's affIdavit 

" 

DIRNSA' s affidavit to"LI ______ --.-..Jlstates the following: 

NSA has adopted procedures that are reasonably designed to ensure that 
all targeting is directed at non-US persons reasonably believed to be 
outside the United States ("Exhibit A", described below) 

This collection will be accomplished by a variety of means at switches 
and other parts of the infrastructure of companies that provide electronic 
communications services to people abroad from within the United 
States. 

EO 1.4.(c) " • •• ./-_______________________ -l 

PL 86-36/50 USC 3605 

e. Minimize US 
person info 

f. CWFBI sharing 

When NSA personnel come across information concerning US persons, 
they will follow minimization procedures attached to the certification 
("Exhibit B", described below) 

NSA may disseminate to CIA unevaluated data that comes from 
collection pursuant to this certification and that CIA requests in order to 
carry out its clandestine espionage and counterintelligence activities 
abroad. 

NSA may also disseminate to FBI, at FBI's request, unevaluated data 
that comes from collection pursuant-to this certification . 
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2. Targeting Procedures 
~xhibit A) 

1 

a. Part I - Location 
1. Located outside of 

the United States 
11. Totality of 

circumstances 

1. Lead information 

2. Seeking info 
"about" a target 
- requires filters 

3. Presumption of 
status based on 
location 

4. Target possesses 
and is likely to 
communicate 
foreign 
intelligence 

Targeting Procedures (Exhibit A) 

These procedures address one ofthe Gentral requirements of the FAA: 
determination that the targeting is limited to non-United States 
persons outside the United States. It does so in four parts. 

Part 1 - Location 
Part 1 discusses how NSA will make a determination that a person 
being targeted is located outside the United States. It notes that the 
determination is made in light of the totality of the circumstances. 

NSA analysts look at lead information they have received on the 
target; they conduct research in NSA databases available reports and 
collateral information, and they conduct technical analyses of the 
email addresses or other facilities to be targeted. They can use 
information from anyone or a combination of these categories of 
information to determine that the potential target is outside the United 
States. Part I addresses each of these categories in greater detail, 
with examples of how they are applied to targeting of phone numbers 
and email addresses. 

It also notes that when NSA is seeking to acquire communications 
about the target that are not to or from the target, it will employ IP 
filters or similar technology to ensure that the collection is directed at 
a party to communications reasonably believed to be outside the 
United States. 

Part I also provides simi lar guidance on assessment of a potential 
target's status as a non-US person. It notes that information on a 
potential target's lociltion is frequent! y useful in determining his 
status as well. It notes that in the abs(mce of specific information 
regarding a potential target's status, if a person is reasonably believed 
to be located outside the United States, he will also be presumed to be 
a non-US person, unless/until he can be positively identified as a US 
person or the nature or circumstances of his communication give rise 
to a reasonable belief to the contrary. 

Because one of the things certified by the AG and DNI is that the 
purpose of the collection is to gather foreign intelligence, part I also 
addresses how NSA will assess whether the target possesses andlor is 
likely to communicate information of foreign intelligence value 
concerning a foreign power or foreign territory. NSA can not target 
someone merely because he is located outside the US; there has to be 
some reason to believe that the targeting will acquire foreign 
intelligence. This requirement, and most of the factors listed in this 

6 
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2. Targeting Procedures 
cont,~'d~. __________ ~ 

I 

~ b. Part II -Location 
o 

_U"l ,,_CD 
'M ... ' 'CD 
~CO 

0-, 
WCl. ... 

change detection 

, , , 
i. Detect If"a"larget •• 

enters the United 
States 

ll. Or if the target is 
a US person 

c. Part III - identify the 
foreign power 

d. Part IV - Oversight 

i. O&CIOGC 

11. DOJ/ODNI 

Ier SEeMl'fNe8JufR 1l\\118F8RW'Q8JQ8 IIl0 

section are intuitive to NSA analysts, and include information that 
indicates the target has communicated with someone associated with 
a foreign power or territory, information in public directories that link 
a phone number to someone associated with a foreign power or 
foreign territory. 

Part 2 - Detecting target location or status changes 
Part 2 describes steps that will be taken by NSA after targeting has 
begun to ensure that it detects when a target has entered the United 
States, despite a reasonable belief to the contrary when targeting was 
initiated. These steps are designed to prevent NSA from collecting 
domestic communications as well as any targeting of ersons who are 
inside the United States. 

L-____________ ----1 but in many cases, it will be the content of a 
communication that indicates that a target has entered the United 
States. IfNSA determines that a target has entered the United States 
or that.a target thought to be a non-US person is in fact a US person, 
it must terminate collection without delay and take additional steps 
described in Part 4 below. 

Part 3 - Identifying the foreign power 
Part 3 states that before collection can begin, analysts must document 
one or more citations to the information that led them to believe that a 
target was located outside the United States. They must also identify 
the foreign power or foreign territory about which they expect to 
obtain foreign intelligence so that people conducting oversight of 
NSA's collection can see how the Agency is meeting the 
requirements established by the AG and DNI in their certification. 

Part 4 - Oversight and reporting . 
Part 4 describes oversight and compliance responsibiliti\:s {ts'sociated 
with collection done pursuant to I I The SID 
office of Oversight and Compliance (O&C), together with the OGC, 
is required to develop training on the rules associated with FAA 
collection. O&C must also ensure that raw traffic from FAA 
collection is labeled and stored only in authorized repositories and 
accessible only to those who have had such training. O&C is also 
required to conduct periodic spot checks to ensure that NSA is 
meeting its responsibilities with regru-d to targeting, dissemination 
and other activitie's associated with FAA collection. 

The Department of Justice (DOl) and the Office of the Director of 
National Intelligence (ODNI) also conduct independent oversight of 
NSA's activities, with reviews at least once every 60 days. 
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2. Targeting Procedures 

cont'd -}-J ______ ..J 

. 
ii\: Reporting incidents 

to'ODNI CLPO, DOJ, and. 
€iDN! OJC for: 

NSA must report to DOJ, the ODNl Office of General Counsel and 
the to the ODNI Civil Liberties Protection Officer, any incidents of 
noncompliance with targeting procedures that result in intentional 
targeting of persons reasonably believe to be located in the United 
States or the intentional acquisition of domestic communications. 
These reports must be made within 5 days ofNSA learning of the 
incident. Any information acquired by intentionally targeting a US 
person or a person nor reasonably believed to be outside the United 
States at the time of targeting has to be purged from NSA 
databases. 

. 
I . Intentional 

violations 

2. Mistakes 

l . Minimization 
• Procedures (Exhibit B) 

1 I 

a. Govern info 
concerning US 
persons obtained 
while targeting non
US persons 

b. Definitions 

Part 4 also repeats the requirement that if NSA targets someone in 
the reasonable. belief that he is a non-United States person outside 
the United States and later finds out that the target is inside the 

. United States or is in fact a US person (no matter where he is 
located), it must cease the targeting without delay. Any 
information gathered prior to determining that the target was a US 
person or located inside the United States has to be handled in 
accordance with the relevant minimization procedures (Exhibit B, 
discussed below.) In addition, NSA must report the incident to 
DOl, the ODNI Office of General Counsel and the ODNI Civil 
Liberties Officer within 5 days. 

Minimization Procedures (Exhibit B) ... .. 
The minimization procedures ~ lare modeled 
on NSA's Standard MinimizatiOil'rocedures (Annex A to USSID 
18), but contain some significant differences. It is important to 
keep in mind that they govern the 
processing/retention/dissemination of information concerning US 
persons that.is collected in the course of targeting non-United 
States persons reasonably believed to be outside the United States. 
Any restrictions on the handling of data that does not concern US 
persons come from another source (e.g., concerns about the 
potential risk to sources and methods.) All of the requirements in 
the procedures will not be repeated verbatim here, but NSA 
personnel working with FAA data should review their terms 
closely. 

The definitions section is the first substantive portion of the 
procedures and should be reviewed carefully for obvious reasons . 
Restrictions on the handling of information concerning "US 
persons" can not be properly appl ied unless one understands what 
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3. Minimization Procedures , 
cont'd 
·iL-___ --' 

c. Section 3 -
Acquisition 

1. Inadvertent 
communications 
retained 5 yrs 

11. No US person 
names in 
querying 

111. Stop targeting of 
US location or 
US status is 
identified 

. d. Section 4 -
Attorney- Client 

e. Section 5 -
Domestic 
Communications 

1. Normally 
Destroy 

11. Waiver if: 

I. foreign 
intelligence 

falls within the definition of "US person." The same is true for 
"foreign communication" and similar terms. 

Section 3 - Acquisition and processing 
Highlights of section 3, which addresses acquisition and 
processing in general, include the following: 

inadvertently acquired communications of or 
concerning US persons can ·be retained no 
longer than 5 years (unless the Signals 
Intelligence Director authorizes a longer 
retention period in accordance with Section 5) 
computer selection terms used for scanning 
collected data to identify communications for 
analysis shall not include US person names or 
identifiers 
if NSA is targeting someone in the reasonable 
belief that he is a non-US person outside the 
United States and subsequently learns that 
either of these beliefs is incorrect, it must 

. temiinate the targeting without delay. Any 
communications collected through such 
targeting, prior to the determination that the 
person's status or location was incorrect, must 
be handled in accordance with the procedures 
governing "domestic communications", 
discussed in Section 5) 

Section 4 - Attorney-Client communications 
Section 4 states that privileged attorney-client communications 
must be handled with particular care. Any proposed 
dissemination of information from privileged attorney-client 
communications must be reviewed by the NSA OGC 

Section 5 - Domestic communications 
Section 5 governs the handling of domestic communications. 
Generally, domestic communications shall be promptly 
destroyed. However, DIRNSA can authorize an exception to 
this requirement ifhe determines, in writing. that the 
communications in question fall within one of 4 specified 
categories: 

domestic communications reasonably 
believed to contain significant foreign 
intelligence shall be disseminated to the FBI, 

18P !l~)@Rtl1'N@8IoH! fl'i\H8P8~ W!M!6168 9 
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3. Minimization Procedures 

COlrl'-"-,od'------------, 

ii. Waiver if: cont 'd 

111. 

2. Evidence of 
a crime 

3. Technical 
database 
infonnation 

4. Threat of 
senous 
hann to life 
or property 

The ordinary 
storage limit of 
raw d.ata is 5 
years 

f. Section 6 - Foreign 
communications of 
US persons 

1. The ordinary 
storage limit of 
raw data is 5 
years 

11. Ordinarily mask 
US person 
identities 

for possible further dissemination in 
accordance with its minimization 
procedures 
domestic communications that do not 
contain foreign intelligence infonnation but 
are reasonably believed to contain evidence 
of a crime may be referred to the NSA 
OGe for possible further dissemination in 
accordance with procedures established 
within the Executive Branch 
domestic communications that do not 
contain foreign intelligence or evidence of 
a crime, but contain technical database 
infonnation or infonnation necessary to 
understand or assess a communications 
security vulnerability may be disseminated 
to the FBI and other elements of the US 
Government 
the communication contains infonnation 
pertaining to a threat of serious hann to life 
or property 

Section 5 also states that ordinarily the maximum amount of 
time that unencrypted domestic communications may be 
retained in technical databases is 5 years, unless the Signals 
Intelligence Director detennines in writing that retention for a 
longer period is required to respond to authorized foreign 
intelligence requirements. Notwithstanding any ofthese 
limitations, if a domestic communication indicates that a 
target has entered the United States, NSA inay advise the FBI 
of that fact. . 

Section 6 - Foreign communications of US 
persons 
Section 6 governs the handling offoreign communications of 
or concerning US persons. Unencrypted foreign 
communications can be retained for up to 5 years, while they 
are being evaluated. unless th" Signals Intelligence Director 
detennines in writing that a longer retention period is 
required. They can also be retained if dissemination of the 
communications would be permissible with the US person 
infonnation included or if they contain evidence of a crime. 

Ordinarily. reports based on foreign communications of or 
concerning US persons are supposed to be disseminated in a 
manner that masks the US person identities. However, US 
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3. M.inimization Procedures 

con1L'd ____________ ~ 

g. Section 7 - Foreign 
communications of 
non-US persons 

h. Section 8 - FAA 
and collaboration 

J. This is not 
sharing reports 

2. NSA can share 
raw data with 
Second Party 
partners 

3. NSA may not 
share Domestic 
Communications 
and ordinarily 
minimize data 

4. Encrypted 
communications 
may be shared 
unminimized 
with limitations 

pers'on idimtity information may be disseminated to 
recipients requiring it for the performance of their official 
duties if the identity is necessary to understand or assess 
foreign intelligence information or otherwise fits within the 
criteria outlined in Section 6 (b). 

Section 7 - Foreign communications of Non
US persons 
Section 7 states that information from foreign 
communications concerning non-United States persons can 
be disseminated in accordance with NSA's normal rules for 
handling intercept. 

Section 8 - FAA and collaboration with other 
governments 
Section 8 provides the rules for handling information 
collected pursuant to Section 702 ofF AA in the context of 
collaboration with foreign governments. It is distinct from 
the dissemination of reporting to foreign governments, 
which is governed by Section 6. NSA can share or 
exchange foreign communications with the governments of 
Australia, Canada, the United Kingdom and New Zealand, 
but only with their written assurance that they will use the 
communications subject to the limits on retention and 
dissemination within the procedures. Domestic 
communications may not be shared with them, and 
ordinarily, NSA analysts must remove US person identifiers 
that are not necessary to understand or assess the foreign 
intelligence contained within foreign plain text . 
communications. 

Encrypted communications may also be shared, as may 
communications for which the Second Parties' linguistic or 
technical assistance is required. However, there are 
significant limitations on what the Second Parties can do 
with such unevaluated communications and NSA has 
additional responsibilities with regard to ensuring that the 
material is handled properly. 
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L-_______ -! ••• ' : : : : •. , .... ~ Ithe DNI and AG state that the foreign 
'. • • • • ....... 'ntellig.ence information to be acquired pursuant to the 

• • • certificaii~n I ~s defined in spedfic 
parts of FISA. They also state that the entities listed in 

••• Exhibit F fit within these definitions. This means that NSA 
can t.arget individuals reasonably believed to be non-US 
persons· located outside the United States to acquire 
information:cop.ceming these entities. IfNSA wants to 
target an individual. \yho is reasonably believed to be a non
United States person looated outside the United States in 
order to obtain infonriationT Ithat 
fits within these definitions, but whIch IS not on the list it 
may do so.J 
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.~A Certification I '. . L-____________________ ~ 

'. 

/ 
(Ta~ge:t!ng Direfted at/ 

. . . . 
:: I. DIRNSA's Affidavtr·:. DIRNSA's affidavit : '. 
. • • . '. The only difference between this affidavit and the affidavit for :: : 

• • . ~s that it reflects that the certification concerns a differe~( 
. The onl~ difference from ~gets. The collection in this case will seek to acquire .:. 
: _ is the TARGET {oreign intelligence information concerning[ 
:SET 

. L. Targeting Procedures 
:(Exhibit A) 

~. Minimization Procedures 
: (Exhibit B) 

4:- Target List 
~Exhibit F) 

~ difference from 
~iS the TARGET 

. . 
Targeting Procedures (Exhibit A) . 
These procedures are the .sam~L ___ · ___ ..J 

Minimization Procedures (Exhibit B) 
These procedures are the same1 

'. 
: 
: 

.. 

\1 
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3. Minimization Procedures 
(Exhibit B) 

Focus on· Section 8 
1. NSAmay 

dissemination 
instruction 

2. Expanded NSA 
capability to obtain 
technical and 
linguistic assistance 

PL 86-36/50 USC 3605 

Minimization Procedures (Exhibit B) : 

These procedures differ in two relatively minor ways from the 
minimization procedures I IBoth of 
these differences appear in section 8. First, they make it clear 
that NSA may disseminate intelligence reports that contain 
properly minimized US person infonnation to foreign 
governments, and that any dissemination of US person 
information to a foreign government must be done in a manner 
consistent with subsections 6(b) and 7 of the minimization 
procedures ... essentially the same rules that govern 
dissemination of US person information to other federal 
agencies. Because NSA always interpreted this portion of the 
minimization procedures in this manner, this "clarification" 
has no meaningful practical consequences. Second, they 
expand NSA's capability to obtain technical and linguistic 
assistance from ·foreign governments beyond the Second 
Parties. The conditions and limitations under which such 
assistance may be sought/provided remain unchanged, but as 
long as they are met, NSA may obtain the assistance from 
other foreign governments as well. 
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