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Serial: MDR-106291
20 August 2019

Mr. John Greenewald, Jr.
27305 W. Live Oak Road
Suite #1203

Castaic, CA 91384

Dear Mr. Greenewald:

This responds to your request of 5 February 2019 to have “The Bissell Report of
18 February 1965 reviewed for declassification. The document, which is enclosed, has
been reviewed under the Mandatory Declassification Review (MDR) requirements of
Executive Order (E.O.) 13526.

We have determined that some of the information in this document requires
continued protection. Some portions redacted from the document were found to be
currently and properly classified in accordance with E.O. 13526. The information denied
meets the criteria for classification as set forth in Section 1.4 subparagraph (c) and
remains classified TOP SECRET as provided in Section 1.2 of E.O. 13526. The withheld
information is exempt from automatic declassification in accordance with Section 3.3(h)
(2) of the Executive Order. In addition, Section 3.5 (c¢) of E.O. 13526, allows for the
protection afforded to information under the provisions of law. Therefore, information
that would reveal NSA/CSS functions and activities has been protected in accordance
with Section 6, Public Law 86-36 (50 U.S. Code 3605, formerly 50 U.S. Code 402 note).

Since your request for declassification has been denied, you are hereby advised of
this Agency’s appeal procedures. Any person denied access to information may file an
appeal to the NSA/CSS MDR Appeal Authority. The appeal must be postmarked no later
than 60 calendar days after the date of the denial letter. The appeal shall be in writing
addressed to the NSA/CSS MDR Appeal Authority (P133), National Security Agency,
9800 Savage Road, STE 6881, Fort George G. Meade, MD 20755-6881. The appeal
shall reference the initial denial of access and shall contain, in sufficient detail and
particularity, the grounds upon which the requester believes the release of information is
required. The NSA/CSS MDR Appeal Authority will endeavor to respond to the appeal
within 60 working days after receipt of the appeal.



If you have any questions regarding this action, please contact me at 301-688-
7785.

Sincerely,

JOSEPH DEMATTEI
Chief
Declassification Services

Encl:
a’s



This document is made available through the declassification efforts
and research of John Greenewald, Jr., creator of:

The@BIaCioVatlt

The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world. The research efforts here are
responsible for the declassification of hundreds of thousands of pages
released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com
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REVIEW OF SBLEV('E.TED NSA C.RYPTANALYTIC EFFORTS
.. summary AR

.

.

1. Present ;:rypitanal}?ﬁc efforts against the high-grade

systems constitute for the rhos!:’ part an investment that must be 'jusﬁﬁed

by the expectation of a fature yield of inteiligence. The primary concern

of this réportis with the' prospects for success in this effort. The repor-t
and its annex contain infarmation on the current and projected costs of

these crypfana.lytic programs but is'necessarily inconclusive .about the

value of the intelligence that may in due time be produced. Although the-

scope of the inquiry was limited to the high-grade ciphers, some
attention is given to the allocation of resources as between these and other

cryptologic activities. . ' o

2. The NSA's experience during the seven years since the Baker
Report was written does not|invalidate the proposition therein stated that
technology is tending in the long run to shift the balance of advantage from

cryptanalysis to cryptography. Nevertheless, the evidence obtained during

the period reaffirms that the targets are not idealized systems embodying

the best practice of which the are theoretically capable but, rather,

systems built by human beings who are subject to a variety of constraints,
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: | who do not always push their technology to the limits'of tte state ofithe art,

3 who sometimes make bad technical choices, and who can be depended on to

v

operate carelessly some portion of the timg. Moredver, the progress made -

" in the last seven &eérs and being made tqday agains,_.t:' the high-gradel

systems is probably more than the Bakgr Panel expécted. Although the

.

" acquisition of t:imel-y.intelligence frofy high~grade s;.rstems‘ on the'W[:xrld

.
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War II scale appears to be out of tH¢ question, the prospects for more modest
. results are better than they appeared seven years ajgo.

.
3 - .

3. Ofa group of some .6.9.1_:op-leve1 cryptanalysts (excluding those

not currently working in cry.p.ténalysi.s) about 55% are assigned to the

';’. 7 high-grade ciphers as aga;ihét '455% to all other targét's. Of a slightly less
senior group about 45% aré working on the high-grade systems. In

terms of personnel of all grades, the cryptanalytic effort as a whole is

.

employing some 12,..12.8 in the current fiscal year of which 5,235 are assign-

i3 2
.

4 able to these . targets. In dollar terms, the cost of the whole efiort

is $112. 67 millidn of whi-ch $73. 8 is estimated to be allocable to .the effo:.;t

here under copisideration.
Y ® . . 2

4. The principal conclusions ‘of the report are judgments concerning

the status‘and likelihood of success of the attacks on each of the major

high-grade systems (or sets of systems). These judgments, which

attempt to embody the opinions expressed by a range of well-informed
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individuals within and outside the cryptanalytic community as synthesized

by the reporter, may be summarized as follows:

‘5. Even taking as given the above estimate of the probabilities of

success against the high-grade systems, it is impossible to

= B =
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evaluate the intelligence that may be obtained and thereby to judge.whether

.

the scale of the effort is appropriate. In part 1.:h'i’s is because the placing

.

. of a dollar value on a specified flow of intelligence is essentially a:rbitra.ry

.

(just as is the assignment of a dollar val.u'e to '"national security'), It
.. should be possible to make cost effectiveness comparisons between different

. - -
" . . .

intelligence activities but this would require at least that the "effectiveness"

> (utility) of one flow of intelligqr;c'e be quantitativély coh;xpara.ble with that of
A - ~—another. Such cardinal, corpgparative evaluation has seldom been.performed
’ : . in the.intelligence community, because relative values may change frequently, -

e . ; ¢ a®
because different users of intelligence would make differing evaluation, and

- .
" o .

: because the éoméa;i.sons mig.l'xt be regarded as iniddious.. ‘What ghould be

feasible with respect to the efforts here under consideration is a simple

.

qué.l;itati{/e eyéluaﬁon which would pay particular attention to the’ Iragmen-

.

tary chara}_t;ter of the intelligence that may be derived from explo.itation of

high-grade systems, and to the.time lags that are to be éxpected

between the transmission of traffic and its decipherment. Such an evalu-
ation could not be undertaken as a part of this inquiry, however, and would

have to involve a number of agencies in the intelligence community.

" 6.  For both practical and intellectual reasons, the judgm:‘ent about

the appropriateness of the effort against the high-grade systems

requires consideration not only of dollar costs and potential benefits

. -

- .
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~ (somehow evaluated) but also of alternative possi.ble uses of the é;ryptologic

g resources against other targets. It is clear thaf some part of both the

"4 °  funds and the senior professional persoﬁnel eméloyed in woxj..ld

contribute greatly to other cryptologic activities. Resources could be.

shifted to less difficult cryptanalytic problems already known a.nazidentiﬁed

as such (such as| isystems) or. to dq"v:elo;;~

mental activities, essentially exploratory inve éti_ga.tior;s of newly encountered

a0 TS W g R P e 8
R VEE LU PR P e Y

_systems and the state of c:rypto.‘grap]'nic practice in various count_ri.es.'

oty b

A - Theoretically, it should be possible By accepting a somewhat mare

pessimistic outlook of the g}ﬁploitatio'n of the high-g;’ade s.ystems‘

) ' " to buy either alarger, more timely, or more predictable flow of COMINT
of all sources taken :together (“_rith' a small portion being:or

more flexible and extensive develoi)mental investigations. The choices

o Bl O

among these options may require the weighing of a smaller, more uncertain

e e

flow of more vital intelligence against a larger, more predictable flow of

O
IS L3N
«

e 8oy

o

less vitgl iptelligénce, or the weighing of capital for&z;tion in the form of
advances in the stat;e c;f the art of crypto.logy ag}ainst larger near-term output.
Although this report.can embody no judgment as to hc;w thé c?mices should
be‘made (since the investigatior; was limited to one set of px;ograms) it is

suggested (a) that the allocation of resources should not be dominated by

a sinéle priority established some eight years ago, and (b) that the procedure
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within the community for making these decisions might be susceptible of
improvement’ (se;e paragraph 7.b. below).
7. The report concludes with three reconimendations. The first

of these (and in lesser degr‘ee the other two) extend in scope beyond the

“terms of reference o.f.'i.:he inquiry and the area a.ctualiy studied; to this

extenf, they are not supportable by the evidence that was gathered.

—

a. There should be no reé.uction in tf}é oye‘r-é.ll cryp;:ologic
. effort of the United State;. Even if; as predicted in th;a .B.a.ker
Repoz{t,’ the yield of decrypt'ed traffic from high-grade s;rster@s
must be expected to show a‘ slow decline ‘trend.over t'he. long-run,
this can E; a very slow process and.there is a,. fair likelihood that
in the next few year.s the yield (initerm‘; of both éuantity'a.hd g_ualit;r)
will increase significantly. At the same time,. there is‘in prog.r.ess
a steady increaf..se in the'.tpta.l volume of en.crypted traffic in the
nev; nations, rm'ich of which should be subject to exploitatiomn. I
any of the asséts (people, continuity Of. covefage, -techn;logy)
éui‘;ently empldyed in crypf:ology were dissip.a_,ted, theix brie-
assembly or reconstitution would rec‘quireAvéry}or‘xg lead timés

indeed. The recruitment and training of additional top-level

analysts should be pushed vigorously.

-6 -
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b. The desirability of some redllocation of cryptologic resources

.

"as between the attack on high-grade systems and other

cryptanalytic problems should receive consideration. A prodedure

‘that might be useful in any such consideration would be the definition -

by the cryptologic community of several different options, thé

‘estimation of what it would be reasonable to expect from each

in the,form of a flow of f\'zture intelligence,‘. an:i the preséntati:;n
of.such estimates froni tirr;e to time to appl‘.op::t'ia;te members. .9f the’
intelligence community. | _Thé pu;t'p;)se ‘would b:e to .infbrm the
consumers 'a.bout capabilities and tecbnic;al oééoftu:;ities in a f:orm'

of preference for one option as against another. Such reconsideration

" of the allocation of resources should be infreqjient because it is

wasteful to shift resqurce‘s around in .response: to short-term ébanges
in requirements and to try to produce results in a hurry.

c. Consideration might well be given to a systematic evaluation

on behalf of the-intelligence community. of the intelligence currently

being produced through the expioitation‘oflzand of that which

ﬁight be produced through the spcées sful exploitation of|

Even though such evaluation would have to be purely qualitative, it

would give a firmer basis for judgments concerning both the scale
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of the whole cryptoloéic effort and the allocat-:ion of cryptanalyﬁc-
; resources than now exist.
; d. It must be made explicit that neither of the two pi:eceding
: recommendations is intended to imply that there should be chaﬁges
in organization, espeé’ially in the form‘ of any aj.gld-i-tional cqmmitteé

structure, or ;c}iat the aufhority of the NSA top management §hotld

be diluted.
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' This key' usually consists of the selectiOn of certain auxilia.ry

A cipher machine mal;es use of an encipherinlg box vhich
converts pléin-‘texh letters 'to ericiphered letters. The cipher boz
pay be operated by a typewriter keyboard and print out ti:xe cipher
text, or it may be operated. by a teletypewriter tape and produce
electiric signals vhich are transmitted directly. The plain text is-
converted to ciphei‘ text by a .com_plicated meze of electrical circuits

which ere re,rranged in some fau:ly re"ular nanner after eacn text

letter has bezn enciphered. A similer eq_ulpment decinhers by runnlno

the enciphered text through ‘the ciphering box backwards. Cipher machines,

' since they operate a; typewriter speeds or faster, can acconocdate much

' le.rger volumes of tra;fflc ’chan hani systems.

- .

Enc:t*ahe::'int7 or decipher:.ng a2 message requires first the

< cipher machine 1tseZLf together with any auxiliary parts to be used .

with it, and second the key to be used with the individual message.

.
B J

components , ‘the plugging of certain wires on a plugboa.rd the setting

o cerba:.n dials, etc. In practice, certain pa:rts of the key, usua]__y

those requiring the greatest pnysical effort to change, are the. same
for 211 nessages on a particular day on a particular circuit, and
only reletively mino* changes are m=de in the key from message to
message.

‘While $hé miber of cofponents in the key is velstively sasll,
rarely over a dozen, the total num’oer of different keys :.s found by
mﬁltiglving the number of possibilities for each c'omporient and the resul'l;ing

nurbers may be of a size much too vast to be dismissed as nerely astronomical.

r . '

Exvericnce with Earlier Machines

The .cryptanalysis of a machine system fa2lls naturally into
"tvo stoges. First, there is the recovery of the machine itself; that

el T Oale & 3:..0 "0, 212

<0
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is, the dwter'ninauioz‘:\ of exac uly how the m:chm° works end the wiring
- of a1l circuits in the machine and any of its auxi.lia:ry components_.
Second, there is the determina ation of the individual key for each
nessage. Decause of the practice me*rb:l.oned above, tnls usually |
bresks into two parts, determination of the daily key and subsequently .
. the message keys. Unders.tanding of the basic process is pérh.a*os best
ob‘baineo. ﬁ'om the fo_lcwmg sketch of the sttack on ‘the Emgna which
vas the principal mdd.le-level cipher machino used by a.ll the German
nmilitery services during the recent war. Success in readmg this
systen wvas almost ‘t_o.tal and may well have had a decisive; infl,uanc;g on
-l;.he wer against the U-boats and the air war over Britain. .

The machine itself was a modifcation of a commercially

eveileble mechine. Throvzh covert action on the part of the Poles

: ju;t before the wer vegan, the basic desigﬁ of the machine.and the
wheel wirings were -kn‘oxm. The key was made up of four pa.rtsé the
stecLer whlch consisl,ed of a number of vires to be plugged, the
vheel crder, the ring setting, and the window setting. The stecker
wires could be plugged in scme 10,000,000,000,000 " different vays..
The wheel orders offered 336 possibilities, the ring setiing, 675,
and the window setting 5 about bne;-half million. Thé total number of ;
possible keys is the product of .all these numbers, .'bha'b; is'a‘b'out

E
100,000,000, 000,000, 000,000,000. o

This mm‘.cer' is more or less tyoical of the situation presented by
any cipher machine. The principal thing it teaches is that L_rge
muxbers, in themselves, offer no guaranvee of security.

German cormunications procedure changed the first tﬁree
parss of i‘qe key daily; only the vindow se’cting vnrled fron messag°s

to message on the same dc.y on the same circuit Thle meant that
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" we hed to solve the. really difficult problem of i“inding a vhole key

e TR

only once per day per circuit; after one message was out the rest
could be read mich more easily. One technique for the latter task

- was sirply to decipher the message using every possible window setting . i

and select the bpe which made sense. Since there were only aboub

<o

a helf-million possibilities this proved to be relatively essy with
, high-speed electronic mechanical eguipment. ' '
) & it S b SR it es S4teRE ouble daily
key is comple‘tely imvossi'ble, since even at the highest electz"c;nic
speeds we can rationa ly imagine 1t VOle take centuries of machine
tine to mele the triels. |
The ds.lly break-in was accomllshed by an ingenious com'binatlon
of e{haustn.ve trials and guess:. g, Fir_st , one had to guess the plain
7“'-“} ' t"ex'b unéerlying e short stre’cch of cipher.  If the ring setting was S
favorable a2t this point in the cipher then it had no eﬁ'ec'b on the - .
“ | recovery o:E‘ the other three elements, the s‘becker , wWheel order, and"

' wind.ov setting. An electrical cireuit was devised vhiph' could. test

in one step a2ll possible steckers for each combination of window

o Aol e
P AT AR B T

setting and vheel order. The required number of these trials was

chuE

i
" then zbout one-half m:Lss:Lon (for the window setting) times 336 (for the

wheal order) or some 170 million. A la:rge number of specia.l mach:mes

S T O S s

(callea Bonces) were bullt which could meke these trizls in a few

LA

rnilliseconds each and an exhsustive run could then be made using
sboit 100 hours of machine time. About fifty million dollars wes
expended on these machines vhich represented a major diversion of

our electronic skills during the war.

Once the routine breeking of the traffic started g number

_of fevorable facts were observed. The daily key lists were apparently
G : ”; l.ﬂ. & b R —
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made wp in a non-rendom ﬁénner.' and this materially reduced the
emount of machire time requireé. for a break-.in; diligén‘:. study of
- the texts of dsciphered messages improved our ability to mzke the all-
important preliminary guess of the plain text underlying the ciphei'; :
certain opergtoz;s were fouid who hebitually violated the German
éomtmic?.tion rules in a way which simplified our task; etc. The
over-zll effect of_tﬁes_é_ "dividends" was that we were able to keep curr:ent :
on most of the tzja.ffic- from 1942 until the end of the war, in‘ .;.spite .
of the fact that the Germans inti'oduced a nu;aber of gdditional compli~ :
cations into theu' usage ‘as the war pfoéressed. ot e b '
o These possibilities as discussed primarily for tﬂe German %
- Enigma had been 'Bfilliantly made use of in other cases, as when
masters of the cryptanalytic art, such as Williem Friedmen, solved _'
Jepanese machines and early models of the Hegelin machine, which
used a letter—for-le‘bter. addition cf. a generated sequence éf charac‘ber..s
to the plain-text chare.cters. | :
- 'l]'x:xh...p}_:1 1y, the actua.l read...b:l.llty of 2 message depends not
6:1.13' on the zmownt of key used, bu:t on both the sophistication*‘and.

complexity of the enciphering machine and also upon the intelligence

and care with which it is used.

Pre~

sumdol,,r, either 'l‘.’t:~ nessages enc:.phu.red. are too brief to a_.lov declpher-

nent, or separate z:ey.; are us=d for portions of longer messeges.

#'Sopnistication” as used here refers to the obscurity of the mathemati cal
maze the machine creates in transforming pleln text choracters into eipher
with econoxy of key., "“Complexity" refers to the total expanse of such a z:...ze.

—_———— — q o--- - e




2l s,

TN

et EO 3.3() (2) e e Rt

Ne® v 0 ., s WS,
X PO Sy AL SR SO T

PL B6-36/50 USC 3605

. . -

.
Fau "an Sun Sun

"In :fact , While a deeper unfler.,taddq.ng of cryo‘bology and
cry-ou“na..y‘s.us. tells us that mechine-enci'ohe}red nessages are in sore
sense theo*ebzc..lly reedable, 1ts chief nrﬁctlcal results have been
to provide m:achineo which are now nrec..icaﬁ.v unreadable and also to
show that the output of such machines canno'_!: be deciphered by any
straightfonn-i:d ePfart of any phy.sica_lly p'o;..ssi‘ole magnitude. In
pa:c“tlcul& methods of decipherment which dé.pend on the simple
exhaustion of all poss:.b:.litles can be, and have now been, made

physically mmossible.

Indeed in the case of the most 'cé':zmlex modern machines, .
tne only a.nal,qblc sources of knowledge of -bh.e con&ruc’cion of a na.chine ‘

hes bwen enczphered when the macnine vas msu.aed or maladjusted. A '

I

nassage enci;p}*ered mroperlj, or wnile tbe 'macn:\.no is malfunctioning,

is called a end the word ELS used generally in referring

to the misuse or malfunction of a c1pher machine or, more generally,

& systen. . The Central position of in fthe vhole COMINT effort is

'brought out later in the report, end also in. Appendix I.

Re‘bu:m:mg to the Enigna exneriences , it is cerl:a:mly 'brue
that the Germans could have modified uhe:.r comunications rules in
such a way as to heve rt:u'.ned our exploitation techniques. The fact -
remains, however, that they d1d not. Tt is iiot easy to make a
change in a rm..aor cormmication networlk even in pea.ce tinme, and it is

cdearly ruch harder in war time. The chahges:they did nake seemed to

be largely directed toward the prevention of

and vhile they slowed us.down we weren't stopped.,
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REVIEW OF SELECTED NSA CRYPTANALYTIC EFFORTS

1 Scope

Present cryptﬁnalytic efforts against : |pigh-grade cfyﬁtography

sexrve two purposes which need to be distinguished in any commentary on

or evaluation of this activity. ' They produce a fio.w of intelligence from .t,he‘

fragmentary reading of one of . which constitute

—— T - - .

_ "a' current return from the.a.ctivity. To the exté.nt, however, of prob:ably

80% of'the vresources ‘expended,. t.hey.cénnstitutt:: an investment that r;:ust.

be justified. by the expectation of benefits it wi:ll yi‘eld‘i‘n. the -future. ETher-efore;
:L , a judgment about the proper scale of the actiw_;ity logically reé_uires gin estimate ‘
of the magnitude and timing of the benefits 1t- will ultimg.teiy 'yield, a.nd some

means of placing a dollar value on both curxent and anticipated futurg benefits

3 - for comparison with the costs that are pres;enf:ly being incurred.

Our ability to exploit ong foday in fragmentary fashion is

of course the result of efforts made over.a considerable period of ye.az;s. )
Accordingly, most of the costs of the flow of intelligence .cﬁ'rrently produced |
have long since been paid; they are sunk costs; the outlays that must now ke

made month-by-month to maintain *his preduction are modest. There is little

doubt, therefore, that if this paxt of the total effort against igh-grade
SC-061287-65
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systems were separated out for consideration, no one would question the

wisdom of continuing it. Most of the difficult decisions that have to be made

. about the use of resources in this area concern the scale on which it is

.appropriate to make. risky long-term investments and the choice of invest-

ments to be made. Hence the focus of this report is "on those analytic areas

where the effort in terms of intércept, analysis, and expenditure is extensive

and the cryptanalytic success not immediately apparent or possessed of high .

probability of achievement., "

~~ + For the most part, this repb:t will be concerned with the p::imé.ry .

. judgment that must be made about any risky investment, that is with the

required estimate of the timing and magnitude of the benefits it is realistically

likely to yield. What is tfep:o‘baiaility that some degree of success will 5e_ .

_obfained in the attack on) Ihigh—-g::ade systems; wha,f degree of success;

whg'én? Since "éuccess" iﬁ this ehdeavor i# measuredf in terms ofé. Iiow of
intelligence, the logical second step in the evaluation should be t':o‘pla.c.e a
dollar value on .the predicted output. Unfortuna.tgiy, however, no one has ever
fo@d a way to quantify the value of 2 prospective flow of.intelligence in money
terms, for reasons &iscus§ed below.." T}-xus a ti:ly result.in the forrr; of a
comparison betwéen what the eifort is worth in dé)lla;s and what it cé)sts. in
dollars is precludea. The best that can be hoped for is a qualitative evaluation
of the possible future output but even this could not be attempted within the
limits of time and sc.ope that circumscribe this '.'.'epu-rt.

] - DO ."'.]
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': To confine attention to the costs and benefits of the investments actually

being ma.de woul'd, however, vield a ccnclusion too na'r_row to be of great
value, even if 2 comparison could be carried throug'ﬁ. As a practijcal matter,
i . no one would seriously consider completely terminating the activif-ies here

'.'-jj ﬁnder consideraiiop. The question really .a.t issue is whether théysshould' ﬁe

moderately reduced or expanfled. Many of the re sourcesiinvolv.ed,' including

people and their ‘skills, equipment and other facilities, and institutional

oL

N RO ERAD

TN T

arrangements, are highly specialized and, if freed in part from their current

: 1 .af.'ssignments, would :£1nd by far their most valuable employment in; othe.;:.- v'c:ryp:-

;‘ tologic ac;tivities of the U.S. Government. Thus, a diver.sion of r:esource_'s

:':.1{%} . _;"'ir.om ‘the massi.vg current investment in the attack on the lhig.h-:grade :

1 ciphers could be used to expand these acti*.'iti.es.r.a‘.thei-;than to reduce the total

*J | cryptc;l'ogic effort.é.nd-budget. Accordingly, some aﬁténtibn is given in this

LJ . rép.oi;t to the a.l*.:err_aﬁ_ve uses for these specialized resources 'w‘ithin -the;. NSA,
even though the othex cryp.ta.nalytic'activities fall formally outside the térms of
reference of this inquiry.

. :
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Y= 2. Limitations of the Evaluation

The difficulties ericoun’;ered in attempting to assess the v?:Llue of as
yet unsuccessful cryptanalytic activities are reasonably obvious but it is
-worth commenting on them if only to suggest the fupct_ibn and .the limits of
usefulness of a'i'eport such as this one. The central judgment that 1;ntist

.. underlie such an evaluation concerns the degree of optimism that is appro-

S Y

priate “ﬁth respect to the ultimate success of the cryptanalysts in'any group
. of ;casks. -Whai?"is the likelihood t.ha.t. they will complete their diagnogis of

“ = macline of an electronic system? Assuming they will be successfui in

-this frimax;y operation, what are the éhances that they will be able tIo recover

. the machine or the logic of the cryptographic system? And assuming 'suc.c-éss

in this second ph#sa-of the atta.c':l.<, how;v much of the traffic traﬁsmitted m
thé system m questic;n will be exp];oita.ble.? Nor can thesé questions. be; as;ked
witl;out réference tc; the ti;ne dimension; .with respect to .each‘ of the tiiree
phé.ses it i.s necessary to inqui.re not oply what is likely_to b‘e. accdmpli;hed A
but ho;w soon.

It is repeatedl‘y.emph'asized. that cr.y'ptanalysis of hi’:gh-gra.de systems

is essentially the art of exploiting the mistakes of the other side, mistakes in

" the design of machines {and other systems), in cryptographic practices, and
oA . in daily o:[.;eration. Obviously, therefore, any estimate of cryptanalytic
accomplishments is inherently highly uncertain. There is absolui:ely no way

mathematically to calculate, for instance, the pr'obabilitj' that 'diagnosis of

- -
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the | will be completed and the machine recovered

.

within, say, two years. The cryptanalysts working on this problem by now

.

know some of the characteristics of the machine, they have had experience

. »

‘of the frequency of and they have lived through thé'histoi'y of attacks

on other cryptographic systems. They can develop a feeling of moderate

-optimism or pessimism but they cannot quote an objectively determir_ied'

probability of success and their qualitative judgments are inevitably in part
subjective.

——

'. Paradoxically, these circumstances may help to explain the limited

. role of an outsider in the evaluation of cryptanalytic activities with which he

has no organizatioﬁal connection and in which he ﬁas no professi_?nal corﬁpetence
(it should be said at .this point that to define a role-does not create any pre-
sumption that it should be a co;-xfinuing one or one fre‘qu.e.ntl.y played, or that

it cannot be well played bs; existing instrumentalities. ) Perhaps the outsider’s
role is to take responsibility for the guesses that the cry-pt'a‘.na.lysts shoul-d _x;ot

be corﬁp'elled to ﬁaa:ke. If tl';os'e who have been working for years .and \..vho..face
more years of work ;n a massive attack on a cryptographic system are pinned

down to estimating the chances of a specified degree of accomplishment in

a specified time, they are bound to be torn between two temptations. One is

to express the optimism that will justify continuation and even expansion of

the attack and the other is to avoid the risk of having promised too much by
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expressing a relatively pes‘simistic view.. There are obvious reasons for

relieving the professional .cry'ptanalysts themselves from the necessity of

corpmitting themselves to such an estimate in any formal fashion. The

: 4 'oufsider, howeyer, can listen to them, set dowh as £aithfu;'a reflection as
h.e.can of their composite judgme.nt, vand. assume the respoﬁsiﬁil.ity for it:

- It must be emphasized, however, that the only advzz.ﬁtage he poss(essés is

N - .a detachrner;t from the activity which may make it.easier for h1m 'to be

disinterested and to accept a risk. The composite judgment that he records

"“Zan be nothing but a kind of average of those that have ‘peeh expréssed to

c v

him or which he had inferred to be in the minds of the professionals. It
{ .+ - remains a discouragingly shaky basis for decisions involving the rhassive

commitment of resources.

ey les

There is another difficulty encountered in eiré.luatiﬁg an as yet un-

STREITT IR DA

:
g

"successful crtha_.naly'tic effort. Viewed as an'investment, this activity is

" .expected to yield two future benefit streams: one of these is the flow of intelli-

gence that will be forthcoming if it is successful; the other is a growing

e "0% ee
CIL F PPV M

competence in cryptology, that is, a series of improvements in the state of

the art of cryptanalysis (some of which may also be of value in cryptography).

L
® e

Enjoyment of the latter type of benefit is by no means necessarily dependént

on the kind of 'success which ultimately yields a flow of intelligence. A

number of new chapters in cryptology have emerged from cryptanalytic attacks
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that are still unsuccessful;. “Thus the invéstment&eprksented by the efforts

against the F—.igh-g'rade ciphers has already irhproved the capability

. of the United States to solve other cryptanalytic prob]:ems, and it can confi-

.

.dently be exéectgd.that this will continue to be true. :Not only are the

‘improvements in the state of the art that'are generatéd in this fashion

_applicable to other ta.,fgets, notably lower-grade Itrafﬁc and the

.

traffic of other govefnments; but they will improve our chances of success

with new systems in the future. A most important

~spe-c£ia1 case is the contribution this experience will make t;o our ’abilit};
. to read enemy traffic in the contingency of war, when it is realis tic;, to
- expect that many. mist.akeé will be m'ade in the handling :of crypt_;ogra.phi&:
systems under stress and \}vhen,; the:j;fore'. the pros-pects for current
exploitation of encrypted traffic would.p:‘:'esuma.bly be much gre;.t'er than in
pea;:etifne. These impro'v‘ements in' the cr-yptanalytic;, state of the art also
- provide significant assistance to the design and protection of our own cryp-
" tographic systems. |
An evaluation must, therefore, eAhdeavor' somehow to weigh not on.ly.

- :

the prospects for a future flow of intelligence but also the benefits to cryp-

-

tology. The reason this is cited as a2 further difficulty is, of course, that
the latter simply defy quantification. It is possible to acquire some ''feel" .

for the progress of cryptology in recent years and to recogniie that 2 major

P . -
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part of this has been achieved in’ the course of the 'at.tack on the more
P diffic(lt Fystems. This is m’at.to say that a good deal of the

.

.

progress could not have been achieved if tHe same resources of brain
‘powet had been at work on other cryptanalytic

problems, but it is the view
both of the cryptanalysts in NSA and of informed outsiders that the most

.

sophisticated advances in the state of the art are apt to be those generated

inD The very fact that (with the -possible exception of the

confront us with the most advanced and best

6pe,rated secure cryptographic systems suggests that the attack on these

is the best preparation for handling the problems we will increasingly .
+ - encounter in other parts of the world. This consideration must therefore

" be treated as an important one but it can be taken into account only
.qualitatively.
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3.  The Background of the Problem :

Proceeding from these introductory rfemarks on the scope of this .

.
.. -

NSO TR LN

report, the nature of the judgments reg&ired for the evaluation of ci‘yp_t-

P v

.

analytic efforts, and the difficulties in making these judgments, it is useful

to refer to certain features of the background against which any current
. evaluation must be made. 'I'h.e'obvious place to begin is with the so:-cal.led

. . .

Baker Report of 1957. This' was the result of an, invéstiga.'tion-in-dépth on
' the whole communications intelligence program of the United States; by a.'.

group of scientists of outstanding technical competence. Their report must

L be regarded, the:.:e.fore, as by all odds the most authoritative indep'enden.t'_ '
commentary on'the communications intelligence program that has b;ee'n,pr&-

pared sincel’

That report covers many matters beyond the Scope of this paper

(including notably certain aspeci:s of internal NSA "org.anization, the. whole

collection effort, data processing,. and research and development). " In its

treatment of cryptanalysis, and .more especiallly' efforts. aL.ga.inst the

high-grade. systems,. the n‘xaj.or general c:_é)nclusi_,on of the rep;:rt is that the

enormous technical advances of the last 15 years m E‘x:yptology favor a rn.ore:'-

rapid advance' for cry;ptography than for cryptanalysis. "Teéhnoldgy is ir-

resistably making the situation worse rather than better; i .(Il: is to be notehd.

however, that de spite this conclusion, the Report advocal;ed increased rather
-9 w ' L .' =
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than decreas,ed‘c'z"yptanalytic efforts, including those directed ﬁgaix;st

. -

high-grade systems.) .

0
.

Understandably, this sweeping assértiox}-‘is challenged in the crypt-

analytic community and the experience of the.'seven: years since the Baker

.

“"Report was written gi'ves considerable support to the arguments that are

.

advanced in opposition to such gene.r.alized 1;:.;essimism. The rebuttal is apt

- L4
-

to start with the suggestion that itis eaéy for an ini’ormed 5 5 - observer to

-

credlt the oppos1t10n with an a.b11'1ty both tb dev1se unbreakable cryptographxc

systems and to avo1d mlstakes, in their use except under special c1rcumstance;.

-

To make this as surnption abgut perférmanée is to pit the American

cryptanalyst, operating Wi.ﬂ.‘lin acknowlédged constzfé.ints, with analytic skills

.

which, though of a high q;:der are less than perfect, who must céntehd'\vith

bad luck as well as good lick on occasion, against an almost perfect eryp-

tographic effort. This way of looking at the future, it is argued, inevitably .

tips ﬁie scales agai;ist U. S. cryptanalysis and this’'is the intellectual trap into

whu:h it is alleged the Baker Panel fell. : ’ ' .-

In support: of this rebuttal, certain encouragi‘ng observatmns caun be

made that reflect the experience of recent years. -First, itis still true that

the typically make numerous and serious ivhen a new system

is introduced. By being alert to the appéarance of new systems, therefore,

and by ensuring adequate intercept of early operational traffic, there is good

TR - R T
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reason to expect that raw material will be aoéuired which will greatly a%sist

_significant number of

.
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an attack on the new system.  Second, it géntinues to be true aiso,_'that a

Ja.re made, month in and month out, in the operation -

of even well and long established cryptographic syst_éms, like One :

need not, therefore, be wholly pessimistic about the prospects for acquiring

and accumulating a significant volume of inputs for the cryptanalytic attack, .
or for at least ?‘ragmentary opportunities for the 'exélbitation of a machine if -

it can be recovered. A third observation is that the

when they intro--,

duce new machines do qe't in all cases proceed at once to the optimum design
(irom the standpoint gf their communications security) that is presumably

within their technical competence.

* It is obv-io_us'too, that the

continue to be constrained in altogether understandable ways by suck

considerations as their large investment of both resources and experience in
éétabli shed systems, which argue against the 'to.c. rapid int;roductidx;x of new

. ones, by the rapid growth in the total volume of comgmnic-ations.w.hich comé'ell-.s
continued major reliance on radio links, and. by the shortage of re.ally skilled

and disciplined operators, which presumably plagues all communications

systems everywhere.
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Clearly, then, the defense that must be ovez"c.:ome is not a set of ideali.zed

.
. "

‘systems embodying the most advancet technology in design, the most secure

ey O . o
a cryptographic practices, and the most skillful and-disciplined operational

- .

handling of which thl

"of systems built by human beings who are subject:to familiar kinds of con-

L]
>

ol e R R )

are fheoretically' cépéble. It is, rather, a set

straints, who do not always push,their technolégy-' td the lirﬁits of the state of

the art, who sametimes make bad technical cfxoi_c;'es. in the design of systems,

and who can be depended on to operate carelessly some fraction of the time. -
5 More impressive even than these observations as evidence which e

challenges the pessimism of the Baker Pan¢l .ar.g. the véry substantial results =
that have been achieved since it completed its sfudir. " The notable accomplish-

- ‘w -

ment, of course, has been completion of the.diagnosis of the

the, dew'relopment of techniques for recover.y of the machine in each crypto

period, and of techniques for entering a small but still significant fraction of

- the traffic by takirig advantage ofl [ New s'pec_‘ial purpose equipment which

will soon be operational will enable a sizeable increase in the size of this

fraction. Itis confidently anticipated that NSA will read approximately

messages transmitted through this this year and it expects to

. exploit a sufficient volume of traffic to yield about message

a year thereafter. With a similarly high confidence factor, the Agency expects

to be current about half the time, that is, to have recovered the machine as use

.12 - h
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_in a given net about half.way through the tyRi;:gl.'t\;/o_;—y"ear crypto period, on
1 : ' *" =tEa 0 E .
the average. .When the cryptanalysts arg’inthis sense ""current,” messages

.
.

5
% , 'on‘ ﬁ.inks can be read within Rl ki ; |
g which means that the average time lag from intercept to decryption.can be

1 . . . .

of the order of Fq:: messgges-that are intercepted. during

- oo .

the earlier part of a crypto peribd wi'xei;' NS.Pf:ha.s'_'not yet recovered the

v .

machine on whitch they are transmittegl.,' the. time lag pét\veen intercept and

_decryption is of course set by the date on which the machine is re’co:vered.' )

Although an average delay has'littlé rnea.n'.ing, it would in fact be of fhe order

E':-i " of six months.

Anyone w.l;o has be.e.ﬁ expo.sgd to the history of (hé cry'ptanalytic aéhievé-

a
: § ment represented by thzs explo1tat1on capab111ty is bound to be 1mpressed by

its magnitude. Yet 11; 111ustrates the 11m1tat1o'ns on what we can hope to

]
.

accomplish against, 'h1gh gra.de systetns. Despite the- impressive a.b'solute

volume of tra.ff1c that NSA .expects soon to be explmtmg, we will be

reading only . of the traffic that 1:s intercepted. :The time

lag between interception of the message and its receipt by the intel}igence

analysts will half of.the time be as little | - |the time

will run to land be essentially unpredictable. Above all it must be

emphasized that the |samp1e of intercepted traffic which

turns out to be decipherable is determined by the incidence of '
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carelessness and of maching malfunctions so that tl}-e telection is ore over :
J . - .* * .' . . - [ ]
- which. we have no control. : iy . .. '
. : - . - .
3% . P ) . . " . - .
i - . Although, it is conceivable that techniques nlight be devised for entering |
. 5 4 . % ’ s - L] - . .: . ]
: :trafﬁc_ "on cipher,' that is, for de?:ryptin.g;_ traffic on days and links '
. . . * . ; . s
2 : | . ., ]
e ‘of our selection rather than those on which occuj, this would probably .
-3 R . ' Y ek .. . 5 : . (1
A - ; g ol " R '
'.1 be so costly 2 mode of exploitation in terms of cryptaralytic tiine and machine .
.4 s . & * * .' . ” .. : . .
% " time {even after the capability had beg¢n developed) that it could be used for -
: : e . . . . '
i ‘only 2 very.small percentage of the total traffic intercepted. If is doubtful :
'._'f- whether large resources should be invested in the attempt to develdp this .
o] . ' - % L}
. . Lo . . ) . & .. . . : .
1 - capability, especially since the trafiic entrusted to the i S \
* 4 o L Ty ‘ : '
"’-j_'._‘_‘ - not as rich in intelligence as that which is handled by other systems. \
Only 20% of the .messages are at all, the' .
33 __bulk arel | -
:.'-,:’ - ~.
‘4 M Presumably; however, more will be known :
i3 : . ' " e .
My ; R i . . E
about both the prospgcts of success in such an undertaking and its costs before
a final decision will have to be made. o | :
* . _ It is relevant to the Baker Panel's pessimism that the achievement of .
.‘:. :a .. - . ’ .
) the results characterized above, limited as they are, took some
5 L] aften came inlo reasonably extensive operational use. To be sure,
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much of this time was required to deveIop the whoie system of 1ntercept1n

stormg', and processing traffic, a de.velopgné;_—_xtal activity:which
) has not had to be repeated for the other . Ish'e more na.r'a:owly

defined cryptanalytic effort occupied only a pé.;'-tion of the

Nevertheless, a massive intellectual effort,\r'gas requ:ir:ed over a number of

_years. ' ‘
What is one to conclude from the _e.r'g;'érienée of tl;;e . |ar~d
nore particularly f;'om the succéss a.ga';.r.rst a.n-d the progre ss a.ga.mst
: a number of other high-grade . s.y.stems’ Does. the rebuttal success—.

4 : o
3 . fully destroy the proposition advanced by the Baker Panel that technolooy is

. * .~ tending to shift the balance of advantaue from cryptanaIysm to cryptography"

Although this may not be a useful quesnon to explore because their 'broad

W

. ®

PSS ?

-generalization has little immediafe 'relevance to policy. the opinion: vyill be

hazarded here that the answer s:ilguld be negative, that'in long perspective their

pessimism is justified. Jra

The apparent purpose qf the Panel in édvancing 'tlELe'generaliz'ation was

P ENT b e ri & N oo peed 22

' to draw a sharp coatrast between the brilliant and massive cryptanalytic war-
time successes against the Japanese and Germans, and significant success

later against the . [which characterized our experience up

" and the very much bleaker prospects we faced inI or the actual exploitation

of high-grade traffic, even on the most optimistic assumptions.
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,i "h’ “'"'"2 p"‘a"rw-\ﬂ“v_s\

IFHEEN filnt it




-J v Y s ST . - .

e A i LY

LU " Eet S H st e e SR L5 e S

JETRAIT IR TN IS SR A IR PN N :
e~ g:)’ —q-\ - i A=y ma g
1]

K

-t

Perhaps the Wartime accoinplishments were exaggerated in retrospect. Yet
nothing has hapéene_d since that report was written whi'.ch calls into question
the view of its aufhors that much more mc.>dest results were t};e ﬁost_ that
could be hoped for in the futu.re- and tixat attitudes anci hopes s;hould ‘t;e adjusted

accordingly. What can be said, however, is that we are probably doing beétter -

. today against the 'high—grade Isystems than the Panel expected we

‘could that v151ble progress i's being made and prom1smg approaches ‘are being

‘explmted a.nd that the new kLnds of systems which the cryptanalysts

-

have so far encountered do npt appear to them at the present stage of their

~exploration to be invulnerable .tc_) attack. If the acquisition of timely intelli~ -
. - gence {rom high-grade systeins on the World War II scale would appear-to be

, out of the question, the proslz;ecté for more modest results are better than

they appeared seven years ago.’
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4. The Prospescts for Suceéss in the Next Fe¢w Years

Against the bapk‘g‘round' of the foregoing discussion of the Bakér Panel's

arguable genexal conclusions concerning tlfe progress of the attack on the.

N TP T Y 1)

migh-grade-systems, the time his now come:: to bite the bullet by

..

"considering the prospects of the varions systems against which no success -

has been achieved comparable to that withl Ind from which, therefore,

-

no continuing {low of finished product in the form of intelligence is’yet being

.

derived. It must be repeated ix;' starting this section of the paper that the

o8 O
. .

<1 timing and degree of success that may be achieved is inherently njost un-

predictable, except perhap's.with respect to those systems that have already

, . been worked on_for rna.ny.&‘ea.rs,- and, therefore, that the judgments herein

s_ét forth are un:reliablg.as bases for policy. . The reader must also be reminded
< that these can only and do represent the synth;sis by the reporter of views
I . expressed by a nun{ber of more deeply informed and more highly'. qualified

o IR . ana.lyéts. H1s role is limited to that of synthesizing, reportxng, and thereby

. .

hopefully reducmg the pressure on the analysts themselves to rnake commxt-

-ments they w'ould prefer to and probably should eschew. These .'comments

-
.

will be organized around| | together with

are listed below.

It is useful as background for the discussion to give at this point some

measure of the effort that is being expended on each of these. Probably the

- | o IR .
A ARy ot !,""“"“‘"}"1"‘““
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most s_igniﬁcant.measure'is given by the assignmex_;.t:of the top-level Q:rypt-'-
2 analysts in the Agency. To do so requires the identification of the category
1 of people regarded as falling in this group. To a\_roié extraor'dinary arbitrari-
: ness, NSA was asked to identify first a very limited group, which turned out
_to be 66. in number, who obviously constitute the,'elit:e of the profession, z;nd,
‘ second, a larger éaftegory (additional to the firsi:) of’less senior but still
; 1 highly competent a.na.lysts, whxch came to 180. The first column in the
followxng table shows the as signment of the :In:st cafegory and the second .
‘-":i.;,'. - column that of the larger.
_4 ' Actoss the Board - ' i ¥ 0
e ’ 3. 19
% I 2r 10
3 . 10
o . & 12
ol 13 23
R 5 4
: 3 :
b 31 82
:;-_g A
£ & 35
: 24 83
‘More Than One Area 4 - .
Not in Cryptanalysis ? -
Total 66 180
' Turning to the other measure of effort, dollaxr costs, an analysis has
N q been made by NSA for the purpose of segregating the costs of the cryptanalytic
:° 1.
& '.‘j :
i :
o 18-
2} ~ ‘qn r-nn—:-mqmq‘
¢ i 5: !! 3 Lt ,‘:’5.*_“. 1k
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- effort as a whol_e.with'in the CCP and of the current attack on the high-grade -

:'systems within the over-all cryptanalyti¢ effort. The Agency's

analysis is appended as 2 separate annex. Thd grand totals which stand out

~

] indicate that the whole cryptanalyﬁc effort i$ costing in the current fiscal

year $112 67 million and is employing sor;’!e 12,128 people. Thé comparable h

ﬁgures for the effort agamst the ‘Ihigh-grade systems are $73 8

.

million and 5, 325. A breakdown by functmna.l hea.dmgs of the appro;nmately

$74 m11110n total is given in the follomng table for the current ﬁscal year

3 ' — . -

. and for FY 1966 and FY 1967. Beyond 1966 all the way t}_u-ough FY 1970,

the numbers show little change with the exception of a gradual in:rease in

AN ()

.- PR

the estimated cost of machine.p'rocessing and, in 1969 and 1970, of crypt-

¥
3
-

analysis itself.

¢ (In Millions.of“Dollars) ‘ R . . e
RCER 1965 1966 1967
’ Collection - 6.8 5.9 6.0
Processing . * ¥1.5 1.5 T
Cryptanalysis * 12.7 15.7 15.8
. Subtotal - (21.0) (23.:1) (23. 3)
Research,'& Development .29.4 - 32.4 32.3
Machine Process:.ng 9.5 , £5.0 26.7
Procuréement ’ 3.0 3.0 3.0
Operation and Maintenance 9 1.0 1.0
Total . 73.8 84.5 '86.3
Anothe;'.breakdown is given in the following table which shows, for
the programs, the first three categories of costs (collection,
19 =

R Denma
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processing, and cryptanalys1s), allocated by taroet Syslem.

The total s. for

LN .

R&D machine processing and procurement cannot be &1rectly allocated

n,.

in this fashion, but over 90% of these are mcurr°d. in ‘-h.e efforts against the

- largest on

F :..1965
& hay © 2.5
EAN Y - 1.5
RPN o7
>0 . 5 ewl
o5 1 9.9
e .4 R
L. - 1.0
R S 2.9
‘Total Allocgble Costs T -21.0

Both the dollar figures:a.nd:those for assignmer}t of senior crypt-

analysts show & heavy’ coneentr.atmn of effort on |

| with the second

‘I‘he budgetary f1gures also 1nd1cate- the h1gh cost of both

..

R &D and machine processu}g. It should be said, howeve{r, that the size of

b ..

the former of these {s pnmarﬂy a measure of the degree to wh1ch the work

]

P .

in progress in is the Agency s pioneering effort. It ‘13 in the attack on

the high- grade|

some of which is ah_-eady .applicable t

syst‘ems that new techr}ology: is having to be developed;

targédts and much of

which someday will be.
Wlth these rough 1nd1ca.t10ns of the magnitude of the several efforts,

the six systems identified in the above list [omitting Ewﬂl be dis-

cussed in turn.
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.Despite these efforts, only about half of the machine has been

recovered, and this as a result of work done more than :

In

the l;st few years little further progreés has been made. -.C-urrently two new

" A - 23 - R
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attacks are in preparation, both of them requiring ;

BN Foroam Thereafter it

-

will require sornethmg on the order of up to F 2 period determined

by the capac1ty of the ma.chmes - fully to explmt the poten‘na.hues of these ‘

N _ attacks. In the meanwhile, additional tra.fﬂc 15 bemg cdnverted for machme

o

processmg at a rather moderate rate. : .

— .

’ ' . s The status of this cryptanalytrc effort ma.y. therefore, be

- S

summarized as follows. The a.tta.ck has not.yet cqme:up -agamst a stone

wall; there are at least two further sp'ecific.'appro'a.che's td be explored.

- #y. + -While these exploratmns are in progress. i‘ather

o] - 111 be tied up but very ll’etle top- grade cry'ptanalytlc brain

o . .

power will be used. An outS1der .S estxm.ate of the prbspects of success is-

~ that they are 'very remote. Wlth the mv‘e stment alrea.dy made, the cost of

carrying out the operations planned for. the next -|15 small and

there would appear to be little reason to question the wisddm of so doing.

The NSA position is, howeveér, considered sound; that there be no further

investment, whether of mg.ney and equipment or of the timg and energy of

.

J highly qualified cryptanalysts on| beyond the two

1 attacks mentioned abové, unless significant new data becomes available from
—,-e: iy - )

or other spurces that justify it.

is the term applied to literal traffic since

.,

- 24 -
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| | Not enough work has been done on this problem to give any'indi- :

cation of the number of systems included or of theiz degree of invulnerability.

d therefort seem to be indicated.

* .

At least a modest exploratéry effort woul

which

NSA has reactivated the cryptanalytic attack on

has receﬁtly been identified

has already achieved significant progress. A

which ranks as one of the major finds of recent years. Nevertheless, an out-

sider’s estimate must be that the possibility of success up to the point of

even limited exploitation is low.
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With respect to this system as o the-dthers tt is possible for an
- 4 . :'0

outs1der to record only an 1mpressx,o'n One'w.ell-mformed analyst's estimate

.
. ’n

.
,~~ '-|

of the prospects for success tha‘t has bee.n{quoted is a| .- likelihood of re-

-
LEPCIR Y

_ covering the machine within K . second, con'siderably more
pessimistic, is a l1ke11hood of :;é.éovery in such a p.enod, ‘and a third

.
¢ . o .

estimate, although expressed w1th' .Iess nymerical prec‘i'sidn; was inferred to

. i @

o o

_fall about Pre sumably all a.nalysts would agree that the

. o .

g .probability rises with the length of t1me allowed for the effort, though those

a.t.the pess1mlst1c end of 'th-e Spectrum would allow it to nse only slowly In

. .
. . =

- short, it would appear'reqSonable fo estimate a i hance of re-.

. P
.

""?f" +  ~—covery within Erising tq considerably better than an even chance in

O

g ' +  Jand also to.'éssign a better :IproBa.bility that

.

, recovery, if .a'ccomplished, vyould permit the exploitation of a larger pro- .
-.':'." ‘ ' ) .. . . X : 5 e LI "
- portion of the traffic intercepted than the characteristic of

.:-;;. 04

..
DWLEWS

If this "average' opinion is accepted, the prospects for success

o

e

PR O

| in attack onl : are brighter and the prize to be gained thereby.'

Sia

more valuable than for any of the other targets under consideration.
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The systems are new.enough, -both in their

' concept and in their usage, that cryptanalysts cannot easily be tempted into

giving quantitative estimates of the likelihood of success against them.
Certainly, however, they do not feel that they are up dgainst a stone wall;

there are approaches to the problem which are being e.xplored. It is a safe

prediction that the state of the art of cryptanalysis will be advanced in this

. effort. -Until a good deal more work has been done on_: these machines,

perhaps for several years, it is suggested that the assumption of about the

 same degree of optimism as is applied to the is appropriate

for planning purposes.
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. g. Summary - . .
RS e hmmaes oo . .

The forégoing paragr“aphs"contain an outsider's synthetic appraisals

high-grade systems

of the status of the attacks against the various

and their prospecfs for success.* They can be summarized as follows:

s A R S e

(1) Viri:ually no hope for the

high-grade systems.

(2) Vezy little hope for

too little known .

as yet about

for an exploratory effort.

fo sitpport an estimate but a case
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(3) ngb c‘r@g’ree of confldence m the .explmta.tlon o£| I

..
]

]
.

'< (4) Pessi'mrsm thh respect to' . pberhaps a
chance of re.c_ove_xin'g the ma.cHi.n‘e. withinl and poor

. . ¢

prospects fd_'r'.'e';‘q'zioﬁ,tation if»reco{rered. unless cryptographic usage

turns out to ha.ve tmexpectedly favorable aspects..

.. .

(5) Modera.te eptn'msm with’ respect to this defined
o as al o |of recoverx within multiplied by
y a better than 2 'Jof exploiting

cons1derably more’ of mtencepted traffic if recovered.

(6) W1th respect tt: - there is enough known

. to convince the cryp_ta.nalysts-‘-(a) that whatever the future may hold,

they have not as yet -seen‘, anything in these systems that is es,pe.cially

. terrifying or that sug'gest-s they'will prove to be invulnerable; (b) that
- there is promising work tq, be done in learning more about them; in no

. sense-have the investigations reached dead ends.

(7) With respect te' the

considerable success already achieved; insufficient

work as yet on the comparatively new system to justify an

estimate but moderate optimism seems justified on the basis of progress

on the older systems with
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5. The Value of the Raw Intelligence Obtained and Its Cost

.

This is believed to be as ciose,,a.s anyone can come (and probably

L .

closer than é, wise man should) t6 an es'tixjnate of the stream of benefits in

the form of raw intelligence, 'tixaf is to be hopefully anticipated from the massive

.

investment currently bqi‘x;g made. Logically the next question to which some

B

" sort of answer shoyld be attempted concerns the value of the kind of frag-

.

mentary intelligence that is all that can be hoped for even in the event of \;vhat
. ¥ T . . ’ - ’ .
has here been described as cryptanalytic success @gainst any of the high-grade

systems. Unfortunately, this question is unanswerable in quantitative '

terms and a qué.litative .a\nswe:r would require an inquiry on a écale é.nd of a .
e dgratién well beyond thc;. scope of this repoxrt. |
" There are t.>oth phi.losophic:';' and pré.ctic'a..l reasons why this is s0. As
a startjné poiﬁt, 1t rriay. be said that no clalne has ever foun;i an éltogeth.e.r. re;.tionai

3 - -way of evaluating a particular flow of intelligence in dollar terms. Prag-

et

, - matically, the only way the value to the nation of "intelligence' as a whole
i ; , ' ; :

-::ﬁ ¢ ~ : . i - . - :

-‘3',734 (like "national Security') is established in money terms is through the normal
i i . i e 4

‘:—’: budgetary process. The government is the only buyer of these commodities.
B oo _— 2 : .

SHe ‘What it pays for them is the only price they carry. The only figure that can
B ' : | may

A be quoted as a measure of what the whole flow of intelligence turned out by
:_.4 . ) _E- o e ) .

v 3 - : L .

the intelligence community is worth in dollars is whatever amount has been

: ' appropriated each year. Obviously, this number which is the cost of an

i : .
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n activity and which reflects past eva.lué.tive judgments about it, gives no
' indication of wheﬁxer .t}.xese past judgme.nlts were correct, thatis whether
the ""value' (in somé undefined sgnse) o.{' the irixtelligenc;e'produc.ed has tur:;ed
;)ut to be at least als.'g'reat aé its" cost..' |
The question "what is int.elligence. worth, " can elicit onl)}'an arbitrary ,. ‘
.answer. but it should be possi.ble to.arrive at a mgan{ngﬂul cdx'nparat-:ivé

5
god -

evaluation of particular flows or bodies of inteliigence. One should be able

to ask the users whether one series of reports is worth more or less than

—— -

= another. If the judgment could be expressed cardinally (that is if the .us_ers ~

would indicate by what factor the value of Series A exceeds that of Series B),
': +  —and if the cost of each series could be ascertained, it would then be possible
- at least to determine which of two collection activities or sources had the

- 4 o A ' . :
bt more favorable cost effectiveness ratio..,

There are many reasons, however, why this procedure does nat seem

_‘;-' . to be employed frequently or systematically. One is that the relative value

of two flows of intelligence may change frequently through time as require-

ments for information on different countries and different subjects change.

o &

‘ ‘Another is that each intelligence collector, like NSA, has many consumers
who have legiéimately competitive requirements and, therefore, legitimately
differing views concerning the usefulness of a given body of intelligence.
Since it is scarcely feasible for the users to bid against one another in a free

oy 35 3 . - ‘e
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market, a collective comparative evaluation would have to be arrived at 'By
arm's length negotiation.. This procedure is not conducive to either clear-

.

cut or subtle evaluation. "Still another reason is the reluctance of both the

.

collettors of raw inté_lligené,e 'apd the analysts who use it to make comparisons

*. .

which are bound to be invidious and could cause one or another collection

. .

_‘_activity to be curtailed. The »{/‘hole ‘community is in the habit of pressing for

. .

more intelligence from all sources; it{s not well organized to make compari-

o sons,. especially’as between the oufputs of major collection systems. . For all
- these'reasons, evaluations are gener'a.lly speaking purely gualitative and non-
: comparative. The body of intelligence under consideration is ;:h_a.ra.cterizéd

by such terms as ''vital," "useful, " or if'the evaluator really thinks it is un-

. important "corroborative of other sources.™
Yo .Despite these difficul'ties,-.there is little doubt ti'zgxt a useful qda.litétive

- A . . A . .

. -
. -

_-evaluetion of the intelligenée to be expected frc;-x:n, say, i'l;le exploitatio'n'of

..
i . .

could be arrived at. Probably the s'i-mplest waly of so doing would

be to take a sizeable sample of raw intelligence derived from to

.

- find out who in the intélligence community has used this material for the pro-

.

4
TN

‘:\;: d_uc.tic_m of finished intelligence, how useful they Have i:{:}md it tp be, to. what
,;:‘ extent its value has been limité_d by" its fragmentary aﬁd"q.cc.identa;.lly selected
‘, Ehara_cter and, for much of it, its lack of timeliness. Suc‘}‘x. an appraisal |

‘J would then ﬁeed to be. arbitrarily corrected to a.liow for t:he ;}most certainly

.

interesting and informative character of the traffic carried onl

- 36 - ‘
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The judgment of a 'iexirointeuigence analysts arrived at in this way would

.
..

- probably constituté as useful an evaluation as it is feasible to undertake

. .
.

but, to repeat, it would not be’ en estimate of what an assumed success would

.
.

be worth either quintitatively in doMars or comparatively by reference to
some other identifiable body of intelligence.

Unfortuna.teh},- this sort of inve stigati'or} has not in fact been carried

.

out. Its results wduld presumably have little standing unless it were under-

taken on behalf of the whole community and with the ’pq.rticipation of more than

.
P

-one‘intélligence agéncy. Moreover, such an evaluation would require major

.

.support by NSA, if:only because a significant fraction of the traffic

-that is'd'ecrypted ls pot idenﬁfied as to. sc_>urce whe;x ,it leaves NSA so no one.
outside of ti_1at 'A'ge.xgxcy can assemble a representa.tivg sé.fnp}e of .the' tra,ffic;
for evalu;.t.io.n‘. On:e gf the sug.gestion‘s at the %ﬁd of tﬁis r.epo:rt is that such
a;n.. e;ralﬁatioﬁ be un:dertake'n. '

© Lacking 'quan%iﬁcatiop in dollar tgrms of the future benefits that it

is legitimate to expect {or assume) for planning purposes from the attack on

the‘high-grac_le lsystems, there is obviously no ra{:iqnal way of )

%8

demonstrating that they are either greater or less than their. dollar costs

- ($74 million in FY 65). Moreover, the tools available for budgeté.ry analysis

of cost and effectiveness in cryptology are and will remain extremely crude. - -

It will never be possible to estimate the effect of changes in the inﬁut of

) -37 -
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resources on the futu;‘e output of intelligehce except with large marginé

of um::ertainty. The placing of a dollar value on an assumed future flow
of intelligence will always in_\}olve an essenti..ally arbitrary act of judgment.
It is going to be a long‘ time before even cost effectiveness comparisons
ca;.n be made between radically different intelligence collections activities

(such, for instance, as cryptanalysis, overhead reconnaissance, and covert

operations), since this analysis would require not only quantitative estimation

of the output that would be produced by an incremnient of resources in each

collection activity but also the sort of cardinal comparative evaluation of

‘alternative flows of intelligence which the intelligence community finds it

difficult to make for reasons alluded to above. In this situation, decisions "

about the scale of major and sharply differentiated' sectors of intelligence
activity have to be based on rough, broad appraisals, not on refined cost
benefit comparisons. Wise judgments rather than detailed quantitative {

calculations must be the basis of a determinatioz} that more or fewer dollars

(resourcgs in gene-raL) should be devoted to cryptology (or to recoﬁnais sance
or covert ‘collectlal'.t?n). " S o® |

On the other hand, it is both intellectually and ac}r.ninist:.:a.tively feasible
to apply a rather more refined ca.lculaﬁon to@ecisions ccméerning.the allo-
cation of resources within one major séctor of activity.. -Intelleétually, this

is 2 more manageable process because both the resources émployed and the
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products produced Ey different programs within one sector are more homoge-
~ nous. Cryptologists can be shifted from one target to another {as can the
engineer's who develop reconnaissance systems and the staff members who

i conduct covert operations). COMINT from one source is more readily

e,

conmiparable with COMINT from another source than either is with, say,

P

photography. Administratively, the comparisons involved are easier to

h e N

make because there are managers who have to make them in the process of

—~—

‘.
s

T,
oy i

R B P P

determining what is the best allocation of resources. (It is for just these .

reasons, especially the 'grea.ter' homogeneity of ""product" or mission, that

o B
R & "%

cds@ effectiveness comparisons can be more accurately made bétween; 'say,
two missile systems than between a missile system.and a manned a-.ir.cra:.ft
syStem apd are"virtually meaningless as between a strategic missile system
on the one hand and an infant'ry- unit on the other.) ‘ |
The purpose of these remarks is to explain, by way of a remindexr,

why it is that-decisi?ns can be made in one way, that is with ;he éegree of
refhement, ?.bout the aliocatioil of reso'urces. to major séctors of' govern-

- mental activity and in a rather different -wa.}'r, relying more on meaningful
cost-effectivénesé comparisons, ’abcv;ut the allocation of rgéoufceg within
eacim sector.

The distinction has implications for the subject matter of this report.

When one looks at a particular part of the cryptologic effort there are two

-39 - . . s
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different tests one ¢an try to apply in deciding whether the current allo-

cation of resources-is just as it should be, One is to ask whether more or

‘less money should be budgeted for these particular programs, but this

question invites only the same sort of broad judgment and esse'ntially
arbitrary answer that can be made about the sector as é. whole; The other
relevant question i§ whether a larger or smaller portion of the whole pool

of cryptologic resources should be allocated to these programs. This

'question shoiild be susceptible of a less é.rbitrary answer, .one to which .

>
~

c;ét-iaenéﬁt calcula.xtions could contribute far more. It is, therefore,

convenient to arrive at a conclusion about the magnitude of the effort against

“the high-grade systems in two stages: first with respect to the scale

of the whole cryptologic capability and second with respect to the allocation
of cryptologic resources to the particular programs here under discussién.
Opinions on both are discussed in the concluding section of this report,

where some of the judgments on which they rest are enumerated..
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6. The Allocation of Cryptologic Resou;';:es
i:} ’ In a sense, the latter of these topits is beyond the scope of the present

report which is confined to the| . systems. Yet, as a

.

practical matter the kind of revie.w' that has been attempted here probably

.
o »

has more bearing on and relevance to allocation than to budgetary decisions.

.

The actual consequence in 1956 of the decision to give top priority attention

to the high-grade ciphers was a shift of people (and other ;resources)

away from other cryptologic tasks. Even if there had been a v;/illingne ss to

. — ®

fund this additional effort eni.:irely as an increment to the éolla; budget, its
shértf;:un impéct would have been on the allocation of manp-ower, machir;e
_time, and the other scarce; resources the pool of which can neithgr be aug-
- mented nor greatly reduced overr.xight..
.Something mnlx.'st, therefore; i:e said about the éossible other u'ses of

cryptologic resources. One must try to learn how badly senior cryptanalysts

are needed in other NSA programs, what contributions they could make there, .

and to wl.nat extenf it_would be feasibie to reallocate them_ in this fashion, if

it should prove cie;sirable, given their long specialization or.1 certain problems:
their particular linguistic skills, a:nd ffhe ;:ther c;nstraints ;an freedom of
movement. Without pretending to have had the benefig of more than a few
scattered conversati;ms on this'matter, the resulting ifnpressio;ls will be
mentioned here, if only because they inevitably influence tﬁe conclusion§ of the

report.

L o
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To begin with, there is no question that other programs of the- Agency
would benefit from the availability of some additional high caliber crypt-
analysts with appropfiate other resources. Not only w-ld.uld these irr.d,ividuals

contribute directly the results of their own analytical work but it Wé.s

emphasized that in a number of areas of Prod outside crf the able crypt~

anal-ysts are spread so thm that the capabilities of other elements of the staff
cannot be utlllzgd as effectwely as they m1ght. In other words, addztlonal

senior cryptane.lysts in these areas w0u1d render the eﬁforts of the rest of

-

the staff morzre producti_ve.

e . x
25 0% M nadS ool v ulied

No firm opinion will be offered hezl-e. as to the si)e:cific area.a:; where the.
_need is greatest. One thatis mention;ed i; the Europeaé1 sat;allité_.s 'from which
% . attention was s}'xarply diverted in 1956 a;xd where decrea:.sed Soviet inﬂue,'nce is
4 : S =,
’ resultiﬁg in an increasi'ng susce'.ptibility to crypta.nalytics, attack. As ‘geo- .
r grapizical areas, Asian, African, and Latiﬁ American ciouintries.-.are going to

- require increasing attention both because the sheer numdber of countries and,

therefore, of cryptographic systems is increasing and because at least the . .

older among the underdeveloped nations are becoming increasifigly sophisti-

cated in their use of cryptography. With respect to the:limiting factor:

would appear to be collection and topflight traffic-analytic personnel rather

than cfyptanalytic effort at this time. Anéther set of targets which should be

mentioned are the It has also

been suggested that a few additional first-rate cryptanalysts could contribute

significantly to traffic analysis.
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Beyond tixe se.genéral and quaiita.tive comments on "the need for cr};p-
tological resources in other proérams, it would be improper to go'.' Clearly,
they are not sufficient to support a judgment that the resources éonce_rned
would cor}tribgte more or less if t'here were a modest change in their allo- -
cation. ‘The management of NSA ﬁndoubtecily tries to allocate resources in
é. w;.y that will maximize their contr‘ibufion, given the priorities on different
intelligence sources that.are eétablished bsr the intenigence com.rhu.’;'xity.

"™ fThis kind of calculation cannot, however, be an easy one. For instance,
it would be hard to pin down. the responsible supervisors in NSA to any
éstimate of t-he degrée to which pr'bgres.sv on the high-level'crypt'ar_lalysts'
included in the eli‘te. of 66 plus ten of the next; lew;el group of 180, tog;ather.
with api)ropriate supportiﬁg resources, to other targets. it Wégid no doubt

be equally difficult to pin dovs}ﬁ the senior profeSSionéis'résponsible for the
other areas to an estimate of the degree fo which the shift would accelérate '
the progress of their work. When it is so difficult to estimate the effect on
the present and future flow ;:’f intelligence of a modest shift out of one risky
investment into a.npther (perhaps less risky),-there is littlt_z incentive to define, .
study, and evaluate several different optio.ns_ with respect to the use' of ré-
sources in an effort to reﬁne’ the way in which their a.lioca.tion is optimized.

It may be worthwhile at this point to comment in rather theoretical

terms on the optimization process. If the present allocation of well over

half the top-level cryptanalytic manpower, and of about two-thirds of the

Ce

2 Py e
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cryptanalytic_ef.fert' x"r;easured in dollars, to the attaick Aoz:a the high-grafe

-

systems is taken as one option, at least fwo other sets of optione

could be defined. One is that which would resu,It from a- sh1ft of resources
to less difficult cryptanalyh.c problems, already well known and 1dent-1f1ed
9. as such. It is legitimate to expect that th1s' action would-m due time gwe rise

':-" to a larger total ilow of decrypted matenal but would do .so at the exp'ense of

a longer delayed and ulhmately smaller flow of decrypted hxgh- grade

1 i t.rafﬁc. The other set of. opt1ons is that which would result from a shift of
' 're_s_ources to developmental activl't.ie..s, essentially explor_etory ir_xvestige.tions _
- to learn more a'bout the characteé.istics'of newly encouhtered sysfjer'ris., to
assess the Cul‘ren.t'sta.te of clj}'r.f;tographic practices in -vasriods' countries, a;nd

:'."4' generally to seek to identify fhe targets which are.techntically promieing for

. .

.

.

o any one of a number of reasons (including successful clafidestine action).

1 Stated more 'succinctly; It should be possible by acceptin:g a somewhat more

pessimistic outlook fo;'.the exploitation of the high-grade systems

(together with the as.s.ociated sacrifice of education and of contributions to the
state of the art) to~l:uy either a larger, more tirnely, and more predictable

" flow of COMINT from all source's taken together (with 2 smaller proportion

being b rrlo_re flexible and extensive developmental activities. .

The purpose of identifying these three options (the present allocation
_and the two alternatives thereto) is, of course, to say something about the

character of the choices they present. Consideration of either of the two

- 44 - (DT P ‘r?'»."*}
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alternative options would, for one thing, require an assessment of the degree

to which the traffic carried on the high-grade systéms must be

presumed to be richer in intelligence tha;x any other COMiN'I‘. Moreover,
s.uch a shift woul.f.l involve some diversion of resources from capital formation,
that ié from the process of advancing the state of the art of cryptology, either
to the production of a‘-l;rge'r near-term output of useable 'inte'lligence (-if the
first of the alternative options were adopted) or to develo;émental‘acﬁvities,
whici'x consti.tu_t.e,. a:t least in parf; a different form of capit.a.l‘ férma..tion.

—

Thus, the issues concern the relative values of COMINT from different

near-term output or between two kinds of investment.

ThereA are 6ther kinds of ol-a.tions that could be defined and otﬁer choices .
that could be péséd. .T}ie. foregoi#).g‘ discussion is 'intende-d ;)niy to iilustr‘a.te '.
the point that, in an ideal \;farld, sé;veral pbss{ble allocations of r;e.sources,
and the different results (future ﬂow‘s of inteliigence) that .mi:ght be expected
to rgsultn: therefrom, could be pres;r‘xted for evaiuation. T};e c;mr.;1unity
vl s apbichily. nevaiwsol Al iitine and could help both to judge
wh'ich communicati'ons nets in which countiries might b:a ex.pected, to be
carrying intglligence' of th'e highest valﬁe and to make the éhoice between
current output and poséible future output (the investo;s' choice).

In the real world, however, there are obvious reasons why such

rational decision making can be é.pproximated only very roughly if at all.
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For one thing, it would l;q_extremely difficult (as pointed out abové) to

.

i ' systemize the definition of available options, that is to tell the customer

what the consequences of-each of several different allocations of resources

. .

would be. There 1s, too, the mbre fundamental dif f1cu1ty that consumers

.

naturally wish to have the ﬂ'ow of intelligence to them maximized in the

.

present and near future and are in no position to assess the price they would .
have to pay m 'gh'Q_longer run in the form of a2 reduced cryptoiogic capability..
Inevitably NSA itself must be thé ;gua.rdiait‘of the future; it must be the

claimant for adequate resources for investment in the form both of the
< . ! . @ . : .
'educa.tion that is acquired through i}he attack on sophisticated systems and

.
-

of the exploratory activities referred to above. Yet another practical

A .

dszlculty is that the consumers m1ght‘fmd it d1ff1cu’lt to sort out their

.

3.-5_';1 priorities to tne po1nt'where they could-ratmna.lly ma.kp these choices.
e There are many consumers whose requirements are at least in part com-

.

petitive and there is always the difficulty §f knowing in ad'v_ance how valuable

.r: the decrypted traff{c from a particular éou‘r'c'e will be.

Ny ’ ’ ; " T

:_:';1 In practiée; .these immensely difficult managerial decisi‘o_ns concerning
; the allocation of resources have been made ea"_sier for the NSA b‘fr‘the over-

i ~ + riding priority which the intelligence c;)rnmunit'y has placed on the

’J ' hiéh-grade traffic as é. botentia.l source of intell:x'gence. The priority has been |
} interpr'eted to mean that all well-defined x;.eeds of for top-lev'el profession-
,3 ~als should have priority over other requirements for -persénnel, except as
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modified by such circurhstances as the temporary but highly .ﬁrgent priofitieé
that grow out of political crises and the very promising technical o.p.portu‘nitie.s
that occasionally spring up'in other areas and justify the tempoz:ary divér,sion
of perisonnel. (Such témporar&r diversions can r;.rely produce any significant
product from cryptanalysis because:of the lack of continuity and the lead

time needed.) Anoutsider is left with the impression that, in the shadow

‘of this priority, the attempt has not been made, at least for some years,

systematically to weigh against one another various patterns of resource
use in the light of estimates of their yields and consumers' evaluations of
those yields. A’ suggestion put forward below is that such a confrontation

"of needs and opportunities might well be undertaken. -
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7. Conclusions and Concluding Comments

Given the scope of this inquiry as determined both by its terms of
reference and by the effort that could be devoted to it; the conclusions
that legitimately enjerge from it are disappointingly limited. Almost

" ce'rta.inly the most usef_ui findings are those concerning the prospects of

1. . success against the high-grade systems, as summarized on pages

, , 21 to 33 above, -These can be described as "ﬁnc"iings" in that they are

syntheses of the judgments of a number of individuals far better ixif_ormeci

©eaa .
.. S A .
[P P TVOR SR P ¥ ¥

than the author of this report, from both within and outside the cryptologic

T

‘community. Various observations about the evalué.tioz_1 of intelligence and

s 4 e

nﬁossible procedures for revievﬁring the allocation of cryptologic resources

RN 2 B B P

have perhaps the same degree of validity.

<

rfi

. In the course of'such.a revie;v‘a-s this, however, the inqﬁirér in.e'v.itably
arrives at certé.in bfoad conclusions which, as it wgre{ go bAeyon& anything
- supportable by halrd evidence. The concluciing commen.ts se£ forth below |
are.of this characﬁér. - They are offered in the belief that one individualls
impressions on w.h‘at are admittedly complex policy issues may be o;‘. value
and that the report »'voulld be imcomplete without the'rn._.
a. There should be no r;eduction in the over-all cfy;:;tologic effort

of the United States. Indeed, it is evident that the limitation on the number

. of really first-class cryptanalysts is more serious than any other single
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constraint in pacing our proére_ss and and a strong case can be made for
the Kind of training provided by the Junior Mathématicians Program which

is designed to increase their number. It seerns equally clear that if we are
to maintain, and hopefully augment, the corps of highly able people, they

should be given the full support they require, especially in cen-;pp.ting equip-

‘ment and in the suppefting staffs required for data processing of various

-—

kinds that permit the cryptanalysts tg get 2 hold on their pi:oblems.- After

AT

all, the major technological advange that has favored crypfanallysis over

* -
- . . . . . . =

g '~ cryptography, at least up to this time, has been the introduction of gehei'al

.

o el p e e

and of improved practices in daw.ta.~ processi:flg.

i _Expenswe as such resources are, these technical poss1b1nt1es rnust be
explmted to the fullest 1f we are to have any hope of keepmg up with the
advances of cryptography

Enough has already been said in this report to make clear that

. o this strongly stated conclusion cannot and does not rely for its support on

quantitative comparisons of costs and benefits (if only because no attempt

was made to evaluate the whole cryptanalytic effort). The cryptanalytic

> 2
community cannot est1mate with any conﬁdence or any pretense of accuracy

o

what it will be able to produce. The intellige_nce community has never solved -
the problem of placing a dollar value on a given flow of raw intelligence,

except pragmatically year by year. The most elaborate calculation is

®e
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unlikely to improve this situation greatly. Acco.r'di'ngly,.:"the decision to
1 support the cryptanalytic effort to the tune of $113 millibn’a year will continue
'_-1 . to be based on essentially' broad qualitative judgxhents. Those that underlie

.
.

the above conclusions are the following:

-

3 - . COMINT as-a whole is still an enormously i::.hpq.rta.ni; form of

raw intelligence. For reasons elaboratefi. in the Bakes Report and referred

to briefly abové, “one may expect the yield of decr.yptegI‘tranfﬁc from high-'
grade systems to show a sléwly declining trend over f.’l_ue years. On the other

hand, this can be 2 very gradual process and there isian excellent likelihood
that there will be at least periods ¢f perhaps some ye.grs dﬁration during

" which the yield (féking account o.f.both quantity and qgality) will increaée.

q For instance, we are deriving more COMINT froml -'; traffic today than

we were from all the high—grade ciphers a foew years ago and the

level of exploitation of this whole group of] : will show a

b VIR AL I S

. further significant rise if the attack on in due time meets with .

some success.,

¥t 00

BRI IS

Looking elsewhere in the world, there.is in process a steady

increase in the total volume of encrypted traffic in the new nations. Althbugh

£oaas 2t

in one sense this means that new obstacles to intelligence acquisition are
being placed in our path, it remains true that for the next 10 or 15 years our
reliance on COMINT in parts of Asia, Africa and Latin America may be on the

increase and greater than in the recent past.
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If this ngospect is -accepted, it follows that our cryptologic
capability should iae regarded as 2 major nationa.lv assetj which will have if
anything an expandin'.g volume of highly useful work to do at least i'o_r some

. time. Whatever dggxzee of pessimism about the long'-run is justif-ied b.y:the
shiftir;g of the bala.nc'e‘of advantage on high-grade systems from cryptanalysis
1-;oward cryptography, even if it be concluded that ultimately'the. volume and
value of COMINT will contract é.nd the scaling down of this capabiiity would
be appropriate, there are cogent reas.ons for belie\'ring that many years,

probably decades, will elapse before such a situation materializes. .

1 ' There is another c'ons%.dera..tion that lends fprther suppor:t.to the '
3 bioad conclusion stated above. It is that lead times #re very long'in this -
‘ b.usinéss‘ so ar;y Fiecisior} taken today to r;educe the scale.of tlr'te national

cryptanalytic effort would not be readily or quickly reversible. An effective

effort requires brains, experience, machines, and supporting staffs, to-

A LA A R s s

géther with continuity in the sense of both accumulated raw material and

curr,en.t knowledge of the opponent's cryptographic practic‘es. None of these
elements could be qﬁickly found and assembled if it shou;d become desirabl_e
to expand a progrim once '.a. curtailmegt had actually taken effec;:t.

Aitl;ou'gh .the above coaciusion has been expressed negati\;ely that
the sc.ale of the cryptologic effort should not be reduced, a stronger positive
view will be added here on one activity of the NSA: its Junior Mathematicians
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; ‘ Training Program. If the whole cryptologic effort is to be maintained in
1 . ol '

scale, and hopefully strehgtl;zened in effectiveness, the Agency must engage
systematically in the recrdjtment and training of additional top-.level analysts.

Dramatic proof of the.:'potent‘i'al effectiveness of this activity»is the fact that
a number of the ablest senior'profes's.ionals in this group today were brought
into NSA by way of an'organized program that was conducted for only one 'yea.r

in the early fifties. The current’program, reactivated two years ago, has

.
‘3 . e .

been successful in attracting over thirty candidates. It seems a safe pre-

diction that men of ‘the caliber of the.246 whose assignment was summarized

.

earlier in this report, will be in shorf supply relative to the need for them .

~for the foreseeable future. Moreover, these trained people represent the

resources with the longest lead time of a‘n:y in this business. Unless drastic
4 curtailment across-the-board is cogtempla:ted. this effort should be pressed;
1 it should be one of the last candidates for any economies that have to be

"3 .

1 effected. ' v

0ot 2 N 0 L bl et i

.

: b. What should receive serious considenation {(rather than the scale

of the over-all effort) *‘:s the desirability of some’reallocation of cryptologic

resources as between the attack on the high-grade systéms'and' other

cryptanalytic problems.

As to where the resources should come from, anything purporting

to be a definitive or solidly-based judgment would be presumptuous. All

= B2 =
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that can be recorded is an impres'sion,t.l'xaj:.the woTk on the data systems
is going well and probably should ngt bg'.disturi).'e-:.i, that it would be dangefous

to reduce the effort on i asd similar systems, and that
‘the reactivated effort on . iy . ’|should continue, at least for

a time. What this implies'is that the 'resour.ce's would have to be taken from

-~ .

the efforts on the N with ‘ Iceriainly having the low.e.stl.

.

priority for reasong discussed above. As to where additional resources

. e

might best be usgd, an even more supérficial impression has been formed

.
.

" that the most urgent need is for a larger.pool of resources to be used flexibly

.

“for develogfnent’a’l work on systems and possibly on lower-grade'-

Itraffic.

With slightly more confidence, it is suggested that the way in .which

ailocation decisions. are made may be sus;eptible of improvement. A con-
tinuing di'.a.loguel is .'of course c??duf:ted I.Detween, on th‘e one side, the cryp-
tologic community ar;d, o‘nA the other side, the producers of finished intelli-
gence who are the consumers of what is usually classified as raw intelligence
produced b.y' NSA in its role as a collection agency. Nofhing h.a.s bg.-en dis-
_covered'in the course of thisl inquiry which would suggést the need for

additional or different formal machinery for the conduct of this dialogue.

On the other hand, it may be that the content of the dialogue could be modified
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in ways which wouid make 1t more useful as a source of guidance to NSA.
| Presuming that NSA's customers are the final judges of the

usefulness of the ihteliigence they receive from the Agency, it is plainly
desirable that they be as well informed :as feasible about what it is.possible
for the Agency to do and that they in tu.rn rank the various possibilities in
O'rde;r of:' desirability.  The esse..n'ce of a procedure to accomplish this result
would be the défi_nﬁion by the c:ryptologic. cpmmun.if:y of several éi_fferen’c
option;. as éug-gegted aboye, and the est.imation (as best it could be done).of

what _'it would be reasonable to expect from each option in the way of a flow

of intelligence at some point in the future. The presentation of such options

“would serve to inform the consumers about capabilities and technical

opportunities in a form which would put pressure on them to make choices

and not n';erely to assert the immense value of virtually all the intelligence

they receive.

Such a procedure would have its dangers as well as its intellectual

difficulties. To begin with, it would be unwise to conduct such an effort too

" often. The cryptologic effort .simply cannot produce results in a hurry; it

cannot shift resources around in response to frequent or short-term changes

in priorities. Yet there will always be a natural tendency for consumers to

 wish to try to turn the flow of intelligence off and on in response to the

pressures of the moment. A more useful contribution they could make to

-54- "
PRI ST T

$iig-iox sa® -
- : T ] . . el
wwdetVe w ol s e 45, PR (B,

—TOPR SECRET DIl Al



" 3

~o
. G
Bl acal

I

optimizing the use of resources would be to give their views as to which
targets will decline in importance in the long-run and which will acquire
higher priorities.

Another somewhat analogous danger is that the procedure here

proposed' could whet the appefites of the consumers to attempt to inipose

& rigici a;zd specific allocations on the N§£:. It can only be said that this
should be explicitly made contrary to the rule‘s_. There is no inten.t.ion to
suggést dilution of the authorit)f AoiA' NSA's top man.agement.' Indeéd, it must

be repeated iaere for. emphasis (even though this inquii‘y h'a.s. not a.‘ttempted._
to deﬁl' with quest.ion-s of ;rg;r;izafiop‘) .the;e is every preéumpﬁlon agaihst.

- the creation of ax;y additional committee structure or the multiplicati;an of
review .pro'ced.ur.e.s. There is ample machinery for keeping NSA informed
of customérs' requir.ements, it; ,managemenf must 'retain.appropria.te
.freedom <.)f‘ action in rpéeting them. The intent of the st.igge_étion hereiunder '
dis-cussion is“only to make those,cons@ers more clearly é.wa.re of alterna-
t'_éve .o'ppor.tunities for the use of cfﬁtologic resourées, a.n:d of the i:;npli-
cations of those opp;:artunities. ‘so they may be in a'positibn to give guida'm.ce‘
which is subtler and therefore more hélpful than can ‘be .conta.in'ed in a
simple statement of pfi'orities.

‘These concluding comments on ithe proces‘.;. of optimizing the allo-

cation of resources are in no way intended to imply that the total resources

devoted to cryptoiogy should remain rigidly constant. Obviously, everyone

- 55 - JRsTTD praihromm
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concerned with this fart of the intelligence business ‘would like to‘expan.d the

. .
20 2

effort against . ", Jlower-grade systems while continuing the

v

-

attack on the high-g:-raaer = lsystems with undiminished resources.
The proBlem of allocation, that'is of choice, cannot, however, be evaded,

.

even through. budgeéafy i_iberaiity." Whatever the scale of the whole cr&p-

tologic effort, it will still be important to optimize the use oflreso_urces and

this will inevitably require the exercisg of choice as to where they are to be

used. Decisions of this kind are bound t6 be touchy and there is a legitimate

. .

reluctance to consider themi in too wide a circle. What is argued here is

.

that they should not be swept under the éarpe‘t‘;‘ mozxe specifically that the

-maintenance for many years pf an overriding priority should not be treated

as if it rendered systematic review from time to time unnecessary.

c. As suggested in the body of this report, éqnsideration might

.

well be given to a more systematic evaluation than is now available, on

behalf of the whole intelligence community, of the raw intelligence that may

in time be produced through the 'successful exploitation of ]a.nd

of other high-grade systems. It is suggested that this neither requires nor

could be effectively done by too large a committee or too formal a procedure. °

It would seem that the logical startfng place for the evaluation would be with

the material now being derived from |traffic, and an evaluation of

this fiow' of intelligence would be useful in itself. Its particular ufility as

a sample of what may be derived through success against other systems in
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the future is that it will exemﬁli’fy the fragmented, accidentally chosen

character of COMINT derived from a high-grade system and also the time

. .

lags typically encountered~at least in ‘peacetime) in deriving COMINT from

this kind of source. It would be presump‘t-qous to suggest just how this
evaluation might be done, except to say that fhe evaluators should concern

themselves with the way in which the sample of Frafﬁc is selected.

Presumably, they should be aware of N‘S{\."s procedures with respect to

the selection of relevant material, the sanitizing of some of it, and its

-—

circulation. It is not to be expected that anything other than a qualitative

.evaluation will be possible but this in itself might be worth a few man

months of effort. -

»
.
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1. The attached charts present, 2 cost and manpower estimate of that.
portion of the Cryptologic Program svhich is allocable to the cryptanalytic
functional area. The estimate 1ncludes the cryptanalytic effort and the pro-
cesses required for its support.,* "The support area serves other analytic
function’s as well; consequently, cost estimates of other functional areas would
encompass many of the resources descrlbed in this paper as supporting and
necessary to cryptanalysxs In these terms, the total cryptanalytit effort for

FY-65 is approxi v. $113 mxlhon Over 65%, or $74 million of this total
is allocable to the High Grade Cipher effort. The total cost.of the

High Grade Cipher efiort over the 16 years under study is close to:$l billion.
The costs during the ten year period, FY-55 thru FY-64, is $430 million.

FY-65 costs aré $74 million and the projected costs for the five year period,
FY 66 thru FY-70 is $443 mxlhon

2. Only directly allocable resources and dollars have been included in
this estimate which represents an NSA judgement of the order of ma.gmtude of
the cryptanalytic effort and the supporting processes. As these ﬁgures relate
to the target subelements, they are considered to be 2 reasonable {ndicator of

* the role of cryptanalysis in the exploitation, or anticipated exploitdtion, of target
. &ommunications. Costs of unallocable subelements such as commumcatxons,

training, construction, etc., are not reﬂected in these f1gures.

80% of machine resources devoted to cryptanalysis are used by the igh |
Grade problems. . To estimate the costs of machine processing in direct support
of cryptanalysis by fiscal year an NSA planning technique of reducing the many -

3. The FY-65 figures for machme processing show that appidximately

 computers in use to a2 705/7090 machine hour equivalency has been used. Cost.

factors have been developed based on experience and include maintenance,
programming, operating, procurement and O&M. Cryptanalytic requirements *
for machine support are expressed to Subelement 52 by the Analytic Offices, in
terms of a basic 705/7090 machine hour. The projected costs in Chart 2b are .
computed by costing the cryptanalytic requu'ements over the program period
with a diminishing cost per machine hour pred1cated on anticipated system '
improvements. Although this is essentially a level program after FY-68, the -

total machine ca.pac1ty is expected to increase by apprommately 200% by the
FY-70 period.

4. The direct assignment of 2 major portion of NSA's R&D effort to

cryptanalysis could be misinterpreted. This assignment results primarily
from the fact that new developments in communication and cryptographic

e
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ut111zat1on of collection, support.and cryptanalytic proe ¥ = ~
crea.smg resource requirernents of the effort agamst the|--
‘The impact is felt 1n~two ways; first, there is mcreasqd pres sure from con-
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techmqucs among ‘tﬁe target countries have generall 'b=e.n first encountered
on the[_ [problem. A significant part of the ' I{&D cost lies in the
development of equipment and techmque~s to, tollect a'nd p‘:-epare material for
cryptanlysis. Once developed, equ1p,rnent and technique’s “have application to
other target countries. For example, some of the Flor-m’.a processing equip-

" ment developed for ’ processmg 1s- now- bErxg used to process

.

Cuban plain-—,text. - . . ST

.
¢ - e [

e . DI )
. - s

- Not covered by charts, but a s1gn1f1cant factor-m the planmng for

sumers for a widey scope of'coverage.and second, the’ mcreasmg sophistication
of target commumcatxons and cryptography requires argrgater effort to main- .

tain the present leyvel of coverage and exploitgbility. Ther ]programs,.
as is the casé for programs,” are based on a copti 1 istir

problem status with many of the t3rgets out51de of the
areas being currently exploitable by cryptana ytxc techniques.

Notable trends in the prea are; the increase in the number of .
independent countries employing enciphered commumca.tmns, the gradual

-increase in sophistication of target communications’ eqmpment and cryp-

tography, and, in the | increased susceptibility to crypt-
analytic attack as the result of decreased - The existing
resource programs are not fully adequate to cope with these trends for a
variety of reasons among which are problems in siting collection facilities
and relative priorities as assigned by cxsurer agencies: which determine the
allocation of resources within approved ceilings.

6. The pfojection of future efforts on the problem is based

'primarily on a continuation of present efforts. Any major successes in this"

area would require reprogramming of resources based on the techniques
required and the volume to be handled. This program provides a level of
collection and diagnostic effort which is considered adaquate for success against

" those problema which have been selected for cryptanalytic attack. Success

cannot be guaranteed, nor can the resource impact of success be predicted
at this time. g v .
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3o . SUBSTANTIVE CRYPTANALYTIC EFFORT Chart. la
COUNTRIES
FY-65
. Manpower |$ In Millions
4 17 B
9 w4
) 17 : . 07
3 . 18- ; . 07
6 .03
! 6 ! .03
28 ; )
3059 - 18.5
: 5 .02
3 - 275 1.5
_ . 95 - .4
4 204 1.0
5 581 258
11 L 06.
39 .2
16 07
67 . .3
586 -
52 = W25
143 .9
369 = R
325 1.8
105 A
610 3.4
140 .9
1011 4.2
710 3.4
186 1.5
212 1.7
187 1.2
570 2.3
262 1.0
724 32.9
1483 21.5
4.0
1.3
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1, The figures for FY-65 axe cons1d¢=ted to:ﬁe the apprommate doﬁar and
with‘in the a,rnc‘,)unts approv‘ed 1n

manpower numbers for the cryptanalytxc effort
the CCP.

n

s %a %y %, %, 0 v o
“-

"l ‘l s, .

*
. . . 2
.

2.

M 1gent1ﬁed

ith the cryptanalytxc process.

. only the’ field collectio} fort identified.to the

has been included. The remainder of thel - L N

data.s

receive their raw materials in varyang amounts from 3 rargd number-of

diversified collection positions.
costs to the

in.those subelements.

It is 1mpos sible to identify these collectron

ryptanalytic eﬁort for the purposes of this study There-
‘fore, only the field manpower assxgned. ‘to cryptanalytic fungtions are intluded-
The NSA: manpower for cryptanalysis in suppo:;t-of

| are programmed in | R * pnd are
costed there in this study. v e — . ol
3. The ’ A . . '+ |figure
"includes all of the manpower on the| . since
the effort is primarily in sa.n sfaction | 5 hich

2

are predominantly .

4.

The

R&D costs since they are not apphcable.

.

5.

: . : |co sts. are '
directly allocable expenditures only and do not contain sexvice Cryptologic

The machxne processmc cost estimates for cz;yptanalysr.s include

. identifiable and alloca.ble ‘technical manpower, procurement, T&E and O&M.

.
-

6. -

are attributable to the cryptanalytic operation.

. combmtim of SCA and NSA procurement. scheduled for

= 4=

The. $

There are few major procurement actions programmed for FY-65 that
. M estimate is a
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. SUB STANTIVE CRYPTANALYTIC EFFORT Chart 1b
. 3 s o ° >
: . "."lHIGH GRADE CIPHER SYSTEMS
' AR FY-65
g % Manpower|$ In Millions
L 13059 18.5
E | . 275 1.5
o 129 1.0
« ¢ © 646 29.4
A NS 1216 19.5
PR . 3.0
. “ 'v ® 9
= T om . 5325 73.8
1. "[‘he entn'e cost of rrra.npower in \ is charged to
. thg.l H1gh Grade systems.- The manpower in | . is that portion

of the manpower identifiable to high grade system cryptanalysis.

2.

The Research and Development costs are only those projects from

Chart la in direct support of the

Fligh Grade ciphers.

3. The:machine processing costs are further identification within the $21.5 M
for support of the total cryptanalytic effort. High Grade cryptanalysis espemally
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on the Mach1ne Systems absorbs the major protion of the total effoxrt.
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primarily in the
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able and allocable technical procurement and O&M costs are -

- 5 - s
g.,.'”,"'."'l-.] = -

il B Se——sema

| | —



EO 3.3 (h) (2)

PL 86-36/50 USC 3605 |« % .. . O R v-~.;.;’.-.'.=;-:-.-.-.,.‘.'.~«.'."-'"';»f"‘-;z i

LY

s -. AL
. ‘.”4'-;-”--1-4-4 e ene P . Chart lc
. J;.’PPROXIMATE COSTS OF
CRYPTANALYTIC EI',FORT ON HICH GRADE CIPHER SYSTEMS |
- 'EY-1955 THRU FY- 1965
Financial Cost Categq:ry $In Miliions
Personnel - - - 120.5 .
Bulk Supply and TDY | 1.5
- Research & Developmen‘t o ‘ 191. 9
Major P_;rocureg;nent s ‘ 86 2
Ma;clfxine Procéssing : : . . 93.6

503.7

Comments on Chart le

1. Personnel costs include co].hectlons, processors and cryptanalysts
at NSA, and overseas, both military ‘end civilian. Generally about two-thirds
of the manpower and ¢apital investment costs have occurred during the last
five years. p

2. The 6perat_ioiis and mairltenanc&; costs are for magnetic tape, traffic
paper and TDY in support of cryptanalysis.

3. The research and development costs include those readily identi~-
fiable large investmehts over the last ten years in areas such as the
HAIRLINE/SHEARMAN complex, the Florida processing equipments,
HARVEST, cryptanalytic research and a variety of collection developmentis.

4. The heaviestlinvestment in procurement dollars during this period
was the initial buy of collection positions with magnetic tape

recordings in FY¥-65; a modernization of the Qcouechon positions
with diarizers and digital recorders; and finally the TEBO collection position

" reconfiguration now underway. Major investments in special ana.lytlc equip-
_ ments for cryptana.lytxc attack are also included. :
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Chart 2a -
EO 3.3(h) (2) - CRYPTANALYTIC EFFORT '
--------- _g—-
PL Se-J6/B1 UEC 4803 - HIGH GRADE CIPHERS BY SYSTEM
ESTIMATED DISTRIBUTION OF FY-‘65 COSTS BY CATEGORY AND SYSTEM 2
Category $In
of Millions
Function Total
Support | .3 2:2 ol . 2.7 °
Collection  -|.3 1.2 - 4.1 & 1 2 t3 G4 .1 6.8
Processing : "e3 .9 3 .02 _ 1.5
Cryptanalysis |.3 B .31 1.0 |49 L& 20 53 .6 .3 .3 | 10.0
R&D 29. 4,
1
~ IMachine 19.5,
' | Processing
Procurement 3.0
O&M 1 . -9
: 73.8
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Comments on Chart 2a

1. The functional breakout by system for support, collection,
processing and cryptanalysis is a combinationt of manpower in the field
and at NSA from It is not pdssible to equate
Research and Demssmg manpower to a
specific high grade system.- However,.'the distribution of effort can be
" approximated in that over 90% of both Research and Development and

B Machine Processing efforts ong:lgh Grade Ciphers'is expended
;J _ in the Machine Cipher area and can be further identified a§ primarily
- supporting twa major systems,

L : _ . ' 2. Identifiable and allocable technical procurement, operations
: " and maintenance costs can also be primarily a.551gned to the Machineé
System area.
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Chart 2b
CRYPTANALYTIC EFFORT
HIGH GRADE CIPHERS
AS PROVIDED WITHIN FY-65/70 CCP
Category ' $ In Millions
of {1965 | 1966 | 1967 1968 | 1969 | 1970 |Cumulative Totzl
Function : u FY-65/70
Collection | 6.8| 5.9 ] 6. 6.2 6.4 6.4 | - 37.7
Processing 151 1.5 | 15| 16| 1.6] 1.6 9.3
Cryptanalysis 121 15.7 15.§ 15.8 17.2 17.8 95.0
“Reszarch & -~ 1 29.4 ) 32.4 | 32.3 | 32.7 32.7 | 32.7 192.2
Development - - '

4 - | Machine 19.5 | 25. | 26.7 | 28.6| 29. | 30.  158.8

kY Processing :

Procurement ' " 18.0

L.j.j Operation & .9 1. | L 1. 1. 1. 29

'.."j Maintenance ’ : N

] 516.9
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