U.S. Department of Justice

Office of Justice Programs

Office of the General Counsel

Washington, D.C. 20531

May 16, 2023

VIA Electronic Mail
john@greenewald.com

John Greenewald

The Black Vault

27305 W. Live Oak Rd., Suite 1203
Castaic, CA 91384-4520

Re: OJP FOIA No. 23-FOIA-00228
Dear Mr. Greenewald:

This letter acknowledges and responds to your March 19, 2023, Freedom of Information
Act/Privacy Act (FOIA/PA) request, which you sent to the National Archives and the Records
Administration (NARA). On April 25, 2023, the NARA forwarded your request to the
Department of Justice (DOJ), Office of Justice Programs (OJP), Office of the General Counsel
(OGC), which was received on the same date. A copy of your request is attached for your
convenience.

Please be advised that a search has been conducted in the OJP, and four surveys, consisting of
121 pages were located which are responsive to your request. After carefully reviewing the
attached surveys, OGC has determined that these documents are appropriate for release with
some excisions made pursuant to Exemption (b)(6) of the Freedom of Information Act, 5 U.S.C.
§ 552 (2018). Exemption (b)(6) protects information that if disclosed, “would constitute a
clearly unwarranted invasion of personal privacy.” This completes the processing of your request
by OJP.

You may contact a member of our FOIA staff at (202) 307-6235, via e-mail at
FOIAOJP@usdoj.gov as well as our FOIA Public Liaison, for any further assistance and to
discuss any aspect of your request at:

US DOJ, Office of Justice Programs
Office of the General Counsel

810 7 Street, NW, Room 5400
Washington, D.C. 20531

Attn: FOIA


mailto:john@greenewald.com
mailto:FOIAOJP@usdoj.gov
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Additionally, you may contact the Office of Government Information Services (OGIS) at the
National Archives and Records Administration to inquire about the FOIA meditation services
they offer. The contact information for OGIS is as follows: Office of Government Information
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College
Park, Maryland 20740-6001; e-mail at ogis(@nara.gov; telephone at 202-741-5770; toll-free at 1-
877-684-6448; or facsimile at 202-741-5769.

If you are not satisfied with OJP’s determination in response to this request, you may
administratively appeal by writing to the Director, Office of Information Policy (OIP), United
States Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may
submit an appeal through OIP’s FOIA STAR portal by creating an account following the
instructions on OIP’s website: https://www.justice.gov/oip/submit-and-track-request-or-appeal.
Your appeal must be postmarked or electronically transmitted within 90 calendar days of the date
of my response to your request. If you submit your appeal by mail, both the letter and the
envelope should be clearly marked “Freedom of Information Act Appeal.”

Sincerely,
Chaun Easen

Chaun Eason
Government Information Specialist

Enclosures


mailto:ogis@nara.gov
https://www.justice.gov/oip/submit-and-track-request-or-appeal

This document is made available through the declassification efforts
and research of John Greenewald, Jr., creator of:

The@BIaCioVatlt

The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world. The research efforts here are
responsible for the declassification of hundreds of thousands of pages
released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com
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O No, pending final approval
O No, under development
O No, please explain

O Do not know

. Q29. Does your agency have documented and approved policies and procedures to implement the
guidelines for the transfer of permanent email records to NARA described in NARA Bulletin 2014-04: Revised
Format Guidance for the Transfer of Permanent Electronic Records — Appendix A: Tables of File Formats,
Section 9 - Email? (36 CFR 1236.22(¢e))

® Yes

O No

O No, pending final approval
O No, under development
O Do not know

Regardless of how many Federal email accounts individuals use to conduct official business, agencies must
ensure that all accounts are managed, accessible and identifiable according to Federal recordkeeping
requirements. (36 CFR 1236.22)

QBO. Does your agency have documented and approved policies that address when employees have more
than one agency-administered email account, whether or not allowed, that states that email records must
be preserved in an appropriate agency recordkeeping system? (36 CFR 1236.22)

*Examples of business needs may include but are not limited to:
« Using separate accounts for public and internal correspondence
« Creating accounts for a specific agency initiative which may have multiple users
» Using separate accounts for classified information and unclassified information

® Yes

O No

O No, pending final approval
O No, under development
O Do not know






(a) Reliability: Controls to ensure a full and accurate representation of the transactions, activities or facts to
which they attest and can be depended upon in the course of subsequent transactions or activities.

(b) Authenticity: Controls to protect against unauthorized addition, deletion, alteration, use, and concealment.
(c) Integrity: Controls, such as audit trails, to ensure records are complete and unaltered.
(d) Usability: Mechanisms to ensure records can be located, retrieved, presented, and interpreted.

(e) Content: Mechanisms to preserve the information contained within the record itself that was produced by
the creator of the record.

(f) Context: Mechanisms to implement cross-references to related records that show the organizational,
functional, and operational circumstances about the record, which will vary depending upon the business,
legal, and regulatory requirements of the business activity.

(g) Structure: Controls to ensure the maintenance of the physical and logical format of the records and the
relationships between the data elements.

. Q34. Has your agency incorporated and/or integrated internal controls to ensure the reliability, authenticity,
integrity, and usability of agency electronic records maintained in electronic information systems? (36 CFR
1236.10)

® Yes

O To some extent

O No

O Do not know

O Not applicable, please explain

. Q35. Does your agency maintain an inventory of electronic information systems that indicates whether or
not each system is covered by an approved NARA disposition authority? (36 CFR 1236.26(a))

® Yes
O



























. Click Next to save your current answers and move to Section V: Disposition.

Section V: Disposition

This area is critical for successfully managing records. Agencies must follow the mandatory instructions
contained in either agency-specific records schedules or the appropriate General Records Schedule to
transfer permanent electronic records to NARA's legal custody. This section covers both creation and
implementation of records schedules.

Records disposition refers to actions taken with regard to Federal records that are no longer needed for
current government business as determined by their appraisal pursuant to legislation, regulation, or
administrative procedure. Disposition is a comprehensive term that includes both destruction and transfer of
Federal records to the National Archives of the United States. (36 CFR Parts 1222, 1224, 1225 and 1226)

The next series of questions relates to your agency’s efforts to schedule its records.

. Q57. When was the last time your agency submitted a records schedule to NARA for approval? (36 CFR
1225.10)

® FY 2019 - 2020

O FY 2017 - 2018

O FY 2015 - 2016

O FY 2013 - 2014

O FY 2012 or earlier
O Do not know

Q58. Does your agency periodically review agency-specific records schedules to ensure they still meet
business needs, to identify gaps that may indicate unscheduled records, or to make needed revisions?

Note: An agency-specific records schedule means it covers items that are not covered by the General
Records Schedules (GRS).

® Yes
O No
O Do not know

. Q59. Does your agency have agency-specific records schedules currently in use that include items
approved before January 1, 19907

® Yes
O No
O Do not know









O No - My agency does not have any permanent non-electronic records
O Do not know
O Other, please explain

%

. Q69. Did your agency transfer permanent electronic records to NARA during FY 20207 (36 CFR 1235.12)

O Yes

O No

O No - Transfers were impacted by the COVID-19 pandemic

@ No - No electronic records/systems were eligible for transfer during FY 2020
O No - New agency, electronic records/systems are not old enough to transfer
O No - My agency does not have any permanent electronic records

O Do not know

O Other, please explain

AN

. Q70. Does your agency track when permanent records are eligible for transfer to NARA?

@ Yes

O No

O No - My agency does not have any permanent records
O Do not know

. Q71. Please explain your response to the previous question. (If you answered “Yes,” please be specific on
methods used. If you answered “No,” please explain why not.)





















NATIONAL ARCHIVES AND RECORDS ADMINISTRATION (NARA)
2019 RECORDS MANAGEMENT SELF-ASSESSMENT

Welcome to the 2019 Records Management Self-Assessment!
Before you begin, please note the following information.

Except where indicated, the questions in this survey are intended to cover all records regardless of format, as
defined in 44 U.S.C. 3301.

The questions apply regardless of whether your agency’s work processes are conducted manually or
electronically.

Your answers to the self-assessment questions must be specific to records management activities in your
agency. We have added a “not applicable” answer option to some questions. In general, use this option only if
a question references an activity or action that is not conducted in your agency because of its size or if you
are a Departmental Records Officer and are not responsible for the activity or action. In some cases, if the
activity is being done by a departmental records management program, component agencies of that
department may answer “Yes.”

NOTE: Please note that your responses to questions in this assessment may be subject to public release
pursuant to the Freedom of Information Act (FOIA). However, we will not release responses to questions that
contain detailed descriptions of agency activities.

NARA reserves the right to follow up with agencies to obtain additional information and/or documentation that
supports their answers to the questions in this self-assessment.

As in previous years we will be conducting a validation process. Your agency may be selected at random to
provide additional documentation and/or take part in interviews to discuss your records management program
activities.

If you have any questions about this self-assessment or need additional information to answer a question(s),
please send an email message to rmselfassessment@nara.gov.

Section I: Records Management Program - Activities

The following series of questions relates to administration of the records management program.

. Q1. Is there a person in your agency who is responsible for coordinating and overseeing the implementation
of the records management program? (36 CFR 1220.34(a))

® Yes

O No

O Do not know




































Section lll: Records Management Program - Records Disposition

Records disposition refers to actions taken with regard to Federal records that are no longer needed for
current government business as determined by their appraisal pursuant to legislation, regulation, or
administrative procedure. Disposition is a comprehensive term that includes both destruction and transfer of
Federal records to the National Archives of the United States. (36 CFR Parts 1222, 1224, 1225 and 1226)

The next series of questions relates to your agency’s efforts to schedule its records.

. Q30. When was the last time your agency submitted a records schedule to NARA for approval? (36 CFR
1225.10)

® FY 2018 - 2019
O FY 2016 - 2017
O FY 2014 - 2015
O FY 2012 - 2013
O FY 2011 or earlier

O Do not know

Q31. Does your agency periodically review agency-specific records schedules to ensure they still meet
business needs, to identify gaps that may indicate unscheduled records, or to make needed revisions?

Note: An agency-specific records schedule means it covers items that are not covered by the General
Records Schedules (GRS).

® Yes

O No

O Do not know

. Q32. Does your agency have agency-specific records schedules currently in use that include items
approved before January 1, 19907

® Yes
O No

O Do not know

. Q33. Are you currently reviewing agency-specific records schedules with items approved before January 1,
1990, for updating and/or rescheduling? (CFR 1225.22)





































































O No, under development
O Do not know

Q8. In addition to your agency's records management policies and records schedules, has your agency
developed and implemented internal controls to ensure that all permanent records are created/captured,
classified, filed and managed according to their NARA-approved records schedules? (36 CFR 1220.34(i))

@® Yes

O No

O To some extent
O Do not know

An essential control for any records management program is the establishment of performance goals and
associated performance targets and performance measures.

Performance goals are the target levels of performance. Performance goals should be specific, measurable,
attainable, results-oriented, and time-bound.

Q9. Has your agency established performance goals for its records management program?
*Examples of performance goals include but are not limited to:

Identifying and scheduling all paper and non-electronic records by the end of DATE
Developing computer-based records management training modules by the end of DATE
Planning and piloting an electronic records management solution for email by the end of DATE
Updating records management policies by the end of the year

Conducting records management evaluations of at least one program area each quarter

@ Yes

O No

O Pending final approval

O Currently under development
O Do not know

Performance measures are the indicators or metrics against which a program’s performance can be gauged.
Performance measures should provide a basis for comparing actual results with established performance
goals. (“Performance Measurement Challenges and Strategies,” June 18, 2003, white paper associated with
the Office of Management and Budget's Program Assessment Rating Tool (PART); and “Government
Performance and Results Modernization Act of 2010,” Section 4, Performance Reporting Amendments. See
also https.//www.performance.gov/.)









.. Click Next to save your current answers and move to Section I: Management
Support and Resourcing - RM Training.

.. The following series of questions relates to records management training.

.. Q14. Has your Agency Records Officer obtained NARA's Certificate of Federal Records Management
Training or the Agency Records Officer Credential (AROC)?

@® Yes, NARA's Certificate of Federal Records Management Training
O Yes, NARA's Agency Records Officer Credential
QO In Progress

O No
O Do not know

Formal records management training is the communication of standardized information that improves the
records management knowledge, skills, and/or awareness of agency employees. Training can be either in a
classroom setting or distance-based (e.g., web-based training), but it must:

e  be regular (occurring more than just once),

e  be repeatable and formal (all instructors must provide the same message, not in an ad hoc
way), and

e communicate the agency’s vision of records management.

Q15. Does your agency have internal records management training*, based on agency_policies and
directives, for employees assigned records management responsibilities? (36 CFR 1220.34(f))

*Includes NARA's records management training workshops that were customized specifically for your
agency or use of an agency-customized version of the Federal Records Officer Network (FRON) RM 101
course.

@® Yes

O No

O No, pending final approval
O No, under development
O Do not know

Q16. Has your agency developed mandatory internal, staff-wide, formal training*, based on agency policy and
directives, covering records in all formats, including electronic communications such as email, text messages,
chat, or other messaging platforms or apps, such as social media or mobile device applications, which helps
agency employees and contractors fulfill their recordkeeping responsibilities?** (36 CFR 1220.34(f))



*Includes NARA's records management training workshops that were customized specifically for your
agency or use of an agency-customized version of the Federal Records Officer Network (FRON) RM 101
course.

**Components of departmental agencies may answer “Yes” if this is handled by the department. Department
Records Officers may answer “Yes” if this is handled at the component level.

@ Yes

O No

O No, pending final approval
O No, under development
O Do not know

.. Click Next to save your current answers and move to Section I: Management
Support and Resourcing - Senior Officials.

The following series of questions relates to Senior Officials.

Senior officials are the heads of departments and independent agencies; their deputies and assistants; the
heads of program offices and staff offices including assistant secretaries, administrators, and commissioners;
directors of offices, bureaus, or equivalent; principal regional officials; staff assistants to those
aforementioned officials, such as special assistants, confidential assistants, and administrative assistants,
and career federal employees, political appointees, and officers of the Armed Forces serving in equivalent or
comparable positions. (General Records Schedule (GRS) 6.1, item 010)

Note: This applies to all senior officials within an agency - NOT just the Senior Agency Official for
Records Management.

. Q17. Does your agency require that all senior and appointed officials, including those incoming and newly
promoted, receive training on the importance of appropriately managing records under their immediate
control? (36 CFR 1220.34(f))

@® Yes
O No
O Do not know

. Q18. Does your agency conduct and document for accountability purposes training and/or other briefings as
part of the on-boarding process for senior officials on their records management roles and responsibilities,
including the appropriate disposition of records and the use of personal and unofficial email accounts? (36
CFR 1222.24(a)(6) and 36 CFR 1230.10(a & b))

@® Yes

O Yes, but not documented
O No

O Do not know












O No
O Do not know

. Q26. When was your agency's directive(s) last reviewed and/or revised to ensure it includes all new records
management policy issuances and guidance?

@ FY 2021 - present

O FY 2019 - 2020

O FY 2017 - 2018

O FY 2016 or earlier

O Do not know

O Not applicable, agency does not have a records management directive

. Q27. Does your agency's records management program have documented and approved policies and
procedures that instruct staff on how your agency’s permanent records in all formats must be managed and
stored? (36 CFR 1222.34(e))

@® Yes

O No

O No, pending final approval
O No, under development
O Do not know

. Q28. Does your agency have documented and approved policies against unauthorized use, alteration,
alienation or deletion of all electronic records?

@ Yes

O No

O No, pending final approval
O No, under development
O Do not know

. Q29. Does your agency have documented and approved policies for cloud service use that includes
recordkeeping requirements and handling of federal records?

@® Yes

O No

O No, pending final approval
O No, under development
O Do not know





















.. Click Next to save your current answers and move to Section IV: Access - Vital or
Essential Records.

The following series of questions relates to Vital or Essential records.

Vital records* (also known as Essential Records) are records needed to meet operational responsibilities
under national security emergencies or other emergency conditions (emergency operating records) or to
protect the legal and financial rights of the Government and those affected by Government activities (legal
and financial rights records). (36 CFR 1223.2)

*pending updates to regulations, the Records Management Self-Assessment still uses this terminology

A program area is responsible for mission-related activities. An administrative area is responsible for activities
not specific to the mission of the agency. (36 CFR 1220.34(d))

Q45. Has your agency identified the vital records of all its program and administrative areas? (36 CFR
1223.16)

*Components of departmental agencies may answer “Yes” if this is handled by the department.

@® Yes
O No
O Do not know

. Q46. How often does your agency review and update its vital records inventory? (36 CFR 1223.14)

O Annually

O Biennially

@ Once every 3 years
O Ad hoc

O Never

O Do not know

. Q47. Is your vital records plan part of the Continuity of Operations (COOP) plan? (36 CFR 1223.14 and
Federal Continuity Directive, Annex 1)

@® Yes

O No
O Do not know


















O Do not know

. Q58. Does your agency have agency-specific records schedules currently in use that include items
approved before January 1, 1990?

® Yes

O No
O Do not know

. Q59. Are you currently reviewing agency-specific records schedules with items approved before January 1,
1990, for updating and/or rescheduling? (36 CFR 1225.22)

@ Yes, this is in progress

O Yes, this has been completed
O No, but are planning to do so
O No, and have no plans to do so
O Do not know

. Q60. Are records and information in your agency managed throughout the lifecycle [creation/capture,
classification, maintenance, retention, and disposition] by being properly identified, classified using a
taxonomy, inventoried, and scheduled? (36 CFR 1222.34, 36 CFR 1224.10, and 36 CFR 1225.12)

@® Yes
O To some extent

O No
O Do not know

. Q61. Does your agency disseminate every approved disposition authority (including newly approved records
schedules and General Records Schedule items) to agency staff within six months of approval? (36 CFR
1226.12(a))

® Yes

O No
O Do not know

. Q62. Which of the following describes the disposition authority for email records being used by your
agency? (Choose all that apply)

O GRS 6.1: Email Managed under a Capstone Approach; agency has an approved form
NA-1005

O









.. Click Next to save your current answers and move to Section V: Disposition -
Websites and Related Records.

The next question relates to the management of websites and related records.

. Q69. Does your agency ensure that all records on agency websites are properly managed?

@® Yes

O No
O Do not know

.. Click Next to save your current answers and move to Section V: Disposition -
Storage.

The next series of questions relates to where your agency stores its inactive temporary and/or
permanent records, regardless of format.

Commercial records storage facilities are private sector commercial facilities that offer records storage,
retrieval, and disposition services.

An agency-operated records center is a records storage facility, operated by a federal agency and capable of
storing more than 25,000 cubic feet of records. (36 CFR 1234)

. Q70. Does your agency store inactive temporary and/or permanent records in a commercial records storage
facility?

@® Yes

O No
O Do not know

. Q71. Has the facility been approved by NARA? (36 CFR 1234.30(a)(2)&(e))

@® Yes
O No
O Do not know

. Q72. Does your agency store inactive temporary and/or permanent records in an agency-operated records
center? (Note: This does NOT include agency staging areas and temporary holding areas.)
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