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OFAC Overview 
& 

Uk iUkraine Sanctions Program 
UpdatesUpdates

The information contained in this document is current as of September 29, 2014.  
This document is explanatory only and does not have the force of law.
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• OFAC Overview 

• Definitions 

• Licenses and Exemptions 

• Sanctions Programs 

• Target Designation Business Process 

• Designations, Publications, & 
Reconsiderations 

• OFAC's Ukraine-Related Sanctions 
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What is OFAC?

Office of Foreign Assets Control (OFAC)g ( )
U.S. Department of the Treasury

OFAC administers and enforces economic and trade sanctions
against targeted:

– Foreign governments
Individuals– Individuals

– Entities
– ActivitiesActivities
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Jurisdiction: Who May Be
Subject to OFAC Sanctions?

• Individuals:
U S citizens and permanent resident aliens anywhere in the world

Subject to OFAC Sanctions?

– U.S. citizens and permanent resident aliens anywhere in the world
– Individuals, regardless of citizenship, physically located in the U.S.

• Entities:
– Organized under the laws of the United States (incl. foreign branches)
– Physically located in the United States

T i• Transactions:
– Transactions by foreign persons (entities or individuals) to the extent

that they involve the United States or otherwise have a U.S. nexus
– In limited circumstances, transactions involving controlled U.S. origin

goods or technology
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Property and Property Interestp y p y
31 C.F.R. Part 594.309*
“Property” broad term that includes contracts andProperty – broad term that includes contracts and
services “of any nature whatsoever, and any other
property, real, personal, or mixed, tangible or intangible, orproperty, real, personal, or mixed, tangible or intangible, or
interest or interests therein, present, future, or contingent.”

31 C.F.R. Part 594.306*
“Interest” – when used with respect to property, an
interest of any nature whatsoever, direct or indirect.
*Note: Terms as defined in the Global Terrorism Sanctions Regulations, 31 C.F.R. Part 594.
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BLOCKING 

"Freezing" property under U.S. jurisdiction 

Across-the-board prohibitions on transfers or 
transactions involving the blocked property 

Title of blocked property remains where it was. There is 
generally no seizure of the assets by the USG. 
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Licenses & Exemptions

General License
R l i i h i i h i hibi d i• Regulatory provision authorizing otherwise prohibited transactions

• No separate authorization necessary
• Incorporated into the regulations or on OFAC’s website

S ifi LiSpecific License
• Authorization from OFAC issued to a specific person or persons on a case by

case basis
I d ifi i di id l• Issued to a specific individual or company

• Allows a specific activity that would otherwise be prohibited

Exemptions
• Exemptions are generally regulated by Congressional statutes and require that

certain transactions not be subject to sanctions (i.e.: most transactions
involving information and informational materials, travel and travel related
t ti t )transactions, etc.)
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Sanctions Programs
Comprehensive Programs
Sudan, Cuba, Syria, Iran (ITSR), , y , ( )

Limited Programs
Burma, Conflict Diamonds, North KoreaBurma, Conflict Diamonds, North Korea

List-Based Programs
(Activity): Counter-Terrorism Non-Proliferation Counter Narcotics(Activity): Counter-Terrorism, Non-Proliferation, Counter Narcotics
Trafficking, Transnational Criminal Organizations, Somali Piracy, 
Grave Human Rights Abuses Via Information Technology, Foreign 
Sanctions EvadersSanctions Evaders

(Regime): Balkans, Belarus, Cote D’Ivoire, Democratic Republic of the 
Congo, Former Liberian Regime of Charles Taylor, Iraq, Lebanon, 
Y Uk i Zi b bYemen, Ukraine, Zimbabwe

8
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• Cuba 

• Iran 

• Sudan 

• Syria 
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• Burma 

• North Korea 

• Conflict 
Diamonds 

(' ' 
•• 

OFACE OF FOREIGN ASSETS CONTROL 
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• Balkans 

• Belarus 

• Cote D'ivoire 

• DR Congo 

• Iraq 

• Lebanon 

• Fmr C. Taylor 

regime (Liberia) 

• Ukraine-related 

• Yemen 

• Zimbabwe 

OFACE OF FOREIGN ASSETS CONTROL 
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• Counter-Terrorism 

• Non- Proliferation 

• Counter-Narcotics 
Trafficking 

• Somali Piracy 

• Transnational 
Criminal Organizations 

• Grave Human Rights 
Abuses Via Information 
Technology 

• Foreign Sanctions 
Evaders 

OFACE OF FOREIGN ASSETS CONTROL 
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"UUCO"".O""-------;:Terrorism and Financial Intelligence 

History OffiCE! of Foreign Assets Control (OFAC ) 

Miss ion Hist ory Contac t s 

~s~p~e;:C"iil!JllllJo..si<gg.al.ILII.l>LiltillllW!I'i!..!a~n~d Bloc ked Pe rs on s Li st 
edally Desianated Nationals List Pa <> 

Search the S IS 

News and Frequently Updated Content 

:O~F~~"""'_"""'o:I~'~it~e on a regular basis . Information on the latest changes to OFAC's site can be found below. 

FAC RecentActJo 

• Press Center 

Sanctions Programs and Country Information 

OFAC administers a number of different sanctions programs. The sanctions can be either comprehensive or selective, 
using the block ing of asset s and trade rest rictions t o accom plish foreign policy and national security goals. 

• Iran Sanctions 

• Non-proliferation Sanctions 

Syria Sanctions 

• Counter Terrorism Sanctions 
• Counter Narcotics Sanctions 

er Sanctions Programs and Country Informa . 

General OFAC Information and Guidance 

In addition to providing guidance on specific s a nctions programs , OFAC provides information on a num ber of sanctions-

~~;;;.:~~~:::;>programs or that may affect specific industries. 

----------------------~ 
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OFAC Homepage: 
www.treasury.gov/ofac 

OFAC Compliance Hotline: 

1-800-540-6322 or 202-622-2490 

Email: OFAC_Feedback@treasury.gov 
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Target Pkg 

Development Data Entry for SDN 

OFACE OF FOREIGN ASSETS CONTROL 

Final Inte r-agency 
Review & 

Senior USG 
Policy & Equit ies is completed by SDNTeam Fina l OFAC 

Checks Sufficiency Press A I 
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Select ion 

and vett ing 

Ch" f Prepare Press Treasury Int eragency 
Ie Review State legal Release Clearance Clearance appropriate Approval 

Review 

.. __________________ . {Possible Change, Pace, and Red irection ) ______________ + 
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Designations

• Designations are the result of multi‐facetedDesignations are the result of multi faceted 
investigations.

• Within OFAC the Office of Global Targeting is• Within OFAC, the Office of Global Targeting is 
in charge of investigating sanctions targets as 
well as reviewing delisting (removal) petitionswell as reviewing delisting (removal) petitions.

• Investigations serve to gather information that 
h isupports the conclusions set forth in 

administrative records called evidentiary 
dmemoranda.

16
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Designations ‐ cont

• Information used in evidentiary memoranda summarizes y
reports and articles obtained from open and classified 
sources, including news articles, company websites, business 
websites NGO reports other government information lawwebsites, NGO reports, other government information, law 
enforcement reports, court decisions, and various classified 
sources.

• The totality of the information summarized in each 
evidentiary memorandum should provide the agency with a 
basis to determine that there is a reason to believe that thebasis to determine that there is a reason to believe that the 
entity or individual meets the criteria for designation pursuant 
to the relevant executive order’s specific designation 
it i / it icriteria/criterion.

17

2018-08-116: 008377



Designations ‐ cont

• Designation evidentiary memoranda are reviewed by a 
b f SGnumber of USG legal components, including OFAC’s 

Counsel, the U.S. Department of Justice, and State 
Counsel.Counsel.

• Each designation may be challenged in U.S. court, so 
each designation should be backed by supporting 
documentation in the form of an evidentiary and 
supporting exhibits.
Al h h h D f h T• Although the U.S. Department of the Treasury 
administers most sanctions programs and designations, 
the designation process is consultative and includes, at athe designation process is consultative and includes, at a 
minimum, consultations with the Department of State.

18

2018-08-116: 008378



Designations cont

• Once the designation information is summarized in the
administrative records, OFAC investigators work with OFAC IT to
ensure that identifier information for each SDN or SSI is accurate
and ready for publication on the day of the listing by OFAC.

• Identifiers can include the following:
– For individuals: At a minimum, a year of birth is necessary.

Other identifiers include place of birth national ID or passportOther identifiers include place of birth, national ID or passport
number, email address(es), phone number(s), address, title,
and any other information that uniquely identifies the target.
F titi t i i th f ll d dd f th– For entities: at a minimum, the full name and address of the
entity are necessary. Additional identifiers may include alternate
addresses, entity registration number(s), tax ID numbers,

b i dd h b d h i f iwebsite addresses, phone numbers, and any other information
that uniquely identifies the target

19
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Designations ‐ cont
– U.S. persons are required to comply with U.S. sanctions regulations, 

including a prohibition in dealing with, directly or indirectly, SDNs or 
their property or interests in property.

– Identifiers allow U.S. persons (financial institutions, exporters, 
importers, the USG, individuals, and all persons subject to U.S. 
jurisdiction) to UNIQUELY IDENTIFY the target.

– Identifiers of OFAC sanctions targets are published on OFAC’s Recent 
Actions pages on the day of the listing and subsequently in the Federal 
Register which is the USG repository of USG actions, rules, and 
regulations.

– In addition, Treasury issues press releases that summarize the reasons 
h b lwhy persons are subject to sanctions pursuant to a relevant 

authorities. The press releases, along with the SDN updates and 
Federal Register notices serve as legal notices to the public and to the 
target(s) of the reasons for the designation(s)target(s) of the reasons for the designation(s).

20
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Designations cont

• Publication of our sanctions lists (i.e.: SDN list), regulations,
E ti O d G l Li P lti d thExecutive Orders, General Licenses, Penalties, and other
relevant documents governing the administration of our
sanctions regimes is key to the effective and consistent
implementation of U.S. sanctions and to gaining the public’s,
policymakers’, courts’, and legislators’ trust and confidence in
the proper administration of our sanctions regimes.the proper administration of our sanctions regimes.

• Since the blocking of SDN property and interests in property is
done by U.S. persons, and because U.S. persons are generally
prohibited from dealing with SDNs, the U.S. public needs to
be notified about the sanctions actions in order to comply
with the law.

21
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Specially Designated Nationals (SDN) List

OFAC’s prohibited parties list

Currently, over 5,800 individuals
and entities identified by OFAC

Blocked individuals, entities, 
vessels, banks all over the globe 
with whom or with which 
transactions are prohibited

UPDATED FREQUENTLY

*Recent addition: UkraineRecent addition: Ukraine
Sanctions-based designations

22
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Designations Press Releaseg
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Reconsiderations
• Each Specially Designated National and Blocked Person (“SDN”) or 

any person listed on OFAC’s SSI list may request administrative 
reconsideration of his, her, or its designation or identification, and 
subsequent listing by OFAC.

• Procedures governing removal (delisting) from the SDN or otherProcedures governing removal (delisting) from the SDN or other 
lists can be found in 31 C.F.R. Part 501.807 
(http://www.gpo.gov/fdsys/pkg/CFR‐2013‐title31‐vol3/pdf/CFR‐
2013‐title31‐vol3‐sec501‐807 pdf)2013 title31 vol3 sec501 807.pdf) . 

• OFAC will investigate whether or not a person continues to meet 
the designation criteria pursuant to a relevant Executive Order and 
whether changed circumstances warrant a removal considerationwhether changed circumstances warrant a removal consideration. 
As is the case with designations, reconsiderations requests 
investigations are summarized in administrative records. OFAC will 
i itt t th li th liissue a written decision to the applicant or the applicant’s Counsel 
at the end of this review process.

27
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Ukraine relatedUkraine‐related 
SanctionsSanctions
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Executive Order 13660
• EO 13660 issued on March 6, 2014 targeting 
persons:persons:
– Undermining Ukraine’s democratic processes and institutions;
– Threatening peace, security, stability, sovereignty, or territorial 

integrity of Ukraine;
– Misappropriating state assets of Ukraine or of economically significant 

entities in Ukraine;
– Asserting governmental authority over any part of Ukraine without the 

authorization of the GOU;
– Who are leaders of entities that have or whose members have been 

involved in the above;
– That are owned or controlled by persons blocked pursuant to EO 

13660.
– Who/that provide material, financial, or technological support to 

persons blocked pursuant to EO 13660
29
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Executive Order 13661

• EO 13661 issued on March 16 2014 targetingEO 13661 issued on March 16, 2014, targeting 
persons determined to:
– Be officials of the Government of the Russian Federation
– Operate in the arms or related materiel sector in the 
Russian Federation

– Be owned or controlled by or acting for or on behalf of:
• Senior officials of the Government of the Russian Federation
• Persons blocked pursuant to EO 13661Persons blocked pursuant to EO 13661

– Provide material, financial, or technological support to:
• Senior officials of the Government of the Russian Federation
• Persons blocked pursuant to EO 13661

30
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Executive Order 13662

• EO 13662 issued on March 6 2014 targetingEO 13662 issued on March 6, 2014 targeting 
persons determined to:
– Operate in such sectors of the Russian Federation p
economy as may be determined by the Secretary of the 
Treasury, in consultation with the Secretary of State, such 
as the financial services energy metals and miningas the financial services, energy, metals and mining, 
engineering, and defense and related materiel sectors;

– Be owned or controlled by, or are acting for or on behalf 
of, persons blocked pursuant to EO 13662.

– Provide material, financial, or technological support to 
persons blocked pursuant to EO 136620persons blocked pursuant to EO 136620
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Major OFAC Sanctions Actions 
Taken With Respect to Ukrainep

• March 6 2014: President Barack ObamaMarch 6, 2014: President Barack Obama 
declared a national emergency with respect to 
the situation in Ukraine and issued Executivethe situation in Ukraine and issued Executive 
Order 13660

• March 16 2014: President Barack Obama• March 16, 2014: President Barack Obama 
issued Executive Order 13661

20 2014 Ob• March 20, 2014: President Barack Obama 
issued Executive Order 13662
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Major USG Sanctions Actions Taken 
With Respect to Ukraine – cont.p

• March 17, 2014: Treasury Designates Four Individuals Involved in Violating 
Ukrainian Sovereignty (http://www.treasury.gov/press‐center/press‐
releases/Pages/jl2326.aspx) 

• March 20, 2014: Treasury Sanctions Russian Officials, Members Of The Russian 
Leadership’s Inner Circle And An Entity For Involvement In The Situation InLeadership s Inner Circle, And An Entity For Involvement In The Situation In 
Ukraine (http://www.treasury.gov/press‐center/press‐
releases/Pages/jl23331.aspx)

• April 28, 2014: Announcement Of Additional Treasury Sanctions On Russian p , y
Government Officials And Entities  (http://www.treasury.gov/press‐center/press‐
releases/Pages/jl2369.aspx) 

• June 20, 2014: Treasury Sanctions Additional Individuals For Threatening The 
i Of ( /Territorial Integrity Of Ukraine (http://www.treasury.gov/press‐center/press‐

releases/Pages/jl2438.aspx) 
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Major USG Sanctions Actions Taken 
With Respect to Ukraine – cont.

• July 16, 2014: Announcement of Treasury Sanctions on Entities Within the 

p

Financial Services and Energy Sectors of Russia, Against Arms or Related Materiel 
Entities, and those Undermining Ukraine's Sovereignty  
(http://www.treasury.gov/press‐center/press‐releases/Pages/jl2572.aspx) 

• July 29 2014: Announcement of Additional Treasury Sanctions on Russian• July 29, 2014: Announcement of Additional Treasury Sanctions on Russian 
Financial Institutions and on a Defense Technology Entity 
(http://www.treasury.gov/press‐center/press‐releases/Pages/jl2590.aspx) 

• September 12, 2014: Announcement of Expanded Treasury Sanctions within the p , p y
Russian Financial Services, Energy and Defense or Related Materiel Sectors 
(http://www.treasury.gov/press‐center/press‐releases/Pages/jl2629.aspx)  
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Executive Order 13660 Desilnatlons 

ERNOMORNEFTEGAZ 

NETSK PEOPLEa£"'S REPUBLIC 

EOOOSIYA ENTERPRISE 

UHANSK P£OPlE'S REPUBLIC 

KSYONOV, Ser e Vale evich 

OlOTOV Vale 

OROOAl,Aleks.oor 

ALlY Aleksei M "khailOYiell 

IRKIN I r Vsevolodovich 

UROV, Vale Vladim;rovich 

ADDIIESS TY1'E 

iroya / per" Sovn.rkomovskaya, 52/1, Simferopol, 
imea 9s.ooo Ukraine ntrt 

netsk R ioo, Ukrai"" 

eodosiya, GeoIogi<:he<kaya str" 2, Crime., 98107, 
kraine nt" 

uh.nsk R ion Ukraine nt" 

henkurskiy Pas"'g<> (Proyeld), House 8-6, 
.rtment 136 Moscow Russi. 

ooividual 

ooividual 

ooividual 

ooividual 

ndividual 

ndividual 

ONSTANTINOV Vlad"mir Andre "ell rldividual 

15/9 UUts. Turgeneva, Apt" 9, SOmferopol, Crimea, 
AlYSHEV M "kh.il Gri Ofevich kr.ine ndividual 

EOVEDCI1UK, Vildor 

EOVEDEV Vale KirillOYiell 

ENYAlLO, Ser ei Iv.novich 

ONOMARYOV acheslav 

URGIN, Andr Y en "ell 

USHIUN Denis 

M IRGAlJEV, Rust.m ilmirovich 

EKOV Se Pavlovich 

ANUKOVYCH, Vildor Fedor ell 

HER£BTSOV, Yur Gennad" 

IMA, tr Anatol" 

ndividual 

2 Ulitsa Oktyabrskoi Revolutsii, Building 9, Apt" 
14 Sevasto I Crime. Ukraine ooividual 

ooividual 

ndividual 

ooividual 

ooividual 

ooividual 

ooividual 

ndividual 

Ulitsa Koltsev. " Yev .tori., Crimea, Ukraine ndividual 

18 Ulitsa D" Ulyanova, Ap.rtment 110, SOmferopol, 
imea, Ukraine ooividual 
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Executive Order 13661 Designations Executive Order 13661 Designations 
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OFACE OF FOREIGN ASSETS CONTROL 

Exe cutive Order 13661 Desipatlons 

M M' ADDRESS m, 

K TRANSNEFT OAO 7 B. Pol .nka ul. Moscow 119180 Ru"ja "' 
~lS Korp.l ul. Rozhdestveni<.a, Moscow, 107996, 

NK OF MOSCOW ussi. ntitv 

6, Build ing 1, N.mell<in. St., Moscow, 117420, 
AZPROMBANKOAO US". ntily 

UKOILOAO 11 Sretenslci boulev.rd, Moscow, 101000,Russi. ntily 

2 A, Pobedy Sl reet, T.r1<o-SaIe, Y.m.lo-Nenets 
flO NOVATEK lJIonomoos Oislrict 62'l58O Russi. nli 

-5 Pochtamtskay. st., St. ""Iersburg. 190000, 
lSC GAZPROM NEFT ussi. nli 

6 N.me\l<ina St., Moscow, Russi., GSP-7, 
PEN JOINT STOCK COMPANY GAZPROM 17997,Ru"i' ntitv 

PEN JOINT-STOCK COMPANY ROSNEFT OIL 6/1 Sofiyskay. Emb.nkment, Moscow, 115035, 
OMPANY US". ntily 

OST£C 4 U"",hev. ul. Moscow 119048 Russi. ntily 

USSIAN AGRICULTURAL BANK ,G.g.rinskyP<>re<>lok, Moscow, 119034, Russi. ntily 

BERBANKOFRUSSIA 19 ul. V.vilov. Moscow 117997 Russi. nli 

orp. 11 Grigoriy. Kukuevitsrogo ul ., SUrguI, 
URGUTNEFTEGAS menska • obi .. 628404 Ru"ja "' 

Akooemii<.a S.kh. rov. prospelrl, Moscow, 
NESflECONOMBANK 07996, Ru"i. ntitv 

9, BoIshay. Morskay. sIr., St. Petersburg.. 
VTlI BANKOAO 90000, Ru"i. ntily 
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QUESTIONS?
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