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RE: WSJ article - Russian arms - reference to sanctions

From: (b)(G)
To: (b)(6)

Date: Fri, 14 Jul 2017 14:37:39 -0400

That’s good. Yes it does.

] ()©

Sent: Fii 4, 2017 2:33 PM

To:
Subject: RE: WSJ article - Russian arms - reference to sanctions

Also good — turned 3 in March. Time flies, eh?

From: QIO
Sen%‘b 017 9:38 AM

To:
Subject: RE: WS]J article - Russian arms - reference to sanctions

Doing good. Turned 3 on the 28 How about your son?

From: (b)(6)

Sent: Fri 4,2017 8:58 AM
To:
Subject: RE: WS]J article - Russian arms - reference to sanctions

(b)(6)

Thanks,) How are the twins?

From: (b)(6)

Sent:
To:
Subject: WSJ article - Russian arms - reference to sanctions

Though you can’t read this article unless you are subscriber, just wanted to let you know about it.

https://www.wsj.com/articles/kalashnikov-finds-success-even-after-u-s-sanctions-1499943603
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RE: FOIA Case 2017-01-114 Task Search
From: (b)(6)

: Action needed

To: (b)(6)
Cc: "Fields, Marshall Jr" (b)(6)

Date: Tue, 18 Jul 2017 11:13:05 -0400

Attachments: 2017-01-114 Modified 041217.pdf (96.02 kB); 2017-01-114_billing sheet [l@IEN docx (33.06 kB); 2017-01-
114_search req sheet _| docx (34.49 kB); 2017-01-114 initial request.pdf (416.17 kB)
i, R

Have you had the chance to conduct your search for records responsive to the subject request, as modified?

Thanks,

(b)(6)
FOIA Admin
Information Disclosure and Records Management Division
Office of Sanctions Support and Operations
Office of Foreign Assets Control

Wn‘c of the Treasury

From: Fields, Marshall Jr
Sent: ay 24, 2017 11:24 AM
To:

Cc:
Subject: RE: FOIA Case 2017-01-114 Task Search (I Action needed

oo}

No worries, you just may have missed the narrowed scope, whichj ed. So once you have
conducted your search you can provide any responsive records to ia the “Director’s Office” folder
found on the “G” drive in the folder named “2017-01-114.”

Please let us know if you have trouble accessing the folder.
Thanks,
Marshall

Marshall Fields

Assistant Director

Information Disclosure and Records Division
Office of Sanctions Support and Operations
Office of Foreign Assets Control

U.S. Department of the Treasury

Confidentiality Notice:

This email may contain privileged, confidential and or law enforcement sensitive information which is
exempt from disclosure under applicable law. If you have received this communication in error, you are
hereby notified that any dissemination, distribution or copying of the communication is strictly prohibited. If
you have received this communication in error, please notify the sender.

From: (b)(6)

Sent: Wednesday, May 24, 2017 8:54 AM

To: Fi Jr

Cc:

Subject: RE: FOIA Case 2017-01-114 Task Search (b)(6) : Action needed

Thanks Marshall, these case notes narrow this quite a bit to something that’s doable. I don’t know if'it’s a quirk of the new tracking system

being used, but this narrower scope was not readily apparent to me looking at the case in the browser. Was I looking in the wrong place or
something?
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From: Fields, Marshall Jr
Sent: May 24, 2017 8:34 AM
To:

Cc:
Subject: FW: FOIA Case 2017-01-114 Task Search_I()I(GIM: Action needed
Importance: High

oo}

Do still believe that we need to meet to discuss contacting the requester to seek a further narrowing or can
move forward conduct the search for responsive records.

I will note that you can also conduct your search for responsive records in segments. This is not preferable
and will require tracking but this is doable and we can get moving on this case.

If we need to discuss, please let me know.
Thanks,
Marshall

Marshall Fields

Assistant Director

Information Disclosure and Records Division
Office of Sanctions Support and Operations
Office of Foreign Assets Control

U.S. Department of the Treasury

Confidentiality Notice:

This email may contain privileged, confidential and or law enforcement sensitive information which is
exempt from disclosure under applicable law. If you have received this communication in error, you are
hereby notified that any dissemination, distribution or copying of the communication is strictly prohibited. If
you have received this communication in error, please notify the sender.

C:
Subject: RE: FOIA Case 2017-01-114 Task Search (b)(6) : Action needed

(b))

We have gone back to this requester several times seeking modifications to his request and I would prefer
not going back to him again.

Could you please review the attached case notes and see if this provides a level of comfort for your search.
If not let set up some time to discuss.

Thanks,
Marshall

Marshall Fields

Assistant Director

Information Disclosure and Records Division
Office of Sanctions Support and Operations
Office of Foreign Assets Control

U.S. Department of the Treasury

Confidentiality Notice:

This email may contain privileged, confidential and or law enforcement sensitive information which is
exempt from disclosure under applicable law. If you have received this communication in error, you are
hereby notified that any dissemination, distribution or copying of the communication is strictly prohibited. If
you have received this communication in error, please notify the sender.
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From_ (b)(6)

Se ay 17, 2017 5:21 PM

To:
Cc: Fields, Marshall Jr; [JEQIG)
Subject: RE: FOIA Case 2017-01-114 Task Search (I Action needed

Thanks H@IGE Coming in a bit late to this, the request looks bigger than his willingness to pay. I personally am likely to have a very large
volume of documents, which I assume includes emails, relating to Sberbank. Many of those are probably subject to redaction for
classification or predecisional reasons. Additionally, these documents cover a HUGE range of issues related to the bank. Were we able to
narrow this guy down to something less broad? Maybe anything regarding Sberbank and financing of separatists, since that’s a component of
his questions?

(b)(6)
From: (b) (6)

Sent: ay 17, 2017 2:29 PM

To:
Cc: Fields, Marshall Jr; I@IG)
Subject: RE: FOIA Case 2017-01-114 Task Search (I : Action needed

(b)(E)}

Per feedback from Felicia, we are asking you to conduct a search for records responsive to FOIA No. 2017-01-114.

You will notice that search requests are now being sent via our new FOIA Application. Attached is a more detailed description of how to
respond to search requests going forward. I have tried to truncate the attached below.

(1) There is a link within the system-generated notification email (below) which will take you to your “My Cases To Review” section (think
of'this as your Inbox) in the FOIA Application/Module of OASIS. There, you will see a row corresponding to the Search Request for FOIA
No. 2017-01-114.

(2) Click on that hyperlinked case number. It will take you to the “Assi
(3) Scroll down (on the right) to the task called “Search_

(4) To view all of the documents associated with this search request, please click on the pencil next to your “tasking.” (See circled pencil
below.)

Task” section of the FOIA case.

search on the billing
sheet

- (b)(6) & 7 Parallel @

(b)(G) Director (b)(ﬁ) BATR20MT 5312017 0  Please search for In Prograss O

responsive records
dotumenting your
search en the billng
sheat

(5) There, you can open the normal documents associated with the FOIA search request, e.g. initial request, modified request, billing sheet,
search request sheet. (See the documents beside Documents Attached in the screenshot below.)

(6) Once you are ready to respond to the FOIA Office, please select the appropriate disposition, and select Save. (This will notify me that

you have completed your search.) For right now, you can continue to submit your search documentation and records to me as you normally

do.

2018-08-116: 008357



Task Name: Search | (b)(6) # of Documents: 5
Created Date: 17-May-2017
Documents Attached: [l Modified Request 041217

i) Billing Sheet_[QIG)

] Consolidated language of modified request

B8 FOIA Request

®l] Search Request Sheet_ (b) (6)

Linked Cases:
Division/Agency: [Director v
potoiconct OIONE
Assigned Date (51772017 e
Due Date: 53172017 5
Task’ Search Request v
Priority: [IHigh Priority
High Priority Reason:
Completed Date: | i
Disposition: [[Select] |

Please search for responsive records, documenting your search on the billing sheet.

Notes:

e

I hope this helps. Please let me know if you have any questions or if you’d like me to walk you through this process.

Thanks,

(b)(6)

From: ECM@ecm.treasury.gov [mailto:ECM@ecm.treasury.gov]
Sent: Wednesday, May 17, 2017 2:20 PM
To:

Cc:
Subject: FOIA Case 2017-01-114 Task Search (I Action needed

Workflow Notification

Please search your systems for records responsive to FOIA request 2017-01-114 and provide one clean copy of the records to me by COB
5/31/2017. Please follow these procedures:

1. If you believe that the search for records will take an inordinate amount of time or will produce a voluminous amount of records, prior to
conducting the search, please complete the billing sheet ASAP and return to me so that | can generate a bill and contact the requestor to see
if they are still interested.

2. If you believe that the request is too broad and the scope must be narrowed in order to conduct an appropriate search, prior to conducting
your search, please complete the attached billing and search request sheet and return to me ASAP. We will set up a time to speak to the
requestor to narrow the request.

3. If the request is not overly broad, time consuming or is likely to produce voluminous records, please conduct the search and provide the
responsive records to me by the date indicated. Complete the attached billing sheet by indicating who conducted the search for responsive
records and review, by pay grade and how long the search and review took. Indicate the number of records reproduced and return the billing
sheet and signed search request with the responsive records to the FOIA Office.

4. If you believe that another office has records responsive to this request, please let me know ASAP.
The office will process the records in accordance with the FOIA.
Please click on the link provided here to access the FOIA application and upload the electronic responsive records.

Hard copy responsiy; irectly to me, FOIA Admin. If you have any questions, please feel free to give me a call or
send me an email at
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Russia/Ukraine Doc Reguest

From: (b)(6)

To: "Baheri, Leila" (b)(6) >
Cc: (b)(6)

Date: Tue, 18 Jul 2017 16:49:31 -0400

Attachments: EO 13660 Former Regime Figure Mock Evidentiary.pdf (211.32 kB); EO 13660 Mock Destabilizer Evidentiary.pdf
(105.58 kB); OFAC 101 Presentation for Sep 29 - Oct 3 trip.pdf (1.72 MB); EO 13660.pdf (104.01 kB); EO 13661.pdf
(115.25 kB); EO 13662.pdf (103.84 kB); EO 13685.pdf (527.35 kB); FR Notice_Ukraine.pdf (2.01 MB); IEEPA.pdf
(21.02 kB)

Leila, does this help for what you want to provide to the Latvians?

From: (b) (6)

Sen

t: Friday, September 26, 2014 5:40 PM
To: IMNGIONN
H dlidn V.

Baheri, Leila; IOIG)

Subject: Documents for your records

Hi [(OIO)].

We will be bringing copies of the attached documents, but I wanted to send you these just in case we need to make extra copies while
in Kyiv.

Thank you for all of your help and see you next Tuesday. This will be the last time this week and next you’ll see us most of us e-
mailing you using our normal addresses as we’ve been issued new addresses and phone numbers (which Greg sent to you in a separate
e-mail) just for the upcoming trip.

(b)(6) (9)](9)

Gregory T. Gatjanis = (b)(6)

(b)(6)
(b)(6)

WIO)

(b)6) _
Supervisory Sanctions Investigator
U.S. Department of the Treasury
Office of Foreign Assets Control
Office of Global Targeting
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The information contained in this document is current as of September 29, 2014.
This document is explanatory only and does not have the force of law.
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e OFAC Overview
e Definitions

* Licenses and Exemptions
* Sanctions Programs

* Target Designation Business Process

* Designations, Publications, &
Reconsiderations

* OFAC’s Ukraine-Related Sanctions

2
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What is OFAC?

Office of Foreign Assets Control (OFAC)
U.S. Department of the Treasury

OFAC administers and enforces economic and trade sanctions
against targeted:

— Foreign governments
— Individuals

— Entities

— Activities

I
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Jurisdiction: Who May Be

Subject to OFAC Sanctions?

OFFICE OF FOREIGN ASSETS CONTROL

e Individuals:
— U.S. citizens and permanent resident aliens anywhere in the world
— Individuals, regardless of citizenship, physically located in the U.S.
* Entities:
— Organized under the laws of the United States (incl. foreign branches)
— Physically located in the United States
* Transactions:

— Transactions by foreign persons (entities or individuals) to the extent
that they involve the United States or otherwise have a U.S. nexus

— In limited circumstances, transactions involving controlled U.S.-origin
goods or technology

—T

2018-08-116: 008364



_0‘,.:..1; B \ g F,
& ) \ . ~ /
i A \ -
it =
&
i

=7

operty and Property Interest,
31 C.F.R. Part 594.309*

“Property” — broad term that includes contracts and
services “of any nature whatsoever, and any other
property, real, personal, or mixed, tangible or intangible, or
interest or interests therein, present, future, or contingent.”

31 C.F.R. Part 594.306*

“Interest” — when used with respect to property, an
interest of any nature whatsoever, direct or indirect.

*Note: Terms as defined in the Global Terrorism Sanctions Regulations, 31 C.F.R. Part 594.

.
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OFAC Terminology:

Blocking
BLOCKING

OFFICE OF FOREIGN ASSETS CONTROL

“Freezing” property under U.S. jurisdiction

Across-the-board prohibitions on transfers or
transactions involving the blocked property

Title of blocked property remains where it was. There is
generally no seizure of the assets by the USG.
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Licenses & Exemptions

OFFICE OF FOREIGN ASSETS CONTROL

General License

e Regulatory provision authorizing otherwise prohibited transactions
 No separate authorization necessary

e Incorporated into the regulations or on OFAC’s website

Specific License

e Authorization from OFAC issued to a specific person or persons on a case-by-
case basis

e |Issued to a specific individual or company

e Allows a specific activity that would otherwise be prohibited

Exemptions

e Exemptions are generally regulated by Congressional statutes and require that
certain transactions not be subject to sanctions (i.e.: most transactions
involving information and informational materials, travel and travel related
transactions, etc.)

_7
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Sanctions Programs

CO mp rEh ens ive Pro grams OFFICE OF FOREIGN ASSETS CONTROL
Sudan, Cuba, Syria, Iran (ITSR)

Limited Programs

Burma, Conflict Diamonds, North Korea

List-Based Programs

(Activity): Counter-Terrorism, Non-Proliferation, Counter Narcotics
Trafficking, Transnational Criminal Organizations, Somali Piracy,
Grave Human Rights Abuses Via Information Technology, Foreign
Sanctions Evaders

(Regime): Balkans, Belarus, Cote D’lvoire, Democratic Republic of the
Congo, Former Liberian Regime of Charles Taylor, Iraqg, Lebanon,
Yemen, Ukraine, Zimbabwe

.
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« Burma

 North Korea

« Conflict
Diamonds

2018-08-116: 008370



List-Based Programs:

» Balkans

* Belarus

» Cote D’lvoire

* DR Congo

* Iraq

« Lebanon

 Fmr C. Taylor
regime (Liberia)
» Ukraine-related

* Yemen

 Zimbabwe
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» Counter-Terrorism
* Non- Proliferation

* Counter-Narcotics
Trafficking

» Somali Piracy

* Transnational
Criminal Organizations

» Grave Human Rights
Abuses Via Information
Technology

» Foreign Sanctions
Evaders
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OFAC’s Website

Terrorism and Financial Intelligence
History Office of Foreign Assets Control (OFAC)

Mission History Contacts
Speci i i Is and Blocked Persons List
ecially Designated Nationals List Pa

= Search the SDN List

News and Frequently Updated Content

OF. ; site on a regular basis. Information on the latest changes to OFAC's site can be found below.
OFAC Recent Actia

= Press Center

Sanctions Programs and Counfry Information

OFAC administers a number of different sanctions programs. The sanctions can be either comprehensive or selective,
using the blocking of assets and trade restrictions to accomplish foreign policy and national security goals.

« [ran Sanctions

= Non-proliferation Sanctions
= Syria Sanclions

» Counter Terrorism Sanctions
= Counter Narcotics Sanctions

d;:er Sanctions Programs and Country tnformaD

General OFAC Information and Guidance

In addition to providing guidance on specific sanctions programs, OFAC provides information on a number of sanctions-
related issues that span multiple programs or that may affect specific industries.

s Frequently Asked Questions

www. treasury.gov/ofac
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Contact Information

OFAC Homepage:
www.treasury.gov/ofac

OFAC Compliance Hotline:

1-800-540-6322 or 202-622-2490

Email: OFAC_Feedback@treasury.gov

14
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TARGET DESIGNATION BUSIN

PROCESS

OFFICE OF FOREIGN ASSETS CONTROL

Target Pkg
Senior USG Development Data Entry for SDN Final Inter-agency
Policy & Equities is completed by Piiss SDN Team Review & Final OFAC
Guidance Checks Sufficiency Investigators di Coordlnatlon Approval Review
_I_ Review | Coordination %
I 0FAC| I i Fo renga . .
Tomgut Sil:]tiI;n Leg.T,al DOt Prepare Press Treasury Interagency When Policymaker
Selection Neview [Stelen) Release Clearance Clearance appropriate Approval
and vetting Review

¢ (Possible Change, Pace, and Redirection) '
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OFFICE OF FOREIGN ASSETS CONTROL

* Designations are the result of multi-faceted
Investigations.

e Within OFAC, the Office of Global Targeting is
in charge of investigating sanctions targets as
well as reviewing delisting (removal) petitions.

* |Investigations serve to gather information that
supports the conclusions set forth in
administrative records called evidentiary
memoranda.
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Designations - cont

OFFICE OF FOREIGN ASSETS CONTROL

* Information used in evidentiary memoranda summarizes
reports and articles obtained from open and classified
sources, including news articles, company websites, business
websites, NGO reports, other government information, law
enforcement reports, court decisions, and various classified
sources.

e The totality of the information summarized in each
evidentiary memorandum should provide the agency with a
basis to determine that there is a reason to believe that the
entity or individual meets the criteria for designation pursuant
to the relevant executive order’s specific designation
criteria/criterion.

I
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OFFICE OF FOREIGN ASSETS CONTROL

e Designation evidentiary memoranda are reviewed by a
number of USG legal components, including OFAC’s
Counsel, the U.S. Department of Justice, and State
Counsel.

e Each designation may be challenged in U.S. court, so
each designation should be backed by supporting
documentation in the form of an evidentiary and
supporting exhibits.

e Although the U.S. Department of the Treasury
administers most sanctions programs and designations,
the designation process is consultative and includes, at a
minimum, consultations with the Department of State.
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Designations - cont

OFFICE OF FOREIGN ASSETS CONTROL

* Once the designation information is summarized in the
administrative records, OFAC investigators work with OFAC IT to
ensure that identifier information for each SDN or SSl is accurate
and ready for publication on the day of the listing by OFAC.

e |dentifiers can include the following:

— For individuals: At a minimum, a year of birth is necessary.
Other identifiers include place of birth, national ID or passport
number, email address(es), phone number(s), address, title,
and any other information that uniquely identifies the target.

— For entities: at a minimum, the full name and address of the
entity are necessary. Additional identifiers may include alternate
addresses, entity registration number(s), tax ID numbers,
website addresses, phone numbers, and any other information
that uniquely identifies the target
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Designations - cont

OFFICE OF FOREIGN ASSETS CONTROL

— U.S. persons are required to comply with U.S. sanctions regulations,
including a prohibition in dealing with, directly or indirectly, SDNs or
their property or interests in property.

— ldentifiers allow U.S. persons (financial institutions, exporters,
importers, the USG, individuals, and all persons subject to U.S.
jurisdiction) to UNIQUELY IDENTIFY the target.

— ldentifiers of OFAC sanctions targets are published on OFAC’s Recent
Actions pages on the day of the listing and subsequently in the Federal
Register which is the USG repository of USG actions, rules, and
regulations.

— In addition, Treasury issues press releases that summarize the reasons
why persons are subject to sanctions pursuant to a relevant
authorities. The press releases, along with the SDN updates and
Federal Register notices serve as legal notices to the public and to the
target(s) of the reasons for the designation(s).
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Designations - cont

OFFICE OF FOREIGN ASSETS CONTROL

e Publication of our sanctions lists (i.e.: SDN list), regulations,
Executive Orders, General Licenses, Penalties, and other
relevant documents governing the administration of our
sanctions regimes is key to the effective and consistent
implementation of U.S. sanctions and to gaining the public’s,
policymakers’, courts’, and legislators’ trust and confidence in
the proper administration of our sanctions regimes.

e Since the blocking of SDN property and interests in property is
done by U.S. persons, and because U.S. persons are generally
prohibited from dealing with SDNs, the U.S. public needs to
be notified about the sanctions actions in order to comply
with the law.
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OFFICE OF FOREIGN ASSETS CONTROL

OFAC'’s prohibited parties list

Currently, over 5,800 individuals
and entities identified by OFAC

Blocked individuals, entities,
vessels, banks all over the globe
with whom or with which
transactions are prohibited

UPDATED FREQUENTLY

/ *Recent addition: Ukraine
Sanctions-based designations

I
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SDN ENTRIES UPDATES

OFFICE OF FOREIGN ASSETS CONTROL

U.S DEPARTMENT OF THE TREASURY
Resource Center

Ukrainsreiated Tanotions; Publication of Exsoutive Order 13882 Ssotoral 3anciions
identiNoations List

Tnacena
Amenanen! o e TTIE2014 sanocuncement (made on NITU204)

On TNEN014 OFAC siso reisssed Lirsine Gesersl Licosss MNumber 1 - Bothorieng Certsin Trassscioss
Fosluted o Defvutivas orader Directhee 1 and 2 of Evecutive Crder 13882

Toduy, OFAC @ inkodecing te S ] Sench el Lad to idenily persams opereiing N seciors of Be
Russisn sconamy derified by e Secebey of T Tresary pursuset 0 Exscufes Order 13820 Dirsctives found
withn e bl dewcr b crohrieiorm o des nos wd B pereoo conited

Speciaily Uesignaies Natonais Ust Updais
In sddilon, e iollowing ndividusls have Bean sdded ¥ OFAC'S SDN List:

BESEDA, Serpey jnba BESEDA Sergel sba BESEDA Sergel Ceesiowoch|; D08 19484, Communder of the Fies
Bervice of the FSE, Commender of Be Bervice lor Operstiorsd inforrston sod i-termat onel Comeoricstons of $he
FSH, FSB Colosel Gerersd, Colosel-General [Indvicu) JUKRAINES

BORODAI Alslmand jaka BORODAI, Alerandery DOB 25 Jul 1972 monilty Russis (indvicul) fUIKRAINE]
NEVERON, Sergel henowich [u ke NEVEROY, Segel, uia NEVEROY, Sergeyl DOB 21 Dec ve8r, PO
Tombitmgol Rumwn, Depoty Crbermn of B St Durm of e Rossdes Federstion, Member of the Stete Duma
Comsation on Hossing Policy snd Housleg wed Comesune Services jindividesd] [LIKRAINED]

SAVELYEY, Oleg Genskhowich, DOB 37 Oct 19085 POS 81 Petessburg, Russs, Minster tor Comees Afaies
[irvcivichus) FUKRAINED]

BHEHEGOLEV, lgor (atn SHCHYOGOLEY, igor Olegavich] DO 10 Now 1985, POS Vinnites, Ulkesing, st FOS
ﬂ-—mmmuhh—uunn—-mmm
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OFFICE OF FOREIGN ASSETS CONTROL

The felicwing entithes hive been asded 1o OFAC's SDN List:
DONETSK PEOFLES REPUBLIC, Domnsiak Ragion, Ukrsing [UKRAINE]

FEDERAL STATE UNITARY ENTERPRISE STATE RESEARCH AND PRODUCTION ENTERPRISE BAFAIT (aka
FEDERAL STATE UNITARY ENTERPRISE, STATE RESEARCH AND PRODUCTION ENTERPFRISE BAZALT,
ke FEUE SRPE BATALT a ke STATE RESEARCH AND PRODUCTION ENTERPROSE BARRIT) o2
Vebmminovekoys, Moscow 105308, Boxsie, Webwis wees betait ru, Emsl Addrems moscownBtansit ny [LERAMNED

FEQDOS YA ENTERPRISE (e FEODOSIA O0 PRODUCTS SUPPLY GO mmumw
ON PROVIDNG Ol PRODUCTS abts FEODOSIYEKE CONMPANY FOR THE OIL. aka THEODOSYA,
TERMPMAL)Y Fecdosys, Geslogichesiongs o 2, Crimas 38107, Ulcsise, Feodosks, B ﬂ-ﬁ*ﬂltﬂ-—ﬂhﬂ?
Ubrnine [LKRANE]

JOINT STOGK COMPANY CONGERN RADIG-ELECTRONIC TECHNOLOGES ( ka GONCERN RADIO-
ELECTRONIC TECHNOLOGIES, ks “KRETT 200 Korp. | 1 Gonchmrmays, Moscow 10040, Russie, Wetsdte
% fwwew it o, fegitration |D 10877 SS0B468% [UKRAINED]

JOINT ETOCK COMPANY CONCERN SOZVETDIE (wba J8C CONCERN SOTVEITHE) 14 Makten oy

Sieel, Voronars, Roasie. 14 Ul Pekhanowskays, Vorosssh, Yorossrtmboys obl 308018, Russts. Faghkrution 1D
10530044 STET [UKFAINED].

JOINT STOCK COMPANY MLITARYINDUSTRIAL CORPORLTION NPO MASHINOSTROYENA jaka. JOINT
STOCK COMPAMY MILITARY INDUSTRLAL CONSORTILIM NPO MASHNOSTROYENA, alka JSC MIC NPO
MASHINOSTROYENIA, e WIC NPO MASHINCETROYENA JBC, alua WIS NPO MASHRMOSTROYENIYA
JEC; nka. MILITARY INDUSTRIAL CORPORATION MPO MASHMOSTROENA O&D, aba OPEN JONT BTOCK
COMPANY NILITARY INDUSTRIAL CORPORATION SCIENTFIC AND PROOUCTION MACHINE BUILDMNG
ASSOCIATION, mjka VOENND-FROMYEBHLERNAYA KORFURATEIYA NAUCHNO-PFROUOVOUOSTVENKROE
OEE MNENE WASHINGSTROENIYA GAD, a ke VPK NPO MASHINOSTROENYA), 13, Gagerne 51, Rmdow-
Sorwn, Moscow Region T4305E Fussis, 33 Gegesn Stresl Aoy, Moscow Regios 143088, Fussie, 53 Gagerine ol |
Amutow, Moskessborys obl 143058, Russis Wairsie serw spomesh ne Emell Adcress: . Errml
Adcrass vphinpomast su, Reghiragion 10 1075012001400 (Russie), Tax 0 Mo, SO120007E (Russie), Sovessrment

Cin e Narrber 07501 730 (Fommia] [LMRAMED]

JOINT-STOCK COMPANY CONCERN ALMAT-ANTEY (abka ALMAZ AMTEY CORP, abe ALMAT-ANTEY
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Reconsiderations

OFFICE OF FOREIGN ASSETS CONTROL

e Each Specially Designated National and Blocked Person (“SDN”) or
any person listed on OFAC’s SSI list may request administrative
reconsideration of his, her, or its designation or identification, and
subsequent listing by OFAC.

e Procedures governing removal (delisting) from the SDN or other
lists can be found in 31 C.F.R. Part 501.807
(http://www.gpo.gov/fdsys/pkg/CFR-2013-title31-vol3/pdf/CFR-
2013-title31-vol3-sec501-807.pdf) .

e OFAC will investigate whether or not a person continues to meet
the designation criteria pursuant to a relevant Executive Order and
whether changed circumstances warrant a removal consideration.
As is the case with designations, reconsiderations requests
investigations are summarized in administrative records. OFAC will
issue a written decision to the applicant or the applicant’s Counsel
at the end of this review process.

I
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Executive Order 13660 o,

OFFICE OF FOREIGN ASSETS CONTROL

e EO 13660 issued on March 6, 2014 targeting
persons:

Undermining Ukraine’s democratic processes and institutions;

Threatening peace, security, stability, sovereignty, or territorial
integrity of Ukraine;

Misappropriating state assets of Ukraine or of economically significant
entities in Ukraine;

Asserting governmental authority over any part of Ukraine without the
authorization of the GOU;

Who are leaders of entities that have or whose members have been
involved in the above;

That are owned or controlled by persons blocked pursuant to EO
13660.

Who/that provide material, financial, or technological support to

2018-08-116: 008389



Executive Order 13661

OFFICE OF FOREIGN ASSETS CONTROL

e EO 13661 issued on March 16, 2014, targeting
persons determined to:

— Be officials of the Government of the Russian Federation

— Operate in the arms or related materiel sector in the
Russian Federation

— Be owned or controlled by or acting for or on behalf of:
e Senior officials of the Government of the Russian Federation
e Persons blocked pursuant to EO 13661

— Provide material, financial, or technological support to:
e Senior officials of the Government of the Russian Federation
e Persons blocked pursuant to EO 13661

I
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Executive Order 13662

OFFICE OF FOREIGN ASSETS CONTROL

e EO 13662 issued on March 6, 2014 targeting
persons determined to:

— Operate in such sectors of the Russian Federation
economy as may be determined by the Secretary of the
Treasury, in consultation with the Secretary of State, such
as the financial services, energy, metals and mining,
engineering, and defense and related materiel sectors;

— Be owned or controlled by, or are acting for or on behalf
of, persons blocked pursuant to EO 13662.

— Provide material, financial, or technological support to
persons blocked pursuant to EO 136620
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Major OFAC Sanctions Actions

Taken With Respect to Ukraine

e March 6, 2014: President Barack Obama
declared a national emergency with respect to
the situation in Ukraine and issued Executive

Order 13660

e March 16, 2014: President Barack Obama
issued Executive Order 13661

e March 20, 2014: President Barack Obama
issued Executive Order 13662
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Major USG Sanctions Actions Ta ken

With Respect to Ukraine — cont.

OFFICE OF FOREIGN ASSETS CONTROL

March 17, 2014: Treasury Designates Four Individuals Involved in Violating
Ukrainian Sovereignty (http://www.treasury.gov/press-center/press-
releases/Pages/jl2326.aspx)

March 20, 2014: Treasury Sanctions Russian Officials, Members Of The Russian
Leadership’s Inner Circle, And An Entity For Involvement In The Situation In
Ukraine (http://www.treasury.gov/press-center/press-
releases/Pages/il23331.aspx)

April 28, 2014: Announcement Of Additional Treasury Sanctions On Russian
Government Officials And Entities (http://www.treasury.gov/press-center/press-
releases/Pages/il2369.aspx)

June 20, 2014: Treasury Sanctions Additional Individuals For Threatening The
Territorial Integrity Of Ukraine (http://www.treasury.gov/press-center/press-
releases/Pages/il2438.aspx)
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Major USG Sanctions Actions Ta ken

With Respect to Ukraine — cont.

OFFICE OF FOREIGN ASSETS CONTROL

e July 16, 2014: Announcement of Treasury Sanctions on Entities Within the
Financial Services and Energy Sectors of Russia, Against Arms or Related Materiel
Entities, and those Undermining Ukraine's Sovereignty
(http://www.treasury.gov/press-center/press-releases/Pages/jl2572.aspx)

e July 29, 2014: Announcement of Additional Treasury Sanctions on Russian
Financial Institutions and on a Defense Technology Entity

(http://www.treasury.gov/press-center/press-releases/Pages/jl2590.aspx)
e September 12, 2014: Announcement of Expanded Treasury Sanctions within the

Russian Financial Services, Energy and Defense or Related Materiel Sectors
(http://www.treasury.gov/press-center/press-releases/Pages/jl2629.aspx)
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Executive Order 13660 Designations;

4 entities & 19 Individuals

-_—
OFFICE OF FOREIGN ASSETS CONTROL

NAME ADDRESS TYPE

Kirova / per. Sovnarkomovskaya, 52/1, Simferopol,
ICHERNOMORNEFTEGAZ ICrimea, 95000, Ukraine Entity
DONETSK PEOPLEZE™S REPUBLIC Donetsk Region, Ukraine Entity

Feodosiya, Geologicheskaya str. 2, Crimea, 38107,
FEODOSIYA ENTERPRISE Ukraine Entity
LUHANSK PEOPLE'S REPUBLIC Luhansk Region, Ukraine Entity
IAKSYONOV, Sergey Valeryevich Individual
BOLOTOV, Valery individual
BORODAI, Aleksandr individual

ICHALIY, Aleksei Mikhailovich |Individual

[Shenkurskiy Passage (Proyezd), House 8-6,
IGIRKIN, Igor Vsevolodovich lApartment 136, Moscow, Russia individual

KAUROV, Valery Vladimirovich individual
KONSTANTINOV, Viadimir Andreyevich

15/9 Ulitsa Turgeneva, Apt. 9, Simferopol, Crimea,
MALYSHEV, Mikhail Grigorevich Ukraine
MEDVEDCHUK, Viktor

22 Ulitsa Oktyabrskoi Revolutsii, Building 9, Apt.

MEDVEDEV, Valery Kirillovich 14, Sevastopol, Crimea, Ukraine Individual
MENYAILO, Sergei Ivanovich individual
PONOMARYOV, Vyacheslav individual
PURGIN, Andrey Yevgenyevich |Individual
PUSHILIN, Denis Individual
[TEMIRGALIEV, Rustam llmirovich individual
[TSEKOV, Sergey Pavlovich |Individual
[YANUKOVYCH, Viktor Fedorovych individual
[ZHEREBTSOV, Yuriy Gennadievych 23 Ulitsa Koltsevaya, Yevpatoria, Crimea, Ukraine |individual
18 Ulitsa D. Ulyanova, Apartment 110, Simferopol,

[ZIMA, Pyotr Anatoliyovych [Crimea, Ukraine Individual
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Executive Order 13661 Designationg

38 entities & 32 Individuals

ecutive Order 13661 Designations

ADDRESS

TYPE

fuousnica

J474, Sevastopolskiy Ave., of. 304, Moscow,
117186, Russia

VA GROUP LLT

j.VIA GROUP NORD LLC

EANE ROSSIYA

[CASC ZEST

[z Liter A PI. Rastrelli, 5aint Petersburg,
Russia

2 Liter a Pl Rastrell, St. Petersburg, 191124,
russia

FEDERAL STATE UNITARY ENTERPRISE STATE
RESEARCH AND PRODUCTION ENTERPRISE

32 velyaminovskaya, Moscow, 105318,
i3

OINT STOCK COMPANY ALMAZ-ANTEY AIR
DEFENSE COMNCERN MAIN SYSTEM DESIGN
PUREAL NAMED BY ACADEMICIAN A A,
RASPLETIN

[T Entity |
001, Dostoevskogo Street, Ufa,
NVESTCAPITALBANK Republic, 450077, Russia i

[16-80, Leningradsky Prospect, Moscow,
j125: Russia.

DINT STOCK COMPANY CONCERN RADIO-
NIC TECHNOLOGIES

2001 Korp. 1 ul. Gonchamaya, Moscow ,
09240, Russia

OINT STOCK COMPANY MILITARY-
JNDUSTRIAL CORPORATION NPO

PAASHINOSTROYENIA

OINT-STOCK COMPANY CONCERN ALMAZ-

JENTEY

|SE SOBINBANK
JiSC V. TIKHOMIROWV SCIENTIFIC RESEARCH

INSTITUTE OF [INSTRUMENT DESIGN
KO CONCERN

JLALININ MACHINE PLANT ISC

KONSTRUKTORSKOE BYURD
PRIBOROSTROEMNIYA OTEKRYTOE

33, Gagarina St., Reutov-town, Moscow
ion, 143066, Russia

Korp. 56 0. 4 Etazh ul. Rochdelskaya,
iscow, 123022, Russia

3 L. Gagarina, Zhukovski, Moskovskaya Obi,
Russia

j18 prospekt Kosmonavtoy, Ekaterinburg,
I wobl_ 620017, Russia

PKTSIONERNOE OBSHCHESTVO

59 shcheglovskaya Zaseka ul,, Tula, 300001,

i

3, Derjabin Pr., izhevsk , Udmurt Republic,
£ o

Executive Order 136!

OFFICE OF FOREIGN ASSETS CONTROL

ETROYTRANSGAZ HOLDING

|33 Stasinou Strest, Office 2 2003, Nicosia

fHouse 65, Novocheremushkinskaya , Moscow,

[movTRanseAz e 117418, Russia
fHouse 58, Novocheremushkinskaya 5t
ETROYTRANSGAZ QJSC paoscow, 117418, Russia [Entity

= e == NAME ADDRESS | vvee |
IVANOV, Victor Petrovich Jindividuall
Y TISHCHINGK] MASHINOSTROITELNY ZAVOD, |4 ul. Kolontsova Mytishchi, Mytishchinski Raion, 3
o] IMoskovskayaobl, 141009, Russia Entity KLISHAS, Andrei
o 0o P  p1. sobing, ool iy, Moskovskaya ob,, [KOVALCHUK, Yuri Valentinovich
[ENTERPRISE' 141700, Russia JEntity KOZAK, Dmitry
koZHIN, Viadimir Igorevich Jindividuall
14 ul Moloderhnaya Rabochi pos. vanino, MATVIYENKO, Valentina lvanovna Individuall
e e EER ] Taon Paraniid s, e IMIRONOV, Sergei Mikhailovich Jingividuall
e et oo MIZULINA, Yelena rndi\ridual|
o i ; e MUROV, Evgeniy Alekseyevich Individual
TROVGAZMONTAZH frussia NARYSHKIN, Sergey Yevgenyevich Jindividuall
| it it il e NEVEROV, Sergei Ivanovich Iindividual|
ATRANSGAZ GROUP 125254, Russia 0ZEROV, Viktor Alekseevich Jindividual|

PANTELEEV, Oleg Evgenevich

PUSHKOV, Aleksei Konstantinovich

ROGOZIN, Dmitry Olegovich

ROTENBERG, Arkady

|Indi\rid ua!

ROTENBERG, Boris

|Individual|

I26th Meeting of the Communist Party Street,

fHouse Zv, Novy Urengoy, Tyumenskaya Oblast,
[ramalo-henetsky Autonomous Region, 629305,

RYZHKOV, Nikolai Ivanovich

ISAVELYEV, Oleg Genrikhovich

ISECHIN, lgor

R SERGUN, Igzor Dmitrievich [ndividuall
E mﬂ"f:;glm COMPANY INVESTMENT Litgra Pl. Rastrelli, St. Petershurg, 191124, sHCH EGOLEV, |g0f Ilnd“"duall
- oot SLUTSKY, Leonid Jindividuall

197045 Russia Entity ISURKOV, Viadislav Yurievich |lndi\rid ual|

[NIMCHENKO, Gennady |Geneva, Switzerland individual

CORPORATION 0, st 191110 Russis  femtity TOTOONOV, Aleksandr Borisovich Jindividuall

Vistochnoye shasse, 28, Nizhny Tagi, 622007, VOLODIN, Vyacheslav Jindividual

— [YAKUNIN, Viadimir lvanovich Jindividuall

3, rue de la Reine, L-24:

[PHELEZNYAK, Sergei Wladimirovich

Ilndi\rid uall

2018-08-116: 008396

36



Executive Order 13662 Designation:

14 Entities

: -_—
OFFICE OF FOREIGN ASSETS CONTROL

NAME ADDRESS TYPE

JAK TRANSNEFT OAD 57 B. Polyanka ul.,, Moscow, 119180, Russia [Entity
ﬁfls Korp. 3 ul. Rozhdestvenka, Moscow, 107996,

BANK OF MOSCOW ussia [Entity
16, Building 1, Nametkina 5t., Moscow, 117420,

IGAZPROMEBANK OAD [Russia Entity

LUKCIL OAD 11 Sretenski boulevard, Moscow, 101000, Russia |Entity
22 A, Pobedy Street, Tarko-Sale, Yamalo-Nenets

JOAQ NOVATEK JAutonomous District, 629580, Russia Entity

-5 Pochtamtskaya St., St. Petersburg, 150000,

I0JS5C GAZPROM NEFT ussia Entity
16 Nametkina 5t., Moscow, Russia, GSP-7,

JOPEN JOINT STOCK COMPANY GAZPROM 117997, Russia Entity

JOPEN JOINT-STOCK COMPANY ROSMEFT OIL 26/1 Sofiyskaya Embankment, Moscow, 115035,

ICOMPANY [Russia Entity

JROSTEC 24 Usacheva ul., Moscow, 119048, Russia Entity

JRUSSIAN AGRICULTURAL BANK B, Gagarinsky Pereulok, Moscow, 119034, Russia [Entity

ISBERBANK OF RUSSIA 19 ul. Vavilova, Moscow, 117997, Russia Entity
|korp. 11 Grigoriya Kukuevitskogo ul., Surgut,

BURGUTNEFTEGAS [Tyumenskaya oblast, 628404, Russia Entity
9 Akademika Sakharova prospekt, Moscow,

[VNESHECONOMBANK 1107996, Russia Entity
29, Bolshaya Morskaya str., St. Petersburg,

[VTE BANK DAD 150000, Russia Entity
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QUESTIONS?

OFFICE OF FOREIGN ASSETS CONTROL
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