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RE: Stats on E.O. 13661 Designations 

From: (b)(6) 
To: (b)(6) 

Date: 

GOt it but the designation prong is probably then acting forlon behalf ofKilasllilikov, right? Not operating in the artnSlmaterial 
sector? I think we need to ~acrual press release or FRN 10 confirm the prongs. I don', know how lilre sensitive this question is, 
but il seems like sorrethin!lifljf0uld find, given row busy everyone is. 

The individuals were acting for or on behalf of Kalashnikov entities. 

Were the individU3ls designated spec~ for operating the arms/material sector? My recollection is that we ltied that for entities, 
but I could be wrong. Feel free to ask ll/lrlto pull the press releases aoo check. 

(b)(6) 

Between Kalashnikov and everything tied to t he BUK missile, I count 17 entities and 7 ind ividuals. Does that sou nd right to 
everyone? 

_ earn, 
Do you know how many persons have been designated pursuant to E.O. 13661 for operating in the aI'Tffi or related materiel 
sector in Russia? 

(bIl6) 

oftJr Treasury 

This message was secured by Zix Corp ®. 
To reach ZixCoip, go to: http://www.zixeotp.com 
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RE: Stats on E.O. 13661 Designations 

From: 
To: 

Cc: (b)(6) 
Date: Thu. 19 JuI2018 15:20:32 -0400 

Attachments: UKRAINE-Rus Arms entitites.xJsx (17.4 kB) 

Attached is some information that you may find useful. The chart includes designated defense entities under 13661. I'm not 
sure why I made this chart in the first place but I think it was to denote Kalashnikov Concern actions that you see highlighted 
in yellow. The chart does not include entities designated under 13662. That E.O also includes sectoral designations of defense­
related entities and subsequent identification of subsidiaries li nked to 551s. 

From (b)(6) 

Probably the total numbers to include primary and derivatives. This is for a possible question that may come up in a briefing 
we have with SASe next week. Thanks so much for looking into this. I tried to find the answer myself through Oasis but realized 
I couldn' t drill down to this speCific prong. 

Can you clarii}' whether you !rean designatioll'l specifically wing the prong "operating in the artIE or related material sector in Russia" 
or any designatioll'l of persons/emities that operate in that sector (i.e. Kalashnikov derivatives)? The numbers may be slightly different. 

. Team, 

Do vou know how many persons have been designated pursuant to E.O. 13661 for operating in the arm<; or related materiel 
sector in Russia? 

(bIl6) 
SanctIOns Investigator 
Office of Global Targeting 
Office of Foreign Assets Control 

the Treasury ... , I I ' 

(b)(6) 

This message was secured by Zix Corp ®. 
To read! ZixCoip, go to: http://wv .... aixaxp,oom 

This message was secured by Zix Corp ® . 
To read! ZixCexp, go to: http:lAww zillrocpCOOl 
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Name Press Release Address Type Program(s) List

FEDERAL STATE UNITARY ENTERPRISE STATE RESEARCH AND PRODUCTION
ENTERPRISE BAZALT

https://www.treasury.gov/press center/press
releases/Pages/jl2572.aspx?forward=f239b31d 8347 4ea3 9057
7fe3cf0d7942 32 Velyaminovskaya Entity UKRAINE EO13661 SDN

INSTAR LODZHISTIKS, OOO https://home.treasury.gov/news/press releases/sm0266
d. 20 str., 7 ofis 102V, ul.
Elektrozavodskaya Entity UKRAINE EO13661 SDN

IZHEVSKY MEKHANICHESKY ZAVOD JSC
https://www.treasury.gov/resource center/sanctions/OFAC
Enforcement/Pages/20150730.aspx 8 Promyshlennaya Str. Entity UKRAINE EO13661 SDN

JOINT STOCK COMPANY ALMAZ ANTEY AIR DEFENSE CONCERN MAIN SYSTEM DESIGN
BUREAU NAMED BY ACADEMICIAN A.A. RASPLETIN

https://www.treasury.gov/resource center/sanctions/OFAC
Enforcement/Pages/20140912.aspx 16 80, Leningradsky Prospect Entity UKRAINE EO13661 SDN

JOINT STOCK COMPANY CONCERN RADIO ELECTRONIC TECHNOLOGIES https://www.treasury.gov/press center/press releases/Pages/jl2572.aspx 20/1 Korp. 1 ul. Goncharnaya Entity UKRAINE EO13661 SDN

JOINT STOCK COMPANY CONCERN SOZVEZDIE

https://www.treasury.gov/press center/press
releases/Pages/jl2572.aspx?forward=f239b31d 8347 4ea3 9057
7fe3cf0d7942 14 Plekhanovskaya Street Entity UKRAINE EO13661 SDN

JOINT STOCK COMPANY MILITARY INDUSTRIAL CORPORATION NPO
MASHINOSTROYENIA

https://www.treasury.gov/press center/press
releases/Pages/jl2572.aspx?forward=f239b31d 8347 4ea3 9057
7fe3cf0d7942 33, Gagarina St. Entity UKRAINE EO13661 SDN

JOINT STOCK COMPANY CONCERN ALMAZ ANTEY

https://www.treasury.gov/press center/press
releases/Pages/jl2572.aspx?forward=f239b31d 8347 4ea3 9057
7fe3cf0d7942 41 ul.Vereiskaya Entity UKRAINE EO13661 SDN

JSC V. TIKHOMIROV SCIENTIFIC RESEARCH INSTITUTE OF INSTRUMENT DESIGN
https://www.treasury.gov/resource center/sanctions/OFAC
Enforcement/Pages/20140912.aspx 3 Ul. Gagarina Entity UKRAINE EO13661 SDN

KALASHNIKOV CONCERN
https://www.treasury.gov/resource center/sanctions/OFAC
Enforcement/Pages/20150730.aspx 3, Derjabin Pr., Izhevsk Entity UKRAINE EO13661 SDN

KALININ MACHINE PLANT JSC
https://www.treasury.gov/resource center/sanctions/OFAC
Enforcement/Pages/20140912.aspx 18 prospekt Kosmonavtov Entity UKRAINE EO13661 SDN

KONSTRUKTORSKOE BYURO PRIBOROSTROENIYA OTKRYTOE AKTSIONERNOE
OBSHCHESTVO https://www.treasury.gov/press center/press releases/Pages/jl2572.aspx 59 Shcheglovskaya Zaseka ul. Entity UKRAINE EO13661 SDN

MOLOT ORUZHIE, OOO
https://www.treasury.gov/press center/press
releases/Pages/sm0114.aspx 135 ul. Lenina Entity UKRAINE EO13661 SDN

MYTISHCHINSKI MASHINOSTROITELNY ZAVOD, OAO
https://www.treasury.gov/resource center/sanctions/OFAC
Enforcement/Pages/20140912.aspx 4 ul. Kolontsova Mytishchi Entity UKRAINE EO13661 SDN

OAO 'DOLGOPRUDNY RESEARCH PRODUCTION ENTERPRISE'
https://www.treasury.gov/resource center/sanctions/OFAC
Enforcement/Pages/20140912.aspx 1 Pl. Sobina Entity UKRAINE EO13661 SDN

OPEN JOINT STOCK COMPANY "KONTSERN IZHMASH"
https://www.treasury.gov/resource center/sanctions/OFAC
Enforcement/Pages/20150730.aspx 3 Deryabin Proezd Entity UKRAINE EO13661 SDN

UNITED SHIPBUILDING CORPORATION https://www.treasury.gov/press center/press releases/Pages/jl2590.aspx 90, Marata ul. Entity UKRAINE EO13661 SDN

URALVAGONZAVOD

https://www.treasury.gov/press center/press
releases/Pages/jl2572.aspx?forward=f239b31d 8347 4ea3 9057
7fe3cf0d7942 28, Vostochnoye shosse Entity UKRAINE EO13661 SDN

BULYUTIN, Andrey
https://www.treasury.gov/resource center/sanctions/OFAC
Enforcement/Pages/20150730.aspx Individual UKRAINE EO13661 SDN

CHERNYKH, Tatiana V https://www.treasury.gov/press center/press releases/Pages/jl0314.aspx Individual UKRAINE EO13661 SDN

IOFFE, Eduard A https://www.treasury.gov/press center/press releases/Pages/jl0314.aspx Individual UKRAINE EO13661 SDN

KARAMYAN, Vakhtang https://www.treasury.gov/press center/press releases/Pages/jl0314.aspx Individual UKRAINE EO13661 SDN
KOLOSOV, Bogdan Valeryevich https://home.treasury.gov/news/press releases/sm0266 House 177, Apt. 64 Individual UKRAINE EO13661 SDN

OMELCHENKO, Aleksander
https://www.treasury.gov/resource center/sanctions/OFAC
Enforcement/Pages/20150730.aspx Individual UKRAINE EO13661 SDN

CHEMEZOV, Sergei https://www.treasury.gov/press center/press releases/Pages/jl2369.aspx Individual UKRAINE EO13661 SDN
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Stats for Monday Hill Briefing 

From: (b)(6) 
To: 
Cc: 

Date: Frt, 20 Jul2018 15:01:17-0400 
Attachments: Designation Stats SASC.docx (16.53 kB) 

•• Could you please pass the attached document for Greg per his request. He asked that I pull stats that may be useful for our 
briefing to the SASe next Monday. Please let me know if he wants any add itional information pulled. 

(b)(6) 

This message was secured by Zix Corp ®. 
To reach ZixCoip, go to: http://www.zixCiOlp.OOffl 

2018-08-116: 009212 



Statistics for Upcoming SASC Briefing 

General Designation Statistics (No time limits)
Vessels 264 (148 Iranian, 93 DPRK, 10 Syrian, 7 Libyan, 4 

Cuban, 2 Ukrainian/Russian)
Designations Targeting the Arms and Defense 
Sectors of Russia (E.O. 13661 and 13662)

Over 25 with numerous subsidiaries (i.e. 
KALASHNIKOV)

Russia/Ukraine Program 953
Cyber 54
Magnitsky and GLOMAG 126

Previous actions targeted foreign naval program:

1. On June 16, 2010, OFAC designated Iran’s Naval Defense Missile Industry Group, pursuant to 
E.O. 13382. The entity was involved in the development and production of cruise missiles and is 
responsible for naval missiles. 

2. On July 29, 2014, OFAC designated United Shipbuilding Corporation, pursuant to E.O. 13662 
for operating in the arms or related materiel sector in Russia. Specifically they were a Russian 
stated owned company that designs and constructs ships for the Russian Navy and was the largest 
shipbuilding company in Russia at the time of designation.

3. On January 12, 2017, OFAC identified the Syrian Arab Navy as a blocked agency of the 
Government of Syria pursuant to E.O. 13582.

4. On July 18, 2017, OFAC designated Qeshm Madkandaloo Shipbuilding Cooperative Co pursuant 
to E.O. 13382. This company was a supplier to the IRGC Navy for dockside equipment as well as 
general support and maintenance services.  They had served multiple IRGC-Navy bases and had 
received weapons from the IRGC Navy to test in the Straight of Hormuz. 

Russia Designation Statistics During the Trump Administration 
Total Russia Designations 197
Cyber Designations (E.O. and CAATSA) 30 Russia (49 total, other 19 were Iranian)
Russia/Ukraine Designations 136
Magnitsky and GLOMAG 8
Other Programs (DPRK, Syria, TCO) 23

2018-08-116: 009213
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• What is OFAC and what does it do? 
The Office of Foreign Assets Control (OFAC) administers and 
enforces economic and trade sanctions against targeted: 

• 

• 

• 

• 

Governments 

Individuals 

Entities 

Activities: Terrorism, Proliferation, Narcotics, Cyber, and 

Transnational Organized Crime 

OFAC is part of the Department of the Treasury's 
Office ofTerrorism and Financiallnteliigence (TFI) 

• What are OFAC's authorities? 
Presidential national emergency powers (e.g. IEEPA-based 
executive orders) 

Certain legislation, to impose controls on transactions and 

freeze assets under jurisdiction (e.g. CISADA) 

Many of the sanctions are based on United Nations and other 

international mandates, are multilateral in scope, and involve 

close cooperation with allied governments 

UNCLASSIFIED 

-OFFICE OF FOREIGN ASSETS COWROL 

... n " 

Tilt! "res ldt'nI ,---,,-­-... ... _ .. _---_ ..... -
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UNCLASSIFIED

Treasury: Organizational Structure

{ # }UNCLASSIFIED

***
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-OFFICE OF FOREIGN ASSETS COWROL 

Main Functions: Main Functions: Main Functions: Main Functions: 
• Policy Formation • Sanctions • Outreach to • Mission Support 
• Licensing Investigations Financia l Industry 
• Regulatory • Enforcement of 

Affa irs Sanctions and 
Regulations 

UNCLASSIFIED 201S"()8-116: 009221 
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-OFFICE OF FOREIGN ASSETS COt<l1"ROL 

• OFAC uses a variety of tools and information to 
identify potential targets: 

• Self-disclosures 
• Information received from other OFAC departments 
• Current investigations 
• Referrals from U.S. government agencies 
• Referrals from foreign government agencies 
• Publicly availab le information 

• Tips/informants 

OAte Q;elegmph 
1I0me \'<ieo N""". WOTId Sport rm;on.., Comment CllItn"" Tnu.l l.il~ Wo",",n 

USA As.... ann.. u.op. AllStnbsio Afri", Sou!h Amrieo Cmtru Asi.1 

In n lrlIq Isnel P.llestuli.l.nAuthonlr syru Jonkn ~ucliAnw llabnin ~ 

Iran 'trying to evade sanctions on oil e).,})orts' with night 
transfers near Malays ia 
Iran is tT)ing evade US sanctions by secretly storing oil bound for Asia li t a 
li ttle-known port in Malaysia. 

UNCLASSIFIED 2018-08-116: 009223 



UNCLASSIFIED

Gathering and Evaluating Information

Identify Target

Gather and Evaluate 
Information

Outreach

Evidentiary Drafting

Designation 
and Public 

Announcement

Post-designation 
Monitoring and 

Enforcement

• OFAC uses a variety of data streams to evaluate and 
validate potential violations of sanctions
• Information received from other OFAC departments
• Suspicious activity reporting from financial institutions
• Law enforcement information
• Intelligence community reporting
• Foreign government information
• United Nations expert panels

{ # }UNCLASSIFIED 2018-08-116: 009224



-OFFICE OF FOREIGN ASSETS COWROL 

• Treasury may conduct outreach to effect a change in 

behavior prior to designation 
• Foreign Travel by Treasury Principals 
• OFAC and TFI Attaches 

• Engagement with foreign governments 

• OFAC Compliance 
• Engagement with financial institutions 

• OFAC Enforcement 
• Engagement with non-financial institutions 

• Working level visits by Treasury TFI staff 

Treasury Targets Networks linked To Iran 

2J6I2014 
Undea!C;CX88 U. S. Commitment to Enforr;e Iran SanctionS WcxldNtoo 

Nay~. Hosselnpour, and Farsouden deceived the finantial regulaloty authori1ies of the: Republie of GMrgia by 
wi thholding required reports of transactions involving Iranian banks. The Government of Georgia has worked closely 
with tile United Siaies to detec t and address Illicit and deceptive Iranian behavior in Georgia, and it has taken s teps to 
ensure that Iranian entities under US and International S3r'IC iions are Pfe..-ented from exploiting the Georgian financ ial 
system. 

UNCLASSIFIED 2018-08-116: 009225 



-OFFICE OF FOREIGN ASSETS COWROL 

• OFAC drafts an evidentiary memorandum on the basis for a 
target's designation 

• An evidentiary memorandum is the administrative record of 
OFAC's legal basis for levying sanctions 

• Comprehensively sourced legal documents 
• Contain classified and/ or unclassified materia l 

• Evidentiaries are reviewed by Treasury legal counsel and 
Justice Department (DOJ) attorneys to ensure legal sufficiency 

• DOJ is responsible for defending OFAC actions in US. courts 

• Legal standard is administrative - "reason to believe" - but the 
stronger the case, the better 

• Department of State and other relevant agencies are 

consulted to ensure OFAC actions are consistent with, and 
complement, other u.S. government activities 

UNCLASSIFIED 2018-08-116: 009226 



w . [)I.PAR1Mu;ro .. nl~ TR(A'SIJRl 

----'--_.----""-, .. --. ----,---­,-....... -.. -_ .. -------------.. "'._-

J( .... ,UC .. ' .. 

.. " 0101: __ _ 

IK~ . _ ..... 0<. ... _ 

. ......... "'-----

-OFFICE OF FOREIGN ASSETS COWROL 

• After legal review and approval, OFAC's director signs a 
designation and blocking memorandum which formally 
sanctions the target 

• Sanctions are given public effect via OFAC's list of Specially 
Designated Nationals and Blocked Persons (SON List) and 
publication in the Federal Register 

• OFAC prepares a press release summarizing the basis for 
designation and information about the SON's activities 

• All OFAC actions, including designations and publications of 
documents, are posted on treasury,gov 

, --
.-.--- ... __ A ._ ...... _-... "'-_ ...... -._-_ .. -._ .... _" .... . -.-...... 
."-,,, ... 

UNCLASSIFIED 

OFFICE OF FOREIGN ASSETS CONTROL 
S9K'-'1y 0..1;"". N.uon..I$ MId 1Uoeti. Perwn. Utt 
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-OFFICE OF FOREIGN ASSETS COWROL 

• After designation, OFAC continues to monitor for 

compliance, enforcement, and additional targeting 
opportunities 

• Information received from other OFAC departments 
• Referrals from other USG agencies 
• Public information 

• Corporate records 
• Press reporting 

• Law enforcement and intelligence community reporting 
• Self-disclosures 
• Anonymous ti ps 

BNP P"ribu Admiu; Guilt and Agrefl 10 Pay $8.9 Billion 
Fine 10 U.S . ...... __ ..-.. ... - .,..-

UNCLASSIFIED 2018-08-116: 009228 



-OFFICE OF FOREIGN ASSETS COWROL 

• OFAC administers and enforces 28 sanctions programs and maintains over 
5,500 entries on the SDN List 

• Programs generally grouped by: 

Geographic: Belarus, Burma, Cuba, Iran, 
Libya, North Korea, Sudan, Syria, Yemen, 
and others 

Functional: Counter Narcotics Trafficking, 
Counter Terrorism, Malign Cyber Activities, 
Non-Proliferation, Transnational Criminal 
Organizations, and others 

• Each program has specific authorities 
that underpin the sanctions program, with unique legal criteria for 
designation 

UNCLASSIFIED 2018-08-116: 009229 



• Any property, or interest in property, of a 
targeted person or entity that comes within 
the control of a u.s. person must be blocked 

• No U.S. person may transact in any way with 
blocked property without explicit permission 
or a license from OFAC 

• Persons holding blocked property must 
report it to OFAC 

NO TRANSACTIONS 

U.S. Persons 

UNCLASSIFIED 

-OFFICE OF FOREIGN ASSETS COWROL 

Individual 1" 
[Sanctioned) 

BLOCKED 

Property and Interest in 
Property of Individual 1" 

201S..o8-116: 009230 



Additional 

• Induce pressure on foreign governments to 
investigate, prosecute, or seize assets of 
targeted persons 

• Bring negative public attention to the targets 
and raise reputational risk for associated 
third parties 

• Make it difficult for targets to continue any 
modern financial activity, even with foreign 
banks - "voluntary compliance" 

• Create pressure on associated non-designated 
members of the network, family members of 
SDNs, and others 

• Provide follow on leads 

UNCLASSIFIED 

-OFFICE OF FOREIGN ASSETS COWROL 
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More Impactful Sanctions Target 

Identifiable net work (individual and ent ities) playing a 
key or significant role in the illicit activity 

Networks with ties-and an incentive to maintain ties 
-to the international fi nancial system 

Com panies that do legitimate business in addition to 
illicit activities 

Individuals who care about their public perception 

Mult iple credib le sources of informat ion and 
reporting on the network and activit ies 

Full set of distinct identifiers to support 

implementation of the designation 

-OFFICE OF FOREIGN ASSETS COWROL 

Less Impactful Sanctions Target 

An individual or entity providing limited or easily 
replaceable support to the illicit activity 

Networks with little contact or concern with the 
international f inancial system 

Front companies that could be easily rep laced or 
changed after a designation 

Individuals who are not susceptible to-or cou ld 
benefit from-a "naming and sham ing" designation 

Limited information w ith unknown sourcing, 
reliabi li ty, or credib ility 

Limit ed ident if iers of unknown accuracy and general 

names that would create false posit ives 

UNCLASSIFIED 201e.o8-116: 009232 



-OFFICE OF FOREIGN ASSETS COWROL 

• Identifiers are critical and the more detailed, the better 

Individua ls : Full name, date and place of birth, identification or passport numbers, address, 

nationality, gender, aliases or "also known as" (AKAs), alternate spellings 

Entities: Address, registration /license numbers, sector-specific identifying codes 

SON Entries with Poor Identifiers 

POTE, Selina; Deputy Secretary lor Gender and Culture (individual) [ZIMBABWE). 

AUTOMOBILE CORPORATION, Khartoum, Sudan [SUDAN). 

SON Entries with Good Identifiers 

TIMCHENKO, Gennady (a.k.a. TIMCHENKO, Gennadiy Nikolayevich; a.k.a. TIMCHENKO, Gennady 
Nikolayevich; a.k.a. TIMTCHENKO, Guennadi), Geneva, Switzerland; DOB 09 Nov 1952; POB Leninakan, 
Armenia; alt. POB Gyumri, Armenia; nationality Finland; alt. nationality Russia; alt. nationality Armenia 

(individual) IUKRAINE2). 

KALASHNIKOV CONCERN (a.k.a. CONCERN KALASHNIKOV; a.k.a. IZHEVSKIY MASHINOSTROITEL'NYI ZAVOD 
OAO; I.k.a. IZHMASH R&D CENTER; I.k.a. JSC NPO IZHMASH; f.k.a. NPO IZHMASH OAO; a.k.a. OJSC 

CONCERN KALASHNIKOV; I.k.a. OJSC IZHMASH; I.k.a. SCIENTIFIC PRODUCTION ASSOCIATION IZHMASH 
JOINT STOCK COMPANY), 3, Derjabin Pr., Izhevsk, Udmurt Republic 426006, Russia; Registration ID 

1111832003018 [UKRAINE2) 

UNCLASSIFIED 201S..o8-116: 009233 



Cr;itel'iia: 

Individuall' 
[Sanctioned] 

Informal 

Individual 2 
[Not Sanctioned] 

-OFFICE OF FOREIGN ASSETS COWROL 

• Applies to individuals and entities 

• "Acting for or on behalf of" can be interpreted 

to apply in many different scenarios and 
situations 

• Basis for designation of most Executive Orders 

o ens bank accounts for Individual! * 

Negotiates contracts for Individual! * 

Directs activit of others for Individual! * 

Re resents Individual! * in business affairs 

UNCLASSIFIED 

Unwitting 
Individuals 
and Entities 
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Cr;itel'iia: 

Owned By 

o 
Individualt· 
[Sanctioned] 

100% 

percentage of Shares Owned by Individual 1 

100% 51% 30% 

Company 1 Company 2 Company 3 

Company 4 

50% 

Company 5 

Company 6 

-OFFICE OF FOREIGN ASSETS COWROL 

Controlled By 

Employee 

Holds l OO"Ai 

Company 7 

o 
Individual 2· 
[Sanctioned] 

CEO 

Company 8 

Managing 
Director 

Company 9 

• Basis for designation of most Executive Orders; applies primarily to entities 

• 50% Rule: Entities 50% or more owned by an SDN are automatically blocked, even if 
they are not themselves listed 

UNCLASSIFIED 201S"()8-116: 009235 



Cr;itel'iia: -OFFICE OF FOREIGN ASSETS COWROL 

Material Assistance/Support Financial Assistance 

o o 
Bank 

Individual! 
[Not Sanctioned) 

[Not Sanctioned] 

Individual 5* 
[Sanctioned] 

Directs OwnedlCont[Qlled Companies To 
provide Services to Individual 3· 

Company 2 

Company 1 

o 
Individual 1* 
[Sanctioned) 

o 
Individual 3* 
[Sanctioned) 

UNCLASSIFIED 

• 

• 

o 
Individual 4 

[Not Sanctioned) •
. , 

. ~ 

• 

Material assistance or support is 
inclusive and can take many forms 

Basis for designation in most 

sanctions programs 

201S"()8-116: 009236 



-OFFICE OF FOREIGN ASSETS COWROL 

http://sdnsearch.ofac.treas.gov/ 

OFAC . , 
Office of F,oreign Assets Control 

SON Search 

Specialty Designated Nationals 
and Blocked Persons List Search 

ThIS SON Search appblion ("SON Search ") is designed to facill ate ttle use 01 the Speci!lly DeSignated NatIOnals and Bioded ~on5 ist (·SON list"). The SON Search too l uses approJ:inIIle 
amg ~tchi1l1 10 identify possible matches between word or character stri1l1s n entered into SON Sellrc/l, and any name or name COlTllonent u t llppeal'S on the SON List. SON Search lias 
II slider-bar thai may be used to set II threshold (ie., II confidence faln g) for the closeness of IIny potentilll malch returned liS II resuK of II user's search. SON Search wi delect certll i'l 
rrisspelnlls or other ilcorrectJy entered text, and wi return near, or proxmate, matches, base.:l an tile confidence ram g set by the user viii the slider_bar. OFAC does not provide 
recommenda tions wth regard Ie the IIpf/ropriaten.ess of any specific CtlnfKlence rali'lg. SON Selnch is one toot offered 10 assist users i'I ulikzi'lg Ihe SON isl; lise of SON Search is nol a 
substju!e for undertamg allllrollli8!e due diligence. The use of SON Search does not IiniI: any crW!WIat or civl liabilty for any act undertaken as a resul o f, or i'I reiance on, such use. 

Dgwnload the SON List 

SOU Lookup 

Type: 

r~ame: 

ID #: 

Program : 

Minimum Name Score ; 

IAlI 

1 8arakza~ 

v iSit The OFAC WebSite 

;::.1 Address: 

City; 

State/Province ;' 

Country: ~I 

UNCLASSIFIED 2018..(18-116: 009237 



Name 

(b)(6), (b)(7)(C) 

(b)(6), (b)(7)(C) 

Eurasia/Levant Section 
Office of Global Targeting 

-OFFICE OF FOREIGN ASSETS COWROL 

Office of Foreign Assets Control (OFAC) 

Portfolio (Lead denoted by *) Phone Email 

Acting Section Chief, Russia/ Ukraine·, Iraq (b)(6), (b)(7)(C) 

Ba lkans·, Syria· (b)(6) , (b)(7)(C) 

UNCLASSIFIED 2018..(18-116: 009238 



2018-08-116: 009239



• 

• 

• 

-OFFICE OF FOREIGN ASSETS COWROL 

E.O. 13660 issued on March 6, 2014 

- Those that undermine the democracy, peace, security, stability, 

sovereignty, and territorial integrity of Ukraine; and the ~ 

misappropriation of state assets. BAN KROSS IYA 
E.O. 13661 issued March 16, 2014 

- Senior government officials of the Russian Federation, those that 

provide support to senior government officials/oligarchs and those 

that operate in the defense sector of the Russian Federation. 

E.O. 13662 issued on March 20, 2014 

- Entities operating in the financial, energy, metals, mining and 
defense sectors of the Russian Federation. ALMAZ ·ANTEY 

• E.O. 13685 issued on December 19, 2014 

- Individuals and entities operating in Crimea. 

UNCLASSIFIED 201S"()8-1 16: 009240 
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(b)(6)

(b)(6)

(b)(6)
(b)(6)

(b)(6)

(b)(5)
(b)(5)

(b)(6)
(b)(6)

(b)(6)

(b)(6)

(b)(6)

(b)(6) (b)(6)
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(b)(6)

(b)(6)

(b)(6)

(b)(6)

(b)(6)

(b)(6)



2018-08-116: 009247



Re: Novatek 

From: 
To: 

Date: Tue, 22 Jul 2014 17:59:34-0400 

Sounds good - will do. 

From: Smith, John 

To: • Gacli, Andrea; Smith, Bradley; Gatjanis, Gregory; Baheri, leila 
SeMNl 22 201405:57 PM EasteTl Standard Time 

5u J : : ovate!<. 

I would suggest you respond and sit11lly thank him for passing the docs along. If he persists, ask him to put any reques t in wr iting (nol 
sure whether it'd be for a license or a delis ling). 

_~,~."' 2014 5:36 PM 
~i;~:i~ . ,'kN,.",", Andrea; Smith, Bradley; Gatjanis, Grego!),; Baheri, Leila 

2018-08-116: 009248 
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(b)(6)
(b)(6)

(b)(6)
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Re: Novatek 

From: 
To: 

Date: 

Sounds good 

~::~, ••• _TIme 
Gregory; Asch, Eytan; (b)(6) 

I agree with Brad. 

Eytan; (b)(6) Baheri, leila; II 

(b)(5) 
(b)(5) 

4:09 PM 
(b)(6) Baheri, Leila; (b)(6) 

Not Ire. Defer to OGT or cOlUlSei as to whether they feel a !reeting would be useful/nol useful. 

From'~ 
Sent: ~2~14~,:;:; To:. Smith, .lohn; Gatjams, 
Smith, Bradley; Tuc:hband, 
5u bject: fw: Novatek 

leila; (b)(6) 

Does anyone want to meet with Novatek? 

TIme 

WJmIl- Good day. Novatek's director of public affairs will be in Washington nffid: week, and I am trying to identify someone at 
Treasury with whom he can rreel. The director would welcorre the chance to provide his perspective on the c:orrpany and its 
operations. can you assist? Thank you and regards. Aya] 

From: 
Sent: Friday, July 18, 2014 3:41 PM 
To: Ayal Frank 
Subject: RE: Novatek 

Hi Ayal, 

(b)(6) 

Thank you for the note. I would refer you to the press release issued (pasted below for convenience) and the Executive order (E.O. 
13662) under which we took action. 

Hope this is helpful. 

2018-08-116: 009262 
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Re: Novatek 

From: 
To: 

Date: 

I agree. 

Time 
Gregory; Asdl, Eytan; (b)(6) 

• ... (b)(5) 

(b )(5) 

(b)(6) Baheri, leila; II 

Leila; (b)(6) 

Not!re. Defer to OGT or cOlUlSel as to whether they feel a !reeting would be useful/nol useful. 

From§!. 
Sent: f1i , Ju 5, 2~14~,~'1I,';;:;; To:. Smith, ohn; Gatjams, 
Smith, Bradley; Tuc:hband, 
5u bject: fw: Novatek 

Bahei, leila; (b)(6) 

Does anyone want to meet with Novatek? 

Time 

rmTml Good day. Novatek's director of public affairs will be in Washington nffid: week, and I am trying to identify someone at 
~ry with whom he can rreel. The director would welcorre the chance to provide his perspective on the c:orrpany and its 
operations. can you assist? Thank you and regards. Aya] 

From: 
Sent: Friday, July 18, 2014 3:41 PM 
To: Ayal Frank 
Subject: RE: Novatek 

Hi Ayal, 

(b)(6) 

2018-08-116: 009269 
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Submitter Notice Process 

Initiated
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