
From: 
To: 
Ce, 

Subject: 
Dilte: 

-c;;;;;;:gh", Activist: Olarged With Acting as Russian ~t 
Moodily, July 16, 2018 4:34:22 PM 

Huh. _ the Hill asked about Torsh.ill recently) 

4:32 PM 

- Gun-Rights Activist Charged With Acting as Russian Agent 

Gun-Rights Activist Charged With Acting as Russian Agent 

Maria Butina worked at direction of a 'high leyel official in the Russian goyernment.' Justice 

Department says; attorney denies charges 

By Del Quentin Wilber 

Updated July 16, 20184:21 p.m. IT 

A Russian working in the u.s. as a gun-rights advocate was arrested over the weekend on charges of 

being an agent of a foreign power and ordered held without bail pending a hearing on Wednesday, 

according to the Justice Department. 

Maria Butina, 29 years old, was charged in a criminal complaint with working at the direction of a 

"high level official in the Russian government" starting as early as 2015 and cont inuing through at 

least early 2017, the Justice Department said in a press release announcing the cha rges. 

The Russian official, who was sanctioned by the Treasury Department in April, was described by 

federal prosecutors as a former "member of the legislature of the Russian Federation and later 

became a top official at the Russian Central Bank." 

Court papers allege that Ms. Butina acted as an agent of Russia by developing relationships with 

unnamed U.S. persons and infiltrating organizations having influence in American politics. 

Ms. Butina's attorney issued a statement denying the charges. 

In an appearance before a federal magistrate judge in Washington, Ms. Butina was ordered held 

pending a bail hearing scheduled for Wednesday, the Justice Department said . 

The charges were announced as President Donald Trump is in Helsinki for a meeting with Russian 

President Vladimir Put in. 

Ms. Butina was the subject of multiple news reports in the past year about her contacts with the 

National Rifle Association and conservative activists, and her work for a Russian official who was 

sanctioned by the U.S. in April, Alexander Torshin. 

2018-08-11 6: 000079 
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According to the charging papers, Mr. Butina allegedly continued to work for Mr. Torshin while she
was in Washington, and they together took steps to “infiltrate” political groups including the
National Rifle Association to “advance the interests of the Russian Federation.”
 
An NRA representative had no immediate comment. The NRA and Mr. Torshin are not named in
court papers, but the facts provided about them allow them to be easily identified.
 
Write to Del Quentin Wilber at del.wilber@wsj.com
 
Corrections & Amplifications 
 President Donald Trump and Russian President Vladimir Putin are meeting in Helsinki. An earlier
version of this article incorrectly said they were meeting in Moscow.
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From: 
To: lilIIiilIl; Swindells, felicia : 

Subject: Kalashoikov Concern 
Da te : Friday, Afd 20, 2018 3 :10:57 PM 

Nothing from me on this either. 

From (b)(6) 
Sent: Friday, Apri l 20, 2018 2:58 PM 

(b)(6) . To: Manfull, Alexandre; windells, Felicia; (b )(6) 
Russia; _Dl_TFCUkraine_Russia 
Subject: RE : FOR ClEARANCE - COB Today - OFAC and Kalashnikov Concem 

Nothing else from me. 

From: Manfull, Alexandre 

DL OFAC Russia < DL OFACRussla@do,treas,goV>, _DL_TFI Ukraine Russia 

< DL TFI Ukraine Russia@do,treas,gov> 

Subject: RE: FOR CLEARANCE - COB Today - OFAC and Kalashnikov Concern 

Nothing from Compliance 

From: (b)(6) 
Sent: Friday, April 20, 2018 14:02 

To: Swindells, Felicia 

(b)(6) 

(b)(6) ; _ Dl_ OFAC Russia 

< DL OFACRussia@do,treas,gov>; _DL_TFI_ Ukraine_Russia 

< DL TFI Ukraine Russia@do.treas,gov> 

Subject: RE: FOR CLEARANCE - COB Today - OFAC and Kalashnikov Concern 

Nothing from Lie. 

1!iJR!JJ 

From: Swindells, Felicia 

Sent: Friday, April 20, 2018 1:50 PM 

To: (b)(6) 
; _DL_OFAC Russia < 01 OFACRussja@dotreasgoY>; 

Uk,raille_Russia < Dl TFI Ukraine Russia@do.treas.gov> 

Subject: RE: FOR CLEARANCE - COB Today - OFAC and Kalashnikov Concern 

111anks for draftin • . My edits in the attached, 

2018·08-116: 000081 



From: (b)(6) 
20, 2018 1:02 PM 

_DL_OFAC Russia; _DL_m_Ukraine_Russia 
aEARANCE - COB Today - OFAC and Kalashnikov Concem 

(b)(5) 

From:~ 
Sent: ~, 2018 12:18 PM 
To: _Dl_OFAC Russia; _Dl_m_Ukraine_Russia 
Subject: FOR aEARANCE - COB Today - OFAC and Kalashnikov Concem 

Good aftemoon all : 

ExecSec has flagged the attached letter from Rep. Deutch for a quick nlluarOlUld. Apologies in 
advance, but please provide compollent clearance by COB Today so we can keep this one 
moving. It 's a Sh0l1 one and shouldn' t be a heavy lift. Appreciate your quick review. 

(b )(6) 
SeruOl" SanctIons Policy Advisor 
Office of Foreign Assets Control 

of the TreaslllY 

2018-08-116: 000082 



From: Swinde!ls. Felicia 
To: 
Subject: 

(b)(6) J Dl OFAC Russia: DI. m Ukraine Russia 
RE: fOR UfARANCE - COB T Y - ~AC and Kalashnikov Concern 

Date: Friday, Ap"a 20, 2018 1:49:37 PM 
Attachments: Rep Deutch Kalashnikov Concern vi rmI'l!!1~ 

111anks for drafting • . My edits in the attached. 

2018-08-116: 000083 



From: 
To: 
Subject: and Kalashnikov Concern 
Da te: Friday, Ap"a 20, 2018 1:17:15 PM 

(b)(5) 

From: (b)(6) 
Sent: Friday, April 20, 2018 1:02 PM 

To: (b)(6) _DL_OFAC Russia <_DL_OFACRussia@do.treas.gov>; 

_ DL_ TFI_ Ukraine_Russia <_ DL_ TFI_ Ukraine_Russia@do.treas.gov> 

Subject: RE: FOR CLEARANCE - COB Today - OFAC and Kalashnikov Concern 

2018-08-116: 000084 



From: 
To: 

Subject: 
Date: 
Attachments: 

(b)(6) 
(b)(6) {)fAC Russia : DL m Ukraine Russia 

RE: fOR O£ARANCE am Today - OfAr:. and Kalashnikov Concern 
Friday, Ap"a 20, 2018 1:02:23 PM 

Rep Deutch Kalashnilwv Concern vi rmI'l!!1 J!!<9. 

2018-08-116: 000085 



From: 
To: 
Ce, 

Subject: 
Dilte: 

- COB Today - ~AC and Kalashnikov Concern 

Friday, ~a 20, 2018 12:58:22 PM 

No COllllllents from OIA. 

From: P(!)JI 
Sent: Friday, April 20, 2018 12:18 PM 
To: _Dl_OFAC Russia; _Dl_TA_Ukraine_Russia 
Subject: FOR ClEARANCE - COB Today - OFAC and Kalashnikov Concern 

Good afiemoon all: 

ExecSec has flagged the attached letter from Rep. Deutch for a quick nlluarOlUld. Apologies in 
advance, but please provide compollent clearance by COB Today so we can keep this one 
moving. It 's a Sh0l1 one and shouldn't be a heavy lift. Appreciate your quick review. 

(b)(6) 
SeruOl" Sanctions Policy Advisor 
Office of Foreign Assets Control 

of the TreaslllY 

2018-08-116: 000086 



From: 
To: 
Subject: 
Date: 
Attachments: 

RE: fOR O£ARANCE - am Today - ~AC. and Kalashnikov Concern 

Friday, Ap"a 20, 2018 12:46:56 PM 
Rep Deutch Kalashnilwv Concern v1il&!;g 

Nits from me in the attached. 

I!DIWI 
Regulatory Affairs Division 

OFAC 

(b)(6) 

From: 
Sent: 201812:18 PM 
To: i . _DL_TFCUkraine_Russia 
Subject: FOR ClEARANCE - COB Today - OFAC and Kalashnikov Concem 

Good aftemoon all : 

ExecSec has flagged the anached lener from Rep. Deutch for a quick nlluarOlmd. Apologies in 
advance, but please provide component ciearanc.e by COB Today so we can keep this one 
movlllg. It ' s a short one and shouldn' t be a heavy lift. Appreciate your quick review. 

V Ir. 

(b)(6) 
Seruor Sanctions Policy Advisor 
Office of Foreign Assets Control 

of the TreaslUY 

(TSDN) 

2018-08-116: 000087 



From: 
To: 
Subject: 
Date: 

RE: fOR O£ARANCE - am Today ~AC. and Kalashnikov Concern 

Friday, Ap"a 20, 2018 12:46:50 PM 

Enforcement is fine with the response. 

From:Ml!JIW. 
Sent: Friday, April 20, 2018 12:18 PM 

To: _ DL_ OFAC Russia <_ DL_ OFACRussia@do.treas.gov>; _ DL_ TFI_ Ukraine_Russia 

<_ DL _ TF I_Ukra i ne _Russia@do.treas.gov> 

Subject: FOR CLEARANCE - COB Today - OFAC and Kalashnikov Concern 

Good afiemoon all : 

ExecSec has flagged the attached letter from Rep. Deutch for a quick nlluarOlUld. Apologies in 
advance, but please provide component clearance by COB Today so we can keep tins one 
movlllg. It ' s a Sh 0l1 one and shouldn't be a heavy lift. Appreciate your quick review. 

V ir. 

(b)(6) 
Seruor SanctIons Policy Advisor 
Office of Foreign Assets Control 

of the TreaslllY 

2018-08-116: 000088 



From: 
To: 
Subject: 
Date: 
Attachments: 

Dl OfAC Russia : DL m Ukraine Russia 

FOR UEARANa: (X)6 Today - OFAC and Kalashnikov Concern 

Friday, Ap"a 20, 2018 12:17:47 PM 
[Non STM Smith] Deutch on OfAC re ISalashnilwv.pdf 
Rep Deutch Kalashnilwv Concern vl.doo! 

Good afiemoon all: 

ExecSec has flagged the anached letter from Rep. Deutch for a quick nUllarOlmd. Apologies in 
advance, but please provide component clearance by COB Today so we can keep this one 
movmg. It 's a short one and shouldn' t be a heavy lift. Appreciate yom quick review. 

(b)(6) 
Seruor SanctIons Policy Advisor 
Office of Foreign Assets Control 

of the Treasmy 

2018-08-116: 000089 
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COMM ITI EE ON ETHICS April 11 ,2018 

Rec'd 
Digitally signed by 
Rec'd TRfAS EXEC 
SEC 
DN:m=Rec'd John E. Smith 

Director TR EA S TRCAS EXEC SE~ 
O=Offkeofthe 

Offi ce of Foreign Assets Control 

United States Department of the Treasury 
1500 Pennsylvania Avenue NW 

Washington, DC 20220 

Dear Director Smith, 

EXEC 
SEC 

Kalashnikov USA is a fireanns manufacturer and sell er located in my congressional district. 

Recent media reports have miscd qucstions as to whcther Kalashnikov USA, or its parent 

company RWC Group LLC, may have violated federal sanctions law through illicit business 

relations with the Russian-owned Kalashnikov Concern JSC ("Kalashnikov Russia"). 

According to a statement released by Kalashnikov USA, it relocated to South Florida in 2015 . 

Reports indicate that Kalashnikov USA may have been offered tax incentives as part of Florida 

Governor Rick Scott's push to lure weapons manufacturers to Florida. According to Kalashnikov 

USA's own 20 15 application fo r $162,000 in tax incentives, which was approved by Governor 

Scott's administration, the company planned to assemble its weapons with parts and components 

imported from Kalashnikov Russia's factory located in Russia. 

As you know, Kalashnikov Russia was sanctioned in 2014 as part of the U.S. response to 

Vladimir Putin 's illegal actions in Ukraine. Given reports of Russia 's attempts to illegally fund 

the National Rifle Association, connections between a US weapons manufacturer and a 

sanctioned Russian company are even more alarming. 

Reports detail that in 2012, R we Group LLC, which owns Kalashnikov USA, became the sole 

distributor of Kalashnikov Russian weapons in the United States with the intention to pump 

200,000 assault weapons into the market each year. 

These reports further indicate that Kalashnikov USA may have used shell companies to hide its 

P" INHO ON HfCVCLEO PAPe" -" 2018-08-116: 000090 

Executive SecretaI)', 
ou=CorrelipOndern: 

e Unit, 
ema i l =Execsec:1~tr 

easury.gov, c=US 
Date: 2018.04.12 
11:27:29 -M'OO' 



2018-08-116: 000091

continued relationship with Kalashnikov Russia, a company partly owned by the Russian 

government. According to these public reports, executives of Kalashnikov USA share business 

interests with the CEO of Kalashnikov Russia. Of particular concern is the relationship between 
R WC Group manager and Kalashnikov USA Senior Vice President Michael Tiraturian and 

Kalashnikov Russia CEO and majority shareholder Alexey Krivoruchko. Mr. Krivoruchko, the 

CEO of a company sanctioned by the United States, has extensive and well-documented ties to 

the inner circle of Russian President Vladimir Putin. 

If these reports are accurate and Kalashnikov USA is using Russian parts from a sanctioned 

Russian company to assemble weapons of war, and Kalashnikov Russia is using Florida shell 

companies to generate profits in Russia, then a detennination must be made into whether any 

violations of sanctions occurred or continue to occur. 

In particular, I request timely answers to the following questions: 

1) Would the importation of parts and components from a designated entity, i.e. a sanctioned 
company, violate Executive Order 13362 imposing sanctions on Russia? 

2) Has Kalashnikov USA imported parts and components for its products from Kalashnikov 
Russia? 

3) Has the Office of Foreign Assets Control initiated an investigation into the nature of the 

business relationship between Kalashnikov USA and Kalashnikov Russia, including any 
connections between the executives, directors, and employees of Kalashnikov USA and its 

parent, RWC Group, LLC, and Kalashnikov Russia? 

I appreciate your attention to this serious national security matter, and I look forward to a prompt 

response. 

S;W'D~ 
Ted Deutch 

MEMBER OF CONGRESS 



From: Swindells, Felicia 
Sent: 
To: 
Subject: - Defense and Intelligence Sectors of the Government of the 

Russian Federation 

Thanks riDIml For everyone's awareness, OF AC's CAATSA page also links to the State guidance 
(hnps: /~rreasurv. gov/resource-<:enterlsanctions/ProgralllslPages/caalsa.aspx (scroll to the bonom)) . 

From (b)(6) 
Sent: Thursday, January 25, 2018 11: 14 AM 
To: _DL_TFCUkraine_Russia 
Subject: Section 231 List - Defense and I ntelligence Sectors of the Government of the Russian Federation 

For evelyone 's reference, I wanted to circulate the Section 231 List that State annOlmced on October 27, 20 17. 
(https://www.state.gov/t/isn/caatsal275 116.htm) 

CAATSA Section 231(d) List Regarding the Defense Sector of the Government of the Russian Federation 

Admiralty Shipyard JSC 
Almaz-Antey Air and Space Defense Corporation JSC 
Dolgopmdny Research Production JSC 
Federal Research and Production Center Titan BalTikady JSC (Titan Design Bureau) 
Izhevsk Mechanical Plant (Baikal) 
Izhmash Concel11 JSC 
Kalashnikov Concel11 JSC 
Kalinin Machine Building Plant JSC (KMZ) 
KEP Instll.llllent Design Bureau 
:MIC NPO Mashinostroyenia 
Molot Omzhie 
Mytishchinski Mashinostroitelny Zavod 
Novator Experimental Design Bureau 
NPO High Precision Systems JSC 
NPO Splav JSC 
Oboronprom OJSC 
Radio-Electronic Technologies (KRET) 
Radiotechnical and Infonnation Systems (RT!) Concel1l 
Research and Production Corporation Uralvagonzavod JSC 
Rosoboronexport OJSC (ROE) 
Rostec (Russian Technologies State Corporation) 
Russian Aircraft COlporation MiG 
Russian Helicopters JSC 
Sozvezdie Concel1l JSC 
State Research and Production Enterprise Bazalt JSC 
Sukhoi Aviation JSC 
Tactical Missiles COlporation JSC 
Tikhonll.roV Scientific Research Instittde JSC 
Tupolev JSC 

1 
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United Aircraft Corporation 
United Engine Corporation 
United Instmment Manufactming Corporation 
United Shipbuilding Corporation 

CAATSA Section 231(d) List Regarding the Intelligence Sector of the Government of the Russian 
Federation 

Autonomous Noncommercial Professional OrganizationIProfessional Association of Designers of Data 
Processing (ANO PO KSI) 
Federal Secm ity Service (FSB) 
Foreign Intelligence Service (SVR) 
Main Intelligence Directorate of the General Staff of the Russian fumed Forces (GRU) 
Special Technology Center 
Zorsecmity 

(b)(6) 
Senior Advisor 
Office of Foreign Assets Control 

. . t·. I . 

(b )(6) 
• 

2 
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From:
To: Gatjanis, Gregory; Baheri, Leila; Smith, JohnDisabled;

Gacki, Andrea; Chemali, HagarDisabledDisabled; Manfull, Alexandre
Subject: Re: CNN: Kalashnikov is having a Good Crisis
Date: Saturday, February 7, 2015 2:51:30 PM

Given that 90 percent of its foreign (consumer?) sales are apparently to the US, this just means that the GOR is
spending more and more money to prop these companies up, rather than making needed economic reforms and
putting money into the real economy.  Wonder if they're going to start giving the IRGC control over any companies
soon...

----- Original Message -----
From: Gatjanis, Gregory
Sent: Saturday, February 07, 2015 11:37 AM
To: Baheri, Leila; Smith, John; Gacki, Andrea;
Chemali, Hagar; Manfull, Alexandre
Subject: CNN:  Kalashnikov is having a Good Crisis

Russia's economy is nosediving due to low oil prices and Western sanctions, but the maker of assault rifles doubled
its production last year and posted three billion rubles ($45 million) in revenue, up 28% compared with 2013, the
company said.

"Despite the sanctions, Kalashnikov reported a net profit for the first time in seven years," Kalashnikov general
director Alexei Krivoruchko said in a statement emailed to CNN.
The AK-47 maker was one of the first Russian companies to be slapped with trade sanctions over the country's
incursion into Ukraine.
Kalashnikov attributed the growth to developing new customers, mainly in Asia and Africa, and a new marketing
strategy adopted in 2014.
It launched a new brand aimed at civilian consumers, including clothing and accessories, as well as a new slogan:
Protecting peace.
Related: AK-47s: Soon to be made in the USA
The Russian military and other Russian law enforcement agencies are among Kalashnikov's most important
customers, and they're spending heavily on new weapons.
Defense and national security were the only departments to escape 10% budget cuts ordered by President Vladimir
Putin.
Russian military spending is set to rise by 85% between 2012 and 2017.
The company made 120,000 weapons in 2014. It expects production to grow by as much as 25% in 2015.
Related: Kalashnikovs get new look to boost sales
CNNMoney (London) February 6, 2015: 8:17 AM ET

2018-08-116: 000094
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russian military evidentiary - Livelink 69 KB 

(b )(6), (b )(7)(C) From: 

To: 
Dale: Fri, 28 Mar 201 416:55:41 -0400 

Anachments: Kalashnikov Concern Evldentlary.doc · 67 KB (0 bytes) 

19_011-E3-oo018144 
2018-08-116: 000109 



Defense sector - Livelink 170 KB 

(b)(6), (b)(7)(C) From: 

To: 
Date: Mon, 21 Apt 201415:00:45-0400 
Anachments: lila Defense Template Kalashn!koy Concern Evldentlary.doc· 67 KB (0 bytes);III1IIIIlDefense template 

'EVicl"'entiary.doc)l - 45 KB (0 bytes); UKl-3860 NPOMash!nostroyenia Evldentlary.~54 KB (0 bytes) 

You can use the attached defense sector (draft) m::rros as guides for setting-up your evidentiary. We can add your finalized case to the 
system later on. 

Let In:: know i f you have any questions. 

Th,,"'. 

19_011-E3-00018161 
2018-08-116: 000110 



UKRAINE2-3809 

From: 

To: 

Cc: 

Date: 

Attachments: 

. " ,,,. (b)(6), (b)(7)(C) .. ·· ,. 

Thu, 24 Apr 201413:36:24-0400 
~~3._~~~;~4. ___ ~5·_ ll~'~~6._(~.~'BI _~7_ 

(21 ,98 kB); Exhibit a.pdf ?85.07 kB); Exhibit 9 .pdf (19.61 kB); Exhibit 10.pdf (845.7 kB); Exhibit 11 .pdf (1.05 MB); 
Exhibit 12.pdf (375.97 kB ; Exhibit l3.pdf (207.28 k8); Exhibit 14.pdf (1 MB); Exhibit IS.pdf (873.29 kB); Exhibit 1 ,pdf 
(114.32 kB); Exhibit 2.pd (124.38 kB); Kalashnlkov Concern Evidentlary.doc (70.14 kB) 

Good afterooon ooJ and State. 

Please fi nd the mtaded R\JS~ian arms target with 15 exhibits tor){lllf review. 

Thank vou 
(b)(6), (b}(7 )( C ) 

19_011-E3-00018191 
2018-08-11 6: 00011 1 



RE: UKRAINE2-3809 

From: 

To: 

Cc: " ... :b)(6), (b)(7)(C~' 

Date: Thu, 24 Apr 201415:43:35-0400 
Attachments: Kalashnikov Concern Evidentiary (2) (FPB edits).doc (74.75 kB) 

Best, 

.. 
(b)(6), (b)(7)(C) 

Good atlerooon ooJ arK! S[~[e , 

Please find the attached Ru~sian anllS target W ith IS exhibits for)Uur review. 

19_011-E3-oo018224 
2018-08-116: 000112 



RE: UKRAINE2-3809 

From: 

To: 

Cc: 

Dale : Thu, 24 Apr 201416:02:33-0400 

Attachments: Kalashnikov Concern Evidenli8f)' (2) (FPB editS).doc (74.75 kB) 

DOJ (b)(6) 

Best, 

Good afierooon ooJ and Slate, 

Please find the attaclrd R~sian anTIS targ;:l with 15 exhibits lor ~ur review. 

19_011-E3-00018228 
2018-08-116: 000113 



RE: UKRAINE2-3809 

From: Wells, David L" <we!lsdl@stale.gov> 
To: 

Cc: 

Date: 

Attachments : Kalashnikov Concern Evidentiary (2) (FPB edits).doc (74.75 k8) 

S6U 
This errail is UNCLASSIFIED. 

Best, -
Good afternoon ooJ lind SL1!e, 

Please find the attached Russian amI> target with 15 exhibits for)Our review. 

19_011-E3-00018229 
2018-08-116: 000114 



RE: UKRAINE2-3809 

From: 

To: 

Cc: ..... ~b)(6), (b)(7)(C)"'" ,. 

Date: Thu, 24 Apr 201418:32:45-0400 
Attachments; Kalashnikov Concem Evidentiary (2) (FPB edits).doc (79.36 kB) 

1M (which are on top of those from State and OOJ). 

i . but we may want to discuss in rmre 

--

19_011-E3-oo018247 
2018-08-116: 000115 



19_011-E3-00018247 
2018-08-116: 000116 



RE: UKRAINE2-3809 

From: 

To: 

Cc: 

Date: Mon, 28 Ap( 201411 ;46:55-0400 

AHachmenls; Kalashnikov Concern Evidentiary VI OOJ and Counsel edits.doc (80.9 kB) 

I attached an adjudicated version ofKlashnikov per your rev i ews._lea~e le[!T1t! know when we receive final clearance . 

•••• IlIIIiII •••• (which are 011 top of those from State and DOJ). 

j , but we may want to discuss in rrore detail_''''_ 

19_011-E3-00018258 
2018-08-116: 000117 
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RE: can YOU translate this web pase 

From: 

To: 
Date: Tue, 06 May 201 4 17:27:42 -0400 

I'l l ca ll in a minute. 

20145:26 PM 

1m here. tt~ ok. 111 be back next Monday. J think it can wait. I doni think this will go QUI 

5:25 PM 

you translate ttl ls web page 

I'm not in today - are you still MOll nd? 

20144:57 PM 

Hey are you there? (anYOll call nrial! on your comment? 

Thanks, -
IiIIIII Our Russian speaker finished the translation to Exhibit 2. r made edits to 111.11 one para. Attached are the new exhibits 2. l)lea~e 
iei"iile know when we have front office clearaoce . 

.. ' also added an additional exhibit expl:lining Roslec's ownership and the two individmls purchasing 49% of K.'l.lashnikov. 

_ leI ~ koow if you want 10 see this again. Thmks 

you translate tIl is web page 

~~IIIIIIIIIIIIIIIII'~~I.mb~4UdDGDlIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII 

web page 

19_011-E3-oo018274 
2018-08-116: 000119 



Our translator will be back in on Wednesday, I anticipate that this will oot haprcn prior to Wednesday and ill send you wh3t [can 
when he get;; back. Thanks -

Office: can you translate this web page 

I am out of the office Apri l 28 arld 29 and will retu rn April 30. 

Please contact •••• lIiIIl!lllIilllilill •••• oc •••• II!lIlillIllCliIlll •••• in the meantime. 

19_011-E3-00018274 
2018-08-116: 000120 



 
Bates Pages 2018-08-116: 

000121 - 000204 
Pending Consultation 

Responses 
  



FW: Russian defense companies search 

From: (b)(6) (b){7)(C) 

To: 

Cc: 

Date: 
Attachments: Subsldlanes Book 1.xJsx (52.74 kB) 

Hello rom 

I'lease find altached a list of subs of Russian defense IcclUlOlogy companies for you to see ifthcre are any U.S. connections _ nne 
of oW" InlcTTlIi in OGT, hils been looking althesc for the ]XIS! week and prepared for us the resulting spreadsheet. She is clUT~ng 
a look at a final J entities, bullhe bulk of tile information you need is in lhe attached spreadsheet. I know thaI Barbara has asked thaI 
Enforcement check if there were/are U.S. connections wilh the subs as well as the parents. 

['ll send you the final version in the IlCxl day or two, but wanted \0 give you thJs alrrus\-cornplete docwncrt oow so as not to delay),our 
research. 

IIIIIIIIII am sharing this with you now so that COllllliall(c has a reference doc,wn:~nt incase' ac tion pursuam 10 EO IJ661 is taken. I'll 
~ final version once the research is conlliete. 

Thank!; . .. 

19_011-E3-00018322 
2018-08-116: 000205 



RE: SDN Data Review 

From: 

To: 

Cc: ." · .. ·(b)(6), (b)(7)(C)' .. 

Date: Thu, 03 Jul2014 15:42:25-(}400 

call ~omcore nlso look lresc ilcrffi? Thanks_ 

GAZPROMBANK CAD 
-Please nnke both OPB akas weak. 

VNESHECONO~ANK 
-We need to rrove the S rK (RU) number out remar1c;; and into an ID or feature. What does this BTK refer to? If you could give II little 
background we' ll c reate a feature or id. 

Thank.~. Both aliases have been flagged as weak_ 

I'm fine with KBP. Addin~ho is working the blocking nJ:ITJJ. 

OGT, 

Are you ok with us changing the follow ing two aliases from strong \0 weak? If you are, the SDN learn will handle changing them in 
OASIS, although you would still rleed to make sure thaI ~ l:lIesl blocking memo reflects the change. 

KBP OAO(from KONSTRUKTORSKOE BYURO PRIBOROSTROENTYA OTKRYTOE AKTSIONERNOE 
OBSHCHESTVO) 
KRET ( from JOINT STOCK COMPANY CONCERN RADIO-ElECTRONIC TECHNOLOGTES) 

rlease let \IS krow what }'OUlhink. Th:mks ! 

20144:30 PM 

19_011-E3-oo018351 
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GOt it. thanks! 

urnst7ant Scction - Office or Global TarbJCting 
Office of Foreign Assets Control 
U.S. Department or the Treasury 

For now if they arc translated addresses. lees keep them in; t~y nuy prove helpful. 

For JOINT STOCK COMPANY CONCERN SOZVEZDIE, what does the SON learn suggest? We iocluded both the English and 
Russian addresses because they both app~ar~d separately alld we wanted to cover our bases for the SO}l" List Happy to remove one if 
you think it's superfluous. 

urns: vam Section - Office or Global T arb'Cting 
Office of Foreign Assets Control 
U,S, Department of the Treasury 

thoughts. Please give me a call if you want to discuss. 

URALVAGONZAVOO 
-Please make URZ weak. 
-These two addresses are very similar apart from the use of oblastlregion. If they are interchangeable. I'd suggest we choose one aoo 
tty to stick with IIlaI as a standard. 
"28, Vostochnoye shosse, Nizhni Tagil , Sverdlovsk region 622007, Russia" 
"28 Vostoclmoe silosse, Nizlmi Tagi l. Sverdlovskaya oblast 622007, Russia" 

KONSTRUKTORSKOE BYURO PRIBQROSTROENIY A OTKRYTOE AKTSTONERNOE OBSHCHESTVO 
-Please make KBP OAO weak. 

KALASHNTKOV CONCERN 
-This address is currently all on the address lines 1 and 2, but ifsome of il can go to city and Slate please shift it over. 
"3, Ocrjabin Pr" l11Ievsk Udrrurt Republic" 
-Please trove "Registralion Number: 11 11832003018" from the retmrks into the lD tab. There is currentl y an 10 called ~RegisD"ation 
ID." lfthaldoesn'twork let uslmow. 

ROSOBORONEXPORTOAO 

19_011-E3-oo018351 
2018-08-116: 000207 



UNITED SIIlPBUlLDING CORPORATION 
-Please nuke aSK OAO weak. 

JOINT STOCK COMPANY CQNCERt'l SOZVEZDIE 

(b)(5) 

-These Iwo addresses seem mostly the sarro. One has In)TC info and Russ ialL Do we need bom or can we combine? 
" 14 Plckhanovslalya Srreet, Voronezh. Russia" 
" 14 uL Plckhaoovskaya, Voronezh. Vorone7.hsIwYd obI. 3940 18, Rus~ ia" 

(b )(5) 

both stay, can you double check whether 123610 is a zip 

~~:~i£;~~~~:E~~~~~~':"~:~:~""" o~, 01" u., 0''''' addrcs~cs ha~ that zip. 

Hi SDN Team, 

Below is a list of case munbcrs for spl'Cific targets we rroy be asked to move on in lhc relatively ncar future (001 sure how mmy, or 
when exactly). I don't know how soon we' ll bc called to dcs igrultc the corresponding tarb>Cls, but 1 want 10 tmkc sure we won'l bc 
caught offb'l1llfll with very link tim.: to devote to data o:ntry reviews. 

1. UKRAINE2·3872 
2. UKRAfNE2-38 14 
J. UKRArNE2-3861 
4. UKRAINE2·3809 
5. UKRAiNE2·3752 
6. UKRAfNE2-3795 
7. UKRAINE2-3876 
8. UKRAfNE2-3864 
9. UKRAfNE2-3859 
10. UKRAINE2-3863 
11 . UKRA1NE2-3784 
12. UKRA INE2-387 1 

Please let us know if you see data entry issues lhal need 10 be resolved. Those who dmfted the paekaJ;Cs and eompleted the data entry 
in OASIS are ee·cd to this rressagc and will address any issues on an individual basis as you point thcmoUl. 

Thank you for your hel p. 

19_011-E3-00018351 
201 8-08-116: 000208 



FW: document 

From: 

To: 

Date: 

Anachments; July 7 13661 3 Individuals Flnal.doc (30.72 kB); July 7 13661L fense Companles.doc (35.84 kB); July 713660 2 
~dlvklua1s and 1 Entity Analocc(07.Q3-2014).doc (29.18 kB); July 7 VES and Gazprombank Blocking Memo with BH 
slgnalureocc {07-03-201 .... docl( (31.76 kB) 

Here are the !T"Ieroo~ thaI Brnd ~enl me ~nd BMhllra yesterday. 

Hi Barbara, 

Per John's vQicemail, I wanted to pass along the drafts I had of the documents~may be asked to sign later this 
week. My versions were from the pre-July 4 push, and I am copying Greg andllll!lJ!ll n case these copies are outdated 
and they have something else on hand. I will also send you momentarily language on TSDN that contain language 
that will be incorporated into the final drafts. 

Thanks, 

Brad 

from: Gatjanls, Gregory 
sent: ~Ursdayl July 03, 2014 5:47 PM 
To: Smith, Brad f?{ ; Hamme:1e, Barbara 
Subject: RE: document 

Yes. Tllese arc correct. Th:mkli . Brad. 

From: Smith, Bradlf?{ 
Sent: Thursday, July 03, 2014 5:40 PM 
To: HammerleJ. Bamara 
Cc: Gatjanls uregory 
Subject: RE: document 

PRE-DECISIONAL-DELIBERATIVE & PRIVILEGED 

Hi Barbara, 

Thanks, 

Brad 

From: Hammerle, Bamara 
Sent: Thursday, July 03, 2014 4:31 PM 
To: Gatjanis, Gregory; Smith, Bradley 
Subject: dOQJment 

Does som:one have the copy of the actual legal docl.llreTll: I'm to sign? I'd like to take a look al it. Should I check ISdn? 

Thanks. 

19_011-E3-oo018365 
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13661 Blocking Memo 

From: 

To: 
(b)(6), (b)(7)(C) 

Cc: - 'ilUdWJj 

Date: Tue, 15 Jul20141 1:24:45-0400 
Anachments: July 713661 8 Defense Companies and 4lndlvlduals.doc (38.91 kB) 

Here is the 13661 b locking memo for t he 7/16 action. I've included 8eseda In this memo since he's also 13661. Please let me 
know if I can forwa rd t his document to counsel for t heir review. 

Tha nks, 

FYI ... t his document can be found here: G :\FAC\lnt \Caunt ry Programs\U kra lne\Blocklng Memos\7-16 

19_011-E3-oo018370 
2018-08-116: 000210 



New Blockins Memo with update SDN entries 

From: 

To: (b)(6), (b)(7)(C) 
Cc: 

Date: Tue, 15 JuI201414:38:41 -0400 
Anachments: July 7 13661 8 Defense Companies and 4lndlvlduals.doc (38.91 kB) 

Here IS a new version of t he 661 blocking memo. May I send It to OCC for t heir revIew? 

Thanks, 

19_011-E3-oo018372 
2018-08-116: 00021 1 



RE: Memos 

From: 

To: 
Cc: (b)(6) , (b)(7)(C) 
Data: Tue, 15 Jul2014 15:36:14-0400 
Attachments: July 713661 8 Defense Companies and 4lndlviduals.doc (38.91 kB); July 16 13660 1 individual and 3 Entities.doc 

(29.7 kB) 

He re is the 13660 memo and the 13661 memo for your revIew. 

-
oce colleagues, 

Just 10 confinn, we have 1 blocking rn::rro for EO 13660 actions, 1 blocking rn::rro for EO 13661 actions, and 2 Detennination and 
Directive Memos for EO 13662 actions (2 meTroS since the directives arc slightly different) . These are the memos thai Barbara will 
sign before the SON team can take any action. 

I think you've reviewed the EO 13660/13661 memos. The 2 Directive memos will be coming your way shortly. -
(b}{6J, (b)(7}(C) 

19_011-E3-00018373 
2018-08-116: 000212 



RE: Memos 

From: 

To: 
Cc: 

Data: 
Attachments: July 1613661 8 Defense Companies and 4lndlvlduals.doc (38.91 kB) 

F'lease use this new version 01 the 13661 memo. I've added a case number. 

19_011-E3-00018376 
2018-08-116: 000213 



RE: U/R Memos pendina OCC review 

From: "Smith, 

To: 
Cc: .... (b )(6), (b )(7)(C)"'" .. 

Dale: Tue, 15 Jul2014 2O:02:04.()400 

Anachments: July 16 13660 1 If'ldlvklual and 3 Entitles OCC (07- 15-2014).doc (30.72 k8); July 16 13661 8 Defense Companies 
and 4 IndivldualsOCC (07-15-2014).doc (39.94 kB) 

Hello Team OGT, 

Tha nks again for all vour help. We'll see what tomorrow (or at least NSC) brings ! 

Bra d 

We hope to pass back comments shortly. 

Hello OCC colleagues, 

lust because you arc not at all swamped with 1,001 different deliverables for tomorrow, I want to send you a note (to add to your 
feather- Jightload) and a kind request for clearance, as soon as possible, on the following 4 memos: 

• Blocking merro for EO 13660 designations (\) 
• Blocking Mcm:> for EO 1366 1 designations ( I) 
• Identi fi cation and Determination Mcrn> for EO 13662 identifications (2) 

We will need your clearance before Barbara sign these. We don't know what the final rollout timing will be, but as of now, there is 
talk of going forward with these actions between 2 and 3 PM torrorrow, or in the rooming on Thursday. 

Thank you for your help. 

19_011-E3-oo018380 
2018-08-116: 000214 



RE: U/R Memos pending OCC review 

From: 

To: 
Cc: 

Date: Tue, 15 Jul2014 22;05:28-0400 
Anachments: July 1613661 8 Defense Companies and 4lndlvidualsOCC (07-15-2Q14).doc (40.96 kB) 

-I' lle addrcssedlillllilcomncnlS for lhc 661 mcnXl. [' lease sec the questions directed to you in several comments. [rwe mak.e 
changes, we w~to fe-generate the blockil1g !llClm in OAS IS so the change is pushed to the SON learn aoo the SON team may 
have to rc·run their files . 

T hanks, 

.... ;!!!III _____ IIlIIlIIBIIIIII _____ _ 
; ~;~:~;~ M"""'" nc OCC review 

Thank you team OCC for reviewing and clea rTng these in record t ime. We truly a pp reclate you r thorough reviews and your 
sraclousness 

201408:02 PM 

(b)(6I, (b)(7)(C) 

19_011-E3-oo018383 
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RE: U/R Memos pending OCC review 

From: 

To: 
Cc: 

Date: Wed, 16 Jul2014 09:15:10-0400 
Attachments: Ju~ 1613660 1 Individual and 3 Entities FINAL.doc (29.7 kB); July 16 13661 8 Defense Companies and 4 

indIViduals FNAl.doc (39.42 kB) 

I've flnached fim l versions of the 660 and 661 rrrrrns for printing. 

We're going to Jea\'e these SDN entrie~ as is. Each lim;- in tll;' past Ihal then' has been a slight AKA spell 1l1gdi fti.-rence that we 
missed. we were told to add it as an AKA, so now thai we've added an AKA with a slight spelling difference from the original name. 
\\<;; <Ire Itot goillg to take it out. Sall~ gu..:-s for addfe~~~s. 

The onlychangcs we need to accept arc to the non-tD sections of thc memos. 

-a'~lease make !he changes to the ITICIlI)S and send the final ve~ions to me eJectmnicolly. I will prill! them out on 
~ad alKl have them ready for Barbara's signature. 

Thank you. 

19_011-E3-00018385 
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FW: Latest press Quidance - Livelink 48 KB 

From: 

To: 

Date: 

AHachments; 

Wed, 16 Jul2Q14 14:58:33.()400 

071614 Press Guidance Sectoral Sanctions REOLtle..iIOC)( - 36 KB (0 bytes) 

Hey guys 

Can you take a quick look at the latest rcdJincd press guidance regarding Stale L's question on l.lI!iMD~IiII •• and the Kalashnikov 
question at the end? 

Thanks! 
Hagar 

Hagar. 

I 16,2014 2:41 PM 

J think we shoul d track the OFAC on the Kalasillikov question and have made edits accordingly. 

[threw in a co~le extra bullet~ in here. 
SOI'1"Y for sending a sC(:ond vCTsion. 
HHH 

"" .,id'~"'ith edits. There wcrcn'lloo Jl1Iny, bUI olle question flagged frOIn State L 01 iN 

Will share the eeon TPs separately as well. 

Hagar 

From: Chemali, Hagar 
Sent: Wednesday, July 16, 2014 1:49 PM 
To: Esser, Vldoria; Cohen, David; Glaser, Daniel; Fowler, Jennifer; MmW; Earnest, Natalie W.; Hammerle, Barbara; 1I:iJmD 

19_011-E3-00018390 
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I-'I casc find lhe lalesl red- lined release allaehcd. 

I'ress guidance eoming shortly 
Thanks! 

I [agar 

(b)(6) 
\u:ec :;.eC); :;.zu~, AOam 

Anderson, Trisha; 

NSC wanloo IO K@!l.1W 

19_011-E3-00018390 
2018-08-11 6: 000220 



RE: Latest press Quidance - Livelink 52 KB 

From: 

To: 

Date: Wed, 16 Jul2014 15:12:14..()400 

Attachments: 071614 Press Guidance Sectoral Sanctions REOLINE....OCX. 38 KB (0 bytes) 

Reviewing now. Plus Eytan and liliJ 

roo""''"', Mattllew; Smith, John 

Hcyguys -

Can you take 1\ quick look at the latest redlirx:d press guidaTlCe regarding State L's question on l.lI!iMD~IiII •• llnd the KlIllIshnikov 
question allhe end? 

TIlill1ksl 
Hagar 

16,20142:41 PM 

19_011-E3-oo018392 
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RE: Latest press guidance 

From: 

To: ·Smith, 

Date: Wed, 16 Jul2014 15:22:06"(woo 

Hey John - do YOli !lave an E I A'! 
Sorry. cra~hil1g h.;:r( 

(b){6) 

19_011-E3-oo018394 
2018-08-116: 000223 
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RE: Latest press guidance 

From: 

To: 

Dale: Wed, 16 Jul2014 15:24:05.()400 

This looks fine \0 Ire, but note thai we need 10 ch.:Jnge I. 

19_011-E3-oo018395 
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RE: Latest press Quidance - Livelink 52 KB 

From: 

To: 

Dale: Wed, 16 Jul2014 15:24:45..()400 

Attachments: 071614 Press Guidance Sedoral Sanctions REOLNE.8>ts.dOCX. 37 KB (0 bytes) 

19_011-E3-oo018396 
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RE: Latest press Quidance 

From: 

To: 

Dale: Wed, 16 Jul2014 15:24:57 .()4OQ 

Thanks all! 

f"''''' 
II1II •• ;; Tuchband, Matthew; Asch, Eytani lOIN 

19_011-E3-oo018398 
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SiS ned Memos for Ukraine Action - 7/16/2014 

From: 

To: 

Cc: _DL_OFAC SON_Team <_dLofacsdn.Jeam@do.treas.gov> 
Date: Wed, 16 Jul2014 16:04:22..()400 

Attachments: Blocking_Memo_13660.pdf (217.8 kB); BlockintLMemo_13661.pdf (341.27 kB); Delenninalion_Directiva_Banks.pdf 
(220.98 k8); Determinaoon_Directive_Energy.pdf (229.06 kB) 

19_011-E3-oo018399 
2018-08-116: 000231 
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DEPARTMENT OF THE TREAS URY 
WASHINGTON, D.C. 20220 

Case IDs UKRAINE2-3863, 3859, 3872, 3809, 3861,3814,3864,3860,3899,3910,4054,3901 

OFFICE OF FOREIGN ASSETS CONTROL 

SPECIAL DESIGNATION AND BLOC KING MEMORANDUM 

Executive Order 13661 of March 16,20 14, "Blocking Property of Additional Persons 
Contributing to the Situation in Ukraine" (the Order), authorizes the designation by the Secretary 
of the Treasury or his designee, in consultation with the Secretary of State, of any person 
determined to meet the criteria set forth in the Order. 

Pursuant to the Order, 31 C.F.R. § 589.802, and section 203 of the International Emergcncy 
Economic Powers Act, 50 U.S.C. §§ 1701-1706, I hereby determine, in consultation with the 
Department of State, that thc entities and individuals listed below, and further addressed in the 
attached evidentiary memoranda (Case IDs UKRAINE2-3863, 3859, 3872, 3809, 3861, 3814, 
3864,3860,3899,3910,4054,3901), meet one or more of the criteria for des ignation set forth in 
the Order. Therefore, the entities and individuals listed below are designated pursuant to the 
Order and wi ll now appear on the Office of Foreign Assets Control's Specially Designated 
Nationals and Blocked Persons List. 

Entities: 

I. URALV AGONZA VOD (a .k.a. NAUCHNO-PROTZVODSTVENNA Y A 
KORPORATSIY A URAL V AGONZA VOD OAO; a.k.a. NPK URAL V AGONZA VOD; 
a.k.a. NPK URALVAGONZA VOD OAO; a.k.a. OJSC RESEARCH AND 
PRODUCTION CORPORATION URAL V AGONZA VOD; a.k.a. RESEARCH AND 
PRODUCTION CORPORATION URALVAGONZAVOD; a.k.a. RESEARCH AND 
PRODUCTION CORPORATION URAL V AGONZA VOD OAO; a.k.a. 
URALVAGONZAVOD CORPORATION; a. k.a. "UVZ"), 28, Vostoehnoye shosse, 
Nizhni Tagil, Sverdlovsk region 622007, Russia; 28 Vostochnoe shosse. Nizhni Tagil, 
Svcrdlovskaya oblast 622007, Russia; 40, Bolshaya Yakimanka Street, Moscow 119049, 
Russia; Vistochnoye Shosse, 28, Nizhny Tagi 1622007, Russia; Website 
http://www.uvz.ruf;alt. Website http://ura[vagonzavod.com!; Emai l Addressweb@uvz.ru 
[UKRAINE2J. 

2. KA LASHNIKOV CONCERN (a.k.a. CONCERN KALASI-IN IKOV; a.k.a. IZHEVSKIY 
MASHINOSTROTTEL'NYI ZAVOD OAO; f. k.a. IZHMAS H R&D CENTER; r k.a. JSC 
NPO IZI-lMASH; f.k.a. NPO IZHMAS I-l OAO; a.k.a. OJSC CONCERN 
KALASI-INIKOV; f.k.a. OJSC IZI-IMASI-l; f.k.a. SCIENTIFIC PRODUCTION 
ASSOCIATION IZI-IMASH JOINT STOCK COMPANY), 3, Derjabin Pr. , 1zhevsk, 
Udmurt RepUblic 426006, Russia; Registration ID 1111832003018 [UKRAINE2j. 
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3. FEDERAL STATE UNITARY ENTERPRISE STATE RESEARCH AND 
PRODUCTION ENTERPRISE BAZAL T (a.k.a. FEDERAL STATE UNITARY 
ENTERPRISE, STATE RESEARCH AND PRODUCTION ENTERPRISE BAZALT; 
a.k.a. FSUE SRPE BAZAL T; a.k.a. STATE RESEARCH AND PRODUCTION 
ENTERPRISE BAZALT), 32 Velyaminovskaya, Moscow 105318, Russia; Website 
www.bazalt.ru; Emai l Addressmoscow@bazalt.ru [UKRAINE2]. 

4. JOINT STOCK COMPANY CONCERN SOZVEZDIE (a.k.a. JSC CONCERN 
SOZVEZDIE), 14 Plekhanovskaya SU'eet, Voronezh, Russia; 14 ul. Plckhanovskaya, 
Voronezh, Voronezhskaya obi. 394018, Russia; Registration ID 1053600445337 
[UKRAlNE2]. 

5. JOINT-STOCK COMPANY CONCERN ALMAZ-ANTEY (a.k.a. ALMAZ-ANTEY 
CORP; a.k.a. ALMAZ-ANTEY DEFENSE CORPORA nON; a.k.a. ALMAZ-ANTEY 
JSC; f.k.a. OTKRYTOE AKTSIONERNOE OBSHCHESTVO KONTSERN PVO 
ALMAZ ANTE!), 41 ul Vereiskaya, Moscow 12 1471, Russia; Website almaz-antey.ru ; 
Email Addressantey@almaz-antey.ru [UKRAINE2]. 

6. JOINT STOCK COMPANY MILITARY-INDUSTRIAL CORPORATION NPO 
MASHINOSTROYENIA (a.k.a. JOINT STOCK COMPANY MILITARY 
INDUSTRIAL CONSORTIUM NPO MASHINOSTROYENIA; a.k.a. JSC MIC NPO 
MASHINOSTROYENIA; a.k.a. MIC NPO MASHINOSTROYENIA JSC; a.k.a. MIC 
NPO MASHINOSTROYENIYA JSC; a.k.a. MILITARY INDUSTRIAL 
CORPORATION NPO MASHINOSTROENIA OAO; a.k.a. OPEN JOINT STOCK 
COMPANY MILITARY INDUSTRIAL CORPORATION SCIENTIFIC AND 
PRODUCTION MACHINE BUILDING ASSOCIATION; a.k.a. VOENNO­
PROMYSHLENNA Y A KORPORATSIYA NAUCHNO-PROIZVODSTVENNOE 
OBEDINENIE MASHINOSTROENIY A OAO; a.k.a. VPK NPO 
MASHINOSTROENIY A), 33, Gagarina St., Reutov-town, Moscow Region 143966, 
Russia; 33 Gagal'in Street, Reutov, Moscow Region 143966, Russia; 33 Gagarina ul., 
Reutov, Moskovskaya obi 143966, Russia; Website www.npomash.ru; Email Address 
export@npomash.ru; alt. Email Addressvpk@npomash.ru; Registration 10 
1075012001492 (Russia); Tax ID No. 5012039795 (Russia); Government Gazette 
Number 07501739 (Russia) [UKRAINE2]. 

7. JOINT STOCK COMPANY CONCERN RADIO-ELECTRONIC TECHNOLOGIES 
(a.k.a. CONCERN RAD IO-ELECTRONIC TECHNOLOGIES; a.k.a. "KRET"), 20/1 
Karp. 1 uL Gonchamaya, Moscow 109240, Russia; Website http://www.kret.com; 
Registration ID 1097746084666 [UKRAINE2]. 

8. KONSTRUKTORSKOE BYURO PRIBOROSTROENIY A OTKRYTOE 
AKTSIONERNOE OBSHCI-IESTVO (a.k.a. INSTRUMENT DESIGN BUREAU; a.k.a. 
JSC KBP INSTRUMENT DESIGN BUREAU; a.k.a. KBP INSTRUMENT DESIGN 
BUREAU; a.k.a. KBP INSTRUMENT DESIGN BUREAU JOINT STOCK 
COMPANY; a.k.a. "KBP OAO"), 59 Shcheglovskaya Zaseka uI., Tula 300001, Russia; 
Website www.kbptuia.ru; Email Address kbkedr@tula.nct; Registration 10 
1117154036911 (Russia); Government Gazette Number 07515747 (Russia) 
[UKRAlNE2]. 
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Individuals: 

I. NEVEROV, Sergei Ivanovieh (a.k.a. NEVEROV, Sergei; a.k.a. NEVEROV, Sergey); 
DOB 21 Dec 1961; POB Tashtagol, Russia; Deputy Chairman of the State Duma of the 
Russian Federation; Member of the State Duma Committee on I-lousing Policy and 
Housing and Communal Services (individual) [UKRArNE2]. 

2. SAVELYEV, Oleg Genrikhovieh; DOB 27 Oct 1965; r OB S1. Petersburg, Russia; 
Minister for Crimean Affairs (individual) [UKRAINE2]. 

3. SI-ICI-IEGOLEV, Igo r (a.k_._ SI-ICHYOGOLEV, Igor Olegovieh); DOB 10 Nov 1965; 
POB Vinnitsa, Ukraine; alt. POB Vinnytsia, Ukraine; Aide to the President of the 
Russian Federation (individual) [UKRA[NE2]. 

4. BESEDA, Sergey (a.k.a. BESEDA, Sergei; a.k.a. BESEDA, Sergei Orestovoeh); DOB 
1954; Commander of the Fifth Service of the FSB; Commander of the Selv ice for 
Operational Informat ion and International Communications of the FSB; FSB Colonel 
General ; Colonel-General (individual) [UKRArNE2]. 

Accordingly, except to the extent otherwise provided by law or unless licensed or otherwise 
authorized by the Office of Foreign Assets Control, (I) all real, personal, and any other property 
and interests in property of the entities and individuals named above that arc in the United States, 
that hereafter come within the United States, or that are or hereafter come within the possession 
or control of any U.S. person are blocked and may not be transferred, paid, exported, withdrawn, 
or otherwise dealt in, and (2) any transaction or dealing by a U.S. person or within the Uni ted 
States in property or interests in property of the entities and individuals named above is 
prohibited. 

Additionally, except to the extent otherwise provided by law or unless licensed or otherwise 
authorized by the Office of Foreign Assets Control, the following are prohibited: (I) any 
transaction that evades or avo ids, has the purpose of evading or avoiding, causes a violation of, 
or attempts to violate any of the prohibitions contained in the Order; and (2) any conspiracy 
formed to violate any of the prohibitions in the Order. 

The President determined in section 7 of the Order that, because of the abi lity to transfer funds or 
other assets instantaneously, prior notice to persons determined to be subject to the Order who 
might have a constitutional presence in the United States would render ineffectual the blocking 
and other measures authorized by the Order. Therefore, the President determined that there need 
be no prior notice of such a detennination. In making these determinations pursuant to the 
Order, I also find that no prior notice should be afforded to the entities and indiv iduals named 
above because to do so would provide an opportunity to evade the measures authorized in the 
Order and, consequently, would render those measures ineffectual. 

Barbara C. Hammerle 
Acting Director 
Office of Foreign Assets Control 



RE: Latest press Quidance - Livelink 52 KB 

From: "Tuchband, Matthew" (b)(S) 

To: 

Date: Wed, 16 Jul2014 16:09:3O..()400 

Attachments: 071614 Press Guidance Sectoral Sanctions RECLINE (la, mt).docx - 36 KB (0 bytes) 

Hagar. 

From: Smith, Bradley 
Sent: Wednesday, July 16, 2014 ~ •• liIlIa. 
To: Smith, John; Chemali, Hagar;~Tud1band, Matthew'; Rsch, Eytan; ,m 
Subject: RE: Latest press guidance 

(b){5) 
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FW: Notice of Blocking of Third Person - Concern Kalashnikov - Livelink 310 
KB 

From: (b)(6), (b)(7)(C) 
To: 

Dal e: Wed, 16 Jul 2Q14 16:54:23-0400 

Anachments: 42112 Blocking NotIce.pdf · 206 KB (0 bytes); U.S. Department of the Treasury Press Release· 7. 16.2Q14.pdf· 97 
KB (0 bytes) 

As requested. 

BesL 

Kalashnikov 

Dear RWC Group, lie: 

Today, the U.S. Department of the Treasury's Office of Foreign Assets Control designated Concern KaJashnikov in connection w ith the 
ongoing unrest in Ukraine. You will find addi tional details about this action in the attached Notification of Blocking of Third Person 
and U.S. Dep3rtment of tbc Treasury Press Release. Further infonnarion about today' s action is also available at 
www,treasW)l,goYJQfac. 

Please feel free to reach out to me or any of the other points of contact listed in the Notification of Blocking of Third Person should you 
have any questions. If! am tmable to assist personally, I will di rect you to the appropriate person within my office 

Best regards, 

I t ofthc Trcaslll)' 
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RE: Notice of Blockins of Third Person - Concern Kalashnikov 

From: 
To: 

Date: Wed, 16 Jul 2014 16:58:47.{)4{)() 

Thanks __ 
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FW: Sanctions List Update - Internal Notification 

From: 

To: 
Date: Wed, 16 Jul2014 17:00:04-0400 

2014 4:29 PM 
';~,J""",,; LluJN@state.gov; PreheimAM@state.gov; MitchelIJ2@state,gOll 

Update - Internal Notification 

OFAC has updated one of its Sa nctions Lists: 

The following sanctions list updates occurred today = The following individuals have been added to OFAC's SON List: 

BESEDA, Sergey (a.k.a. BESEDA, Sergei; a.k.a. BESEDA, Sergei Orestovoch)i DOB 1954; Commander of the Fifth Service 
of the F5B; Commander of the Service for Qperationallnformation and International Communications of th e FSB; 
FSB Colonel General; Colonel-General (in dividual) (UKRAINE2]. 

BORODAI, Aleksandr (a.k.a. BORODAI, Alexander); DOB 25 JuI1972; nationality Russia (Individual) [UKRAINE]. 

NEVEROV, Sergei Ivanovich (a.k.a. NEVEROV, Sergei; a.k.a. NEVEROV, Sergey); DOB 21 Dec 1961; POB Tashtagol, 
Russia; Deputy Chairman of the State Duma of the Ru ssian Federation; Member of the State Duma Committee on 
Housing Policy and Housing and Communal Services (individual) [UKRAINE2J. 

SAVElYEV, Oleg Genrikhovich; DOB 27 Oct 1965; POB St. Petersburg, Russia; M inister for Crimean Affairs (individual) 
[UKRAINE2]. 

SHCHEGOLEV, Igor (a.k.a. SHCHYOGOlEV, Igor Olegovich); OOB 10 Nov 1965; POB Vinnitsa, Ukraine; alt. POB 
Vinnytsia, Ukraine; Aide to the President of the Ru ssian Federation (individual) [UKRAINE2J . 

The following entities have been added to OFAC's SON list: 

DONETSK PEOPLE'S REPUBLIC, Donetsk Region, Ukraine [UKRAINE]. 

FEDERAL STATE UNITARY ENTERPRISE STATE RESEARCH AND PRODUCTION ENTERPRISE BAZALT (a.k.a. FEDERAL 
STATE UNITARY ENTERPRISE, STATE RESEARCH AND PRODUCTION ENTERPRISE BAZALT; a.k.a. FSUE SRPE BAZALT; 
a.k.a. STATE RESEARCH AND PRODUCTION ENTERPRISE BAZALT), 32 Velyaminovskaya, Moscow 105318, Russia; 
Website www.batalt.ru : Email Add ress moscow@bazaltru IUKRAINE2J. 

FEOOOSIYA ENTERPRISE (a .k.a . FEODOSIA Oil PRODUCTS SUPPLY CO.; a.k.a. FEODOSIYA ENTERPRISE ON PROVIDING 
OIL PRODUCTS; a.k.a. FEODOSIYSKE COMPANY FOR THE Oil; a.k.a. THEODOSIYA Oil TERMINAL), Feodosiya, 
Geologicheskaya str. 2, Crimea 98107, Ukraine; Feodosia, Str. Geological 2, Crimea 98107, Ukraine [UKRAINEJ. 

JOINT STOCK COMPANY CONCERN RADIO-elECTRONIC TECHNOlOGIES (a.k.a . CONCERN RADIO-elECTRONIC 
TECHNOLOGIES; a.k.a. "KRET"), 20/ 1 Korp. 1 ul. Goncha rn aya, Moscow 109240, Russia; Website 
~am: Registration 10 1097746084666 [UKRAINE2J. 

JOINT STOCK COMPANY CONCERN S02VEZDIE (a.k.a. JSC CONCERN SOZVEZD1E), 14 Plekhanovskaya Street, Voronezh, 
Russia; 14 ul. Plekhanovskava, Voronezh, Voronezhskava obI. 394018, Russia; Regist ration 10 1053600445337 
[UKRA1NE2]. 

JOINT STOCK CO MPANY M IlITARY-INDUSTRIAL CORPORATION NPO MASHINOSTROVENIA (a.k.a . JOINT STOCK 
COMPANY M lliTARV INDUSTRIAL CONSORTIUM NPO MASHINOSTROYENIA; a.k.a . JSC MIC NPO MASHINOSTROYENIA; 
a.k.a. MIC NPO MASHINOSTROVENIA JSC; a.k.a. MIC NPO MASHINOSTROYENIVA JSC; a.k.a. M ILITARV INDUSTRIAL 
CORPORATION NPO MASHINOSTROENIA DAD; a.k.a. OPEN JOINT STOCK COMPANY MILITARY INDUSTRIAL 
CORPORATION SCIENTIFIC AND PRODUCTION MACHINE BU ilDING ASSOCIATION; a.k.a. VOENNO-PROMYSHlENNAYA 
KORPORATSIYA NAUCHNO-PROIZVODSTVENNOE OBEDINEN IE MASHINOSTROENIYA DAD; a.k.a. VPK NPO 
MASHINOSTROENIYA), 33, Gagarina St., Reutov-town, Moscow Region 143966, Russia; 33 Gagarin Street, Reutov, 
M oscow Region 143966, Russia; 33 Gagarina uJ., Reutov, M oskovskaya obi 143966, Russia; Website 
WY:IJN npomash.tu; Email Address e)(port@opomash.ru ; all. Email Address .IlPk@npomas.b..r.u; Registration 10 
1075012001492 (Ru ssia); Tax 10 No. 5012039795 (Russia); Government Gazette Number 07501739 (Russia) 
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[UKRAINE2). 

JO INT-STOCK CO MPANY CONCER N AlMAZ-ANTEY (a.k.a. AlMAZ-ANTEY CORP; a.k.a. AlMAZ-ANTEY DEFE NSE 
CORPORATION; a.k. a. AlMAZ-ANTEY JSC; f .k. a. OTKRYTOE AKTSIONERNOE OBSH CHESTVO KONTSERN PVO AlMAZ 
ANTEI), 41 uLVereiskaya, Moscow 121471, Russia ; Website alm az-antey.ru; Email Address antey@almaz-anteyru 
[UKRAINE2). 

KALASHNIKOV CONCER N (a. k.a. CO NCER N KALASHNIKOV; a.k.a. IZHEVSKIY MASHINOSTROlTEL'NYI ZAVOD DAD; f.k.a. 
IZHMASH R&D CE NTER; f.k.a. JSC NPO IZH M ASH; f .k.a. NPO IZHMASH DAD; a.k.a. OJSC CO NCER N KALASH NIKOV; 
f .k.a. OJSC IZHMASH; f .k.a. SCIENTIF IC PRODUCTION ASSOCIATION IZHMASH JOINT STOCK COMPANY), 3, Derjabin 
Pr ., Izhevsk, Udmurt Republic 426006, Russia; Registration 10 1111832003018 [UKRAI NE2J. 

KONSTRUKTORSKOE BYURO PRIBOROSTROENIYA OTKRYTOE AKTSIONERNOE OBSHCHESTVO (a .k.a. INSTRUMENT 
DESIGN BUREAU; a.k.a. JSC KBP INSTRUME NT DESIG N BUREAU; a.k.a . KBP INSTRU MENT DESIGN BUREAU; a.k.a. KBP 
INSTRUMENT DESIGN BUREAU JOINT STOCK COMPA NY; a.k.a. " KBP OAO"), S9 Shcheglovskaya Zaseka uL, Tula 
300001, Russia; Website www.kbptu[a.ru ; Email Add ress kbkedr@tula.net : Registration 10 1117154036911 (Russia); 
Government Gazette Number 07515747 (Russia) [UKRAINE2]. 

LUHANSK PEO PLE'S REPUBLIC (a.k.a. LUGANSK PEO PLE'S REPUBLIC; a. k.a. PEOPLE'S REPUBLIC QF LUHANSK), Luhansk 
Region, Ukraine [UKRAINE] . 

URAlVAGONZAVQD (a.k.a . NAUCHNQ-PRQIZVQDSTVENNAYA KORPQRATSIYA URALVAGONZAVQD QAO; a.k.a. NPK 
URAlVAGONZAVOD; a.k.a. NPK URALVAGO NZAVOD DAD; a.k.a. QJSC RESEARCH AND PRODUCTION CORPORATION 
URAlVAGONZAVOD; a.k.a. RESEARCH AND PRODUCTION CORPO RATION URAlVAGONZAVOD; a.k.a. RESEARCH AND 
PRODUCTION CORPORATION URAlVAGONZAVOD DAD; a. k.a. URALVAGO NZAVO D CO RPORATION; a.k.a . "UVZ"), 28, 
Vostochnoye shosse, Nizhni Tagil, Sverd lovsk region 622007, Russia; 28 Vostochnoe shosse, Nizhni Tagil, 
Sverd lovskaya o blast 622007, Russia; 40, Bo!shaya Yakimanka Street, Moscow 119049, Russia; Vis tochnoye Shosse, 
28, Nizhny TaSil622007, Russia; Website http-//www uvz rut- alt. Website http://uralva2onzavod com{' Email 
Address web@UVl.ru [UKRAIN E2]. 

Final Talking Points (Fo. 1,,~efA811:1§e OAlf) = See Recent Actions Notice 

Day/Time Posted = 7/16/2014 4:00:00 PM 

Contact Personnel for this publica tion = _Dl_OFAC SON_Team 

For more information, please reference t he fo ll owing link.: http://www.treasurY.2ov/resource­
eente rha 0 ctjo os/OFAC -E ofo ree ment/Pa ges/OEAC -Reeen t -Acti ODS. a SOX 
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Concern Kalashnikov - Notification of Blocking of Third Person 

From: 

To: 

Date: Wed, 16 Jul201417:04:19-0400 

All 

The blocking notice went OUI by e-mai l 10 I{ we Gro~. LLC. just a few mir.lIes ago. The ori ginal docunl;': nts \\ ill be delivered UPS 
Next Doy Air. 

Hesl, 

19_011-E3-oo018414 
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FW: Notice of Blocking of Third Person - Concern Kalashnikov - Livelink 316 
KB 

From: 
To: 

Cc: 

Date: Wed, 16 Jul2014 17:05:36-0400 

Attach ments: 421 12 Blocking Notice.pdf · 206 KB (0 bytes); U.S. Department of the Treasury Press Release· 7. 16.2014.pdf· 97 
KB (0 bytes) 

'notice sent OUI by Enforcemcnltoday. The 1l00ice was selll to R\\'C Group LLC in .; [he president is Eldad Oz. 

Please se nd any ca lls on this blocking notice directly to me or_ 
ilto my voiccIlni1.1 will Ix! able \0 respond as quickly as possibre.---' 

lei me know If you have any q\£stJon~ or would like [0 discll';s! 

Andrea 

once he's hack next week). Even if you send 
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RE: Notice of Blocking of Third Person - Concern Kalashnikov 

From: 
To: 

D81e: Wed, 16 Jul 2014 17:07:03.()4{)() 

Absoll'ely! 

Thanks agail1! 

Kalashnikov 
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Re: Notice of Blocking of Third Person - Concern Kalashnikov 

From: 

To: 

Cc: 

Dale: Wed, 16 Jul 2014 17:08:05.()4()() 
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RE: Notice of Blockins of Third Person - Concern Kalashnikov 

From: 

To: 

Cc: 

Date: 

I'm oul this Thursd3), aM I' ridi!y, an:! next week Monday, but I will he hack in the office on TlIesday_ .. 
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FW: Notice of Blockin!l of Third Person - Concern Kalashnikov 

From: 

To: _O~OFAC PP&.I.Co~m.p.'~;'.",.'.<~-~dLiof.".'''.mi@do.I''~''iI'l.goill'''lIIIlIIII • ••••••••• Cc: "Gackl, Andrea-

Dale: W&d, 16 Jul2014 17:11:53-Q400 

Attachments; 42112 Blocking Notice.pdf (207.4 k8); U.S. Department of the Treasury Press Release· 7.16.2014.pdf (95.66 kB) 

AII -

Please see And rea 's ema il be low regard i ng hotline calls from Awe Group LLL 
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RE: Notice of Blockins of Third Person · Concern Kalashnikov 

From: ~"G~'~':"~' =.; 
To: ~ 
Date: Wed, 16 JuI201411:17:21-0400 

Th'(! 

'liI'"h;", Person - Concern Kalashnikov 

AII -

Please see Andrea 's email below regarding hot li ne ca lls f rom RWC Group Uc. 
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FW: WSJ - U.S. Escalates Sanctions A!lainst Russia Over Ukraine Crisis 

From: "Gaijanis, Gregory" (b}(6) 

To: 

Date: Wed, 16 Jul2Q14 17:25:47-{)<100 

All of you are welcome to my office on the 4th floor to watch the Presidenl' ~ reTmrks live" . 

From' !II Sent: Wean ay, JUly 16, 2014 5:18 PM 
To: _DLFYI' _DlJAfierts 
SUbject: WSJ - U.S. Escalates Sanctions Against Russia Over Ukraine Crisis 

(b){6) 

U.S. Escalates Sanctions Against Russia Over Ukraine Crisis 

Treasury Targets Rosneft, Other Top Firms, Stops Short of Sectoral Measures; EU Also to Expand list 

By William Mauldin 
Updated JulV 16, 2014 5:10 p,m, ET 

WASH INGTON-The Obama administ ra tion escalated its sanctions aga inst Russia over its alleged interference in 
Ukraine, imposing restr ictions on the Russian state-controlled oil giant OAO Rosneft and other top firms. 

The move follows weeks of U.S. threa ts tha t Russia would face additional punishment if it didn't take steps to help 
defuse the situation in eastern Ukrain e, where separatists are fighting the Ukrainian govern men t. 

The U.S. says the separatists are getting significant support from Russia, an accusation Moscow has denied. 

The new sanctions targeting some of Russia 's biggest co mpanies are an attempt by the Obama administration to 
show it is serious about going further to isolate Russia after it annexed Ukraine's breakaway Crimea region in March. 
However, they stop well short of hitting entire sectors of the Russian economy, which could hurt other countries as 
well, especially in Europe. 

For the fou r major Russian firms, the u.s. Treasury is now limiting their access to equity financing and medium- and 
long-term debt financing coming from peop le or banks with ties to the U.S. The Treasury did not block the assets of 
these companies or prevent U.s. citizens and U.S.-related fi rms from doing ord inary business with them. 

Rosneft, Russia's biggest oil producer; DAD Novatek, NVTK.MZ -0.22% the second-biggest gas company; DAD 
Gazprombank, the bank connected wit h the country's gas-export monopoly, and Vnesheconombank, or VEB, a state­
owned deve lopment lender were put on the Treasury Department's "sectora l sanctions" list. 

The U.S. also targeted a number of smaller defense-related fi rms, including th e iconic Kalashn ikov concern, as we ll as 
the two main Ukrainian separat ist entities: the self-decla red Donetsk People's Republic and Luhansk People's 
Republic. 

Wednesday's sa nctions follow a ser ies of smaller steps, mostly target ing individuals, that the U.s. has taken in an 
effort to change Russia's behavior with respect to Ukraine. 

U.S. administration officials were expected to brief reporters Wednesday on the latest steps, which came as the U.S. 
said Russia has resumed a buildup of combat troops along its border with Ukraine. 

The U.S. believes that up to 12,000 Russian troops are stationed along the border, indicating a steady buildup over 
the last several weeks, sa id Col. Steve Warren, a Pentagon spokesman. 

The assessment jibes with one made Monday by a military official at the North Atlan tic Treaty Organization, who said 
Russia has deployed 10,000 to 12,000 troops along its border with Ukraine, Just a month after it had withdrawn those 
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troops to less than 1,000. 

Also on Wednesday, the European Union agreed to expand sanctions on Russia to include com panies, according to a 
person familiar with the decision. The names of the f irst round of companies will be decided in the coming days, 
possibly by Saturday, the person sa id. 

- Matthew Da lton in Brussels and Jeffrey Sparshott in Washington contributed to this article. 

Write to William Mauldin at wlillam.mauldln@wsj...co.m 
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FW: Notice of Blockin!l of Third Person - Concern Kalashnikov 

From: 

To: 
Date: Wed, 16 Jul2014 17:50:02-0400 
Anachments: 42112 Blocking Notlce.pdf (207.4 kB); U.S. Department of the Treasury Press Release· 7.16.2014.pdf (95.66 kB) 

Guess t hat aspect won't be very complicated for us .. 

Person - Coorem Kalashnikov 

AII -

Please see And rea's email below regarding hotllne cal ls from RWC Group LlC. 
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DEPARTMENT OF THE TREASURY 
WASH I NGTON, D.C. 20220 

NOTIFICATION OF BLOCKI NG OF THIRD PERSON 

ENF 42112 

Eldad Oz 
President 
RWC Group, LLC 
911 William Leigh Drive 
Tullytown, PA 19007 

Dear Mr. Oz: 

JUL 1 6 101~ 

The U.S. Department of the Treasury 's Office of Foreign Assets Control ("OF AC") would like 
to inform you that on July 16,2014, OFAC des ignated Concern Kalashnikov, fonncr ly known as 
IZIIMASII (the "Designated Palty"), pursuant to Executive Order 13661 of March 16,2014, 
"Blocking Property of Additional Persons Contributing to the Situation in Ukraine" ("E.O. 
13661 "), which was isslied under the authority of the Internationa l Emergency Economic Powers 
Act, 50 U.S.C. §§ 1701-1706 ("IEEPA"). E.O. 13661 is implemented pursuant to the Ukraine­
Related Sanctions Regulat ions, 31 c. r-.R. pal1 589 and the Reporting. Procedures and Penalties 
Regulati ons, 3 t C.r-.R. part 501 (collectively, the "Regulations"). 

Please find enclosed a copy ofa prcss release announcing OFAC's action against the Designated 
Pa,'y on July 16,2014. 

Pursuant to the Regulations and E.O. 13661, all property and interests in propel1y of the 
Designated Partr that are or come within the United States or within the possession or control of 
any U.S. person arc, wilh limited exceptions, blocked. Blocked property may not be transferred, 
paid, exported, wi lhdrawn, or otherwise dealt in unless authorized by OF AC. In add ition, unless 
authorized by OFAC, any transaction or dealing by a U.S. person, or within the United States, in 
any property or property interests of the Designated Party, is prohibited. 

Please be advised that further performance under any contracts or written agreements, or in 
connection wilh any lransactions under way, between RWC Group, LLC, and the Designated 
Party, ineluding as a representative or agent thereof, is prohibited by the Regulations and E.O. 
13661, unless the transaction is authorized by OFAC or exempt under lEEP A. Similarly, 
importing any goods in which the Designated Party has an interest or engaging in any financial 
or commercial transaction with the Designated Party is prohibited. Add itionally, any lransaetion 
or dealing that evades 01' avoids these prohibitions is unlawful. (l is also unlawful for any person 
lO conspire to violate these prohibitions. 

1 A "Un ited States person" means any United States ci tizen, permanent resident alien, entity organized under the 
laws of the United States or any jurisdiction within the Un ited States (including fore ign branches), 01' any person in 
the United States. See § 589.312 of the Regulations. 
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ENF 42112 

OFAC will cons ider requests for specific licenses to authorize certain transact ions or dea lings 
prohibited as a result of this action. Requests for specific licenses can be made via our Web site 
at http://www,treasury.gov!resource-centcclsanctiolls/Pages!liccnsing.aspx, by facsimi le at (202) 
622-1 657, or in writi ng at the following address: 

Assistant Director for Licensing 
Office of Foreign Assets Control 
U.S. Department of the Treasury 
1500 Pennsylvania Avenue, NW 
Washington, DC 20220 

Please refer to the licensing procedures set forth in 31 C.F.R. §§ 501.801-802 for fUl1her 
guidance on submitting license requests. Should you have any inquiries regarding license 
requests, please contact Andrea Gacki, Assistant Director for Licensing, at (202) 622~2480. 

Vio lations of IEEPA may result in civil monetary penalties of up to the greater of $250,000 or 
twice the value of each underlying transaction. IEEPA also provides for criminal penalties of up 
to 20 years in prison and $1 mi llion in fines. 

To assist tbe public in complying with the economic sanct ions programs it administers, OFAC 
makes ava il able a complete list of all specially designated and blocked persons against whom 
sanctions actions have been taken, at: www.treasury.gov/ofac. 

Any questions conceming this notice may be directed 10 the Office of Enfo rcement, refe rencing 
ENF 42112, at (202) 622-2430. 

Enclosure 

Sinccrely, 

Barbara C. Hammerle 
Deputy Director 
Office of Foreign Assets Control 

2 



U.S. TREASURY DEPARTMENT 

OFFICE OF PUBLIC AFFAIRS 

FOR IMMEDIATE RELEASE: July 16, 2014 
CONTACT: Hagar Chcmali, Treasury Public Affairs (202) 622-2960 

ANNOUNCEMENT OF TREASURY SANCTIONS ON ENTITIES WITIUN HI E 
FINANCIAL SERYICES AND ENERGY SECTORS OF RUSSIA, 

AGAINST ARMS OR RELATED MATERIEL ENTITIES, 
AND THOSE UNDERMINING UKRAINE'S SOVEREIGNTY 

Actions Implement Executive Order' 3662 against 
7wo Russian Financial Institutions and 1wo Energy Firms. 

Actions a/so 7arget Eight Defense 7eclm%gy Enlities, Three Separatists, One Entity Complicil 
in the Misappropriation of Ukrainian State Assets, and Four Russian Government Officials 

WASHINGTON -In response to Russia 's continued attempts to destabilize eastern Ukraine and 
its ongoing occupation of Crimea, the u.s. Depanmem afme Treasury today imposed a broad~ 
based package of sanctions on entities in the financial services, energy, and arms or related 
materiel sectors of Russia, and on those undennining Ukraine 's sovereignty or mi sappropriating 
Ukrainian property. More specifically: 

• Treasury imposed sanctions that prohibi t U.S. persons from providing new financing to 
two major Russian financial institutions (Gazprombank OAO and VEB) and two Russian 
energy firms (OAO Novatek and Rosneft), limiting their access to U.S. capital markets; 

• Treasury designated eight Russian arms finns, which are responsible for the production of 
a range of materiel that includes small anus, monar shells, and tanks; 

• Treasury designated tbe " Luhansk People's Republic" and the O<Donetsk People's 
Republic," which have assened governmental authority over pans of Ukraine without the 
authorization of the Government of Ukraine; and Aleksandr Borodai, the self-declared 
"prime minister" ofthe Donetsk People's Republic, for threatening the peace, security, 
stability, sovereignty, and terri torial integrity of Ukraine; 
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• Treasury designated Feodosiya Enterprises, a key shipping facility in the Crimean 
peninsula, because it is complicit in the misappropriation of state assets of Ukraine; and 

• Treasury designated four Russian government officials, including Sergey Beseda, a senior 
Russian Federal Security Service official. 

These actions do more than build upon previous steps to impose costs on separatists and the 
Russian government. By imposing sanctions on entities within the financial services and energy 
sectors, Treasury has increased the cost of economic isolation for key Russian firms that value 
their access to medium- and long-term U.S. sources of financing. By designating firms in the 
arms or related materiel sector, Treasury has cut these firms off from the U.S. financial system 
and the U.S. economy. 

"Russia has continued to destabilize Ukraine and provide support for the separatists, despite its 
statements to the contrary," said Under Secretary for Terrorism and Financial Intelligence David 
S. Cohen. "Because Russia has failed to meet the basic standards of international conduct, we 
are acting today to open Russia's financial services and energy sectors to sanctions and limit the 
access of two key Russian banks and two key energy firms to U.S. sources of financing." 

Identification of the Financial Services Sector of Russia and the Prohibition of Certain Types of 
Activities with Two Russian Banks Pursuant to E.G. 13662 

Today, Treasury Secretary Jacob 1. Lew determined that persons operating within Russia's 
financial services sector may now be subject to targeted sanctions. Following Secretary Lew's 
determination, Treasury imposed measures prohibiting U.S. persons and persons within the 
United States from transacting in, providing financing for, or otherwise dealing in new debt of 
longer than 90 days maturity or new equity for Gazprombank OAO and VEB, their property, or 
their interests in property. As a practical matter, this step will close the medium- and long-term 
U.S. dollar lending window to these banks, and will impose additional significant costs on the 
Russian Government for its continued activities in Ukraine. 

We have not blocked the property or interests in property of these banks, nor have we prohibited 
transactions with them beyond these specific restrictions. However, the scope of the prohibited 
transaction types and the number of financial institutions may be expanded under E.O. 13662 if 
we decide to do so. 

Gazprombank OAO is a Russian financial institution, which was originally established to 
provide financial services to companies in Russia's energy industry, but has expanded to provide 
services to more than 45,000 companies and 3 million private individuals. Gazprombank OAO 
has more than 40 branches across Russia, and a number of international subsidiaries. 
Gazprombank OAO specializes in the private banking and corporate financing services. 

VEB is a Russian state-owned financial institution that acts as a development bank and payment 
agent for the Russian government. It was formed June 8, 2007, pursuant to Russian federal law 
and is the legal successor to Vnesheconombank of the USSR, which was a specialized Russian 
state bank. VEB's supervisory board is chaired by the Russian prime minister, and the chairman 
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of the bank is appointed by the Russian president. VEB acts as an agent for the Russian 
Government for the purposes of accounting, servicing, and repaying the sovereign debts of the 
former USSR and Russia; accounting, servicing, and repaying government loans issued by the 
former USSR and Russia to foreign borrowers; collecting debts from legal entities of Russia and 
municipal governments; providing and executing state guarantees of Russia and monitoring 
projects implemented by Russia with involvement of international financial institutions. 

Identification of the Energy Sector of Russia and the Prohibition of Certain Types of Activities 
with Two Russian Energy Firms Pursuant to E.O 13662 

Today, Secretary Lew determined that persons operating within Russia's energy sector may now 
be subject to targeted sanctions. Following Secretary Lew's determination, Treasury imposed 
measures that prohibit U.S. persons and persons within the United States from transacting in, 
providing financing for, or otherwise dealing in new debt of longer than 90 days maturity for 
Russian energy firms OAO Novatek and Rosneft, their property, or their interests in property. As 
with the financial institutions, we have not blocked the property or interests in property of these 
companies, nor prohibited transactions with them beyond these specific restrictions. However, 
the scope of the prohibited transaction types and the number of energy companies may be 
expanded under the authorities ofE.O. 13662, if the Russian government does not take steps to 
de-escalate the situation in Ukraine. 

OAO Novatek is Russia's largest independent natural gas producer. 

Rosneft is Russia's largest petroleum company and third largest gas producer. Treasury 
designated Rosneft's President and Chairman of the Board, Igor Sechin, on April 28, 2014, 
pursuant to E.O. 13661. 

Imposition of Sanctions on Eight Firms Pursuant to E.O 13661 for Operating in the Arms or 
Related Materiel Sector in the Russian Federation 

Treasury today has also designated and blocked the assets of Almaz-Antey, Federal State Unitary 
Enterprise State Research and Production Enterprise Bazalt, JSC Concern Sozvezdie, JSC MIC 
NPO Mashinostroyenia, Kalashnikov Concern, KBP Instrument Design Bureau, Radio­
Electronic Technologies, and Uralvagonzavod pursuant to E.O. 13661 for operating in the arms 
or related materiel sector in the Russian Federation. The designated firms are responsible for the 
production of a range of materiel, from small arms to mortar shells to tanks. As a result of 
today's action under E.O. 13661, any assets of the entities designated that are within U.S. 
jurisdiction must be frozen. In addition, transactions by U.S. persons or within the United States 
involving the entities designated today under E.O. 13661 are generally prohibited. 

Almaz-Antey manufactures surface-to-air missile systems currently used by the Russian 
military. 

Federal State Unitary Enterprise State Research and Production Enterprise Bazalt 
("Bazalt") is involved in the design and construction of air launched ordnance, rocket propelled 
grenades, and armored fighting vehicle ammunition. Bazalt's manufacturing interests include 
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aerial bombs, mortar shells, grenades, anti-tank and anti-saboteur grenade launchers, and 
projectiles of all types and calibers. 

JSC Concern Sozvezdie develops and produces high-tech control and communication systems, 
radio electronic warfare and special equipment for military forces. JSC Concern Sozvezdie 
focuses on three primary lines of production: military-oriented production, dual-purpose 
products, and dual-purpose products and professional communication and control systems. JSC 
Concern Sozvezdie's main activities include producing and developing materiel including 
automated control systems and communication systems for the tactical sector, automated control 
systems and communication systems for anti-missile defense and air defense systems, and 
automated communication systems and electronic warfare tools. The company produces systems 
and devices related to electronic warfare, such as small manpack and portable jammers. The 
products are designed to disrupt enemy army operations, to reduce staff and equipment loss, and 
to improve the operation of armed forces by radio jamming of enemy weapon control systems 
based on radio frequencies. 

JSC MIC NPO Mashinostroyenia is a leading Russian rocketry company responsible for 
defense programs involving cruise missile complexes capable of surface, underwater, and ground 
platform-based launches. JSC MIC NPO Mashinostroyenia's involvement in Russia's strategic 
nuclear forces includes the manufacture of intercontinental ballistic rockets and the development 
of space systems, spacecraft, and automatic and manned orbital stations in support of Russia's 
Ministry of Defense. 

Kalashnikov Concern produces a number of military weapons, including multiple grades and 
versions of assault rifles, grenade launchers, sniper rifles, military shotguns, and aircraft 
cannons. Kalashnikov Concern is the largest firearms producer in Russia and is a subsidiary of 
Russia's State Corporation of Russian Technologies (Rostec). 

KBP Instrument Design Bureau is a research and production center that creates precision­
guided weapons. KBP Instrument Design Bureau develops antitank missile systems and assault 
armaments, weapon systems for main battle tanks and lightly armored vehicles, guided artillery 
projectiles and guided missile systems, short-range air defense systems, gun armament and 
associated ammunition, combat small arms, and hunting/sporting guns. 

Radio-Electronic Technologies designs and produces electronic warfare equipment including 
weapons-control systems, friend-or-foe identification (IFF) systems, avionics, operational and 
tactical systems, electronic warfare and intelligence equipment, special measuring 
instrumentation, and plugs, electric connectors, and cable products. 

Uralvagonzavod is a Russian government-owned company that builds a variety of military 
equipment, including tanks. 

Imposition of Sanctions on Two Entities and One Individual Pursuant to E. 0. 13660 
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The following two entities and one individual are being designated and blocked today pursuant 
to E.O. 13660 for threatening the peace, security, stability, sovereignty, or territorial integrity of 
Ukraine. 

The Treasury Department has determined that the Luhansk People's Republic (LPR) has 
asserted governmental authority over a part or region of Ukraine without the authorization of the 
Government of Ukraine. The self-proclaimed LPR has asserted governmental authority through a 
number of actions, including issuing a declaration of martial law; banning the sale of corporate 
rights, production facilities, companies, and other assets; controlling the border guard 
checkpoints ofIzvarino, Dolzhanskoye, and Krasnyi Partizansk on the Ukrainian-Russian 
border; and, shooting down a Ukrainian military transport jet as it attempted to land in Luhansk. 
The LPR also elected a leader and passed its own constitution on May 11,2014. 

The Treasury Department has also determined the Donetsk People's Republic to have asserted 
governmental authority over a part or region of Ukraine without the authorization of the 
Government of Ukraine. The militia in the self-proclaimed Donetsk People's Republic is 
defying the peaceful settlement regime, continues combat operations, and has seized and 
occupies regional government buildings, using them as its headquarters and firing positions. 
Igor Strelkov, the leader of the militia of the Donetsk People's Republic, rejected Ukrainian 
President Petro Poroshenko's peace plan. 

Aleksandr Borodai is the self-declared "prime minister" of the "Donetsk People's Republic" in 
Ukraine and has vowed to expel Ukraine's army from his new domain and resist any bid to 
recapture the city. Borodai was in Crimea as an advisor to Sergei Aksyonov, the separatist prime 
minister who oversaw the territory's purported annexation by Russia. Treasury designated 
Aksyonov pursuant to E.O. 13660 on March 17,2014. 

Imposition of Sanctions on Crimean Entity Pursuant to E. 0. 13660 

The following Crimea-based entity is being designated pursuant to E.O. 13660 for being 
complicit in the misappropriation of state assets of Ukraine. 

Feodosiya Enterprise operates a key shipping facility in the Crimean peninsula for oil imports 
and exports. Prior to Russia's purported annexation of Crimea, Feodosiya Enterprise had been 
controlled by the Ukrainian state-controlled gas company N aftogaz. On March 25, 2014, the 
separatist self-styled "Crimean Parliament" nationalized Feodosiya Enterprise and decreed that 
the self-styled "Crimean Ministry of Fuel and Energy" would be the governing body of 
Feodosiya Enterprise. The separatist "Minister of Fuel and Energy" asserting authority in 
occupied Crimea has confirmed that, as of April 15 , 2014, separatist authorities in Crimea were 
provided with fuel by Russian oil companies using the storage facility operated by Feodosiya 
Enterprise. 

Imposition of Sanctions on Four Individuals Pursuant to E.o. 13661 

The following four individuals are being designated today pursuant to E.O. 13661 for their status 
as Russian government officials. 
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Sergey Besesda heads Russia's Federal Security Service (FSB)'s Fifth Service, also known as 
the Service for Operational Infonnation and International Communications. 

Oleg Savelyev is Russia's Minister for Crimean Affairs. In this capacity, Savelyev is responsible 
for the integration of occupied Crimea into the Russian Federation following Russia's purported 
annexation of Crimea from Ukraine. 

Sergei Neverov is the Deputy Chainnan of the State Duma of the Russian Federation. Neverov 
is responsible for initiating legislation to integrate the purportedly annexed Ukrainian region of 
Crimea into the Russian Federation. 

Igor Shchegolev is an Aide to the President of the Russian Federation. 

As a result oftoday's actions under E.O. 13660 and E.O. 13661, any assets of the entities or 
individuals designated that are within U.S. jurisdiction must be frozen. Additionally, transactions 
by U.S. persons or within the United States involving the entities or individuals designated today 
under E.O. 13660 or E.O. 13661 are generally prohibited. 

For identifying infonnation on the individuals and entities named in this release, please click 
here. 
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Out of Office: Notice of Blockina of Third Person - Concern Kalashnikov 

From: (b)(6), (b)(7)(C) 
To: "Gacki, Andreaw 

Date: Thu, 11 Jul2014 13:14:45-0400 

I am away from the office on EnfOI'CetOOnt-relat 
matters, please reach out to Enforccnx:nt Office 

'''~' ",I 
(b)(6) (b){7)(C) 

flcrooon with no access to e-mail. For any urgcm 
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The furtherance of 
state policy for 
industrial development 
and modernization 

Rostec direct control 
holdings and 

• companIes 

Concern Radioelectronic Technologies 

Holding company focused on el6:tronic warfare and IFF meanstedmologies, aircrafts instruments, radio-electronic 
eQuipment systems and various measuring apparatuses 

Kalashnikov 

A holding company bringing together designers and manufacturers of advanced military arms systems and 

equipment 
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Shvabe Holding 

A holding company bringing togettler designers and manufacturers of optical devices 

Aviation Equipment Group 

A holding company invaved in aviation units, power 5ul=91y systems and parachute systems 

United Instrument Corporation 

Devebper and rnalufaaurer of proc1Jcts in the field of communications tools and systems, automated cootrol 
systems, electronic security systems and rolxrtJc systems 

RT-Chemical and Composite Technologies and 
Materials 

A holding company bringing together developers and manufacturers of composite materials amI techndQ!;lieS and 
technical chemistry 

RT -Sta n koi nstrument 

A holding company operating in machine tool industry and tool-making 

Russian Electronics 

Microwave engineering, seml-conduaor devices and mater1als hOlding 

RT -Biotech prom 
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A holding company operating In the area of blOtecl1nology, pharmacy and medical eQuipment 

High Precision Systems ("Vysokotochnye 
Kompleksy") 

Hok:ling engaged in developing and producing high-precision we~ns, pats and components 

Machine Engineering Technologies Holding 

A holding company brings together developers and manufacturers of artillery ammunition and spedal dlernicals 

Russian Helicopters 

A holding company that unites the nation's helicopter manufacturing companies 

United Engine Corporation 

The cOl'llXlny Indudes over 85% of RusSia 's gas turbine assets 

Rosoboronexport 

The COl1lJany is the sole Russian state intermediary agency responsible fO'" the import/export of the full range of 

defence and dual-use end products, technologies and services 

VSMPO-AVISMA 

VSMPO-AVISMA is wat1d's largest producer of titanium 
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AVTOVAZ 

Ore of the passmger car largest manufacturers in Russia and Eastern Europe 

KAMAZ 

Russia 's largest mamtacturer of lorries 

RT -Construction technologies 

Elimination Of Rostec nm-core assets (real estate, shares) 

RT-Invest 

Asset and f\.Jnd management company managing private equity Investments Within Russia 

Oboronprom 

Multi-purpose engineering and high ted1nology group 

PROM INVEST 

Investments, real-estate management, dvil and industrial construction holding 

RT Global Resources 

A corporate competency centre for planning, supporting and managing raw materials and infrastructure projects 
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RT-Auto 

Holdinog company praluCing cars and automotive industry components 

RT -Energy Efficiency 

A group of companies within Rosrec working on improving e1ergy efficiency 

RT-Okhrana 

Provides inter~agency security services for Rostec 

Transport and exhibition complex - Russia 

The cOfT'l)lex allows to carry out exhlblUons of military and civil eqUipment 

\BOll, KOSI t( 

J J RMS A"J) COr\J)J J JO"S 
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FREQUENTL Y ASKED QUESTIONS 

CONTRACTS 

INTERMEDIATE COURT 

FIRST OPEN COMPETITION 

NON-CORE ASSET SALE 

CONTACTS 

• Head Office Address 
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FW: EU Leaislation 

From: 

To: 
Cc: 
Date: Thu, 18 Sep 201413:33:45-Q400 

AHachments; OJ_JOL_2014_27UUJOO1_EN_TXT.pdf 1320.55 IIBI: OJ_JOl_2014_27U~_J)OO~EN_ TXT.pdf (340.55 kBI' 
OJ_JOL_2014_271_R3KI03_EN_TXT.pcIf 351.81 kB: OJ_JOL_2014_271_R_0008_EN_TXT.pdf(357.72 liB : 
OJ_JOL_2014_271_~OOO9_EN_TXT . pdf 334.02 kB 

Mo<;. recert . 

To: 
Cc, 
SUlJjec1: I:U LeglSl800n 

(b)(6) 

Good morn ing, 

The EU published the attached legislation and decisions this morning. Can each office take a look through these and make 
sure that they were what we expected? 

Thanks -
to the Under ~relary 

~;~;~,f~Ei~~::~!3.:',:~i~~,~i I Intelligence Treasury 
. NW 
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12.9.201 4 OffICial Journal of the European Union 

COUNCIL REGULATION (EU) No 960/2014 

of8 September 20H 

amending Regu1ation (EU) No 831{2014 com:eming restrKtive measures in view of Russia 's 
act ions destabilising the s.ituation in Ukraine 

TI lE COUNlll. OF TI lE EUKOI'EAN UNION, 

Having regard to the Treaty on the Functioning of the European Union, and in parlkular Anide 215 thereof, 

L 271/3 

Having regard to Council Ocdsion 201 4/659/CFSJ' of 8 September 20 14 amending Decision 20 14/512/CFSI' 
concerning restrictive measures in view of Russia's act ions dcstabilising the situation in Ukra ine ('), 

Having regard to the joint proposal of the High Representat ive of the Union for Foreign Affairs and Security ?olicy and 
of the European Commission, 

Whereas: 

{ll Coundl Kegulation ([U) No 833/2014 (') gives effect to cen ain measures provided fo r in Council De.:ision 
20 14/5 12/CFSP (l). Those measures comprise restrK:tions on exporl5 of dua l-usc goods and technology, rest ric­
tions on the provision of related services and on cen ain services related to the supply of arms and military equip­
ment, restrictions on the sale, supply, transfer or expon, dirccrly or indirect ly, of certain technologies for the oil 
industry in K u.~sia in the foml of a prior authorisation requirement, and restrictions on access to the capital 
market for certain fi nancial institutions. 

(2l The Heads of State or Government of the European Union calleJ fo r preparatory work on further ta'1.~ted 
measures to be undcn aken so that fu rther steps could be taken without delay. 

(3) In view of the gravity of the situation, the Coundl considers it appropriate to take funhcr restrictive measures in 
response to Kussia's actions destabi lising the situation in Ukraine. 

(4) In this context, it is appmpriate to apply additional restrictions on cxpon~ of dual-use good~ and technology, as 
la id down in Council Regulation (El) No 428/1009 ('). 

(5) In addition, the provision of services for deep water oil exploration and production. arctic oil exploration and 
production or shale oi l pro}ccts should be prohi bited. 

(6) In order to put pressure on the Russian Government. it is ~lso appmpriate to apply funhe r restrK:tions on access 
to the capital market for ceTtain financial institutions. excluding Russia-ba.'iCd institut ions with international status 
established by in tergovernmental agreements wi lli Russia a.~ one of the shareholders; restrictions on legal persons, 
entities or bodies established in Russ ia in the defence secto r, witlt the exception of those mainly active in the 
space and nuck-ar ene'1:Y industry; and restrictions on legal persons, entities or bodics established in Russia 
whose main activities relate to the sale or transportation of cmde oil o r pctmlrum products. Financial services 
other than th U5C re ferred to in Article 5 of Kegulation (EU) No 833/2014, suclt as deposit services, payment 
services. insurance services. loans from the institut ions referred to in Ankle 5(1) and (1) of that Regu lation and 
derivatives used for heJging purposes in the energy market arc not covered by thc:sc restrictions. Loans arc only 
to be considered new loans if they are drawn after 12 September 1014. 

(7) l1tl'Se mca.~ures fall within the scope of the Treaty and, therefore, in pa rticul~ r with a view to ensuring il~ 
uniform application in all Member States, regulatory action at the level of the Union is necessary. 

(8) In order to ensure that the measures pmvideJ fo r in this Re&'lliation are effective, it should enter into force 
immediately, 

r) Sec paRe 54 ofthi.OffidalJoumal. 
(, Couro.:H Rc:gub tion (Ell) No 83 3/20 14 of 31 My 2014 ,oneeming r<:<Irktivc mCiisures in view of Rus.~ia·s actions de;tabiH';ng the: situ· 

ati on in U1:raine (OJ l. 229, 31.7.2014, p. 1). 
(') Loundl l:leci';on 201 4151 2ICFSI' of 31 July 201 4 co ncerning rerufctivc measure« in view of Ku"ia'. actions d.mabillsing the siruation 

in Ukraine (Ol l 229. )1.7.101 4, p. Il). 
(') Coun.:il R~ ' lion (Eq No 42812009 of 5 May 2009 "'ling up a Community ~mc for toccontrol of elJlOns, transfer. brokc:ring and 

IratlsilOf duaJ.lI5c ilen,,{OJ t 134, 29.5.2009, p. 1). 
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lIAS ADOI'll:!) TIllS REGULATION: 

At1ick I 

Regulation (Ell) No 833/2014 is amended as follows: 

(I) In Article L poims (e) and (I). are replaQd by the following: 

·(e) "investment services" means the following services and activities: 

(i) reception and transmission of orders in rtlation to one or mort financial instruments, 

Ii i) execution of orders on behalf of cl ients, 

(iii) dealing on own account, 

(iv) portfolio management. 

(v) investment advice, 

(vi) underwriting of financial instrument~ and/or placing of financial instrumenL~ on a firm commitmem 
basis, 

(vii) placing of financial instruments without a fi rm commitment basis, 

(viii) any service in rd~tion to the admission to trading on a regulated ntarket or trading on a multil~ter~l 
trading facility; 

(I) "lr .. nsfer.tble sl'CUrities" means the fo llowing classes of securities which a("1.: negotiable on the capital market. 
with the exception of instruments of payment: 

(i) shares in companies and other socurities equivalent to shan:s in companies, [><lrtnerships or other entities, 
and depositary rt:Qipts in n:spoct of shares. 

Ii i) bonds or other forms of securitised debt, includ ing depoSita ry rl'Ccipts in respect of such securities, 

(iii) any other securities giving the right to ~cquirc or sell any such trdnsferable sewritics;·. 

(2) The follOwing Artide is inserted: 

·Al1ick 201 

I . It shall be prohibited to sell, supply. transfer or export, directly or indirectly, dual-usc goods and technology 
as induded in Annex I to Kcgulation CEC) No 4211/2009, whether or not originating in the Union. to natural or 
legal persons, entities or bodies in Kussia as listed in Annex IV to th is Regulation. 

2. It shall be prohibited: 

(a) to provide technical assistance. brokcring services or other services relate.:! to goods and technology set out in 
paragraph 1 and to the provision. manufacture, maintenance and US<: of these goods and ta:hnology. directly or 
indirct;tly to any person, entity or body in Russia, as listed in Annex IV; 

(b) to provide flnancing or financial aS5istance n:la ted to goods and technology referred to in paragraph I, 
induding in particular grants, loans and export credit insurance, for any sale, supply. trdnsfer or export of these 
goods and technology, or for the provision of rdated technical assistance, brokering services or other se rvices, 
directly or indirectly to any person, entity or body in in Russia. as liste.:! in Annex IV. 

3. The prohibitions in paragraphs I and 2 shall be wilhout prejudi<;c to the exC<,:ution of contraa.~ or agreements 
concluded befOre 12 September 2014 and to the provision of assistance necessary 10 the maintenance and safety of 
existing capabililies within the EU. 
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4. The prohibitions in paragraphs I and 2 shall no\ apply to the Sille, supply, tr.lJJ.~f(:r or export of dual use: 
good5 and technology in tended for the aeronautks and space industry, or the rciaK-d provision of technkal and 
financial assistance, for non military usc and for a non mi litary end user, as well a. for maintenance and Silfcty of 
existing civil nuclear capabilities wi thin the EU, for non mi litary usc and for a non military end user.', 

(3) The follOWing Article is inserted: 

'Artidt" Ja 

I, It shall II<" prohibit~.,j 10 provide, diro;:tly or indirectly, the following associat",d se rvices necessary fo r deep 
water oil explor"tion and production. arctic oi l exploration and production, or shale oil projects in Russia: 

{~ drilling, (ii) well testing, (i i~ logging and wmpktion scrvices, (iv) supply of specialiSl.'d noating v,-,,",scls. 

2. The prohibitions in paragraph 1 shall be without prejudice 10 the execution of an obligation ariSing from i 
contract or a framework agreement concluded before 12 September 2014 or anciDiry contracts necessary for the 
execution of such contracts. 

3. The prohibition in parugruph 1 shall not apply where the services in question are neccs:;ary fo r the UrgclII 
prevention or mitigation of an event likely to have a serious and signifICant impact on human health and safety or 
the environment.'. 

(4) In Article 4{O. point (b) is replaced by the follOWing: 

'(b) 10 provide. directly or indirectly. financing or financial assistance related 10 the goods and technology listed in 
the Common Military I.ist, including in particular gr.mts, loons and export crroit insurance or guarantee, as 
well as insur-mce and reinsurance for any sale, ~'Upply, tr.msfer or export of such items, or for any provision of 
related technical assistance, 10 any natural or legal person, emity or body in Russia or for use in Russia~, 

(5) Article 5 is replaced by the foUowing: 

'Arlick 5 

I. It shall be prohibited to directly or indirectly purehase, sell , provide investment scrvices for or assistance in 
the issuance of, or otllerwise clul with transfef'db1c securities and mon~y-market instruments with a maturity 
exceeding 90 days, issued after 1 August 20 14 10 12 September 201 4, or with a maturity exceeding 30 days, 
issued after 12 September 2014 by: 

(a) a major credit instinnion, or other major instiNtion having an explicit mandate to promote com(Xtitivencss of 
the Kussian economy, its diveillification and encouragement of investment, established in Russia with over SO % 
public ownellihip or control as of 1 August 2014, as li sted in Annex JII; or 

(b) a legal person. entity or body establ ished outside the Union whose proprietary rights arc directly or indiroctly 
owncd for more than 50 % by an entity listed in Annex III: or 

(c) a legal person, entity or body ~cting on behalf or at the diro;:tion of ~n entity referred to in point (b) of this 
paragraph or listed in Annex Ill . 

2, It shall be prohibited to directly or indirectly purchase, sell, provide investment services for or assistance in 
the issuance of, or otherwise: deal with transferable securities and moncy.market instruments with a maturity 
exceeding 30 days, issued after 12 September 2014 by; 

(a) a legal person, emily or body ,-,,",tablished in Kussia predominamly engaged and with major activities in the 
conception. production, sales or export of military equipmem or services, as listed in Annex V, except legal 
persons. entities or bodies aClive in the space or the nuclear energy sectors: 

(b) a legal person, entity or body emblishoo in Russia, which are publicly controlkd or witl l over ')0 % public 
ownership and haVing estimated total assets of over I trillion Russian Koublcs and whose estimated revenues 
originate for at least 50 % from the sale or transportation of crude oil or petroleum products, as ~sted in 
Annex VI: 

(c) a legal person, entity or body establ ished outside the Union whose proprietary righ ts are directly or indirectly 
owned for more than ')0 % by an entity listed in point (a) or (b) of this paragraph: or 

(d) a legal pClllon, entity or body acting on behalf or ~t the direction of an entity referred to in point (a), (b) or (c) 
of this paragruph. 
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3. It shall be prohibited to dire~tly or indifl:a:ly make or be part of any amtngement to make new loans o r 
~red it wi th a maturity eJI~eeding 30 days to any legal person, entity or body referred to in paragraph I or 1, after 
12 Septembl"T 10 14 exu:pt for loans or credit that have a spe~ifk and dorumemed objl"I:Ctivc to provide financing 
for non-prohibited imports or CJlports of goods and oon-finallC ial services betwl"Cn the Union and Russia or for 
loans that have a specifIC and oocuml...,ted objective to provide emergency fund ing to meet solvency and liquidity 
criteria for legal persons cstablishl"ti in the Union. whose proprietary rights arc ownl"ti for moll: than 50 % by any 
entity refcm."ti to in Annex HI:. 

(Sa) Point (a) of Anicle II (I) is replaccJ by the following: 

'(a) entities referred to in points (h) amI (c) of Aniele 5(1) and (KIints (cl and (d) of Article 5(1), or listed in 
Annexes III. IV, V and VI;'. 

(6) Anicle 11 is replaced by the following: 

·AT!i.u 12 

It shall be prohibited to participate. knowingly and intentionally, in activities the object or effect of which is to 
circumvent the prohibitions referred to in Anicles 2, 2a, 3a, 4 o r 5, induding by acting as a substitute for the enti· 
ties refem:d to in Article 5, or by using the exceptions in Artick 5(3) to fund entities referred to in Article 5.'. 

(7) AnnCJI I to this Regulation is added as Annex IV. 

(8) Annex lito this Regulation is added as Annex V. 

(9) Annex 1lI to this Regulation is added as Annex VI. 

Ankle 2 

This Regulation .~hall enter into fon.:e on the date of it~ publication in the OffiCial Jmmwl (If the fumpf.<.ln Uni<Jn. 

This Regulation shall be binding in its entirety and dircaly appl icable in all Member States. 

Don.., at Brussels, 8 Sl-ptemb<:r 20 14. 

FlIT the (mind! 

The I'rt'sidnn 

S,GOZI 
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ANNEX I 

'ANNEXN 

List of natural or legal persons, entities or bodies, referred to in Article 2a 

JSC Sirius (optoelectronics for civil and military purposes) 

OJSC Stankoinstrument (mechanical engineering for civil and military purposes) 

OAO JSC Chemcomposite (materials for civil and military purposes) 

JSC Kalashnikov (small arms) 

JSC Tula Arms plant (weapons systems) 

NPK Technologii Maschinostrojenija (ammunition) 

OAO Wysokototschnye Kompleksi (anti-aircraft and anti-tank systems) 

OAO Almaz Antey (state-owned enterprise; arms, ammunition, research) 

OAO NPO Bazalt (state-owned enterprise, production of machinery for the production of arms and ammunition)'. 

ANNEX II 

'ANNEX V 

List of persons, entities and bodies referred to in Article 5(2)(a) 

OPK OBORONPROM 

UNITED AIRCRAFT CORPORATION 

URALVAGONZAVOD'. 

ANNEX III 

'ANNEX VI 

List of persons, entities and bodies referred to in Article 5(2)(b) 

ROSNEFT 

TRANSNEFT 

GAZPROM NEFT'. 

L 271/7 
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COUNCIL DECISION 2014/659/CFSP 

of8 September 2014 

amending Decision 2014/512/CFSP concerning restrictive measures in view of Russia's actions 
destabilising the situation in Ukraine 

THE COUNCIL OF THE EUROPEAN UNION, 

Having regard to the Treaty on European Union, and in particular Article 29 thereof, 

Whereas: 

(1) On 31 July 2014, the Council adopted Decision 2014/512/CFSP (1). 

12.9.2014 

(2) On 30 August 2014, the European Council condemned the increasing inflows of fighters and weapons from the 
territory of the Russian Federation into Eastern Ukraine and the aggression of Russian armed forces on Ukrainian 
soil. 

(3) The European Council called for preparatory work on proposals to be undertaken so that significant further steps 
could be taken in light of the evolution of the situation on the ground. 

(4) In view of the gravity of the situation, the Council considers it appropriate to take further restrictive measures in 
response to Russia's actions destabilising the situation in Ukraine. 

(5) In this context, it is appropriate to extend the prohibition in relation to certain financial instruments. Additional 
restrictions on access to the capital market should be imposed in relation to State-owned Russian financial institu­
tions, certain Russian entities in the defence sector, and certain Russian entities whose main business is the sale 
or transportation of oil. These prohibitions do not affect the financial services not referred to in Article 1. Loans 
are only to be considered new loans if they are drawn after 12 September 2014. 

(6) Furthermore, the sale, supply or transfer of dual-use items to certain persons, entities or bodies in Russia should 
be prohibited. 

(7) In addition, the provision of services necessary for deep water oil exploration and production, arctic oil explora­
tion and production or shale oil projects should be prohibited. 

(8) Further action by the Union is needed in order to implement certain measures, 

HAS ADOPTED THIS DECISION: 

Article 1 

Decision 2014/512/CFSP is hereby amended as follows: 

(1) Article 1 is replaced by the following: 

'Article 1 

1. The direct or indirect purchase or sale of, the direct or indirect provision of investment services for or assist­
ance in the issuance of, or any other dealing with bonds, equity, or similar financial instruments with a maturity 
exceeding 90 days, issued after 1 August 2014 to 12 September 2014, or with a maturity exceeding 30 days, issued 
after 12 September 2014 by: 

(a) major credit institutions or finance development institutions established in Russia with over 50 % public owner­
ship or control as of 1 August 2014, as listed in Annex I; 

(') Decision 2014/512/CFSP of 31 July 2014 concerning restrictive measures in view of Russia's actions destabilising the situation in 
Ukraine (OJ L 229, 31.7.2014,p.13). 
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(b) any 1I:gal person, entity or body cstablished outside the Union owned for more than 50 % by an entity listed in 
Annex I; or 

(c) any legal person, entity Of bOOy acting on behalf. or at the direction, of an entity within the Ciltegory referred to 
in point (b) of this paragraph Of listed in Annex I, 

shall be prohibiloo. 

2. The direct or indirect purchase or sale o f. the direct or indirect provision of investment services for, or a.'is l~t­
an,e in the issuan.::e of. or any other dealing with bonds, equity, OT similar financial instrument~ with a maturity 
exceeding 30 days, is.'ffioo after 12 September 201 4 by: 

(a) entities cst~blish l-d in ~ussia predominantly cnga~.'ed and with major activities in the conception. production. 
sales or export of military equipment Of services. as listed in Annex II. except entities ,"tive in the space and 
nuclear energy St'CtON; 

(b) entities establ ished in Russ ia which are publicly controlled or with over 50 % public ownership which have cst i­
matl-d total JSSt"lS of over 1 trillion Russian Roubles and wh05e estimated revenues or iginate for at Icast 50 % 
from the sale or transportation of crude oil or petroleum products as of 12 September 20 14. as lislt-d in 
Annex 1lI; 

(c) any legal person. entity or body established outside the Union owned for more than 50 % by an entity referred 
to in pointo; (a) and (b); or 

(d) any legal pcrson, entity o r bOOy acting on behalf, or at the direction, of an entity within thc category refcrred 10 

in point (c) or li SlOO in Annex II o r Ill, 

shall be prohib ited. 

3. It shaU be prohibited to directly or indirectly makc or be part of any arrangement to make new loans or credit 
with a maturity exceeding 30 days to any legal person, cntity o r body referred to in paragraph 1 or 2, after 
12 Septcmber 2014 except for loans or credit that have a specific and documented objective to provide financing 
for non-prohibited imports Of exports of goods and non-financial services between the Union and ~us.sia or for 
loans that have a spccifie and documentcd objcctive to provide emcrgeney funding to meet solvency and liquidity 
uiteria for legal persons cstablishoo in the Union, whose proprietary rights are owned for more than 50 % by an 
entity referred 10 in Annex t', 

(2) The following Article is inserted: 

'Article Ju 

1. The direct or indirect sale. supply, transfer or export of dual usc goods and technology as included in Annex I 
to Regulation (EQ No 428/2009 to any person, ent ity or body in Russia as listed in Annex IV to this Decision by 
nationals of Member States or from the territories of Member Srates or using thei r flag vessels or aircraft, shall be 
prohibited whether originating or not in their territories, 

2. It shall be prohibited: 

(a) to provide technical assistance, brokering services o r other services related to goods and technology set out in 
paragraph I and to the provision, manufaaure, maintenance and use of these goods and tcchnology, directly or 
indirectly 10 any person, entity or body in ~ussia, as listed in Annex IV; 

(b) to provide f1nanong or finandal as.~istance rdated to goods and technology referred to in paragraph I, including 
in particular granl.~, loan~ and export , rooit insurance, (or any sale, supply, tran~fer or export of these good~ and 
technology, or for the provision of related technical ~s.sistance, broltcring services or other services, directly or 
indirectly to any person, entity or body in Russia , as listed in Annex IV, 

3. The prohibitions in paragraphs I and 2 sha ll be without prejudke to the exc.::ution of ,ontracts or agreements 
concluded before I 2 September 2014 and to the provision of assistance nCl.:cssary to the main tenance and safety of 
existing capabilities within the EU. 

4. The prohibitions in paragraphs 1 and 2 shall not apply to exports, sa le, supplies or transfers of du.al-u.~e goods 
and tu:hnology fOr the aeronautics and for the space i ndu~try, or the related provi~ion of technical or finanoal 
as.';istancc, for non-mi litary U'iC and for a non-military end user, as we ll as for maintenance and safety of ex~~ting 
civil nuclear Clpabilitics within the EU, for non-military U'iI,' and for a non-military end u~er:, 

19 _Oll-E3-(X)()19122 
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(3) The following Article is inserted: 

"AMide 4u 

I. The direct or indirect provision of associated services necessary for deep water oil exploration and production, 
arctic oi l exploration and production or shale o il projects in Russia, by nationals of Mcmber States. or from the terri­
tories of Member States, or using vessels o r aircraft under the jurisdiction of Member States. shall be prohibited. 

2. The prohibition Set out in paragl<lph 1 shall Ix: without prejudice to the CJlcrution of contraCI5 or fl<lmework 
agreements concluded before 12 Scpt<:mber 2014 or ancillary contracts necessary for the e~ccution of such 
contr.Kts. 

3. The prohibition set out in paragraph 1 shall not apply where the services in question are necessary fOf the 
ul}lent prcvention or mitigation of an event likely to have a serious and significant impact on human health and 
safety or the environment:. 

(4) Article 7{I)(a) is replaced by the following: 

'(a) cntitks refcmd to in point {b) Of (e) of Article 1(1) and in point (e) or (d) of Article 1 (2), Of listed in Annc~ I. II. 
III or IV:. 

(5) Article 8 is replaced by the following: 

'Artidt 8 

It shall Ix: prohibited to participate. knowingly or intentionally. in activities The obj~'Ct or effecT of which is to cirrum­
vent the prohibitions set out in Articles 1 to 4a. induding by acting as a substitute for the entities referred to in 
Article 1:. 

ATlicie 2 

This Decision shall enter into force on tnc date of its publication in the Offrcial Jaurnul of the Europr<ln Union. 

Done at Brussels. 8 September 2014. 

For 1ft( Council 

TIlt I'rtsiden t 
S. GOZI 
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ANNEX 

1. The Annex to Decision 20 14/512/CFSP is renamed Annex I; 

2. The following Annexes are added: 

'ANNEX II 

LIST OF LEGAL PERSONS, ENTITIES OR BODIES REFERRED TO IN ARTICLE 1(2)(a) 

OPK OBORONPROM 

UNITED AIRCRAFT CORPORATION 

URALVAGONZAVOD 

ANNEX III 

LIST OF LEGAL PERSONS, ENTITIES OR BODIES REFERRED TO IN ARTICLE 1(2)(b) 

ROSNEFT 

TRANSNEFT 

GAZPROM NEFT 

ANNEXN 

LIST OF LEGAL PERSONS, ENTITIES OR BODIES REFERRED TO IN ARTICLE 3a 

JSC Sirius (optoelectronics for civil and military purposes) 

OJSC Stankoinstrument (mechanical engineering for civil and military purposes) 

OAO JSC Chemcomposite (materials for civil and military purposes) 

JSC Kalashnikov (small arms) 

JSC Tula Arms plant (weapons systems) 

NPK Technologii Maschinostrojenija (ammunition) 

OAO Wysokototschnye Kompleksi (anti-aircraft and anti-tank systems) 

OAO Almaz Antey (state-owned enterprise; arms, ammunition, research) 

L 271/57 

OAO NPO Bazalt (state-owned enterprise, production of machinery for the production of arms and ammunition)'. 
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-OFFICE OF FOREIGN ASSETS COtnROL 

• OFAC Overview 

• Definitions 

• Licenses and Exemptions 

• Sanctions Programs 

• Target Designation Business Process 

• Designations, Publications, & 
Reconsiderations 

• OFAC's Ukraine-Related Sanctions 
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-OFRCE OF FOREIGN ASSETS CONTROL 

Office of Foreign Assets Control (OFAC) 

U.S. Department of the Treasury 

OFAC administers and enforces economic and trade sanctions 
against targeted: 

- Foreign governments 

- Individuals 

- Entities 

- Activities 

2018·08-11 6: 000311 
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• Individuals: 

- u.s. citizens and permanent resident aliens anywhere in the world 

- Ind ividuals, regardless of citizenship, physically located in the u.S. 

• Entities: 

Organized under the laws of the United States (incl. foreign branches) 

Physically located in the United States 

• Transactions: 

- Transactions by foreign persons (entities or individuals) to the extent 
that they involve the United States or otherwise have a U.S. nexus 

In limited circumstances, transactions involving controlled U.S.-origin 
goods or technology 

2018-08-11 6: 000312 



-
31 C.F.R. Part 594.309* 

OFACE OF FOREIGN ASSETS CONTROL 

"Property" - broad term that includes contracts and 
services "of any nature whatsoever, and any other 
property, real, personal, or mixed, tangible or intangible, or 
interest or interests therein, present, future, or 
contingent." 

31 C.F.R. Part 594.306* 

"Interest" - when used with respect to property, an 
interest of any nature whatsoever, direct or indirect. 

'Note: Terms as defined in the Global Terrorism Sanctions Regulations, 31 C.F.R. Part 594. 

2018-08-116: 000313 
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BLOCKING 

"Freezing" property under U.S. jurisdiction 

Across-the-board prohibitions on transfers or 
transactions involving the blocked property 

Title of blocked property remains where it was. There is 
generally no seizure of the assets by the USG. 

2018·08-116: 000314 
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General License 
• Regulatory provision authorizing otherwise prohibited transactions 
• No separate authorization necessary 
• Incorporated into the regulations or on OFAC's website 

Specific License 
• Authorization from OFAC issued to a specific person or persons on a case-by-

case basis 
• Issued to a specific individual or company 
• Allows a specific activity that would otherwise be prohibited 

Exemptions 
• Exemptions are generally regulated by Congressional statutes and require 

that certain transactions not be subject to sanctions (Le.: most transactions 
involving information and informational materials, travel and travel related 
transactions, etc.) 

2018-08-116: 000315 



-Comprehensive Programs 

Sudan, Cuba, Syria, Iran (ITSR) 

OFRCE OF FOREIGN ASSETS COtiTROL 

Limited Programs 

Burma, Conflict Diamonds, North Korea 

List-Based Programs 

(Activity): Counter-Terrorism, Non-Proliferation, Counter Narcotics 
Trafficking, Transnational Criminal Organizations, Somali Piracy, 
Grave Human Rights Abuses Via Information Technology, Foreign 
Sanctions Evaders 

(Regime): Balkans, Belarus, Cote D' ivoire, Democratic Republic of the 
Congo, Former Liberian Regime of Charles Taylor, Iraq , Lebanon, 
Yemen, Ukraine, Zimbabwe 

2018-08-11 6: 000316 



• Cuba 

• Iran 

• Sudan 

• Syria 
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• Burma 

• North Korea 

• Conflict 
Diamonds 

-OFRCE OF FOREIGN ASSETS CONTROL 
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• Balkans 

• Belarus 

• Cote D'ivoire 

• DR Congo 

• Iraq 

• Lebanon 

• Fmr C. Taylor 

regime (Liberia) 

• Ukraine-related 

• Yemen 

• Zimbabwe 

-OFFICE OF FOREIGN AS$ET$ COtflROL 
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• Counter-Terrorism 

• Non- Proliferation 

• Counter-Narcotics 
Trafficking 

• Somali Piracy 

• Transnational 
Criminal Organizations 

• Grave Human Rights 
Abuses Via Information 
Technology 

• Foreign Sanctions 
Evaders 

-OFRCE OF FOREIGN....ssm CONTROL 
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'-"" ..... ,,"" 
HI~lory Office of Foreign Anets Control (OFAC) 

HistOl'Y ~&OUrc:;::' Contacts Mission 

;S~pe!!!,~C~;'!IIl"'I&I"'''''''dJ'''iIi<lIIl~I~.".~n~d Blocked Persons Ust 
IIdalJy DII~lgnated National' U,t Pa 

• Search the s 

News and FrequenUy Updated Content G: npd,.es " 5 =s on a reg.Jlar baSIS, Information on the latest changes to OFAC's site can be found below, 

N:; Receni Actio 

• Press Center 

Sanctions Programs and Country Information 

OFAC administers a number of different sanctions programs, The sanctions can be eithe!' cOmpl'ehllnsiw or selective, 
using the blocking of assets and trade restrictlO<1S to accomplish foreign policy and nalJooal security goals, 

• Iran Sanctions 
• Non-proliferation Sanctions 

• Sylia Sanctions 
• COunter TerrOrism Sanctions 
• Counter Narcotics Sanctions 

General OFAC Information and Guidance 

In addition to prOlllding guidance on specific ~anclJons programs, OFAC prOYldes information on II number of IIlInctionl-

~~;~:~::::~;~)programs 01' lnas may ~I speaic Wldustriel 
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OFAC Homepage: 
www.treasury.gov/ofac 

OFAC Compliance Hotline: 

1-800-540-6322 or 202-622-2490 

-OFFICE OF FOREIGN ASSET'S CONTROL 

Email: OFAC_Feedback@treasury.gov 
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• Designations are the result of multi-faceted 
investigations. 

• Within OFAC, the Office of Global Targeting is 
in charge of investigating sanctions targets as 
well as reviewing delisting (removal) petitions. 

• Investigations serve to gather information that 
supports the conclusions set forth in 
administrative records called evidentiary 
memoranda. 
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• Information used in evidentiary memoranda summarizes 
reports and articles obtained from open and classified 
sources, including news articles, company websites, business 
websites, NGO reports, other government information, law 
enforcement reports, court decisions, and various classified 
sources. 

• The totality of the information summarized in each 
evidentiary memorandum should provide the agency with a 
basis to determine that there is a reason to believe that the 
entity or individual meets the criteria for designation pursuant 
to the relevant executive order's specific designation 
criteria/ criterion. 
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• Designation evidentiary memoranda are reviewed by a 
number of USG legal components, including OFAC's 
Counsel, the u.s. Department of Justice, and State 
Counsel. 

• Each designation may be challenged in U.S. court, so 
each designation should be backed by supporting 
documentation in the form of an evidentiary and 
supporting exhibits. 

• Although the u.S. Department of the Treasury 
administers most sanctions programs and designations, 
the designation process is consultative and includes, at a 
minimum, consultations with the Department of State. 
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• Once the designation information is summarized in the 
administrative records, OFAC investigators work with OFAC IT to 
ensure that identifier information for each SDN or SSI is accurate 
and ready for publication on the day of the listing by OFAC. 

• Identifiers can include the following: 

- For individuals: At a minimum, a year of birth is necessary. 
Other identifiers include place of birth, nationallD or passport 
number, email address(es), phone number(s), address, title, 
and any other information that uniquely identifies the target. 

- For entities: at a minimum, the full name and address of the 
entity are necessary. Additional identifiers may include 
alternate addresses, entity registration number(s), tax ID 
numbers, website addresses, phone numbers, and any other 
information that identifies the t""ppt 
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U.S. persons are required to comply with U.S. sanctions regulations, 
including a prohibition in dealing with, directly or indirectly, SDNs or 
their property or interests in property. 

Identifiers allow U.S. persons (financial institutions, exporters, 
importers, the USG, individuals, and all persons subject to U.S. 
jurisdiction) to UNIQUELY IDENTIFY the target. 

Identifiers of OFAC sanctions targets are published on OFAC's Recent 
Actions pages on the day of the listing and subsequently in the Federal 
Register which is the USG repository of USG actions, rules, and 
regulations. 

In addition, Treasury issues press releases that summarize the reasons 
why persons are subject to sanctions pursuant to a relevant 
authorities. The press releases, along with the SDN updates and 
Federal Register notices serve as legal notices to the public and to the 
target(s) of the reasons for the designation(s). 
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• Publication of our sanctions lists (i.e.: SON list), regulations, 
Executive Orders, General Licenses, Penalties, and other 
relevant documents governing the administration of our 
sanctions regimes is key to the effective and consistent 
implementation of U.S. sanctions and to gaining the public's, 
policymakers', courts', and legislators' trust and confidence in 
the proper administration of our sanctions regimes. 

• Since the blocking of SON property and interests in property is 
done by U.S. persons, and because u.s. persons are generally 
prohibited from dealing with SONs, the u .S. public needs to 
be notified about the sanctions actions in order to comply 
with the law. 
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OFAC's prohibited parties list 

Currently, over 5,800 individuals 
and entities identified by OFAC 

-
Blocked individuals, entities, -
vessels, banks allover the globe 
with whom or with which 
transactions are prohibited 

UPDATED FREQUENTLY 

~ 

- *Recent addition: Ukraine 
Sanctions-based designations 
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• Each Specially Designated National and Blocked Person ("SDN") or 
any person listed on OFAC's SSllist may request administrative 
reconsideration of his, her, or its designation or identification, and 
subsequent listing by OFAC. 

• Procedures governing removal (delisting) from the SDN or other 
lists can be found in 31 C.F.R. Part 501.807 
( http://www .gpo .gov /fdsys/pkg/CF R-2013-title 31-voI3/pdf /CFR-
2013-title31-voI3-sec501-807.pdf) . 

• OFAC will investigate whether or not a person continues to meet 
the designation criteria pursuant to a relevant Executive Order and 
whether changed circumstances warrant a removal consideration. 
As is the case with designations, reconsiderations requests 
investigations are summarized in administrative records. OFAC will 
issue a written decision to the applicant or the applicant's Counsel 
at the end of this review process. 
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• EO 13660 issued on March 6, 2014 targeting 
persons: 

Undermining Ukraine's democratic processes and institutions; 

Threatening peace, security, stability, sovereignty, or territorial 
integrity of Ukraine; 

Misappropriating state assets of Ukraine or of economically significant 
entities in Ukraine; 

Asserting governmental authority over any part of Ukraine without the 
authorization of the GOU; 

Who are leaders of entities that have or whose members have been 
involved in the above; 

That are owned or controlled by persons blocked pursuant to EO 
13660. 

Who/that provide material, financial, or technological support to 
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• EO 13661 issued on March 16, 2014, targeting 
persons determined to: 
- Be officials of the Government of the Russian Federation 

- Operate in the arms or related materiel sector in the 
Russian Federation 

- Be owned or controlled by or acting for or on behalf of: 
• Senior officials of the Government of the Russian Federation 

• Persons blocked pursuant to EO 13661 

- Provide material, financial, or technological support to: 
• Senior officials of the Government of the Russian Federation 

• Persons blocked pursuant to EO 13661 
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• EO 13662 issued on March 6, 2014 targeting 
persons determined to: 
- Operate in such sectors of the Russian Federation 

economy as may be determined by the Secretary of the 
Treasury, in consultation with the Secretary of State, such 
as the financial services, energy, metals and mining, 
engineering, and defense and related materiel sectors; 

- Be owned or controlled by, or are acting for or on behalf 
of, persons blocked pursuant to EO 13662. 

- Provide material, financial, or technological support to 
persons blocked pursuant to EO 136620 
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• March 6, 2014: President Barack Obama 
declared a national emergency with respect to 
the situation in Ukraine and issued Executive 
Order 13660 

• March 16, 2014: President Barack Obama 
issued Executive Order 13661 

• March 20, 2014: President Barack Obama 
issued Executive Order 13662 
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• March 17, 2014: Treasury Designates Four Individuals Involved in Violating 
Ukrainian Sovereignty (http://www. treasury.gov /press-center /press­
releases/Pages/jl2326.aspx) 

• March 20, 2014: Treasury Sanctions Russian Officials, Members Of The Russian 
Leadership's Inner Circle, And An Entity For Involvement In The Situation In 
Ukra i ne ( http://www . treas u ry.gov /press-center /press­
releases/Pages/jI23331.aspx) 

• April 28, 2014: Announcement Of Additional Treasury Sanctions On Russian 
Government Officials And Entities (http://www.treasury.gov/press-center/press­
releases/Pages/jl2369.aspx) 

• June 20, 2014: Treasury Sanctions Additional Individuals For Threatening The 
Territorial Integrity Of Ukraine (http://www.treasury.gov/press-center/press­
releases/Pages/jl2438.aspx) 
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• July 16, 2014: Announcement of Treasury Sanctions on Entities Within the 
Financial Services and Energy Sectors of Russia, Against Arms or Related Materiel 
Entities, and those Undermining Ukraine's Sovereignty 
( http://www . treasu ry.gov /press-ce nter Lp ress-releases/PagesLj 12572 .aspx ) 

• July 29, 2014: Announcement of Additional Treasury Sanctions on Russian 
Financial Institutions and on a Defense Technology Entity 
(http://www . treasu ry.gov Ipress-ce nter Ip ress-releases/Pages/j 12590 .aspx ) 

• September 12, 2014: Announcement of Expanded Treasury Sanctions within the 
Russian Financial Services, Energy and Defense or Related Materiel Sectors 
( http://www . treasu ry.gov Ipress-ce nter Ip ress-releases/Pages/j 12629 .aspx) 
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From: 
To: 
Ce, 

Subject: 
Dilte: 

Attachments: 

(b)(6), (b)(7)(C) 

RE: Russian Tax Records 
Moodily, July 13, 2015 9:23:14 AM 
IZMASti E!!!TUI Tax Records.pdf 
KalashnilwY Concern Engrul.pdf 

Good Moming • . 

vir. -
I pulled the records for both. 

see attached! 

1 

please re-pull the Russian tax records for Baikal OJSc. Please also pull the 
Kalashikov tax records. Thanks! • 
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From:
To:
Subject: entity list
Date: Monday, March 9, 2015 5:11:00 PM
Attachments: Sanctioned entities.xlsx
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(b)(6), (b)(7)(C)
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