


The Black Vault
The Black Vault is the largest online Freedom of Information Act (FOIA)
document clearinghouse in the world.  The research efforts here are
responsible for the declassification of hundreds of thousands of pages

released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com

This document is made available through the declassification efforts 
and research of John Greenewald, Jr., creator of: 

http://www.theblackvault.com


From: (b)(6) 
To: (b)(6) 
Date: Thu. 15 Jan 2015 10:56:40 -0500 

Attachments: ElWeeky Report Jan 15 2015.docx (23.19 kB) 

Hi., 

Here is my weekly report. Please let me know if you have any questions. 
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(UNCLASSIFIED//FOR OFFICIAL USE ONLY) 

(b )(6) 
\Veekly Report for January 9 to January 15, 2015 

Upcoming Significant Matters 

[None] 

Activities for the \Veek Ending January 15, 2015 to be Reported to E&I 

[None] 

Other Activities for the Week Ending January 15, 2015 

Through the OMB process, I reviewed and commented on a proposed Depal1ment of 
COlllmerce fmal 1U1e regarding exp0l1s of U.S.-origin items to Crimea. We had also reviewed 
and cOlllmented on the mle before it was sent to OMB. SIUD 

I edited and cleared on a Ukraine-related designation package (b)(5) . rllj)ll!D 

I edited , 
late December. 

.rea on a Federal Register notice of Ukraine-related designations made in 

~ and OGT regarding revisions to 

~ 
(b)(5) 

I met with, ~;l~:';; 
an urgent license n 

ward" d by John Smith a ll 

regarding treatment 
~~~ from DRS fOlwarded rimtlicy 

( . . 
I cleared on two mgent Bunlla licenses, one illI"llle-relat, 

related wire transfer denial, and one Sudan license authorization. 
license, one Ukraine-

. I ~elded frta>ne calls on the main line regarding Ukraine-related and Sudanese 
sanctIons Issues. • • 

I attended the acc / Enforcement joint breakfast palty. 

(UNCLASSIFIED//FOR OFFICIAL USE ONLY) 
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RE: Request from ATF 

From: (b)(6) 
To: (b)(6) , "Baher , La s- (b)(6) 
Cc: (b)(6) 
Date : Tue, 20 Jan 2015 13:26:20 ·0500 

Attachments: ATF Gu dance on EO 13661 re sanctons on Russ an &nI les · 8 August 201 .... pdf (1.5 MB) 

Sure thing. Here il is. Thanks very IDJCh for your relp,. -. -----------------------

20,2015 1:26 PM 
, le a 

(ou d you provide me with the origi na attachment that you reference in your emai ? 

Than ks, 

Adding_ who w ill be able to help you. 
Thmh 
Leila 

20,2015 1:18 PM 

Thanks, Leila. If you could confinn or update the list of designees, I would appreciate it 

20,2015 1:17 PM 

1JDl, COflll liance is best posi tioned to help you w ith this ques tion. We are happy to provide the list of designees, but how ATF 
= d treal them is probably a cOl1l'liance issue. 
Thmh 
Leila 

E'C'ay,,)~",JaOY 16, 2015 5:12 PM 

from ATF 

Leila, 

I have a separate request for OGT from A TF. As part of its function to regulate artTl'l il11'Orts, ATF received State Departrrl!nt 
guidance on August 8, 2014 (attached) that di rects A TF to suspend ac tive 1111)ort permits for enti ties operating in Ire arms or related 
tmteriel sectors of Russia that have been sanctioned under EO 13661. A TF has requested an update from us and Slate on any entities 
that should be added to this lis t. 

(b)(5) 
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(b)(5) 
I am copying~om COlll'liance, who will be serving as the ATF working group contact Please let us know if you have 
ques tions, and thanks very IDJCh for your help. 

~gards. -
IliIIliD 

~~~!:;;P~M; ~~ Fe:ldo, Thomas 

I think this issue is tn:)re of a cOl1ll liance/enforCelrenl issue. T have cc'd Tom Feddo and Alex Manful who will be better positioned to 
address this request 
Thank you, 
Leila 

PM 

Hi Lei la and . , 

I • ..., ',, 1 ' . ~' I.' "., (b)(5) 
(b )(5) 
(b )(5 ) :'f. , • • • • • 

• • • 
If OF AC wants to join this group, ATF has asked that we 
(who was working this issue previously), we thought thai 
if we do decide to pursue this. Bul we would welcotre 
an appropriate contact. 

~""'. 
~ 

lI!e!!or 
Office of the Chief Caunse (Foreign Assets Contra) 
United States Department of the Treasury 
1500 Pennsy vania Avenue, N.W. 
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RE: Resuest from ATF 

From: (b)(6) 
To: -Baher , Le a" (b)(6) 
Cc: ,A exandre- (b)(6) • "Feddo, 

Date: Tue, 20 Jan 2015 17:28:21 -0500 

Sowxls good to Ire , T knowlil likes dealingwilh the weapons stuff© . 

• " , . . ... 4:15 PM 

d',;';;' ',OT ""nd .. ; ""'do, Thomas 

Thanks, m:tmIl .~ from camp iance a ready offered to be the contact fo r this group and has worked with atf in the 
past, so~s~ to atf on friday. But i wou d be g ad to give you background on th e issues. 

Thanks, 

IIiIIIIII 

From :~ 
Se uary 17, 2015 04:01 PM 
To ahe' le a 
Cc Manfu I A exandre; Fe:;Ido, Thomas 

(b)(6) , 
(b)(6) 

, ' 5u est from ATF 

Happy to work on this with ATF; cu rious what issues they re sti ru nni ng int o . 

Feddo, Thomas 

Thanks, Leila. Tom and Alex, thanks for your help. I would be glad to discuss the request further as needed. 
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RE: lead Ukraine 

~~~----------------------
(b)(7)(A) 

From: -Feddo, Thomas (b)(6), (b)(7)(C) 
To: 

Cc: 

Date: Wed, 21 Jan 201515:23:54-0500 

a rmrrent. 

Section Chiefs, if you agree, will defer to you all on deciding to whom we should assign this matter, ifoot to . 

(If it's not a problem, on:;e we have a handle on the facts, perhaps the EO could circle back to this group with a brief 
rote on what be or she learned .... ) 

I m very fami iar with . from my UC days and know how to rea ch their attorneys. Davin, and 
very fami iar as we (Oavin from his acc days). 

(b )(5) & (b )(7)(A) 

Here is the link to the article and the ENF case. 

(b )(7)(A) 
B,,,, -
Enforcenrnt Officer 
Office Assets Control 

Treasury 
N.W. 

(b)(6) , (b)(7)(C) 
http:Uwww.treas.jtOvIofu.c 
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RE: Resuest from ATF 

From: 

To: 

Date: Wed, 21 Jan 2015 16:22:01 -0500 

aware 

Thanks, 

Treasury also designated the United Shipbui lding Corporation (July 20 14) and Kalinin Machine Plant (Sept 2014), pursuant to E.O. 
13661, for operati ng in the arms or related materiel sector in Russia. So, all four entries are defense related. 

(b)(6) 
2:08 PM 

These two for sure are defense: 

KONSTRUKTORSKOE BYURQ PRIBQROSTROENIYA OTKRYTOE AKTSIONERNOE OBSHCHESTVO 
CAD DQLGOPRUONY RESEARCH PRODUCTION ENTERPRISE 

I believe that three of these entries are defense cOl11'anies. I will review the nalres alX! get back with you shortly w ith confinmlion. 

I'm finding this request a itt e co nfusing.. but overa I think we need to provide a ist of SONs in the arms sector that are not 
the attached document. Ca n you confi rm whether the fa owing SONs are energy companies or defense companies? 

KONSTRUKTORSKOE BYURO PRIBOROSTROENIYA OTKRYTOE AKTSIONERNOE OBSHCHESTVO 
UNITED SHIPBUILDING CORPORATION 
OAO DOLGOPRUDNY RESEARCH PRODUCTION ENTERPRISE 
KALiNIN MACHINE PLANT JSC 

Thanks, 

20,2015 1:26 PM 
,Le a 

Duplicative of content in email marked with Bates Nos. 000644-000645 
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RE: Resuest from ATF 

From: 

To: 

Date: Wed, 21 Jan 2015 16:36:18 -0500 

III and I are working on it. 

2018-08-116: 000665 
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Press Center

 Announcement of Treasury Sanctions on Entities Within the Financial Services and Energy 
Sectors of Russia, Against Arms or Related Materiel Entities, and those Undermining
Ukraine's Sovereignty 

7/16/2014 

Actions Implement Executive Order 13662 against
Two Russian Financial Institutions and Two Energy Firms.  

Actions also Target Eight Defense Technology Entities, Three Separatists, One Entity Complicit in the 
Misappropriation of Ukrainian State Assets, and Four Russian Government Officials 

WASH NGTON – In response to Russia’s continued attempts to destabilize eastern Ukraine and its
ongoing occupation of Crimea, the U.S. Department of the Treasury today imposed a broad-based 
package of sanctions on entities in the financial services, energy, and arms or related materiel sectors 
of Russia, and on those undermining Ukraine’s sovereignty or misappropriating Ukrainian property.  
More specifically:  

Treasury imposed sanctions that prohibit U.S. persons from providing new financing to two 
major Russian financial institutions (Gazprombank OAO and VEB) and two Russian energy firms 
(OAO Novatek and Rosneft), limiting their access to U.S. capital markets;  

•

Treasury designated eight Russian arms firms, which are responsible for the production of a 
range of materiel that includes small arms, mortar shells, and tanks;

•

Treasury designated the “Luhansk People’s Republic” and the “Donetsk People’s Republic,” 
which have asserted governmental authority over parts of Ukraine without the authorization of 
the Government of Ukraine; and Aleksandr Borodai, the self-declared “prime minister” of the 
Donetsk People’s Republic, for threatening the peace, security, stability, sovereignty, and 
territorial integrity of Ukraine;

•

Treasury designated Feodosiya Enterprises, a key shipping facility in the Crimean peninsula, 
because it is complicit in the misappropriation of state assets of Ukraine; and

•

Treasury designated four Russian government officials, including Sergey Beseda, a senior 
Russian Federal Security Service official.  

•

These actions do more than build upon previous steps to impose costs on separatists and the Russian 
government.  By imposing sanctions on entities within the financial services and energy sectors, 
Treasury has increased the cost of economic isolation for key Russian firms that value their access to 
medium- and long-term U.S. sources of financing.   By designating firms in the arms or related materiel 
sector, Treasury has cut these firms off from the U.S. financial system and the U.S. economy.

“Russia has continued to destabilize Ukraine and provide support for the separatists, despite its 
statements to the contrary,” said Under Secretary for Terrorism and Financial Intelligence David S. 
Cohen.  “Because Russia has failed to meet the basic standards of international conduct, we are acting 
today to open Russia’s financial services and energy sectors to sanctions and limit the access of two 
key Russian banks and two key energy firms to U.S. sources of financing, and to impose blocking 
sanctions against eight arms firms and a set of senior Russian officials.”

Identification of the Financial Services Sector of Russia and the Prohibition of Certain Types of 
Activities with Two Russian Banks Pursuant to E.O. 13662

Today, Treasury Secretary Jacob J. Lew determined that persons operating within Russia’s financial 
services sector may now be subject to targeted sanctions. Following Secretary Lew’s determination, 
Treasury imposed measures prohibiting U.S. persons and persons within the United States from 
transacting in, providing financing for, or otherwise dealing in new debt of longer than 90 days maturity
or new equity for Gazprombank OAO and VEB, their property, or their interests in property.  As a 
practical matter, this step will close the medium- and long-term U.S. dollar lending window to these 
banks, and will impose additional significant costs on the Russian Government for its continued 
activities in Ukraine.

We have not blocked the property or interests in property of these banks, nor have we prohibited 
transactions with them beyond these specific restrictions. However, the scope of the prohibited 
transaction types and the number of financial institutions may be expanded under E.O. 13662 if we 
decide to do so.

Gazprombank OAO is a Russian financial institution, which was originally established to provide 
financial services to companies in Russia’s energy industry, but has expanded to provide services to 
more than 45,000 companies and 3 million private individuals.  Gazprombank OAO has more than 40 
branches across Russia, and a number of international subsidiaries. Gazprombank OAO specializes in 
the private banking and corporate financing services. 

VEB is a Russian state-owned financial institution that acts as a development bank and payment agent 
for the Russian government.  It was formed June 8, 2007, pursuant to Russian federal law and is the 
legal successor to Vnesheconombank of the USSR, which was a specialized Russian state bank.  
VEB’s supervisory board is chaired by the Russian prime minister, and the chairman of the bank is
appointed by the Russian president.  VEB acts as an agent for the Russian Government for the 
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purposes of accounting, servicing, and repaying the sovereign debts of the former USSR and Russia; 
accounting, servicing, and repaying government loans issued by the former USSR and Russia to 
foreign borrowers; collecting debts from legal entities of Russia and municipal governments; providing 
and executing state guarantees of Russia and monitoring projects implemented by Russia with 
involvement of international financial institutions.

Identification of the Energy Sector of Russia and the Prohibition of Certain Types of Activities with Two 
Russian Energy Firms Pursuant to E.O. 13662

Today, Secretary Lew determined that persons operating within Russia’s energy sector may now be
subject to targeted sanctions.  Following Secretary Lew’s determination, Treasury imposed measures 
that prohibit U.S. persons and persons within the United States from transacting in, providing financing 
for, or otherwise dealing in new debt of longer than 90 days maturity for Russian energy firms OAO 
Novatek and Rosneft, their property, or their interests in property.  As with the financial institutions, we 
have not blocked the property or interests in property of these companies, nor prohibited transactions 
with them beyond these specific restrictions.  However, the scope of the prohibited transaction types 
and the number of energy companies may be expanded under the authorities of E.O. 13662, if the 
Russian government does not take steps to de-escalate the situation in Ukraine.

OAO Novatek is Russia’s largest independent natural gas producer. 

Rosneft is Russia’s largest petroleum company and third largest gas producer.  Treasury designated 
Rosneft’s President and Chairman of the Board, Igor Sechin, on April 28, 2014, pursuant to E.O. 
13661.

Imposition of Sanctions on Eight Firms Pursuant to E.O. 13661 for Operating in the Arms or Related 
Materiel Sector in the Russian Federation

Treasury today has also designated and blocked the assets of Almaz-Antey, Federal State Unitary
Enterprise State Research and Production Enterprise Bazalt, JSC Concern Sozvezdie, JSC MIC NPO 
Mashinostroyenia, Kalashnikov Concern, KBP Instrument Design Bureau, Radio-Electronic 
Technologies, and Uralvagonzavod pursuant to E.O. 13661 for operating in the arms or related materiel 
sector in the Russian Federation.  The designated firms are responsible for the production of a range of 
materiel, from small arms to mortar shells to tanks.   As a result of today’s action under E.O. 13661, 
any assets of the entities designated that are within U.S. jurisdiction must be frozen.  In addition,
transactions by U.S. persons or within the United States involving the entities designated today under 
E.O. 13661 are generally prohibited.

Almaz-Antey manufactures surface-to-air missile systems currently used by the Russian military.  

Federal State Unitary Enterprise State Research and Production Enterprise Bazalt (“Bazalt”) is 
involved in the design and construction of air launched ordnance, rocket propelled grenades, and 
armored fighting vehicle ammunition. Bazalt’s manufacturing interests include aerial bombs, mortar
shells, grenades, anti-tank and anti-saboteur grenade launchers, and projectiles of all types and 
calibers.

JSC Concern Sozvezdie develops and produces high-tech control and communication systems, radio 
electronic warfare and special equipment for military forces.  JSC Concern Sozvezdie focuses on three 
primary lines of production: military-oriented production, dual-purpose products, and dual-purpose 
products and professional communication and control systems. JSC Concern Sozvezdie’s main 
activities include producing and developing materiel including automated control systems and 
communication systems for the tactical sector, automated control systems and communication systems 
for anti-missile defense and air defense systems, and automated communication systems and 
electronic warfare tools.  The company produces systems and devices related to electronic warfare, 
such as small manpack and portable jammers.  The products are designed to disrupt enemy army 
operations, to reduce staff and equipment loss, and to improve the operation of armed forces by radio 
jamming of enemy weapon control systems based on radio frequencies.

JSC MIC NPO Mashinostroyenia is a leading Russian rocketry company responsible for defense 
programs involving cruise missile complexes capable of surface, underwater, and ground platform-
based launches.  JSC MIC NPO Mashinostroyenia’s involvement in Russia’s strategic nuclear forces 
includes the manufacture of intercontinental ballistic rockets and the development of space systems, 
spacecraft, and automatic and manned orbital stations in support of Russia’s Ministry of Defense.

Kalashnikov Concern produces a number of military weapons, including multiple grades and versions 
of assault rifles, grenade launchers, sniper rifles, military shotguns, and aircraft cannons. Kalashnikov 
Concern is the largest firearms producer in Russia and is a subsidiary of Russia’s State Corporation of 
Russian Technologies (Rostec). 

KBP Instrument Design Bureau is a research and production center that creates precision-guided 
weapons.  KBP Instrument Design Bureau develops antitank missile systems and assault armaments, 
weapon systems for main battle tanks and lightly armored vehicles, guided artillery projectiles and
guided missile systems, short-range air defense systems, gun armament and associated ammunition, 
combat small arms, and hunting/sporting guns.

Radio-Electronic Technologies designs and produces electronic warfare equipment including 
weapons-control systems, friend-or-foe identification (IFF) systems, avionics, operational and tactical 
systems, electronic warfare and intelligence equipment, special measuring instrumentation, and plugs, 
electric connectors, and cable products.  

Uralvagonzavod is a Russian government-owned company that builds a variety of military equipment, 
including tanks.

Imposition of Sanctions on Two Entities and One Individual Pursuant to E.O. 13660

The following two entities and one individual are being designated and blocked today pursuant to E.O. 
13660 for threatening the peace, security, stability, sovereignty, or territorial integrity of Ukraine.  
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The Treasury Department has determined that the Luhansk People’s Republic (LPR) has asserted 
governmental authority over a part or region of Ukraine without the authorization of the Government of 
Ukraine. The self-proclaimed LPR has asserted governmental authority through a number of actions, 
including issuing a declaration of martial law; banning the sale of corporate rights, production facilities, 
companies, and other assets; controlling the border guard checkpoints of Izvarino, Dolzhanskoye, and 
Krasnyi Partizansk on the Ukrainian-Russian border; and, shooting down a Ukrainian military transport 
jet as it attempted to land in Luhansk. The LPR also elected a leader and passed its own constitution 
on May 11, 2014.

The Treasury Department has also determined the Donetsk People’s Republic to have asserted 
governmental authority over a part or region of Ukraine without the authorization of the Government of 
Ukraine.  The militia in the self-proclaimed Donetsk People’s Republic is defying the peaceful 
settlement regime, continues combat operations, and has seized and occupies regional government 
buildings, using them as its headquarters and firing positions. Igor Strelkov, the leader of the militia of 
the Donetsk People’s Republic, rejected Ukrainian President Petro Poroshenko’s peace plan. 

Aleksandr Borodai is the self-declared “prime minister” of the “Donetsk People’s Republic” in Ukraine 
and has vowed to expel Ukraine’s army from his new domain and resist any bid to recapture the city.  
Borodai was in Crimea as an advisor to Sergei Aksyonov, the separatist prime minister who oversaw 
the territory’s purported annexation by Russia.  Treasury designated Aksyonov pursuant to E.O. 13660 
on March 17, 2014. 

Imposition of Sanctions on Crimean Entity Pursuant to E.O. 13660

The following Crimea-based entity is being designated pursuant to E.O. 13660 for being complicit in the 
misappropriation of state assets of Ukraine. 

Feodosiya Enterprise operates a key shipping facility in the Crimean peninsula for oil imports and 
exports. Prior to Russia’s purported annexation of Crimea, Feodosiya Enterprise had been controlled 
by the Ukrainian state-controlled gas company Naftogaz.  On March 25, 2014, the separatist self-styled 
“Crimean Parliament” nationalized Feodosiya Enterprise and decreed that the self-styled “Crimean 
Ministry of Fuel and Energy” would be the governing body of Feodosiya Enterprise.  The separatist 
“Minister of Fuel and Energy” asserting authority in occupied Crimea has confirmed that, as of April 15, 
2014, separatist authorities in Crimea were provided with fuel by Russian oil companies using the 
storage facility operated by Feodosiya Enterprise.

Imposition of Sanctions on Four Individuals Pursuant to E.O. 13661

The following four individuals are being designated today pursuant to E.O. 13661 for their status as 
Russian government officials.

Sergey Besesda heads Russia’s Federal Security Service (FSB)’s Fifth Service, also known as the 
Service for Operational Information and International Communications.  

Oleg Savelyev is Russia’s Minister for Crimean Affairs. In this capacity, Savelyev is responsible for the 
integration of occupied Crimea into the Russian Federation following Russia’s purported annexation of 
Crimea from Ukraine.

Sergei Neverov is the Deputy Chairman of the State Duma of the Russian Federation. Neverov is 
responsible for initiating legislation to integrate the purportedly annexed Ukrainian region of Crimea into 
the Russian Federation.

Igor Shchegolev is an Aide to the President of the Russian Federation. 

As a result of today’s actions under E.O. 13660 and E.O. 13661, any assets of the entities or
individuals designated that are within U.S. jurisdiction must be frozen. Additionally, transactions by 
U.S. persons or within the United States involving the entities or individuals designated today under 
E.O. 13660 or E.O. 13661 are generally prohibited.

For identifying information on the individuals and entities named in this release, please click here.

###
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August 13,2014 

DEPARTMENT OF THE TREASURY 
WASHINGTON, D .C . 20220 

REVISED GUIDANCE ON ENTITIES OWNED BY PERSONS WHOSE PROPERTY 
AND INTERESTS IN PROPERTY ARE BLOCKED 

This guidance responds to inquiries received by the Department of the Treasury's Office of 
Foreign Assets Control (OF AC) relating to the status of entities owned by individuals or entities 
designated under Executive orders and regulations administered by OF AC. This document sets 
forth new guidance with respect to entities owned 50 percent or more in the aggregate by more 
than one blocked person. 

Property blocked pursuant to an Executive order or regulations administered by OFAC is broadly 
defined to include any properly or interest in property, tangible or intangible, including present, 
future or contingent interests. A property interest subject to blocking includes interests ofaflY 
nature whatsoever, direct or indirect. 

Persons whose property and interests in property are blocked pursuant to an Executive order or 
regulations administered by OFAC (blocked persons) are considered to have an interest in all 
property and interests in property of an entity in which such blocked persons own, whether 
individually or in the aggregate, directly or indirectly, a 50 percent or greater interest. 
Consequently, any entity owned in the aggregate, directly or indirectly, 50 percent or more by 
one or more blocked persons is itseJ f considered to be a blocked person. The property and 
interests in property of such an entity are blocked regardless of whether the entity itself is listed 
in the annex to an Executive order or otherwise placed on OFAC's li st of Specially Designated 
Nationals ("SONs"). Accordingly, a U.S. person generally may not engage in any transactions 
with such an entity, unless authorized by OFAC. In certain OFAC sanctions programs (e.g., 
Cuba and Sudan), there is a broader category of entities whose property and interests in property 
are blocked based on, for example, ownership or control. 

U.S. persons are advised to act with caution when considering a transaction with a non-blocked 
entity in which one or more blocked persons has a significant ownership interest that is less than 
50 percent or which one or more blocked persons may control by means other than a majority 
ownership interest. Such entities may be the subject of future designation or enforcement action 
by OFAC. Furthermore, a U.s, person may not procure goods, services, or technology from , or 
engage in transactions with, a blocked person directly or indirectly (including through a third
party intermediary). 

OFAC will incorporate this guidance as it issues regulations implementing new sanctions 
programs. In addition, OFAC expects to amend regulations implementing existing sanctions 
programs to reflect thi s guidance. 



RE: Resuest from ATF 

From: 

To: 

Date: Thu, 22 Jan 2015 10:00:16-0500 

HiWII---------------------------------------------

This should wrap 
when you were 
Let Ire know if yO" ,fuf.Tt 

22,20159:17 AM 

Did this wrap up the~ issue, or do we still need to contact anyone else? 

Great, thanks very rruch ever~ne for your relp. 

(b)(6) 

1IiIIIiII, 
In addition to the entities identified by ATF, the following defense related entities were also designated by OFAC. 

1. KONSTRUKTORSKOE BYURO PRJBOROSTROENlY A OTKRYTOE AKTSIONERNOE OBSHCHESTVO 
2. OAO 'DOLGOPRUDNY RESEARCH PRODUCTION ENTERPRISE' 
3. KALININ MACHINE PlANT JSC 
4. JSC NIIP 
5. MYTISHCHlNSKl MASHINOSTROITEINY ZA VOD 
6. JOINT STOCK COMPANY AlMAZrANTEY AIR DEfENSE CONCERN MAIN SYSTEM DESIGN 

BUREAU NAMED BY ACADEMICIAN A.A. RASPLEfIN 
7. ROSTEC rOn September 12, 2014, the Secretary of the Treasury detennined that ROSTEC operated in the 

defense and materiel sector of the Russian economy and imposed restrictions pursuant to Directive 3] 

2018-08-11 6: 000674 



2018-08-116: 000675

Duplicative of content in email marked with Bates Nos. 000663-000664



2018-08-116: 000676

Duplicative of content in email marked with Bates Nos. 000663-000664



From: 
To: 
Subject: 
Date: 

(b)(6), (b)(7)(C) 

(b)(7I1A) . ., Ukraine 

Thursday, JaoUilry 22, 201S 10:25:00 AM 

Office of Foreign Assets Control 
U.S. Department of the TreaslUY 
1500 Pennsylvania Avenue, N.W. '. . C. 20220 

(b)(6), (b)(7I1G) 

(b )(6), (b )(7)(C) 

http://www.treas. ~ov/ofac 

~~~JamJar; 21, 2015 5:55 PM 

Ukraine 

Hi _ thanks for bringing this to our attention. Are you interested in pursuing this case or did 
you just want to alert us to the lead? 

Here is the link to the alticle and the ENF case. 

(b )(7)(A) 
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Best,

Enforcement Officer
Office of Foreign Assets Control
U.S. Department of the Treasury
1500 Pennsylvania Avenue, N.W.
Washington, D.C. 20220

http://www.treas.gov/ofac

2018-08-116: 000678

(b)(6), (b)(7)(C)

(b)(6), (b)(7)(C)
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RE: Weekly Report 

From: (b)(6) 
To: (b)(6) 
Date: Thu. 22 Jan 2015 11 :29:26 -0500 

Attachments: ~eeky Report Jan 22 2015.docx (23.63 kB) 

. ' Here is my weekly report . • ' 
Good Morning 

Please send your vveekly reports to me by noon today. Also p lease make sure you validate your time by Friday at noon. 
If you came in late on Monday due to the weather please indicted that accordingly on your time card. You were 
allotted 2 hours of hazardous weather pay. if you only took 1 hour then only put 1 hour on your time card. If you didn't 
take any t ime then just log in your nannal 8 hours. Please don't hesitate to ask me any questions. Thank you! 

~~~!.1::i):;;~~~;'~',c"rnm Off ee afe" 
1500 Pennsy van a 
~20220 

~ 

2018-08-11 6: 000679 



(UNCLASSIFIED//FOR OFFICIAL USE ONLY) 

(b )(6) 
\Veekly Report for January 16 to January 22, 2015 

Upcoming Significant Matters 

[None] 

Activities for the \Veek Ending January 22, 2015 to be Reported to E&I 

Licensing: 

Other Activities for the Week Ending January 22, 2015 

Through the OMB process, I finalized comments on a Department of Commerce fmal 
mle regarding exports of U.S.-origin items to Crimea. [tDIUJb 

Oil the ability orUlBJl 

ouhow (b)(5) 

(b)(5) 

talking points on the implementation of the Ukraine Freedom Supp0l1 Act of 
2014. 

(UNCLASSIFIED//FOR OFFICIAL USE ONLY) 

2018-08-11 6: 000680 



2

I responded to a question from OFAC licensing about the treatment of  
 a Sudan issue. ( )

I discussed issues with a Sudan legal services license with  )

I fielded three phone calls on the main line regarding Ukraine-related and Sudanese 
sanctions issues. 

I reviewed our office’s new employee materials to discuss suggestions for updates with 
 ( )

 
I reviewed about 30 summer intern applications.  (

2018-08-116: 000681

(b)(6)

(b)(6) (b)(6)

(b)(6)

(b)(6)(b)(6)

(b)(6)

(b)(5)
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Bates Nos. 2018-08-116:
000690 – 000693

Withheld in full pursuant to
FOIA exemption (b)(7)(A)



Bates Nos. 2018-08-116:
000694 – 000700

Pending Consult Response







FW: - (b )(7)(A) lead Ukraine 

From: (b )(6), (b )(7)(C) To: 
Date: Tue, 27 Jan 2015 08:42:01 -0500 

H;III-----------------------------------------------------

I would sincerely appreciate your lOOughls on this matter. 

Many thanks, 

Off ce of Fore gn Assets Contro 
U.S. Department of the Treasury 
1500 Pennsyvan a Avenue, NVV 

•• ·ii220 

As we discussed, please open an investigation on this issue using a new ENF nurrber. 

Sincerely, 

III 

(b )(5) & (b )(7)(A) 
• _ (b)(5) & (b)(7)(A) 

(b)(5) & (b)(7)(A) 

Here is the link to the article and the ENF case. 

(b )(7)(A) 

• 
2018-08-11 6: 0007 11 
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DESIGNATIONS UNDER E.O. 13661

July 16, 2014

Almaz-Antey
Almaz-Antey manufactures surface-to-air missile systems currently used by the Russian military. 
 
Bazalt
Federal State Unitary Enterprise State Research and Production Enterprise Bazalt (“Bazalt”) is involved 
in the design and construction of air launched ordnance, rocket propelled grenades, and armored fighting 
vehicle ammunition. Bazalt’s manufacturing interests include aerial bombs, mortar shells, grenades, anti-
tank and anti-saboteur grenade launchers, and projectiles of all types and calibers.
 
JSC Concern Sozvezdie
JSC Concern Sozvezdie develops and produces high-tech control and communication systems, radio 
electronic warfare and special equipment for military forces.  JSC Concern Sozvezdie focuses on three 
primary lines of production: military-oriented production, dual-purpose products, and dual-purpose 
products and professional communication and control systems.  JSC Concern Sozvezdie’s main activities 
include producing and developing materiel including automated control systems and communication 
systems for the tactical sector, automated control systems and communication systems for anti-missile 
defense and air defense systems, and automated communication systems and electronic warfare tools.  
The company produces systems and devices related to electronic warfare, such as small manpack and 
portable jammers.  The products are designed to disrupt enemy army operations, to reduce staff and 
equipment loss, and to improve the operation of armed forces by radio jamming of enemy weapon control 
systems based on radio frequencies.
 
JSC MIC NPO Mashinostroyenia
JSC MIC NPO Mashinostroyenia is a leading Russian rocketry company responsible for defense 
programs involving cruise missile complexes capable of surface, underwater, and ground platform-based 
launches.  JSC MIC NPO Mashinostroyenia’s involvement in Russia’s strategic nuclear forces includes 
the manufacture of intercontinental ballistic rockets and the development of space systems, spacecraft, 
and automatic and manned orbital stations in support of Russia’s Ministry of Defense.
 
Kalashnikov Concern
Kalashnikov Concern produces a number of military weapons, including multiple grades and versions of 
assault rifles, grenade launchers, sniper rifles, military shotguns, and aircraft cannons. Kalashnikov 
Concern is the largest firearms producer in Russia and is a subsidiary of Russia’s State Corporation of 
Russian Technologies (Rostec).

KBP Instrument Design Bureau
KBP Instrument Design Bureau is a research and production center that creates precision-guided 
weapons.  KBP Instrument Design Bureau develops antitank missile systems and assault armaments, 
weapon systems for main battle tanks and lightly armored vehicles, guided artillery projectiles and guided 
missile systems, short-range air defense systems, gun armament and associated ammunition, combat 
small arms, and hunting/sporting guns.
 
Radio-Electronic Technologies
Radio-Electronic Technologies designs and produces electronic warfare equipment including weapons-
control systems, friend-or-foe identification (IFF) systems, avionics, operational and tactical systems, 

2018-08-116: 000847



electronic warfare and intelligence equipment, special measuring instrumentation, and plugs, electric 
connectors, and cable products. 
 
Uralvagonzavod
Uralvagonzavod is a Russian government-owned company that builds a variety of military equipment, 
including tanks.

July 29, 2014

United Shipbuilding
United Shipbuilding Corporation, which was established pursuant to a March 21, 2007 presidential order, 
is a Russian state-owned company that manufactures, among other things, ordnance and accessories, and 
is engaged in shipbuilding, repair, and maintenance.  United Shipbuilding Corporation designs and 
constructs ships for the Russian Navy and is the largest shipbuilding company in Russia.  This addition 
expands upon the list of eight defense technology firms designated on July 16.

September 12, 2014

OAO ‘Dolgoprudny Research Production Enterprise’ is a Russia-based company, which is primarily 
engaged in the production of weapons and ammunition, including the Buk missile system, known in the 
West as “Gadfly” or SA-11 or SA-17. 

Mytishchinski Mashinostroitelny Zavod, OAO is a Moscow-based company that has produced 
weaponry and equipment focusing primarily on anti-aircraft missile systems and chassis for tracked 
military vehicles.  

Kalinin Machine Plant JSC is a Russia-based, state-run company involved in the production of special 
purpose products such as weapons, ammunition, and combat anti-air missile system facilities for the 
Ministry of Defense of the Russian Federation.  Kalinin Machine Plant JSC produces artillery guns for 
infantry and anti-air defense and specializes in the production of launchers and anti-air missiles.

Almaz-Antey GSKB is a Moscow-based subsidiary of the Almaz-Antey Concern, which was designated 
under E.O. 13661 on July 16, 2014.  Almaz-Antey GSKB designs and manufactures air defense systems 
for the Russian Ministry of Defense.

JSC NIIP is a Zhukovski-based Russian defense industrial firm owned by the Almaz-Antey Concern.  
JSC NIIP develops anti-aircraft defense systems, including on-board radar systems for MiG and Sukhoi 
fighters, and anti-aircraft missile systems for land forces, including the KUB and BUK systems.  
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RE: Resuest from ATF - Livelink 52 KB 

From: (b)(6) 
To: 

Cc: (b)(6) 

Date: Wed, 11 Feb 2015 17:51:23 -0500 

Attachments: February 2015 Stale Dept Sanct OIlS Gu dance v.1.docx· 27 KB (0 bytes) 

ATF has COlli! back to us and asked for additional identifier information on the emities identified below thai they will be ~ing in a 
State Depar~nl guidance letter. 1bey are requesting that information by this Friday_ Is thai sotrething thai we would be able to 
provide in thai tinriTaJre? If not, p lease leI me know and I can lei them know in rum. 

Also, as you can see in the letter, A TF has asked about any defell'le related entities designated under E.O. 13685, but my understanding 
is thai there have not been any thus far. If you could confirm that would be great 

Thanks for your help, and please let Ire know if you have questions. 

~""', 
~ 

(b)(6) 
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RE: Resuest from ATF 

From: (b)(6) 
To: 

Cc: (b)(6) 

Date: 

Just to confinn, there have been no defense related entities designated under E.O. 13685. 

Also, here are tre additional identifiers for the defense related entities you are requesting: 

KONSTRUKTORSKOE BYURO PRIBOROSTROENIY A OTKRYTOE AKTSIONERNOE OBSHCHESTVO (a.b. 
INSTRUMENT DESIGN BUREAU; a.k,a. JSC KBP INSTRUMENT DESIGN BUREAU; a.k.a. KBP INSTRUMENT 
DFSIGN BUREAU; a.b. KBP INSTRUMENT DFSIGN BUREAU JOINT STOCK COMPANY; a.b. "KBP OAO"), 
59 Sbcheglovskaya Zaseka ul. , Tula 300001, Russia; Website www.kbptula.ru;EmaiI Address kbkedr@tula.ret; 
Registration ID 111715403691 1 (Russia); Gove~nt Gazette Nurri>eT 07515747 (Russia) [UKRAINE-EO 13661 l-

OAO 'DOLGOPRUDNY RFSEARCH PRODUCTION ENTERPRlSE' (a.b. DOLGOPRUDNENSKOYE NPP OAO; 
a.k.a. OOLGOPRUDNY; a.k.a. DOLGOPRUDNY RESEARCH PRODUCTION ENTERPRISE; a.k,a. OTKRYTOE 
AKTSIONERNOE OBSHCHESTVO DOIGOPRUDNENSKOE NAUCHNO PROIZVODSTVENNOE 
PREDPRN ATIE), I PI. Sobina, Dolgoprudny, Moskovskaya obi. 141700, Russia; Proshchad Sobina 1, Dolgoprudny 
141700, Russia; Email Address dnpp@orc.ru; Registration ID 102500 1202544; Tax ID No. 5008000322; Govert1lTX!nt 
G=tte NUnOO-07504318 [UKRAINE-EOI3661]. 

KALININ MACHINE PlANT JSC (a.k.a. KALININ MACHINE-BunnING PlANT OPEN JOINT-STOCK 
COMPANY; a.k.a. KALININ MACHINERY PLANT -BRD; a.k.a. MASHINOSTROITEL'NYI ZA VOO IM. M.1. 
KAUNlNA, G. YEKATERINBURG OAO; a.k.a. MZlK.OAO; a.k.a. OPEN-END JOINT-STOCK COMPANY 
'KAllNlN MACHINERY PlANT. YEKATERINBURG'; a.k... OTKRYTOE AKTSIONERNOE OBSHCHESTVO 
MASHINOSTROITELNY ZA YOO IM.M.I.KALlNINA, G.EKA TERINBURG), 18 prospekt Kosm:mavtov, 
Ekaterinburg. Sverdlovskaya obi. 620017, Russia; Email Address info@zik.ru [UKRAINE-EO 13661]. 

JSC V. TIKHOMIROV SCIENTIFIC RFSEARCH INSTITUTE OF INSTRUMENT DFSIGN (a.k... JSC NIIP; [k.a. 
OTKRYTOE AKTSIONERNOE OBSHCHESTVO NAUCHNO ISSLEDOVATELSKJ INSTITUT 
PRIBOROSTROENIY A !.MENI V. V. TIKHOMIROVA), 3 Ul. Gagarina, Zhukovski, Moskovskaya Obi 140180, Russia; 
Gaglrin Str, 3, Zlrukovsky 140180, Russia; Website http://www.niip.ru; Email Address niip@niip.ru; Registration ID 
102500 1627859; Govert1lTX!nt Gazette Nwmef 1318523 1 (Russia) [UKRAINE-EO 13661]. 

MYTISHCHlNSKJ MASHlNOSTROITElNY ZA VOD, OAO (a.k. a. JSC MYTlSHCHlNSKJ MACHINE-BunnING 
PlANT; a.k... OTKRYTOE AKTSIONERNOE OBSHCHESTVO 'MYTISHCHlNSKJ MASHlNOSTROITElNY 
ZA VOO'), 4 ul. Kolontsova Mytishchi, Myrishchinski Raion, Moskovskayaobl 141009, Russia; UL Koloncova, d.4, 
Mytishi, Moscow region 141009, Russia; Website www.nmrz.avod.ru; Email Address nmrz.avod@mail.ru; Registration ID 
1095029003860 (Russia); GoveT1"l1rel1t Gazette Nwmef 61540868 (Russia) [UKRAINE-EOI3661]. 

JOINT STOCK COMPANY AlMAZ-ANTEY AJR DEFENSE CONCERN MAJN SYSTEM DESIGN BUREAU 
NAMED BY ACADEMJCIAN AA RASPLETIN (a. k.a. A.A. RASPLETIN MAIN SYSTEM DFSIGN BUREAU; 
a.k.a. AlMAZANTEY GSKB; a.k.a. AlMAZ-ANTEY GSKB IMENI ACADEMICIAN A.A. RASPlETIN; a.k.a. 
AlMAZ-ANTEY MSDB; a.k... AlMAZ-ANTEY PVO 'AJR DEFENSE' CONCERN LEAD SYSTEMS DFSIGN 
BUREAU OAO 'OPEN JOINT-STOCK COMPANY' !MENI ACADEMICIAN A.A. RASPLETIN; a.k... 
GOLOVNOYE SISTEMNOYE KONSTRUKTORSKOYE BYURO OPEN JOINT -STOCK COMPANY OF AlMAZ
ANTEY PYO CONCERN IMENI ACADEMICIAN A.A. RASPLETIN; a.k.a. JSC 'AJ..MAZ..ANTEY' MSOB; [k.a. 
OTKRYTOE AKTSIONERNOE OBSHCHESTVO NAUCHNO PROIZVODSTVENNOE OBEDINENIE AJMAZ 
IMENI AKADEMIKA A.A. RASPLETINA; a.k.a. "GSKB"), 16-80, Leningradsky Prospect, Moscow 125190, Russia; 
Website lttp:llwww.raspletinrul; Email Address info@raspletinru; alt. Email Address a1mazzakupki@mail.ru 
[UKRAINE-E0I366 I] . 

ROSTEC (a.k.a. ROSTEC STATE CORPORATION; a.k.a. RUSSIAN TECHNOLOGIES; a.k.a. RUSSIAN 
TECHNOLOGIES STATE CORPORATION FOR ASSISTANCE TO DEVELOPMENT, PRODUCTION AND 
EXPORT OF ADVANCED TECHNOLOGY INDUSTRJAL PRODUCT; a.k.a. STATE CORPORATION FOR 
ASSISTANCE TO DEVELOPMENT, PRODUCTION AND EXPORT OF ADVANCED TECHNOLOGY 
INDUSTRJAL PRODUCT ROSTEKHNOLOGII; a.k... STATE CORPORATION ROSTECHNOLOGII; a.k... STATE 
CORPORATION ROSTEKHNOLOGIl), 24 Usacheva ul., Moscow 119048, Russia; 21 Gogolevsky Blvd., Moscow 
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119991 , Russia; Website www.rostet:.ru; Email Address info@rostet:.ru; Executive Order 13662 Directive Detennination 
- Subject to Directive 3; Registration II) 1077799030847 (Russia); Tax ID No, 7704274402 (Russia); Gove!l1l1X:nt 
Gazette Nuni>er 94137372 (Russia); For mxe infonnation on directives, please visit the following link: 
http://www.treaslUY,~Y/resomce-centerlsaoctions/Prowam>lPages/ukraine,aspx#directiyes , [UKRAINE-EOI3662], 
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Re: Request from ATF 

From: 

To: 

Cc: (b)(6) 

Date: Thu. 12 Feb 201513:40:16-0500 

Thanks so much for the qu ick response, llDIl!Jl . 

(b)(6) 

Just to confinn, there have been no defense related entities designated under E.O. 13685. 

Also, here are the additional identifiers for the deferne related entities you are requesting: 

KONSTRUKTORSKOE BYURO PRJBOROSTROENIY A OTKRYTOE AKTSIONERNOE OBSHCHESTVO (a.k... 
INSTRlRv1ENT DESIGN BUREAU; a.k,a. JSC KBP INSTRUMENT DESIGN BUREAU; a,k.a. KBP INSTRUMENT 
DESIGN BUREAU; a.k... KBP INSTRUMENT DESIGN BUREAU JOINT STOCK COMPANY; a.k... "KBP OAO"), 
59 Shcheglovskaya Zaseka ul. , Tula 300001 , Russia; Website www.kbptula.ru; EmaiIAddress kbkedr@tula.net; 
Registration ID 1117154036911 (Russia); Government Gazette Nwroer 07515747 (Russia) [UKRAINE-EO 13661 J. 

OAO ' DOLGOPRUDNY RESEARCH PRODUCTION ENTERPRISF (a.k... DOLGOPRUDNENSKOYE NPP OAO; 
a.k,a. DOLGOPRUDNY; a,k.a. DQLGQPRUDNY RESEARCH PRODUCTION ENTERPRISE; a.k,a. OTKRYTOE 
AKTSIONERNOE OBSHCHESTVO DOIGOPRUDNENSKOE NAUCHNO PROIZVODSTVENNOE 
PREDPRNATIE), 1 PI. Sobina, Dolgoprudny, Moskovskaya obi. 141700, Russia; Proshchad Sobina 1, Dolgoprudny 
141700, Russia; Email Address dnpp@orc.ru; Registration ID 102500 1202544; Tax ID No. 5008000322; Gove~nt 
G=tte NUnDcr 07504318 [UKRAJNE-EO) 366)]. 

KALININ MACHINE PlANT JSC (a.k.a. KALlNIN MACHINE-BunnING PlANT OPEN JOINT-STOCK 
COMPANY; a.k.a. KAllNIN MACHINERY PlANT -BRD; a.ka. MASHINOSTROITEL'NYI ZA VOD IM:. M.l. 
KAllNINA, G. YEKATERINBURG OAO; a.k.a. MZlKOAO; a.ka. OPEN-END JOINT-STOCK COMPANY 
'KALININ MACHINERY PlANT. YEKATERINBURG'; a.k... OTKRYTOE AKTSIONERNOE OBSHCHESTVO 
MASHINOSTROITELNY ZA VOD IM:.M.l.KALININA, G.EKA TERINBURG), 18 prospekt Kosnxmavtov, 
Ekaterinburg, Sverdlovskaya obi. 6200 17, Russia; Email Address info@zik.ru [UKRAINE-EO 13661). 

JSC V. TIKHOMIROV SCIENTIFIC RESEARCH INSTITUTE OF INSTRUMENT DESIGN (a.k.a. JSC NIlP; [k.a. 
OTKRYTOE AKTSIONERNOE OBSHCHESTVO NAUCHNO ISSLEDOVATELSKI INSTITUT 
PRIBOROSTROENIYA IMENI v.v. TIKHOMIROVA), 3 Ul. Gagarina, Zhukovski, Moskovskaya Obi 1401 80, Russia; 
Gagarin Str, 3, Zllukovsky 140180, Russia; Website http://www.niip.ru; Email Address niip@niip.ru; Registration ID 
102500 1627859; Gove~nt Gazette Nwmef 13185231 (Russia) [UKRAINE-EO 13661). 

MYTISHCHlNSKl MASHINOSTROITElNY ZA VOD, OAO (a.ka. JSC MYTISHCHlNSKl MACHINE-BunnING 
PlANT; a.k... OTKRYTOE AKTSIONERNOE OBSHCHESTVO 'MYTISHCHlNSKl MASHINOSTROITElNY 
ZA VOD'), 4 ul. Kolontsova Mytishchi, Myrishchinski Raion, Moskovskayaobl 141009, Russia; UL KolollCOva, d.4, 
Mytishi, Moscow region 141009, Russia; Website www.mnzavod.ru; Email Address mnzavod@mail.ru; Registration ID 
1095029003860 (Russia); Government Gazette Nwmef 61540868 (Russia) [UKRAINE-EOI3661). 

JOINT STOCK COMPANY AlMAZ-ANTEY AJR DEFENSE CONCERN MAIN SYSTEM DESIGN BUREAU 
NAMED BY ACADEMlCIAN AA RASPLETIN (a.k... A.A. RASPLETIN MAIN SYSTEM DESIGN BUREAU; 
a.k.a. AlMAZrANTEY GSKB; a.ka. AlMAZ-ANTEY GSKB IMENI ACADEMICIAN A.A. RASPlETIN; a.ka. 
AlMAZrANTEY MSDB; a.ka. AJ..MAZ.ANTEY PVO 'AIR DEFENSE' CONCERN lEAD SYSTEMS DESIGN 
BUREAU OAO 'OPEN JOINT-STOCK COMPANY' !MEN! ACADEMlCIAN A.A. RASPLETIN; a.k... 
GOLOVNOYE SISTEMNOYE KONSTRUKTORSKOYE BYURO OPEN JOINT -STOCK COMPANY OF AlMAZ
ANTEY PVO CONCERN IMENI ACADEMICIAN A.A. RASPLETIN; a.k.a. JSC 'AJ..MAZ.ANTEY' MSDB; [ka. 
OTKRYTOE AKTSIONERNOE OBSHCHESTVO NAUCHNO PROIZVODSTVENNOE OBEDINENIE AL\1AZ 
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IMEN1 AKADEMIKA A.A. RASPLETINA; a.k.a. "GSKB"), 16-80, Leningradsky Prospect, Moscow 125 190, Russia; 
Website http://www.raspletinrul;Email Address info@raspletinru; alt. Email Address a1mazZAkupki@mail.ru 
[UKRAINE-EO 13661 ]. 

ROSTEC (a.k.a. ROSTEC STATE CORPORATION; a.k.a. RUSSIAN TECHNOLOGIES; a.k.a. RUSSIAN 
TECHNOLOGIES STATE CORPORATION FOR ASSISTANCE TO DEVELOPMENT, PRODUCTION AND 
EXPORT OF ADVANCED TECHNOLOGY INDUSTRIAL PRODUCT; a.k.a. STATE CORPORATION FOR 
ASSISTANCE TO DEVELOPMENT, PRODUCTION AND EXPORT OF ADVANCED TECHNOLOGY 
INDUSTRIAL PRODUCT ROSTEKHNOLOGlI; a.k.a. STATE CORPORATION ROSTECHNOLOGlI; a.k.a. STATE 
CORPORA nON ROSTEKHNOLOGII), 24 Usacheva ul. , Moscow 119048, Russia; 21 Gogolevsky Blvd. , Moscow 
119991 , Russia; Website www.rostec.ru; Email Address info@rostet:.ru; Executive Order 13662 Directive Detennination 
- Subject to Directive 3; Registration II) 1077799030847 (Russia); Tax ID No. 7704274402 (Russia); Government 
Gazette Nwroer 94137372 (Russia); For mxe information on directives, please visit the following link: 
http:Uwww.treaswy. J:JY/resoun;e-center/~ao;tions/PrograrmlPagesJukrairx:.aspx#djrectiyes . [UKRAINE-EO 13662]. 
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(UNCLASSIFIED//FOR OFFICIAL USE ONLY) 

(b )(6) 
\Veekly Report for February 20 to February 26, 2015 

Upcoming Significant Matters 

[None] 

Activities for the \Veek Ending February 26, 2015 to be Reported to E&I 

Licensing 

(b )(5)' ,'.,' •. " . ,.(b)(5) 

(b)(5) 

(b )(5) 
I (b )(6) 

Other Activities for the Week Ending February 26, 2015 

"", ... ,,.1 attended an Enforcement meeting on how to treat 
wm:Jl. (Smith, (b)(6) 

(b)(5) 

;an<:tiOlo, evasion 

I discussed in Enforcement certain issues regarding tenns in [GJIEJJ 
(b)(5) 

withllDlEJl in Enforcement how (b)(5) 

how to treat 

El 
(b )(5) 

(UNCLASSIFIED//FOR OFFICIAL USE ONLY) 
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"""",.,1 updated and provided John and Andrea with copies of new - ) (b )(5) for Ukraine . 

I discussed with OF AC Policy and Compliance a 
and with 

I reviewed and cleared igrIatllon package for (b)(5) 
(b)(5) 

(b)(5) 
I finalized review of and cleared a ll a Compliance enforcement matter against the 

. ilIj)I[!JI 

We fmalized review of an intemet communications GL~ from 
(b)(5) _ on a provision ~ 

I reviewed and cleared one Sudan license and two urgent Sudan licenses . QUI 

I responded to two phone calls a ll the main line regarding Ukraine issues . ~.l) 

I attended a Treasmy -wide financial services hmch and learn a ll the fmancial services 
industry, titled "The Public-Private Partnership ." (b)(6) 
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FW: Ukraine FAgs on Website 

From: (b)(6) 
To: 
Cc: 

Date: Fr , 27 Feb 201510:04:13 ~500 

Attachments: ukra ne_faqs_8sof20150227.docx (23.85 kB) 

Attached is a Word doc of the CWTent UkrainelRussia FAQs. Note thai the links are not included in this since ijust copy\pasled it from 
the website. 

What browser are you using? The print button fuoctionality currently wor ks in IE and Monlla but does not work in ChrOire. 

Any idea on when these will go out? 

~, 
~ 

From ,"" ""tRW::' 0939 AM 
To: 
Cc: anfu ,A exandre 
5u J ne on ebste 

Good lOOming! 

We've been asked to update the Ukraine sectoral sanctions related F AQs to re flect potential upcoming changes. There is a very tight 
deadline for this ask, so I'm hoping sotreone from SSD could send Ire a Word doclll"reni wi th all of the current F AQs on the sectoral 
sanctions topic page (here.). As soon as possible would be greatly appreciated. 

As a secondary concern, I tried to pull my own version of the F AQs. but the "print this F AQ" and "print this entire FAQ topic" links 
are not working on our website (a t least not for the sectoral sanctions page). When you select these options, the website just generates 
a b lank dOClllrent for you to print. It would be great if we could restore this functionality in the near to lredium tenn 

lbank you in advance! Please let Ill;! know if you have any questions. 
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Questions Related to Sectoral Sanctions under Executive Order 13662

370. What do the prohibitions in Directives 1 and 2 mean? Are they blocking actions? 

The sectoral sanctions imposed on specified persons operating in sectors of the Russian economy 
identified by the Secretary of Treasury were done under Executive Order 13662 through Directives 
issued by OFAC pursuant to its delegated authorities. Directive 1, issued on July 16, 2014, prohibits 
transacting in, providing financing for, or otherwise dealing in debt with a maturity of longer than 90 
days or equity if that debt or equity is issued on or after the sanctions effective date ("new debt" or 
"new equity") by, on behalf of, or for the benefit of the persons operating in Russia’s financial sector 
named under Directive 1, their property, or their interests in property.  On September 12, 2014, OFAC 
amended Directive 1, reducing the tenor of prohibited debt from longer than 90 days to longer than 30 
days.

Directive 2 separately prohibits transacting in, providing financing for, or otherwise dealing in new debt 
of greater than 90 days maturity if that debt is issued on or after the sanctions effective date by, on 
behalf of, or for the benefit of the persons operating in Russia’s energy sector named under the 
Directive 2, their property, or their interests in property. 

These actions pursuant to Directives 1 and 2 prohibit transactions by U.S. persons as defined in E.O. 
13662, wherever they are located, and transactions within the United States. This action does not 
require U.S. persons to block the property or interests in property of the entities identified in the 
Directives, nor will persons identified in Directives 1 and 2 be added to the Specially Designated 
Nationals (SDN) List. U.S. persons should reject transactions or dealings that are prohibited by Directives 
1 or 2, and to the extent required by Section 501.604 of the Reporting, Procedures and Penalties 
Regulations (31 C.F.R. part 501), U.S. persons must report to OFAC any rejected transactions within 10 
business days. [9-12-2014]

--------------------------------------------------------------------------------

371. What does OFAC interpret to be debt and equity? Are there other prohibited activities under 
Directives 1, 2, and 3? Can U.S. financial institutions continue to maintain correspondent accounts and 
process U.S. dollar-clearing transactions for the entities subject to these Directives? 

The term debt includes bonds, loans, extensions of credit, loan guarantees, letters of credit, drafts, 
bankers acceptances, discount notes or bills, or commercial paper. The term equity includes stocks, 
share issuances, depositary receipts, or any other evidence of title or ownership. 

The prohibitions in Directive 1 apply to all transactions involving new debt with a maturity of longer than 
30 days or new equity; all financing in support of such new debt or new equity; and any dealing in, 
including provision of services in support of, such new debt or new equity. 

2018-08-116: 000965



The prohibitions in Directive 2 apply to all transactions involving new debt with a maturity of longer than 
90 days; all financing in support of such new debt; and any dealing in, including provision of services in 
support of, such new debt. 

The prohibitions in Directive 3 apply to all transactions involving new debt with a maturity of longer than 
30 days; all financing in support of such new debt; and any dealing in, including provision of services in 
support of, such new debt. 

All the prohibitions in these Directives extend to rollover of existing debt, if such rollover results in the 
creation of new debt with a maturity of longer than 30 days (for persons subject to Directives 1 or 3) or 
longer than 90 days (for persons subject to Directive 2). 

Transacting in, providing financing for, or otherwise dealing in any debt or equity issued by, on behalf of, 
or for the benefit of persons subject to Directives 1, 2, or 3 is permissible, if the debt or equity was 
issued prior to the date on which the person was determined to be subject to the relevant Directive. In 
addition, transacting in, providing financing for, or otherwise dealing in debt instruments with maturities 
of 30 days or less (issued by, on behalf of, or for the benefit of persons subject to Directives 1 or 3) or 90 
days or less (issued by, on behalf of, or for the benefit of persons subject to Directive 2), even if they are 
issued after the sanctions effective date, is permissible. Transacting in, providing financing for, or 
otherwise dealing in new equity instruments of persons subject to Directives 2 and 3 is permissible. U.S. 
financial institutions may continue to maintain correspondent accounts and process U.S. dollar-clearing 
transactions for the persons subject to the Directives, so long as those activities do not involve 
transacting in, providing financing for, or otherwise dealing in transaction types prohibited by these 
Directives. 

On September 12, 2014, OFAC amended and reissued Directive 1, changing the allowable maturity of 
debt instruments issued by, on behalf of, or for the benefit of persons subject to Directive 1 from 90 
days to 30 days.  Transacting in, providing financing for, or otherwise dealing in debt with maturity of 90 
days or less issued by, on behalf of, or for the benefit of the persons identified under Directive 1 is not 
prohibited if such debt instruments were issued prior to September 12, 2014, and the terms of such 
instruments do not change subsequently (see FAQ 394 for additional detail on what constitutes the 
changing of terms).  Rollovers of such instruments must comply with the 30-day maturity limit imposed 
on September 12, 2014.  

[9-12-2014]
--------------------------------------------------------------------------------

372. Do Directives 1, 2, and 3 prohibit U.S. persons from entering into derivatives contracts linked to 
new debt or new equity issued by the entities subject to the Directives?

2018-08-116: 000966



On September 12, 2014, OFAC issued General License 1A, which authorizes certain transactions 
involving derivative products that would otherwise be prohibited pursuant to Directives 1, 2, or 3.  This 
General License 1A replaced and superseded General License No. 1, dated July 16, 2014, which 
authorized certain transactions involving derivative products that would have been prohibited pursuant 
to Directives 1 or 2. [9-12-2014] 

--------------------------------------------------------------------------------
 
373. Do the prohibitions imposed pursuant to the Directives also extend to entities owned 50 percent or 
more by one or more entities identified by these Directives, as per revised guidance OFAC issued on 
August 13, 2014? 

Yes, these prohibitions apply to the named persons, their property, and their interests in property, 
which includes entities owned 50 percent or more by one or more persons identified as subject to the 
Directives.  [9-12-2014]

--------------------------------------------------------------------------------
 
374. If I own a Kalashnikov product, is that product blocked by sanctions? Am I able to resell a 
Kalashnikov product at a gun show or other secondary market? 

If a U.S. person is in possession of a Kalashnikov Concern product that was bought and fully paid for 
prior to the date of designation (i.e., no payment remains due to Kalashnikov Concern), then that 
product is not blocked and OFAC sanctions would not prohibit the U.S. person from keeping or selling 
the product in the secondary market, so long as Kalashnikov Concern has no interest in the transaction. 
New transactions by U.S. persons with Kalashnikov Concern are prohibited, however, and any property 
in which Kalashnikov Concern has an interest is blocked pursuant to OFAC’s designation of Kalashnikov 
Concern on July 16, 2014. If a U.S. person has an inventory of Kalashnikov Concern products in which 
Kalashnikov Concern has an interest (for example, the products are not fully paid for or are being sold 
on consignment), we advise that U.S. person to contact OFAC for further guidance on handling of the 
inventory. [7-16-2014]

--------------------------------------------------------------------------------
 
375. If I have Kalashnikov products in my inventory, can I sell them? 

If a U.S. person has an inventory of Kalashnikov Concern products in which Kalashnikov Concern has an 
interest (for example, the products are not fully paid for or are being sold on consignment), we advise 
that U.S. person to contact OFAC for further guidance on handling of the inventory. [7-16-2014]

--------------------------------------------------------------------------------
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391. Can U.S. persons issue and deal in new depositary receipts that are based on the equity of an entity 
subject to the Sectoral Sanctions Identification List (an SSI entity)? 

In certain circumstances, yes. U.S. persons, including U.S. financial institutions, may issue and deal in 
depositary receipts that are based on equity issued by a person determined to be subject to Directive 1 
prior to the date the person was determined to be subject to Directive 1. U.S. persons may not, 
however, deal in or issue depositary receipts that are based on equity issued by a person subject to 
Directive 1 on or after the sanctions effective date. Such transactions would constitute prohibited 
transactions or dealings in new equity under Directive 1.  There are no equity-related prohibitions 
contained within Directives 2, 3, or 4, and thus U.S. persons are not prohibited from issuing or dealing in 
depositary receipts that are based on equity issued by persons subject only to those Directives. [9-12-
2014]

--------------------------------------------------------------------------------

392. How are banks expected to distinguish between transactions involving new versus old equity under 
Directive 1 if entities subject to Directive 1 issue new equity that utilizes the same International 
Securities Identification Number (ISIN) or other identifier as equity issued prior to the sanctions effective 
date? 

Directive 1 prohibits U.S. persons from transacting in, providing financing for, or otherwise dealing in 
new equity for named persons, their property, or their interests in property. Directive 1 also prohibits 
such transactions from occurring in the United States. If a U.S. person decides to transact or otherwise 
deal in equity issued by an SSI entity prior to the sanctions effective date, the U.S. person should ensure 
that it is not transacting in, providing financing for, or otherwise dealing in the newly issued equity. To 
the extent that a U.S. person does in fact transact in, provide financing for, or otherwise deal in newly 
issued equity, such activity would constitute a violation of the prohibition set forth in Directive 1. [7-28-
2014]

--------------------------------------------------------------------------------

393. Does OFAC consider counterparty credit risk associated with derivatives transactions that are 
authorized pursuant to General License 1A to Executive Order 13662 to constitute new debt? 

OFAC does not consider normal counterparty credit exposure encountered by a U.S. person to be an 
extension of credit when the U.S. person enters into an otherwise permissible derivatives transaction. 
U.S. persons engaging in such transactions should ensure that they do not hold, purchase, or sell the 
underlying asset in such transactions as described in Paragraph (b) of General License 1A. [7-28-2014]
--------------------------------------------------------------------------------

394. If a U.S. person entered into a revolving credit facility or long-term loan arrangement for a person 
determined to be subject to Directives 1, 2, or 3 prior to the sanctions effective date, what are the 
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restrictions on drawdowns from that facility? Do all drawdowns and disbursements pursuant to the 
parent agreement need to carry repayment terms of 30 days or less (for persons subject to Directives 1 
and 3) or 90 days or less (for persons subject to Directive 2)? 

If a U.S. person entered into a long-term credit facility or loan agreement prior to the sanctions effective 
date, drawdowns and disbursements with repayment terms of 30 days or less (for persons subject to 
Directives 1 and 3) or 90 days or less (for persons subject to Directive 2) are permitted. Drawdowns and 
disbursements whose repayment terms exceed the applicable authorized tenor are not prohibited if the 
terms of such drawdowns and disbursements (including the length of the repayment period, the interest 
rate applied to the drawdown, and the maximum drawdown amount) were contractually agreed to prior 
to the sanctions effective date and are not modified on or after the sanctions effective date. U.S. 
persons may not deal in a drawdown or disbursement initiated after the sanctions effective date with a 
repayment term of longer than 30 days (for persons subject to Directives 1 and 3) or 90 days (for 
persons subject to Directive 2), if the terms of the drawdown or disbursement were negotiated on or 
after the sanctions effective date. Such a newly negotiated drawdown or disbursement would constitute 
a prohibited extension of credit. [9-12-2014] 
--------------------------------------------------------------------------------

395. Do Directives 1, 2, and 3 prohibit U.S. persons from advising or confirming a letter of credit that 
was issued on or after the sanctions effective date and that carries a term of longer than 30 days 
maturity (for Directives 1 and 3) or 90 days maturity (for Directive 2) when the beneficiary of that letter 
of credit is one of the entities identified as subject to the Directives?

U.S. persons may advise or confirm a letter of credit issued on behalf of a non-sanctioned entity in which 
an entity subject to Directive 1, 2, or 3 is the beneficiary (i.e., the exporter or seller of the underlying 
goods) because the subject letter of credit does not represent an extension of credit to the SSI entity. 

U.S. persons may not advise or confirm a letter of credit if all of the following three conditions are met: 
(1) the letter of credit was issued on or after the sanctions effective date, (2) the letter of credit carries a 
term of longer than 30 days maturity (for persons subject to Directives 1 and 3) or 90 days maturity (for 
persons subject to Directive 2), and (3) an SSI entity is the applicant of the letter of credit (i.e., the 
importer or buyer of the underlying goods or services). This would constitute prohibited activity because 
the subject letter of credit would represent an extension of credit to the SSI entity. [9-12-2014]

--------------------------------------------------------------------------------

396. How do I know when a name has been added, changed, or removed on the Sectoral Sanctions 
Identifications (SSI) List? 

The SSI List available on OFAC's website is the latest version of the list and contains the most updated 
information on entities determined to be subject to one or more of the Directives.  OFAC also maintains 
"changes files" that record all significant changes to the SSI List.  Any addition, alteration, or removal of 
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an SSI record is considered a significant change and will appear in these files along with the date that 
such an action occurred.  These files are offered in two formats and are called SSINEW14.PDF and 
SSINEW14.TXT.  The changes files are produced by year, thus future file names will be SSINEW15.PDF 
and SSINEW15.TXT and so on. [9-12-2014]

--------------------------------------------------------------------------------

404. Is the term "new equity" in Directive 1 limited to equity that is issued by an SSI entity after the 
sanctions effective date or would equity purchased or acquired by an SSI entity from a third party after 
the sanctions effective date be considered new equity? 

The equity prohibitions in Directive 1 pertain to equity issued,directly or indirectly, by an SSI entity on or 
after the sanctions effective date.  Directive 1 does not prohibit U.S. persons from dealing with an SSI 
entity as counterparty to transactions involving equity issued by a non-sanctioned party. [9-12-2014]

--------------------------------------------------------------------------------

405. Does the prohibition on “otherwise dealing in new debt” of longer than 30 days maturity (for 
persons subject to Directives 1 and 3) or 90 days (for persons subject to Directive 2) of SSI entities, their 
property, or their interests in property prohibit dealing in debt with maturity that exceeds the applicable 
authorized tenor in which the SSI entity is not directly or indirectly the borrower?

Directives 1 and 3 prohibit U.S. persons from dealing in debt of longer than 30 days maturity and 
Directive 2 prohibits U.S. persons from dealing in debt of longer than 90 days maturity issued on or after 
the sanctions effective date in cases where the new debt is issued by an SSI entity subject to these 
Directives. Directives 1, 2, and 3 do not prohibit U.S. persons from dealing with an SSI entity as 
counterparty to transactions involving debt issued on or after the sanctions effective date by a non-
sanctioned party. For example, U.S. persons are not prohibited from dealing in a loan exceeding the 
applicable authorized tenor that is issued after the sanctions effective date of sanctions provided by an 
SSI entity to a non-sanctioned third-party, dealing with an SSI entity who is the underwriter on new debt 
of a non-sanctioned third party exceeding the applicable authorized tenor, or accepting payment under 
a letter of credit with terms exceeding the applicable authorized tenor that is issued, advised, or 
confirmed by an SSI entity, so long as the SSI entity is not the borrower. [9-12-2014]

--------------------------------------------------------------------------------

406. Does the prohibition on dealing in new equity of entities subject to Directive 1 apply to transactions 
in which those entities are not the issuer of the equity? 

U.S. persons are not prohibited from dealing in new equity with an entity subject to Directive 1 if the 
entity is not the issuer of the equity. For instance, U.S. persons are not prohibited from transacting with 
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an entity subject to Directive 1 in support of new equity where the entity subject to Directive 1 is the 
underwriter of the equity and not the issuer. [8-27-2014]

--------------------------------------------------------------------------------

407. May a U.S. person consent to a replacement of its participation by a non-U.S. person in a long-term 
loan facility that was extended to a person subject to Directives 1, 2, or 3 prior to the sanctions effective 
date? 

A U.S. person is not prohibited by Directives 1, 2, or 3 from engaging in transactions necessary to exit or 
replace its participation in a long-term loan facility that was extended to an SSI entity prior to the 
sanctions effective date.   This would not constitute dealing in new debt. U.S. persons involved in such 
facilities should ensure that all newly negotiated drawdowns or disbursements from the facility utilize 
repayment terms that are not prohibited by the applicable sanctions effective date. See FAQ 394? for 
additional information on what constitutes a permitted drawdown or disbursement from an existing 
long-term loan obligation. [9-12-2014] 

--------------------------------------------------------------------------------

408. Is a U.S. person permitted under Directives 1, 2, or 3 to extend credit for greater than 30 days (for 
persons subject to Directives 1 or 3) or 90 days (for persons subject to Directive 2) to a non-sanctioned 
party for the purpose of purchasing goods or services from a person subject to Directives 1, 2, or 3? 

Directives 1, 2, and 3 do not prohibit U.S. persons from extending credit for longer than 30 days (for 
persons subject to Directives 1 or 3) or 90 days (for persons subject to Directive 2) to non-sanctioned 
parties for the purpose of purchasing goods or services from an SSI entity, so long as the SSI entity is not 
the indirect borrower. [9-12-2014]

--------------------------------------------------------------------------------

409. If a person determined to be subject to Directives 1, 2, or 3 makes successive draws under a short-
term facility created after the sanctions effective date (e.g., it borrows $100 million with a 15-day 
maturity, then at the end of the 15 days, the debt “rolls over”), does the facility become prohibited if 
the SSI borrower makes successive short-term borrowings that cumulatively add up to more than 30 
days (for persons subject to Directives 1 or 3) or 90 days (for persons subject to Directive 2)?

Two conditions must be met for short-term facilities created after the sanctions effective date to be 
permissible. As long as (1) each individual disbursement has a maturity of 30 or 90 days or less 
(depending on the applicable Directive) and the disbursement is paid back in full before the next 
disbursement and (2) the lender is not contractually required to roll over the balance for a cumulative 
period of longer than 30 or 90 days (depending on the applicable Directive) at the borrower’s request 
(i.e., it has the option to refuse the request for a new short-term loan and terminate the facility), the 
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loan is not prohibited, even though the same borrower may obtain a series of short-term loans from the 
same lender over a cumulative period exceeding 30 or 90 days (depending on the applicable Directive). 
U.S. persons may not deal in a drawdown or disbursement initiated after the sanctions effective date 
with a repayment term of longer than the applicable authorized tenor if the terms of the drawdown or 
disbursement are negotiated or re-negotiated on or after the sanctions effective date. Such a newly 
negotiated drawdown or disbursement would constitute a prohibited extension of credit. [9-12-2014]
--------------------------------------------------------------------------------

410. Are U.S. persons prohibited from entering into new contracts after the sanctions effective date 
with persons subject to Directives 1, 2, or 3 that provide payment terms to the SSI entities of greater 
than 30 days (for persons subject to Directives 1 or 3) or 90 days (for persons subject to Directive 2)? For 
instance, if a U.S. person agrees to sell shares or assets to an SSI entity in a corporate transaction that 
becomes effective on or after the sanctions effective date, is the U.S. person prohibited from agreeing 
to deferred purchase payments, even if no interest is involved, that may be paid more than the 
permissible number of days later  by the SSI entity? 

Directives 1 and 3 prohibit new extensions of credit to SSI entities of greater than 30 days maturity and 
Directive 2 prohibits new extensions of credit to SSI entities of greater than 90 days maturity, and these 
prohibitions include deferred purchase agreements extending payment terms of longer than 30 days or 
90 days (depending on the applicable Directive) to an SSI entity. Such agreements would constitute a 
prohibited extension of credit to an SSI entity if the terms were longer than the permissible number of 
days and the agreement was entered into on or after the sanctions effective date. OFAC does not 
consider the inclusion of an interest rate to be a necessary condition for establishing whether a 
transaction represents new debt. [9-12-2014]

--------------------------------------------------------------------------------

411.  What does the prohibition contained in Directive 3 under Executive Order 13662 mean?  What is 
the scope of prohibited services? 

OFAC issued Directive 3, introducing new prohibitions on all transactions in, provision of financing for, 
and other dealings in new debt of longer than 30 days maturity of persons determined to be subject to 
the Directive, their property, or their interests in property.  Transactions by U.S. persons or within the 
United States involving derivative products whose value is linked to an underlying asset that constitutes 
new debt with maturity of longer than 30 days issued by a person subject to Directive 3 are authorized 
by General License 1A pursuant to Executive Order 13662.

[9-12-2014] 

--------------------------------------------------------------------------------
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412.  What does the prohibition contained in Directive 4 mean?  What is the scope of prohibited 
services? 

OFAC issued Directive 4, introducing new prohibitions on the provision of goods, services (except for 
financial services), and technology for certain activities involving certain persons operating in the energy 
sector of the Russian Federation.  Directive 4 prohibits the direct or indirect provision, exportation, or 
reexportation of goods, services (except for financial services), or technology in support of exploration 
or production for deepwater, Arctic offshore, or shale projects that have the potential to produce oil in 
the Russian Federation, or in maritime area claimed by the Russian Federation and extending from its 
territory, and involve any person determined to be subject to Directive 4 or that person’s property or 
interests in property.  The prohibition on the exportation of services includes, for example, drilling 
services, geophysical services, geological services, logistical services, management services, modeling 
capabilities, and mapping technologies.  The prohibition does not apply to the provision of financial 
services, e.g., clearing transactions or providing insurance related to such activities.

On September 12, 2014, OFAC issued General License 2, authorizing for 14 days all services and activities 
prohibited by Directive 4 that are ordinarily incident and necessary to the wind down of operations, 
contracts, or other agreements involving persons determined to be subject to Directive 4.  In order to 
qualify under this General License, a transaction must (1) occur prior to 12:01 am E.D.T. September 26, 
2014, and (2) relate to operations, contracts, or agreements that were in effect prior to September 12, 
2014.  General License 2 does not authorize any new provision, exportation, or re-exportation of goods, 
services, or technology except as needed to cease operations, contracts, or other agreements involving 
affected projects.

Please see this page for the Department of Commerce’s related license requirement on exports of 
certain goods for deepwater, Arctic offshore, or shale projects that have the potential to produce oil or 
gas.  

[9-12-2014] 

--------------------------------------------------------------------------------

413.  For the purposes of Directive 4, how does OFAC define "deepwater" projects that have the 
potential to produce oil?

A project is considered to be a deepwater project if the project involves underwater activities at depths 
of more than 500 feet.

[9-12-2014] 

--------------------------------------------------------------------------------
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414.  Does Directive 4 apply to projects that have the potential to produce gas?

If a deepwater, Arctic offshore, or shale project in the Russian Federation, or in maritime area claimed 
by the Russian Federation and extending from its territory, and involving a person named under 
Directive 4 has the potential to produce oil, then the prohibition applies, irrespective of whether the 
project also has the potential to produce gas.  If the project has the potential to produce gas only, then 
the prohibition does not apply.

[9-12-2014] 

--------------------------------------------------------------------------------

415.  For persons determined to be subject to multiple Directives, how do the prohibitions and 
exemptions listed under one Directive affect prohibitions and exemptions under the other Directives?

Each Directive operates independently of the others.  If a transaction involves a person subject to two 
Directives, for example, a U.S. person engaging in that transaction must comply with the requirements 
of both Directives.  Exemptions in one Directive apply only to the prohibitions contained in that Directive 
and do not carry over to another Directive.  For example, if a person is subject to both Directive 2 and 
Directive 4, the exemption for the provision of financial services by U.S. persons or in the United States 
under Directive 4 does not supersede the prohibition in Directive 2 on dealing in debt of longer than 90 
days maturity of such a person.  For these reasons, when OFAC references a prohibition involving an "SSI 
entity" in these FAQs or in other guidance, it is referring to an entity subject to the Directive(s) at issue 
in a particular FAQ or piece of guidance.

[9-12-2014] 

--------------------------------------------------------------------------------

416.  What does the "sanctions effective date" mean in the context of sectoral sanctions pursuant to 
E.O. 13662?

For purposes of the sectoral sanctions, "sanctions effective date" means the date a person is 
determined to be subject to the prohibition(s) of the relevant Directive.  When a person has been 
previously determined to be subject to a Directive and the prohibition in the Directive is subsequently 
amended, (1) the sanctions effective date for the prohibitions of the original Directive remains the date 
on which the person was identified as subject to the prohibitions of that Directive, and (2) the sanctions 
effective date for the amended Directive is the date of the amendment (or other date specified in the 
amended Directive).

[9-12-2014] 
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--------------------------------------------------------------------------------

418. How does OFAC interpret the term "shale projects" with respect to the prohibitions in Directive 4 
under Executive Order 13662?

The prohibitions in Directive 4 under Executive Order 13662 apply to deepwater, Arctic offshore, or 
shale projects with the potential to produce oil in the Russian Federation, or in maritime area claimed by 
the Russian Federation and extending from its territory. The term "shale projects" applies to projects 
that have the potential to produce oil from resources located in shale formations. Therefore, as long as 
the projects in question are neither deepwater nor Arctic offshore projects, the prohibitions in Directive 
4 do not apply to exploration or production through shale to locate or extract crude oil (or gas) in 
reservoirs.

[11-18-2014] 

--------------------------------------------------------------------------------

419.  How should U.S. persons account for the 30- and 90-day debt prohibitions under Directives 1, 2, 
and 3 as they relate to payment terms for the following types of transactions: (1) the sale of goods to an 
SSI entity, (2) the provision of services to and subscription arrangements involving SSI entities, and (3) 
progress payments for long-term projects?

U.S. persons may engage in commercial transactions with SSI entities provided that any such 
transactions do not represent a direct or indirect dealing in prohibited debt or equity.  Because offering 
payment terms of longer than 30 or 90 days to an SSI entity may constitute a prohibited extension of 
credit to the SSI entity, U.S. persons should ensure that payment terms conform with the applicable 
debt prohibitions.  For sales of goods to an SSI entity, U.S. persons may extend payment terms of up to 
30 or 90 days from the point at which title or ownership of the goods transfers to the SSI entity.  For the 
provision of services to, subscription arrangements involving, and progress payments for long-term 
projects involving SSI entities, U.S. persons may extend payment terms of up to 30 or 90 days from the 
point at which a final invoice (or each final invoice) is issued.  In the event that a payment dispute arises 
causing a U.S. person to believe that it may not receive payment in full by the end of the 30- or 90-day 
period, the U.S. person should contact OFAC to determine whether a license or other authorization is 
required.

[12-11-2014]

--------------------------------------------------------------------------------

420.  Under Directive 4, does the term “production” encompass activities such as transportation, 
refining, or other dealings in oil extracted from deepwater, Arctic offshore, or shale projects?
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For the purposes of Directive 4, the term “production” refers to the lifting of oil to the surface and the 
gathering, treating, field processing, and field storage of such oil.  The production stage of a project ends 
when extracted oil is transported out of a field production storage tank or otherwise off of a field 
production site.  Directive 4 does not prohibit the provision by U.S. persons or within the United States 
of goods, technology, or services to SSI entities when such transactions relate only to the transportation, 
refining, or other dealings involving oil that has already been extracted from a deepwater, Arctic 
offshore, or shale project and transported out of a field production storage tank or otherwise off of a 
field production site.

[12-11-2014]

--------------------------------------------------------------------------------

421. How does OFAC interpret the term “Arctic offshore projects” with respect to the prohibitions in 
Directive 4 under Executive Order 13662?
The prohibitions in Directive 4 under Executive Order 13662 apply to deepwater, Arctic offshore, or 
shale projects with the potential to produce oil in the Russian Federation, or in maritime area claimed by 
the Russian Federation and extending from its territory.  The term “Arctic offshore projects” applies to 
projects that have the potential to produce oil in areas that (1) involve drilling operations originating 
offshore, and (2) are located above the Arctic Circle.   The prohibitions do not apply to horizontal drilling 
operations originating onshore where such drilling operations extend under the seabed to areas above 
the Arctic Circle.

[12-11-2014]

2018-08-116: 000976



RE: Ukraine FAgs on Website 

From: (b)(6) 
To: 
Cc: 

Date: Fr, 27 Feb 201512:32:44 ~500 

Attachments: ukra ne_faqs2_8sof'201S0227.docx (28.5 kB) 

Apologies in advance, but it' s probably better to start wi th this version. This one maintains !he current fonmtting and links so it wi ll 
be less for us to try aM reconcile later when we go to code !hem Thanks! 

27,2015 10:08 AM 

(b )(6) 

Thanks,. We'll work from this docwrent. Again, I really appreciate !he speedy response. I think a 101 of people have migra ted 
to Chrom ce it becaIre available I' ll pass along !he fac i that this function does sti ll work in IE and Mozi lla. 

We were told yes terday to prepare for an action "as ear ly as Tuesday" (Sitn.lltaneOllS wi th designa tions that are pending). J think we'll 
get IOOre clarity on Monday_ 

lbanks again! You guys are rock stars! 

Manfu , A exandre; 
on Webste 

(b)(6) 

Attached is a Word doc of the curren! UkrainelRussia FAQs. Note tha i the links are nol included in this since i just cop~asled it from 
the website. 

What browser are you us ing? The print button functionality cWTently works in IE and Monlla but does not work in Chrome. 

Any idea on when these will go out? 

~, 

~ 

Good tn:)rning! 

, A exandre 

We've been asked to update the Ukraine sectoral sanctions related F AQs to refl ect potential upcoming changes. There is a very tight 
deadline for this ask, so I'm hoping someone from SSD could send me a Word docl1lrent with all of the cWTent F AQs on the sectoral 
sanctions topic page (hen:.). As soon as possible would be greatly appreciated. 

As a secondary concern, I tried to pull my own version of the F AQs. but the "print this F AQ" and "print this entire F AQ topic" links 
are not working on our website (a t least not for the sectoral sanctions page). When you select these options, the website just generates 
a blank docwrent for you to print It would be great if we could restore this functionality in the near to medium tenn 

lbank you in advance! Please let me know if you have any q uestions. 
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Questions Related to Sectoral Sanctions under Executive Order 13662

370. What do the prohibitions in Directives 1 and 2 mean? Are they blocking actions? 

The sectoral sanctions imposed on specified persons operating in sectors of the Russian economy 
identified by the Secretary of Treasury were done under Executive Order 13662 through Directives issued 
by OFAC pursuant to its delegated authorities. Directive 1, issued on July 16, 2014, prohibits transacting 
in, providing financing for, or otherwise dealing in debt with a maturity of longer than 90 days or equity if 
that debt or equity is issued on or after the sanctions effective date ("new debt" or "new equity") by, on 
behalf of, or for the benefit of the persons operating in Russia’s financial sector named under Directive 1, 
their property, or their interests in property. On September 12, 2014, OFAC amended Directive 1, 
reducing the tenor of prohibited debt from longer than 90 days to longer than 30 days.

Directive 2 separately prohibits transacting in, providing financing for, or otherwise dealing in new debt 
of greater than 90 days maturity if that debt is issued on or after the sanctions effective date by, on behalf 
of, or for the benefit of the persons operating in Russia’s energy sector named under the Directive 2, their 
property, or their interests in property. 

These actions pursuant to Directives 1 and 2 prohibit transactions by U.S. persons as defined in E.O. 
13662, wherever they are located, and transactions within the United States. This action does not require 
U.S. persons to block the property or interests in property of the entities identified in the Directives, nor 
will persons identified in Directives 1 and 2 be added to the Specially Designated Nationals (SDN) List. 
U.S. persons should reject transactions or dealings that are prohibited by Directives 1 or 2, and to the 
extent required by Section 501.604 of the Reporting, Procedures and Penalties Regulations (31 C.F.R. 
part 501), U.S. persons must report to OFAC any rejected transactions within 10 business days. [9-12-
2014]

371. What does OFAC interpret to be debt and equity? Are there other prohibited activities under 
Directives 1, 2, and 3? Can U.S. financial institutions continue to maintain correspondent accounts 
and process U.S. dollar-clearing transactions for the entities subject to these Directives? 

The term debt includes bonds, loans, extensions of credit, loan guarantees, letters of credit, drafts, bankers 
acceptances, discount notes or bills, or commercial paper. The term equity includes stocks, share 
issuances, depositary receipts, or any other evidence of title or ownership. 

The prohibitions in Directive 1 apply to all transactions involving new debt with a maturity of longer than 
30 days or new equity; all financing in support of such new debt or new equity; and any dealing in, 
including provision of services in support of, such new debt or new equity. 

The prohibitions in Directive 2 apply to all transactions involving new debt with a maturity of longer than 
90 days; all financing in support of such new debt; and any dealing in, including provision of services in 
support of, such new debt. 

The prohibitions in Directive 3 apply to all transactions involving new debt with a maturity of longer than 
30 days; all financing in support of such new debt; and any dealing in, including provision of services in 
support of, such new debt. 
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All the prohibitions in these Directives extend to rollover of existing debt, if such rollover results in the 
creation of new debt with a maturity of longer than 30 days (for persons subject to Directives 1 or 3) or 
longer than 90 days (for persons subject to Directive 2). 

Transacting in, providing financing for, or otherwise dealing in any debt or equity issued by, on behalf of, 
or for the benefit of persons subject to Directives 1, 2, or 3 is permissible, if the debt or equity was issued 
prior to the date on which the person was determined to be subject to the relevant Directive. In addition, 
transacting in, providing financing for, or otherwise dealing in debt instruments with maturities of 30 days 
or less (issued by, on behalf of, or for the benefit of persons subject to Directives 1 or 3) or 90 days or less 
(issued by, on behalf of, or for the benefit of persons subject to Directive 2), even if they are issued after 
the sanctions effective date, is permissible. Transacting in, providing financing for, or otherwise dealing 
in new equity instruments of persons subject to Directives 2 and 3 is permissible. U.S. financial 
institutions may continue to maintain correspondent accounts and process U.S. dollar-clearing 
transactions for the persons subject to the Directives, so long as those activities do not involve transacting 
in, providing financing for, or otherwise dealing in transaction types prohibited by these Directives. 

On September 12, 2014, OFAC amended and reissued Directive 1, changing the allowable maturity of 
debt instruments issued by, on behalf of, or for the benefit of persons subject to Directive 1 from 90 days 
to 30 days. Transacting in, providing financing for, or otherwise dealing in debt with maturity of 90 days 
or less issued by, on behalf of, or for the benefit of the persons identified under Directive 1 is not 
prohibited if such debt instruments were issued prior to September 12, 2014, and the terms of such 
instruments do not change subsequently (see FAQ 394 for additional detail on what constitutes the 
changing of terms). Rollovers of such instruments must comply with the 30-day maturity limit imposed 
on September 12, 2014. 

[9-12-2014]

372. Do Directives 1, 2, and 3 prohibit U.S. persons from entering into derivatives contracts linked 
to new debt or new equity issued by the entities subject to the Directives?

On September 12, 2014, OFAC issued General License 1A, which authorizes certain transactions 
involving derivative products that would otherwise be prohibited pursuant to Directives 1, 2, or 3. This 
General License 1A replaced and superseded General License No. 1, dated July 16, 2014, which 
authorized certain transactions involving derivative products that would have been prohibited pursuant to 
Directives 1 or 2. [9-12-2014] 

373. Do the prohibitions imposed pursuant to the Directives also extend to entities owned 50 
percent or more by one or more entities identified by these Directives, as per revised guidance 
OFAC issued on August 13, 2014? 

Yes, these prohibitions apply to the named persons, their property, and their interests in property, which 
includes entities owned 50 percent or more by one or more persons identified as subject to the Directives. 
[9-12-2014]
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374. If I own a Kalashnikov product, is that product blocked by sanctions? Am I able to resell a 
Kalashnikov product at a gun show or other secondary market? 

If a U.S. person is in possession of a Kalashnikov Concern product that was bought and fully paid for 
prior to the date of designation (i.e., no payment remains due to Kalashnikov Concern), then that product 
is not blocked and OFAC sanctions would not prohibit the U.S. person from keeping or selling the 
product in the secondary market, so long as Kalashnikov Concern has no interest in the transaction. New 
transactions by U.S. persons with Kalashnikov Concern are prohibited, however, and any property in 
which Kalashnikov Concern has an interest is blocked pursuant to OFAC’s designation of Kalashnikov 
Concern on July 16, 2014. If a U.S. person has an inventory of Kalashnikov Concern products in which 
Kalashnikov Concern has an interest (for example, the products are not fully paid for or are being sold on 
consignment), we advise that U.S. person to contact OFAC for further guidance on handling of the 
inventory. [7-16-2014]

375. If I have Kalashnikov products in my inventory, can I sell them? 

If a U.S. person has an inventory of Kalashnikov Concern products in which Kalashnikov Concern has an 
interest (for example, the products are not fully paid for or are being sold on consignment), we advise that 
U.S. person to contact OFAC for further guidance on handling of the inventory. [7-16-2014]

391. Can U.S. persons issue and deal in new depositary receipts that are based on the equity of an 
entity subject to the Sectoral Sanctions Identification List (an SSI entity)? 

In certain circumstances, yes. U.S. persons, including U.S. financial institutions, may issue and deal in 
depositary receipts that are based on equity issued by a person determined to be subject to Directive 1 
prior to the date the person was determined to be subject to Directive 1. U.S. persons may not, however, 
deal in or issue depositary receipts that are based on equity issued by a person subject to Directive 1 on or 
after the sanctions effective date. Such transactions would constitute prohibited transactions or dealings in 
new equity under Directive 1. There are no equity-related prohibitions contained within Directives 2, 3, or 
4, and thus U.S. persons are not prohibited from issuing or dealing in depositary receipts that are based on 
equity issued by persons subject only to those Directives. [9-12-2014]

392. How are banks expected to distinguish between transactions involving new versus old equity 
under Directive 1 if entities subject to Directive 1 issue new equity that utilizes the same 
International Securities Identification Number (ISIN) or other identifier as equity issued prior to 
the sanctions effective date? 

Directive 1 prohibits U.S. persons from transacting in, providing financing for, or otherwise dealing in 
new equity for named persons, their property, or their interests in property. Directive 1 also prohibits such 
transactions from occurring in the United States. If a U.S. person decides to transact or otherwise deal in 
equity issued by an SSI entity prior to the sanctions effective date, the U.S. person should ensure that it is 
not transacting in, providing financing for, or otherwise dealing in the newly issued equity. To the extent 
that a U.S. person does in fact transact in, provide financing for, or otherwise deal in newly issued equity, 
such activity would constitute a violation of the prohibition set forth in Directive 1. [7-28-2014]
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393. Does OFAC consider counterparty credit risk associated with derivatives transactions that are 
authorized pursuant to General License 1A to Executive Order 13662 to constitute new debt? 

OFAC does not consider normal counterparty credit exposure encountered by a U.S. person to be an 
extension of credit when the U.S. person enters into an otherwise permissible derivatives transaction. U.S. 
persons engaging in such transactions should ensure that they do not hold, purchase, or sell the underlying 
asset in such transactions as described in Paragraph (b) of General License 1A. [7-28-2014]

394. If a U.S. person entered into a revolving credit facility or long-term loan arrangement for a 
person determined to be subject to Directives 1, 2, or 3 prior to the sanctions effective date, what 
are the restrictions on drawdowns from that facility? Do all drawdowns and disbursements 
pursuant to the parent agreement need to carry repayment terms of 30 days or less (for persons 
subject to Directives 1 and 3) or 90 days or less (for persons subject to Directive 2)? 

If a U.S. person entered into a long-term credit facility or loan agreement prior to the sanctions effective 
date, drawdowns and disbursements with repayment terms of 30 days or less (for persons subject to 
Directives 1 and 3) or 90 days or less (for persons subject to Directive 2) are permitted. Drawdowns and 
disbursements whose repayment terms exceed the applicable authorized tenor are not prohibited if the 
terms of such drawdowns and disbursements (including the length of the repayment period, the interest 
rate applied to the drawdown, and the maximum drawdown amount) were contractually agreed to prior to 
the sanctions effective date and are not modified on or after the sanctions effective date. U.S. persons may 
not deal in a drawdown or disbursement initiated after the sanctions effective date with a repayment term 
of longer than 30 days (for persons subject to Directives 1 and 3) or 90 days (for persons subject to 
Directive 2), if the terms of the drawdown or disbursement were negotiated on or after the sanctions 
effective date. Such a newly negotiated drawdown or disbursement would constitute a prohibited 
extension of credit. [9-12-2014] 

395. Do Directives 1, 2, and 3 prohibit U.S. persons from advising or confirming a letter of credit 
that was issued on or after the sanctions effective date and that carries a term of longer than 30 
days maturity (for Directives 1 and 3) or 90 days maturity (for Directive 2) when the beneficiary of 
that letter of credit is one of the entities identified as subject to the Directives?

U.S. persons may advise or confirm a letter of credit issued on behalf of a non-sanctioned entity in which 
an entity subject to Directive 1, 2, or 3 is the beneficiary (i.e., the exporter or seller of the underlying 
goods) because the subject letter of credit does not represent an extension of credit to the SSI entity. 

U.S. persons may not advise or confirm a letter of credit if all of the following three conditions are met: 
(1) the letter of credit was issued on or after the sanctions effective date, (2) the letter of credit carries a 
term of longer than 30 days maturity (for persons subject to Directives 1 and 3) or 90 days maturity (for 
persons subject to Directive 2), and (3) an SSI entity is the applicant of the letter of credit (i.e., the 
importer or buyer of the underlying goods or services). This would constitute prohibited activity because 
the subject letter of credit would represent an extension of credit to the SSI entity. [9-12-2014]
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396. How do I know when a name has been added, changed, or removed on the Sectoral Sanctions 
Identifications (SSI) List? 

The SSI List available on OFAC's website is the latest version of the list and contains the most updated 
information on entities determined to be subject to one or more of the Directives. OFAC also maintains 
"changes files" that record all significant changes to the SSI List. Any addition, alteration, or removal of 
an SSI record is considered a significant change and will appear in these files along with the date that 
such an action occurred. These files are offered in two formats and are called SSINEW14.PDF and 
SSINEW14.TXT. The changes files are produced by year, thus future file names will be SSINEW15.PDF 
and SSINEW15.TXT and so on. [9-12-2014]

404. Is the term "new equity" in Directive 1 limited to equity that is issued by an SSI entity after 
the sanctions effective date or would equity purchased or acquired by an SSI entity from a third 
party after the sanctions effective date be considered new equity? 

The equity prohibitions in Directive 1 pertain to equity issued,directly or indirectly, by an SSI entity on or 
after the sanctions effective date. Directive 1 does not prohibit U.S. persons from dealing with an SSI 
entity as counterparty to transactions involving equity issued by a non-sanctioned party. [9-12-2014]

405. Does the prohibition on “otherwise dealing in new debt” of longer than 30 days maturity (for 
persons subject to Directives 1 and 3) or 90 days (for persons subject to Directive 2) of SSI entities, 
their property, or their interests in property prohibit dealing in debt with maturity that exceeds the 
applicable authorized tenor in which the SSI entity is not directly or indirectly the borrower?

Directives 1 and 3 prohibit U.S. persons from dealing in debt of longer than 30 days maturity and 
Directive 2 prohibits U.S. persons from dealing in debt of longer than 90 days maturity issued on or after 
the sanctions effective date in cases where the new debt is issued by an SSI entity subject to these 
Directives. Directives 1, 2, and 3 do not prohibit U.S. persons from dealing with an SSI entity as 
counterparty to transactions involving debt issued on or after the sanctions effective date by a non-
sanctioned party. For example, U.S. persons are not prohibited from dealing in a loan exceeding the 
applicable authorized tenor that is issued after the sanctions effective date of sanctions provided by an SSI 
entity to a non-sanctioned third-party, dealing with an SSI entity who is the underwriter on new debt of a 
non-sanctioned third party exceeding the applicable authorized tenor, or accepting payment under a letter 
of credit with terms exceeding the applicable authorized tenor that is issued, advised, or confirmed by an 
SSI entity, so long as the SSI entity is not the borrower. [9-12-2014]

406. Does the prohibition on dealing in new equity of entities subject to Directive 1 apply to 
transactions in which those entities are not the issuer of the equity? 

U.S. persons are not prohibited from dealing in new equity with an entity subject to Directive 1 if the 
entity is not the issuer of the equity. For instance, U.S. persons are not prohibited from transacting with an 
entity subject to Directive 1 in support of new equity where the entity subject to Directive 1 is the 
underwriter of the equity and not the issuer. [8-27-2014]
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407. May a U.S. person consent to a replacement of its participation by a non-U.S. person in a long-
term loan facility that was extended to a person subject to Directives 1, 2, or 3 prior to the sanctions 
effective date? 

A U.S. person is not prohibited by Directives 1, 2, or 3 from engaging in transactions necessary to exit or 
replace its participation in a long-term loan facility that was extended to an SSI entity prior to the 
sanctions effective date. This would not constitute dealing in new debt. U.S. persons involved in such 
facilities should ensure that all newly negotiated drawdowns or disbursements from the facility utilize 
repayment terms that are not prohibited by the applicable sanctions effective date. See FAQ 394? for 
additional information on what constitutes a permitted drawdown or disbursement from an existing long-
term loan obligation. [9-12-2014] 

408. Is a U.S. person permitted under Directives 1, 2, or 3 to extend credit for greater than 30 days 
(for persons subject to Directives 1 or 3) or 90 days (for persons subject to Directive 2) to a non-
sanctioned party for the purpose of purchasing goods or services from a person subject to 
Directives 1, 2, or 3? 

Directives 1, 2, and 3 do not prohibit U.S. persons from extending credit for longer than 30 days (for 
persons subject to Directives 1 or 3) or 90 days (for persons subject to Directive 2) to non-sanctioned 
parties for the purpose of purchasing goods or services from an SSI entity, so long as the SSI entity is not 
the indirect borrower. [9-12-2014]

409. If a person determined to be subject to Directives 1, 2, or 3 makes successive draws under a 
short-term facility created after the sanctions effective date (e.g., it borrows $100 million with a 15-
day maturity, then at the end of the 15 days, the debt “rolls over”), does the facility become 
prohibited if the SSI borrower makes successive short-term borrowings that cumulatively add up to 
more than 30 days (for persons subject to Directives 1 or 3) or 90 days (for persons subject to 
Directive 2)?

Two conditions must be met for short-term facilities created after the sanctions effective date to be 
permissible. As long as (1) each individual disbursement has a maturity of 30 or 90 days or less 
(depending on the applicable Directive) and the disbursement is paid back in full before the next 
disbursement and (2) the lender is not contractually required to roll over the balance for a cumulative 
period of longer than 30 or 90 days (depending on the applicable Directive) at the borrower’s request (i.e., 
it has the option to refuse the request for a new short-term loan and terminate the facility), the loan is not 
prohibited, even though the same borrower may obtain a series of short-term loans from the same lender 
over a cumulative period exceeding 30 or 90 days (depending on the applicable Directive). U.S. persons 
may not deal in a drawdown or disbursement initiated after the sanctions effective date with a repayment 
term of longer than the applicable authorized tenor if the terms of the drawdown or disbursement are 
negotiated or re-negotiated on or after the sanctions effective date. Such a newly negotiated drawdown or 
disbursement would constitute a prohibited extension of credit. [9-12-2014]

410. Are U.S. persons prohibited from entering into new contracts after the sanctions effective date 
with persons subject to Directives 1, 2, or 3 that provide payment terms to the SSI entities of 
greater than 30 days (for persons subject to Directives 1 or 3) or 90 days (for persons subject to 
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Directive 2)? For instance, if a U.S. person agrees to sell shares or assets to an SSI entity in a 
corporate transaction that becomes effective on or after the sanctions effective date, is the U.S. 
person prohibited from agreeing to deferred purchase payments, even if no interest is involved, that 
may be paid more than the permissible number of days later by the SSI entity? 

Directives 1 and 3 prohibit new extensions of credit to SSI entities of greater than 30 days maturity and 
Directive 2 prohibits new extensions of credit to SSI entities of greater than 90 days maturity, and these 
prohibitions include deferred purchase agreements extending payment terms of longer than 30 days or 90 
days (depending on the applicable Directive) to an SSI entity. Such agreements would constitute a 
prohibited extension of credit to an SSI entity if the terms were longer than the permissible number of 
days and the agreement was entered into on or after the sanctions effective date. OFAC does not consider 
the inclusion of an interest rate to be a necessary condition for establishing whether a transaction 
represents new debt. [9-12-2014]

411. What does the prohibition contained in Directive 3 under Executive Order 13662 mean? What 
is the scope of prohibited services? 

OFAC issued Directive 3, introducing new prohibitions on all transactions in, provision of financing for, 
and other dealings in new debt of longer than 30 days maturity of persons determined to be subject to the 
Directive, their property, or their interests in property. Transactions by U.S. persons or within the United 
States involving derivative products whose value is linked to an underlying asset that constitutes new debt 
with maturity of longer than 30 days issued by a person subject to Directive 3 are authorized by General 
License 1A pursuant to Executive Order 13662.

[9-12-2014] 

412. What does the prohibition contained in Directive 4 mean? What is the scope of prohibited 
services? 

OFAC issued Directive 4, introducing new prohibitions on the provision of goods, services (except for 
financial services), and technology for certain activities involving certain persons operating in the energy 
sector of the Russian Federation. Directive 4 prohibits the direct or indirect provision, exportation, or 
reexportation of goods, services (except for financial services), or technology in support of exploration or 
production for deepwater, Arctic offshore, or shale projects that have the potential to produce oil in the 
Russian Federation, or in maritime area claimed by the Russian Federation and extending from its 
territory, and involve any person determined to be subject to Directive 4 or that person’s property or 
interests in property. The prohibition on the exportation of services includes, for example, drilling 
services, geophysical services, geological services, logistical services, management services, modeling 
capabilities, and mapping technologies. The prohibition does not apply to the provision of financial 
services, e.g., clearing transactions or providing insurance related to such activities.

On September 12, 2014, OFAC issued General License 2, authorizing for 14 days all services and 
activities prohibited by Directive 4 that are ordinarily incident and necessary to the wind down of 
operations, contracts, or other agreements involving persons determined to be subject to Directive 4. In 
order to qualify under this General License, a transaction must (1) occur prior to 12:01 am E.D.T. 
September 26, 2014, and (2) relate to operations, contracts, or agreements that were in effect prior to 
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September 12, 2014. General License 2 does not authorize any new provision, exportation, or re-
exportation of goods, services, or technology except as needed to cease operations, contracts, or other 
agreements involving affected projects.

Please see this page for the Department of Commerce’s related license requirement on exports of certain 
goods for deepwater, Arctic offshore, or shale projects that have the potential to produce oil or gas. 

[9-12-2014] 

413. For the purposes of Directive 4, how does OFAC define "deepwater" projects that have the 
potential to produce oil?

A project is considered to be a deepwater project if the project involves underwater activities at depths of 
more than 500 feet.

[9-12-2014] 

414. Does Directive 4 apply to projects that have the potential to produce gas?

If a deepwater, Arctic offshore, or shale project in the Russian Federation, or in maritime area claimed by 
the Russian Federation and extending from its territory, and involving a person named under Directive 4 
has the potential to produce oil, then the prohibition applies, irrespective of whether the project also has 
the potential to produce gas. If the project has the potential to produce gas only, then the prohibition does 
not apply.

[9-12-2014] 

415. For persons determined to be subject to multiple Directives, how do the prohibitions and 
exemptions listed under one Directive affect prohibitions and exemptions under the other 
Directives?

Each Directive operates independently of the others. If a transaction involves a person subject to two 
Directives, for example, a U.S. person engaging in that transaction must comply with the requirements of 
both Directives. Exemptions in one Directive apply only to the prohibitions contained in that Directive 
and do not carry over to another Directive. For example, if a person is subject to both Directive 2 and 
Directive 4, the exemption for the provision of financial services by U.S. persons or in the United States 
under Directive 4 does not supersede the prohibition in Directive 2 on dealing in debt of longer than 90 
days maturity of such a person. For these reasons, when OFAC references a prohibition involving an "SSI 
entity" in these FAQs or in other guidance, it is referring to an entity subject to the Directive(s) at issue in 
a particular FAQ or piece of guidance.

[9-12-2014] 
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416. What does the "sanctions effective date" mean in the context of sectoral sanctions pursuant to 
E.O. 13662?

For purposes of the sectoral sanctions, "sanctions effective date" means the date a person is determined to 
be subject to the prohibition(s) of the relevant Directive. When a person has been previously determined 
to be subject to a Directive and the prohibition in the Directive is subsequently amended, (1) the sanctions 
effective date for the prohibitions of the original Directive remains the date on which the person was 
identified as subject to the prohibitions of that Directive, and (2) the sanctions effective date for the 
amended Directive is the date of the amendment (or other date specified in the amended Directive).

[9-12-2014] 

418. How does OFAC interpret the term "shale projects" with respect to the prohibitions in 
Directive 4 under Executive Order 13662?

The prohibitions in Directive 4 under Executive Order 13662 apply to deepwater, Arctic offshore, or 
shale projects with the potential to produce oil in the Russian Federation, or in maritime area claimed by 
the Russian Federation and extending from its territory. The term "shale projects" applies to projects that 
have the potential to produce oil from resources located in shale formations. Therefore, as long as the 
projects in question are neither deepwater nor Arctic offshore projects, the prohibitions in Directive 4 do 
not apply to exploration or production through shale to locate or extract crude oil (or gas) in reservoirs.

[11-18-2014] 

419. How should U.S. persons account for the 30- and 90-day debt prohibitions under Directives 1, 
2, and 3 as they relate to payment terms for the following types of transactions: (1) the sale of goods 
to an SSI entity, (2) the provision of services to and subscription arrangements involving SSI 
entities, and (3) progress payments for long-term projects?

U.S. persons may engage in commercial transactions with SSI entities provided that any such transactions 
do not represent a direct or indirect dealing in prohibited debt or equity. Because offering payment terms 
of longer than 30 or 90 days to an SSI entity may constitute a prohibited extension of credit to the SSI 
entity, U.S. persons should ensure that payment terms conform with the applicable debt prohibitions. For 
sales of goods to an SSI entity, U.S. persons may extend payment terms of up to 30 or 90 days from the 
point at which title or ownership of the goods transfers to the SSI entity. For the provision of services to, 
subscription arrangements involving, and progress payments for long-term projects involving SSI entities, 
U.S. persons may extend payment terms of up to 30 or 90 days from the point at which a final invoice (or 
each final invoice) is issued. In the event that a payment dispute arises causing a U.S. person to believe 
that it may not receive payment in full by the end of the 30- or 90-day period, the U.S. person should 
contact OFAC to determine whether a license or other authorization is required.

[12-11-2014]

420. Under Directive 4, does the term “production” encompass activities such as transportation, 
refining, or other dealings in oil extracted from deepwater, Arctic offshore, or shale projects?
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For the purposes of Directive 4, the term “production” refers to the lifting of oil to the surface and the 
gathering, treating, field processing, and field storage of such oil. The production stage of a project ends 
when extracted oil is transported out of a field production storage tank or otherwise off of a field 
production site. Directive 4 does not prohibit the provision by U.S. persons or within the United States of 
goods, technology, or services to SSI entities when such transactions relate only to the transportation, 
refining, or other dealings involving oil that has already been extracted from a deepwater, Arctic offshore, 
or shale project and transported out of a field production storage tank or otherwise off of a field 
production site.

[12-11-2014]

421. How does OFAC interpret the term “Arctic offshore projects” with respect to the prohibitions 
in Directive 4 under Executive Order 13662?
The prohibitions in Directive 4 under Executive Order 13662 apply to deepwater, Arctic offshore, or 
shale projects with the potential to produce oil in the Russian Federation, or in maritime area claimed by 
the Russian Federation and extending from its territory. The term “Arctic offshore projects” applies to 
projects that have the potential to produce oil in areas that (1) involve drilling operations originating 
offshore, and (2) are located above the Arctic Circle. The prohibitions do not apply to horizontal drilling 
operations originating onshore where such drilling operations extend under the seabed to areas above the 
Arctic Circle.

[12-11-2014]

2018-08-116: 000987



 
Bates Nos. 2018-08-116: 

000988 – 000990 
Submitter Notice Process 
Initiated and/or Pending 
Consultation Responses 

 
  



2018-08-116: 000991

(b)(6) (b)(6)

(b)(6)

(b)(6) (b)(6)

(b)(6)
(b)(6)

(b)(6) (b)(6)

(b)(6)



 
Bates Nos. 2018-08-116: 

000992 - 000998 
Pending Consultation 

Responses 
 
 
 

 




